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Standard (PCI DSS). Compliance with the PCI DSS and other similar standards can be
difficult for on-line merchants, as it may require extensive investment in computing
equipment and other costs. Accordingly, some on-line merchants outsource payment
functions, and therefore PCI DSS compliance, to third party payment processors, who are
therefore responsible for compliance with industry standards. However, outsourcing these
functions to third parties may have drawbacks, as the appearance and behavior of a third
party form accepting payment information may not be consistent with the appearance and
behavior of the on-line merchant’s website.

[0005] Thus, there is a need for an improved system and method for complying with
security standards for accepting sensitive data.

SUMMARY

[0005a] According to a first aspect of the present invention, there is provided a system for
providing input form fields by a third party for sensitive data on a merchant web page,
comprising: a non-transitory memory storing account information for one or more merchants;
and one or more hardware processors coupled to the memory and operable to read
instructions from the memory to perform the steps of: receiving, in response to rendering of a
merchant web page in a web browser of a user, a request to provide; by the third party,
sensitive data form fields on the merchant web page, wherein the request includes a call to a
function in a scripting file provided by the third party; causing, by the provided file, one or
more inline frames to be rendered in the web browser of a user according to appearance
options specified by the merchant, wherein each rendered inline frame includes a sensitive
data form field; and receiving, in response to a user action, data entered by the user in the
sensitive data form fields.

[0005b] According to a second aspect of the present invention, there is provided a computer-
implemented method of providing input form fields by a third party for sensitive data on a
merchant web page, comprising: receiving, by a third party payment processor device, in
response to rendering of a merchant web page in a web browser of a user, a request to
provide, by the third party, sensitive data form fields on the merchant web page, wherein the
request includes a call to a function in a scripting file provided by the third party; causing, by
the provided file, one or more inline frames to be rendered in the web browser of a user
according to appearance options specified by the merchant, wherein each rendered inline
frame includes a sensitive data form field; and receiving, by the third party payment
processor device, in response to a user action, data entered by the user in the sensitive data
form fields.

[0005¢] According to a third aspect of the present invention, there is provided a non-
transitory machine-readable medium comprising a plurality of machine-readable instructions
which, when executed by one or more processors, are adapted to cause the one or more
processors to perform a method comprising: receiving, by a third party payment processor
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device, in response to rendering of a merchant web page in a web browser of a user, a request
to provide, by the third party, sensitive data form fields on the merchant web page, wherein
the request includes a call to a function in a scripting file provided by the third party; causing,
by the provided file, one or more inline frames to be rendered in the web browser of a user
according to appearance opfions specified by the merchant, wherein each rendered inline
frame includes a sensitive data form field; and receiving, by the third party payment
processor device, in response to a user action, data entered by the user in the sensitive data
form fields.

BRIEF DESCRIPTION OF THE FIGURES

[0006] Fig. 1 is a flow chart illustrating an embodiment of a method for providing, by a
third party, input form fields for sensitive data on a web page provided by an organization.

[0007] Fig. 2 is a front view illustrating an embodiment of a payer device displaying a
checkout web page with input form fields for sensitive data.

[0008] Fig. 3 is a schematic view illustrating an embodiment of a networked system.
[0009] Fig. 4 is a schematic view illustrating an embodiment of a computer system.
[0010] Fig. 5 is a schematic view illustrating an embodiment of a system provider device.

[0011] Embodiments of the present disclosure and their advantages are best understood by
referring to the detailed description that follows. It should be appreciated that like reference
numerals are used to identify like elements illustrated in one or more of the figures, wherein
showings therein are for purposes of illustrating embodiments of the present disclosure and

not for purposes of limiting the same.
DETAILED DESCRIPTION

[0012] The present disclosure provides systems and methods for providing, by a third
party, input form fields for sensitive data on a web page provided by an organization. In one
embodiment, the organization may generate a web page for a user to submit sensitive data.
For example, the organization may be a merchant generating a checkout page for a user to
purchase goods, which may require the user to enter in personal financial data like credit card
information. Within the web page, the organization may designate one or more containers for
each form field of sensitive data for the user to enter. The organization may also include a
reference to a third party script file within the generated web page, and one or more
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