1 MOBI LE'TP REQ STRATI ON PROCESS FOR ALWAYS- ON DEVI CE The application
relates to the provision of IP (lInternet Protocol) connectivity for
wireless devices, and in particular to registering wireless devices on a
MP 5 (Mbile IP) network. MP (Mbile IP) is a protocol that was
originally proposed by the I ETF (Internet Engineering: Task Force) and is
described in "RFC 2002 - IP Mbility Support”. In a MP 10 network, a HA
(honme agent) typically assigns a static hone |P address to each associ at ed
nobi | e device. As a nDbiIe devi ce roanslin the M P netmork, it registers
with a FA (foreign age whi ch rOV|des a of -address). The HA
is inforned GfoR SBNTTON Sﬁhmﬁw ?’:‘) I?Eévg"icszt ration
procedure. The FA nalntalns a binding of the honme IP address to C(A for a
certain length of tinerkaldppdiaati@gizetinats oo [theepirowisiont ofingF i s
establ i shed b h nd [ I e to send
packets to t élﬁ%ﬁﬁ%eﬁr.$¥§g b?gﬂ%éﬁgghks ﬁ%yﬁﬁ%eﬁﬁggl?ore thgﬁﬁoblle 20
device is reabhg@imividattie hegestérigddmwasslexs dearxgeasom tee MIfpbi | e devi ce
re-regi stegs r ration lifetime expires, a PPP (point to

poi nt protgcop%ﬁﬂg%ngg |®$%§ﬁ%s mai ntained. In a SIP (Sinple IP) network,
mobi | e devices are 25 assigned geographically dependent |P addresses
dynami cally by a visited PDSN (Packet Data Serving hbdes) As the nobile
device roans it will be assigned a neM/geographlcaIIy dependent | P address
for a duration that nmaMIRotMdydlkndWn i 2 theteodi |thageveerigipaptHvi des a
nunber of advgfg 3 BYEnd%eShP (SO LR):pUE 45 ragebidng, cagani cat on

with the V|ce usi ng non- %eo% hi cal Iy’ pendent home IP
iz described in RFC 2002 - obility Support In a MIP

10 network, a HA (home agent) typically assighs a static home

IP address to each associated mobile device. Az a mobile
device roams in the MIP network, it registers with a FA
{(foreign agent), which provides a COA (care—of—address). The
HA is informed of the mobile device’s COA through the

15 registration procedure. The FA maintains a binding of the
home IP address to €A for a certain lengt? of time c¢~lled a
registration lifetime. A tunnel is established between the
HA and the mobile device enabling the HA te send packets to
the mokile device by-means of the FA; therefore, the mobile

20 device is reachable wvia its home IP addreh?. As long as the
mebile device re-registers before the regi%tration lifetime
expires, a FPP {(point to point protocel) cbnnectivity is

maintained. !

ks

In a SIP (Simple IP) network, mo?ile devices are
25 assigned geographically dependent IP addre?ses dynamically
by a visited PDSN (Packet Data Serving Nodes). As the mobile
device roams it will be assigned a new geographically
dependent IP address for a duration that mey not be known to
the mebile device. MIP provides a number o? advantages over
30 SIP (Simple IP) such as enabling communica%ion with the

mobile device using its non-geographicallyidependent home IP




2 address. The elimnation of the need to ‘know the nobile device's
current geographical point of attachment greatly enhances roam ng
capabilities and enables different = application serVers to reach the nobile
device via its known 5 honme | P address regardless of its current point of
attachnment to the MP network. Also, MP enables nulitiple user profiles
wth different user |ID/ password etc. A biIe device that is configured as

"Mobile IP only" may encounter a nunber regl st rat [ on [ ssues in a 10
net work - th |n one_.and. | I oam nhg. Si tuatl g Not handl ed
properly, ‘? ?]e’rﬂiuf SR ?ﬁ}beh nene g:acf e '? i Vi y Fesulting in

a poor Us&é\rlcﬁéﬁ'pé?rci:ﬁleéhﬂ e RSHIfcal pei RYSE Qi t Aatmdret deseatiely On t he
ot her hand, brute force retry attenpts by the m)bllegew ce tore 15
regi ster SREANTIR TRFIG \RABERIEN o AN ERFRIRR A M FBTH wor k access, a

r educed b%l)% Bl Yatide e T’E}plffa&?VﬂK@ moH Itk CaRgRsd I-pTh oft & Nenddi

net wor k. ameter application t lows a Di ameter i server to
aut herfi i came ERitddbdieoss ampaollens o chimtewrremo P%%‘F mefion for Mbile

| pv4 ser\%fegcﬁ%%er&g 1519 a}i\fp%bﬁ% oﬂ?d i 0d| fﬂ, ngl i 8 RAtL Rip {@l houn at

al ., on, erne neering Task Force
vol . 20, wudetgusio2{s %inﬁndnftaWéﬁttmmeirumwpihswqwéa@abaI|ty of the
base protocol, this application allows nobile nodesito 25 receive service

by the T or 6 an and RdIP: HHARE T TRnct b CTRAGE T ortm a5 (her
D anet er &Elyerfay encounter a number of registration issues in a
10 network = both in home and in reoaming. If euch situations
are not handled properly, then it may lead to digruption in
data connectivity resulting in a poor user experience in
case of an “always-on” mobile device. On the other hand,
brute force retry attempts by the mobile dévice to re-
15 register with the MIP network can cause unwarranted MIP
network access, a reduced battery life of the mobile device,

and congestion of the MIP network.

A Diameter application that alloﬁs a Diametex

server to authentlcate, authorize and coll%ct accounting

20 information for Mobile IPv4 services rendeﬁed to a mobile
node is disclosed in Pat R, Calhoun et al.,SDiameter Mobile
Ipv4 Application, Internet Engineering Tasﬁ Force vol. 20,
August 2004. Combined with the Inter-Realm capability of
the base protocol, this application allows bobile nodes to

25 recelve gervice from foreign service providFrs. Diameter
Accounting messages will be used by the foreign and home
agents to transfer usage information to the;Diameter

gervers.
i

Protocol enhancements that allow transparent
30 routing of IP datagrams to mobile nodes in khe Internet are
disclogsed in #d. C. Perkins, IP Mobility Support for Ipvé4,

Internet Engineering Task Force, August 200?. Each mobile




Protocol enhancenents that allow transparent 30 routing of |IP datagrans to
nmobil e nodes in the Internet are disclosed in Ed. C. Perkins, |IP Mbility
Support for Ipv4, Internet Engineering Task Force, i August 2002. Each
nobil e 2a node is always identified by its home addiess, regardless of its
current point of attachment to the Internet. Wiile situated away fromits
home, a nobile node is also .associateg with a careiof address, which
provides S information about its current point of attachnent to the

| nternet . .The PLOL9GOLaPtaXhILS: LAT HLCOLS! RLEATHAC R Cxha Addegss vith a

hone agent. The hone agent sen gr ans estine or nobi [ e node

t hr ough aftmnﬂeburvenhepoane of aaudchmsntAtbetharEptﬁmgeat t Woidrd of the
t unnel , g %0 dat a r kheﬁ vereg.io tthnDbigg node. Mobility
Nhnageneﬁ% b ﬁﬁlaﬁg SPmU§ ORfi- Pnt'8Phet Brofodd 2B&Sed mul ti media
nmobi | e Nabweekagea wdtﬁcho&ﬁﬁebﬁfUadHstﬁtaWﬁichabQ&hla§s6 735,202. In a
mobil ity nanagenent aspect of the invention; several unique 15 nobility

managéneAbt CEmRE6PPTBES e d Lar EUEENReROLBE e aFRACHRERNST KNG BFar i ous

mobi |1ty ypraagerent ThungkbeBeolNpkBeideMBRi ¢aLHaRErI¥e @MWkl 8EPECt tO
the nobile user stations and network nodes. Thése nessages nmay conpri se:

(i) a LoédﬂréﬁﬁuwééheaNBQQGQégengwb Thei home: pgenti gsndenfiatddrags\essage
(LCM; h%h{l% chOgaLI aR QY Xl@bﬁ§ﬁg ﬁbkgwkg %thnﬁe&L%E@E!%ﬂcB%%| yeVessage
e R

(LRM ; gi stration §Sage stration Reply
Nbssage a@ieese.noRftelr atlréeyéngeataghe and ofedhien tuimamellR- leasdd systemto

per f ty.m f unctions _such as.l ocatjon managenent, 25
WDbIE éng§§r3Wd1anggFrgﬁgﬁ VEEEG Eﬁn&é@n@ﬁg Le\BEfSds, terminal's and
circuits for updating

Mobility Management Techniques Foi Use In An

Internet Protocol-Based Multimedia Mobile Network are
disclosed by United States patent US 6,735,%02. In a
mobility management aspect of the inventioné several unigque
15 wobility management control measages are de#ined for use in
performing various mobility managewent functions in the
communications gystem with respect to the m@bile user
stations and network nodes. These messages may comprise:
(1) a Locatlon Update Message (LUM); {(ii) a'Location Confirm
20 Message (LCM); (iii) a Location Query Message (LQM) ; (vi) a
Location Reply Message (LRM); (v) a Reglstratlon Message
(RM) ; and (vi) a Registration Reply Message. One or more of
these messages are used in the IP-based system to perform
mobility management functions such as location management,

25 mobile accesa and in-call mobility management.

Methods, terminals and circuits for updating
provisioning data of a mobile terminal are disclosed by
International Publication WO 2004/049664. % network
initiated subsequent provisioning message requesting that

30 the mobile terminal initiate a session to update the
provisioning data of the wobile terminal is received and it
is determined if the mobile terminal is exeduting a

foreground data application utilizing a cur#ent registered




provi sioning data of a nobile termnal are disclosed by International
Publ i cati on WO 2004/ 049664. A network initiated subsequent provisioning
message requesting that 30 the nobile terminal initiate a session to update
the provisioning data of the nobile termnal is received and it is
deternmined if the nobile ternmnal is executing a foreground data
application utilizing a current registered 2b i | nt érnet Prot ocol (1P
session. An |P session is selectively2bnitiated toiupdate the provisioning
data of the nobile term nal based on the determinatjon, of whether the

mobi | e tet&t@@ﬁetSPfﬁfﬁaﬁHKﬁEnfﬂﬂﬁﬁﬂﬂmnd H@té?a@%ﬁ?%%%lﬁﬁ 5 utilizing a

current registered. | P, session r 85pees, the
appl i cat i 8alepkbveHEsiBl ety B FA nn€f¥%f2§§ é%g?%%Q?ﬂﬂﬁ§h%%%gr|S|ng

aut omat i cgbby1 8! LEPRLLAD 626804203) che @&t apini st donwf evbethan BR8t ocol

sessi on, e mnre ess protocol operating_usin a for each
error catagbnyeoteamphalaiﬁt9XG¢UtéF90? EaF@ggPPBé &ﬁg% ?%??%%gg?%

establish w.reles 0 nygugekgiaf.error in that error
cat egory, % iééﬁpﬁng éu g%%%lgg%f§€é§bee£st gnelrespectlve error 15

category specific step (204 205, 206) in sone enbodi nents, the wrel esss
prot ocol gamibkiy (nDbiIe Internet Protocol). 3 In sone enbodinents t he
nmet hod conpri ses: initialising for MP (Mbile Internet Protocol)

regi stration (200)Acﬁérﬁgﬂg Rg gnglBrggg]ghb@btqnthequggﬂlczmipp wherein
for at |east one of "the error categories, the at | east one § res ectlve

error Cat@gawﬁdﬁpeejﬁmchsﬁepn(gowdrg@gsgogﬁv1ce (105 comprls
automatically attempting (200,201) to establisgh ‘a wireless

10 protocol session, the wirecless protocol opérating usipg
atatic addressing; for each error category.of a plurality of
error categories, upon failure to establish the wireless
protocol session due to an error in that e?ror.category,
executing automatically at least one respective exror

15 category specific step (204,205,208} .

in some embodiments, the wireless protocol is MIP

(mobile Internet Protocol).




conprises returning automatically to step a); and wherein for at |east one
of the error categories, the at | east one respective error category
specific step conprises returning automatically toistep b). i 10 In sone
enbodi nents, the nethod conprises: for at |east oné¢ of the error
categories, returning to step a) .for sonme conditions and to step b) for

ot her conditions (417,515,505). in sone enbodi nents, for at |east one of
the error 15 categories, the, at |east one respective error category
specific step conprises returning autondtically to step a) after a first
backoff time (408, 415,506, 518); and wherein for at least one of the error
categories, the at | efstsowme embedppertise tdver vethed QEPFL8p3Cid)i ¢ step

conprises re d : i t b dei1 ) A reeLensh thaakof f

I'n-so Iments, the plurality of error categories
conprise no f2¢llst Aat sendiespoMIE F89igtragirrof eI it @Pﬁ-grs“‘”{%"&%
provi sionl nng}{:lreQ! 3 a303dne AW HRMBOESH YeatagB@l ¥e) keisy er Se¢804ne I n sone
enbodi nents, the nethod further conprises., defi n|$ %tosl g@gi two groups of
RRP codes,5 edefpeptdts SFERRCategIsy aRFFHiify SERPef %4# car&gdry of said

?l !Jlraldi g % of cefn{;ﬁises(:%@geﬁiﬁ;aurtgﬁzgty&mga_moRREehpomhe iamdr ekpogige to a
aile regi stration atte nd determ ning.the erray Qe USing
the RRP code%€20§‘5 .lez?sltn"g%:gti e'ﬁﬁ’o&i‘ﬁ%ﬁt%a,tqgﬁi tTaf |§H1§\t ?gégﬁﬂ P

regi stration zesppetfar Metdodpea a@yduiyr ypedi fi disRepegbmprigsisofetrFHdtd ne and

when the w r(.aalu%csxﬁagfcvall Fi"_ q_‘rgvgéeg %)a} new M P networkl.

1Q in some embodiments, the method ;omprises: for at
least one of the error categories, returniﬂg to step a) for
some conditions and to step b) for other cénditions
{417,515, 505),

In some embodiments, for at least one of the error

15 categories, the at least one respective er;or category

specific step comprises returning automati&ally to step a)

after a first backoff time {408,415r506,51§); and wherein

_for at least one of the error categories, @he at least one

respective error category specific step co@prises returning
20 automatically to step b} after a second baékoff time

(406, 506) .

In some embodiments, the plurality of error
categoxies comprxise no registration responée (301), out-of-
sync errors (302), provisioning errors {303), and temporary

25 mnetwork errors (304).

In some embodiments, the method further comprises:
defining at least two groups of RRP codes, each group of RRP
codes defining an error category of said piurality of error
categories; receiving an RRP code in respoése to a failed

30 registration attempt and determining the eﬁror category

using the RRP code (203).




5 In some enbodi ments, initialising for MP registration is perforned when
the wireless; device is powered on and when the w rel ess device sw tches
to a new user profile. In sonme enbodi nents, the neﬁhod further conprises:
10 defining at | east two user profiles (703) on the.wirel ess device one of
which is an active user profile at a given tine; wherein for at |east one
error category, the respective at |east one error ¢ategory specific is
defined differently for each of the at |east two user profiles 15 (702).

I n some enbodi nent, each user profile i4 a NAI (network access identifier)
profile. In some enbodi ments, the nethod further comprises: maintaining a
retry history for eachpusete pmbbhlirentdie imgtiglleing Foar LB onpri si ng an
identification of networks th have 0 l. 2tieSteal stynriand for at
| east one er FeF+3T@égBr y° %%(regﬁf“?ﬁgu?%e 5‘?’#82@? %ggl resgecti e error
category spegiféringt epdashen fuecwioaleds deviret Ve oy eY 1 Eome

enbodi nents, _f 19 regi stration response, 25 the at |east one error

cat egory spegf IC Step conprises re- sending a registration request; for
out-of =sync errors the at |east qne error .category. ChfhC Step

1(414, 514)5 conpri se: &P F@Eﬁe%’fl?%mﬁméﬁal‘lr@%glgﬁg?l%g i%frr g&tb_chal [enge is
unknown, ni sskpYstAitiPrmlie, panrtbrirenwhen -sendiirglasgodavdgiesifat i on request ;
or b) adjusting a tine sta i f_.there i .edi Aldn tbdgnbdy | cati on

ni smatch, an&@°FRERS I a‘é‘élngﬁﬁﬁ ?%eewrlg'ﬁ?es#a |Jol%gr g‘g{:’gﬂ%nf gr t enporary
network err aisgrt beofifld.east one error category specific step (415, 515)
conprise: a) sending the registration request with .

In some embodiments, the method further compzises:
10 defining at least two user profiles (703) on the wireless
device one of which is an active user profile at a given
time; wherein for at least one error category, the
respective at least one error category speéific is defined
differeﬁtly for each of the at least two u%er profiles

15 (702).

In some embodiments, each user profile is a NAT

(network access identifier) profile.

In some embodiments, the method further comprises:
maintaining a retry history for each user profile, the retry
20 history comprising an identification of networks that have
not allowed registration; and for at 1east50ne error
category, executing the at least one respective erxor

category specific step as a function of the retry history.

In some embodiments, for no regiétration response,
25 the at least one error category specific step comprises re-
sending a registration request; for out*of%sync exrrors the
at leaat one error category specific step K414,514)
comprise: a) requesting a challenge if a current challenge
is unknown, missing, or stale, and then re%sending a

30 registration request; or b) adjusting a ti?e stamp if there




5alifetine of zero if a prior MP session exists; b) freeing up
resources used in the attenpt to register the wireless device with the
network, and then re-attenpting to register the witeless device; and for
provisioning errors the at |east one error category specific step
(416,516) conprise: 10 a) sending the registration request with a lifetine
of zero if a prior MP session exists; b) freeing up resources used in
the attenpt to register the wireless device with theé network; c) adding
the network to a list of networks not allow ng packet data access, then
wai ting do acquire a 15 network not found on the Iist, and then retrying

the method qf 4 %Q?%S@f&ﬂgmt haewt i £l @adcdemicwatdn Sode tBABJH Tents, the
error categorib5s of out- o

) f -sync error rLOVLSi DL I QbrwdBOpoOrary
networ k errofenddPg E8g e TTes By %e?déass%écﬁoge gr%%ﬁ%élf RRP codes. 20 In
anot her enboghiwmnt tha Xt rBless odevereod sategovy dderfdC PE*Rdapted to
i npl enent one, of t met hods . YRy 13ROV e 41 sPr AQinheegrRedOdiitaNt , a
conput er r eadib S dFERr A ?'113 con%u er execg%_'abl e | nst_r_Egt‘L_é)er%%n%tored
thereon i s 25 prfstigedofozemxdduki paien MLR\SLEFASR YEVATFE as 10

| mpl ement _one of L he Bt NOMS A4S +HUMHBE:HA @bewgistel efheDestelqrd on of the
Dr awi ngs Pr ePBr T erbodi nent s wi | | now be descr%bed mr,ilttlo LE f%@p_r}_ce to the
attached dr adewyse iwithhtbh: netyerk, 2nfsthRen ARsmg Ier(u’:%%% : &N P
(Mobile 17?) petyptdgeds Gevied S and oW phavisiohiagnetivots dherdgistering |
a mobile deVIlggst?nor?e I)a"rl?:orx]'egg\gergkorlyn s%gg;%ggns eepw(tllli'é?glf:‘:) comprise!
10 a) sending the registration request with a lifetime of zero
if a prior MIP session exists; b) freeing up resources used
in the attempt to regisiter the wireless device with the
network; c¢) adding the network to a 1ist of networks not
allowing packet data access, then waiting to acgquire a
15 network not found on the list, and then re?rying the method

of registering the wireless device.

in some embodiments, the error categorizs of out-

of-syne error, provisioning error, temporary network error

are each defined by a respective group of RRP codes.

20 in another embodiment, a wireles% davice is
provided that is adapted to implement one of the methods

summarized above.

in another embodiment, a computer readable medium
having computer executable instructions stored thereon 1is
25 provided for execution on a wireless deviéé so az to

implement one of the methods as summarized above.
Brief Description of the Drawings

preferred embodiments will now be described with

reference to the attached drawings in which:




5 enbodi nent of the application; Fig. 3 is a plurality of flow charts
providing exanple error category specific actions in accordance with an
enbodi nent of the application; Fig. 4 is a flow chart of a nmethod of
initially 10 registering a nobile device on a NIP network in accordance

wi th an enbodi nent of the application; Fig. 5 is a filow chart of a method
of re- registering a nobile device on a NIP networkiin accordance wth an
enbodi ment of the application; 15 Fig. 6 is a chart |providing exanpl e RRP
(registration reply) code categories infaccordance with an enbodiment of
the application; and Fig. 7 is a block diagramof an exanple bi | et devi ce.
20 Detail ed Descri pti®hg.Ref ésr angchematiis PEgan rexagpdentihat iM% an exanpl e

M P (Mbile %{?:ﬁ%&%?%k 100 is shown. The NIP netmoﬁk 100 has a HA (hone
agent) 101 coupled wth a honme network 102, and a FA (foreign agent) 103

coupled with a foreign, network 25 104. The hone ent 101 ] gLed with
the, foreign. agent 163 thridughfdne ‘E}Tarr'fof’g ?le’f‘%ol%s O%O%?&%t%h(}gugh it is
not shown ig hde1dr avtrngs on pl Mial héywalk fiar abgerdeatogowktsh 109 i s

typically _present, each_fareign.network 104 having an associated FA 103
(not showﬁb.emp?éﬂﬂepé LW %e%%ﬁ%lfg d78wn 7 near the foreign network 104 as

to represen;*t that it is visiting the foreigg net wor k 104, /\dﬂ urality of
mobi e devices is typigal3ipresdnraliet ofhdhAY . HAFTSpEFAYTSH? t he nobil e

dg;ice 1105 usgpidvrkBr Sa@dllngsspsci fideBRibhs afldnras raatca WA (carve- of
addr ess) . :
) an embodiment of the application;

Fig. 4 is a flow chart of a method of initially
10 registering a mobile device on a MIP network in accordance

with an embodiment of the application;

Fig, 5 is a flow chart of a method of re-
registering a mobile device on a MIP network in accordance

with an embodiment of the applicationy

15 : i Fig. & is a chart providing'examﬁle RRP
(registration reply) code categories in accordance with an

embodiment of the application; and

Fig. 7 is a block diagram of an example mobile

- device.
20 Detailed Descripticn

Referring now to Fig. 1, a schematic of an example
MIP {Mobile I1P) network 100 is shown. The MIF network 100
has a HA (home agent) 101 c¢oupled with a hdme network 102,
and a FA {foreign agent) 103 coupled with & foreign network
25 104, The home agent 101 is coupled with thé foreign agent
103 through one or more networks 106. Althdugh it i=s not
shown in the drawing, a plurality of foreiﬁn networks 104 is
typically present, each foreign network 104 having an

associated FA 103 (not shown). A mobile degice 105 is drawn




M P session establishnent involves agent discovery, registration with the
FA 103 using the COA 'and tunnelling establishment, between the HA 101 and
the FA 103. The home IP address is typically StatIC once it is provisioned
and is 10 managed by the HA 101. The COA is nmintained by the FA 103 and
represents the point of attachnment to the foreign netmork 104. The CQA
dynani cal |y changes as the nobile device 105 roans;anong different foreign
networks 104. The FA 103 notifies the hone agent 101 of the COA so that
the 15 nmobile device 105 is reachable w’th its hone'| P address by neans of
tunnelling. As part of the agent discovery process, the FA 103" sends an

| NP (| nt er rRAATCHAEr BPTIES ZGEVPEt BLhI9® AAMFeRERTANE 4895r it sbhent nessage)

to the nobilg devngerddSeortign Mbibas: 2042 M Flagenicyadeentbsrment

extension and may. al so conprise a FA challen e extension, which is used
f or authentlﬁﬁﬁﬁ95§ isThep e LigBREs ety i Ots RE¥R? ext ensi on i ncl udes one or

nore COAs, a registration lifetine, and a pIurallty of feature sets
supported by the FA 108 ¢esmpticeyetse mamidel ﬂemgc@a@ppgﬁtt\by Krhe FA 103).

After thesmobide deice MGR Haceluesss it LNEGAMALLAILADGNG-EdY FA 103

capablllty, It sen reglstratlon request nmessage) to the FA
103. The FFKMIP|%ﬁ%ﬁlRRCF§¥%Rﬁ%ﬁhﬂ&ﬂFo*P?Q%mﬁésF¥e%hdﬁkﬁﬁﬂ?&FMs the hone I P

address, an }Byaddre38n0hithandAri0io3 %Jﬁ%l eﬁée@bﬁ;%ndaladnaemﬂ@unber of

parameters rel ated to authentication, RSM %ontaln P
i ndi cat i ons, ®F§ARIAPEENE PeTHESMERELRRE Iflogn Bh?rEF %q?at BRNIMETI P
address and addid:addr egpiedllly 8tathe dharie netposdigoaddyand A ter

initial %%thgggéééglﬁ%nthe HA 101. The COA is malntalned by the FA 103
and represents the point of attachment to the foreign
network 104. The COA dynamicall? changes as the mobile
device 105 roams among different foreign neiworks 104. The
FA 103 notifies the home agent 101 of the CPA so that the

.15 mobile device 105 is reachable with its homeg IP addxess by

means of tunnelling. ! |
As part of the agent discovery process, the FA 103

sends an ICMP (Internet Control Message Pro&ccol) AAM (agent
advertisement message) to the mobile device 105. The AAM nas

20 a MIP agent advertisement extension and may:alsc comprise a.

FA challenge extension, which is used for aﬁthentication.

The MIP agent advertisement extension includes one or more
COAs, a registration lifetime, and a plurality of feature

sets supported by the FA 103 (e.g. reverse tunnelling

25 support by the FA 103). After the mobile device 105 receives

the information about the FA 103 capability, it sends a MIFP
RROM {registration request message) to the FA 103, The RROM
is a RRQ (reglstratlon regueat) and contalns the home IP

address, an 1P address of the HA 101, a rEquested COA, and a

30 number of parameters related to authentication. The RRQM may

also contain indications, typically during initial

provisioning, that the home IP address and an IP address of




the FA 103 forwards this information to the HA 101 through the network
106. Once the nobile device 105 is authenticated successfully, the HA 101
sends a RRPM (registration response 5 nmessage) to the nobile device 105 via
the FA 103 indicating whether or not registration is successful. if the FA
103 or the HA 101 decide not to accept the registration request, then the
reason why is indicated by a RRP (registration reply) code contained in
the RRPM 10 in sonme enbodi nents, a CDVA (Code'-Division Miltiple Access)
technology is used as the wireless netwbrk connected to the MP network
100. However, the enploynent of other technologies%is possi bl e and is

Wi thin the sctopélohretivts agsphnedtyah. Afseputmifael c2 I URBEABY Tur ni ng

now to Fig. fhay £hart-af +R1 Sethodnat iof a0l The! kAgLdhenrebyhe device
105 on the I\)fz)fi?%‘gtv\ork 100a in ajécordance \l/vioth an etrbodi ment

) | _ of th

appl i cation tke steswprk It 996 Bheldgide188viRs A0Pmssi Hit eéi‘ltilga'f?cgns at
step 200 20 {podusRRaiel| ohd @h 160i Sdftfsl AgrMEH N( e shbft 1w weskod®d.  Next,
the nobile device 105 attenpts_to register with thg! g%arne.%pggnloo at
'step 201. SA BeRIASSIf bGP FRRyoPtaei davise WyptrtathF 48k &d i i° sone
manner. |f reEgiHdr@bicORot Sregiueeassdnilisatusteps 202, IEhehe tife 198t bod ends.
However, it is si,ble.that registration wl.l ul, which
may  be indi E&% é'g‘ @@irg?:%’rf\lﬁ oy S:ajé?e?)?‘i/ep%egggg%e lnsﬁg'&??ﬁtg&c .ngf&écessf ul

regi strationtlosn mhenataseceiny ng amyigzapdy by neRREydrggiat¥ation regi strati on

i s unsuccessful, at P o h hod categorises the error at step
203. The 30 gﬁ%@ﬁcé%gg A repnfhnggsggg and receipt of a reply nessage

i'ndi cati ng unsuccessful registration are both exanples of, error categories
for unsud®essful regi $PrSPRQFrbodiments, a CDMA (Code-bivision

Multiple Access) technology is used as the wireless network
connected to the MIP network 100. However, the employment of
other technologies is possible and is within the scope of

this application.

13 Automatic Retry Method

Turning now to Fig. 2, a flow chagt ef a method of
registering the mobile device 105 on the MI? network 100 in
accordance with an embodiment of the applic?tion iz shown.
The mobile device 105 pexforms initialisations at step 200

20 in preparation for registering with the MIP' network 100.
Next, the mobile device 105 attempts to register with the
MIP network 100 at step 201. A successful régistration is
typically acknowledged in some manner. If régistration is
successful at step 202, then the method ends. However, it is

25 possible that registration will be unsuccessful, which may
be indicated by receiving a reply message iﬁdicating
unsuccessful registraticn or by not receiving any reply
message at all. If registration is unsuccessful at stgp 202,
then the method categorises the error at stép 203. The

30 absence of a reply message and receipt of a reply message
indicating unsuccessful registration are_?oih examples of
error categories for unsuccessiul registration.




9 In general, a plurality of error categories is possible. Fig. 2
illustrates N categories represented by steps 204,205, and 206. In each
of steps 9104, 205, and 206, actions are perfornedthat are specific
to,the error 5 category. These actions are preferabe execut ed
automatically without any input froma user. After :conpleting these
actions, the nethod continues. The particulars of héow the nethod continues
are application specific. For exanple, for some ertor categories, the

met hod 10 m ght continue by returning té A meaning initialisation is
performed. For other error categories, the method m ght continue by,
returning to B meani ndPadereFalegis PLEFFBIFYaPEeRPToT SATeda W3 Hut

re-initiali sbegﬂﬁ@r e Fggnes aiimsttraees nwt&mégakgéﬁ myﬁelsaueedid:ﬁ for sone

conditions and continue 15 to_ B for other c I so di ment s,
for at |east St6R® €¥or0cat #oraP & hé ngith e h???][}ﬁcs 'b?or étn%rcg% A and

for at |east a@RgcRs hﬁre @&msm:.ﬁ e:g:ﬁltyaté]espmmd totiengesorby returning B.
I n sonme enbodi nents, backof f ted bef ore

ret urni ng 1 o SBEEAR % sr%’cf"(?ﬁda%'%\’ccf?osf il %Eferab?[gp%errent ed before returning
to A the secamrdmbacddflly witkobeiany Lopgerfidras et { iFderbackoff time. In

a particular, exa QneeLror, cat I YeBod RE g@ﬁ&ggjlyge defined to be
t he absence & Bng& oﬁ“’éﬁ’g & On"'?’évg:gg")t oeﬁe 25nM Pre |strat|on attenpt.

This net hod qmrtcnnulle@rsatothow '(J'Fﬁ meftdiofl] pentimaeRofFe tIRRF H5ELAGRI npl enent ed

bet ween each EE-.L £ €918 AkhRP1&! [RIFPbomé fefrddf @ateysi iy, edns unbetodf
failed atte ﬁave been experienced for this gartlcul ar__error._category,

then the et Whéoﬁ?n‘i'ﬁfése RY ESEHYENG kB AJEATdTE0 PRGN P8R 1S 1 anot her
particul ar exaHtheme@NEFA k@her errox categories, the method might

continue by returning to B meaning a new régistration
attempt is made without re-imitialising. More generally, the
method might continue to A for some conditions and continue
15 to B for other conditions. In scme embodimgnts, for at least
one error category the method continues by'returning A and
for at least one other error categery the method continues

by returning B.

In some embodiments, a first bacﬁoff time is

20 lmplemented before returning te B and a second backoff time
is implemented before returning to A, the second hackoff
time being longer than the first backoff time. In a
particular example, one error category of the nethed is
defined to be the absence of any response Qhatsoever to the

25 MIP registration attempt. This method continues at: B, with
the first backoff time being implemented bétween each MIP
registration attempt. If a pre-configured number of failed
attempts have been experienced for this pagticular error
category, then the method continues at A a?ter.the.second

30 backoff time. In another particular examplé, one error
category of the method relates to out-of-sync errors
indicated by received error codes. When suéh an error

occurs, the method returns to A after waiting the second
|




- category of the nmethod relates to out-of-sync errors indicated by received
error codes. When such an error occurs, the nethod:returns to A after
wai ting the second 10 backoff tine. However, under;certain conditions, the
method may return to B after the first backoff time. Error Category
Specific Actions Turning now to Fig. 3, another ovetall retry 5 nethod is
illustrated in the formof a plurality of flow charts providing exanple
error category .specific actions in accordance wth:an enbodi nent of the
‘application. In operation, the nobile idevice 105 st%nds a RROMin order to
register with the MP network 100. If the nobile deyice 105 10 receives a
RRPM i ndi catyfig ot i he&gimveati prudde s weces s idondithens: HEnB5Pe devi ce

105 is registered for duration of, t registiadiQpslifetime. At step 301,
actions are eRedstEd" ¥° 515#8%%1?1%2&\/\%& gég%/er i's teceived by the nobil e

device 105. Steps 302, 303, and 304 indicate other exanple 15 error
cat egory speEifax Categons, SpreifispAionsactions are; executed when a RRPM

is received indicating an out-of-'ync error. At stép 303, actions are
executed when a respofgenisy doRCebveiyi rii eadtner eovearpér BFy het work error.
At step 304, actions, are executed en.a _resp IS 1%9C8E Vv ndi cati ng
20 a provisi BRERR sy & TUF T éﬁb% Nt g?hgn%ﬁﬂor.lqgt egory specific
actions of strpst3PkoviaZny IBmpardesddr ardegbry $RRAIEHENREHCTh *Enot her
embodi ment, the error category .specifi C. AGh.08spPicdiens BR1 together with
at | east oneaSFor%at%cﬁswé%)g,a%o%?’f’%ggg%%fgr e i rr%?emént ed. Zg Furd her
details of tbpseaekmplthe wobile cavégory0s sadst p AR Pdn8aFe provi ded
later with the aid of,;Ri0tnd uAdiefElBrkS100. 1f the mobile device 105

10 receives a RRPM indicating that registration is successiul,
then the mobile device 105 is registered for duration of the
registration lifetime. At step 301, actiond are executed 1f

no response whatsoever is received by the mobile device 105.

Steps 302, 303, and 304 indicate jother examnple

15 error category specific actions. At step 302, actions are
executed when a RRPM is received indicatiné an cut=of-zync
error. At step 303, actions are executed when a response is
received indicating a temporary network er#cr. At step 304,
éctions are executed when a response is received indicating

20 a provisioning error., In one embodiment, tﬁe erroxr category
specific actions of steps 301, 302, 303, agd 304 are all
implemented. In another embodiment, the er%or category
specific actions of steps 301 together with at least one of

steps 302, 303, and 304 are implemented.

25 Purther details of these example;error categery
specific actions are provided later with the aid of Fig. 4

and Fig. 5.

User Profiles

Tn some embodiments, each mabileidevice 105

30 supports a plurality of user profiles. An example of a user




User Profiles In some enbodi nents, each nobil e device 105 30 supports a
plurality of user profiles. An 'exanple of a user 11 profile is a NAI
(network access identifier ), each NAI profile conprising a userXD, a
password, an 'd a shared secret. The nobil e device 105 can swi tch between
several NAlI profiles, but preferably only one NAl profile is active at a
5 given tine. In sone enbodinents, a retry history is maintained for each
NAI profile. The retry history contains, for exarrpl!e, a list of networks
that do not allow a MP session to be &$tablished, :For exanple, if the
nmobi | e device 105 10 with an active NAl profile "x":is not able to
establish a pbPibesisi @anNAL heretWoekmebress dalengdfios mieehr ¥8brd on the
list that the_networ : Dot the Nid wg&gfié,éagghayed establish a
M P sessi on. pFP%éX\%aéﬁm?’%E?{éﬁgl\ﬁ?J%?gﬂI e Ilf\'!'ls E:r e- ﬁr ovi si oned, tthriq 'l of
i ts associ at egcretr yiis spbije i devibeed§Betnn BUAEP SRS BIeFe SHI B 5i°0ni ng
i ncl ude expl LGlle; YSET puieNblbALALIY QYL O NATAPEEIDLS ikctive at a
net wor k-i nit ipgftga provi S|bon-' ng lg{ten%ts such as | OTA (I nternet over the
air). In sonwiagsbotiments, the retry nethod executed by the nobile device
105 is a function of the active NAI 20 profile and/or the retry history
associated with the NAn spmef ttigodibidnite; eat rataty hintetnds daanbainashfi gured
for each proffsoile. Tr@gr when L,ve S chitafiGel 8¢, the retry
met hod that i%e%8E0t ipsrc’?ﬁ:égbgfehef or}relggﬁel:g?gel%eiy\s/gd_?RRP code and the
active profilexampdeora ritaty offi setwar’2s that ofatiat RéLey Mt Fod=FdtCTniti al
Regi str6tion Juphl Do d Qe Bor dexdeileOW Ehhd o818 adihed106 initially
regi stering t%oeb%oglg]:e e\}.‘l ce 1?)r6 oxn tg{le M F s
10 with an active NAI profile “x” is not able to establish a

MIP session, then the mobile device 105 will record on the

list that the network does not allow the NéI prxofile “x" to

establish a MIP session. If a particular NAL profile is re-

provisioned, then all of its associated retry history is

15 erased. Examples of re~provisioning includ@ explicit user-
initiated provisioning attempts, or networ%-initiated

provisioning attempts such as IOTA (Internst over the air).

In some embodiments, the retry méthod executed by
the moﬁile device 105 is a function of the active NAL
20 profile and/or the retry history associate? with the BAI
profile, Different retry methods can be cénfigured for each
profile. Then, when a given RRF code is réceived, the retry
method that is executed is the one for the%received RRP code
and the active profile and/or retry histor}.

2% Automatic¢ Retry Method for Initial Registration

Turning now to Fig. 4, a flow chért of a method of
initially registering the mobile device 10? on the MIP
network 100 in accordance with an embodiment of the
application is shown. Initial,registxationiis performed in

30 order to establish a PPP session for the mobile device 105.

In order to maintain “always-on” status, the mocbile device




network 100 in accordance with an enbodi nent of the application is shown.
initial registration;is perforned in 30 order to establish a PPP session
for the nobile device 105. 1In order to maintain "always-on" status, the
nmobi | e device i 12 105 preferably triggers initialiregistration
automatically for exanple whenever it is powered on or switches to another
NAI profile. The nethod begins at step 401lwhen the:M P session set-up is
initiated. At step 402, the nobile device 5 105 is infornmed of the FA 103
capability by receiving the AAMfromtH& FA 103. Using this information,
the nobile device 105 requests registration by sendi ng .t he Rnglito‘sthe FA
103 at step 408. pAtfstayvAC4iggemes r#ﬁbitneldéw%rf%?“aﬂq{ §°F0 Y eceive

the RRPM fro of;hgxgxﬁp@%nehgvabeiﬁa@waoseggdrun okeg¢ivarks theanttiemobi | e
devi ce 105 wi etermne_ whether or not it sho Igire-secr}l% hgg RRQM by
deterni ning NHePHeELib?- & &e%%mﬂWt?Wogp n4ReHdT réached. |f

the maxi mum RRQMibhnBoutuhas Retthesm.r eackhess .40zhenhe heobidebdkriervi ce 105
will re-send the RROM after tine_delay. 1 ..Stet JBe wRbil e device
105 sets a’RREM riét HHEeERaE o8 18 Fort G g 51?3?'551 o??i ?Q?%”;elxg_’i re before the
mobi | e devi cand Gromerserms 10le RRQM athist épfa0Sit ispweties mqkilehe  maxi num
RROM ti neout has. be reached _a el idies FRLIdeMflew €re 105 sets
a failure co e‘ﬁtces'?g ﬁ%@ﬁeasng %Balpg%calekgg’g% %’fe‘% 308. At step 408, the

nobi | e devi ceFAQD3 makesemrdifar Ati atep tPrethy NP LenPeTEFe r'¥yi strati on

from the beginigg.atheredsivatendekasty Ki 8RbIte 1davi op 405 Repmats down
the PPP stack wthh a LCP term nate nessage in o¢der._ 5_0 fjéee R, resources,
sets a M ROrepey tnseikvedi hareitheomobide Wevise 14> M IWPB PV back- of f
timer: to expyh&ende® not it should re-send the RRQM by determining

whether or not a maximum RROM timeocut has peen reached, If
the maximum RRQM timeout has not been reached, then the
mobile device 105 will re-send the RRQM af?er a time delay.

15 At step 406, the mobile device 105 sets a RRQM retry back-
off timer and waits for it to expire beforé the mobile
device 105 re-sends the RRQM at step 403. However, if the
maximum RRQM timeout has been geached at s%ep 405, then the
mobile device 105 sets a failure code at step 407 and

20 proceeds to step 40B. At step 408, the mebile device 105
makes preparations to retry MIP initial re?istration from
the beginning after 2 time delay. The mobile device 105
tears down the PPF stack with a LCP termingte message in
order to free up resources, sets a MIF retiy back-off timer,

25 and waits for the MIP retry back-off timer to expire. Once
the MIP retry back~off timer has expired, hIP initial
registration is re~attempted by looping baék to step 401.

If the mobile device 1085 receive? the RRPM in step
404, then the mobile device 105 determines whether or not
30 the RRP code contained in the RRPM indicaties that MIP
initial registration is successful at step 409. If the MIP
sesgsion is successfully established, then the method ends at

step 410 and the mobile device 105 is registered for




the MP retry back-off timer has expired, MP initial registrationis
re-attenpted by | ooping back to step 401. If the nobile device 105 receives
the RRPMin step 404, then the nobile device 105 determni nes whether or not
30 the RRP code contained in the RRPMindicates that MP initial
registrationis successful at step 409. If the MP :session is successfully
established, then the nmethod ends at step 410 and fhe nobi |l e device 105 is
regi stered for 13 duration given by the registration lifetime. The nobile
device 105 stores the registration |ife&Bne, which iis used to trigger
re-registration. If the MP initial registration i$ not successful, then
“the nobile d@\dhzaelchOEgmachyeSha reodetrseiaf ldietbme bdthed mshilhe recei ved

RRP code startin 1 ﬂﬁg 185 get grgigqes from
t he RRP codélef’ﬁg?ai% tofgéa%heou{egapgg%{g&ll ?'slgg at istep 411, then the

out - of - sync itesteiggemduresgestzationepIflzhe THE Anbkizl 1@%@%%’%‘%5
determ nes whet her Of- Qs W% hé‘l?ex?)%%r hepeed ciehr@.ceOﬂDS Oéxeﬁim@sl SSUG t 0o

many times by determ ning not a max, out %ount has
been exceelledoarsst ep aption PPS‘F‘F\@WEOE?C%W%H@PC%% aﬁ §"%0t" been

exceeded thenydhgiapbile device 105 will re-send t he RRQM at step 403. 15
otherw se, the fobile device 105 makes preparationsito retry initial

registration fromthe ﬁfg: l"‘lfﬁéf%ﬁ%“%e Eg@ ﬁ%&iﬁlneét £SdrERndlRret he

nobi | e devi ce 105 tear stac he LCP term nate nessage,
sets the M P ¢mter phbackhadd ist ppeeyt-afssunrt ssusy athet®p Pilet HPeBack- of f

timer to expife, Q0. g)ﬁ-(;?yrgchq.s%g ﬁ%[dﬁﬁ%%%gaoﬂ stﬂegeﬂll@aSTl@(ﬂiolbede |V| P

initial regisiration s re-atte by Tooping back to sfep 401
there is hBt dwview 16P- @?ﬁfﬁm@@ﬁe“‘h?% PRenct It has experienc

out-of-sync issue too many times by determlnlng whether or
not a max out-of-sync counter has been excéeded at step 417.
1f the max out-of-sync counter has not been exceeded then
the mobile device 105 will re-send the RROM at step 403.
15 Otherwise, the mobile device 105 makes pregarations to retry
initial registration from the beginning after a time delay.
At step 415, the molrile device 105 tears down the PEP stack
with the LCPF terminate message, sets the MIP retry back-off
timer, and waits for the MIP retry back-off timer to expire.
20 Once the MIP retry back—off timer has expired, MIP initial
registration is re-attempted by looping ba?k to step 401.
|
If there is not an out-of-sync issue, then the
mobile device 105 determines at step 412 wiether or not the
RRP code indicates a temporary network errox. If there is a
25 tremporary network error, then the mobile dévice 105 makes
preparations to retry initial registration' from the
beginning after a time delay at step 4135, thch haz already

been discussed.

|
If there is not a temporary network error, then
30 the mobile device 105 determines at step 413 whether or not
the RRP code indicates a provisioning erroi. If there is a

provisioning error, then the mobile device' 105 makes




nobi | e device 105 determ nes at step 412 whether or not the RRP code

I ndicates a tenporary network error. If there is a 25 tenporary network
error, then the nobile device 105 makes preparation$ to retry initial
registration: fromthe beginning after a tine delay at step 415, which has
al ready been discussed. |If there is not a tenporary network error, then

30 the nobile device 105 determines at step 413 whether or not the RRP code
indicates a provisioning error. If there is a provisioning error, then the
mobi | e device 105 nmakes 14 preparations Mo retry initial registration from
t he beginning. At step 416, the nobile device 105 tears down the PPP stack
with the LCP ﬁmmaa&mmage;yrm Gﬁgaaﬁﬂﬂaé'—tﬂ-mﬁﬁ@rhéﬂ“\?oor k that does

ot 311 ow 80Ge88nr30g, Rl Likeinkik, A% BEW: DOt YilkanDbs faidid @By hend i St i s

acqui red. Cn MP initial fegis ratlonl
re-attenpted BBP SItasbmgtl‘bafélk-' L@Ps'@eerﬁu@@}e PREIIPe & o &, 11He RRP

code is anal yerd n A8 RSing: doblShoNla1agh gbodidObngabepns asithan is 10
i mpl enented in steps 411, 412 and 413. The ngthod i.s | abl fdend or

add error BatRRYbriRECIKAYE FOHEH PR ythe tlﬁétrb*f rfif‘?f'éfﬁg np(:eer 8ré as a
function of tb@ édmyabued RAR iaedeal Rrefietabtion tive reedtyenrdedolyi s

per f or med onallc mAtqutéb?put froma user. It is to be 15

under st ood th °Rﬁﬂ§ PBcifTc enmbodi ment whilie nunerous ot her
enbodi nents are pOSSIb|e Specific details of referred error categories
are discussed |ater wi Lh sdme gRllodbneiy, the cﬁﬁﬂ?lésﬁé??kyﬁﬁgthod for

Re- ReQ'Strat'QEalnst a different set of error categories than is

10 implemented in steps 411, 412 and 413. Thetmethod is
scalable to amend or add error categories. More generally,
the retry method operates as a function ofithe received RRP
code., Preferably, the retry method is perférmed
automatically without input from a user. It is to be

15 understood that Fig. 4 is a specific embod?ment while
numercus other embodiments are possible. sﬁecific details of
preferrad error categories are discussed later with the aid

of Fig. 6.

Automatic Retry Method for Re-Registration

20 Tuxning now to Fig. 5, a flow chart of a method of
‘re-registering the mobile device 105 on th? MIP network 100
in accordance with an embodiment of the apblication is
shown. In this case, the mobile device lDSihas an existing

_ PPP session with as assigned home IP address (x.y.z.w). The

25 mobile device 105 automatically re-registers its home IP
address (x.y.z.w) prior to the expiration ?f the
registration lifetime starting at step 500. At step 503, the
mobile device 105 requests re-registration of its home IP
address (x.y.z.w} by sending the RRQM. In ? typical

30 scenaric, an RRP code is received at step 504 and indicates

at step 509 that the MIP re-registration i? successful and




20 Turning nowto Fig. 5, a flow chart of a nethod of re-registering the
nobi | e device 105 on the MP network 100 in accordance wth an enbodi nent
of the applicationis shown. In this case, the m)biile devi ce 105 has an
existing PPP session with as assigned honme |? address (x.y.z.w). The 25
nobi | e device 105 automatically re-registers its home IP address (x.y.z.w)
prior to the expiration of the registration lifetime starting at step
5001. At step 503, the nobile device 105 requests fe-registration of its
home IP address. (x.y.z.w) by sending tA@ RROM In i a typical 30 scenario,
an RRP code is received at step 504 and indicates at ste %09 that the MP
re-regi strat it mebile ciydfgl 18hdts FB-rRELHEITe 2eITR 51@5 PE

re-regist ereda,%tth{g}epe A0 506 on a0t dtamer €gi stration!lifetime. Steps 501
t hrough 507 and steps 509 through 513 in Fig.5 areisubstantially identical

to steps!401 through 407 5 teps 4Q9_through 413,45 8SREGH ¥€4 Vi
Therefore,: details offt‘?ﬁ?eggqsﬁ%’bg“gé]r g%ﬂo?n%i%gggsggg here%j(l her st eps
relate to theig.et syeneitocnoialhe nishitiealien caep8540h tougheh?? t hat
that an RRP code jndicatd egsf ul ' s LOrekEaEd Q). detBils

recei ved. The®? tsrtfprsreﬁ%}%gg’ﬂﬁgb?ﬁe' éa\%ggtﬁg% yies 10 pref era'lg di fferent
for re-registofttheset hoeps misi abt dbgtussedt hove - OCheResHERT 1984886 & 105

experiences the, max. BROIMpd MROYhe WISH 10k 8 105 LheciRRMenthehat t . makes
preparations to retry MP re-registration at step 501 after t1rSat§1.° i me
delay. |If a WRkassRBR edss daddpehinh SRS St 568 TTHeh "at St ep 508
the nobile devige 1Q3.8¢8ds MR BBy GRehod b moBilietiembcofltfeds in or der
to term nate ;;ﬁ%gﬂ;@ly different for re-registzation tﬁan initial

registration.

If the mobile device 105 experiences the max RRQM
timeout when waiting for the RRPM, then it makes
preparations to retry MIP re-registration ét step 501 after

15 a time delay. If a MIP session exists upon:entering step
508, then at step 508 the mobile device 105 sends an RRQ
code with a lifetime of zero in order to términate the MIP
session. The mobile device 105 then tears aowh the PPP stack
with a LCP terminate messadge in order to free up resources,

20 resets its home IP address to 0.0.0.0, set§ the MIP retry
back-off timer, and waits for the MIP retr@ back-off timex
to expire. Once the MIP retry back-off timer has expired,
MIP re-registration is re-attempted by lcoﬁing back to step
501. After completing steps 501 and 502, the mobile device

25 105 at step 503 will send an RRQM containing the reset home .

' Ip address of 0.0.0.0 so that the HA 10l undexstands that

the mobile device 105 has lost its home IP' address.

If the received RRP code indicatés an cut-of-sync

issue at step 511, then the out-of-sync issue is handled at

30 step 514. Once the out—of-sync issue has béen addressed, the
mobile device 105 resends the RRQM in ordeF to retry home IP




session. The nobile device 105 then tears down the PPP stack wth a LCP
term nate nessage in order to free up resources, 20-resets its honme |IP
address to 0.0.0.0, set's the MP retry back-off tiner, and waits for the
MP retry back-off timer to expire. Once the MP retry back-off timer has
expired, MP re-registration is re-attenpted by | ooping back to step 501.
After conpleting steps 501 and 502, the nobile device 25 105 at step 503
will send an RRQM contai ning the reset horre | P addjess of 0.0.0.0 so that
the HA 101 uhderstands that the nobil el8evice 105 has I ost |ts hone

| P address. If the received RRP code indicates_an out-of - sy |ssue at
step 511, th&FdERES ol ~ofer¥ynEeT rseg}étreth%fh&ve&%?“s&bb&:&p 1% Fonce t he
out - of - sync isszye has been addressed, the nobile device 105 resends the
RRQM in order to retry honme IP 16 i address (X.y.z.w) re-registration by

| 00pi ng back to step S8l Lhe feeRkyetoART 0008, LOd cRhpa-arf erpOrary

network error at step en the no e device 105 5 ermnes whet her
or not re-regiedweaki errahetl dtée F1&r thean fheomebidtp %’Pc@r 1893. If the

mobi | e devi ceylQRndsl Tyl Re w%tt he- Esgiéézfa%&bﬁnsﬂdmt bEerdasidaot been
exceeded at step 515, then it wll re-send RRQM at st%gﬂg%after a
time delay gﬁ’%?éhSB?Ptffﬂ-:l &- PRHi St é‘—f"ieoﬂ"’b’ajcﬂ( d@f’\met]r%rde , 10 if

the registratdiar khéetddRtasibean Rxengdrsks ﬂd‘&eﬁeéﬂﬁeexdﬂ?ﬂeﬂeaﬂeaﬁi@e 105
mkes Propar alion gl AU 318 LS AP ol LSY P L PLAL Sk R0l The
subst anti al | Weldgngieai Hyo thhere-aﬁgmrﬂsatnozsthapksaﬂﬁ Wignedet Hovevexf, step 500
have alreggy ;45 Reep gt 5545386, 1 A85AILS Ol ISP L8R Wendiseussed here.
mobile device 105 makes preparations at step 518 to retry
re-registration at step 501. The mobile defice 105 performs
actions in step 518 that are substantially 'identical to the
actions in step 508, As details of step 508 have already
15 been discussed, details of step 518 are no& discussed here.
After step 518, MIPF re-registration is re-attempted by
looping back te step 501. ?
If the received RRP code indicatés a provisioning
error, then the mobile device 105 makes preparations at step
20 516 to retry re-registration at step 501. Lf a MIP session
exists upon entering step 516, then the mobile device 103
sends an RRQO code with a lifetime of zero in order to
terminate the MIP session. The mobile device 105 then tears
down the PPP stack with the LCP terminate ﬁessage, records
25 on a list the network that dees not allow éccess, and walts
until a new network not found on the list is acquired. Next,
MIP re-registration is re~attempted by looqing back to step
501

In some embodiments, the RRP code is analysed
30 against a different set of error categorieé than is
implemented in steps 511, 512 and 513. The method is

scalable to amend or add error categories. yore generally,




After step 518, MP re-registration is re-attenpted: by. |ooping back to
stew 501. If the received RRP code indicates a provisioning error, then
the nobile device 105 makes preparations at step 20 516 to retry
re-registration at step 501. if a MP session exist$ upon entering step
516, then the nobile device 105 sends an RRQ code with a lifetime of zero
in order to termnate the MP session. The nobile ﬁiew ce 105 then tears
down the PPP stack with the LCP term nate nessage, rfecords 25 on a'list the
network that does not allow access, andthaits until a new network not
found on the list is acquired. Next, MP re-regi stljatlon IS £ %tPterrpted
by | oopi ng balek tesryt pthed qRerebRE B EWEHEER TheNRREEERHE T &Rl ysed

30 agai nst a.didf arentragiy ofctRr r;-g&r aheId s péﬁbm& rrpl enented in steps
511, 512 and 13 Thei nethod is sca able to amend _or. ag ror categories.
e

More gener al pytor&atpqq%éyr‘éﬁfgp%ﬁ-ﬁaat Ped58bue " Pref or a Iy, t he
aut omat i cal | ynMéihHoida asaRRPig. faungt hoslp@ilﬂm:eembcﬁm mbtl§ nethod is

performed input froma user to_be und tolg t. Egg ﬁslosf 5
NUITET OUS &hé@%?&%l%ﬁfsmb‘?%#ma BT T O %OI‘I Eéﬂ% -
Categories preferred error categories are dlscussed w;th the ald of

Fig. 6, ;

Error Categories

Turning now to Fig. 6, a chart pgoviding example
10 error categories in accordance with an emb?diment of the
application is shown. Preferably, each er:ér iz categorised
by RRP code into three categories: temporaiy out-of-sync
issues, temporary network errors, and provisioning'issues.
Categorisation of RRP codes according to tgese categories is
{5 seen in the methods of Fig. 3 and Fig. 4. If the method of
Fig. 2 were to categorise erxor at step 203 according to RRP
codes, then it might also include an additional category

denoting that an RRP code is not received. -

Each category of Fig.bs contains:at least one RRP
20 code, each having a related description and an originator.
The TANA (Internst Assignment Numbezs Auth%rity) provide the
most up toc date RRP codes at !

http:f/www.iana.org/assignments/mobileip—ngmbers.

It is to be understood that Fig. 6 is a very
25 specific preferred embodiment for categorlglng RRP codes and
that other embodiments are possible. Furthermore, the
listing of RRP codes by the IANA is evolving and it is
certainly possible that RRP codes will be hmended, added, or
removed. Therefore, it is to be understooi that different
30 embodiments of categorising RRP codes are possible

especially as the IANA evolves the listin& of RRP codes.




Turning nowto Fig. 6, a chart providing exanple 10 error categories in
accordance wi th an enbodi rent of the application is shown. Preferably,
each error i~ categorised by RRP code into three categories: tenporary
out-of -sync issues, tenporary network errors, and provisioning issues.
Cat egori sation of RRP codes according to these catedgories is 15 seen in the
nmethods of Fig. 3 and Fig. 4. if the nmethod of Fig. 2 were to categorise
-error at step 203 according to RRP cogﬁg, then it might also include an
additional category denoting that an code is not received. Each
category of FiLQ.,_6 ains at |east one RRP 20 code, each having a

rel ated desrﬁkﬂlg RS9I an originator. The I ANA (Internet Assignnent
Nunbers Authority) provide the nost up to date RRP codes at

http://ww, i ana. or g/ aS¥i'gfe Y/ Mo iR g-nankbesk diggramt of B under st ood

that Fig. 6 damplienyblbe sRectli copraf enbed . embodismit ovi&atiggori sing RRP
codes and that ot her enmbodi nents are possible. Furthernore, the |isting of
RRP codes by & PARECHE VoL PPhEReMI NG 2i BlukRbity Ay 2P Wi Rat RAP
coges Wi Ig WL TR ?dﬁ@k’f s amiedouﬁ]_l?c!l aim\r?gﬁgg:&'éﬁécﬂﬁ \Aﬂrola ahll 46 Jtegslgle

under st ood t hat r ent peci fi c enbodi nment I l'e are possible.
Specific det%‘lael gg‘gf pg%f%ed?]géﬂssed with the aid of 30 enbodi nents of

cat egorising RRP codes are possible especially as the | ANA evol ves the
listing of RRP codes. I @a@BitLen Destiec @urgmathy HdRyoesryi Bethodsa 78Rock

diggran1of aftilise the processor 701 and NAI profile 703 in order to

implement any of the methods described herein. Preferably,

10 the automatic MIP retry methods 702 comprise a computer
readable medium having computer executable instructions
stored thereon for instructing the mobile dévice 105 to
lmplement any of the methods described herein. In anoﬁher
embodiment, the automatic MIP retry methods§702 comprise any

15 appropriate combination of hardware, softwafe, or firmware.
that produces any of the methods desc¢ribed herein.

The embodiments described herein have focussed on
automatic retry methods for registering the imobile device
105 on the MIP network 100. More generally,;other
20 embodiments are possihle and relate to autoﬁatic retry
methods for registering the mobile device 1d5 on other
" networks such as networks having a wireless protocol that
deal with addressing for mobility using nonégeographically
dependant addressing. In such a network, tﬁe initial
25 address may be geographically dependent, for example as
assigned by a home agent, but as the mobileédevice 105 moves
to new networks, the same address is maintained where

possible.

Numerous modifications and variations of the
30 present application are possible in light off the above

teachings. It is therefore to be understood that within the
[




exanpl e nobil e device 105 is shown. The nobile device 105 has
functionality inplenenting a plurality of automaticiM' retry nethods 702
coupled to a processor 701 and at least one NAI profile 703. In operation,
the automatic KIP retry nmethods 702 wutilise the processor 101 and NA
profile 703 in order to inplement any of the methods described herein.
Preferably, 10 the automatic KIP retry methods 702 conprise a conputer
readabl e. medi um havi ng conput er executgyle instrucﬁions stored thereon
for instructing the nobile device 105 t inplenent any of the nethods
descri bed heg 0 I nen t he natlc KI retry met hods
702 conpri se aﬁﬂg fg 1z:if[ti)l‘l”’.1ra¥ %ngfagngga Hat Sna%‘?f %d‘\ﬁ/ﬂ Y& tware, or
firmare tkﬁﬁaqﬁm§édc@§h%wﬁ$3@fthh@ Hﬁﬂﬂm@¢$fﬂeﬁimy'@edchebemrhefﬁha

enbodi ments described herein have focussed on automatic retry methods for
regi stering the nobile device 105 on the MP network 100. Mre generally,:
ot her 20 enbodi nents are possible and relate to autematic retry methods
for registering the nobile device 105 on other networks such as networks
having a wireless protocol that deal wth addressing for nobility using
non- geogr aphi cally dependant addressing. In such ainetwork, the initial 25
address may be geographically dependent, for exanpl ¢ as aSS|gned by a hone
agent, but as the nobile device 105 noves to new networks, the sane
address i s mai ntai ned where possi ble. Numerous nodifications and vari ations
of the 30 present application are possible in |light of the above
teachings. It is therefore to be understood that within the I 19




>scope of the appended clains, the application nay be practiced otherw se
than as specifically described herein. 20 CLAIMS;, A nethod of
automatically attenpting to establish a wireless protocol session in a
wireless-evice, the wreless protocol operating using static addressing; 5
conprising: for each error category ofz2a plurality of error categories,
upon failure to establish the wirel ess protocol session due to an error in

that err gory, executing automatically at Ieést one respective error
cat egory 'cific step. 2. The nmethod of claim l:wherein the wreless

protocol is MP (nobile Internet Protocol)! 3. The ne i
conprisimg a) initifsmdiied 19F MEPAbEY ﬁ%?%tiﬁ%ﬁg?:g%i%%ﬂ@

regi straion,. and b) 3&%5@1 LM SRS aﬁiﬁué@ﬂttéé:\?icametrm n for at

| east oné® of 1™ € r'or cat egories, the at |east onc? respective error
category wpesidée pf@xbcminmpésﬁgim@t@ﬁ%@%gs%@ﬁ%ﬁm&;Q%ﬁ?%h?%'step a); and
20 wherein for_at |east one of the ;error categories, the at |east one
respecti vePBPFBF LAt egory specific step conprises returning automatically
to step tb). 4. The nmethod of claim3 conprising: for_at |east one of the
error categories, 2Boretdeni agrop shbpogayyfof asomtUEdAYFYi Bhs®BhE to step

P Tor OtggéeggggééiOﬂgbnT?SifﬁégogooésEééiﬁhﬁ PheCliai-B dsWhgiatachblr at
gession due to an error in that error category, exgecuting

automatically at least one respective error category

10 specific step. ;

2 The method of claim 1 wherein the wireless

protocel is MIP (meobile Internet Protocol):
3. The method of claim 2 comprising:
|

a) initialising for MIP (Mobile internet Protocol}

15 registration; and
i

b) sending a MIP registration reéuest;

wherein for at least one of the error categories,
i
the at least one respective error categorygspec1f1c step

comprises returning automatically to step a);: and

20 wherein for at least one of the lerror categories,
_the at least one respective error category_specific step

comprises returning automatically to step ) .
4. The method of claim 3 comprising:

for at least one of the error cqtegories,
25 returning to step a) for some conditions dnd to step b) for

other conditions.

5. The method of claim 3 or claim 4 wherein for at
least one of the error categeries, the at least one




| east one of the error categories, the at | east one 21 respective error
category specific step conprises returning automatically to step a) after
a first backoff time; and wherein for at |east one of the error categories,
the at |east one respective error category specificjstep 5 conprises
returning automatically to step b) aftgr a second backoff tinme. 6. The

met hod of any one of clainse 1 to 5 wherein the plurality of error

Al CO0r | SRRUIIAL 1 e URII RO pd AN ey Wondfvisyiie XEOIEY

provi sioning. errors, and 1o tenporary network err ngﬁ 7.. The qﬁihod of any
one of claitmnd tarlf ¥ Ut Erep oSt et hiBRF Rt T &8t 4 v Gr oups of
RRP codes, each group of RRP codes defining an error category of said 15

plurality of error Sl E?lq{i ; IECEL VAN G HRAKO UL Hdl I espansei ¢, a
failed registration attenpt and determning the error ca qgor%ﬁ usi ng the
RRP code.t}fe aihelemithoshofresyediiyoferted g2 Bedry [FRRT LT HE 20°P

initialising for MP reqgistrat.i | S. I oeds N EXPEF¥r O Sedbid

regi st¥ atFIPPF19ee i et W%e%#%%@égfgg*%gsﬂgevggg ngves to a new MIP
networ k. YacHber meihed of any one of clains 3 to 7 wherein initialising
for MP registration is perfornmed when the 25 wirel éss device is powered on

and when the, wreless devjc w tches tgc-a yser . gr of ihereif. tibe

mothod of Sany one oFHEI BFREGR1°T 087 (GRERGF CCOnpY i i ho: 23
plurality of error categories comprise no ;eg1strat10n
regponse, out-of-sync errors, provisioning:errors, and

10 temporary network errors.

7. The method of any one of claims 3 to 6 further

comprigsing:

defining at least two groups of RRP codes, each
group of RRP codes defining an error categéry of said

15 plurality of erxor categories;

receiving an RRP code in response to a failed
registration attempt and determining the efror category

using the RRP code.

8. The method of any one of claimg B to 7 wherein
20 initialising for MIP registration is perfo?med upon expiry
of a MIP registration lifetime and when the wirelesg device

moves to a new MIP network.

9. The method of any one of claims 3 to 7 wherein
initialising for MIP registration is perfoimed when the
25 wireleas device is powered on and when thegwireless device

switches to a new uger profile.

10. The method of any one of claims 1 to 9 further

comprising: i




defining at |east two user profiles on the wreless device one of which is
an active user profile at a given tinme; wherein for at |east one error
category, the 5 respective at |east one error category specific is defined
differently for each of the at |east two user profiles. 11. The nethod of
claim 10 wherein each user profile isxa NAI (netwofk access identifier)
profile. 12. The nethod of any one of clains 1 to 11 further 10

conpri sing: maint aicﬂeif‘lgl'% el Y JHsT Fhb fdyeze@ﬁa:ﬂjs.érs enoftiHee, the retry
hi story conprising an i dermt i ticat ion of networks that hav%.nlot & |.owed
regi str atjiamsleand dearicat dusastt ofd @y gy BRESHOKE W eIy T he at 15

| east one respective error category specific step as a function of the
retry hi S8t 3" The method of claim6 or any of ¢lains 7 to 12 when
dependant on claim6 wherein: for no registration response, the at |east

one 20 error categhyresipecidr astemrsomns sHEEPe-5% g a-he egi stration
request; for out-of-s errors t Ea5d & Df i o CRd egf ynspeci fic
step CONMFERECHVS é%f%gg‘ﬁ?{g %%h%%g%@é%%ur%m chal Lepnge 25 is
unknown, 44 $EdAheDF Séal €aclianst tilen ae' leeaidi tiee aSeB@PEPF R TN request ;
or b) adjusting a tinme stanp if there is a registration identification

m smat ch, and then re-sending the regis t] , feroEenEorary
network et*ers the %§e|@%€@o%n%9 ciagm iéawﬁgPeiﬁqggéﬁ udsr Bto

is a NAI (network access identifier) profile.

12. The method of any one of claims 1 to 11 further

10 comprising:

maintaining a retry history for each user profile,
the retry history comprising an identificagion of networks

that have not allowed registration; and

for at least one error categery, executing the at
15 least one respective error category specific stcp as a

funcetion of the retry history.

13. The method of claim 6 or any of glaims 7 to 12

when dependant on claim 6 wherein:

for no registration response, the at least one
20 error category specific step comprises re-bending a

registration reguest;

for out-of-sync errors the at least one error

category specific step comprise:

a) regquesting a challenge if a current challenge
25  is unknown, missing, or stale, and then re-sending a

registration request; ox

b) adjusting a time stamp if thgre is a
registration identification mismateh, and then re-gending

the regigtration regquest;




error category specific step conprise: a) sending the registration request
wth a lifetime of zero if a prior MP session eX|sts b) freeing up
resources used in the attenpt to register the wireless device with the
network, -and then re attenpting to register the Wi r el ess devi ce;; and for
provisioning errors the at |east one eggor category specific step
conprise: 10 a) sending the registration request wifh a lifetime of zero

if a prior MP sessin (@ficthSir Pndth@RIKG MR LI ¢as 1uset iohd he at t enpt
to register the wireless device with the network; ¢) adding the network to

a list ofenretnwaEtegeoty SR?QﬂﬂhﬂmﬂR?Hxﬁﬂmﬁrkﬁﬁa.access then waiting to
acquire a network not found on the list, and then retrying the method of

registering the wr ¥ e 14 l‘g@rmg}p(}é&u @iyiih wherein the

error categories 5& out - of -'sync error provisioning error, tenporary
net wor k 20 fertriore arfe zach idefa medidyy MR ARGV €35 of RRP codes.  15.
A wirel ess device adapted to i nplement the method of any one of clains 1

to ld.g 10, A compuigs d NG &Pt e @hle
|nstrd%t|ons store tﬁ%%%%%ﬁi Fygggcutlon on a 25 wirel ess device so as to
i npl ementrddies vt hde ofimrleondeaficewitis the qegvork, and then re-

attempting to register the wireless device;l and

for provisioning errors the at least one error

category specific step comprise:

10 a) sending the registration requelst with a

lifetime of zero if a prior MIP session exists;

b) freeing up resources used in the attempt to

register the wireless device with the network;

c) adding the network to a list of networks not
15 allowing packet data access, then waiting to acquire a
network not found on the list, and then reﬁrying the method

of registering the wireless device.

14. The method of claim & wherein th% error categories
of out-of-sync error, provisioning error, temporary ngtwork

20 error are each defined by a respective group of RRP codes.

15. A wireless device adapted to impyement the method

of any one of claims 1 to 14.

1s. A computer readable medium having computer
executable instructions stored thereon for executlon on a
25 wireless device so as to implement the method of any one of

claims 1 to 14,




