-1 - DESCRIPTION DATA PROCESSING METHOD AND ITS
APPARATUS 5 TECHNICAL FIELD The present invention relates to a
data processing method, its apparatus, its program, a semiconductor
circuit, and an authentication apparatus useful in the case of conducting
a transaction through a network using an IC 10 (integrated circuit) built
into a card or a mobile terminal apparatus. BACKGROUND ART At the
present time, communication sy&EA{ERISIHF MY cards etc. for transactions
through the Internet and other 15 networks are being developed. In such
a communication systems, a server receives from for example
reader/writers of IC cards or PCs (personal computers) processing
requests usifg-tfe RRESERHAHS JAHBHOB (AEPadRENRREBRATERA
‘encryption and decryption, 20 and other processing. In the above
explained communication system, however, it is envisioned that
processing requests for a large number of IC cards will be received
simultandFESBISEM sHFES®e periods. 25 In this case, the server has to

be able to efficiently - 2 - handle such processing requests.
The present inventicn relates to a data processing

method, its apparatus, its program, a semiconductor circuit,
and an authentication apparatus useful in the case of |
conducting a transaction through a network using an IC

‘ (integrated circuit) built into a card or a mobile terminal
apparatﬁs.

BACKGROUND ART

At the present time, communication systems using IC
cards etc. for transactions through the Internet and other
networks are being developed.

In such a communication systems, a server receives
from for example reader/writers of IC cards or PCs (perso;'lal
computefs) processing requests using the IC cards and
performs user authentication, data encryption and decryption,
and other processing.

In the above explained coﬁununication system, however,
it is envisioned that processring regquasts for a large number
of IC cards will be received simultanecusly or in short time
periods.

In this case, the server has to be able to efficiently
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Further, a server sometimes executes a plurality of application programs
for processing for procedures relating to a plurality of settlement '
businesses and performs 5 processing using selected application
programs in accordance with the processing requests. Such processing
requests also have to be efficiently handled. Further, in the above

xplaingd cuBmYNCAtion syYsle ke ihg.arelication program executed by

the server has to 10 describe Codes using key information for accessing

IC cards mdcag%rﬁtiQ@Ma@,@%&ﬂp@g&tméaségsca;digdy,eﬁg.eaHL%, of

key information and operational commands can be known only

rBRpAgesOf 136 SSPEYAhaxpestin i%%‘@gmecﬂeazgamégeé&gting

cards. 15 Therefore, in the past, the manager of the server produced an
qustniged 129 apPlication PrRYIAMS P Y 4§ AL IO, (e VB, ris

service providers. With the manager of the server producing and ;
%@s&a@m&@o{m@{?@ea%@@a InJpis: WAL OB YRILthare 2R BdB8rdance
problem that the load on the manager becomes great.%urther, in the

ROVE DHUNNELRESUE P s apRlicatipgR prarams P lWaltY a1s0

of credit card companies or other businesses run. Such application

MROLMS afk: REedycerhi g indivigiialbusinesses and downloaded to
the 25 server using personal computers etc. 3 As explained above,

howevergwhendhe alovenxRliBined explained communication system,
the application program executed by the server has to
describe codes using key information for accessing IC cards
and operational commands for operating the IC cards. Here,
the key information and operational commands can be kﬁown
only by the manéger of the gserver if expecting security of
transactions using the IC cards.

Therefore, in the past, the manager of the server
produced and customized the application programs upon
request.from the above service providers.

With the managexr of the server producing and
customizing application programs in this way, however, there
is the problem that the load on the manager becomes great.

Further, in the above explained sexrver, for example,
application programs of a plurality of credit card companies .
or other businesses run. Such application programs are
produced by the individual businesses and downloaded to the

server using persocnal computers etec.
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server runs application programs of a plurality of businesses, itis
necessary to ensure that the processing of each application program not
be monitored or tampered with by 5 another application program. On the
other hand, there is a demand for providing diverse services while
transferring data between application programs. Further, individual

busmessﬁ% d@%ﬂ%@@xﬁ@'%@@&?"ﬁ%@%&%@g@ﬁéﬁoﬁ %Sae.{)\@t;étha?}gplained

debug them in accordance with need. When individual businesses

dewwniead Application imggaaansg%tﬁéﬁ@/%rf%d;?:m;msc%a@?'i&é%igflanés ses,

programs .in this way, however, it is hecessary to prevent programs

the sewep JoaLBaipg iligity famperegnuith. As.a fashoiaue;for realizing 4

this, for example, there is the technique of authentication processing

Lo kv R AR WARN Ac e SRINGL NG 3¥ely Ushalll, SUCh K8Y s ¢h by

information is stored in the memory of a terminal apparatus 20 (persona

GORUHER), Q%Q\iq;agqg;prg,}%gpamssibility of illicit use and there is a
problem in security. Further, the LSI forming the above explained server

has a budsinGRU-the £ %ﬁamegﬁ@ﬁeacfgsaew y ogu%kdc?VQTding

the LSI chip. 25 In such a case, data flows over the bus provided between

4itbalsd q&@ﬁ@é&“@ﬂ@i@%@&% §Qx_19 ﬁk%a@awip&u@ggdapplication

programs.

Further, individual businesses download their
application programs to the server, then debug them in
accordance with need.

When individqal businesses download application
programs to the server or debug those application programs
in this way, however, it is necessary to prevent programs
in the server from being illicitly tampered with.

As a technique for realizing this, for example, there
is the technique of authentication processing using key
information when accessing the server. Usually, such key
information is stored in the memory of a terminal apparatus
{(personal computer), however, so there is the possibility
of illicit use and there is a problem in security.

Further, the LSI forming the above explained server

‘has a built-in CPU. The CPU sometimes accesses a memory

outside of the LSI chip.

In such a case, data flows over the bus provided between
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by probing the bus. When the above explained server performs
e-commercial transactions, personal authentication, and other highly 5
confidential processing, however, as explained above, there is a problem
in security if the data is probed. Furthery the above explained server is
sometimes comprised of a single computer. In this case, a single

m runs a plurality of 10 programs relating to a plurality of services
3%33? eggdibf gdi e%éln l:ﬁ%s?r?ers%%%. eonr?ﬁbsseosgzr%ﬁ%s(#aan%lé: Algmy viewed
%(gpf' gg' Idat%%%ctégs with settlements, there is the problem that there

ISa ossylﬁltgo the igﬁl’y confidential data owned by each business
being'illigﬂ 13.acq ired or tampered with by another business. Further, .
there have %xele% t egf%ﬁgﬁi r%xﬁn:]g%fénrﬁg w%ee%vﬁxs:i r%e?f ggﬁ\t}lesnt?on%?memlal
gengral camRyter a he above explained. computer. EIG. 133,shows th

b%c cg’nfiguratgdn % 2 Egﬁg\rial aé%){ ggr%gﬁt%ar%%fllh tﬁg%o?n%b é:rvé%lg%:ly

shn 510 J0%,.CRD. 002 PRIV RO AN e VoDt o

and data of a program rea M a memor 2 outputs an

HEB RIS VAR 2 SR st

Further, the above explained server is sometimes
comprised of a single computer.

In this case, a single computer runs a plurality of
programs relating to a plurality of services provided by
different businesses. When those services handle highly
confidential data such as with settlements, there is the
problem that there is a possibiliﬁy of the highly
confidential data owned by eac¢h business being illicitly
acquired or tamperéd with by another business.

Further, there have been the following problems when
using a conventional general computer as the above explained
computer,

FIG. 133 shows the basic configuration of a general
computer 601.

In the computer 601 shown in FIG. 133, a CPU 602
performs processing using the instructions and data of a
program read from a memory 603,

The CPU 602 outputs an address for access in the memory

603 to an address bus 604,
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in it according to a control signal S602. The module A, module B, and
module C stored in the memory 603 are processing units of a program
having specific 5 functions. A debugger 605 checks the operation of the
CPU 602 at the time of development oka program. It uses a HALT signal -
to temporarily halt the operation of the CPU 602, read internal information

f the CR d,inf 0 information tqQ the program eloper. .
I?|erepj in El‘l%?glg;’%%?t %ﬂaec;g%geg& éwax!tetﬁé%%tﬁﬁ eoixi‘ﬁa{geg‘ ﬁgricgé%c?i grites
lisr?ditp./ @8&1%‘1‘% %B %5 thae r%’%gglg %i. Here, ass ggazthat the routine of

' ludedIn

the basic function InClu € mo uleskqgﬁlgh y confidential. In such

15 a casgy ginge A MOl Ads g basic ungtion, is pegessany 19 4\ 4y,

provide an environment ena ?ingt e évglgpero the “modlie B o

maglule. Cde slevelop its Proar. ans_for this, there is the Lo
methodyf):f distributir?)g aﬁbrary. %%fsg %%(p?r;e%s?eg o gﬁ” ﬁe@r%‘ééfé?eSpecfflc
lapguage hgtween 20 a higher language and machine language (normally

called an "assembly language"”) , but analysis is relatively easy. There is

a high pgsSRINJALING RUoEssSIng el ahpgram desiied tale go,

kept confidential end up becoming known: Further, as another means,

the Qﬂai%gu&(@aﬂa&g%egg@g'%athe module A)is StOf%d;népﬁﬁw signal
, rat j . the

ogx . 3
memory 603 In advance - 6 and erﬁ%ngusmg it as a Iﬁ)rary
@%Veé%%ro‘l%’ﬂﬁﬂ? halt the operation of the CPU 602, read

internal information of the CPU 602, and inform that
informatibn to the program developer.
Here, in FIG. 133, it is assumed that the module A
has a basic function used by the module B or the module C.
Here, assume that the routine of the basic function

included in the module A is highly confidential. In such

a case, since themodule A is a basic function, it is necessary

to provide an environment enabling the developer of the
module B or module C to develop its program. As one means
for this, there is the method of distributing a library.
This is expressed in an intermediate language between
a higher language and machine language (normally called an
"assembly language"), but analysis is relatively easy. There
is a high possibility that the processing routine of a program
desired to be .kept confidential will end up becoming known.
Further, as another means, the basic module (in this

example, the module A) is stored in the memory 603 in advance



the software assuming that the basic module is present at a specific

location. Even with this means, however, there is the problem that 5itis

not that hard for the developers of the modules B and C to read the

module A stored in the memory 603.:At this time, the read contentisin a

machine language of a level which the CPU 602 executes, but there are

tools for converting this machine language to an assembly language. The
arQutine:can ber 19ranalyzed relatively easihs Rurthers theredsdpeproblemops

that the developers of the modules B and C can temporarily halt the
téxectrionBy theaEPWNIBA?2 intthe riiddlécefexecutionief the motde X akt a

the development stage of their programs so as to learn the data '_5
SR&fdfetFor fife?content of the same and thereby learn the entire

processing routine of the program of the module A, Further.an ) o chat
appllca}flon program running on ‘the above éxplained server handfes Key

idata, charging data,.log dafa, and emﬁglmégglsbecaﬁi%ﬁ@t%%@é they .ng ¢

service provider, so 20 there has been a demand for protecting it from
tillicite tampekng. osmenitoring. Erabadiments tthe present inventions time,
provide a data processing method, semiconductor circuit, and program
tablertoa efficienty: peiformrprocessing i aecardaneeaitly 71 avlatgernich the

number of processing requests. Embodiments of the present invention ,
CE%Vi@%2aCﬁf§.CUteS’ but there are tools for converting this

machine language to an assembly language. The routine can be
analyzed relatively easily.

Further, there is the problem that the developers of the
modules B and C can temporarily halt the execution by the CPU
602 in the middle of execution of the module A at the
development stage of their programs sc as tTo learn the data
handled or the content of the same and thereby Ilearn the
entire processing routine cf the program of the mocdule A.

Further, an application program running on the above
explained server handles key data, charging data, log data,
and other high security data set by the service provider, so
there has been a demand for protecting it from illicit
tampering cor monitoring.

Embodiments of the present invention provide a data
processing method, semiconductor circuit, and program able to

efficiently perform processing in accordance witl
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processing method, semiconductor circuit, and program enabling 5 a user

to produce and customize an application program of the user to be

executed by a server without allowing the user to learn highly confidential
information. Embodiments of the present invention provide a data

processing method, semiconductor circuit, and program able to 10

prevent each individual application program from being influenced by
sanethgs applicationpnograpswhen thecsames semiconductor circuit runs a
plurality of application programs. Embodiments of the present invention
provide s tata 1% proeéssintEmethed S sémiesnGuctor ircbitc ahdproyrafs t&
allowing, transfer of data between applicatjon |%rogramsqin accordance

i Tieed witle preventing each ppiication prbgrant fiom being Nictg™ "2
Jampsred it molorsd, elg.fy fhe user,of, aporhet anplicalion piogram. .

when the same semiconductor 20 circuit runs a plurality of application
SRogramspEmbodiments ef the presest inveptionravide.a fatache user to
processing method, semiconductor circuit, authentication apparatus, and
Iprograim. ghabling the ©antent oflaccessta. anserver or other

semiconductor circuit to be restricted in 25 accordance with rights to the
same E8oBilsadifents of the pieseitiventioit piovide #rovide a data
semiconductor circuit and data r_ocessin%_meth,od enaantgling the

réshtidentility" 5t A&tk to"b8 Maitained even Wheh' rogram able to

prevent each individual application program from being
influenced by another application program when the same
semiconductor circuit  runs a plurality of application
programs.

Embodiments of the present invention provide a data
processing method, semiconductor circuit, and program allowing
transfer of data between application programs in accordance
with need while preventing sach application program from being
illicitly tampered with, monitored, etc. by the user of
another application program when the same semlconductor
circuit runs a plurality of application programs.

Embodiments of the present invention provide a data
processing method, semiconductor circuilt, authentication
apparatus, and program enabling the content of access to a
server or other semiconductor circuit to be restricted in

accordance with rights to the same.
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5 transmitting highly confidential data between the semiconductor circuit

and a semiconductor storage circuit through an external bus.

Embodiments of the present invention provide a data processing

apparatus enabling the confidentiality of 10 instructions and data to be
maintained between programs when executing a plurality of programs.
Embodiments of the present invention provide a semiconductor circuit
enablingitbeicenfidentiality of ehprogramstarhe executed iabe improved: =
15 Embodiments of the present invention provide a data processing
sEpparatds.cits nethsdrand #8Pprogicim _hablingithe security ofasbling the
application program running on the server to be improved when providing

“8enIeE Using ah ICOF othef Sftegretted Gfeuit. 20 DISCIOSUREBFE  When

JHEINVENTION Disglosed herein js g, dala, processing method

1L = T etwean the
performed by a semiéonductor circuit in accordance with a pkfura‘fl?y of

JUecessing-requests - camprising the steps of - generating j9bsrage  circuit
management data including job execution order data showing an 25 order
tofro@ gexecution of azplurality of jobs forming processing in accordance

with a processing request and status data showing the state of progress

of exeBufioA gfahespluedlity of§obsrforasech bhife pluralitpoPpictessingdata

requests, selecting _ , ] L o
processing apbaratus enabling the confrdentiality of

instructicns and data to be maintained between programs when
executing a plurality of programs.

Embodiments of the present invention  provide a
semiconductor cilrcult enabling the confidentiality of a
preogram to be executed to be improved.

Embodiments of the present inventicon provide a data
processing apparatus, its method, and its program enakling the
security of an application program running on the server to be
improved when providing a service using an IC or other
integrated circuit.

DISCLOSURE CF THE INVENTION

Disclosed herein is a data processing method performed by
a semiliconductor c¢ircuit in accordance with a plurality of
processing reguests, comprising the steps cof: generating job
management data including job execution order data showing an

order of
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5 one job management data from the generated plurality of job
management data based on a predetermined rule, selecting a job to be
executed next based on the status data and the processing order data of
the selected job management data, gxecuting the selected job, and
updating the status data of 10 the selected job management data in
accordance with the execution of that job. In the above data processing

dnethad,the semicondictar, circyit geperatesjobspanagementdata. sy 1n
including job execution order data showing an order of execution of a
gluralityofd 5yobs ferming preceassing #yaceardance with-a Precessinghowing
request and status data showing the state of progress of execution of the
Plarafip6fjobs foreaels o thelplarsity tofoprocdssing reguests. iINextpthel cbs
semiconductar circuit selects one job management 20 data from the

f§enefated pidralitof ol Fidriagentent ata a3ed° of apretictermifedcting
dJule. Next,the.semicanductor cligul selpetsghedob fo be exegyied ned
ing order

based on the status data and the processin ata & selected
ebdnanagementdalas=9 Next, thessemiconductor.cifcuit exeeutesthe, op

selected job. Next, the semiconductor circuit updates the status data of

tthe selected:jobtmanagementdatadn accordance with- sexeeiition atthatthe
gggéessing' order data of the selected job management data,
executing the selected dJob, and updating the status data of
the selected Icb management data in accordance with the
execution of that job.

In the above data processing method, the semiconductor
circuit generates job management data including job execution
order data showing an order of execution of a plurality of
jobs forming processing in accordance with a processing
reguest and status data showing the state of progress of
execution of the plurality of jobs for each of the plurality
of processing raguests.

Next, the semiconductor circuit selects one Jjob management
data from the generated plurality of Job management data based
on a predetermined rule.

Next, the semiconductor circult selects the Jjob to be

executed next based on the status data and the processing

ia1]

order data o] the selected "ob management data.
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Further, the above data processing method further comprises a step of
updating the status data of the selected job management data, then
selecting one job management data from the plurality of data modules. 10
Further, the above data processing method further comprises a step of
selecting one job management data from the plurality of data modules

after updating the status.data of the selected job management data.
Further - the above datd processing mefhdd further 5 SoRiprisds a &fer6f =
jqg%lgzting the job management data when all jobs forming the processing in
accordance with the processing request finish being executed. Further,

the aboyedataprocessing taethos:furher.camprises asstep of reeiving data
the processing requests from an 20 integrated circuit having a storage

ainit storingsdatacto=be used fonprecessing fora procedurexperformedawitivith
the semiconductor circuit or a communication apparatus inputting and
SFRPUttTg data Witk th&'integrated circuit. Disclosed herein is a
semicgnductor circuit for 5 processing data in accordance with a pluralit

of proéégﬁgaffequ%lé?s, caobn%ﬁrﬁesingd%%%nte 286 FoF MpLittify he C|c‘{)lurél‘@llﬁfytlﬂler
Lfprocessing requests.a storage gircuitfot staring job. management data. .
including job execution order data Showing an order of execution of a
‘RIpratipnatighsforming:proeassing d 0Jnaceordance With &.precessiNg data

request and status data
from the plurality of data modules.

Further, the above data processing method further
comprises a step of selecting cone jcb management data from the
plurality of data modules after updating the status data of
the selected job management data.

Further, the above data processing method further
cemprises a step of deleting the job management data when all
Jobs forming the processing in accordance with the processing
reguest finish being executed.

Further, the above data processing method further
comprises a step of recelving the processing requests from an
integrated circult having a storage unit storing data to be
ﬁsed for processing for a procedure performed with the

semlconductor circult
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showing a state of progress of execution of the plurality of jobs, and a
control circuit for generating the job management data for each of the
input plurality of processing requests and storing it in the storage circuit,
selecting one job 15 management data from the generated plurality of job
management data, selecting and executing the job to be executed next
based on the status data and the processing order data of the selected
oob management gdatapang-ypdating therstatusidata efithe-selected job data
management data in accordance with the 20 execution of that job. In the
vatove BemissREuetor CireultS e interface inputs a plurality of processing
requests. Next, the control circuit generates job management data

includifngob°E%Ecutici Brder datd shéwing SR Graer s 1%° of exadution of a°~

ity gfjobs forming processing.in accordance witha RIOGESSING, . .. g
request and status data showing a_state of progress of exécution™of the

ARlyrality of johbs:in-5 accordancewith the blurality;of processingrequests: 1 i « v
and stores them in the storage circuit. Next, the control circuit selects one
coJobpmanagement datau &érom thezplurality=afgobcmanagement datacNext, Job
the control circuit selects and executes the job to 10 be executed next

rsasak vhthe Status idatd ahid thel plocessiviy brdercdatarofthessaibsiedny an

job man%?ement data and updates the status data of the selected job

qﬁaﬁagg eﬁ%ﬁ%ﬁ%ﬁ?ﬁc&ﬁdﬁn&%urallty of Jobs forming prfocessing

in accordance with a processing request and status data
showing & state of progress of execution of the plurality of
jobs, and a control circult for generating the -job management
data for each of the input plurality of processing regquests
and storing 1t in the storage circult, selecting one Jjob
management data from the generated plurality of job management
data, selecting and executing the Job to be executed next
based on the status datae and the processing order data of the
selected Jjob management data, and updating the status data of
the selected Job managenent data in accordance with the
execution of that Jjob.

In the above semiconductor circuit, the interface inputs
a plurality of processing requests.

Next, the control circult generates job management data

including job execution order data showing an  order
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with execution of that job. Disclosed herein is a program to be executed
by a 15 semiconductor circuit for processing data in accordance with a
plurality of processing requests, comprising a routine for generating job
management data including job exegution order data showing an order of
execution of a plurality of jobs forming processing in accordance with a
processing request and 20 status data showing the state of progress of
cexeeution of dthe @luralityafjobsifor each of dhe plaratityrof processing.ng in
requests, a routine for selecting one job management data from the
agenaritad plurslity of ol ffdidgemantdars; afstitinefor Sselebfingtheing 2
ob to be executed next based on the status data 25 and the Erocessm

Sortiet dAfa ot e Selactéd job Managament - 13°dda-&Totiife for 1o°° 2
rguling.he selegted jgb, ghd aautipe Jor updating the sl da of

ected job management data in"accordance with the executlon of

sthe4eb. brRisclesed, herein s & data-pragessing method performed by a
semiconductor circuit running an application program for processing

relatingetota procedurecusingcar integratete cireuitpwheérginitheagement data
semiconductor circuit can view correspondence instructing data indicating
LEstre SH6ndeice 10 hetiedrt b peraticiteddes tised-for the application
program to operate the mtegrated circuit and the names of the

operaftiGhs; that fs, The ‘diieratioh Tames Shaving thie” sefmicondtctor cirttit =°
breecgygc%%éqp%ggto%%@ggnoq{:“sgﬁgmgtatus data and the processing

order data of the selected job management data and updates the
status data of the selected Job management data in accordance
with execution of that job.

Disclosed herein 1s a program to be executed by a
semiconductor circuit for processing data in accordance with a
plurality c¢f processing requests, comprising a routine for
generating Job management data including Jjob execution order
data showling an order of execution of a plurality of Jobs
forming processing in accordance with a processing reguest and
status data showing the state of progress of execution of the
plurality of djobs for each of the plurality o©f processing
regquests, & routine for selecting one job management data from
the generated plurality of job management data, a routine for
selecting the Job to be executed next based on the status data

and the processing crder data of the selected Jjob management
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program describing the operations of the application program 15 using the
operation names, and having the semiconductor circuit obtain the
operation codes corresponding to the operation names described in the
operation describing program by viewing the correspondence instructing
data and use the obtained operation codes to define the processing of the
20 application program. Further, the above data processing method
dhurtheracaomprises hawing:the:cotrespondened instructingrdatarfurtheroutine
show the correspondence between the operation names and key
finforpietioniuSed-Wwhen #hé istegrdted eirclitferforhistad gpbrafioRgyement
corresponding to those gperation names and having the semiconductor
SGiréuit Dbt the KeYFinformation Eégﬁg%éﬁainﬁ%t%ﬁ% dpération names
descriped.in be. 5 pperation describing OBIBILbY VGO G.c rormea oy
correspondence instructing data and use that obtained key information to
zdefipe theprocessing of the applicationpregrampFutther s the abpve-data ror
processing method further comprises having the semiconductor circuit
rgeneratiejob iDahanagement data includingyob exeeution osder datasgrated
showing an order of execution of a plurality of jobs forming processing of
cthecapplicationprsgram aheEstataseata3ReMing the State bf progress of 12V
execution of the plurality of jobs, select the job to be executed next based

G tHERTAS Fata andthe 5 P8 cesdiig ordel tata of the jof = * < sPondence

kﬁg1@§g$ng%gf§¥§ngggg€%gheﬁsed, for the application program to

operate the integrated «circuit and the names of the
cperations, that 1is, the operation names, having the
semiconductor circult receive as input an operatiocn describing
program describing the operations of the application program
using the operation names, and having the semiceonductor
circult obtain the operation codes corresponding to  the
operation names described in the operation describing program
by viewing the correspondence instructing data and use the
obtained operation c¢odes to define the processing of the
application program.

Further, the above data processing method Iurther
comprises having the correspondence instructing data further
show the correspondence between the operation names and key

information used when the integrated circuit performs
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selected job, and update the status data of the selected job management
data in accordance with the execution of that job. Disclosed herein is a
semiconductor circuit for running an application program for performing
processing relating to a 20 procedurg using an integrated circuit,

comprising a storage circuit for storing correspondence instructing data
indicating correspondence between operation codes used for the
cgpplcations prograrstoooperate the integratetbeireuif 15 nand names ofaving
the operations, that is, operation names, an interface for inputting an
t&Feratici desefibine progran cdescribitig-the operdtion of tie applitatdRtion
C{)ro ram using the 5 operation names, and a control circuit for obtainjng

e’ OBETHIo Sodés corteporidingtb the oparation nafies:d&sdtibed in
dhe.input opesation desgyibing pyogran by \iewing e Frespondense ...

instructing data and using t tained “operation codes to define the
iRrocessing gf the application. st0 pregramyin dhe apove semicenduetoron o
circuit, the interface inputs the operation describing program describing
dbeioperatonoot the spplicationiprogramiusingctheroperation names. Next,
the control circuit obtains the operation codes 15 corresponding to the
operafion Hitties déSEribetlitvthe IRPUE opBFEAtIIT Be86ribifg Progrant by-her

viewing the correspondence instructing data. Next, the control circuit uses
‘ﬁ%?%%%eﬁed86¥% ﬁy1the semiconductor clrcult generate Job

a
management data including job execution order data showing an
order of executlon of a plurality of jobs forming processing
of the application program and status data showing the state
of progress of execution of the plurality of -Hobs, select the
job fto be executed next based on the status data and the
processing order data of the job management data, execute the
selected Jjob, and update the status data of the selected job
management data In accordance with the execution of that job.

Disclosed herein 1s a semiconductor circult for running
an application program for performing processing relating to a
procedure using an integrated circuit, comprising a storage
circuit for storing correspondence instructing data indicating
correspondence between cperation codes used for the

appiicetion program to operate the integrated circuilt
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codes to define the processing of the application program. 20 Disclosed
herein is a program to be executed by a semiconductor circuit running an
application program for performing processing relating to a procedure
using an integrated circuit, comprising: a routine for inputting an
operation describing program describing an operation of the 25 application
program using - 16 names of operations for the integrated circuit, that is,
operation: names, ewutine farviewdng correspondensge: mstructingdata, an
indicating correspondence between operation 5 codes used by the
iagslication programforeperating the irtegratedcircuitcind e bperationy ram
names to obtain the operation codes corresponding to the operation
Fanesteseribed P the operation &@&rﬁﬁ?g% prograth, aHd e dbtiHe f6F the
og)%ggﬁﬁho%‘)bﬁ%%‘gg,Op%@}'o”aCoggﬁégo‘lef'g%EE%%%SS'E‘%Pf tggﬁa]fgninq the
pplication program. Disclosed herein is a data processing metho

derfarmed by @.semiconductorcireuit exeguting,an apRIicationdrogLamy i bed
comprising the steps of: protecting each of a plurality of program modules

iforming therapplicatien-program dy=a fitewall 1-allecated to,therpragram the
module in advance in a plurality of firewalls, registering a program module
dinkesbwithdirewall identificatiéndnfortaation forddentifying thd fitewalbtained
allocated to the program module, and executing the program module

Gditiona! orPieregfstrafion being ferforived s -n¢ o the application

program.

in the above semiconductor circuit, the interface inputs
the operaticon describing program describing the operaticn of
the application program using the operation names.

Next, the control circuit obtains the operation codes
correspcnding to the operation names described 1in the input
operation describing program by viewing the correspondence
instructing data.

Next, the control circuit uses the obtained operation
codes to define the processing of the application program.

Disclosed herein 18 & program to be executed by a
gsemiconductor clrcuilt running an application program for
performing processing relating to a procedure using an
integrated cilrcuit, comprising: a zroutine for inputting an
operation describing program describing an operation of the

application program using
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20 The above data processing method further comprises a step of

allowing data transfer or data viewing among a plurality of program

modules registered linked with the same firewall identification information
and prohibiting data transfer - 17 or,data viewing among a plurality of
program modules registered linked with different firewall identification
information. 5 The above data processing method further comprises the
rsteps of: registering aoprograny maedule furtherdinked withr clowmnloadkey is,
information to be used when downloading the program module from the
cputstde efithersemitonductor et o thecsemicerdueter circuittgagondence
when receiving a download 10 request for the program module, using the

idgWAiteid Ry Tformatiort régistsred IRKEARAHRE proffarmodeto? -+ o

judge if downlaad is possible and downloading the pragram madule. .
UhGR uging (hak donontt & PRCAE. DISCIRed ol is Ao HEna  the

isemiconductor cireyit for gupning, 15 ap.application-pragram, profeeting  the

each of a plurality of program modules forming the application program

de adirewall- alleeated-to-each program moduledn advanceriang: plutaktyrofed

firewalls, registering a program module linked. with firewall identification

iinforhrrationder identifying théfirewalt POudkooated fo theqsrogiam rhodulesing

and executing the program module conditional on the registration being
ﬁﬁ“alned operation codes to define processing o the

formed:

application program.

Disclosed herein is a data processing method performed
by & semiconductor circult executing an appllication program,
comprising the steps of: protecting each of a plurality of
program modules forming the application program by a firewall
allocated to the program module in advance in a plurality of
firewalls, registering a program module linked with firewall
identification infermation for identifying the firewall
allocated to the program module, and executing the program
module conditional on the registration being performed.

The above ata processing method further comprises a
step of allowing data transfer or date viewing among a
plurality of program modules registered linked with the same

firewall identification infermation and prohibkiting data

transfer
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Disclosed herein is a program to be executed by a semiconductor circuit

for - 18 executing an application program, comprising a routine for

protecting each of a plurality of program modules forming the application
program by a firewall allocated to eagh program 5 module in advance in a
plurality of firewalls, a routine for registering a program module linked with
firewall identification information for identifying the firewall allocated to
ohe ptagram medule; and-acrautine fopexeeuting: the prograny madulecdules
conditional on the registration being 10 performed. Disclosed herein is a
rgatasprocessingimétifod pétforméed bHie resémicohdtctorcirchfigprification
.executing an application program, comprising the steps of: independently
SRSt g & plurality of application programs protected by firewalls,

registering in 15 advance a condition for allowing communication between
the. apaicaton oy ame paormed Trrough e fremalls Judomg o e
cupmupication gequest; satisfiestheregistered.canditiop- hen ah ked  with
application program generates a request for communication with another
capplication peggram fandexeouting>20communricationbetweernitheiing the
application programs in accordance with the communication request
nwhenjadgingthat if satisfidse thefegistered conditiGrDiselosed: hereit isvit

a semiconductor circuit which independently executes a plurality of i
tébpﬁ83ﬁcﬁﬁmlconductor circult and, "when receiving "a download

request for the program module, using the downlcoad key
informaticn regilstered linked with the program module to judge
1f download is possible and downloading the program module
when judging that download i1s possible.

Disclosed herelin is a semiconductor ci

K

cuit for running
an applillcation program, bprotecting each of a plurality of
program modules forming the applicaticn program by a firewall
allocated to each program module in advance in a plurality of
firewalls, registering a program module linked with firewail
identification information for identifying the firewail
allocated to the program module, and executing the program
module conditional on the registration being performed.
Disclosed hereln 1s a program to be executed by a

gsemiconductor circuit for



19 programs protected by firewalls, registers in advance a condition for
allowing communication between the application programs performed
through the firewalls, judges if a 5 communication request satisfies the
registered condition when an application program generates a request for
communication with another application program, and executes
communication between the application programs in accordance with the
scemmunication reguestaabhenjudging that,it satisties theglOzregisterede fox
condition. The above semiconductor circuit independently executes a
rplorality ‘ofapplichtion progranis pidtected sy fiesvgallstoRuither, themslsovet he
semiconductor circuit registers in advance a condition for allowing
SEBmniiiticatior’betivédn the 15 applicktion programsPerfotmedthrotigh?* 2™
4he firewalls. Eurther, the above semiconductor.cireuitjudges fa o, (e o
communication request safisfies the rngstered condition when an
ARplication,grogram generates a requgst for commupicatiop; with another.a1 :
application program. 20 Further, the above semiconductor circuit executes
ickmmunicatianibetwesn the application-progeams ifaccordance with the= 11
communication request when judging that it satisfies the registered
sgordiidrcDiselosed Herelrrizta program forrdaking ademicohdactore2sting

circuit execute a routine 20 o _ , ‘
the program module conditional on the registration beilng

performed.
Disclosed herein 1s a data processing method performed by
a semiconductor circuit for executing an application program,

comprising the steps of: independently executing a plurality

H

of application programs protected by firewalls, registering in
advance a condition for allowing communication between the
application programs performed through the firewalls, -“dudging
if a communication request satisfies the reglstered condition
when an application program generates a reguest for
communication with another application program, and executing
communication bstween the application programs in accordance
with the communication reguest when Jjudging that it satisfies
the registered condition.

Disclosed Therein is a semiconductor circuit which

independently executes a plurality of application
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for independently executing a plurality of application programs protected

by firewalls, a routine for registering in advance a condition for allowing
communication between the 5 application programs performed through

the firewalls, a routine for judging if a communication request satisfies the
registered condition when an application program generates a request for
communication with another application program, and a routine for
Exectding cematuwication betweendhe'ts0 appligation programs Mivance a
accordance with the communication request when judging that it satisfies
apedegisterefo conrditioni Disclosed:héreih isma datayprocessing methaddyion
which a semiconductor circuit or a semiconductor storage apparatus 1i5
SAQER e bytheEeitondiEtTircuitownioddsalprogramitdanmg inf @

the semiconductor circui ris%'r{% Sthet steps of. having the

comp , o
‘semiconductor: ctieuclftuﬁaEiée 3as§ftgware strictures Cofprised 6FR prarkity gper
daversand-having download 5&9@%%@@\56@0%%&59% IfOIMAloN .11 carion
corresponding to each 20 layer able to be viewed by the semiconductor
wircuitzhaving: thecsemicanductar-eiccuityerify download signatis@unication
information generated in accordance with a download request using the
dwakoad signaturenverification key irfoemation whermcaeceiving therith  the
download request, and having the semiconductor 25 apparatus - 21

CATBW tHE FSSudr of the GsWwnlo&tFFequestiiodowhitid aprogeaftsfies the

registered condition.
The above semiconductor circuit independently executes a
plurality of application programs protected by firewalls.

Further, the above semiconductor circuit registers in
advance a condition for allowing communication between the
application programs performed through the firewalls.

Further, the above semiconductor circuit Judges if a
communication request satisfies the registered condition when
an application program gensrates a reguest for communication
with ancother application program.

Further, the above semiconductor circuit executes
communication ketween the application programs in accordance
with the communication request when Jjudging that it satisfies
the registered condition.

Disclosed herein is a program for making a semiconductor

circuit execute a routine



of a layer corresponding to the download signature verification key

information used for that verification 5 conditional on the download

signature information being legitimate. Further, the above data

processing method further comprisesthe steps of: having an

authentication apparatus store access master key information

corresponding to a layer 10 to which a program allowed to be downloaded
fbelongskavinge the authenticationapparatys. transmitthecdownipad ication

request to the semiconductor circuit, and having the authentication
rapparatas bsethat adcéss mastepkey inférmiation I¢ géfsératé dthe-ering in

download signature information and transmit that download 15 signature

ATt tocff‘fédééﬂn?gona%to?‘(?_:ijr&‘ﬁ’ijf._“ﬁurtﬁ%m‘ﬁ%l&ﬁt%}lﬁfbcgfs'ﬁ’ n - the
“nefhod of the 13th aspect Ofpé.,*}%&%ee%'ontfmt&mpma{gesgh}ge%sge.%ﬁ,fr a

aving an authentication apparatus store identification information of the
Semicpndygtor cirgyit-and; kaving-thesadthentication 25 apparatus enciyptcne
use the identification information as plain text using the access master
rkey inffermatian tol geheratehdownloadapaster tkeyninformation aehasetes a
that download master key information to generate the download signature
ripdoPAatioAo 25 coPPiscidbsédheleiftis & 3eRiiESnduRtoriGFcUIPRavitig & am -

software structure comprised of a plurality o Iayers, wherein th ,
and . a routine for execuvlng ° communicatiocon etween the

application programs in accordance with the communication
regquest when Judging that it satisfies the registered
condition.

Disclosed herein is a data processing method by which a
semiconductor c¢ircuit or a semiconductor storage apparatus
accessible by the semiconductor circuit downloads a progranm
running in the semiconductor cilrcuit, comprising the steps of:
having the semiconductior circuit have a software structure
comprised of a plurality of layers and having deownload
signature verification key information corresponding to each
layer able to be viewed by the semiconductor circult, having
the semiconductor circult verify download signature
information generated in accordance with a download reguest
using the downlcad signature verification key information when
recelving the download reguest, and having the semiconductor

appraratus
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semiconductor circuit is able to view download signature 5 verification key
information corresponding to each layer, verifies download signature
-information generated in accordance with a download request using the
download signature verification key information when receiving a

download request, and allows the issuer of the download 10 request to
download a program of a layer corresponding to the download signature
averification keysinfermationdiseshfor dhat vegifieation to that-semiconduetor- am
circuit or a semiconductor storage circuit accessible by the semiconductor
cdircuit conditional oncthesdeownidad signature formationBeing 15ignature
legitimate. The above semiconductor circuit, when receiving a download
ViRuestAVefifies the¥dowmoatFsignalinforftation” generdted  verification
corresponding to that download request using_ download signature :
C\%lr?fllc%ft%ha ey information. %%wﬁl]?ﬁﬁ%r, the %%%g/%‘seemilc%%gﬁ% oLLJ“rl(C:]lrrlcuitbemlg
13llpws the cissuer of the download request to download a program of a

layer corresponding the download signature verification key information

used for thakverification tathaksemigonduetos «eikcit.gr a semieandutier her
storage circuit accessible by the 25 semiconductor circuit conditional on
ahieedownfoad 223 s sigrraturé iinfoanation beinglegitimate::Disclosedraratus
herein is an authentication apparatus used for authentication when

%&aﬁﬁm%aﬁﬁfa[ﬁﬁﬁ&ﬁﬁr&%ﬁnéﬁﬁ%gmation corresponding to a laver

to which a program allowed to be downloaded belongs, having
the authentication apparatus transmit the download reguest to
the semiconductor c¢ircuit, and having the authentication
apparatus use that access master key information to generate
the download signature information and transmit that download
signature information to the semiconductor circuit.

Further, the data processing method of the 13th aspect of
the invention further comprises the steps of: having an
authentication apparatus store I1dentification information of

.

the semicoeonductor clrcuit and having the authentication
apparatus encrypt use the identification information as plain
text using the access master key information ©o generate
download master key informatlion and use that downlcad master

key information To generate the download signature

information.



ot

20

D
M

5 semiconductor circuit to a semiconductor circuit having a software
structure comprised of a plurality of layers or a semiconductor storage
apparatus accessible by that semiconductor circuit, storing access master
key information corresponding to a layer to which a program allowed to
be 10 downloaded belongs, transmitting the download request to the
semiconductor circuit, and using that access master key information to
ogenrermiedhe download signature-infermatien andctransmitiingdhat software
download signature information to the semiconductor circuit. 15 The
sabove atghentivation apparatus transmitsithe download erequesttorthen  the

semiconductor circuit. Further, the above authentication apparatus uses
SEECESE Taster key ihfdrmation to Yerferate dowritdad S f& signature

infarmation. 20 F}yrtheritl}e above authentication apparat ansnits the

r § %)P L{_‘S tr I’Q{

Verlfi1Cat1on ey, Anrormatio COrrespondling 230! ayer

ownfoa &gnatur&nformaﬁoﬁtto tﬁe SemICOH%CL}JC or gII'CUIE Disclose YEE
vaerein is a pragram-to-be exegyiad,by a semicanductorcircyt having.a iy
software structure comprised of a plurality of layers, comprising - 24 a
arouting=toraverifying downloasksignature iaformation ugeneratethiin  downlcad
accordance with a download request when receiving such a download
sregjuest usingrthel dowatoad: sighature B verificatiomkeyiformatos of ang  a
corresponding layer in the plurality of layers, and a routine for allowing
d@%ﬁgga@ro¥equest, and allows the issuer of the download
requast to download a program of a layer corresponding to the
downleocad signature verification key information used for that
verification to that semiconductor circuit or a semiconductor
storage clrcuit accessible by the semiconductor circuit
conditional on  the download signature information being
legitimate.

The above semiconductor clrcuit, when receiving a
download reguest, verifies the download signal information
generated corresponding to that download reguest using
dewnload signature verification key information.

Further, the above semlconductor c¢ircuit allows the
issuer of the download reguest to downlcocad a program of a
layer corresponding the download signature verification key
information used for that wverification to that semiconductor

clrcult or a semiceonductor storage circult accessible by the

semiconductor cliroult conditional on the download
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the download request to download a program of a layer corresponding to
the download signature verification key information used for that

verification to that semiconductor -u0 circuit or a semiconductor storage
circuit accessible by the semicondugtor_circuit conditional on the

download signature information being legitimate. Disclosed herein is a
semiconductor circuit having a data processing circuit and data
dnpui/output processing fl 5eireuit, \wheteindhe data processing circuit

inputs and outputs data with a bus outside of that semiconductor circuit
throught the! dat inpttfoutputprotessingcifcLita hhdthedaaa nput/otgputior
circuit encrypts data input from the data processing circuit in units of
Prevténtitied data eAgths"aid 207 6utputs the SAmMet®the By deerypts 2
datainpyt from the fus and putputs the same o he data progessipg. ;.

“Gircutt, and “ﬁ)errforcrﬁg data input/ottput transactions trhrofffg  the bus in

nits,of m numpber of data jpput/output transagtions when Ne/Nb=n wherg
the bus width of the bus is Nb and the data 25 length is No and the
smatestiwbole numbes of for makesisri 1w 25 The @hovie-semicongductorhat
circuit inputs and outputs data with a bus outside of the semiconductor
sgircuirtifoaghthe idatalinputfoutpbt processing detite 5 Atdkiis Himfethetion
data input/output circuit encrypts the data input from the data processing

GFARERPOAS of Preditetmiiied data 1Ehgths andFopEAS the s&tig %o ftie °°

J%%%loaded belongs, transmitting the download reguest to the
semiconductor  circuit, and using that access master key
information to generate the download signature information and
tranémitting that download signature information to the
semiconductor circuilt.

The above authentication apparatus transmits the downlioad
request to the semiconductor circuit.

Further, the above authentication apparatus uses access
master key information to generate downioad  signature
information.

Further, the above authentication apparatus transmits the
downlecad signature information to the semiconductor circult.

Disclosed herein 1s a program to be executed by a
semiconductor circult having a software structure comprised of

a plurality cf layers, comprising



Further, the data input/output circuit decrypts data input from the bus and
outputs it to the data processing 10 circuit. At this time, that data

input/output apparatus performs data input/output transactions through

the outside bus in units of m numhetr of data input/output transactions

when Nc/Nb=n where the bus width of the bus is Nb and the data 15

length is No and the smallest whole number of n or more is m. Further, in
dhe aboversemiconducter cifguit,gpreterably- 4be dataginpuitioutputchettitation
when accessing a semiconductor storage circuit based on a first address
daparfrond the dass qerdressinigldircult, éonversthedirseaddresstorgacelving
second 20 address so as to access the semiconductor storage circuit in

hiits ofstordgE areds in WhtiF e datadfNc i'S'StorétP 4id tses thaf e tvre
3000 address, o, Acgess e semiconductor Sierage s 28..CTaHk 1y cne
isclosed herein is a data processing methodoperefo me %?/ a

Semiconductar cirguit whepn.accessing:a semicqnducter, ;3.storage Cygult: o
when a semiconductor circuit and the semiconductor storage circuit are
teannetied theough adius; comprisingrthe steps:=of: gnctypting data to beaver
written in the semiconductor storage circuit in units of predetermined data
dengterandiowputting thessarfed thedbuss deerypting dass 1EL mput from key
the bus, and performing data input/output transactions through the bus in

BRI RBMBESSf 4ty thet verification to that semiconductor

clrecult or a semiconductor storage circult accessible by the
semiconductor cilrcuilt conditional on the download signature
information being legitimate.

Disclosed herein 1s a semiconductor circult having a
data processing circult and data i1nput/output procsessing
circuit, wherein the data processing circult inputs and
outputs data with a bus outside of that semiconductor circuit
through the data input/cutput processing circuit, and the data
input/output circuit encrypts data input from the data
processing circult in units of predeterminsd data lengths and
outputs the same to the bus, decrypts data input from the bus
and outputs the same to the data processing circuit, and
performs data input/output transactions through the bus in
units of m number of data input/output Cransactions when
Nc/Nb=n where the bus width of the bus is Nb and the data

length is Nc and the smallest whole number of n or more 1s m.
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input/output transactions when Nc/Nb=n where the bus width of the bus is
Nb and the data length is No and the smallest whole number of n or more
ism. 15 - 27 According to an aspect of the present invention, there is
provided a data processing apparatus.comprising: a storage circuit for
storing instructions and data of a plurality of 5 programs, a computation
circuit for accessing said storage circuit through a transmission line and
using the:instruetionsrand data: of said:plurality ohpragramsitoexesute data
said plurality of programs, a connection switching circuit interposed
Wetiveen kard transmissiontline andssaitdstorage 40 circuitfor settingiggid the
transmission line and said storage circuit to one of a connection state and
GiSeonnBEtdT StaBT HASRASST AT¢britrdI<idial, a connection control circuit

for ge ergtri\n% s%id cont{ol si%ngl for setting said transmissjon line and
. gk chL %me, he data 1nout}%ﬁ%put iéﬁfult er §%$ts the
said storage circuit to ‘one of a connéection ‘staté"and iSConnecti

Slate bagsegd.on an.access range defining data defining an address range -

in said storage circuit able to be accessed while said computation circuit
dsexectitingrsaidsphyalinratprogramssforneach ehsaigpluralityofe pus.
programs, an address in said storage circuit for which said computation

20 circuitissaies artaeceds requestiantanceXecutingpidgrase cimgiriustinga ta

information indicating a program from the plurality of programs that said
%%Eutgﬁ(?ﬁzcﬁ:&ﬁtigus and outputs it to the data processing

circuit.

At this time, that data input/output apparatus performs
data input/coutput transactions through the outside bus in
units of m number of data input/output transactions when
Nc/Nb=n where the bus width of the bus is Nb and the data
length 1s Nc and the smallest whole number of n or more is m.

Further, in the above semiconductor circuit, preferably
the data input/output circuit, when accessing a semiconductor
storage circuilt based on a first address input from the data
processing c¢ircult, converts the first address to a second
address so as to access the semiconductor storage circuit in
units of storage areas in which the data of Nc is stored and

uses that second address to access the semiconductor storage



executing, and an input/output interface circuit for inputting and outputting

data with said computation circuit through said 25 transmission line and

inputting and outputting data with the outside of That data processing

apparatus. Further, in the data pracessing apparatus of the above aspect

of the invention, preferably the connection control - 27a circuit generates

the control signal indicating to set the transmission line and the storage
cairewit i a connection state when the address in the storage circuit for

which the 5 computation circuit issues an access request is inside the

addres8 rangescotresponding to & prddfamiieifg exietutet: defimed Byt thared

access range defining data and generates the control signal indicating to

¥et fhe HERSATESION e AN e Stofdye circGit Tf A diSconnettibh Ry =t or
spheniLis not inside 10 fhat addresg ange, 28 Pisclosed herein isa ¢,
semiconductor circuit for executing a program, comprising a first
stansnussiendine,a storage Gircuitfor sterng-instiuictions endatafor = pus,
executing the 5 program, a computation circuit for operating based on the
cinstructions read through the:firshtrapsmissiordine framithe wstorage in the
circuit, a first connection switching circuit for setting the first transmission
stie apdthe tsterageceipclit ift vAriof aldonmettion state apddisEBnReetiorn ta

state based on a 10 first contral signal, a second connection switching
laﬁgﬁPs and outputting the “same tc the bus, decryptirng data

input from the bus, and performing data input/output
transactions through the bus in unilts of m number of data
input/output transactions when Nc/Nb=n where the bus width cf
the bus 1s Nb and the data length is HNc and the smallest whole

number of n or more is m,
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for setting a second transmission line outside of that semiconductor

circuit and the first transmission line in one of a connection state and
disconnection state based on a second control signal, and a connection
control circuit for 15 outputting the segond control signal instructing
disconnection to the second connection switching circuit when outputting

the first control signal instructing connection to the first connection

switching circuit and outputting the second control signal instructing
connectiefhtdthBBetdndtonfheefion 20 sWitchireeeitedit wWhsRToutpuitinghere
the first control si%%al instructing disconnection to the first connection

&l ?%e?,rﬁct%%géﬁgveaggﬁﬁ@&ﬁﬁuc‘fSFQBiJF&Eitnfﬁé SecBhgrage

18 .DEOV
swfcjc‘hlngl Circuit.

Lonnegtion switching 7 29 . citeuit is connected through the second. 5, (¢

transmission line to a storage apparatus at the outside of the

ssespiconducter citeyit: cEuither, in the,above.semiconductor Citcuit; when » x4«
the 5 computation circuit reads instructions from the storage circuit, the
cgarmectionhcontyol circuitoatputs the fiksheontrdl sighadinstrictingcructions
connection to the first connection switching circuit and outputs the second
EBhtréiedignaPl instfdcting Biistonndctior o tHerse¢dwd corfectibRcute  said
SM/}I%%?]IIQQ 10 gigcuit. Disclosed herein is a semiconductor circuit for

Fexecuting’ a prografh, €orpRsing an eR@RIptontd8cryptibr Eitciit for &7 U+t

interposed between sald transmission line and said storage
circuit for setting said transmission line and said storage
circult to one of a connection state and disconnection state
based on a control signal, a connection control circuit Ffor
generating said control signal for setting said transmission
line and said storage circuit to one of a connection state and
disconnection state based on an access range defining data
defining an address range 1n said storage circuit able to be
accessed while sald computation ircuit i1s executing said
plurality of programs for each of said plurality of programs,
an address in said storage circuit for which said computation
circuit 1issues an access request, and an executing program
instructing information indicating a program from the
pilurality of ©programs that said computation circuit is
executing, and an input/output interface circuit for inputting
and outputting data with said computation circuit through said
transmission line and inputting and outputting data with the

data processing apparatus.

ot

outside of tha
Further, in the date processing apparatus of the above

aspect of the invention, preferably the connection control
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storing encrypted instructions or data of the program, encrypting data to
be output through a first transmission line 15 outside of that
semiconductor circuit to a storage apparatus, and decrypting encrypted
instructions or data input through the first transmission line from the
storage apparatus, a computation_cigguit.for performing computation
using the decrypted instructions or data, a selection circuit for 20
selecting whether to allow communication between a second
transmission line outside of the semiconductor circuit and the

mptitati8R Grctit Bastd on WEbATOI sTgivalt and ATHritot irchift foist  the
t‘}%ﬁ%’ﬁtﬂ% t%ﬁhe ﬁ%%ctlgul &II’ %th% gongré)l sgnéal flolrenstructlng toIme “ion
i )

disallow communication - 30 between the second transmissioh life an
sthereomputationCircait:while the gomputation gircuitis perforing,n: ¢n the
processing using instructions or data of the program. 5 Disclosed herein
dsrebdate processingrappatatiiss comprising @sstorage eieclit far stedngién the
predetermined storage areas a plurality of application programs each
AEEHpFiSed BT Blur&lity “Srdatacmoeluldsinciuding preesssihg L Fautinerdatet e
descrlbln rgrocessm%routlnes for communicating 10 with an integrated

“Sircditto providea SR artd &ting ﬁiﬁﬁéﬁe Hatd SheriHg ftked =I'e
Jogether a Qjﬂ% maqdule, first 5ey Mata used for g ing anather %ata modyle_,

in processing according to that data module, an secondlkey ata uset
sfof rianstertng datawith thes integrated GircAtIinNroeessing s not inside

that address range.
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15 according to that data module and a semiconductor circuit performing
processing relating to a service based on a data modules, viewing the
management data in that processing, using the first key data
corresponding to that data module tg;use another data module, and using
the second key data 20 corresponding to that data module to transfer data
with the integrated circuit. Further, in the above data processing

appargtus, | preferafly he sfarage,cireull stores as a.data modyle at least,

one of log data of processing performed performed using 25 the data
=meduler Brogranm-data:13% showinga rautinesteregisteringnthe datascorage
module in a storage area, program data showing a routine for deleting
cregistratiof of thecdatacmodue fromithesstaragelarea, and program dada She
showing a routine for defining the storage area for storing the application
Dprottath. FarthermR'the Bsove ehta processing appardattisy prefeépsblyen  the
.when processing in accordance with another data_module is tq be _
“ERecltedby 2 semicontudtor cifdtilt, thé 10 Sermicondtictor circdit usss™ e
he.managament data fo ohtain first key data cortesponding tothe, ¢ ¢,
predetermined data module and the first key data corresponding to the
etherdatainodulesand -usesthe othendata medulefomthesge circuit in

predetermined data module being executed conditional on the obtained
ctwo firSt key datee iS5 mateliage and disconnection state based on a
first control signal, a second connection switching circult
for setting a second transmission line outside of that
semiconductor circuit and the first transmission lins in one
of a connection state and disconnection state based on a
second control signal, and & connection c¢ontrel circult for
cutputting the second control signal instructing disconnection
to the second connection switching circuit when outputiing the
first control signal instructing connection to the first
connection switching circuilt and ocutputting the second control
signal instructing connection to the second connection
switching circuit when outputting the first control signal
instructing disconnection to the £first connection switching
circuiz.

Further, in the above semiconductor circurt, the second

connecticon switching
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Disclosed herein is a data processing method whereby a semiconductor
circuit for communicating with an integrated circuit to perform processing

to provide a service transfers data with a storage circuit, comprising the
steps of: , when 20 the storage circyit stores in predetermined storage

areas a plurality of application programs each comprised of a plurality of
data modules including processing routine data describing processing
doutines for commuanicating:wihan dntegsateshaircuittosprovdding aine to a
service and stores 25 management data showing linked together a data
Fhodule frspdkaydatauséd 326 bsingranotier Yatasaoduletipr circult.
processing in accordance with that data module, and second key data

used fortrdtisferring dat& with e intégratet ircittin Frocessing when the
according to 5 that data module, having the semiconductor circuit perform
Sscesaing relaling b 5 service based or the datd moduied, having the">%°

Semicondugtor. circyifdew.the management data in. the pracessing e 3 st
relating to the service and use the first key. data corresponding to a data
doodulte tostge anothertdata:16 madiles anddraving thessemiconduetotection
circuit use the second key data corresponding to the data module in
processing refatifigito therservivetto transferdata sithithe iptadgrned signal
circuit. Disclosed herein is a program to be executed by a 15

ISEthictndutior Cirkefit it Cohtifhuridating with i htegratef t+on  switehing

clrocult.

Disclosed herein 1s a semiconductor circuit for executing
a program, comprising an encryption/decryption circuit for
storing encrypted instructicns or data of the program,
encrypting data to be output through a first transmission line
outside of that semiconductor circuilt Lo a stcecrage apparatus,
and decrypting encrypted instructions or data input through
the first transmission line from the storage apparatus, a
computation cizcult for performing compuﬁation using the
decrypted instructions or data, a selection circuilt for
seiecting whether to allow communication between a second
transmission line outside ¢of the semiconductor circuit and the
computaticn circult based on a control signal, and a control
circulit for outputting to the selection circuit the control

signal for instructing to disallow communication
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circuit to perform processing for providing services and transferring data

with a storage circuit, comprising, when the storage circuit stores in

predetermined storage areas a plurality of application programs each

comprised of a 20 plurality of data mgdules including processing routine

data describing processing routines for communicating with an integrated

circuit to provide services and stores management data showing linked
plogether a:data medute; first key:tthéa iused famesing-anothies thedatataticon

module in processing according 25 to that data module, and second key
cdaterddedrortansfer ofreatawithithe 11331 iftegrated diFcUit irpprocess g Ny

according to that data module, a routine for performing processing

Ueldting 1o the “dervice Based Gh the d4fa Rotii@™a routine for viewing the

5 management data jn processing relating fo the senvice and, using e, ..
first key aa%a corresponding to that data module to” USé the other data N

Jnqdule,;and aroutine for.usingthe;secend key dafa corresponding4@rm: nea
that data module in processing relating to the service to transfer data with
sherintegrated: 2k 0 circuitl Aceording tathe abeve aspects apdograms  each
disclosures, the following effects can be achieved. It is possible to provide
cEiata processing method ! sentiéondUctoreitedit sand prograny ablkecteessing
efficiently perform i5 processing in accordance with a large number of _
ﬁﬂ%&é%%m ata describing processing routines for communicating
with an integrated circuit to provide a service and storing
management data showling linked together a data module, first
key data used for using another data module 1in processing
according to that data module, and second key data used for
transferring data with the integrated circuit 1in processing
according to that data module and a semiconducter circuit
performing processing relating to a service based on a data
medules, viewing the management data in that processing, using
the first key data correspending te that data module to use
another data wmodule, and using the second key data
corresponding to that data module to transfer data with the
integrated circuit.

Further, in the above data processing apparatus,
preferably the storage circult stores as a data module at

least one of log data of processing performed performed using

the data module, Progran data
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requests. It is possible to provide a data processing method,

semiconductor circuit, and program enabling a user to produce and
customize an application program of the user to be 20 executed by the

server without informing the user of hjghly confidential information. It is
possible to provide a data processing method, semiconductor circuit, and
program able to prevent each - 34 application program from being
dnfluenged byanather sapplicajionprogramewhenaunniagiaiplusality of rorage
application programs on the same semiconductor circuit. 5 It is possible
Foggrovidecd thata Proeessingimethod; osgrvicontuctoe dirtuit,cant picgram L on
made in consideration of the above explained prior art and allowing the
Yranster of “dataahong apphtationSprograms th ddctdaricsiwith reeg date

e preventing each apolication program from being ilicity 10 ampgred,
with, monitored, €tc. by a user of another applicatior’ program whén

dunning a:plueglity of application programs on the same semiconductor
circuit. It is possible to provide a data processing method, semiconductor

circuit rauthenticatian apparatusaapdprogram 15mabkledegestrict thesaratus,
content of access to a semiconductor circuit of a server etc. in

raccordahée withdts rightdt s possible tosprovide acsemicdduetoricirouit data
and data processing method able to maintain the confidentiality of

module 1s to be executed by a semiconductor circuit, the
semiconductor circuit uses the management data to obtain first
key data corresponding to the predetermined data module and
the first key dats corresponding to the other data module and
uses the other data module from the predetermined data module
being executed conditional on the obtained two first key data
matching.

Disclosed herein is a data processing method whereby a
semiconductor circuit for communicating with an integrated
circult to perform processing to provide a service transfers
data with a storage circuit, comprising the steps of: , when
the storage circuit stores in predetermined storage areas a
pluraiity of application programs each comprised of a
plurality of data modules including processing routine data
describing processing routines for communicating with an
integrated circult to providing a service and stores

management data showing linked together a data module, first

key data used
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data even when transmitting highly confidential data between 20 the
semiconductor circuit and semiconductor storage circuit through an

external bus. According to the first aspect of the invention, it is - 35

possible to provide a data processing apparatus able to maintain the
confidentiality of instructions and data between programs when executing

a plurality of programs. It is possible to provide a semiconductor circuit
falleudei irapeowve: the- canfidentiality ©f the program executed.dtis-pessiblerith
to provide a data processing apparatus, method, and program able to
timprove the seclirity-of it applicatibnisrogm Funtiing oA sérver witeir 1ng
providing a service using an IC or other integrated circuit. BRIEF

PBESCRIPTIORFOR THE DRAWINGS Fi&. 1lis & Vst b1 tRE oferaif @ing o

ffigyration r%é‘ufgf“ unjcation. eSteénelf?IQSH‘%{?]QQQ!;me@frOJJE‘% perforn
present invention. FIG. 2 Is a view for explaining the software

oconfiguration of a.SAN;chip shown iR FHIG. 1:EIG: s afunctignal blogkies,
diagram of an IC of an IC card shown in FIG. 1. FIG. 4 is a view for
rexplaming:mnfarerdtiom storedrin @ storagesuritshown makiee3eklG.dis:a in
view for explaining information stored in an external memory of the SAM
gt SHoWAdAFIG. 1elating to the service and use the first key
data corresponding to a data module to use ancther dats
module, and having the semiconductor circult use the second
key data corresponding to the data medule in processing
relating to the service to transfer data with the integrated
circuit.

Disclosed herein 1s a program to bes executed by a
semiconductor circuit for communicating with an integrated
circult to perform processing for providing services and
transferring data with a storage circuit, comprising, when the
storage c¢ircuit stores 1in predetermined storage areas a
plurality of applicetion programs each comprised of &
plurality of data modules including progessing routine data
describing procgessing routines for communicating with an
integrated circuit to provide services and stores management
data showing linked together a data module, first key data
used for using another the data module in processing according
to that data module, and second key data used for transfer cof

data with the
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FIG. 6 is a view for explaining service definition table data shown in FIG.
5.-36 FIG. 7 is a view for explaining the processing in a SAM chip using
the service definition table data and script program shown in FIG. 5. FIG.
8 is a view for explaining commands-used in a 5 script program. FIG. 9 is
a functional block diagram of the SAM chip shown in FIG. 1. FIG. 10 is a
view for explaining the data stored in a storage unit shown in FIG. 9. 10
inkz gkt tsa viewfon explainingdthedosmat of IGeardientity data -hat data
generated by the SAM chip. FIG. 12 is a state transition chart of the IC
rearel entity datashown inFIG21IoFIGn43 israview fopexplaminga to the
processing routine 15 of an IC card procedure management task shown
SRS 10°2ERE. s HiefAfof eRplining the S0&TAIFGpetation” Githay the
communication system shown in FIG, 1. FIG, A3 s avew for explaining
e overa operation of the éommunicatior s;?ste?n shown in FIG. 1.2
#1G,16 is.a view for,explaining commupication protocal .hetween andC . «o
card and SAM chip. FIG. 17 is a functional block diagram showing more
wspeaifically:thefunetian tloeks:0f thesSAMr-ehipishown in using the seccond

key data corresponding to that data module in processing
relating to the service to transfer data with the integrated
clrcuit.

According to the above aspects and disclosures, the
following effects can be achieved.

It 1s possible to provide a data processing method,
semiconductor circuit, and program able to efficiently perform
processing in accordance with a large number of processing
requests.

It is possible to provide a data processing method,
semiconductor circuit, and program enabling a user to produce
and customize an application program of the user toc be
executed by the server without informing the user of highly
confidential information.

it is possible to provide a data processing method,

semiconductor cilrcult, and program able to prevent each
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FIG. 9. 25 FIG. 18 is a view for explaining another mode of use - 37 - of
the SAM chip. FIG. 19 is a view of the overall configuration of the
communication system of an embodiment of the present invention. 5 FIG.
20 is a view for explaining the softwgre_ configuration of the SAM chip
shown in FIG. 19. FIG. 21 is a functional block diagram of an IC of the IC
card shown in FIG. 19. FIG. 22 is a view for explaining information stored
210 in the sterage waiishownind-dG. 2kikKS. 2345 aviencior explaining@ame
external memory of the SAM unit shown in FIG. 19. FIG. 24 is a view for
apxplafiiingthe forpsatsef module Tanagementidatasshown infFi@grp3igstion

FIG. 25 is a functional block diagram of the SAM chip shown in FIG. 1.
PERST28s Y vielrior BXpIATig taskE EREcated™y the CPU shown in FIG.

25. FIE, 21 5 2 flow chart for.explajning,the,opgration .20 for. dowploading,
an applicafion ;?rogram from the personal computer to an external

smenenushown inFlG,19, FIG,28ds aflaw chaddoriexplainingthescion of
operation of the SAM chip executing an application program shown in

the above explained prior art and allowing the transfer of
data among application programs in accordance with need while
praeventing each application program from being 1liicitily
tampered with, monitored, etc. by a user of another
application program when running a plurallty of application
programs on the same semiconductor clrcouit.

It 1s possible to provide a data processing method,
semiconductor circult, authentication apparatus, and program
able to restrict the content of access to a semiconductor
circuit of a server etc. in accordance with i1ts right.

it is possible to provide a semiconductor circuit and
data processing method able to malintain the confidentiality of
data even when transmitting highly confidential data between
the semiconductor circult and semiconductor storage circuit
through an external bus.

According tco the first aspect c¢f the invention, 1t 1is



FIG. 19. 25 FIG. 29 is a view for explaining the operation during - 38 -
execution of an application program. FIG. 30 is a view for explaining the
overall operation of the communication system shown in FIG. 19. FIG. 31
is a functional block diagram showing more 5 specifically the function
blocks of the SAM chip shown in FIG. 25. FIG, 32 is a view for explaining
another mode of use of the SAM ¢hip. FIG. 33 is a view of the overall
configuration of the 10 communication system of an embodiment of the
present invention. FIG. 34 is a view for explaining the software
configuration of the SAM chlpihown in FIGSS?,:E%Y1 FIG, 35 is a functignal
“HiocK dlagram St'an Jf(c,i of the fc card ‘shown in Flépa3 6. 361s a

nYiew for, explaining thednformation @torggsﬂ}me; steragenitshawndRveen
FIG. 35. FIG. 37 is a view of the external memory of the SAM unit shown

pin§FiGn 3320 HGe 38tisra view for exptaining APselection data shown in
FIG. 37. FIG. 39 is a view for explaining inter-AP communication data

Shomﬁﬁnq§K§o§7lble to provide a ssmiconductor circuit able to

improve the confidentiality of the program executed.

It is possible to provide a data processing apparatus,

th

method, and program able to improve the security o an
application program running on & server when providing a
service using an IC or other integrated circuit.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a view of the overall configuration of a
communication system of an  embodiment o©f the present
invention.

FIG. 2 is a view for explaining the software
configuration of a SAM chip shown in FIG. 1.

FIG. 3 is a functional bklock diagram of an IC of an IC
card shown in FIG. 1.

FIG. 4 1s a view for explaining information stored in a
storage unit shown in FIG. 2.

FIG. 5 is a view for explaining information stored in an
external memory of the SAM unit shown 1in FIG. 1.

FIG. 6 is a view for explaining service definition table

data shown in FIG. 5.
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FIG. 40 is a functional block diagram of the SAM chip 25 shown in FIG.
33. -39 FIG. 41 is a view for explaining tasks executed by the CPU
shown in FIG. 40. FIG. 42 is a view for explaining the functions of the
settlement processing routine task spo%/g in FIG. 41. S5 FIG. 43 is a flow
chart for explaining the processing of the inter-AP communication task

shown in FIG. 41. FIG. 44 is a view for explaining the inter-SAM

communifcifion TaskSsHowit P IE0 2 199t abnd aaidh forrepresiagnbe in a

overall operation 10 of the communication system shown in FIG. 33. FIG. -
SN SRR BALPHICER 2 SGEH- S0 dmEimb el epetimibdy drtfaneidnscript
blocks of the SAM chip shown in FIG. 40. FIG. 47 is a view for explaining

B Mo FR B Bsd ™M Fdfthe®SAM chip. FIG. 48 is a view of the overall
configuration of the communication system of an embodiment of the

present TMvantiBn I 4658% Figk BredraRiRIheBRAans 2osed in a
configuration of the SAM chip shown in FIG. 48. FIG. 50 is a functional

BI6E BiagPAREF 3R -authentication unit of a business using the application

program _shown in FIG. 48. ]
FIG. 9 is a functional block diagram of the SAM chip

shown in FIG. 1.

FIG. 10 is a view for explaining the data stored in

- a storage unit shown in FIG. 9.

FIG. 11 is a view for explaining the format of IC card
entity data generated by the SAM chip.

FIG. 12 is a state transition chart of the IC card

~entity data shown in FIG. 11.

FIG. 13 ié a view for explaining a processing routine
of an IC card procedure management task shown in FIG. 10.

FIG. 14 is a view for explaining the overall operation
of the commuﬁication system shown in FIG. 1.

FIG. 15 is a view for explaining the overall operation
of éhe communication system shown in FIG. 1.

E‘IG. 16 is a view for explaining communication protocol
between an IC card and SAM chip.

FIG. 17 is a functional block diagram showing more
specifically the function blocks of the SAM chip shown in

FIG. 9.

FIG. 18 is a view for explaining another mode of use
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FIG. 51 is a view for explaining the function of the 25 mutual
authentication unit shown in FIG. 50. 40 FIG. 52 is a view for explaining
the function of the download processing unit shown in FIG. 50. FIG. 53 is
a functional block diagram of an authegtjcation unit of a software
developer of a handler 5 layer shown in FIG. 48. FIG. 54 is a view for
explaining the function of the download processing unit shown in FIG. 53.
Iﬂg. EB%s 34bh &RdHRr block diagram of the authentication unit of the

managerF_(}I thelsr?AI\/I chip shown 10in FIG. 48. FIG. 56 is a view for
Re flcitoh 81 HeSHoWnIERE rociaty GRipSiemFr s oF the

explaining

FIG. 57.is a v{ew for explaining the external memory of the SAM unit
SRRl Sa AN, SERSRs f'a A TBRAFIBE Hofariiit URFSARPE
CQ{%&E‘QV‘Q in FIG. 48. FIG. 59 is a flow chart for explaining the operation
foF downﬁoalai'ng an application program from a personal computer to an

externalwo%{shown in FIG. 48. 20 FIG, 6Q is_a view for explaining
processing for & ransaction §¥ng ah RFERAA g cohmuintivare

%%}E?Eg%[}%%qg'nﬂgf 4& FIG. 61 is a functional block dlagr%n; .showmg

e SAM chip shown in FIG.

FIG. 21 is a functional block diagram of an IC of the
IC card shown in FIG. 19.

FIG. 22 is a view for explaining inforﬁation stored
in the storage unit shown in FIG. 21.

FIG. 23 is a view for explaining an external memory
of the SAM unit shown in FIG. 19.

FIG. 24 is a view for expiaining the format of module
management data shown in FIG. 23.

FIG. 25 is a functional block diagram of the SAM chip
shown in FIG. 1.

FIG. 26 is a view fﬁr explaining tasks executed by
the CPU shown in FIG. 25,

FIG. 27 ié a flow chart for explaining the operation
for downloading an application program from the personal
computer to an external memory shown in FIG. 19.

FIG. 28 is a flow chart for explaining the operation

of the SAM chip executing an application program shown in

"FIG. 19.

FIG. 29 is a view for explaining the operation during
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specifically the function blocks of the SAM chip shown in 25 FIG. 58. - 41
FIG. 62 is a view for explaining another mode of use of the SAM chip.

FIG. 63 is a view for explaining a modification of the communication

system shown in FIG. 48. 5 FIG. 64 is ioé’(ieyv of the overall configuration

of the communication system of an embodiment of the present invention.
FIG. 65 is a view for explaining the software configuration of the SAM
FESHSAS T B Y. aPiECsEIen WaRISAKplaining the external
memory _of the SAM unit shown in FIG. 64. FIG. 67 is a functional block
diagram B fhe SAN 2 VASBWART P b2 ipin®dhen ksl operation
e Ia}:i ing the relatjon between 15 the CPU, bus scramble unit, and
gﬁrn%?m‘éﬁ%?’éﬁSﬁﬁ’iﬁ“Fl@%ﬁlG?‘&V% d-DiefBr exJaining the
address %%ce 8bﬂ_etvyeen the CPU and external memory shown in F_IG. 68.
FIG. 70 € &¥undtortdf bbkHisifrattaintlocidadri ghewhognhere

FIG. 67, FIG. 71 is a view for explaining a write operation of the external ‘
FRAory fo%%éguéaamg*amh%mhsmf. gthe SAM chip shown in

FIG. 25.
FIG. 32 is a view for explaining another mode of use
of the SAM chip.

FIG. 33 is a view of the overall configuration of the

~communication system of an embodiment of the present

invention.

FIG. 34 is a view for explaining the software
configuration of the SAM chip shown in FIG. 33.

FIG. 35 is a functional block diagram of an IC of the
IC card shown in FIG. 33,

FIG. 36 is a view for explaining the information stored
in the storage unit shown in FIG. 35.

FIG. 37 is a view of the external memory of the SAM
unit shown in FIG. 33.

FIG. 38 is a view for explaining AP selection data
shown in FIG. 37,

FIG. 39 is a vigw for explaining inter~AP communication
data shown in FIG. 37. |

FIG. 40 is a functional block diagram of the SAM.chip

shown in FIG., 33.
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FIG. 72 is a flow chart of the operation shown in FIG. 25 71. - 42 FIG. 73

is a view for explaining a read operation of the external memory by the

bus scramble unit shown in FIG. 67. FIG. 74 is a flow chart of the

operation shown in FIG. 5 73. FIG.h753i§ a view for explaining switch
processing of a scramble key in a scramble key management unit shown

in FIG. 70. FIG. 76 is a view for explaining switch processing 10 of a
scrambl& &8y irfld stfrblEiey haragemdaivninmobas ke Frrer01 4@, by
77 is a view for explaining switch timing of a scramble key in the scramble
kAPnfRdgahertud® sFdfn it FIG. 70. 15 FIG. 78 is a view for

explaining switch timing of a scramble key in the scramble key

managefriEht ufft SHovih FHEIGE 0. Brelrd piagichprxpridings of the
pipeline processing by a pipeline processing control unit shown in FIG.

- 5 ESLENEORY AIRFF I FRIHEh & BF K R pieRatioh BiRe 41 .

communication system shown in FIG. 64. FIG. 81 is a functional block )
diagram*stowifld mdre® okettichis e finkprisdaigian s samxeRessing

shown in |
of the inter-AP communication task shown in FIG. 41.

FIG. 44 is a view for explaining the inter-SAM
communication task shown in FIG. 41

FIG. 45 is a view for explaining the overall operation
of the communication system shown in FIG. 33.

FIG. 46 is a functional block diagram showing more
apecifically the function blocks of the SAM chip shown in
FIG. 40.

FIG. 47 is a view for explaining another mode of use

of the SAM chip.

FIG. 48 is a view of the overall configuration of the
communication system of an embodiment of the present
invention.

FIG. 49 is a view for explaining the software
configuration of the SAM chip shown in FIG. 48.

FIG. 50 is a functional block diagram of an
authentication unit of a business using the application
program shown in FIG. 48.

FIG. 51 is a view for explaining the function of the

mutual authentication unit shown in FIG. 50,
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FIG. 67. 25 FIG. 82 is a view for explaining another mode of use - 43 - of

- the SAM chip. FIG. 83 is a functional block diagram of a computer used in

electronic settlement forming a related art of the present invention. 5 FIG.
84 is a view for explaining the softw_ar% tructure of a computer of FIG. 83
and an embodiment of the present invention. FIG. 85 is a view for
explaining the types of IC cards handled by the computer shown in FIG.
83. 10 FIG %86 *2a ¥io\? foF &bl iRmgare Stdraga gtdtB o iR ¢hdmbrpt the
shown in FIG. 83 before writing. FIG. 87 is a view for explaining the
%V&d@eat@%?ﬂ?@ﬁ%e?ﬁo&%ﬁmﬁm%s%ﬁ%rW?i%fng._ FIG. 88is a
view for explaining the correspondence 15 between the application
prograntsain typed Bf fe EURRERAA iPERSISAFIEr 38 i£5 Vil of the
configuration of a computer according to an embodiment of the present
HRERGDT R 80s Btdw of e EstiltRdifrireetopfer Drcikapdler
shown in FIG. 89. FIG. 91 is a view of the configuration of a fetch .
TR¥TTe R AR SRokk F FAS.-90. FIG. 92 is a view for explaining fetch
access ?Pge 54 i y o )

. 1s a view for explaining the function of the

- download processing unit shown in FIG. 53.

FIG. 55 is a functional block diagram of the
authentication unit of the manager of the SAM chip shown
in FIG. 48.

FIG. 56 is a view for explaining the function of the
download processing unit shown in FIG. 55.

FIG. 57 is a view for explaining the external memory
of the SAM unit shown iﬁ FIG. 48.

FIG. 58 is a functional block diagram of the SAM‘chip
shown in FIG. 48.

FIG. 59 is a flow chart for explaining the operation
for downloading an application program from a personal
computer to an external memory shown in FIG. 48.

FIG. 60 is a view for explaining processing for a
transaction using an IC card of tha communication system
shown in FIG. 48.

FIG. 61 is a functional block diagram showing more
specifically the function blocks of the SAM chip shown in

FIG. 58.
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defining data shown in FIG. 91. 25 FIG. 93 is a view of fetch inter-AP call
relation - 44 defining data shown in FIG. 91. FIG. 94 is a view of the
configuration of a read judgment circuit shown in FIG. 90. FIG. 95 is a

view for explaining read access range idefining data shown in FIG. 94.

FIG. 96 is a view for explaining read in%er-AP call relation defining data
shown in FIG. 94. FIG. 97 is a view of the configuration of a write

judgment Efcuiféhdindn BiGwofor) expied Rimdicantespldirmde weife use
access range defining data shown in FIG. 97. FIG. 99 is a view for

8fpI 5 eSREP-AP call relation defining data shown in FIG. 97. FIG.
100 is a view for explaining another embodiment 15 of the present

inventiof. FiG. 18118 a%iKi 96t SPFainmgkmbricreRpanfmbhi ot tHon of
g esent inventjon. FIG. 102 is a view of the configuration of a
SERICCRUTLRT CRib I MEBERBoahRER SFnE presehB 20 invention.

FIG. 103 is_a view for explaining the software configuration of the

semicorldtGtorthif EhdwrimvEef 1 prsnoblisernigoratiionime the

the configuration _
communication system of an embodiment of the present

invention.

FIG. 65 is a view for explaining the software
configuration of the SAM chip shown in FIG. 64.

FIG. 66 is a view for explaining the external memory
of the SAM unit shown in FIG. 64.

FIG. 67 is a functional block diagram of the SAM chip
shown in FIG. 64.

FIG. 68 is a view for explaining-the relation between
the CPU, bus scramble unit, and external memcry shown in
FIG. 66.

FIG. 69 is a view for explaining the address space
between the CPU and external memory shown in FIG. 68.

FIG. 70 is a functional block diagram of the bus
scramble unit shown in FIG. 67.

FIG. 71 is a view for explaining a write operation
of the external memory by the bus scramble unit shown in
FIG. 67.

FIG. 72 is a flow chart of the operation shown in FIG.

71.
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of a program module shown in FIG. 102. 25 FIG. 105 is a view of the
configuration of a 45 semiconductor chip of a second embodiment of the
present invention. FIG. 106 is a view for explaining the configuration of a
program module shown in FIG. 105. 5 ﬂG.ﬂlO? is a view for explaining

the unit of encryption and decryption petrformed by the

encryption/decryption circuit shown in FIG. 105 and parity data. FIG. 108

is a viewFfBPexgl inhfy ReY #ft¥riadoreiedle iringy shaead operation of
encryption/decryption circuit shown in FIG. 105. 10 FIG. 109 is a view of

RSO\ RILPES g URSTF ST BvcdrhmPitatisAgalehe ortHetprkenn in FIG.

embodiment. FIG. 110 is a view for explaining another SAM chip which
%‘SAM chip shown in FIG. 109 communicates with. FIG. 111 is a view

for explaining another SAM chip 15 which the SAM chip shown in FIG.

109 confricdfeshRith. FHew abatt fhdibRPBRER Higfafhormio FIG.
rd shown in FIG. 109. FIG. 113 is a view for explaining the memory °

shdwn in FIG. 112. 20 FIG. 114 is a view for explaining the software

structure_of the_SAM chip shown in FIG. 109. FIG. 115 is a view for

explainifigd fre diBrab GreXiest hetxrerRirheiRey sHASIn ProcRing

of a scramble key in a scramble key management unit shown
in FIG. 70.

FIG. 76 is a view for explaining switch processing
of a scramble key in a scramble key management unit shown
in FIG. 70.

FIG. 77 is a view for explaining switch timing of a
scrambie key in the scramble key management unit shown in
FIG. 70.

FIG. 78 is a view for explaining switch timing of a
scramble key in the scramble key management unit shown in
FIG. 70.

FIG. 79 is a view for explaining pipeline processing
by a pipeline processing control unit shown in FIG.V70.

FIG. 80 is a view for explaining the overall operation
of the communication system shown in FIG. 64.

FIG. 81 is a functional block diagram showing more
specifically the function blocks of the SBEM chip shown in
FIe. 67.

FIG. 82 is a view for explaining another mode of use
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FIG. 116 is a view for explaining an application 25 program AP shown in
FIG. 115. - 46 FIG. 117 is a view for explaining the types of the
application element data APE shown in FIG. 116. FIG. 118 is a view for
explaining the processing of the SAM chip shown in FIG. 109. 5 FIG. 119
is a view for explaining the commands\bed in an IC card operation
macro command script program shown in FIG. 118. FIG. 120 is a view for

&bl &hmgShY Al dRanagement storage area shown in FIG. 115. 10 FIG.

121 is a view for explaining the AP management table data shown in FIG.
120. FIGT 92 i§ A \idw JordanprdiaprathelSa D dE RS iof Wewdoputex
explaining the APP table data shown in FIG. 120. 15 FIG. 124 is

iRt ReGCERRR o Bl Samennipt epavinm FlGelgdeiGatesd€ the
a view for explaining tasks, programs, and data stored in the memory
BR&FRTH-FARVEMEFN® - 126 is a view for explaining the format of the 20

IC card entity data 73-x. FIG. 127 is a view for explaining the state
transitioR 1&F tHRAehfitsvAEY daE sHevr iy B piof eede stiawcture

chart of the processing performed
of a computer of FIG. 83 and an embodiment of the present

invention.

FIG. 85 is a view for explaining the types of IC cards
handled by the computer'shown in FIG. 83,

FIG. 86 is a view for explaining thg storage state
of the memory shown in FIG. 83 befére writing.

FIG. 87 is a view for explaining thé storage state
of the memory shown in FIG. 83 after writing.

FIG. 88 is a view for explaining the correspondence
between the applicationjprograms and types of IC cards sﬁown
in FIG. 84.

'FIG. 89 is a view of the configuration of a computer

according to an embodiment of the present invention.

FIG. 90 is a view of the configuration of a judgment
circuit shown in FIG. 89.

FIG. 91 is a view of the configuration of a fetch
judgment circuit shown in FIG. 90.

FIG. 92 is a view for explaining fetch access range
defining data shown in FIG. 91.

FIG. 83 is a view of fetch inter-AP call relation
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by the IC card procedure management task. 25 FIG. 129 is a view for
explaining the processing which - 47 the SAM chip performs when
accessing processing or data defined by other application element data
APE i.n accordance with a routine defined by application element data
APE when executing a job at step STA6f FIG. 128. 5 FIG. 130 is a view
for explaining the processing which the SAM chip performs when
SeeieipProcdssimhoraatand&led By other application element data
APE in accordance with a routine defined by application element data
APE wh&f @xetbtidfajoly destepShef P iPgute FiEn 13 isa viead
for explaining the overall operation of the communication system shown
inidenans. el orbhsshaew rdrefdidinirtPthe overall operation of the
communication system shown in FIG. 109. FIG. 133 is a view for
explainifig-fie [ﬂ%r’a?t.aly BEY TERO SEREBR NoRKR¢edr e cess range
INVENTION Next, embodiments of the present invention will be explained
Aih Horneh @abah 8 heMenddt dBEfing® 4First Embodiment The present
embodiment is an embodiment corresponding 20 to the first to sixth

aspects 0f fre Mbertor? FId&eY if a%i&rpl frdngalreastighndrorréfy call
commupnication system 1 of the present embodiment. As shown in FIG. 1,

gmrrniefiinyectrtasgiown in FIG. 94.

FIG. 97 is a view of the configuration of a write
judgment.circuit shown in FIG. 90.

FIG. 98 is a view for expiaining write access range
defining data shown in FIG. 97.

FIG. 99 is a view for explaining write inter-AP call
relation defining data shown in FIG. 97.

FIG. 100 is a view for explaining another embodiment
of the present invention.

FIG. 101 is a view for explaining another embodiment
of the present invention.

FIG. 102 is a view of the configuration of a
semiconductor chip of a first embodiment of tﬁe présent
invention. |

FIG. 103 is a view for explaining the software
configuration of the semiconductor chip shown in FIG. 102.

FIG. 104 is a view for explaining the configuration
of a program modulé éhown in FIG. 102.

FIG. 105 is a view of the configuration of a
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a server 2, IC card 3, card reader/writer 4, personal computer 255, ASP
(application service provider) server 6, and SAM - 48 (secure application
module) unit 9 to communicate through the Internet 10 and perform
settlement processing or processing for other procedures using the IC

card 3 (integrated circuit of the presefBinvention). 5 The SAM unit 9 has

an external memory 7 and a SAM chip (semiconductor circuit of the
PREEAPRIBALER) Sirire 9AMachip@divad tretsoftivesa OB AEORBAS sent
shown in FIG. 2. As shown in FIG. 2, the SAM chip 8 has, from a bottom
1BY&fEr¥6Ward a top layer, an HW (hardware) layer, OS layer, lower

handler layer, higher handler layer, and AP layer. The lower handler layer
includeFa@rivéPiayds Hemdeme APHapepibelidésgpplicationpfagianstion
AP 1, AP-2, and AP -3 defining procedures for use of the IC card 15 3 by
fedit EFTERHIMRsdeombelnsiibs&EG151,052, and 153 shown in

FIG. 1. In the AP layer, the application programs AP 1, AP 2, and AP -3 :
and theff§het Adntife i ayiesva Eogr entidd bativer it thenmivithofirenalisyp tion
FW. 20 The application program AP -1 is defined by a later explained
Ride gENRES R Takte BERIRef chpoiflen cen syt tng ddey 208 tion

script program (operation describing program) 211 stored in an external
Qﬁ&ﬂghf7§hown in FIG. 105 and parity data.

FIG. 108 is a view for explaining key information table
held by the encryption/decryption circuit shown in FIG. 105.

FIG. 109 is a view of the overall configquration of

a communication system of the present embodiment.

FIG. 110 is a view for explaining ancther SAM chip
which the SBM chip shown in FIG. 109 communicates with.

FIG. 111 is a view for explaining another SAM chip
which the SAM chip shown in FIG. 109 communicates with.

FIG. 112 is a functional block diagram of an IC card
shown in FIG. 109.

FIG. 113 is a view for explaining the memory shown
in FIG. 112.

FIG. 114 is a view for explaining the software

- structure of the SAM chip shown in FIG. 109.

FIG. 115 is a view for explaining the storage areas
of the external memory shown in FIG. 109.
FIG. 116 is a view for explaining an application

program AP shown in FIG. 115.



10

15

20

25

The application program AP -2 is defined by a later 25 explained service
definition table data (correspondence - 49 instructing data) 202 and script
program (operation describing program) 212 stored in the external

memory 7. The application program AP -3 is defined by a later explained
service definition table data (corresbo‘ﬁﬁeﬁce 5 instructing data) 203 and
script program (operation describing program) 213 stored in the external
memonFZGThd SAM ehip 8ribesonfiettesidbicuighiagOSieotlyties of the
Ethernet, etc. to the ASP server 6. The ASP server 6 is connected
applyFatd aremeenent oGt iAPEr tehmiral 10 apbaratddds.including

a personal computer 5 of the end user and personal computers 161, 162,
and 16F&fthe ifiressas visw 180T apnb3iThopetdonabtompaeing of
for example, is connected through a serial port or USB port to a Dumb

hse SR Ehigadeiwrerin EEScard8ader/writer 4 realizes for

example wireless communication corresponding to the physical level with
the IC d&FF 3. Bbrdtorial ¥émmafRs teind 7d viny3 bhe respatards used
packets from the IC card 3 are generated and analyzed at 20 the SAM
Ihied sitfe. THEFefORSXRE EGR RAGERWWREMENSEIS6FFIRbrIIRErSMarRhown
ASP server 6 interposed between them only act to store the commands

%y rBdfonskldbntent in data payload portions and relay the same. They

are not
FIG. 120 is a view for explaining the AP management

storage area shown in FIG. 115.

FIG. 121 is a view for explaining the AP management
table data shown in FIG. 120.

FIG. 122 is a view for explaining the SAM ID.

FIG. 123 ig a view for explaining the APP table data
shown in FIG. 120.

FIG. 124 is functional block diagram of the SAM chip
shown in FIG. 109.

FIG. 125 is a view for egplaining tasks, prograns,
and data stored in the memory shown in FIG. 124.

FIG. 126 is a view for explaining the format of the
IC card entity data 73 .

FIG. 127 is a view for explaining the state transition
of the entity status data shown in FIG. 126.

FIG. 128 is a flow chart of the processing performed
by the IC card procedure management task.

FIG. 129 is a view for eiplaining the processing which
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involved in encryption or decryption of data, authentication, 25 and other
actual operations in the IC card 3. - 50 The personal computers 161,
16_2, and 163 can download the later explained script program to the
SAM chip 8 to customize their application programs AP 1, AP 2, and AP
3. 5 Next, the components shown it F4&. 1 will be explained. [IC Card 3]
FIG. 3 is a functional block diagram of an IC card 3. As shown in FIG. 3,

e | SRMreb hasrertotimegriies E-cesist Ba provided svth storageta
unit 50 and processing unit 51. The storage unit 50, as shown in FIG. 4,

IpSined rhye ciiears 5Prnidday botredi emenh todpam it Hther busivedance
151, a storage area 552 used by a business 152, and a 15 storage area

wiheh e d By Hibssideds nsd Purthep Hastoiage abiBorstorbstice\APE when

information used for judging the access right to the storage area 55.1,
RESHfoHRELBN IRBd 38T jaligiAgIAS aefe Efyht 1@ e storage area

55 2, and key information used for judging the 20 access right to the
storageFa@a ddfade Ae¥iBHs fipmtekplmicringidie pxees singakwhich

authentication, encryption and decryption of data, etc. Further, the
tgtsra%%l"{”ﬁpg’-@sgﬁg RIgpsifisdtion accessing processing or data

defined by cther app}.ication element data APE in accordance
with a routine defined by application element data APE when
executing a job at step ST4 of FIG. 128,

FIG. 131 is a view for explaining the overall operation
of the communication system shown in FIG. 109. |

FIG. 132 is a view for explaining the overall operation
of the communication system shown in FIG. 109.

FIG. 133 is a view for explaining the prior art.

BEST MODE FOR WORKING THE INVENTION

Next, embodiments of the present invention will be

éxplained with reference to the attached drawings.

First FEmbodiment

The present embodiment is an embodiment corresponding
to the first to sixth aspects of the invention.

F‘IG. 1 is a view of the overall configuration of a
communication system 1 of the present embodiment.

As shown in FIG. 1, the communication system 1 uses
a server 2, IC card 3, card reader/writer 4, personal computer

5, ASP (application service provider) server 6, and SAM
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information of the IC card 3 or the user of the IC card 3. 25 Next, the SAM
unit 9 will be explained in detail. - 51 - [External Memory 7] FIG. 5is a

view for explaining the data and programs stored in the external memory

7 shown in FIG. 1. As shown in FIG. 5, the external memory 7 stores

service 5 definition table data 201 antfiC card operation macro

command script program 211 of the business 151. Further, the external
(FEFBRP7 3RREE wEien derritbaltabRidatd 202 anonGursidoperationough
macro command script program 212 of the business 152. 10 Further, the
tgeFRERERSI Y YstBRE RaviEe roefiivrl ehindapReSeand Ky cad
operatiori macro command script program 213 of the business 153. The
PLAGR s HeRAitibRTasERR¥a PO R0 Rewl 208 havellee Samedorinat. 15
Further, the IC card operation macro command script programs 211, 212,
(ARFsFratetrininciing fmiten maseeosmimieitionher, the

service definition table data 201, 202, and 203 and IC card operation

macro COmmMAN Wit Srdtpantn Xterpad neu@s JresctamisaY tohip

be stored in the external memory 7. The scrambled data and programs

(SRR HEeBANHIOF afie sAR &fip Bhm prasesdntiamsadifen), the

script programs 21 1,
The SAM chip 8 has the software configuration as shown

in FIG. 2.

As shown in FIG. 2, the SAM chip 8 has, from a bottom
layer toward a top layer, an HW (hardware) layer, OS layer,
lower handler layer, higher handler layer, %nd AP layer.

The lower handler layer includes a driver layer.

Here, the AP layer includes application programs AP 1,
AP 2, and AP 3 defining procedures for use of the IC card
3 by credit card companies or other businesses 15 1, 152,
and 15 3 shown in FIG. 1.

In the AP layer, the application programs AP 1, AP 2,
and AP_3 and the higher handler layer are provided between
them with firewalls FW.

The application program AP 1 is defined by a later
explained service definition table data (correspondence
instructing data) 20_1 and script program {operation
describing program) 21_1 stored in an external memory 7.

The application program AP 2 is defined by a later

explained service definition table data (correspondence
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212, and 213 are produced using the personal computers 25 161, 16_2,

and 163 shown in FIG. 1 by the businesses 151, - 52 152, and 153 and

are downloaded through the SAM chip 8 to the external memory 7.

Further, the service definition table data 201, 202, and 20_3 are produced
by the manager of the SAM unit 9 updf 5 instruction from the businesses
151, 152, and 153. FIG. 6 is a view for explaining the service definition
imbleried 204. As shbwalnF|6n6, thersarvice sefiritian (e fata 201

has entries of service type elements (operation names) 10 addresses,
deegvicd ninthars ¢gperation tode st ke desiont infosralion aDd@jory 7.
information. The "service type element” shows the name assigned to the
serviceTreviapr bithé bpplipatmrncprogiam 3f the dasibrest 16¢. Thdater
service type element is an identifier 15 viewed instead of the service
eHirhBdneidhesewice wiiohi nlid applicatbh orogram didbe businesddibde
_can use. In the present embodiment, as shown in FIG. 6, "Rc", "Rd",
Ingrupbingc dabalkedhstherstnace iype glemgnton of tesserviten

definition table data 201 corresponding to 20 the business 151. In the
dgarehbdmgornestame 121cd doperatibnimadive cemtranthdcriptmory 7.

program 211 define service content combining a plurality of service type

elemefean3RflefiRhB iAH connected through a SCSI port, the

Ethernet, etc. to the ASP servér 6. The ASP server 6 is
conneqted through the Internet 10 to a plurality of terminal
apparatuses including a personal computer 5 of the end user
and personal computers 16_1, 16_2, and 16 3 of the businesses
15 1, 15_2, and 15 3.

The personal computer 5, for example, is connected

through a serial port or USB port to a Dumb type card

reader/writer 4. The card reader/writer 4 realizes for

example wireless communication corresponding to the physical
level with the IC card 3.

Operational commands to the IC card 3 and response
packets from the IC card 3 are generated and analyzed at
the SAM unit 9 side. Therefore, the card reader/writer 4,
personal computer 5, and ASP server 6 interposed between
them only act to store the commands or response content in
data payload portions and relay the same. They are not
involved in encryption or decryption of data, authentication,

and other actual operations in the IC card 3.
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the later explained IC card entity data (job management data) 25 so as to

be able to provide a service combining services - 53 corresponding to a

plurality of service type elements. For example, a service combining a

service for reading data from the IC card 3 and a service for writing data

in the server 2 can be defined in the *9card entity data. 5 The service

number in the service definition table data 201 is an operational

commartd*BsBEd & el Cemplu Bearel Arfalylzablesby? theakicard 3wbga

performing a service provided by the business 151. The "address" in the

darndeeastitibon 1atie daaric 20 &dhdicatis thp nodress atovkich daig chip

relating to' a procedure relating to the corresponding service type element

% &orstartrmicy vehsdr iropddiet o thsergicemdethiitian table dataand

201 shows the version of the key 15 information used when providing that
Brrice. The "key information" in the service definition table data 201 is

the key information used when providing that service. For example, key -
informaliGi bseBhfnennRerssig thhoRo stordfsardavbblliobthe #p Baiied .
the IC card 3 shown in FIG. 3 by the service definition table data 201 is

set. Fur{ﬁ&, frethe sddvice definition table data 202, key information used

when accessinag the storage area 552 _
FIG. is a functional block diagram of an IC card

3.

As shown in FIG. 3, the IC card 3 has an IC (integ#ated
circuit) 3a provided with a storage unit 50 and processing
unit 51.

The storage unit 5CG, as shown in FIG. 4, has a storage
area 55 1 used by a credit card company or other business
15 1, a storage area 55 2 used by a business 15 2, and a
storage area 55 3 used by a business 18 3.

Further, the storage unit 50 stores key information
used,for.judging the access right to the storage area 55;1,
key information used for judging the access right to the
storage area 55 2, and key information used for judging the
access right to the storage area storage area 55 _3. That
key information is used for mutual authentication,
encryption and decryption of data, etec.

Further, the storage unit 50 stores identification
informatioﬁ of the IC card 3 or the user of the IC card 3.

Next, the SAM unit 9 will be explained in detail.
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of the IC 3a is set. 25 Further, in the service definition table data 203, - 54
key information used when accessing the storage area 553 of the IC 3a is
set. Next, the IC card operation macro command script program 211 will
be explained. 5 The script program 211 is a program for defining the
application program of the business 54 running on the SAM chip 8 and
the procedure of processing performed by the IC card 3 when executing
that apgifcahBA prdgMATdTINeBresent embodiment, as explained later,
as shown 10in FIG. 7, the SAM chip 8 uses the service definition table
data 209%hd Scit froGi&n Lrrteyedarind michhiee ity atemelafedataams
301, an input data block 3 1x1, output data block 32_x2, log data block
s238 4 i cdhBuBKib R ERARiT=RaEYhIdcieBoxn udad B¥Ghe procedure
relating to the 15 business 151. FIG. 8 is a view for explaining the
comm%ﬁﬁfﬂ?éﬂ‘f&“ FoLriftngtthe REEsFNGHeReEBATYa¢rs tormsandrvice
script .programs 211, 212, and 213. In the commands, commands for the
%ﬁ&‘&ﬁﬁ%‘ﬁs‘éﬁ'ﬁ’é& a2 GRefGnd firgidetd "sandhirrestibatsreating
to operation of the IC card 3 are given the first letter "C". Further, the
88 % efEFLREIRNIF MR e In e br&v b arsapditadon. For

example, for an issuer
Further, the external memory 7 stores service

definition table data 20_2 and IC card operation macro
command script program 21_2 of the business i5 2.

Further, the external memoxry 7 stores service
definition table data 20_3 and IC card operation macro
command script program 21 3 of the business 15_3.

The service definition table data 20 1, 20 2, and 20_3
have the same format. |

Further, the IC card operation macro command script
programs 21 1, 21 2, and 21 3 are written using common macro
commands,

Further, the service definition table data 20 1, 20 2,
and 20_3 and IC card operation macro command script programs
21_1, 21_2, and 21_3 are scrambled to be stored in the
external memory 7. The scrambled data and programs are
dascrambled at the SAM chip 8.

In the present embodiment, the script programs 21 1,

21 2, and 21 3 are produced using the personal computers

16_1, 16_2, and 16_3 shown in FIG. 1 by the businesses 15 1,
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setting declaration of the IC card 3, itis "I", for a service 25 type element

declaration, it is "S", for a simple read 55 declaration from the IC card 3, it

is "R", for a simple write declaration to the IC card 3, it is "W", and for a

service type element computation defipition, it is "F". The commands

used for describing the script programs 521 1, 212, and 213 include an

%C Eom‘_m%wdi %command, S| command, SL command, SF command,
-t

ommand, CStoaiiafd e CRREMRRARC a EWFnithen FAhechép 8

£ rgand is,a command declaring the number of the maximum number
o%% c‘z":jlré.a :e{r%t?tf/ndgagvvﬁf‘c%rt’ﬁquAM chip 10 8 can process

simultanequsly. For example, when the. SAM chip 8. can simultaneously
process??f(% of éa?ﬁ%nsf%: Yags %fi@d&‘ll?xde%%ﬁ&?dfiﬁ% 46 1,20 2,
£emmand is a command far declaring the data blogk for forming the

output data ﬁgcﬁ)ﬁ%?f ﬁ]e\%rhlgc%t e 1B RI TS oﬁ?’ﬁesﬁqcé’l’alfisg upen

S R o R e

performing processing Using” the

IC cardﬁgityﬁd ta._For.example, when the data hlocks 1 tQ 10 are . . .
provided, 20 Wr?esn %t&fr%wtr%ggaFﬂg;lw&rﬁl?hg € SHE SRRt tion
éggciléld'é&g:lﬁ%gs gescribed. The SI command is a command for declaring
ar

the data block orming the input data block 31 xI in which the

As shown in FIG. 6, the service definition table data
20_1 has entries of service type elements (operation names),
addresses, service numbers (operation codes), key version
information, and key information.

The "service type element" shows the name assigned

to the service provided by the application program of the

business 15 1. The service type element is an identifier
viewed instead of the service number of the service which
the application program of the business 15 1 caﬁ use.

In the present embodiment, as shown in FIG. 6, “Rc",'
"RA", "Wd", and "Wc¢" are used as the service type elemaﬁts
of the service definition table data 20 1 corresponding to
the business 15 1,

In the present embodiment, the IC card operation macro
command script program 21 1 define service content combining
a plurality of service type elements and reflects this into
the later explained IC card entity daté {job management data)

so as to be able to provide a service combining services
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data to be written in the IC card 3 is stored among the data 25 blocks
provided in the SAM chip 8 when performing processing - 56 using the IC
card 3 based on the later explained IC card entity data. For example,

when the data blocks 1 to 10 are provided, when storing the data to be
written in the IC card 3 in the 5 dafa M3cKs 2, 3, "SI:2,3" is described. The

SL command is a command for declaring the data block forming the log
TREF BRRRBIIB Yot stoAn P vl HitacrE atimgud e oparaticriamengs .

the data blocks provided in the SAM chip 8 when performing processing
using therE 28%3Pd 8 has66 vH e |eerlekplhine | Geavd. entifodateeading
For example, when the data blocks 1 to 10 are provided, when storing the
95§ datrrmtndtRtd BloerBd"SL 2l desedtoteThEBF wormitrangl idata in
command for providing the data 15 block forming the computation
RIS HoGeBake ddeinieg tHadsheidiComedemtitn tetwiedra .
the service type elements relating to the IC card 3. The content of the  °
computhitSn TEFXHGURLBRRK A LBecciRay repdafiboddsion table
Jf%formation of the IC card .20 entity data. The Cl command is a command

FRefi:ifg Hfe RRUBPIF HeirREdrcopmmand sip strdnfermbtion IC card

specifying the business defined by
3 and’analyzable by the IC card 3 when performing a service

provided by the business is 1.

The "address" in the service definition table data
20 1 indicates the address at which data relating toc a
procedure relating to the corresponding service type elémént
is stored.

The "key version information® in the service

- definition table data 20 1 shows the version of the key

information used when providing that servicé;

The "key information" in the service definition table
data 20_1 is the key information used when providing that
service.

For example, key information used when accessing the
storage area 55_1 of the IC 3a of the IC card 3 shown in
FIG. 3 by the service definition table data 20 1 is set.

Further, in the service definition table data 20 2,
kéy information used when accessing the storage area 55 2
of the IC 3a is set.

Further, in the service definition table data 20 3,
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the CI command becomes the IC card type information of the 25 IC card
entity data. - 57 The CS command is a command for declaring

simultaneous operation of a plurality of services to the IC .card 3 by

citing service type elements. The CS command can also declare a

function defining processing among séfice type elements. 5 For

example, it is possible to declare "CS: "Rc"+"Wc"t"Wd™. Based on the

ksite At dirmaats eonwmadd Wesvice Opes siomettdesignatiage area 55 3
information of the IC card entity data and processing order information -
afe f&ermfheda 18sTH=ER command declares to store data read from the

IC card 3 in a designated data block when the relation among service

type elelffhts istist defineaxdhersmtdmmanseds onataesanited)crEdp t
example, when storing the data read from the IC 15 card 3 in the data
BiRRAAmCRISH: i Re bR ®selipddedhe CW command declares to

write data stored in a designated data block to the IC card 3 when the

relation TRRoRG§SEARcRRpEE afeidnid id #0r defingdafofenardplfining the
writing data stored in the data block 20 2 in the IC card 3, _
AW SFaLigR PRAERNRE. the bRebnrnand Bedlaesthiodatarbltbie SAM

describing computation content spanning services. For example, when
%Eriﬁinﬁ%n%aﬂﬁﬁ%ﬁm of processing performed by the IC

card 3 when executing that application program.

In the present embodiment, as explained later, és shown
in FIG. 7, the SAM chip 8 uses the service definition table
data 20_1 and script program 21 1 to generate IC card entity
template data 30_1, an input data block 31_x1, output data
block 32 _x2, log data block 33_x3, and computation defining
data block 34 x4 used for the proéedure relating to the
business 15 1.

FIG. 8 is a view for explaining the commands used for
describing the IC card operation ma;cro command script
programs 21 1, 21 2, and 21 3.

In the commands, commands for the SAM chip 8 itself
are given the first letter "S", while commands relating to
operation of the IC card 3 are given the first letter "C".

Further, thé second letter is selectively used in
accordance with the application. For example, for an issuer
setting declargtion of the IC card 3, it is "I" , for a sexrvice .

type element declaration, it is "S", for a simple read
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spanning services in the SF data block 1, "CF:CES FUNC=SF:1" 25 s
described. 58 Further, the SF data block 1 has described in it, for

example, ""Wc"=If ("Wc">10) then ("We"-10;"Wd"="Wc"*0.08+"Wd")" This
formula expresses the operation of subtracting 10 from the value of We

when the 5 remaining number of servitds We is larger than 10 and adding

a number of points corresponding to 8% of We as cumulative points to
FFharpténh ErerctbeskCiantdnds bidek didtRdm Sbthe Stiviehip Wi te
8 shown in FIG. 1. As shown in FIG. 9, the SAM chip 8 has an ASPS
EMhARREERM Rkt &6t 68rekidmat ndrfiof W tonsngnifatiorr service
interface Unit 61, bus scramble unit 62, random number generation unit
BEPEn G FlGT e GYBRUTaRk B, defémidgomit 65, 4l CPU-66. The

SAM chip 8 is a tamper-resistant module. The ASPS communication

interface Uit SRR M BAeCe fREIFesApiPinotift DFEARLNVIPY grans

SP server 6 shown in FIG. 1. 20 The external memory communication
fracé bak 6127907 atdrAPE HUER fGMinSGt SArBaRt offarommand, SI

externalc{nemory 7. The bus scramble unit 62 scrambles output data and
command, SL command, SF command, CI command, CS command,

CR command, and CW command.

The S8C command is a command decliaring the number of
the maximum number of IC card entity data which'the‘SAM chip
8 can process simultaneously.

For example, when the SAM chip 8 can simultaneously
process 1000 IC card antity data, "SC:1000" is described.

The SO command iz a command for declaring the daéa
block for forming the ouﬁput data block 32 _x2 in which the
data read from the IC card 3 is stored among the data blocks
provided in the SAM chip 8 when performing processing using
the IC card 3 based on the later explained IC card entity
data.

For example, when the data blocks 1 to 10 are provided,
when storing the data read from the IC card 3 in the data
block 1, "S0:1" is described.

The SI command is a command for declaring the data
block for forming the input data blo#k 31 _x1 in which the
data to be written in the IC card 3 is stored among the data

blocks provided in the SAM chip 8 when performing processing



10

15

.20

25

descrambles input data when inputting and outputting data 25 through the

external memory communication interface unit - 59 - 61. The random

number generation unit 63 generates random numbers used at the time

of authentication processing. The encryption/decryption unit 64 encrypts

data and 5 decrypts encrypted data. The Storage unit 65, as explained

later, stores tasks, programs, and data used by the CPU 66. The CPU 66

ERddiHe SRPrddetentitied fragren oorofhem lofthe pregsla imeditidh) ward

execute the later explained 10 script download task, script interpretation

ﬁi%k}@ﬁ’tit?@‘éﬁeration task (job management data production task) and

IC card-procedure management task (job management data

manage%%ﬁﬁ?ﬂ)?ﬁﬁd Sthertide dnbatlthetkskd fodrBmsaumbdatbded,

stored in the, 15 storage unit 65 will be explained. FIG. 10 is a view for

USRI HP@skBepRFamte hfl HaktdsrdAn thhed@gearntk 65ias the
hown.in FIG. 10, it stores a script download task 69, script interpretation’

éfs%d?le‘?\ﬂﬁﬁg&eraﬁoﬁ' £kk? 28 711 fc derfFpbeedure management

task 72, IC card operation macro command script programs 211 to 21_3,

service UBfiitioh BANEEBE1 15 28 Sorrend oHar famiasinga the @ata

303, |C card entity data 73-x, an input data block
block forming the log data block 33 x3 for storing the log

data relating to an operaticn among the data blocks provided
in the SAM chip 8 when performing processing using the IC
card 3 based on the later explained IC card entity déta,

For example, when the data blocks 1 to 10 are provided,
when storing the log data in the data block 4, "SL:4" is
described.

The SF command is a command fqr providing the data
block forming the computation defining data block 34 x4
describing the definition of the relation between the service
type elements relating to the IC card 3.

The content of the computation defining data block
34_x4 becomes the pre-processing information of the IC card
entity data.

The CI command is a command for declaring the issﬁer
of the IC card 3 (business).

The information specifying the business defined by
the CI command becomes the IC card type information of the

IC card entity data.
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31 xl, output data block 32-X2, log data block 33-x3, and 25 computation
defining data block 34-x4. - 60 The script download task 69, as shown in

FIG. 7, downloads the service definition table data 201 to 203 from, for
example, the computers of businesses and loads them in the SAM chip

S. 5 The script interpretation task 70 usés the service definition table data
and script program to generate the IC card entity plate data, an input data
block, ofthet @8tecmpendolslatablivekpah  condeutation defisinguibtaneocus
block for each business. 10 The number of data blocks generated for
erarBidinesyfs Aopdartiediaty linfitesle Vihiarethe tantithge e atiaitéisk by
71 receives from, for example, the ASP server 6 an entity production

FefeiRg if oot ppkirlwitents ICTedCE thongendrates sl déclare
card entity data used for processing of a procedure between that IC card

3 it s btomcis iy m e Ko cantémityasiang datrvdiresiyysing lethai t s .

business. At this time, the IC card entity plate data becomes the class,

and IC ERd eRERMBARY isHenbratledswidlmstancdest taateslass. 20 The
rocessmg for generation of the IC card entity data by the entity

gererdtion ta¥er + WABE explained in detail later. The IC card procedure

management task 72 uses the one
Based on the content of the CS$S command, service type

element designating information of the IC card entity data
and processing order information are determined.

The CR command declares to store data read from the
IC card 3 in a designated data block when the relation among
service type elements is not defined (when SF command is
not described} .

For example, ﬁhen storing the data read from the IC
card 3 in the data block 1, "CR:S0:1="Rc"" is described.

The CW command declares to write data stored in a
designated data block to the IC card 3 when the relation
among service type elements is not defined.

For example, when writing data stored in the data block
2 in the IC card 3, "CW:SI:2="We"" isg described.

The CF command declareg the data block describing
computation content spanning services.

For example, when describing computafion content
spanning services in the SF data block 1, "CF:CES FUNC=SF:1"

is described.
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or more IC card entity data 73-x present in the storage unit 25 65 to
execute processing for a procedure between the IC card - 61 - 3 and
businesses 151 to 153. In the present embodiment, a plurality of
processing for procedures performed hetween a plurality of IC cards- 3
and the businesses 151 to 153 proéeeaasihultaneously. 5 The IC card
procedure management task 72 executes the plurality of processing for

procedufdE SR aldhendicdedi rbeeluie haRadenrnibet Zn it, for
deletes the IC card entity data 73_x when the series of procedures have
BEaNRSMpleted A THhe profEssiRy ofthenc card procedure
managerment _task 12 vyjll be explained in detail later. The script programs
1¥% 219 ar¥shptt B5 1HQ sPAdt Hihloadkr drramlmraspnqicancthe
external memory 7 to the storage unit 65. 15 The service definition table
BREFIIT R 20F st RERABYHRE stApEdcHnbaS (XalePief, Wt when the
géamgle., the_external memory 7 and stored in the storage unit 65. The IC
CERFERtD e RETRE T RE SArlisps e dendaraesy Hhaschif and adding
;ntg{{]){ﬁtation ftask 70 and used as 20 templates (classes) when )
Jeneratng e BARERTRFIasPPRLtrh R R dafeHelamgprndative
respeé:tiv% businesses. The IC card entity data 73-x is generated by the
%%ﬁfi/ %engra{'ﬁ h task 71 using the IC card entity template data

[SAM Chip 8]

FIG. 9 is a functional block diagram of the SAM chip
8 shown in FIG. 1.

As shown in FIG. 9, the SAMrchip 8 has an ASPS
communication interface unit 60, external memory
communication interface unit 61, bus scramble unit 62, random
number generation unit 63, encryption/decryption unit 64,
storage unit 65, and CPU 66.

The SAM chip 8 is a tamper-resistant module.

The ASPS communication interface unit 60 is an
interface used for input and output of data with the ASP
server 6 shown in FIG. 1.

The external memory communication interface unit 61
is an interface used for input and output of data with the
external memory 7.

The bus scramble unit 62 scrambles output data and
descrambles input data when inputting and outputting data

through the external memory communication interface unit
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301 to 303 as for example classes as an instance of the 25 classes. - 62

The input data block 31 xI, output data block 32-x2, log data block 33-x3,

and computation defining data block 34x4 are generated by the script
interpretation task 70. Next, the IC garsdgerltity data 73-x will be explained.

5 The IC card entity data 73-x is generated using IC card entity template

data of a corresponding business already generated by entity generation
sk 71 in the SAKI chip 8 when for example the SAM chip 8 receives a
processing request for processing using the IC card 3 and the application
progrant A% SPR PRSI tErhRe ErRsredd pontmEtASP sener® ke ndandon
is a view for explaining the format of the IC card entity data 73-x. As
BHBRATT FiE et ake W afd BRI TIAY thepkisatasayapraneviing -
information 80, entity ID information 15 81, entity status information

(status d&t8) 82 CRYBHHADS SSRGS dehyiBS tancalgRient data and
designating information 84, processing order information (processing  *
GRS %%?ﬁﬁﬁﬁf&egéigﬁ information 86, and post-processing
information 87. 20 The management pointer information 80 is a

bidirectibhgl PERTEFEr Hdiadng fe REeArianid kate 3 Rteurs tasks,

storage unit 65. The entity ID information 81 is used for a request
programs, and data used by the CPU 66.

The CPU 66 executes a predetermined program (program
of the present invention) to execute the later explained
script download task, script interpretation task, entity
generation task (job management data production taski and
IC card procedure management task (job management data
management task), and other tasks.

Next, the tasks, programs, and data stored in the
storage unit 65 will be explained.

FIG. 10 is a view for explaining the tasks, programs,
and data stored in the storage unit 65.

As shown in FIG. 10, it stores a script download task
69, script interpretation task 70, entity generation task
71, IC card procedure management task 72, IC card operation
macro command script programs 21 1 to 21_3, service
definition tables 20_1 to 20_3, 1IC éard.entity’templaté data
30_1 to 30_3, IC card entity data 73 _x, an input data block
31 x1, ocutput data block 32_x2, log data block 33 x3, and

computation defining data block 34 x4.
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for generation of IC card entity data 73-x, confirmation 25 of the state of
progress, deletion, or the rest of a series - 63 of processing using the IC
card entity data 73-x. The entity ID information 81 also becomes a return
value given to the end user. The entity ID information 81 corresponds to

the descriptor when opening a file in &8efieral file system: 5 The entity
status information 82 shows the state of progress of a procedure relating

to an IC ThRl ScThA® badiewndtesdf thsiC 68rd entitpHateny 3k inchade, 7,

as shown in FIG. 12, the state of processing for investigating the services
fRrRiRade cehe 3servises( R dreistitn] @abprodasiag by vthiel o3
SAM chip’8 authenticates the IC card 3 (Al), the state of processing by
FRRPAhEE @xamp hathehlicatestipa SANs chib SPsd)nthesstatesofd loads
processing for reading data from the IC card 3 (R), and the state of
bhseasémg tbewdilig ehdringhe IC card 3 (W). 15 In the present
embodiment, the processing for investigating the business, the :
processitiffof fii BAM -Bitipre 1e athepticatke TO cases, thee service
processing for the IC card 3 :to authenticate the SAM chip 8, the
Arfcritiasr takdingdrita freRriheaticddsr outame procgesiegdte’Ghe
writing data in the IC card 3 correspond to jobs. A "job", as explained later,
ICacmbritbédssing abe viadiran andéppldxstatiantid determimdgbby data

the IC card procedure management task 72.
block, log data block, and computation defining data block

for each business.

The number of data blocks generated for each business
is not particularly limited.

When the entity generation task 71 receives from, for
example, the ASP serxrver 6 an entity production request, it
conducts polling with the IC card 3, then generates the IC
card entity data used for processing of a procedure between
that IC card 3 and a business using the IC card entity plate
data corresponding to that business. At this time, the IC
card entity plate data becomes the class, and IC card entity
data is generated as an instance of that class.

The processing for generation of the IC card entity
data by the entity generation task 71 will be explained in
detail later.

The IC card procedure management task 72 uses the one
or more IC card entity data 73_x present in the storage unit

65 to execute processing for a procedure between the IC card
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Note that Al and A2 form the mutual authentication 25 processing
between the IC card 3 and SAM chip 8. 64 Further, in the present
embodiment, considering the communication time on the Internet 10, the
above-mentioned basic states are, as shown in the state transition chart
of FIG. 12, managed divided into post&lartup (after issuance 5 of
command) states and completed (after receiving response) states.

Speifictliysthe=statesofiotessing gsigg the IC card entity data 73-x is
managed by the instance generation (IC card entity data generation)

state, RS poshatasiipssiate, 40033 Lasiisted faterAl pegt-dartyp st sing
Al completed state, A2 post-startup state, A2 completed state, R

Fost-gtardie diates Rpeanfioleitsds B W $OSkSigItip $iates\\ogonpletath-g o
state, and instance (IC card entity data) deletion state. The IC card type

Bfermitithe8 bisdntosmataen i® 15 speaifying ﬁ)&ﬂ@é‘é@ﬁ&ﬁlﬁ&l%ﬂ@ﬁgly
card 3. The IC card type information 83 is set with information defined by -

the Cl comenat imthe phoe-aentiongd sgtple REOFaBKAthaEeWEes the
generation of the IC card entity data 73-x. 20 The service type element

pésigaatinyinéd natissdds shgwsdhe peadcattype £lamepisaf the1 .

service defined in the service definition table data used in processing

using tHMEhiC tardemidymidaddure management task 72 deletes the
IC card entity data 73 _x when the series of procedures have
been completed.

The processing of the IC card procedure management
task 72 will be explained in detail later.

The script programs 21 1 to 21 3 are input by the script
download task 69 from, for example, the external memory 7
to the storage unit 65.

The service definition table data 20_1 to 20 _3 are
input by the script download task 69 from, for example, the
extefnal memory 7 and stored in the storage unit 65.

The IC card entity template data 30_1 to 30_3 are
generated by the script interpretation task 70 and used as
templates (classes) when generating the IC card entity data
73_x of the procedures relating to the respective businesses.

The IC card entity data 73 _x is generated by the entity
generation task 71 using the IC card entity template data

30_1 to 30 3 as for example classes as an instance of the

classes.
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The service type element designating information 84 25 is set with one or
more service type elements designated - 65 by the CS command in the
above-mentioned script program at the time of generation of the IC card

entity data 73-x. The processing order information 85 shows the order of
execution of services (jobs) used in thé Bro’cessing using 5 the IC card

entity data 73 X, that is, the state transition shown in FIG. 12. That is, the
processifg BrddERforArkv dede Sthexdendvetiyps elarhenislioshodl_x2,

the order of execution of jobs corresponding to the basic operations of the

Gt a cilarek tR3iohd, agesdpiarra s itdronodedontng thetRShlock
Al, A2, R, and W shown in FIG. 12. Specific operations on the IC card 3 :
B BAiARPo P eReGER ST BibcERSing cadpdndingenhreba tdlen Foask 70.
example, for processing using an IC card 3 with only reading with no
mutual dﬁ%%tic‘é’ﬁﬁn?%ﬁﬁé‘ﬁ)r&%%ﬁi@ dafer iffRuunatidh Be sexpidined.
"RS->R". Further, in the case of reading and writing with mutual ‘
authentidafont the&prst eS8y iordSakroritisn BS igeaesdted using IC
'IRS->AI->A2->R->W". The processing order information 85 is set with the
SG5%8?8%&%%#%?12%&@%6#@%%@5ﬂams resmiedready

elements designated in the CS command in the above-mentioned script

BSrAR VAt Py RaLEiLY 9o RS e entitaRlta 78-én the SAM chip 8

when for example the SAM chip 8 receivaé a processing request
for processing using the IC card 3 and the application program
of a predetermined business from the ASP server 6.

FIG. 11 is a view for explaining the format of the
IC card entity data 73 x.

As ghown in FIG. 11, the IC card entity data 73 x has
management pointer information 80, entity ID iﬁformation
81, entity status information (status data) 82, IC card type
information 83, service type element designating information
84, processing order information {(processing order data)
85, pre-processing information 86, and post-processing
information 87.

The management pointer information 80 is a
bidirectional pointer for manéging the IC card entity data
73_x in the storage unit 65.

The entity ID information 81 is used for a request
for generation of IC card entity data 73_x, confirmation

of the state of progress, deletion, or the rest of a series
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The pre-processing information 86 is set from the ASP 25 server 6 side

with management data for performing processing - 66 - using the IC card
entity data 73-x, For example, the pre-processing information 86 is set

with points of a computation formula of a service designated in the SF

data block. 5 Further, when an interzs&vice computation function is not
defined, the pre-processing information 86 is set with the requested

B0 drBSPgyThbnge uBdmax&inp|d dndthed asetof icpttierment Iha statke entity
relating to the amount of charge or number of points given 10 etc. is set.

Fhe bosppretisingSifometichsTosset withedatarofithd weoeessing to the
result of the IC card entity data 73-x required at the ASP server 6 side.
EBfeddfple, Phpeanbityf d&tlémBogmkit sebwith daterskapiogdise to the
existence 15 of a normal end to the settlement. Next, a routine for
frRresingYy thhe@ capgpiocedurd irhendgemeicasic 72 shioba isFiGen .
10 relating to a plurality of IC cards 3 using a plurality of IC card entity

data 73-Xh@ilemtdkpiagieat2s TeflervartiprocdtRire mmovmgehens taske of
72 is for example constantly being started up on the CPU 66 of the SAM
BRipIBstswalin FBr9chibrEs sed Advimpatteof dve Fdceasidg 3 .

performed
The basic states of the IC card entity data 73 x include,

as shown in FIG. 12, the state of processing for investigating
the services which the IC card 3 can use (RS}, the state
of processing by which the SAM chip 8 authenticates the IC

card 3 (Al}, the state of processing by which the IC card

3 authenticates the SAM chip 8 (A2), the state of processing

for reading data from the IC card 3 (R), and the state of
processing for writing data in the IC card 3 (W).

In the present embodiment, the processing for
investigating the business, the processing for the SAM chip
8 to authentiéate the IC card 3, the processing for the IC
card 3 to authenticate the SAM chip 8, the processing for
reading data from the IC card 3, and the processing for
writing data in the IC card 3 correspond to jobs.

A "job", as explained later, is a unit of processing
for which an order of execution is determined by the IC card
procedure management task 72.

Note that Al and A2 form the mutual authentication

processing between the IC card 3 and SAM chip 8.
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by the IC card procedure management task 72. 25 Step ST1: - 67 The IC
card procedure management task 72 selects one IC card entity data 73_Xx

for executing the next processing out of the plurality of IC card entity data
73-x present in the storage unit 65. 5 The method of selection of that IC

card entity data 73-x may be to succéssively select IC card entity data

73-x present in the storage unit 65 or to assign a priority order and select

by priorifjnintthe oyddrofthe highesé prodybiep&Ie; 10061 Eeedly the
procedure management task 72 judges if the job of the IC card entity data
dammssloctachiairstepm8Tdhahalraadyeheritstaoteduis \WBeR d4dgiRG: i oned
that it has been started up, it proceeds to the processing of step ST5,
bardovhamjtidgingthat is hashothedm statedsyy procaetss1biethaeshart
processing of step ST3. Step ST3: The IC card procedure management

¢dSK Y2 | Uty e sviagragtin dntiticstdtin infopoation 82 shawn HFEK: 1k ohance
the IC card entity data 73-x selected at step ST1 which state 20 of the
statecmarmititn shatekoamdndeltp ARtihd platessing ekedaiingnig thasponse)
entity data is in and decides on the job to be executed next from the

gedsssing order information 85.

Specifically, the state of processing using the IC
card entity data 73_x is managed by the ingtance generation
{IC card entity data generation) state, RS post-startup state,
RS completed state, Al post-startup state, Al completed state,
A2 post~startup state, A2 completed state, R post-startup
state, R completed state, W post-startup st-;ate, W cozﬁpleted
state, and instance (IC card entity data) deletion state.

The IC card type information 83 is information for
specifying the business issuing that IC card 3.

The IC card type information 83 is set with information
defined by the CI command in the above-mentioned script
program at the time of generation of the IC card entity data
73 _x.

The service type element designating information 84
shows the service type elements of the service defined in
the service dé_finition table data used in processing using
the IC card entity data 73 x.

The service type element designating information 84

is set with one or more service type elements designated



10

15

20

At this time, the processing order information 85 25 defines the order of
execution of jobs using the service - 68 elements set in the service
definition table data as explained earlier. Step ST4: The IC card
procedure management task 72 starts up 5 the job selected at step ST3.
The IC card procedure management &ask-72 executes the job using the
data blocks relating to that job in the above-mentioned input data block

b;’% ¥naUiRY't daia. 016K 1 32 X 199, 0018 IOk 33:134 and compuytation. . ¢

fining data 10 block 34_x4. At this time, the IC card procedur 3
RANAgGMeAags el MOELISSENg R CHBMand Jo dhg 1G gard 3 in 73 5

execution of a job, uses the service element corresponding to that job-as

a key togeargh suongh dhe sendce dafinition tahle, 134ata, Inabtainthg  ger

service number corresponding to that service element (operational

sonamandafde card3 ablecios besapalyzad by the 1G.eapd-A-JAWthel the ng

IC card procedure management task 72 uses the obtained service

#nunber tuisaugna seipraand 19 #6IC card 3; 20 Ruhes el Cealfls s tion
procedure management task 72, 7as explained using FIG. 4, when key
dafopmatign isrepquired for accessing a storage area of the IC card 3a,

uses the service element corresponding to that job to search through

That is, the processing order information 85 uses the
service type elements to show the order of execution of jobs
corresponding to the basic operations of the IC card 3.

Here, the jobs, as explained earlier, correspond tc
the RS, A1, A2, R, and W shown in FIG. 12. Specific operations
on the IC card 3 are realized by the order of processing
designated using the jobs. For example, for processing using
an IC card 3 with. only reading with no mutual authentication,
the processing order information B5 is set with "RS->R".
Fu'rther, in the case of reading and writing with mutual
authentication, the processing order information 85 is set
with "RS->AI1->A2->R-D>W",

The processing order information 85 is set with t;he

order of jobs shown in FIG. 12 corresponding to the order

of service elements designated in the CS command in the

above-mentioned script program when generating the IC card

entity data 73 x.

The pre-processing information 86 is set from the ASP

server 6 side with management data for performing processing
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the service definition table data and obtain the key 25 information
corresponding to that service element. Further, - 69 the IC card

procedure management task 72 uses that key information to perform
mutual authentication with the IC card 3, encryption and decryption of
data, and other processing and obtajn.the right to access a
predetermined 5 storage area of the IC card 3. Step STS: Step ST5 is
performed when the IC card procedure management task 72 issues a
Fotidailto e REES £2 5AEYisHditind forthe processing result of the
IC card_3. 10 When the IC card procedure management task 72 receives
the pro&&sifE BRI o HPRSCRELS SESIR it TRIE R Rhthy set
datg 73-X. Step ST6: The IC card procedure management task 72 updates

REDBUHREF PR 8 FRTRALB o F I Ba it ot AR 75 o8 1 Led

in Ftl;% 11.Fln this W% , in the present embodiment, the IC card procedure
lrﬁanaézerﬁenfiﬁgﬁ %e ﬁ)rms processing for a plurality of IC cards 3

present jn the SAM chip 8 in parallel 20 while selecting in order the IC "
card er#i‘tlf ggt%rTS-‘gf]orntﬁenplﬁ?ﬁﬁf of T CAFR STIHRYSRIE e ERAFEIOR

AR S poceet il e SRR R o e
with the requested processing charge.

For example, in the case of settlement, the state
relating to the amount of charge or number of points giﬁen
etc, is set.

The post-processing information B7 iz set with data
of the processing result of the IC card entity data 73 x
required at the ASP server 6 side. For example, in the case
of settlement, it is set with data showing the existence
of a normal end to the settlement.

Next, a routine for processing by the IC card procedure
management task 72 shown in FIG. 10 relating to a plurality
of IC cards 3 using a plurality of IC card entity data 73 x
will be explained.

The IC card procedui:e management task 72 is for example
constantly being started up on the CPU 66 of the SAM chip
8 shown in FIG. 9.

FIG. 13 is a flow chart of the processing performed

by the IC card procedure management task 72.

Step 8T1:
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plurality of IC cards 3. 25 Next, the overall operation of the communication
- 70 system shown in FIG. 1 will be explained. FIG. 14 and FIG. 15 are
views for explaining the overall operation of the communication system 1
shown in FIG. 1. Step ST21: 5 The businesses 151 to 153 or a party
requested by those businesses prodyce script programs 211, 212, and
213 describing processing for transactions performed by the businesses

using thﬁJC %ard 3 for example on the personal computers 161, 162, and
163 showivin FIS2E A PERS B RARRYErsPtheteRk dfpedaticesne

rvice definition table data. 201, 202, and 203 corresponding to the .
B P TE Y HSH G o2 T SR TR RBrAS BgoAzing

202, and 203 15 produced in step ST21 are stored in the external
orﬁegmg% PR gﬁ%@“ Egri&ti)re(%ra?nag fﬁ,nfff%nm frodticBFafent

ﬁte%}?TZé@r% downll&a}hd‘?d om the personal computers 161, 162, and
16 tﬁroug% tha Internet 1 , ASP server 6, and SAM chip 8 to the

extemnagmenon:f.d "3k 20 dpuniaad processing s managed as showri
in FIG. 7, By the script downioad fask 68 in the SAM chip B9 sth-3T¥3!

798 SHIR pereretation sk (. the SAMCR SIOMD ki vy data 73 x
present in the storage unit 65 or to assign a priority order
and select by priority in the order of the highest priority.

Step ST2:

The IC card procedure management task 72 judges if
the job of the IC card entity data 73 _x selected at step
ST1 has already been started up. When Jjudging that it has
been started up, it proceeds to the processing of step STS,
while when judging that it has not been started up, proceeds
to the processing of step ST3.

Step ST3:

The IC card procedure management task 72 judges from
the entity status information 82 shown in FIG. 11 of the
IC card entity data 73 x selected at step ST1 which state
of the state transition chart shown in FIG. 12 the processing
relating to that entity data is in and decides on the job
to be executed next from the processing order information
85.

At this time, the processing order information 85

defines the order of execution of jobs using the service
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in FIG. 7 uses the service definition table data and script 25 program to
generate the IC card entity plate data, input 71 data block, output data
block, log data block, and computation defining data block for each
business. The generated data is stored in the storage unit 65 of the SAM
chip 8 shown in FIG. 9. 5 Step ST24: [he user is issued the IC card 3. As

shown in FIG. 4, the storage unit 50 of the IC 3a of the IC card 3 stores

ki%forﬁ%ation used fg{1 éransactlons with the business the user contracts
with.

0 Kiots That the Gosr S5F LIRRIMRKERAFARD dothhet WiPedch

gtheigggggsggr}ﬁ%gf the IC card 3 through the Internet 10 etc. Step
STo5! For example, When the user uses the personal computer 155 to

access the s erxgeir‘lz° through the Internet 10 to try to purchase a product,
the server 2issues a processing request through the Internet 10 to the

ASP sewgg%}é/hgg rtge @:%FC’: sgrver 6 receives &g Qro esiinq ecgjgafégs up

from the server 2, it acc sses the. persn(l)%%?ggfnhpﬁter tﬁroug

AR, e sborang e Lon  rocessin et s
personabFAMRUIEL 2 USDEL e SULATESENY BLMSZAMEMPE s the
job using the data blocks relating to that job in the
above-mentioned input data block 31 x1, output data block
32 x2, log data block 33 x3, and computation defining data
block 34 x4. |

At this time, the IC card procedure maﬁagement task
72, when issuing a command to the IC card 3 in execution
of a job, uses the service element corresponding to that
job as a key to search through the service definition table
data to obtain the service number corresponding to that
service element {(operational command of IC cafd 3 able to
be analyzed by the IC card 3). Further, the IC card procedure
management task 72 uses the obtained service number to issue
a command to the IC card 3.

Further, the IC card procedure management task 72,
as explained using FIG. 4, when key information is required
for accessing a storage area of the IC card 3a, uses the
service element corresponding to that job to search through
the service definition table data and obtain the key

information corresponding to that service element. Further,
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Step ST26: 25 The ASP server 6 outputs to the SAM chip 8 an entity - 72
production request. That entity production request stores information
showing the issuer of the IC card 3. Step ST27: 5 When the SAM chip 8
receives an entity production request, as shown in FIG. 16B, it conducts
polling with the IC card 3. Step ST2&4dlhe entity generation task 71 of the
SAM chip 8 judges 10 if the number of the IC card entity data 73-x

HHESRL IB.18 Wﬂﬂﬁﬁeaﬁ&[&ﬁs%&ﬂgﬂ the, pRlling 15, WiRindRg ¢ key

maximum number defined by the SC command of the script program.

i\é{%@%@%mﬁ%i@u%@i‘w% ILRIeaE8dS IR WERReassing, afSi18P $he%1c
while if not, it ends the processing. 15 Step ST29: The entity generation

Jdasli 73 spegifiegwhich businesscIG puthentidy plate dataioisedpased

on the Information showing the issuer of the IC card 3 stored in the entity

prodectioneavgst (s exampigand isas thay 20-spadified IC caid €Ml ned
plate data to generate the IC card entity data 73-x. This corresponds to ,
stheingfance gengatienshpwnda BlG 12.

Step ST5:

Step 8T5 is performed when the IC card procedure
management task 72 issuves a command to the IC card 3 and
is waiting for the processing result of the IC card 3.

When the IC card procedure management task 72 receives
the processing result from the IC card 3, it sets this in
the IC card entity data 73 x.

Step ST6:

The IC card procedure management task 72 updates the
entity status information 82 of the IC card entity data 73 x
shown in FIG. 11.

In this way, in the present embodiment, the IC card
procedure management'task T2 performs processing for a
Plurality of IC c-:ards 3 present in the SAM chip 8 in parallel
while selecting in order the IC card entity data 73mx faox
the plurality of IC cards 3. Therefore, the SAM chip 8 can
simultaneously proceed with the processing even when
receiving processing requests for procedures using a
Plurality of IC cards 3.

Next, the overall operation of the communication
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Step ST30: 25 The SAM chip 8 outputs to the ASP server 6 the entity - 73
ID of the IC card entity data 73-x generated at step ST29. Step ST31:
The IC card procedure management task 72 of the SAM chip 8
investigates the services which the IC card 3 can 5 use. This is
processing corresponding to the job R& shown in FIG. 12. Step ST32:
The IC card procedure management task 72 of the SAM 10 chip 8

Alhenticaies doeslgopmacy 01dhg {C6ard 3y, This,ig processing
corresponding to the job Al shown in FIG. 12. Step ST33: The IC card 3

authentepdes1he.lrainpacy:qf NESAM. Lo £OIP S U5 IR HACERINY e ral 1
corresponding to the job A2 shown in FIG. 12. By steps ST32 and ST33,

JPe 1% 8l 3N dpAMChiR «8 futvalhnauheriicate earBathern Tiee . 1.
corresponds to FIG. 20 16C. Step ST34: The IC card procedure

managerpept gl 72 of the SAM chip 8 reads and writes data necessary
for the procedure

The businesses 15 1 to 15 3 or a party requesteci by
those businesses produce script programs 21 1, 21 2, and
21 3 describing processing for transactions performed by
the businessas usiné the IC card 3 for example on the personal
computers 16 1, 16 2, and 16_3 shown in FIG. 1.

Further, the manager of the SAM chip 8 produces service
definition table data 20_1, 20 2, and 20_3 corresponding
to the businesses 15 1 to 15 3.

Step S5T22:

The service definition table data 20 1, 20 2, and 20_3
éroduced in step ST21 are stored in the external memory 7.

Further, the script programs 21 1, 21 2, and 21 3
produced at step ST21 are downlocaded from the personal
computers 16_1, 16 2, and 16 3 through the Internet 10, ASP
server 6, and SAM chip 8 to the external memory 7. That
download processing is managed, as shown in FIG. 7, by the
script download task 69 in the SAM chip 8.

Step ST23:

The script interpretation task 70 in the SAM chip shown
in FIG. 7 uses the service_definition table data and script

program to generate the IC card entity plate data, input
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with the IC card 3. 25 This is processing corresponding to the jobs R and -
74 W shown in FIG. 12 and FIGS. 16D and 16E. Further, the IC card
procedure management task 72 uses a computation formula specified
based on the pre-processing information 86 of the IC card entity data
73-x to perform 5 predetermined procgssing for computation using the
data read from the IC card 3. Step ST35: As shown in FIG. 16F, the IC
rd procedure management task 72 of the SAM chip 8 outputs the

ép%%ep?;il ng re’su‘ﬁuoffpl%' BHETE4 5 e ASB davar &lsieh sPRFor

example, the IC card procedyre management task 72 deletes the IC card
c@ﬂﬁ%ﬁ%"%‘-xf%%’é@ﬁﬁ%eéjoaé:k")jb\?’erl,%%%or%?ﬁb fARR WihbRRSton 15

system, ], it is possible t erate the IC card entity data 73-x for each
procesélgﬁg f %lgﬁ)%‘éﬁ%g%%gurﬁﬁgﬁv{fﬁﬁﬁé canf3 NG TGRSV E RS 5

| rd dure magnagement tas use the plurality of IC card entity
oé\t?‘/%-%%@i%’f n%%t%ﬁ%?oclge vgfé pssr;dcessing for a plurality of 20

IC cardgéé Fugtpgr,.according to the authentication system 1, since itis’

sufficient 10 store the IC card entity data 733 actually used for the

DVOCGS%'HQ Oitsréaerlcj,ga'yss s%;tglcf hghe IC card 3.

As shown in FIG. 4, the storage unit 50 of the IC 3a
of the IC card 3 stores key information used for transactions
with the business the user contracts with.

Note that the user and a business may also contract
with each other after issuance of the IC card 3 through the
Internet 10 etc.

Step ST25:

For example, when the user uses the personal computer
5 to access the server 2 through the Internet 10 to try to
purchase a product, the server 2 issues a processing request
through the Internet 10 to the ASP server 6.

When the ASP server 6 receives a processing request
from the server 2, it accesses the personal computer 5 through
the Internet 10. Further, as shown in FIG. 16A, a processing
request issued by the card ieadar/writer 4 for the IC card
3 is transmitted through the personal computer 5, Internet
10, and ASP server 6 to the SAM chip 8.

Step ST26:

The ASP server 6 outputs to the SAM chip 8 an entity
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storage unit 65, it is possible to use the storage areas 25 of the storage
unit 65 efficiently. - 75 Further, according to the authentication system 1,
as shown in FIG. 12, since the IC card procedure management task 72
manages the states of execution of the jobs processed divided into
post-startup states and completed stages, it 5 is possible to start the
execution of one job, then start the processing relating to another job in
e data while Myaifing for data from the IC card 3. Therefore, it is possible
to eliminate the wait time caused by transfer of data with the IC card 3

through4g Intgrnet 0. %QM@@MC%@JH@g%t*&%%tgshs{%aé@%s{é&eo?

1, the service definition table data describes a name showing the type o
SRBiGS:.BrovidediRiLeach Bysipgss. fhatisylhesservice type element, the

number of that service used in the IC card 3, and the key information
used whin.progighag 15 that service. This is held in the external memory
7. Therefore, businesses 151 to 153 not developers of the SAM chip 8

can progiyes, theliowaPRIGRIon egrYe or snaing o8, the- SANLEB,
8 by the script programs 211, 212, and 213 and download them through

s chipsB Infgdihe axterng! 204Bempry JJRaGUIMIZataL Jhat ish the
without being informed of key information, operational commands for
firegtly-ppgrating the I1C card 3, or other highly confidential information to

the businesses 151 to 153, these businesses
Step ST28:

The entity generation task 71 of the SAM chip 8 judges
if the number of the IC card entity data 73 x present in
the SAM chip 8 after the end of the polling is within the
maximum number defined by the SC command of the script program.
If within the maximum number, it proceeds to the processing
of step ST29, while if not, it ends the processing.

Step S5T728:

The entity generation task 71 specifies which
pusiness‘ IC card entity plate data to use based on the
information showing the issuer of the IC card 3 stored in
the entity production request for example and uses that
specified IC card entity plate data to generate the IC card
entity data 73 x.

This corresponds to the instance generation shown in
FIG. 12.

Step ST30:

The SAM chip 8 outputs to the ASP server 6 the entity
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can customize their own application programs. Further, when 25 a
business customizes its application program, it does not - 76 need to
know the key information or card operational commands, so the load on
the business is lightened. Further, according to the authentication system
1, since it is possible to define compgtation content spanning 5 a plurality
of services, it is possible to provide diverse services combining a plurality

A SERViees. N rgesof, SeEviceeX cu}gd simultaneously with approy,
at the IC card 3 side. Fﬁrther,%eccor(%ng tm’ﬁeggtﬁﬁgﬁtﬁ:%%oﬁésyss?egrﬁ 1, 29.
10 by ing cipgthe concept of a data block, the data input and output

with the IC card 3 and the log data can be easily managed. FIG. 17 is a

functiongy, blogk d&%qran}f%%iaglraocgaﬁaa%@w thg Jyncpion ogks Ofg

the SAM chip 8 shown 15 in FIG. 9. As shown in FIG. 9, the SAM chip 8
da £pnregiad dyeugh Lnintgrnalhus 904Q apyUnS CRIMENICIYRN 3 can

interface unit 60, external memory communication interface unit 61, bus
weLamble unit 62, random number generation unit 63, 20
encryption/decryption unit 64, storage unit 65, and CPU 66. In the SAM

chip 8 shoya i IG- Jdle 0 iR3MRIE A5 SRAWA ML FIG: 18l BASRS shown
possible to connect a card I/F unit 91 connected fo the internal bus 90 to
A Rre. 12,

Step ST32:

The IC card procedure management task 72 of the SAM
chip 8 authenticates the legitimacy of the IC card 3.

This is processing corresponding to the job Al shown
in ¥FIG. 12.

Step ST33:

The IC card 3 authenticates the legitimacy of the SAM
chip 8.

This is processing corresponding to the job A2 shown
in FIG. 12.

By steps ST32 and ST33, the IC card 3 and SAM chip
8 mutually authenticate each other. This corresponds to FIG.
16cC.

Step ST34:

The IC card procedure management task 72 of the SaM
chip 8 reads and writes data necessary for the procedure
with the IC dard 3.

This is proéessing corresponding to the jobs R and
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reception/transmission unit 92 outside of the SAM chip 8 25 and transfer

data with the IC card 3 by a noncontact system - 77 through an antenna

92a of the RF reception/ transmission unit 92. Second Embodiment The

present embodiment is an embodiment corresponding 5 to the seventh to

ninth aspects of the invention. FIG. 19 is a view of the overall

configuration of a communication system 101 of the present embodiment.

As %hown in FIG. 19, the communication system 101 uses the server

Y03 ¥ BartP1 5 fintel)fatBB RirEdiFESF thebhredBrt 168nvention) , card

reader/writer 104, personal computer 105, ASP (application service

providef) SERSE06 "EA IS (SRX P BRFREHTBR MdBaRTBAR 1 0% Perddnases

com uters Jﬁl61, 1162, and 1163, and authentication units 1171, 1172,

Ant BRI I iRRFihEshdAsef 0 RrthseRsmIRECCe ssing

se Iemerg?%gocessing or other Erocessing for a procedure using an IC

CAFE T83 HR& AR Tifiit 108 HES Aredefitthiamed e 7 IsemiconagaBerm

s]t:%rggg circyit of the gresent invention) and SAM chip 108 '

RS oA LRER TP AR PR LS SoRVdRibhe THE Qravthssiads read
as the_software configuration shown in FIG. 20. As shown in FIG. 20,

B AM Ehip-168 Ass, From the

Step ST35:

As shown in FIG. 16F, the IC card procedure management
task 72 of the SAM chip 8 outputs the processing result of
step ST34 to the ASP server 6.

Step ST36:

For example, the IC card procedure management task

72 deletes the IC card entity data 73 x.

As explained above, according to the communication

system 1, it is possible to generate the IC card entity data

- 73_x for each processing for a procedure occurring with the

IC card 3 and to have the IC card procedure management task
72 use the plurality of IC card entity data 73 x to
simul taneously proceed with processing for a plurality of
IC cards 3.

Further, according to the authentication system 1,
since it is sufficient to store the IC card.enfity data 73 3
actually used for the processing of the IC cards 3 in the
storage unit 65, it is possible to use the storage areas

of - the storage unit 65 efficiently.
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bottom layer toward the top layer, an HW (hardware) layer, 25 OS layer,
lower handler layer, higher handler layer, and - 78 - AP layer in that order.
The lower handler layer includes a driver layer. Here, the AP layer has
application programs AP 1, AP 2, and AP -3 defining procedures using
the IC card 103 by the 5 credit card cgmpanies or other businesses 1151,
1152, and 1153 shown in FIG. 19. In the AP layer, the application

prograr%s éghlérAP Zbggg lP-3 %ndt e hi h%r handler Ig er are
provided betweer them with firewalls W (FreindR Gr e prisefy stem 1,

invention). 10 T AM,chip 108 is,connected thyough a SCSI port, the
e@ %ri\owx)l 1n g:tiGS ASP an %(i“?heéé’ﬁ’é‘ér?egﬁﬁﬁ Bre maéx&ggment

Ethernet, etc. to the sérver To6. IS conn

daioef> e ISNEt 0 (0. PLually Slderning appaas, Ui 8 o o q

personal complter 105 of an end user and personal computers 1

; d bysinesses 1151, 1152. and 1153. The,persopal .
ci:l!'@gdég H@g 2)%8‘: lé%a%%uo% s]ta de?hl%h comé& -Lectl O?Eﬁo%s., it

computer 105, for example, Is connecte ugh a serial por

POTLOA PN tyge&@gd.c{e%ﬂ%r/vgﬁzgé&%lh%faa%eg]dgﬂwﬂ o104 vt

realizes for example wireless communication corresponding fo the

R U AR R R SOOI g e
ﬂ@téﬂa'ﬂ?@ é&ﬂl? EM%teng %igng.’;] e r'ﬂl(.)ergé gr%a,rdit is possible
to eliminate the wait time caused by transfer of data with
the IC card 3 through the Internet 10.

Further, according to the authentication system 1,
the service definition table data describes a name showing
the type of service provided by each business, that is, the
service type element, the number of that service used in
the IC card 3, and the key information used when providing
that service. This is held in the external memory 7. Therefore,
businesses 15_1 to 15 3 not developers of the SAM chip 8
can produce their own application programs for running on
ﬁhe SAM chip 8 by the script programs 21 1, 21 2, and 21 _3
and download them through the SAM chip 8 into the external
memory 7 for customization. That is, without being informed
of key information, operational commands for directly
operating the IC card 3, or other highly confidential

information to the businesses 15 1 to 15 _3, these businesses

can customize their own application programs. Further, when

a business customizes its application program, it does not
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reader/writer 104, personal computer 105, and ASP server 25 106
between them only act to store the commands and response - 79 content
in the data payload portion and relay the same and are not involved in the
encryption or decryption of data, authentication, or other actual
operations in the IC card 103. 5 The fygsinesses 1151, 1152, and 1153
use their personal computers 1161, 1162, and 1163 to produce the

icati roarams AP 1, AP 2. and AP -3 and download the produced
o S Ao Pk R AL s o L O 145, apands.

application programs throug

Jd7endpugh s SAM daip. 1031010 predetgimined storage areas in
' e

the external memory 107. At this time, since usinesses 1151, 1152,

and 11adfengno slatiopayiheach efherthesloieog areas s.o o,

external memory 107 where thé application programs Sn

- d are decided in 15 advance and whether one has.
S%&é@ k}.% gwrg%%qgeiq)tﬂa R‘%O %(éggne Comgllls%lerilﬂ%la gf{h%eeélkl\fgﬁignlng

the right to download to such a storage are

208 Ehrther while e qnplication prqarams AP, 1, é\r%%pg,?gﬁﬁﬁ ¢ orse

being executéed, the firewalls FW restrict the trans ng of data

Among-he RRIGaHIN regrams 29 AR, 1,4P Zegygﬁ%%%{\{g%gqﬂ%@mof

downloading the application"programs AP 1, A

%&1&3}%?%%%&@991&'5]%%&&311;1}1%%%%”%%%%%&%%_@%&@%% IC
card 3 side.

Further, according to the authentication system 1,
by introducing the concept of a data block, the data input
and output with the IC card 3 and the log data can be easily
managed .

FIG. 17 is a functional block diagram showing more
specifically the function blocks of the SAM chip 8 shown
in FIG. 9.

As shown in FIG. 9, the SAM chip 8 is connected through
an internal bus 90 to an ASPS communication interface unit
60, external memory communication interface unit 61, bus
scramble unit 62, random number generation unit 63,
encryption/decryption unit 64, storage unit 65, and CPU 66.

.In the SAM chip 8 shown in FIG. 17, for example as
shown in FIG. 18, it is also possible to connect a card I/F
unit 91 connected to the internal bus %0 to an RF

reception/transmission unit 92 outside of the SAM chip 8

and transfer data with the IC card 3 by a noncontact system



10

15

20

25

authentication with the SAM chip 108, produce the download 25 signature
verification key information, etc. - 80 Next, the components shown in FIG.

19 will be explained. [IC Card 103] FIG. 21 is a functional block diagram

of the IC card 5 103. As shown in FIG. 21, the IC card 103 has an IC
(integrated circuit) 103a provided withya storage unit 150 and processing

unit 151. The storage unit 150, as shown in FIG. 22, has a storage 10

e dahl jt.car r busipess 1151, a .
oron e e - AR e iy oy umie
ggsed by a business 1153. Further, the storage unit 150 stores key
information used for judging the existence of the right to the storage 15

area 158sdokey iesatianysed for judging the access right to the
storage area 155 27, and kéy information used for judging the access right

to the steiags:asear 6o dey dntarmalinis-spselficaly Jsed 8t nding

mutual authentication, encryption and decryption of data, etc. 20 Further,

e sHaage wail tibOuorasddantification sinfarmatian of s, |G gard 103 or
IC card 103 user. Next, the SAM unit 109 will be explained in detail.

[Externgifdempsy 187h view of the overall configuration of a

communication'sjstam 101 of the present embodiment.

As shown in FIG. 19, the communication system 101 uses
the server 102, IC card 103 (integrated circuit of the present
invention}, card reader/writer 104, personal computer 105,
ASP (application service provider) server 106, SAM (secure
application module) unit 109, personal computers iie 1,
116 _2, and 116_3, and authentication units 117 1, 117 2,
and 117_3 to communicate through the Internet 110 and perform
settlement processing or other processing for a procedure
using an IC card 103.

The SAM unit 109 has an external memory 107

{semiconductor storage circuit of the present invention)

and SAM chip 108 (semiconductor circuit of the present
invention} .

The SAM chip 108 has ﬁhe software configuration shéwn'
in FIG. 20.

As shown in FIG. 20, the SAM chip 108 has, from the
bottom layer toward the top iayer, an HW (hakdware) layer,

OS layer, lower handler layer, higher handler layer, and
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FIG. 23 is a view for explaining the storage areas 25 of the external
memory 107. - 81 As shown in FIG. 23, the storage areas of the external
memory 107 include an AP storage area 120 _1 storage area for storing
the application program AP -1 of the business 1151, an AP storage area
1202 for storing the application 5 proggam AP-2 of the business 1152, an
AP storage area 1203 for storing the application program AP -3 of the
iness_1153, an AP mgnagement storage area 121 used by the

A%asfrégé’grroﬁhet ﬁﬁ:/l éﬁgﬁﬁ& and a key information storage area 122.

The ap;ﬂi}cati N program AP-1s ored in the AP storage ,10 area 1201 is
comprisedeon a p urah)a/‘%@g?ggr%ﬁ?’r%’édﬁfé%.l%%%gsg tc§i e RP s 8‘,35‘55-

srea 1301 esiicied b (Ewal Y 1. The sonlatanpragram 42

-2 stored in the AP storagé area 1202'is comprise

QIR gnoglules, ; & cess.in gje AP storage area 1202 is.r H ted b
athe firewall FW Z.ll'hge%%plicatign %rsoglﬁgrlﬁn P%I%toqr[eéd Nt gA épto% g_e¥' he

carsag@%iﬁ&%m;%%&%fsa&@ gg&ye@ %&99@@ s”;%dﬁg '\%% 5 _jlg?%iéo e a

AP storage area 1203 is restricted by the 20 firewa the presént

1§mbadiment, the aboye prggram module is the minimum unit downloaded
forexample from the outside ‘of the SAM unit 109 to the external memory

107. T%ﬂlﬂﬁ@%{P layer, the application programs AP 1, AP 2,
and AP_3 and the higher handler layer are provided between
them with firewalls FW (firewalls of the present invention) .

The SAM chip 108 is connected through a SCSI port,
the Ethernet, etc. to the ASP server 106. The ASP server
106 is connected through the Internet 110 to a plurality
of terminal apparatus including a personal ;:omputer 105 of
an end user and personal computers 116 1, 116 2, and 116 3
of businesses 115 1, 115 2, and 115 3.

The personal computer 105, for example, is connected
through a serial port or USB port to a Dumb type card
reader/writer 104. The card reader/writer 104 realizes for
example wireless communication corresponding to the physical
level with the IC card 103.

The operational commands to the IC card 103 and
response packets f.rom the IC card 103 are generated and
analyzed at the SAM unit 109 side. Therefore, the card
reader/writer 164, personal computer 105, and ASP server

106 between them only act to store the commands and response
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of the program modules forming each application program can 25 be
freely determined by the corresponding business. - 82 Further, the -
application programs AP 1, AP 2, and AP -3 stored in the external
memory 107 are scrambled. They are descrambled when read into the
SAM chip 108. Further, the applicatig programs AP 1, AP 2, and AP -3
5. are, for example, produced by the businesses 1151, 1152, and 115 3

cHsipg.tie persqnal 39@%%@;%936&, ﬁ&%ﬁi%ad P3SN ;LﬂrE'Gsmln% and

and are downloaded through the SA Ip 108 to the external memory

a+ Q7 AGCesRJ8 0% AP HapRgenent $I0Ma06,area @C%Q{%%rigt@d&yta ,
the firewall FW 4. Note that the firewalls FW 1, FW 2, FW 3, and FW 4

aGUHEFRANCLIP;BS fireallsEWeshovwn, I FIG, 20, I D6£P managements. 4

storage area 121 stores the module management data 130 shown in FIG.
184..15 The module management data 130 registers the module names of
the program modules downloaded from the personal computers 1161,

116 2 papd 1163 Kuadvanceandthedayvnjoad, pignatyresverificaiign key

information (download key information of the present invention). 20 That
piSrdownoadaia.Riopramgoqule s gllgwed condlitional en the-madule the

management data 130 having the downhload signatur€ verification key
aBHaRANO e PO Gt Ab2GVARGL 2, and AP 3 and download the
produced application programs through the authentication
units 117 1, 117 2, and 117 3 through the SAM chip 108 to
predetermined storage areas in the external memory 107.

At this time, since the businesses 115 1, 115 2, and
115 3 have no relation with each other, the storage areas
in the external memory 107 where the application programs
APH}, AP 2, and AP 3 can be downloaded to are decided in
advance and whether one has the right to download to such
a storage area is verified by the SAM chip 108.

Further, while the application programs AP 1, AP 2,
and AP_3 are being executed, the firewalls FW restrict the
transfer and viewing of data among the application programs
AP 1, AP 2, and AP 3.

When downloading the application programs AP 1, AP_Z,
and AP 3 to the SAM chip 108, the authentication units 117.1,
117 2, and 117_3, as explained later, parfotm mutual

authentication with the SAM chip 108, produce the download

signature verification key information, etc.
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Further, the module management data 130 has the module 25 names of
the program modules executed by the SAM chip 108 83 and the
execution signature verification key information registered in it. That is,
the right for a program module to be executed by the SAM chip 108 is
obtained conditional on the module Bdomanagement data 130 having the
execution signature verification key information registered in it in advance.

The megle managenapisiala £30 23 800WR IFES. 24 shows ihe

correspondence of the firewall number of the firewall restricting access to
ethe1Rrogeam module (firewall 10 identification information of the present
invention), start address, address length, download signature verification
key infqrigatian. gxeeuipn signature verification key information, and
module name for each program module of the application programs AP 1,

AP 2, anctzAP2 38 stered ipdhe A4S sleyagelaredsd2@h 02%eedi2Qdrd

Here, the firewall number shows the number of the firewall by which
18acess to that program module is restricted. The start address shows the

start address of the 20 storage area for which access is restricted by that

firewall sThhaderess length showsdhe addressdanatbpithe starage

area for which access is restricted by that firewall. The download

(sigbalre vedficationdey) infematofovided with a storage unit 150
and processing unit 151.

The storage unit 150, as shown in FIG. 22, has a storage
area 1551 used by a credit card company or other business
115_1, a storage area 155 2 used by a business 115 2, and
a storage area 155 3 used by a business 115 3.

Further, the stora@e unit 150 stores key information
used for judging the existence of the right to the storage
area 155 1, key information used for judging the access right
to the storage area 155 2, and key information used for
judging the access right to the storage area 155 3. That
key information is specifically used for mutual
authentication, encryption and decryption of data, etc.

Further, the storage unit 150 stores identification
information of the IC card 103 or IC card 103 user.

Next, the SAM unit 109 will be explained in detail.

[External Memory 107]

FIG. 23 is a view for explaining the storage areas

of the external memory 107.
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is the key information used for the signature verification 25 performed
when downloading a program module through the SAM 84 - chip 108 to
the external memory 107. The execution signature verification key
information is used for verifying the signature information givento a
program module when executing thagprogram module by the 5 SAM chip
108. In the present embodiment, for example, each program module is

given s re information showing its_legitimacy. When that progra
%g.p%tgo%fn ?E@ £? tgne chgra é]r OP ﬁﬁe %x&rnal

module has been ifh%ity modifiéd or tamperegﬁvi e possible to'use

cyfign sSignatdre werification key information tpverify that 10
. _ |

maﬁo@g _
signature information to confirm the?egl macy or that program maodule.

e&he madule page s fhe. nameassign o%tggt RRg§am ¢m g'%lt{ggxﬁeezs

information storage area 122 stores the encrypted key informa

1¥bused whelpaceessingtg, slorag aseg 15,9l the 1C,qard 103,shown
in F1IG. 22 by execution of the application program APgl, the e c?ypte B

pkyinforpation &%gsggm%g@%a%ﬁiaqt@%%(ﬁag@oaggﬁelééégf 1% 3

IC Card 103shown in FIG. 22 by execution of 20 the application program —

£6P 2 andithg emav'pg%gmai@f%w?éga&&:&é weedwhen gecessing e,

storage area 1553 of the IC card 103 shown FIG. 22 by execution of the
lﬁagg:,attlﬁp R@g{%é&lsent storage area 121 used by the manager

of the SAM chip 108, and a key information storage area 122.

The application program AP 1 stored in the AP storage
area 120 1 is comprised of a plurality of program modules.
Access to the AP storage area 120 1 is restricted by the
fiz;'ewall FW 1.

The application program AP 2 stored in the AP storage
area 120 2 is comprised of a plurality of program modules.
Access to the AP storage area 120 2 is restricted by the
firewall FW_2.

The application program AP 3 stored in the AP storage
area 120 3 is comprised of a plurality of progr.;am modules.
Access to the AP storage area 120 3 is restricted by the
firewall FW_3.

in the present embodiment, the above program module
:is the minimum unit downloaded for example from the outside
of the SAM unit 109 to the external memory 107. The number
cf Ehe program modules forming each application program can

be freély determined by the corresponding business.
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The key information K Cl, K_C2, and K -C3 are encrypted 25 by the key
information K -X. - 85 Access to the key information storage area 122 is
allowed only by the manager of the SAM chip 108. [SAM Chip 108] FIG.
25 is a functional block diagram of the SAM chip 5 108 shown in FIG. 19.
As shown in FIG. 25, the SAM chip 1§8 has an ASPS communication
interface unit 160, external memory communication interface unit 161,

bus scrgm% git thiZ Si ture processing unit 1 uthentication
processing 10gun'|t 162, %ﬁ%n@‘pﬁé‘n/h‘é‘érﬁ?ﬁt‘i’(ﬁfﬁﬁf ,8‘%1‘0r%f‘g‘;)eféuhit'=1 5.16’61}1)—3

FULCRY, 16¢the SAM chip 108 is a t r-resistant mqdule '_I'h
ASPS communication ?n]?elr?gcén anit 180°is an“in erfa%’faallfgjedfl of m%%?gn& re

pytahdata with.he ASP %%%grvgﬁéogégog@ {0 FJGg19. The external

memory communication interface unit 161 i1s an Interface used for input

and oupu- pf,data wifh f%@é@éﬁem}%{%s% uszﬁsraé“%en%igﬂp 3

162 scrambles output dafa and 20 descranibles input-dafa when'inpu ng—

agd ogtpuitling, ol tfethVBE%&'&%SXW%@%%L‘E«Q@&%”iE?@Ori, 115 2,
interface unit 161. The signature processing unit 163 as explained’later —
and 115 3 using the personal computers 116_1, 116 2, and
116_3 shown in FIG. 19 and are downloaded through the SAM

chip 108 to the external memory 107.

Access to the AP management storage area 121 is
restricted by the firewall FW 4.

Note that the firewalls FW 1, FW 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 20.

The AP management storage area 121 stores the module
management data 130 shown in FIG. 24.

The module management data 130 registers the module
names of the program modules downloaded from the personal
computers 116 1, 116 2, anci 116_3 in advance and the download
signature verification key information (download key
information of the present invention).

That is, download of a program module is allowed
conditionél on the module management data 130 having the
download signature verificaéion key information registered
in it in advance.

Further, the module management data 130 has the module

names of the program modules executed by the SAM chip 108
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produces a signature and verifies a signature when 25 downloading an
application program through the Internet 110 - 86 in the external memory
107 and when executing the application program. The authentication
processing unit 164 as explained later performs mutual authentication
with the other party 5 when downloagling-an application program through
the Internet 110 to the external memory 107. The encryption/decryption

AWl 192 COGYRERGRIR and, deeypls gacrypled dala, The storage unit 166
for example stores the key™10 information K _Xafor 8ecryp§l’ng the rfe“i/

Aofpraation K €, K2, and K C3 stored in the key information storage
area 122 of the above-mentioned external memory 107. The CPU 167

executeg,ias k:‘.;@,s exel %%Ci;lé‘t%gaﬁeﬂ rgﬁgagﬂelggﬂ ﬂn%g Hg%g Bllcuted

(program of the present invention) 15 and éxecutes a designate

bPRiaticRRr AR HRrcorance, Wb exesutign obineasls: fI- 8 dfi1e

a view for explaining the tasks executed by the CPU 167. As shown in

B AGndha CELLL6T Syequles Mae dawnload 2@ fask 110, sysigrtask

171, AP task 172 (program of thepresent invention), and settlement

vRipEeseing fainglpskddS-Ahe downjoar task 149, 25 explainedlataly ce .
performs processing for downloading tan application program from

The module management data 130, as shown in FIG. 24,
shows the correspondence of the firewall number of the
firewall restricting access to the program module (firewall
identification information of the present invention}, start
address, address length, download signature verification
key information, execution signature verification key
information, ana.module name for each program module of the
application programs AP 1, AP 2, and AP 3 stored in the AP
sﬁorage areas 120_1, 120_2, and 120_3.

Here, the firewall number shows the number of the
firewall by thch access to that program,modﬁle is
restricted.

The start address shows the start address of the
storage area for which access is8 restricted by that firewall,

The address iength shows the address length of the

storage area for which access is restricted by that firewall.

The download signature verification key information

" is the key information used for the signature verification

performed when downloading a program module through the SAM
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outside of the SAM unit 109 through the SAM chip 108 to the 25 external
memory 107. - 87 The system task 171 is a task for performing driver
management, operations unique to the IC card 103, and other
processing. The AP task 172 comprehensively manages the execution 5

of the application programs APP1, AR &£, and AP-3 performed when the
SAM chip 108 receives a processing request from the ASP server 106 or
%Isew e qutside of the SAM chip 108. T ttlement processing
ol |ﬂ2§£l%f73 gcﬁg%avﬁﬁ%fg O!F?ﬁneogb'ptl‘%% ion programs AP 1, AP 2,

and ARp3.t0, }%gcl{lsgiwheg {or exam e!e ‘;he S il g@iﬁ?}lo receji\r/&soa tion
processing request refating 1 e 1G card 103 from the ASPYserver 106.
.Next. exapples of the operatign of the communication system 101 will b
lexplained. [Ope?gt%"r% o:? ov%/_'n 3agiﬁa%ﬁ§?orﬁxtjé?r%ﬂér§ﬁ6?ﬁ 15FIG, 27°

is gl \Q(anrﬁtf r§>épla{{1irglg the o, e{\:rationt%f OngnIoadin an lication
aps%gr m AP -f r%m tﬁqe Sers%}rﬁglc co%n?)%ter PleFshows in E?éo‘@getaoé gthe
sexieal memery 197 .mte 1_STl.Ql;tTh%]p rsonal gomputer 1161 shown

in FIG. 1€]transmits 20to %eeégAlel chip 1§(§§"am§51wﬁlo§8rreaﬁ{3§ntp§e’ sach

des 'gggi%@‘glnéo %Ie name of each Lrogram oduletto be downloaded
pthr?)]lugh the authen%caf’fg"n unit ii%‘.asfép STioz o on showing Tes

legitimacy. When that progiam module has been illicitly

modified or tampered with, it is possible to use the execution
signature verification key information to verify that
signature information to confirm the legitimacy of that
program module.
The module name is the name assigned to that program

module.

The key iﬁformation storage area 122 stores the
encrypted key information K Cl used when accessing the

storage area 155 1 of the IC card 103 shown in FIG. 22 by

" execution of the application program AP 1, the encrypted

key information K C2 used when accessing the storage area
155 2 of the IC card 103 shown in FIG. 22 by execution of
the application program AB_Z,‘and the encrypted key
information K_C3 used when éccessing-the storage area 155 3
of the IC card 103 shown FIG. 22 by execution of the
application pxogram AP 3.

The key information K__Ci, K €2, and K _C3 are encrypted

by the key information K X.
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The download task 170 running on the SAM chip 108 shown 25 in FIG.
26 performs mutual authentication with the - 88 authentication unit 1171
connected to the personal computer 1161. Further, when each others
legitimacy is confirmed by the mutual authentication, the processing of
step ST103 is performed. 5 Note thaj;in the present embodiment, it is
possible to use various techniques as the technique for that mutual
authentjcation, bgt for exa gle the following technique is used. Both of
the auth€ntication uni }ﬁ;{ Ind BARFRAIF 28 108 0P RicAtfcatiue 15
aif orvrpéslgonxgt){ th%SA ghigaloa?,ethat |€: '5: e SéM ID, and the mutual
authentication'master key intonmation. Further “the sUtAEntfcation unit

1171 e tsthe ' D by the mutual authentication master key
information 15 and transmits it to the SAM chip 108. The SAM chip 108

decryp e rggeived_encr d SA by the,mutual authenticati .
master key an cér%p%r%%ﬁgv%hofhaelyls% it%%)?&ri%“elﬁ %If%lﬁcé)é]lé,ﬁhlp

fir he legitimac the authentication unit 1171. Further, reverse to
159 ERIS e 180'EacY é’ !
t |s,?he é&l\ﬂ'chlp 108 ; encrypts the SAM ID by the mutual

e B P IO SR o
cLaelvef-gueyRtethealeRly i wuiu aulienticatign mastsr ey
communication interface unit 161, bus scramble unit 162,
signature processing unit7163, authentication processing
unit 164, encryption/decryption unit 165, storage unit 166,
and CPU 167.

The SAM chip 108 is a tamper-~resistant module.

The ASPS communiéation interface unit 160 is an
interface used for input and output of data with the ASP
server 106 shown in FIG, 19.

The external memory communication interface unit 161
is an interface used for input and output of data with the

external memory 107.

The bus scramble unit 162 scrambles output data and

‘descrambles input data when inputting and outputting data

through the external memory communication interface unit
161.

The signature processing unit 163 as explained later
produces a signature and verifias a signature when

downloading an application program through the Internet 110
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and compares it with the SAM ID it holds itself. If matching, 25 it confirms
the legitimacy of the SAM chip 108. - 89 - Step ST103: The download task
170 judges whether each module name designated by the download
request at step ST101 is registered in the module management data 130
stored in the S AP management storgge area 121 of the external memory
107. Step ST104: The download task 170, when judging at step ST103

.that it is_not registered, end rqcessing withouyt performing the .
oo ST AL RSO e e T O HgtS AR phon
thegprocessing of step ST105. Step ST105: The authentication unit 1171
rogram

encrypts the SAM ID as plain text using the AP master key KEY-A to

generaig (e, JoWlaad S9aa & YHICAIOR Ly 1o IRIOL 1% B ISl e
it transmits tﬁat ownload signature verlflcatlgn ey Information or

signature information  produced.using that download, signature verificati
1 Producedyysing that d d. 31993 ¥%é£?é8@t
e)c/_'3 ‘information to the SAM (ﬁﬁlp 108. éfeab ST106: 20 The download task ¥

whL3, 4bgn Teceiving e dawsload. snaluseilalen oy HRAGA e o
at step T 0 ,juél es Ift grecelve ownload signatureverification key
1%or%atiggem%t§c:gg§: ylvgf tgguggwlq@ﬁignature verification

The encryption/decryption unit 165 encrypts data and
decrypts encrypted data.

The storage unit 166 for example stores the key
information K X for decrypting the key information K C1,
K €2, and K C3 stored in the key information storage area
122 of the above-mentioned external memoxry 107.

The CPU 167 executes tasks as explained later based
on a predetermined program (program of the present invention)
and executes a designated application progré.m in accordance
with execution of the tasks.

FIG. | 26 is a view for explaining the tasks executed
by the CPU 167.

As shown in FIG. 26, the CPU 167 executes the download
task 170, system task 171, AP task 172 {program of the present
invention), and settlement processing routine task 173.

The download task 170, as explained later, performs
processing for downloading tan application program from

outside of the SAM unit 109 through the SAM chip 108 to the

external memory 107.
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key information of the corresponding module name in the 25 module
management data 130. - 90 Further, the download task 170, when
receiving the signature information at step ST105, uses the download
signature verification key information of the corresponding module name
in the module management data 130gt® judge the 5 legitimacy of that
signature information. Step ST107: The download task 170 proceeds to

the proggssing of e&g{%ﬁﬂheﬁ; udging 'ﬂa%@,?{g%%tgg,l&aéa? griver

ST106 or when judging t e signature informatio timat

and sads.he processing Ja otherscases, Step ST108; Th nload fas
m170 gpec,ifies ttf%gaddress In thenle?a\fig}n{é n?glrﬁo%plﬁ%(grge%\génaﬁg t%gher
p@géggglilgéwgme designated at step ST101 by viewing the module

management 15 data 130 and downloads the program module from the

persongj, CoOmPyieL lllﬁél‘éoégﬁﬁggﬁ@ﬁ d J‘?@giﬁﬁﬁgg ﬁlﬁ%gxﬁgalexecu tion

memory 107. [Operation for Execution of AppliCation Program] FIG. 28 is

o2 flenechaytior sxplpining fhg ppatation 20 ypvhich thg W§I.é%_”9%med

shown in FIG. 19 executes thg application program AI_D -1. Step STill:
wlé\él«?néﬁs %M C@iﬁﬁoﬁﬁ%%\@eQG%%eétﬁ%%ggg%% request from

the ASP server 106 or elsewhere outside of the SAM chip 108.

The settlement processing routine task 173 decides
which of the application programs AP 1, AP_2, and AP 3 to:
use when for exainple the SAM chip 108 receives a processing
request relating to the IC card 103 from the ASP server 106.

Next, examples of the operation of the communication
system 101 will be explained.

[Operation for Downloading AP to External Memory]

FIG. 27 is a flow chart for explaining the operation
of downloading an application program AP 1 from the personal
computer 116 1 shown in FIG. 19 to the external memory 107.

Step ST101:

The personal computer 116 1 shown in FIG. 19 transmits
to the SAM chip 108 a download request designating the module
name of each program module to be downloaded through the
authentication unit 117 1.

Step 8T102:

The download task 170 running on the SAM chip 108 shown

in FIG. 26 performs mutual authentication with the
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of the application program AP -1 for example from the ASP 25 server
106, the AP task 172 shown in FIG. 26 executes the - 91 - processing of
step ST112. Step ST112: Before the AP task 172 executes a program
module of the application program AP 1, it can obtain execution 5
signature verification key informationggprresponding to the module names
of the program module by referring to the module management data 130.

ani@Pen ti 3 NGARPE Y2 YSg5ihe Sxaa N Signalre 10, fg]iéeiglga%er

key information obtained at step ST112 to verify ‘thg Iggltlmapy of
15ignal integpafian of that progam Seedule. TRatis.hidges F e, ¢; rmeq

program .module has been illicitly altered or tampered with. 15 Step

be | ihd WhendbeAR frskelit. erifies atriep nddd340althes Signglurery o3
Information is legitimate, it proceeds to the processing of step ST115,

i While wheprdligdges it is not legitimate, it ends the processing. 20 Step
ST115: The AP task 172 executes the program module for which the

signatug #fognaiion Pas peendudaed o badrgitimate: Note hatdhgsibie
program module may also be executed
to use various techniques as the technique for that mutual
authentication, but for example the following technique is
used.

Both of the authentication unit 117 _1 and SAM chip
108 hold identification information of the SAM chip 108,
that is, the SAM ID, and the mutual authentication master

key information.

Further, the authentication unit 117 1 encrypts the

'SAM_ID by the mutual authentication master key information

and transmits it to the SAM chip 108. The SAM chip 108 decrypts
the received encrypted SAM ID by the mutual authentication
master key and compares it with the SAM ID it holds itself.

If matching, it confirms the legitimacy of the authentication

unit 117 1. Further, reverse to this, the SAM chip 108

encrypts the SAM ID by the mutual authentication master key
information and transﬁits it to the authentication unit 117_1.
The authéntication unit 117 1 decrypts the received
encrypted SAM ID by the mutual authentication master key
and compares it with the SAM ID it holds itself. If matching,

it confirms the legitimacy of the SAM chip 108.
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by the CPU 167 shown in FIG. 25 as a subroutine in the program. 25
[Operation During Execution of Application Program] - 92 FIG. 29 is a

view for explaining the operation for execution of an application program.
Step ST121: When the AP task 172 executes a code in a program module

5 through the processing shown inFis. 28, it judges whether the code to

be executed next is a code instructing data transfer or data viewing with
anotheg,progr dule. Step ST122: When the AP task 172 judges that
the coc?é%%%eg lgJ)‘zLerHcgu’[ed 10 next does not instruct data transfer or data
viewingyith janother Rroura. glpdjule, it proceeds.to the processing of

step ST124, while whenql%jﬁgées thgf&l‘tiggess‘i%ls r%}(l:?ﬁée %%%é‘i"ﬁ%%&&?m €
dOdNELaLeRIP ShYPRSTIR2, S RTA28 13 The AP lapkdly2

exec%tes tha’?éyoiie. Step ST122:§T%%g\\5etsésk?L 2?§re gxﬁéi(l%]lpezfﬁ)r.ms
QIIQTesessing \withot 1Li‘lting that code, Next, th erq_!l one gtlon th
ro the communication ngystemmlgfgﬁgv?/ﬁ?n g?(%élgz\?vlll Be%xﬁfglﬁgq. e

AE'%&%E&&@W f:9£§%%%%“gg'ége 95?%';‘.0 HE rgti%%%%i%l memory 107.

communication system shown In FIG. 19. Step
Step ST104: '

The download task 17Q, when judging at step ST103 that
it is not registered, ends the processing without performing
the download processing, while when judging that it is
registered, performs the précessing of step ST105.

Step ST105:

Tﬁe authentication unit 117 1 encrypts the SAM_ID as
plain text using the AP master key KEY-A to generate the
download signature verification key information.

Further, it transmits that download signature
verification key information or signature information
produced using that download signature verification key
information to the SAM chip 108.

Step STI106:

The download task 170, when receiving the download
signature verification key information at step ST105, judges
if the received download signature verification key
information matches with the download signature verification
key information of the corresponding module name in the

module management data 130.
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The businesses 1151 to 1153 or a party requested 25 by these
businesses produces the application programs AP 1, 93 AP 2, and AP -3
for enabling the businesses to perform processing relating to transactions
performed using the IC card 103 on the personal computers 1161, 1162,
and 1163 shown in FIG. 19. 5 Furthergthe manager of the SAM chip 108
generates the module management data 130 shown in FIG. 23,

scrambieg, a1 sgfes fapifis.edemalmamey (SR ST152uINen
application programs AP 1, AP 2, and AP -3 are 10 downloaded through

JQaQQHE¥QC§W¥$Hﬂg%}&Z;'%ig%e m%%%ﬁ%ﬁogkgg[¥%§9%%wnload

computers 1161, 1162, and 1163 to the SAM chip 108. At this time, the

Jrgeessine exRiAnad-ueng, iz 24 ¢ Berawaed; 13 I6R L3R If6nding
user is issued the IC card 103. As shown in FIG. 22, the storage unit 150

408 IC n 10832 PLNEIIC £l Q3 RloRes;RKkAY IRIAEDAIOR UssdfAlige the

transactions by the user with the contracting business. 20 Note that, the ,

14561 angd Augipess,Tay Alspqenglude agonitad though the Internet
110 etc. aftér issuance of the IC card 103. Step ST134:

Step ST107:

The download task 170 proceeds to the processing of
step S5T108 when judging that they match at step STi06 or
when judging that the signature information is legitimate
and ends the processing in other cases.

Step S5T108:

The download task 170 specifies the address in the
axﬁarnal memory 107 corresponding to the module name
designated at step ST101l by viewing the module management
data 130 and downloads the program module from the personal
computer 116 1 to the specified address on the external
memory 107.

[Operation for Execution of Application Program]

FIG. 28 is a flow chart for explaining the operation
by which.the SAM chip 108 shown in FIG. 19 executes the
application program AP 1.

Step STI111:

When the SAM chip 108 receives a request for execution
of the application program AP 1 for example from the ASP

server.loﬁ, the AP task 172 shown in FIG. 26 executes the
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For example, when the user uses the personal computer 25 105 to
access the server 102 through the Internet 110 to - 94 try to purchase a
product, the server 102 sends a processing request through the Internet
110 to the ASP server 106. The ASP server 106, when receiving a
processing request from the server 192, accesses the personal computer
105 5 through the Internet 110. Further, the processing request for the IC

pedl)3iisguest by the, casshreader/writer 104 is transmitted through the
personal computer 105, Internet 110, and ASP server 106 to the SAM

chip 108 Stery$Ti13%: 10 The SAM chip 108 selects an application
program by the settlement processing routine task 173 in accordance

with theprecessingd efresereived abstopu b3k ape Rxesntasdidlie of
selected application program. The processing explained using FIG. 28

taed Elfp13%:albiinthg Lxgertiomef that applisatiospeagiamezdieition
performed. Step ST136: The SAM chip 108 outputs the result of execution

sebthacapplicationaregianaionby ATt senee 6. 20Aseiaaedabayeshe
according to the communication system 101, as explained using FIG. 27,

nSia6e &a DA HPEARG SRR ABRIECBEOR RET+1ikglidliReanddule
1173 to authenticate the downloader of the application program

management data 130.

Step ST113:

"The AP task 172 uses the execution signature
verification kéy information cbtained at step ST112 to verify
the legitimacy of the signal information of that program
module.

That is, it judges if the program module has been
illicitly altered or tampered with.

Step ST114:

When the AP task 172 verifies at step ST113 that the

4

signature information is legitimate, it proceeds to the

. processing of step ST115, while when it judges it is not

legitimate, it ends the processing.

Step ST115:

The AP task 172 executes the program module for which
the signature information has been judged to be legitimate.

Note that, the ?rogram module may alsoc be executed
by the CPU 167 shown in FIG. 25 as a subroutine in the program.

[Operation During Executiocn of Application Program]
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and allows the download of the application program only to 25 an
authorized storage area in the external memory 107, it - 95 is possible to
prevent an unauthorized party from illicitly exchanging or tampering with
an application program in the external memory 107. Further, according to
the communication system 101, 5.when the SAM chip 108 runs a plurality
of application programs, since data transfer and data and code viewing

amongFalQPIic jon programs are. restricted by the firewalls FW 1, FW 2

and FW 3, it isa %%gglb e tg$?gve%rﬁ%rgé?s%?n%n# é’a(%\ﬁgpﬁﬁjc?aﬁ%ﬁlon tox

SRIogram of;}orp) Peglrg iIIicit%ir&[gﬁg&eﬂd W;:th 19 or tampered with by another
application program.%lfjrr)t er, itis po?sd?lg to iImprove the confidentiality of
each applicatiqn program. Further, according to the communication
system 101, as explained using FIG. 28, when executing an application

15 program, %&‘?ﬂﬁ’@gﬁ) ftff%@%&%@@?%%%B&%ﬁgﬁﬁ%%% module

tampered with, it is possibleto avoid identity oro acts

chazsilan endlighiy Jampercd with. APulicaion pragram. Fyiher. o ﬁhegher

according to the communication system 101, 20 by comprising eac

£ABPISAHEN PLOYAMLBY. & WAl QI Program madu '?%'sigéu‘%go?fi%e Bita

download to an external memory 107 In units of program modules.

tggﬁg%reécggdgyt@ KUE&QHHBUWS%OQ%%E@J %ogram module.

Step ST122:

When the AP task 172 judges that the code to be executed
next does not instruct data transfer or data viewing with
another program module, it proceeds toe the processing of
step ST124, while when it judges that it does instruct the
same, proceeds to the processing of step ST123.

Step ST123:

The AP task 172 executes that code.

Step STi24:

The AP task 172 for example performs error processing
without executing tﬁat code .

Next, the overall operation of the communication
system 101 shown in FIG. 19 will be explained.

FIG. 30 is a view for explaining the overall operation
of the communication system 101 shown in FIG. 189.

Step STI131:

The businesses 115 1 to 115 3 or a party requested

by these businesses produces the application programs AP 1,
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by performing the usual scrambling on the highly confidential 25 key
information used for operations on an IC card 103 to - 96 encrypt it and
storing it in the external memory 107, it is possible to improve the security
level of that key information. Further, according to the communication
system 101, 5 since the application @fdgram performs encryption and
decryption at the time of code access by a bus scramble function, it is
AFoszibleteipraveBt b AppheaiDing ogrRMbsiekackindhe exterpalipempry
107 from being illicitly analyzed etc. while halting the processing of the
p3ANechipni) 163aklGhBltis a functisaaliRiack giagrapsbe\WiRd MPrene IC
specifically the function blocks of the SAM chip 108 shown in FIG. 25. As
cshaivil 1BFHG. 3h<he SAddhip deRjseennectack 15, thiaugheaniniemale 3
bus 190 to the ASPS communication interface unit 160, external memory -
sbowmuincalfldd inté&ace unit 161, bus scramble unit 162, encryption
/decryption unit 165, storage unit 166, and CPU 167. Part of the functions

of the Sgnathrecprotbesingniade?0 463 end BRRERICHEON PBOCRSSHG tes
unit 164 shown in FIG. 25 are realized by, for example, the CPU 167. In

tire B8ANLIRpHAB:shawmin Ee3811 far extasaple s Bigwnin FIGc32anbles
is also possible to connect the card
it, and stores it in the external memory 107.

Step ST132:

The application programs AP 1, AP _2, and AP 3 are
downloaded through the authentication units 117 1, 117 2,
and 117_3 from the perscnal computers 116 1, 116_2, and 116_3
to the SAM chip 108.

At this time, the processing explained using FIG,!27
is performed.

Step ST133:

The user is issued the IC card 103.

As shown in FIG. 22, the storage unit 150 of the IC
103a of the IC card 103 stores the key information used for
transactions by the user with the contracting business.

Note that, the user and a business may also conclude
a contract through the Internet 110 etc--after issuance of
the IC card 103. |

Step ST134:

For example, when the user uses the personal computer

105 to access the server 102 through the Internet 110 to
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J/F unit 191 connected to the internal bus 190 to an RF 25 reception/
transmission unit 192 outside of the SAM chip 108 97 and transfer data
with the IC card 103 by a noncontact system through an antenna 192a of
the RF reception/transmission unit 192. Third Embodiment 5 The present
embodiment is an embodiment correésponding to the 10th to 12th aspects
of the invention. FIG. 33 is a view of the overall configuration of a
tegmeaupicatiba systeprodweitheiiteseate@mboninesbiisSRopRdRddEing
33, the communication system 201 uses 10 a server 202, IC card 203,
reafdaeadetweief2 0dhpemotakcomputer 206, AP AamplisaticnR: senice.
provider) server 206, SAM (secure application module) unit 209, personal
computetie 2481s&#62rantlel]l 6B ecandeariianingtwpubie2tihgMadPuest
and 2173 to communicate through the Internet 210 15 and perform
feeftiendent pracessinl@ ptherdarasessinfiéopapsoceduressingtiae |COS
card 203. The SAM unit 209 has an external memory 207 and SAM chip
tB@Subie SAY EhipOBdtasithe safinarbeopfigliatiprsbewnidd inrbiffiest
34. As shown in FIG. 34, the SAM chip 208 has, from the bottom layer
ftowvattt ¢h@ tpeaydr; B3H NS hasdwhage) dayerc 8 |ayesdewtwhandler 104
layer, higher handler layer, and
is transmitted through the personal computer 105, Internet

110, and ASP server 106 to the SAM chip 108.

Step ST135:

~The SAM chip 108 selects an application program by
the settlement processing #outine task 173 in accordance
with the processing request received at step ST134 and
executes that selected application program.

The processing explained using.FIG. 28 and FIG. 29
in the execution of that application program is then
performed.

Step ST136:

The SAM chip 108 outputs the result of execution of

- the application program to the ASP server 106.

As explained above, according to the communication
system 101, as explained using FIG. 27, éince the SAM chip
1087usas the authentication units 117 1, lljmz,.and 117 3
to authenticate the downloader of the application program
and allows the download of the apélication program only to

an authorized storage area in the external memory 107, it
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AP layer in that order. 25 The lower handler layer includes a driver layer. -
98 Here, AP layer includes application programs AP 1, APP2, and AP-3
defining procedures using the IC card 203 by the credit card companies
or other businesses 2151, 2152, and 2153 shown in FIG. 33. 5 In the AP
layer, the application programs APi?AP-2, and AP-3 and the higher
handler layer are provided between them with firewalls FW. The SAM
1 sChips20ibeconngoted direugh &8 pars iba Hhemptrelenta e ASP1y
server 206. The ASP server 10 206 is connected through the Internet 210
exigha pluiakiyof teamipakapparailse sdncluppithe peeso st cgphtan? e
of the end user and personal computers 2161, 2162, and 2163 of the
exlvgsinedseseRitxid 2162, and 2153. The personal computer 205, for
example, is connected 15 through the serial port or USB port to a Dumb
type dard tieader/aciten2Dh g heccart ec adentwiité-3®4 cealiggs fem 101,
example wireless communication corresponding to the physical level with
white Qe HHLOBITheWhenatiormpdomabitly tofhepitldard 203anddhe-ams ,
20 response packets from the IC card 203 are generated and analyzed
sipg¢halSp tna@beidenktheiefore ahd cardiaeadevurigr 284ngersonal
computer 205, and ASP server 206 interposed between them only act to
apptbicdtd conpraydsams are restricted by the firewalls FW 1,

FW 2, and FW_3, it is possible to prevent processing of each
application program from being illicitly interfered with
or tampered with by another application program. Further,
it is possible to_improve the confidentiality of each
application program.

Further, according to the communication system 101,
as explained using FIG. 28, when execuﬁing an application
program, by verifying wﬁether tha£ application program is
being tampered with, it is possible to avoid.idegtity theft
or other illicit acts based on an illicitly tampered with
application program.

Further, according to the communication system 101,

by comprising each application program by a plurality of

‘program modules, it is possible to download to an external

memory 107 in units of program modules.
Further, according to the communication system 101,

by performing the usual scrambl_ing on the highly confidential.

key informatiocn used for operétions on an IC card 103 to
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or response contents in data payload portions and relay the 25 same.
They are not involved in the encryption or decryption 99 of data,
authentication, or other actual operations in the IC card 203. The
businesses 2151, 2152, and 215_3 use the personal computers 2161,
2162, and 2163 to produce the appfi€ation 5 programs AP 1, AP 2, and
AP -3 and download the produced application programs through the
engattyentidaticmdnitstbdn g2 HA2 1 andid 73:anshthaqugh=theSANITh|p it
208 to predetermined storage areas in the external memory 207. At this
i stiplessiibd¢hebusinpsses=2 15l 24&2pandyl (L2153 have hbaslakiey with
each other, the storage areas in the external memory 207 where the
ingppcationprograms AP 1, AP 2, and AP -3 can be downloaded are
predetermined. Whether they have the right to download to those storage
areastlewehified bytioe SAM ghip? 08 & Sdeumthen itha ttiarsferaaitene wihy ,
of data among the application programs AP 1, AP 2, and AP -3 are
sirestrictbe Bpihbifretvais At ddeaauthentcation e 2AFLian72ndnd
2173, as explained later, perform mutual authentication with the SAM
dechiprPObopreducthdovinioad sifnatde 28akeifisation keymforaratianbate.
when downloading application programs AP 1, AP 2, and AP 3 to the
fugadiohip 208iNenttiad bdmpbnenteshavin anFiprd3iwdltifeon program

stored in the external memory 107 from being illicitiy
analyzed etc. while halting the processing of the SAM chip
108.

-FIG. 31 is a functional block diagram showing more
specifically the function blocks of the SAM chip 108 shown
in FIG. 25. |

As shown in FIG. 31, the SAM chip 108 is connected
through an internal bus 190 to the ASPS communiéation
interface unit 160, external.memoxy'communication.interface
unit 161, bus scramble unit 162, encryption/decryption unit
165, storage unit 166, and CPU 167.

Part of the functions of the signature processing uﬁit

163 and authentication processing unit 164 shown in FIG.

. 25 are realized by, for example, the CPU 167.

In the SAM chip 108 shown in FIG. 31, for example as

shown in FIG. 32, it is also possible to connect the card

I/F unit 191 connected to the internal bus 190 to an RF

.receptiou/transmission.unit 192 outside of the SAM chip 108
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explained. 25 [IC Card 203] - 100 FIG. 35 is a functional block diagram of
the IC card 203. As shown in FIG. 35, the IC card 203 has an IC
(integrated circuit) 203a provided with a storage unit 250 5 and
processing unit 251. The storage unit 250, as shown in FIG. 36, has a
storage area 2551 used by a creditdcard company or other business
2151, a storage area 2552 used by a business 215 2, and a storage area
andObased Sy alysineser’thd rdrthgkdhecd) SIPradesHibar sloreg s tem
key information used for judging the existence of a right to the storage
thal®@agibbad, keydaiwamaton used {ordutging aBseess fighbiedhe ssion
storage. area 2552, and key information used for judging an access right
untDdhe storage area 2553. That key information is 15 specifically used for
mutual authentication, encryption and decryption of data, etc. Further, the
storagehuri 2 Bastdesda: identification information of the IC card 203 or
. the user of the IC card 203. 20 Next, the SAM unit 209 will be explained
in detaihe[pXeswml &/ enibsd2Aénitd G .s341s anted faievplaibingtbponding
storage areas of the external memory 207.
to the 10th to 12th aspects of the invention.

FIG. 33 is a view of the overall configuration of a
communication system 201 of the present embodiment.

As shown in FIG. 33, the communication system 201 uses
a server 202, IC card 203, card reader/writer 204, personal

compu.ter 205, ASP (application service provider) server 206,

SAM (secure application module) unit 209, personal computers

216_1, 216 _2, and 216 3, and authentication units 217 1,

217 2, and 217 3 to communicate through the Internet 210

and perform setélement processing or other processing for
a procedure using the IC card 203.

The SAM unit 209 has an external memory 207 and SAM
chip 208.

The SAM chip 208 hag the software configuration shown
in FIG. 34.

As shown in FIG. 34, the SAM chip 208 has, from the
bottom layer toward the top layer, an HW (hardware) layer,
0S layer, lower‘handler layer, higher handier layer, and
AP lafer in thaﬁ orderﬁ |

The lower handler layer includes a driver layer.
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As shown in FIG. 37, the storage areas of the external 25 memory 207

include a storage area 2201 in which the - 101 application program AP -1

of the business 2151 is stored, a storage area 2202 in which the

application program AP-2 of the business 2152 is stored, a storage area

2203 in which the application progr&fh AP -3 of the business 2153 5 is

stored, and an AP management storage area 221 used by the manager -

of the S chirp20Byihe applivatden pEgsa-AR 1 baiGedirheARP 1,

storage area 2201 is comprised of a plurality of program modules.
AFPACCesanel tiPAPR siemfijeiarga 2P0t dsitasiictad byghaHd firewal £V 4903

The application program AP-2 stored in the AP storage area 2202 is
byctinpriseddi & phurdlityoofprogramanosittesr Boedssdndbe AR Staragels 2,

area 2202 is restricted by the firewall FW 2. 15 The application program
anflP 23 Stotedirode AR sEBage 38rea 2203 is comprised of a plurality of

program modules. Access to the AP storage area 2203 is restricted by -

the filswdihEWAB. katherreseat epbbiladiiotheabomsapro g@mImodme2 ,

20 is the minimum unit downloaded for example from the outside of the
angANFUEt 20¢ tdhiwe bimheat rhemdhe20Lafrernambep b theipgsattween

modules forming each application program can be freely determined by
thifye colrespdndiagblbmesd..

The SAM chip 208 is connected through a SCSI port,
the Ethernet, etc. to the ASP server 2066. The ASP server
206 is connected through the Internet 210 to a plurality
of terminal apparatuses includiﬁg'the personal computei 205
of the end user and personal computers 216_1, 216 _2, and
216_3 of the businesses 215_1, 215 2, and 215 3.

The personal computer 205, for example, is connected
through the serial port or USB port to a Dumb type card
reader/writer 204. The card reader/writer 204 realizes for
example wireless communication corresponding to the physical
level with the IC card 203.

The operational commands to the IC card 203 and the
response packets from the IC card 203 are generated an&
analyzed.at.the SAM unit 209 side. Therefore, the card
reader/writer 204, personal computer 205, and ASP server
206 interposed between them only act to store the commands
Oor response contents in data payload portions agd.relay the

same. They are not involved in the encryption or decryption
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Further, the application programs AP-1 | AP 2, and AP -3 25 stored in the
external memory 207 are scrambled. They are - 102 - descrambled when
read into the SAM chip 208. Further, the application programs AP 1, AP 2,
and AP -3 are, for example, produced by the businesses 2151, 2152,
and 2153 using the personal compuérs-2161, 2162, and 5 2163 shown in
FIG. 33 and are downloaded through the SAM chip 208 to the external

of MEMAY 20/t AeRRSTIoHNSAP Mmanagement StRles$ed 221dss in the
restricted by the firewall FW 4. Note that the firewalls FW 1, FW 2, FW 3,

Tcaed FAMV 4030 correspond to the firewalls FW shown in FIG. 34. The AP
management storage area 221 stores the AP selection data 231 and the

inter-ARSHRELRIaEeB date 282 sapshowada FH6s 37 diaiPpersonal
selection data 231 and inter-AP communication 15 data 232 are, for-

cofitplesregistergdan adygnaaatihe timaeopsaitirg:epdhe Sppichiation
208. Further, the AP selection data 231 and inter-AP communication data

prag2&ail ORl e, rawritign SidhemapagalotiBRBAMLhih 0@ dd&u 38ds
a view for explaining the AP.selection data 20 231. As shown in FIG. 38,
apfEidR selestiphdintans kRkeugHNeE Latthpeiatosnationnanes/ 417 1,
identification information linked together.
217 2, and 217 3 and through the SAM chip 208 to predetermined
storage areas in the external memorxry 207.
At this time, since the businesses 215 1, 215 2, and
215 3 have no relation with each other, the storage areas
in the external memory 207 where the application programs
AP 1, AP 2, and AP_3 can be downloaded are predetermined.
Whether they have the right to download to those storage
areas is verified by the SAM chip 208.
Further, the transfer and viewing of data among the

application programs AP 1, AP_2, and AP 3 are restricted

by the firewalls FW. The authentication units 217 1, 217 2,

~and 217 3, as explained later, perform matual authentication

with the SAM chip 209, ;ﬁroduce download signature
verification key information, etc. when downloading
application programs AP_1, AP 2, and AP 3 to the SAM chip
208. |

Next, the components shown in FIG. 33 will be
expl-aine.d.

[IC Card 203]
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The IC card type information shows the type of the 25 IC card 203 shown
in FIG. 33 and, for example, is - 103 identification information of the credit
card company performing the settlement for a transaction using the IC
card 203. The AP identification information, as shown in FIG. 5 34, is
identification information of the appli@ation program operating at the AP
layer of the SAM chip 208. FIG. 39 is a view for explaining the inter-AP

commenicativy dida £32ud Be iek AR roamunicalicifalg 28LesSheW S a rd

whether 10 communication among the application programs AP 1, AP 2,
20and AP -3 shown in FIG. 34 is possible Specifically, this shows if the

communication request to an application program at a row item issued by

an applicatevprogramnEt 2 GaumMeHien shewndn #0G. 3dis 48 aflowed

or not. For example, a communication request by the application program
(iAR<YytoabedpplieationEpragram Aot iidaad oneth bit aopagunieaion 250

request to the application program AP-2 is rejected. 20 Further, as shawn
anitl [HEo 3 sthindP wadgnagemient storage area 221 has an inter-AP

communication storage area 233 used for communication (transfer of

data) Tk anappieatoi p@EPgnas shown in FIG, 36, has a storage
area 255 1 used by a credit card company or other business
215_1, a storage area 255 2 used by a business 215 2, and
a storage area 255_3 used by a business 215 3. Further, the
storage unit 250 stores key information used for judging
the existence of a right to the storage area 255 1, key
information used for judging an access right to the storage
area 255 2, and key information used for judging an access
right to the storage area 255 3. That key information is
specifically used for mutual authentication, encryption and
decryption of data, etc.

Further, the storage unit 250 stores the
identification information of the IC card 203 or the user
of the IC card 203.

Next, the SAM unit 209 will be explained in detail.

[External Memory 207]

FIG. 37 is a view for explaining the sterage areas

of the external memorxy 207.

As shown in FIG. 37, the storage areas of the external

'memory 207 include a storage area 220 _1 in which the
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[SAM Chip 208] 25 FIG. 40 is a functional block diagram of the SAM chip -
104 - 208 shown in FIG. 33. As shown in FIG. 40, the SAM chip 208 has
an ASPS communication interface unit 260, external memory
communication interface unit 261, pys scramble unit 262; 5 signature
processing unit 263, authentication processing unit 264,
encryption/decryption unit 265, storage unit 266, and CPU 267. The SAM
2PRAH 8 R R TsRlart niddui@e TR HNaISS S omhruricatons tored,
interface unit 260 is an 10 interface used for input and output of data with
a ’t’hte(’ﬁ%?’e SRR 206 oI RS T3 S SBRAA T HithoR rogram AP_2
communication interface unijt 261 is an interface used for input and qutput
oF PSR e Butere ; ?

Sta Wi StRal'mafmony 2575 The HeEXfarfifigtint s’ +°
scrambles output data.and descrambles input data when inputting
Ll SR B0g ISR iy ont PR A O a3

oug memory communicatl erface —
isuni{:o%ld Trl%t;cif" the gé,te&rgal memor ZOZCStores data in a Eg scrarTclb ed
STRES TSt siGRANTE procdLeRBATIESEs, HohqHsnaE fiter” rodiess BY
signature and v ri{hes a signature w, downloading an application
th%rogargﬁﬁ%}co@g{. lhee In%erne‘t: 18 988 :

The application program AP 1 stored in the AP storage
area 220 1 is comprised of a plurality of program modules.
Access to the AP storage area 220 1 is restricted by the
firewall FW 1.

The application program AP 2 stored in the AP storage
area 220 2 ig comprised of a plurality of program modules.
Access to the AP storage area 220 2 is restricted by the
firewall FWH_Z

The application program AP_3 stored in the AP storage

area 220 3 is comprised of a plurality of program modules.

. Access to the AP storage area 220 3 is restricted by the

firewail FW_ 3.

In the present embodiment, the above program module
is the minimum unit downloaded for example from the ocutside
of the SAM unit 209 to the external memory 207. The number

of the program modules forming each application progﬁam can

be freely determined by the corresponding business.

Further, the application programs AP 1, AP 2, and AP 3

stored in the external memory 207 are scrambled. They are
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to the external memory 207 and when executing an application 25
program. - 105 The authentication processing unit 264, as explained
later, performs mutual authentication with the other party when
downloading an application program through the Internet 210 to the
external memory 207. 5 The encryptien/decryption unit 265 encrypts data
and decrypts encrypted data. The storage unit 266 stores the data

deSpigd fauthen BIPCESSIRYQf 3e GRY 28{, The GPHL3067 executes later

explained tasks based on 10 a predetermine pr(g’gram (program of the

IOreseﬁw‘é’ﬁaﬁqn)ct?é‘gﬁﬁﬁ%g%i‘ﬂrﬁ%@i? ign, pregram degsigpated in, o 4

accordance with execution of the tasks. FIG. 41 is aview forexplaining —

arl@sks exegutad e the LR 284 13 ASDWninRIG 4. eCPU 26% 5

executes a download task 270, system task 271, AP task 272;settlemermnt

anBIO£E8SIagIOHIgE RSk 243 JBIREAR-capmupicationdask 274 @and g
inter-SAM communication task 275. The download task270, as expfained

21lgtey, pREQEMS 2GR@CcesING i dQNIaading SARRPIICAIULBIPIIRMA sam
from outside of the SAM unit 209 through the SAM chip 208 to the

cheyepa n@ngyJ%Mt%@%Zﬁbiﬁ_a task performing driver

Access to the AP management storage area 221 is
restricted by the firewall FW 4.

Note that the firewalls FW 1, fﬁ_2, FW_3, and FW 4
correspond to the firewalls FW shown in FIG. 34.

The AP management storage area 221 stores the AP
selection data 231 and the inter-AP communication data 232
as shown in FIG. 37.

Here, AP selection data 231 and inter-AP communication
data 232 are, for example, réqistered in advance at the time
of setting ué thé'SAM chip 208. Further, the AP selection
data 231 and inter-AP communication data 232 can only be
rewritten by the manager of the SAM chip 208.

FIG. 38 is a view for explaining the AP selection data
231.

As shown in FIG. 38, the AP selection data 231 shows
the IC card type information and AP identification
information linked together.

The IC card type information shows the type of the

IC card 203 shown in FIG. 33 and, for example, is
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management, operations unique to the IC card 203, or other 25
processing. - 106 The AP task 272, for example, comprehensively
manages the execution of the application programs AP 1, AP 2, and
AP_3 performed when a program request is received by the SAM chip
208 from the ASP server 206 or-othesplace outside 5 of the SAM chip -
208. As shown in FIG. 42, when the SAM chip 208 receives a processing

ideaguest klatinghtosthe dentard JA3demihe ARRiservaL 206 ’c_tgﬁpany

settlement processing routine task 273 obtains identification information
pe@ftbenfiR gonspating dQda theelfs carddyps infermatipriinelidedn thag
processing request based on the AP selection data 231 shown in FIG. 38
cagid selects and executes the application programs AP 1, AP 2, and AP
-3 corresponding to that Al' identification information. 15 The inter-AP

comnuicapnilask 74 16aRagas Carsmtication amengihs.appisatans .

programs. FIG. 43 is a flow chart for explaining the processing of the
34intesARepmiriRisatichtdskeidn et entler explanalioniwl begivBRogram

illustrating the 20 case of the application program AP -1 issuing a
opéeETiMicalipnteguest forywitingrdatadn AR StepsT201. When

an application program AP -1 being executed issues

FIG. 39 is a view for explaining the inter-AP
communication data 232,

The inter—AP communication data 232 shows whether
communication among the application programs AP 1, AP 2,
and AP 3 shown in FIG. 34 is possible

Specifically, this shows if the communication request
to an application program at a row item issued by an
application program at a column jitem shown in FIG. 39 is
allowed or not.

For example, a communication request by the
application program AP 3 to the application pfoqram AP .1
is allowed, but a communication request to the application
Program AP 2 is rejected.

Further, as shown in FIG. 37, the AP management storage
area 221 has an inter-AP communication storage area 233 used
for communication (transfer of data) with.an application
program.

[SAM Chip 208}

FIG. 40 is a functional block diagram of the SAM chip
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a communication request for writing data to AP 2, the 25 processing of
step ST202 is performed. - 107 - Step ST202: The communication request
issued at step ST201 is received by the inter-AP communication task
274. Step ST203: 5 The inter-AP communication task 274 views the
inter-AP communication data 232 ghiown-in FIG. 39 and judges if the
application program AP -1 can communicate with the AP 2. Step ST204:
20@/hefdhe intgr-fPcomyyunication task 274 judges at 10 step ST203 that
communication is possible, it executes the processing of step ST205

while wheiiAresi potrit @Nda othe pacentind-43 fhis example, fRmEie
39, the application program AP -l can communicate with the AP 2, so the

coRiiGaSHaG-0bd Sisler SA208 issxecyied. Stepeaheloi Undes ke control
of the inter-AP communication task 274, the. application program AP -1

coniies tiaka b eintes i SOMAYRICatHNN, SelAge-Aead3Rshavinz 62,
FIG. 37. 20 Step ST206: The inter-AP communication task 274 notifies the

sifgak ebthe gatadeing weitten 1@ thesapplicatior RINEAMAR 2orIERssing
. ST207:

unit 264, encryption/decryption unit 265, storage unit 266,
and CPU 267.

The SBM chip 208 is a tamper-resistant module.

The ASPS communication interface unit 260 ié an
interface used for input and output of data with the ASP
server 206 shown in FIG. 33.

The external memory communication interface unit 261
is an interface used for input and ocutput of data with the
external memory 207.

The bus scramble unit 262 scrambleé cutput data and

descrambles input data when inputting and cutputting data

through the external memory communication interface unit

261.

That is, the external memory 207 stores data in a
scrambled state.

The signature processing unit 263, as explainec_i later,
produces a signature and verifies a éignature when
downloading an application program through the Internet 210
to the external memory 207 and when executing an applicat.ion

program.



10

15

20

25

The application program AP -2 reads data from the 25 inter-AP
communication storage area 233 in accordance with - 108 the notification
received at step ST206. Due to this, communication between the
application programs AP-1 and AP -2 relayed through the firewalls is
completed. 5 The inter-SAM commygication task 275, as shown in FIG.

44, in accordance with need, can for example start up the inter-SAM

com |caf f AM chip 208x outside of the SAM chip

208 %s%ﬂ%g%grﬁgégg%ﬁgnﬁwt%ﬁﬁ%%ﬁ r‘é’A ?o%mu%lsca?fé%il‘gg?ed

a of that SAM.£h : I ommand is issyed by the
t 1ign‘ztgr'-Slit&l%l\e/ll1 comns%(;uhr{"iail:glgc%r)'(lL té%(%%{ g} t%%%%\%c ’u%’%z‘o i%o the%llnter-gi Y

wh&RBURIENAN task 2720 108 SAM §hiR- 20810 é%%%éﬁh%héhfg%'\énet

chip 208x execute at least part of the processing assignéd to the SAM

216hip208,when forexampl rogggsing 15 load of the SAM chip 208
becomes large and it cannot suitably perform the processing. Next, the

overahRPRIALGR Bt NSLAIMLDISRIGR UStam 204 Shawn InE!Gr. 33 Wil

be explained. FIG. 45 is a view for explaining the overall operation 20 of

deyﬁg@gwg@smggl shown in FIG. 33. Step ST231: The
businesses 2151 to 2153 or a party requested by these businesses

prode¢e-aRRICAEIQR RIAGHEDE AFsLcABL the data required for the

processing of the CPU 267.

The CPU 267 executes later explained tasks based on
a predetermined program (program of the present invention)
and executes an application program designated in accordance
with execution of the tasks.

FIG. 41 is a view for explaining tasks executed by
the CPU 267. |

As shown in FIG. 41, the CPU 267 executes a download

task 270, system task 271, RP task 272, settlement processing

routine task 273, inter-AP communication task 274, and

inter-SAM communication task 275.

Thardownload task 270, as explained later, performs
processing for downloading an application piogram from
outside of the SAM unit 209 through the SAM chip 208 to the
external memory 207.

The system task 271 is a task performing driver
management, operations unique to the IC card 203, or other

processing.
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and AP -3 for those businesses to perform processing for 25 transactions
using the IC card 203 on the personal computers 109 2161, 2162, and
2163 shown in FIG. 33. Step ST232: The application programs AP 1, AP
2, and AP -3 are downloaded through the authentication units 2171,
2172, 5 and 2173 from the persbné%@orﬁputers 2161, 2162, and 2163 to
the SAM chip 208. Step ST233: The user is issued the IC card 203. As
showFireHE. 88she?C2208avfevet® bard 208piektoned thellkeranages
information used for transactions with a business which the user has
theprarrtatbvith. Rbtetthat sierdortrski betvweerothenseh Bnd a Biisidessand
may be concluded after issuance of the IC card 203 through the Internet
AR ) BT 19Stes SAP8Y: FoPexakfie neliaie s st desinssitoasksdhethe
personal computer 205 to access the server 202 through the Internet 210
SAMhePLECIHLS & provludtahbsStrderyer i sox prddiasiml asguesttside
through the Internet 210 to the ASP server 206. 20 When the ASP server
o)t et s B R98ing request from the server 202, it accesses the
personal computer 205 through the Internet 210. Further, the processing

requele FERPERCichrd 283 idsuedibpthetddd TRHdeMiite? 994 receives

a processing request relating to the IC card 203 from the
ASP server 206, the settlement processing routine task 273
obtains identification information of the AP corresponding
te the IC card type information included in that processing
request based oﬁ the AP selection data 231 shown in FIG.
38 and selects and executes the application programs AP 1,
AP 2, and AP 3 corresponding to that AP identification
information,

The inter-AP communication task 274 manages
communication among the application programs.

FIG. 43 is a flow chart for explaiﬁing the processing
of the inter-AP communication task 274.

Here, the'explapation will be given illustrating the
case of the application program AP 1 issuing a communication
request for writing data.in the AP 2.

Step ST20%1:

When an application progr_am AP 1 being executed issﬁes
a communication request for writing data to AP 2, the

processing of step ST202 is performed.
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is sent through the personal computer 205, Internet 210, 25 and ASP
server 206 to the SAM chip 208. - 110 - Step ST235: The SAM chip 208,
in accordance with the processing request received at step ST234,
selects the application program by the settlement processing routine task
273 and 5 executes the selected appHlcation program. In the execution of
that application program, any communication performed between
application @wog@Ems is performed by the inter-AP communication task
274 as shown in the above-mentioned FIG. 43. 10 Step ST236: The SAM
chip 208:0udiputsithiae sulisofrexportion 0f sthedpplicationprogam ta.the
ASP server 206. As explained above, according to the communication
resysiern2fily astshoiumtiaHER 3dcauhikE:a37 dne applica?id .15
programs AP -1, AP-2, and AP-3 are restricted from accessing each other
by firételts, $93d0i8 possible to prevent application programs from being
illicitly monitored and tampered with. Further, it is possible to improve the
confiddrtidlmrekreach apphcatiorsirogratm 28 Elrtheleceoriagiotthe-AP
communication system 201, by the inter-AP communication task 274
coghonn daEierd Hasing2the ARowandgenidit stddgeraded @dgoftHef the
external memory 207 shown in FIG. 37 to perform the processing shown
appilEiGition program AP 1 can communicate with the AP 2.

Step ST204:

When the inter-AP communication task 274 judges at
step ST203 that communication is possible, it executes the
processing of step S5T205 while when it does not, it ends
the processing.

In this example, from FIG. 39, the application program
AP 1 can communicate with the AP 2, so thé processing of
step 8T205 is exeéuted.

Step ST205:

Under the control of the inter-AP communication task
274, the application program AP 1 writes data in the intexr-AP
communication storage area 233 shown in FIG. 37.

Step 57206:

The inter-—-AP comﬁunication task 274 notifies_the fact
of fhe data being written to the,application program.AE*2.

Step ST207:

The applicatioﬁ program AP 2 reads data from the

inter~AP communication storage area 233 in accordance with



10

15

20

25

43, communication between application programs is allowed 25 in a
preallowed range. - 111 Therefore, it is possible to provide diverse
services by synchronization and cooperation of a plurality of application
programs. As such a diverse ser_yicleoéorﬂexample, there isthe 5
automatic selection of application programs by the settlement processing
routine task 273 shown in FIG. 41. That is, while the same level of
themedhidrrbhemt 16rettrinatt préeessitpdifiering in settlement
protocol according to the issuer of the IC card 203, if the type of 10 the IC
card 20%Fis ol the EOTESHRHIMG BpRATHFHodhe erpbécation
automatically determined. Therefore, by registering the settlement _
prﬁ’r%fé‘&‘s’tnﬁgdheal’é?}elptﬁ-tﬁe r&tteRenthotisnfFrouthietgues s, the
type of the IC card 203 and the corresponding application program can
“oBP 18 Seifomatically determined. Due to this, the load on the developer of
the application program can be lightened. Further, according to the -
commUHTcAfoPEy<tei SO Sis e R AR ddre@ ?Iqi‘é’gii‘te’rﬁa’r;'lg'
44memory 207 is, scrambled by the bus scramble unit 262 of the SAM chip
208 2 FPSTSATPERS . Wt thdte 8 corfiderfifity iR Bedt B dndysishe
from the outside. Further, according to the communication S)éstem 201, by

IR protiGi SRR MG Uincafo TSR 78R 1P 208x outside |

of the SAM chip 208 and _issue a remote command to the inter-—éAM
communication task 275 of that SAM chip 208x.

Such a remote command is issued by the inter-SaM
communication task 275 of the SAM chip 208 to the inter-SAM
communication task 275 of the SAM chip 208x to request that

the SAM chip 208x execute at least part of the processing

assigned to the SAM chip 208 when for example the processing

load of the SAM chip 208 becomes large and it cannot suitably
perform the processing.

Next, the overall operation of the communication
system 201 shown in FIG. 33 will be explained.

‘FIG,' 45 is a view for explaining the overall operation
of the communication system 201 shown in FIG. 33.

Step S5T231:

The businesses 215m17 to 215 3 or a pa.r-ty requested
by these businesses produce application programs AP 1, AP 2,

and AP_3 for those businesses to perform processing for

'tlx:ansactions using the IC card 203 on the personal dompute-rs
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shown in FIG. 41, it is possible to disperse the processing 25 load of the
SAM chip 208 to other SAM chips. Therefore, when 112 mounting the
SAM chip 208 in a store server etc. which has to simultaneously handle
processing requests for settlement _processing from a plurality of terminal
apparatuses, it is possible to use t%@?uﬁction of the inter-SAM
communication 5 task 275 to improve the settlement processing capability
218sidg ottty GPSARPGISS 2H8YmGLUeET G fuddional block diagram
showing more specifically the function blocks of the SAM chip 208 shown
in FIGS.‘QZﬁP 187%3&iown in FIG. 46, the SAM chip 208 is connected
through an internal bus 290 to the ASPS communication interface unit
260, A& rAPRIENTE O REMEXARTinEtdce BRit2612P6 Sdathptee
unit 262, encryption/decryption unit 265, storage unit 266, and CPU 267.
AoYB PRSI RREtOhs B theGibhafiFd HrickRBingtke 263 And - 217_2,
authentication processing unit 264 shown in FIG. 40 are for example °
angl Ay baby HECPS PEF IS ARPERID SIS Abfintn AL 48, 16nd 216_3
example as shown in FIG. 47, may also connect the card I/F unit 291
tocdiliecvad! SPbRhé Yternal bus 290 to an RF reception/transmission unit
292 outside of the SAM chip 208 and transfer data with the 1C card 203
by a HorEdNTact 29stem through an antenna 292a of the RF

reception/transmission unit 292.
The user is issued the IC card 203.

As shown in FIG. 36, the IC 203a of the IC card 203
stores the key information used for transactions with a
business which the user has contracted with.

Note that the contract between the user and a business
may be concluded after issuance of the IC card 203 through
the Internet 210 etc.

Step S5T234:

For example, when a user desires tc use the personal

computer 205 to access the server 202 through the Internet

‘210 and purchase a product, the server 202 issues a processing

request through the Internet 210 to the ASP server 206.
When the ASP server 206 receives a processing request
from the server 202, it accesses the personal computer 205
through the Internet 210. Further, the processing request
for the IC card 203 issued by the card reader/writer 204
is sent through the personai computer 205, Internet 216,

and ASP server 206 to the SAM chip 208.



10

15

20

25

Fourth Embodiment 25 This embodiment is an embodiment corresponding
to the - 113 13th to 16th aspects of the invention. FIG. 48 is a view of the
overall configuration of the communication system 301 of the present
embodiment. As shown in FIG. 48, the communication system 301 uses 5
the server 302, IC card 303 (integratéd circuit of the present invention),
card reader/writer 304, personal computer 305, ASP (application service
providébegerddl2Z306, SAM (secure application module) unit 309, personal
computers 3161, 3162, 3163, 3164, and 3165, authentication units 3171,
10 317h<3 1931 3¢RA paiP 8175 (autcenticdtiorappardiuddse obthecessing
present invention), and the ICE (in-circuit emulator) 318 to communicate
reproegh thedeevsat 310 arcege\RI34r, castbatite sehwareppfithe SAiMn
chip 308, perform settlement processing using the IC card 303, etc. 15
PIHHCSANCENIEBEO $rat bhemanrhabrmensory 807 (seutidoreuctorist@ageand
circuit of the present invention) and SAM chip 308 (semiconductor circuit
exsicHd present iApdinivgdTiveBAM-atip S0 SHasgrsoftware configuration
such 20 as shown in FIG. 49. As shown in FIG. 49, the SAM chip 308
has, fioin tte |ewecaécn B uphatlayerbihdd Wi (rartweae) dayer 208

- layer, lower handler layer, higher handler layer, and
communication performed between application programs is

performed by the inter-AP communication task 274 as shpwn
in the above-mentioned FIG. 43.

Step ST236:

The.SAM chip 268 cutputs the results of execution of
the appiication program to the ASP server 206.

As explained above, according to the communication
system 201, as shown in FIG. 34 and FIG. 37, the application
programs AP 1, Ag_z, and AP 3 are restricted from accessing
each other by.firewélls, so it is possible to prevent
application programs from being illicitly monitored and

tampered with. Further, it is possible to improve the

- confidentiality of each application program.

Further, according to the communication system 201,
by the inter-AP communication task 274 shown in FIG. 41 using

the AP management storage area 221 of the external memory

207 shown in FIG. 37 to perform the processing shown in FIG.

43, communication between épplication programs is allowed

in a preallowed range.
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application (AP) layer in that order. 25 The lower handler layer is a layer
defining the - 114 processing not dependent on the application program
and corresponds to the transport layer, network layer, and data link layer
in the OSI protocol. The lower handler layer includes a driver layer. 5 The
driver layer is a layer performing’“pr‘]olcbséing relating to the operation of
the LSI. The higher handler layer is a layer defining the processing
depehB&ftrrHe agfticetidrasisglale abrl REAEgeonds. ea oy ardrghicre s
than the transport layer in 10 OSI protocol. Here, the OS layer
by SBSHIRR Bk Arst 2k r TP AWE PRddern ivBndol imeadwdhafdler
layer, driver layer, and higher handler layer correspond to the second
aPPa{’é?%F’tﬁé‘ pRERAT ff¥2ntion, and the AP layer corresponds to the 15
third layer of the present invention. The AP layer includes the application
prograih RPN 2aBisref@en P ey BififingtRE procstRies fdFiRED iie the
card 303 by credit card companies and other businesses 315 -API, 315
auherabig 18lastiRBwARTh RRE LS aimne regrEses thy abBitation
rograms AP 1, AP 2, and AP -3 and the higher handler layer are :
Se'gF&ﬁa‘é‘d‘Beﬁfé%ﬂaﬁfe‘rﬂ%imH&waﬁ’s EDFKireldIShome prasdikG- 41.

invention). In the software configuration shown in FIG. 49, the
hat is, while the same level of computation content, for

settlement processing differing in settlement protocol

according to the issuer of the IC card 203, if the type of
the IC caxrd 203 is known, the corresponding application
program can be automatically determined. Therefore, by
registering the settlement processing at the level of the
settlement processing routine task 273, the type of the IC
card 203 and the corresponding application program can be
automatically determined. Due to this, the load on the
developer of the application program can be Lightened.
Further, according to the communication system 201,

since the information stored in the external memory 207 is

scrambled by the bus scramble unit 262 of the SAM chip 208

shown in FIG. 40, there is confidentiality with respect to
analysis f£om the outside.

Further, according to the communication system 201,
by the ﬁrovision of fhe inter-SAM communication task 275
shown in FIG.'él,_it is possible to disperse the processing

load of the SAM chip 208 to other SAM chips. Therefore, when
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AP layer defines processing specific to each business, for 25 example,
the content of settlement processing using the IC - 115 card 303. The
processing for directly operating the IC card 303 is defined by the layers
of the higher handler layer on down. The SAM chip 308 is connected with
the ASP server 306 5 through & SES? port, the Ethernet, etc. The ASP
server 306 is connected through the Internet 310 with the personal
mowpHpUEr§BesSSBMe tHEK6 2 3 618, Bl aad Sd6BeThepersortalch has
computer 3161 is used by the business 10 315 API of the application
to réarahtABE exedidirpdine SPMachii 808rFhe petsofal computdement
3162 is used by the business 315 AP2 of the application program AP-1
PTreReaned vy ines MViréipdostsothd-pambnallcempaten 8468 s usdd is
by the business 315 AP3 of the application program AP-1 executed by
Poff BAR tehip 308tirciverssaaireorfiptiee 3uskes uSal bycthvewofwatd on
developer 315 MID able to develop a higher handler layer 20 and lower
taskngdiér Iaer HEREMYE tHehdrivies tdkeamenivne okl ionef therSAM bhiy
308. The personal computer 3165 is used by the manufacturer of the
us gy 2hplsos Hdtvs afie Sfwabd Bev@Bfer 315 SUP

FIG. 46 is a functional block diagram showing more

specifically the function blocks of the SAM chip 208 shown

in FIG. 40.

As shown in FIG. 46, the SAM chip 208 is connected
through an internal bus 290 to the ASPS communication
interface unit 260, external memory communication interface
unit 261, bus scramble unit 262, encryption/decryption unit
265, storage unit 266, and CPU 267.

Part of the functions of the signature processing unit

263 and authentication processing unit 264 shown in FIG.

40 are for example realized by the CPU 267.

-The SAM chip 208 shown in FIG. 46, for example as shown
in FIG. 47, may also connect the card I/F unit 291 connected
to the internal bus 290 to an RF reception/transmission unit
292 outside of the SAM chip 208 and transfer data with the
IC card 203 by a noﬁcontact system through an antenna 292a
of the RF reception/transmission unit 292.

Fourth Embodiment

This embodiment is an embodiment corresponding to the
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having the right to manage the SAM chips 308 as a whole. 25 The
businesses 315 AP1, 315 AP2, and 315 AP3 use the - 116 personal
computers 3161, 3162, and 3163 to produce the application programs
AP-1, AP-2, and AP -3 and download the produced application programs
through the authentication units'3#2% 3172, and 3173 to storage areas
allocated 5 in advance in the external memory 307 through the SAM chip
138h8.tat thEtime shedusineseb 81 onk&h t3lmAP2, and 315 AP3 are
parties with no relation with each other, so the storage areas in the
exterfdlGnemdryi 80F toiehichfheid applicalidn prodramscARilARL, the
and AP -3 can be downloaded are determined in advance. Whether or
cCoRpioichid e Hot temdddidload teBeclp astemge ansaitiverified by the
SAM chip 308. Further, during execution of the application programs 15
AP-1AaPsodndinP B ¢he 4i¥owblis Riymmumitchbitcansigs ted BoWinges
of data between the application programs AP 1, AP 2, and AP 3. The -
thggigvare 1&RIopEF323ad Dbl hitveris e brabietormined pfoghanpintssent
the SAM chip 308 through the 20 authentication unit 3174 in accordance
inyghtHeerto @awsinzeate higher temdidtay srearmbloakr demplierday 305,
including the driver layer shown in FIG. 49 of the SAM chip 308 etc.
ASP (application service provider) server 306, SAM (secure

application module) unit 309, personal computers 316_1,
316_2, 316_3, 316 4, and 316_5, authentication units 317 1,
317_2, 317_3, 317_4, and 317_5 (authentication apparatuses
of the present invention), and the ICE (in-circuit emulator)
318 to communicate through the Internet 310 and develop or
customize software of the SAM chip 308, perform settlement
processing using the IC card 303, etc.

The SAM unit 309 has an external memory 307
(semiconductor storage circuit of the present invention)
and SAM chié 308 (semiconductor circuit of the present
invention) .

The SAM chip 308 has a software configuration such
as shown in FIG. 49.

As shown in FIG. 49, the SAM chip 308 has, from the

lower layer to the upper layer, an HW (hardware) layer, OS

layer, lower handl}er layer, higher handler layer, and

application (AP) layer in that order.

The lower handler layer is a layer defining the
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Further, the software developer 315-SUP-downloads a 25 predetermined
program into the SAM chip 308 through the - 117 authentication unit 3175
to customize all of the layers shown in FIG. 49. The authentication units
3171 to 3175, as explained later, mutually authenticate and produce
download signature 5 verification Réytinformation etc. with the SAM chip
308 when downloading a predetermined program from the personal
pProgmpatiery 316t tol8pesdetie SAM-blip4n81 The pesonatk ogmpkitesnd
305, for example, is used by the owner of the IC card 303, that is, the end
cofgEsROThe Sordoral tommperer303 dyeexampleriscéoimacted tmolglafia
serial port or USB port to a Dumb type card reader/writer 304. The card
1 ipdaderi e i304halifsd farretample-wireless communication
corresponding to the physical level with the IC card 303. 15 The
operatfonalestamanasdd dre IGiwan 308anddre aeshoreepatigsdrom
the IC card 303 are generated and analyzed at the SAM unit 309 side:
Theréibre, dvd vem leatey/write 304 ysorsosat Compingr 305, aad SR
server 306 interposed between them only act to store the commands 20
redpfdf@nse coheenePrmatara phyibhe deffons and relay the same.
They are not involved in the encryption or decryption of data,

authértreatidighr otharsbeestidmyr tHes|Gcdrayd9s. defining the

processing dependent on the application program and
corresponds to a layer higher than the transport layer in
O0SI protocol.

Here, the OS layer corresponds to the first layer of

- the present invention, the lower hanc'ile,r layer, driver layer,

and higher handler layer correspond to the second layer of
the present invention, and.the AP lavyer corresponds to the
third layer of the present invention.

The AP layer includes the application programs AP 1,
AP 2, and AP 3 defining the procedures for use of the IC
card 303 by credit card compapies and other businesses
315_AP1, 315 _AP2, and 315_AP3 shown in FIG. 48.

in the AP layer, the application programs AP 1, Asz'
and AP_3 and the higher handler layer are provided,beﬁween
them with firewalls FW (firewallé of the present invention) .

In the software configuration shown in FIG. 49, the
AP layer defines processing specific to each business, for

example, the content of settlement processing using the IC
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Further, the ICE 318 is an emulator used when debugging 25 a program
running on the SAM chip 308. 118 Next, the components shown in FIG.
48 will be explained. IC Card 303 The IC card 303 stores the key
information etc. 5 necessary for the settlement processing using the SAM
chip 308. Authentication Units 317 41td 317 5 FIG. 50 is a functional block
diagram of the authentication unit 3171. 10 As shown in FIG. 50, the
cagifhéRifcatidreunit 8¢7E sHawun StoragenaittIsp lopro ptocegsitigeultic card
3511. As shown in FIG. 50, the storage unit 3501 stores a SAM ID,
304uial defentdaton rahstel kpyirforfatidrek bighdmachessihasterkeyr
information KA. 15 The SAM ID is identification information of the SAM
OTcH$8B8. The mutual authentication master key information K1 is, as
explained later, used for generating mutual authentication key information
K2. 20 HReStEcah HndBBKa ifermattreR Av bblexbhen a8 Hasmrisarscid 6
for generatl download signature information used when downloading a
thyaH#m ﬁ%&xt@ﬁﬁ?meﬁaﬁ@ry%m@mce@master key information

RA is key information
The ASP server 306 is connected through the Internet

310 with the personal computers 305, 316_1, 316 2, 31e6_3,
316_4, and 316_5.

The personal computer 31Q~1 is used by the busin;ss
315 AP1 of the applicatiocon program AP 1 executed by the SAM
chip 308.

The personal computer 316_2 is used by the business
315 AP2 of the application program AP 1 executed by the SAM
chip 308.

The personal computer 316 3 is used by the business
315 _AP3 of the application program AP 1 executed by the SAM
chip 308.

The personal cémputer 316 4 is used by the software
developer 315 MID able to develop a higher handler layer
and lower handler layer including the driver layer shown
in FIG. 49 of the SAM chip 308.

The personal computer 316 5 is used by the manufacturer
of the SAM chip 308, that is, the software developer 315 SUP
having the right to manage the SBM chips 308 as a whole.

The businesses 315 AP1, 315 AP2, and 315 AP3 use the
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necessary for downloading to the external memory 307 a 25 program of
the AP layer of the software structure of the - 119 - SAM chip 308 shown
in FIG. 49. The processing unit 3511, as shown in FIG. 50, has a mutual
authentication unit 3521 and download processing unit 353 1. 5 The
mutual authentication unit 3521, as 5héwn in FIG. 51, when downloading
a program to the external memory 307, encrypts the SAM ID as plain text

Pasigniag motmah &aethentaation, masier ey dxarmationK i geeelatethene

mutual authentication key information K2 and uses that mutual 10

appitierticatonieyanfemsation K2 fapmujualasthenticaiinn wishihe. S4M e
chip 308. The download processing unit 3531, when downloading a

P dyenditatheldderinib memory 387s asishowgin Ele. 52 tBBeYRiSLReon
SAM ID as plain text using the access master 15 key information KA to

ungeperade thé doddhioR, keynidfdnatisntk -DoFaghes e downinada ted

_ processing unit 3531 uses the download key information K -DA to ;

igatdtrarecthedovhiiead cignataie infarmatiohoand-kaasigits #xe tha@AMhip
chip 308. The authentication units 3172 and 3173 are 20 configured the

308ame as the above explained authentication unit 3171. However, for
example, the content of the access master key information KA differs for
each afihthicatioirgnit the businesses 315_ari, 315 AP2, and

315_AP3 are parties with no relation with each other, so
the storage areas in the external memory 507 to which the
appliéation.programs.APM;, AP 2, and AP_3 can be downloaded
are determiﬁed in advance. Whether or not one has the right
to download to such a storage area is verified by the SaM
chip 308.

Further, during execution of the application programs

AP 1, AP 2, and AP_3, the firewalls FW restrict the transfer

and viewing of data between the application programs AP 1,
AP 2, and AP 3.

The software developer 315 _MID downloads a
Predetermined program into the SAM chip 308 through the

authentication dnit_311_4 in accordance with need to

customize the higher handler layer and lower handlexr layer

including the driver layer shown in FIG. 49 of the SAM chip

308 etc.

Further, the software developer 315 SUP downloads a

predetermined program into the SAM chip 308 through the
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FIG. 53 is a functional block diagram of the 25 authentication unit 3174. -

120 As shown in FIG. 53, the authentication unit 3174 has a storage unit

3504 and processing unit 3514. As shown in FIG. 53, the storage unit

3504 stores a SAM ID, mutual authentication master key information Ki,

5 and access master key informatiod XA and KM. The SAM ID, mutual

authentication master key information Kl, and access master key
apifbendtioraiCAcne uhhe tsabiey as thasecriptaingd.abava. The AUESSayers

master key information KM is key information 10 for downloading a
shypegrasmofithe highter handler layer and the lower handler layer including

the driver layer of the software structure of the SAM chip 308 shown in

FIG. 4%he thetdheornadmeicoryB3ifcsr SAW thips36a 7THE, PKEastiithined

unit 351_4, as shown in FIG. 53, has 15 a mutual authentication unit
128501 anw dowhkpndpridrestingairit853 4 dhdunutuabautheaicatiopuiiti re

352 4 is the same as the mutual authentication unit 3521 explained in :
vemEt 5¢a trherd el dalffisromedsing Lmtic35 34, tiham dosarpating 208 when
- program to the external memory 307, as shown in FIG. 54, encrypts the
doymlapdisnglain texedsitig trd aeckgsimgsten keydnforhatigekddaai

generate the download key information K _DA. Next, the download
coppadssiy ddie3534endd/piSthec the SAM chip 308.

The personal computer 305, for example, is used by
the owner of the IC card 303, that is, the end user.

The personal computer 305, for example, is connected
through a serial port or USB port to a Dumb type card
reader/writer 304. The card reader/writer 304 realizes for
example wireless communication corresponding to the physical
level with the IC ca;d 303.

The operational commands to the IC card 303 and the

response packets from the IC card 303 are generated and

analyzed at the SAM unit 309 side. Therefore, the card

reader/writer 304, personal cdmputer 305, and ASP server
3086 interposed.between them only act to store the commands
or response contents in the data payload portions and relay
the same. They are not involved in the encryption or
decryption of data, authentication, or other operations in
the IC card 303.

Further, the ICE 318 is an emulator used when debugging

a program running on the SAM chip 308.
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download key information K -DA as plain text using the access 25 master
key information KM to generate the download key 121 information K
_DM. Next, the download processing unit 3534 uses the download key
information K _DM to generate the download signature information and
transmits it to the SAM chip 308. 5FI&185-is a functional block diagram -
of the authentication unit 3175. As shown in FIG. 55, the authentication
unit 317Hehais,a stosageupib oA £ aBH Pracessingranit 3815, A shwn
in FIG. 55, the storage unit 3505 stores 10 a SAM ID, mutual
exthénticatidn master key information K1, and access master key
information KA, KM, and KS. The SAM ID, mutual authentication master
key infolifiationrH13aa8d access master key information KA and KM are
the same as those explained above. 15 The access master key
informatitineK S5 timeride )3 fosmationareghisest &5 davenieading snpregram
of the OS layer of the software structure of the SAM chip 308 shown in
FeSetGstorthefaxtetiat menmeryaiinar SAM-ehiR 3AG. T8e ME0GASSIRGMNLRip
3515, as shown in FIG. 55, has 20 a mutual authentication unit 3525 and
d6®@nload processing unit 353 5. The mutual authentication unit 3525 is
the same as the mutual authentication unit 3521 shown in the
Authentication Units 317 1 to 317 5

FIG. 50 is a functional block diagram of the
'aﬁthentication unit 317 1.

As shown in FIG. 50, the authentication unit 317 1
has a storage unit 350_1 and processing unit 351_1.

As shown‘in FIG. 50, the storage unit 350_1 stores
a SAM ID, mutual authentication master key information K1,
and access master key information KA.

The SAM ID is identification information of the SAM
chip 308.

The mutual authentication master key information KI1
is, as explained later, used for generating mutual
authentication key information KZ.

The access master key information KA, as expléined

later, is used for generating download signature information

used when downloading a program in the external memory 307.

The access master key information KA is key inlfomatiOn :
necessary for downloading to the external memory 307 a

program of the AP layer of the software structure of the
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above-mentioned FIG. 51. 25 The download processing unit 3535, when
downloading 122 a program to the external memory 307, as shown in
FIG. 56, encrypts the SAM ID as plain text using the access master key
information KA to generate the download key information K_DA. Nex_t, the
download processing unit 3535 enerypissthe 5 download key information K
-DA as plain text using the access master key information KM to generate

firvdentpad key shiarmnaligngg M. Next, the download processing. unit
3535 encrypts the download key information K -DM as plain text using

the accassdnpsisekey iermation K§1o gengatehe 10 dowpload key

information K -DS. Next, the download processing unit 3535_uses the™ '
slawrbaad ke iaimAlIonds SASR engEales NG OUBIRISINANS. oo s ng
information and transmits this to the SAM thip 308. In the presenht
wihod@ment, the authentication units 15 3171, 3174, and 3175 store
information in the storage units 3501, 3504, and 3505 in a secure state.

When these miniisare-dasicyed byaussidefactysor forged open, this, isy .
detected by a detection unit and the information stored in the storage

Snjts868d, 36Q4.1anti390p i delsipch? A SAMINILA IRMemal oy 307,
Memory 307] FIG. 57 is a view for explaining the storage areas of the
'an¢ewatmeﬁhﬁy§ﬂﬁ;xn as plain text using the mutual
authentication master key information Kl to generate the
mutual authentication key information K2 and uses that mutual
authentication key information K2 for mutual authentication
with the SAM chip 308.

The download processing unit 353_1, when downloading

& program to the external memory 307, as shown in FIG. 52,

‘encrypts the SAM ID as plain text using the access master

key information KA to generate the download key information
K DA. Further, the downLoad.pfocess;ng unit 353 1 uses the
download key information K DA to generate the download
signature information and transmits it to the SAM chip 308.

The authentication units 317 2 and 317 3 are
configured the same as the above explained authentication
unit 317 1. However, for eXaﬁple, the content of the access
master key information KA differs for each authentication
unit.

FiG. 53 is a functional block diagram of the

authentication unit 317w4.
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As shown in FIG. 57, the storage areas of the external 25 memory 307
include an AP storage area 3201 in which the 123 application program
AP_1 of the business 3151 is stored, an AP storage area 3202 in which
the_application program AP -2 of the business 3152 is stored, an Al _
storage area 3203 in which the application program AP -3 of the business
5 3153 is stored, and an AP management storage area 321 used by the

managenef BRSAN. cHIR3eS. B anplical QiR aAR S sigrediny

the AP storage area 3201 is comprised of a plurality of program mo

Actess te ths-Afstarage 68 3201 r%,sgggglg@yntheu}g@r |V L
The application program AP -Z5tored in‘the Al storage area 3202Z+s

comprisedsoka pleality of pEPIram megules, &cg&gs ‘itlonltpg AR 5100298 o as
area 3202 is restricted by the firewall FW 2. 15 The application program

APshmtored inutheAR SiregenRa320% S Eompised.of %R%%'ggé%&% K1,

program modules. Access to the Al' storage area 1203 is restricted by

e alldl sk Inthararesrabembedimant; e abpve Rogigm module 20

is the minimum unit downloaded for example from the outside of the SAM
unit 309tadheaMerms| MeeanI3Qh dneuanie; of thewegan...,

modules forming each application program can be freely determined by
fhefeotkespDOdINQIDUSIRESaccess master key information KA are
the same as those explained above.

The access master key informati(;n KM is key infomation
for downloading a program of the higher handler layer and
the lower handler layer including the driver layer of the
software structure of the SAM cgip 308 shown in FIG. 49 to
tﬁa external memory 307 or SAM chip 308.

The processiné unit-3Siﬁ4,ras shown in FIG. 53, has
a mutual authentication unit 352_4 and download processing
unit 353_4;‘ |

The mutual authentication unit 352 _4 is the same as
the mutual authentication unit 352 1 explained in FIG. 51.

The download processing unit 353_}, wﬁen downloading
a.programato the external memory 307, as shown in FIG. 54,
encrypts the SAM_ID as plain text using the access master
key information KA to generate the dcwnlbad kay-infoimation
K DA. Next, the download processing unit 353 4 encrypts the
ci-ownload key information K_DA as plain text using the access

master key information KM to generaté the download key
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Further, the application programs AP 1, AP 2, and AP-3 25 stored in the

external memory 307 are scrambled. They are 124 - descrambled when

read into the SAM chip 308. Further, the application programs Al' 1, AP 2,

and AP -3 are, for example, produced by the businesses 315 1, 3152,

and 315_3 using the personal computerg 3161, 3162, and 5 3163 shown

in FIG. 48 and are downloaded through the SAM chip 308 to the external

TRRNRY 307 -ACRE SO RE,AP MaNAgemEnt siyjage area 321 is

restricted by the firewall FW 4.'Note that the ﬁraewéﬁg%?ﬁﬁ?ﬁh?fﬁb\tff“—'l

aad EWA. 10 seresaend.ahe fiegwals )Y, shownin FIG, 49, The AP
pAn SRedcisE 55, The

management storage area 321 stores the AP manageme

| égameaae@@eh%a@%ﬁtygsgE‘l&)%aam@eéggﬁsgﬁ%%g’ﬂ“tgg' the, SAM

authentication key information K2 (or mutual 15 aut ion master
kfaEnadipn K1), and download signature verification. key information
KDA, KDVM, and KDVS. Here, the download signature verification key

informatiarik A iskey inla@alionder kaulpadoeJediimagy pfine

signature information generated using the 20 download key information K
Bierlheddwinload sighaturg ygriication key information K DVM is key

information for verifying the legitimacy of the signature information
geneﬁﬂﬁﬁu§ﬁ§Hhe£WWf$§¥j@@ﬂ the authentication unit 317 5
has a storage unit 350 5 and processing unit 351 5.

As shown in FIG. 55, the storage unit 350_5 stores
a SAM ID, mutual authentication master key information K1,
and access master key information KA, KM, and KS.

The SAM ID, mutual authentication master key

information K1, and access master key information KA and

"KM are the same as those explained above.

The access master key information KS is the key

information required for downloading a program of the 0§

'lgyer of the software structure of the SAM chip 308 shown

in FIG. 49 to the external memory 307 or SAM chip 308.
The processing uniﬁ 351_5, as shown in FIG. 55, has
a mutual authentication unit 352_5.and download processing
unit 3$3m5,
The mutual authentication unit 352 5 is the same as
the mutual authentication unit 352_1 shown in the
above~mentioned FIG. 51.-

The download processing unit 353 5, when downloading
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information K -DM. 25 The download signature verification key information
125 K _DVS is key information for verifying the legitimacy of the
signature information generated using the download key information K
_DS. The download signature verification key information 5 is key
information used for signature verificatigon performed. when downloading
that program module through the SAM chip 308 to the external memory

07045 hip,3Q8]1 1S, 28,15 &;functional b diagram of the. SAM
chi%)’J 10 308shown in FIG.%%.%AQS]'S%@V{/WWF . ’8,?he§A %hf‘préd%tﬁ;ats 56,

m%&omurés@fi%ngegfaf%ﬁnﬁt %%%glxeaeégglgfggmg%cms master

communication interface unit 36 us scram

! o i 36 it 364 _and CPU 15 365. The
%’%\%‘yﬁ)ﬂ%@gﬁg@(ﬂggﬂk@'tt% %,e%g@gg u?he_l_ ge;g\] smy key Infermation

chip 308 is a tamper-resistant module. commu

intesiaCevnit 360s A niadace psed for nnul and quipukofdala i the
ASP server 306 shown in FIG. 48. 20 The external memory '

ammuBicatan nferfans Ut 331 ks Iterface ysgd for input andoutput,
of data with the external memory 307. The'bus scramble unit 382
selamblesaytpuh #enal i on kM to generate the download key |
information K._fDM. Next, the download pro_cessing unit 353 5
encrypts the download key information K DM as plain text
using the access master key information KS to generate the
downlcad key information K DS. Next, the download pProcessing
unit 353 5 uses the download key information K DS to generate
the download signature information and transmits this to
the SAM chip 308.

In the present embodiment, the authentication units
317_1, 317 4, and 317_5 store information in the storage
units 350 1, 350 4, and.350__5 in aA secure state. When these
units are destroyed by ocutside factors or forced open, this
is détectéd by a detection unit and the information stored

in the storage units 350_1, 350_4, and 350 5 is deleted.

SAM Unit 309

[External Memory 307]

' FIG. 57 is a view for explaining the storage areas

of the external memory 307.

As shown in FIG. 57, the storage areas of the external

inemory 307 include an AP storage axea 320 1 in which the
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descrambles input data when inputting and outputting data 25 through the
external memory communication interface unit 126 - 361. The
encryption/decryption unit 363 encrypts data and decrypts encrypted
data. The storage unit 364 stores data used for the 5 processing by the
CPU 365. The CPU 365 executes varioys processing including execution
of an application program by the SAM chip 308 based on a

pre tern1c|lned program r(%%ram of the present invention) in the form of

n
ks €18 T Th & ERTF r—éxé’rﬁplgl,“gxéﬁﬂﬁéé“&%w%&dltaéﬁ Fohered,
for pﬂ,for ing processing for downloading program modules through the
Thtefriet §r¥6 e, HeFouttiGad opBratthdt piltfarPRbicRE g ogran
%ngloag tgﬁk 365a of the CRPU 365 will be explained. 15 FIG. 59 is a
Gw-chart for explainiie that dowabat Sofdralics indfle Milofkfrage area

bogdiment, the explanation will be . given of the operation when a )
T RS HABE (i BRRL Ta A AP B et business

usiness
rgm AP-1 shown in 20 FIG, 49 and FIG. 57, Step ST301: The
B Bom T8k PGl PGP AT ARG & H ARG PRl woed

personal computer

ﬁ?sgﬂgﬂggggaggdg?rgﬁgeéiﬁaggip 308.

The application program AP 1 stored in the AP storage
area 320_1 is comprised of a plurality of program'modules.
Access to the AP storage area 320_1 is restricted by the
firewall FW_1.

The appiicaticn programlARmz stored in the AP storage
area 320 2 is comprised of a plurality of program modules.
Access to the AP storage area 320 _2 is restricted by the
firewall FW 2.

The applicationAprogram”ABMB stored in the AP storage
area 320_3_is comprised of a plurality of program modules.
Access to tﬁe AP storage area 120_3 is restricted by the
firewall FHMB..

In fhe present embodiment, the above program module
is.the minimum.ﬁnit downldaded.fo; axamplg from the outside
of the SAM unit 309 to the external memory 307..The number
of the program.mddules férming @ach.application program caﬁ
be freely dgtermihed by the correspdnding business.

Further, the -applicafion programs AP_1, AP 2, and AP 3

stored in the external memory 307 are scrambled. They are
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program module to be downloaded comprising the application 25 program
AP_ithrough the authentication unit 3171, Internet 127 310, ASP server
306, and ICE 318 to the SAM chip 308. Step ST302: The mutual
authentication unit 352_1 of the processing unit 3511 of the
authentication unit 3171, as shown.iny5 FIG. 51, encrypts the SAM ID as
plain text using the mutual authentication master key information K1 to

ggg@gme@%ﬂglnaugg%%ggggg kgxénfgth%_KZ.:g%t p ST303: The

mutual authentication unit 3 of the processing anit 3511 of the

thentigat] it3%L7 1 mutual authentication with th
Gownloci ok $8s e P G O & SARFER A Joe Uiy e 20 AB_3

download task 365a of th 0 Gsin

Quisalauihenlicalion key. lnlommalian Ke gengrateg al siep 81302 Sigp

ST304: 15 When the mdtual egltlmacyint e mutual authenticatien ‘of

358 SRS Soned e INgFeets 00e HIOReS0 OLIED, g

ST305, while Wher_l not, it ends the process ) _
sownipagigressing 1ol 3L QLG RIECEEING MULIPULOLNS, cne sau

authentication unit 3171 shown in FIG. 50, as shown in F ncrypts

42 SAYID a5 Plala 1t UG ING.aR6855 Mgsfer key information KA to

generate the '
Access to the AP management storage area 321 is

restricted by the firewall FW 4.

Note that the firewalls FW 1, FW 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG.'49._

The AP management storage area 321 stores the AP
management data 330.

The AP management data 330 includes for example the
SAM ID, mutual authentication key information K2 (or mutual
authentication master key ihformaﬁion K1), and download
signature verification key information K DA, KDVM, and KDVS.

Here, the download signature verification key
information K_DVA is key information for verifying the
legitimacy of the siénature information generated using the
download key information K DA.

The download signature verification key information
K _DVM is key information for verifying the leéitimacy of
the signature information generated using the download key
information K _DM.

The downlocad signature verification key information -
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download key information K -DA. 25 Step ST306: 128 The download
processing unit 3531 uses the download key information K -DA generated
at step ST305 to generate the download signature information. Step
ST307: 5 The download processing unit 3531 transmits the download
signature information generated at stepp8T306 to the SAM chip 308. Step
ST308: The download task 365a of the CPU 365 of the SAM chip 10 308
in: El oad signature.verification key . .

nation FBUA S G b s R oo, [ gimacy of

n ' re;l ipn recejyed at step ST307. At this tfime, the
R B AR T R b o o R
thesARlaner baspdea the 15 module names received at step ST301 and
specifies the downfoad signature verification key information K DVA.. Step

ST309: filds dlaetl Al £1on STI08 1ALNE FRVN0RLL SIS e oma tion

information is legitimate, the fask proceeds to 20 the processing of step

$3340, white tRgk ilands ihe RYPCeSFRTRIER 942103 TN #9WNAY o rmea
task 365a of the CPU 365 of the SAM chip ‘
when downloading that program module through the SAM chip
308 to the external memory 307.

[SaM Chip 308]

FIG. 58 is a functional block diagram of the SAM chip
308 shown in FIG. 48.

As shown in FIG. 58, the SAM chip 308 has an ASPS

communication interface unit 360, external memory

communication interface unit 361, bus scramble unit 362,

encryption/decryption unit 363, storage unit 364, and CPU

365.

The SAM chip 308 is a tamper-resistant module.

The ASPS communication interface unit 360 isran
interface used for input and output of data with the ASP
server 306 shown in FIG. 48.

The external memory communication interface unit 361
is an interface used for input and output of data with the
gxternal memory 307.

The bus scramble unit 362 scrambles output data and

ldescrémbles input data when inputting and outputting data -

through the external memory communication interface unit
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308 shown in FIG. 58 specifies the address in the external 25 memory
307 corresponding to a module name designated at step 129 ST301 by
viewing the module management data 330 and downloads the program
module received from the personal computer 3161 to that specified
address on the external memory 307.1d@te-that when the software
developer 315 MID 5 downloads program modules of the higher handler
lyer and lower handler layer shown in FIG. 49 to the external memory
307, at step ST305, the download key information K -DM is generated by

the FOUII{BQ@)@}QJ‘Q%@%BQ}:A@C lt!%'élg tﬂl?:.@t (§T306 Tgs a and

download signature information is 10 generated. Further, at s

Hebe9ANM chip. 308488 dowagload signature verification key |nformat|on

K DVM shown in FIG. 57 is used to verify the download signature

informatiens Fuelbgaquhemthe sfvare sleveloper 315 SUP ggwnlgads

15 a program module of the OS layer shown in FIG. 49 to the external

Piyeeys30/g abgtepnal 3Qhy thg soutine explained using FIG. 56 is used
to generate the download key information K_DS. Using this, at step

ST306, ihe-dewnlosd signalieer KEOrmAtians gsnsraed & L!T{Wﬁ{c%%‘i%
ST308, in the 20 SAM chip 308, the download S|gnature verification key

dnfernationkoPYS e@&&&%@éﬁ%g&%tgyeﬁmtwwgg%a based

signature information. Note that the software developers 315 MID and 315
&P predetermined program (program of the present invention)

in the form of tasks etc.

The CPU 365,.for example, executes a download task
365a for performing processing forx downloading program
modules through the Internet 310.

Next, the download operation of program modules by
the download task 365a of the CPU 365 will be explained.

FIG. 59 is a flow chart for explaining that download
operation.

In the following embodiment, the explanation will be
given of the operation when a business 315 AP1 downloads
program modules of ‘the application program AP 1 shown in
FIG. 49 and FIG. 57.

Step ST301:

The pers.c.mal coméuter 31'6m1 shown in FIG. 48 t?ansmiﬁs
a download request designating‘the module name of each
program module to be downloaded.comprisihg the application

programIU{J,through1ﬂuaauthenticationlnﬂi:317ui, Internet
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can use the access master key information KA to download 25 the
program module of the AP layer to the external memory 130 - 307.
Further, the software developer 315 SUP can use the access master key
information KA and KM to download program modules of the higher
handler layer and lower handler layen 57t0.the external memory 307. Next,
the processing for a transaction using the IC card 303 by the

semudgaton suster gl Shown P IS, 48, will be explgined. FIG, Q0 is
a view for explaining the overall operation 10 of the communication
system §%Sh§*ﬁ’§'dﬁ FIG. 48. Step ST331: The businesses 3151 to 3153

or a part requested by these businesses produce application programs

AP 1, AR2 A0AAR -3 enihose businesses to Rrrform 8@%%§§g§%fé-s5smg

transactions using the IC card 303 on the personal computers

2162, aaq 3163 shewn in FIG.48 ;Atthis time, dqwnjoad processi .
explained using FIG. 59 is pe?forrjﬁga. éferf) él"‘lt't?;:“BZ:%JZ %Fhfe'ar?pﬁicgﬁgﬁn =

Pregrams AR L AR 2. apHARAR 3f qgwgmgﬁdég%l%s@ﬁ% the mutual

authentication units 3171, 3172, 7and 3173 from the personal computers

éﬂ@ﬂeﬁ%@%&%%%%l%%é%gﬁa§@9ﬂQWPégm%tion Kl to generate the
mutuai authentication key information K2.

Step ST303:

'i'he mutual authentication unit 352 1 of the processing
unit 351 1 of the authentication unit 317 1 performs mutual
authentication with the download task 365a of the CPU 365
of the SAM chip 308 using the mutual authentication key
informat:ior; K2 generated at step ST302.

Step ST304:

Wﬁen the mutual legitimacy in the mutual

authentication of step ST303 is confirmed, the unit proceeds

- to the processing of step ST305, while when not, it ends

the processing.

Step ST305:

The download processing unit 353 1 of the processing
unit 351 1 of the authentication unit 31'7_1 shown in FIG.
SO, aé shown in ?IG. 52, encrypts the SAM ID as plain text.
using the access master key information KA to génerate the
download key information K DA.

Step ST306:
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At this time, the processing explained using FIG. 56 25 is performed. -
131 - Step ST333: The user is issued the IC card 303. The IC card 303
stores the key information used for transactions with a business which the
user has contracted 5 with. Note that the contract between the user and a
business may be concluded after isspyggce of the IC card 303 through
the Internet 310 etc. Step ST334: 10 For example, when a user desires to

use the personal computer 305 to access the server 302 through the
Intorne 35038 “Crlc‘h%%eparﬁ’%’dﬁﬁﬁ‘tﬁe BBAEr 303 ids ST plita Sy ioad

W
0 pu
request through the Internet 310 to the ASP server 306. When the ASP
K ST ER e SRR FATR: A5 NS LNy SBopnorate

ccesses the persanal computer 305 through the Internet 310. Further,
B e B o e 33 Bed by the ord .

reader/yé:iter 3 f,sw_ent through the personal computer 305, Internet
310, and RSP SErver 306 to the SAM chip 308. 20 Step ST335: The SAM

égyfgﬂ%gagksa{gnature information generated at step ST306 to.
the SAM chip 308.

Step ST308:

The download task 365a of the CPU 365 of the SAM chip
308 shown in FIG. 58 uses the download signature verificatior;
key information K DVA shown in FIG. 57 to judge the legitimacy
of the download signature information received at step ST307.

At this time, the downloéd task 365a judges if the
download' request has been made at the AP layer based on the |
rﬁodule- names received at step ST301 and specifies the
download signature verification key information K DVA.

Step ST309:

If it is judged at step ST308 that the download
signature information is legitimate, the i:ask proceeds to
the processing of s#ep ST310, while if not, it ends the
Processing.

Step ST310:

The dowgload task 365a of the CPU 3_65 of the SAM chip
308 shown in FIG. 58 specifies the address in the external

memory 307 corresponding to a module name designated at step
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executes the selected application program. 25 Step ST336: 132 The SAM
chip 308 outputs the result of execution of the application program to the
ASP server 306. As explained above, according to the communication
system 301, by the authentication units 3171, 3172, and 5 3173 holding
the access master key information-KA2the-authentication unit 3174
holding the access master key information KM, the authentication unit

Si3dihplging e Arcass Masiel kaLnfymation KSangsas5xR1aled oads

above, performing processing for downloading a program module to 10

the pdepahinamary10 fdhbaecumesRassihle Pdawiaad ApMAaY 316 1
modules in accordance with rights given in accordance with the software —
dierarchy shown ifsll@. 494 decetore 4ihis ROSEIDIE, 101 PLENERLAN 307 .

unauthorized party from illicitly exchanging or tampering with program

modulegddodigexaniad by ihesSAN £bip 308, FEiber aprerqing, o

the communication system 301, as explained earlier, the authentication
dbWs Rdad, BEégrand dddwm slgrenfeimationdnasacsfrisiaie Nher and
storage units 3501, 3504, and 3505. When such a unit is destroyed 20 by

wwertersaldader orfrsced RRRR, S isrdetested-by ca detsatiopdiit #ihory
the stored information in the storage units 3501, 3504, and 350-5 is

siefeted« ThesgforerHiny , usthaf thedseydatorpalion wseehirrdyngading ; s
to the SAM . -
generated by the routine explained using FIG. 54. Using this,

at step ST306, the download signature information is

generated. Further, at step ST308, in the SAM chip 308, the

‘download signature verification key information K DVM shown

in FIG. 57 is used to verify the download signature
information. |

Further, when the software developer 315__SUP downloads
a program module of the OS layer shown in FIG. 49 to the
external memory 307, at step ST305, the routine explained
using FIG. 56 is used to generate the download key information
K DS. Using this, at step ST306, the download signature
information is generated. Further, at step ST308, in the
SAM chip 308, the download signature verification key

information K__DVS shown in FIG. 57 is used to verify the

- download signature information.

Note that the software developers 315 MID and 315_SUP
can use the access master "key information KA to download

the program module of the AP layer to the external memory
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chip 308 can be avoided. 25 Further, according to the communication
system 301, - 133 when the SAM chip 308 operates a plurality of
application programs, since data transfer or viewing of data and codes
between application programs is restricted by the firewalls FW 1, FW 2,
and FW 3, illicit interference or tampédty with 5 the processing of each
application program by another application program can be prevented.
Faurther, it is possible to enhance the secrecy of each application
program. Further, according to the communication system 301, by

configusng erek ppplicatiopmraghas ayvalufdily of1 80 PIR0ralh use the
modules, it is possible to download to the external memory 307 in

oo MANHERS KBS i heidhela 88 (K2Y HhERE0 M UGNy $Bg ram
301, by encrypting the highly confidential key information used for

rOpEEAlinn oFthehle Bagh3R3 haddiden 1ayka-usuad I eraningiand 1ayer
storing it in the external memory 307, it is possible to improve the security
devalné theckew-riaformatieir-y-atmer, according to the Internet 301, the
application program can execute encryption and decryption 20 when ‘
accessing:cofesiny the dusseiamgbledunation:sa dHe possibledopyewan: 1c
an application program stored in the external memory 307 from being
ahiedly aoalyEed e whittnprdcessingrof dpe 64M 8bip BdadbaltadFIG. 48
will be explained.

FIG. 60 is a view for explaining the overall operation
of the communication system 301 shown in FIG. 48.

Step ST331:

The businesses 315 1 to 315 3 or a part requested by
these businesses produce application programs AP 1, AP 2,
and AP_3 for those businesses to perform processing for
trahsactions using the IC card 303 on the personal computers
316_1, 316_2, and 316 3 shown in FIG. 48.

At this time, download‘processing ekplained using FIG.
59 is performed.

Step S8T332:

The application programs AP 1, AP 2, and AP 3 are

downloaded through the authentication units 317 1, 317 2,

and 317_3 from the personal computers 316_1, 316_2, and 316_3
to the SAM chip 308.
At this time, the processing expléined.using FIG. 56

is performed.
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FIG. 61 is a functional block diagram showing more 25 specifically the
function blocks of the SAM chip 308 shown - 134 - in FIG. 58. As shown in
FIG. 61, the SAM chip 308 is connected through an internal bus 390 to

the ASPS communication interface unit 360, external memory

communication interface 5 unit 36%, Buslscramble unit 362,
encryption/decryption unit 365, storage unit 364, and CPU 366. In the

SAM chifx-2@8 stigwn in FIG. 61, for example as shown in FIG. 62, it is

also possible to connect the card I/F unit 391 connected to the internal

bus 390ean:RELLG e CeRtQR/HaRERISHON-WHE3 % qutside of the SAM

chip 308 and transfer data with the IF card 303 by a noncontact system
throughmansaniensa 2823 @i tha:BEJS8CeplioNiiansinissipa¥iiba%% e for
present invention is not limited to the above 15 explained embodiment.
Eesexamplerie tha ahoxewxplpineskemhodinaiethes68s8 98 contracted
downloading program modules from the personal computers 3161 to

vail6h through the SAM chip 308 to the external memory 307 was

illustrated, but the present 20 invention can similarly be applied using the
functionvefc the Rheveraxpiaines dewneadtask I9ha @¥eR VRN a business
downloading program modules from the personal computers 3161 to

- AP0 achiRgdeitaitdelh the SHAMEBIRE08he IC card 303 through

the Internet 310 etc.

Step ST334:

For example, when a user desires to use the personal
computer 305 to access the server 302 through the Internet
310 to purchase a product, the server 302 :_i.ssnies a processing
request throﬂgh the Internet 310 to the ASP server 306.

When the ASP server 306 receives a processing request
£from ﬁhe server 302, it accesses the personal computer 305

through the Internet 310. Further, the prccessing-request

for the IC card 303 issued by the card reader/writer 304

is sent through the pérsonal computer 305, Internet 310,

~and ASP server 306 to the SAM chip 308.

Step ST335:

The SAM chip 308, in accordance with the processing
request received at step ST334, selects an application
program by the settlement processing‘routine~task and
executes the selected application program.

Step ST336:
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Further, in the above explained embodiment, the case 25 of providing the
authentication units 3171 to 3175 for - 135 the Internet 310 at the

personal computer 3161 to 3166 side was illustrated, but as shown in

FIG. 63, itis also possible to provide the authentication units 3171 to

3175 in the SAM chip 308 and allow!atgess to the authentication units

3171 to 3175 to the corresponding personal computers 3161 to 3165.

Fifth Entihedismsmt ¢he prasent eatedisenhis ansiabedis®néxecution of
corresponding to the 17th and 18th aspects of the invention. 10 FIG. 64 is
hvicwpgitheavérsd qanfigutationof Hiee cagIMERieakon Swstem 401 of

the present embodiment. As shown in FIG. 64, the communication system
401 usess thepdenda? alkossrd 403¢oakdlimgdeswttes 404npensnaaltion
computer 405, ASP (application service provider) server 406, 15 SAM
{geture application bduke) thitd09cpersonaheoimputans? 4161 341622, and
and 4163, and authentication units 4171, 4172, and 4173 to communicate
3A0ughttheé dateqnetiid Oaane perfors Settickemnt rdcassingicrotker, the
processing for a procedure using the IC card 403. 20 The SAM unit 409
dxshamnditental ome monyt4 BAENd SKdA diny 4 0BT lre=8ANCinip 408 hasay
software configuration shown in FIG. 65. As shown in FIG. 65, the SAM
J'ghﬁpzzﬁ}sthas} fidf) the authentication unit 317 5 holding the

~ access master key information K8, and, as explained above,

performing processing for downloading a program module to
the external memory 307, it becomes possible to download.
a program modules in accordance with rights given in
accordance with the software hierarchy shown in FIG. 46.
Therefore, it is possible to prevent an unauthorized party
from illicitly exchanging or 'tampering with program modules
to be executed by the SAM chip 308.

Further, éccording-to the communication system 301,

as explained earlier, the authentication units 317 1, 317 4,

and 317 5 store information in a secure state in the storage

units 350 1, 350_4, and 350 5. When such a un;it is destroyed
by an external factor or forced open, this is detected by
a detection unif_; and the stored information in the storage
units 350_1, 350 4, and 350 _5 is deleted. Therefore,; illiecit
use of the key information used for downloading to the SAM

,chj.p 308 can be avéideci.

Fur-thexé, according to the communication system 301,

:
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a bottom layer toward a top layer, an HW (hardware) layer, 25 OS layer,

lower handler layer, higher handler layer, and 136 - AP layer. The lower
handler layer includes a driver layer. Here, the AP layer includes

application programs AP 1, AP 2, and AP -3 defining procedures for use

of the IC card 5 403 by credit cardcokdsanies or other businesses 4151,
4152, and 4153 shown in FIG. 64. In the AP layer, the application
phegranisARAM Abh2 p and AR pkaad e higherhandlerlayer aSplication
provided between them with firewalls FW. 10 The SAM chip 408 is
pongeeind theolgha But 41916 SO B! PeEwheF BernelralCatatheodes
ASP server 406. The ASP server 406 is connected through the Internet

- Hd Ovteen plipalitycef tewninst appamilses NehEinGaHereaNaheomPHiRIalls

405 of the end user and personal computers 4161, 15 4162, and 4163 of
' busiiessesatikb FWl15? a4t 3nthe paisanabCompiRR405. gl wi th
example, is connected through a serial port or USS port to a Dumb type
ched peaderdwiitey 404. Shekarbiehileswiitatr 404dgakize HPr @l

wireless communication corresponding to the physical 20 level with the IC _
xapd 403 tOpergtierat e mmands po-thecdfteaid 493 8HE FESRANSE possible
packets from the IC card 403 are generated and analyzed at the SAM
tumitet(taside. Thercioreribeycasd readei/\wafipl ication program.

Further, according to the communication system 301,
by configuring each application program by a plurality of
program modules, it is possible to download to the external
memory 307 in program modules units.

Further, according to the communication system 301,

by encrypting the highly confidential key information used

for operation of the IC card 303 in addition to the usual

scrambling and storing it in the external memory 307, it

is possible to improve the security level of the key

information.

Further, accoxdihg to the Interget 301, the
application program can execute encryption and decryption
when accessing codes by the bus scramble function, so it
is possible to prevent an application program stored in the
external memory 307 from being i_llicitly analyzed etc. while
Processing of thé SAM chip 308 is halted.

FIG. 61 is a functional block diagram showing_more

specifically the function blocks of the $AM chip 308 shown
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404, personal computer 405, and ASP server 406 interposed 25 between
them only act to store the commands or response - 137 content in data
payload portions and relay the same. They are not involved in encryption
or decryption of data, authentication, and other actual operations in the IC
card 403. 5 The businesses 4151; 4152, and 4153 use the personal
computers 4161, 4162, and 4163 to produce the application programs
AP#1AP L gnd AP-3 and download the produced application programs
through the authentication units 4171, 4172, and 4173 through the SAM

chip 408 40 PreARSIoNEdr 18 SYrage reASSIMheRXPradlgNeMoRLAN L Mled
this time, since the businesses 4151, 4152, and 4153 have no relation

with-eaeh athes 10e SIIR08 ek dN 1he HEMRSEPE AR waaredhe

application programs AP 1, AP-2, and AP-3 can be downloaded are

Hpeidedhipadvaneeskp and,whethet opedidsyhedight 19 daWaload isieRace
a storage area is verified by the SAM chip 408. Further, the transfer and

uwaswingedf dafaAreeRata ARRIICANIGR PIOBRMS AR biffalcM$ AP unit
are restricted by the firewalls FW. 20 When downloading the application

JyegramsARge AR 2t andhAP e thedAM ghip 408, the authentication
units 4171, 4172, and 41731 as explained later, perform mutual
authenticatioRavignthe-RAM goig 48cpipducerhe dogn|oathr example as
shown in FIG. 62, it is also possible to connect the card
I/F unit 391 connected to the internal bus 390 to an RF
reception/transmission unit 392 cutside of the SAM chip 308
and transfer data with the IF card 303 by a noncontact system
through an antenna 3%2a of the RF reception/transmission
unit 392.

The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the

case of downloading program modules from the personal

computers. 316 1 to 316_5 through the SAM chip 308 to the

~external memory 307 was illusﬁrated, but the present

invention can similarly be applied using the function of
the ab;;)ve' explained download task 365a even when downloading
program.modules from the personal computers 316 1 to 316 5
to a storage unit 364 in the SAM chip 308.

Further, in the above explained embodiment, the case

of providing the authentication units 317 1 to 317 5 for
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signature verification key information, etc. 25 Next, the SAM unit 409
shown in FIG. 64 will be 138 - explained in detail. External Memary 407
FIG. 66 is a view for explaining the storage areas of the external memory
407. 5 As shown in FIG. 66, the storage areas of the external memory
407 include an AP storage area 4201 fdr storing the application program
AP_I of the business 4151, an AP storage area 4202 for storing the
eipplicaiioapregra ¢\ Fa? afiibephusinassi4 Hd SRl StHraga ated 316 6
4203 for storing the 10 application program AP -3 of the businéss 4153, —
shdaarwAB HBEDagemesbaipragaama 4bused by thasmagagenaf the a1so
SAM chip 408. The application program AP -1 stored in the AP storage
woea iB0E ixeopysisedofthplualiloh PIRHETICHOGHIEEs T ACeesHiB1T 5
the AP storage area 4201 is restricted by the firewall FW 1. The”

applibatisnproghan AR 82 siniediin dhe APSHe0es 430 fentication
comprised of a plurality of program modules. Access to the AP storage
wiea 4 20P7s ressiced by the 20fimwall=yohdiegapphicadan Pregidii ters
AP -3 stored in the AP storage area 4203 is comprised of a plurality of
Frégmntmadiuiess Access to the AP storage area 420_3 is restricted by
the

Fifth Embodiment

The present embodiment is an embediment corresponding
to thé 17th and 18th aspects of the invention.

FIG. 64 is a view of the overall configuration of the
communication system 401 of the present embodiment.

As shown in FIG. 64, the communication system 401 uses
the server 402, IC card 403, card reader/writer 404, personal
computer 405, ASP (application service provider) server 406,
SAM {secure application module} unit 409, personal computers
416_1, 416_2, and 416 3, and authentication units 417 1,
417_2, and 417 _3 to communicate through the Internet 410
and perform.seﬁtlement processing or other processing for
a procedure using the IC card 403.

The SAM unit 409 has an external- memory 407 and SAM
chip 408.

The SAM chip 408 has a soéftware configuration shown
in FIG. 65. As shown in FIG. 65, the SAM qhip-408 has, from
a bottom layer téward.a top layer, an HW (hardware) laver,

0S layer; lower handler layer, higher handler layer, and
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firewall FW 3. 25 In the present embodiment, the above program module

139 is the minimum unit downloaded for example from the outside of the
SAM unit 409 to the external memory 407. The number of the program
modules forming each application program can be freely determined by

the corresponding business. 5 Furthér} éhe-application programs AP 1, AP

2, and AP -3 are, for example, produced by the businesses 4151, 4152,
remdidkkarusing the personal computers 4161, 4162, and 4163 shown in

FIG. 64 and are downloaded through the SAM chip 408 to the external
memory4a7 1decessialise AR ranageslasorageiziosd? aiSer .
allowed only by the manager of the SAM chip 408 by the firewall FW 4.

Note thaethe firetvallseFY¥ e F\ii: F\lEs ainthi\ch teDse jpesghadizenr 1,
firewalls FW shown in FIG. 65. 15 The AP management storage area 421
mores thednodele dafdgementpdaia«ldd rshowfoin RiGe 66 fHetes theeARard
management data 421 is used by the SAM chip 408 for managing
exehutiencetihe applitatomprofgams: ARHe AR sdarckAPed: 4040 the 4152,
present embodiment, the application programs AP 1, AP 2, and AP -3

agndl ARSmanagement dat® 221 sédred in the external memory 407 are, as

explained later, scrambled by the bus scramble unit 461 in the SAM chip
408 usihg tite= AP layer, the application programs AP 1, AP 2,

and AP_3 and the highér handler layer are provided between
them with firewalls FW.

The SAM chip 408 is connected through a bus 419 using
a SCS8I port, the Ethernet, etc. to the ASP server 406. The
ASP server 406 is connected through the Internet 410 to a
plurality of terminal apparatuses including a pexrsonal
computer 405 of the end user and personal computérs-415m1,
416_2, and 416_3 of the businesses 415 1, 415 2, and 415 3.

The personal_computer 405, for example, is connected
through a serial port or USB porxrt to a Dﬁmb type card
reader/writer 404. The card reader/writer 404 realizes for
example wireless communication corresponding to the physical
level with the IC card 403.

Operational commands to the IC card 403 and response
packets from the IC card 403 are QQnerated and analyzed at
the SAM unit 409 side. Therefore, the card reader/writer
404, personal computer 405, and ASP server 406 ihferposed

between them only act to store the commands or response
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scramble key K. When read into the SAM chip 408, they are 25
descrambled using the scramble key K. 140 - SAM Chip 408 FIG. 67 is a
functional block diagram of the SAM chip 408 shown in FIG. 64. As
shown in FIG. 67, the SAM chip 408 has an ASPS 5 communication
interface unit 460, bus scramble unit ¥®&1, -signature processing unit 462,
authentication processing unit 463, encryption/decryption unit 464,

St RaR UNILHa2, ANGGE Y0P JhE 2 AN ChiR 40845 2 JaPRE - [e§islaN Loy

module. 10 Here, the CPU 466 corresponds to the data processing circuit

Lfthepresent veation whilethe,busscramble. 4ol 461 Sorgspgags,to

the data input/output circuit of the present invention. Further, the SAM

L0408 ceespANdsindhe divesericenducion siraut ghiheniesell 1¢ card
invention, while the external memory 407 corresponds to the
Semiconductor storage circuit of the present invention. The ASPS
communication interface unit 460 is an interface used for input and output

of data with the-AaR 2@ sefver 406 shown insGile 464 Bhg s agramblesnay
unit 461 scrambles data to be Written inthe external memory 407 and
slassiprakiesidatatead fiom thenextergalned pyifliice the application
programs AP 1, AP 2, and AP_3 and download the produced
application programs through the authentication units 417 1,
417 2, and 417 3 through the SAM chip 408 to preassigned
storage areas in the external memory 407.

At this time, since the businesses 415 1, 415 2, and
415 3 have no relation with each other, the storage areas
in the external memory 407 where the application érograms
AP 1, AP_2, and AP 3 can be downloaded are decided in advance
%nd whether one has the right to download to such a storage
area 1is verified-by the SAM chip 408.

Further, the. transfer and viewing of data among the
application programs AP 1, AP 2, and AP 3 are restricted
by the firewalls FW, -

When downloading the application programs AP 1, AP_2,
and AP 3 to the SAM chip 408, the authentication units 417 1,
417 2, and -41‘7_‘_3, as explained later, perform mutual
authentication with the SAM chip 408, produce the download
signature veﬁification key information, etc.

Next, the SAM unit 409 shown in FIG. 64 will bae
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That is, the external memory 407 stores data in a 25 scrambled state.
141 The processing of the bus scramble unit 461 will be explained in
detail later. The signature processing unit 462, as explained later,
produces a signature and verifies a signature when 5 downloading an
application program through the Intetr3& 410 and when executing an
application program. The authentication processing unit 463 as explained
daie1 perenams mutbakauthentication with the other party when
downloading an application program through the Internet 10 410 to the

externak mesieny143eddeeneoyption/decryption unit 464 encrypts data

and decrypts encrypted data. The storage unit 465 for example stores the

data negessagsfor she pracessing:ofdhe LA 466 tndhe €4 486areas

executes the application programs AP 1, AP-2, and AP-3 while accessing
dbe exieraaivaemory dédoyougivthe bus scramble unit 461 and performs

various processing corresponding to the services of the SAM chip 408.

20 Nexnd¢hensaaessingf the duscsaside agit 46wl be exlaineddinal

detail. Note that, in the present embodiment, the case of use of the bus M
resiamplel 0t 463 Mmikien ARCRESIBYcReRXIQP 420 1 for storing the

application program AP 1 of the business 415 1, an AP storage
area 420 _2 for storing the application program AP 2 of the
business 415 2, an AP storage area 420 3 for storing the
application program AP 3 of the business 415 3, and an AP
management storage area 421 used by the manager of the SaAM
chip 408.

The application program AP 1 stored in the AP storage
area 420 1 is comprised of a plurality of program modules.
Access to the AP storage area 420 1 is restricted by the
firewall FW 1.

The application program AP 2 stored in the AP storage

area 420 _2 is comprised of a plurality of program modules.

Access to the AP storage area 420 2 is restricted by the

firewall FW_2.

The appliaation.program‘AQMS stored in the AP storage
area 420 3 is comprised of a plurality of program modules.
Access to the AP storage area 420 3 is restricted by the
firewall FWH3;

In the present embodiment, the above program module
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memory 407 is illustrated, but the bus scramble unit 461 25 can also be
applied in the case of inputting and outputting - 142 data with the outside
by another SAM chip 408 through an 1/O bus etc. The bus scramble unit
461 encrypts the data input from the CPU 466 using a predetermined
scramble key K, then writes 5 it throdgl? the bus 419 in the external
memory 407. Further, the bus scramble unit 461 decrypts the data read

ihroupb thebiievd 3iom haeiedalepere4aaysnds hieserRRg tside
key K and outputs it to the CPU 466. [Address Space] 10 The encryption

sdibckHengtinofidhe ©ncoyption algordadisesibymthedius sambigunibunber
461 is made Nc, while the data bus width of the bus 419 is made Nb. In

d7e tnllowing gexanplaienasides e aase sdierapiiiscawhols pubigleef can
Nb, that is, a whole number n (=Nc/Nb). 15 Note that the address space of

e EPELAGS (RAdreRS nspaceyn G 6biR-edhAdlithg asdrassespace
used when the bus scramble unit 461 accesses the external memory 407

(hereunaﬁereﬂmrgfavedafspas&wemtem@wm@ddreswsmc@ad AP 3
differ due to the addition of parity and scrambling 20 of the address.
dherefoes; thebusiscrapbieiuried6byasBBown4d s s68, gasverts 415 2,
address CPU ADR input from the CPU 466 (first address of the present
amvedinh) ® as adgredseMpMrABRadf computers 416_1, 416 2, and
416_3 shown in FIG. 64 and are downloaded through the SAM
chip 408 to the external memory 407.

Access to the AP management storage area 42la is
allowed only by the manager of the SAM chip 408 by the £ irewall
FW 4.

ﬁote that the firewalls FW I, FW 2, FW 3, and FW_4
correspond to the firewalls FW shown in FIG. 65.

The AP management storage area 421 stores the module
management data 421 shown in FIG. 66.

Here, the AP management data 421 is used by the SAM
chip 408 for managing execution of the application programs
AB_I, AP 2, and AP 3.

In the present embodiment, the application programs
AP 1, AP 2, and AP_3 and AP management data 421 stored in

the external memory 407 are, as explained later, scrambled

by the bus scramble unit 461 in the SAM chip 408 using the

scramble key K. When read into the SAM chip 408, they are

descrambled using the scramble key K.
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the external memory address space (second address of the 25 present
invention) using a predefined map f (address 143 conversion algorithm).

The bus scramble unit 461 uses the address MEM ADR to access the
external memory 407. This map f, for example, as shown in FIG. 69, is
defined only when the address al; whith is an address CPU ADR, is 5 "al
mod Nc/ Nb=QO". For the other address a2, the external memory 407 is
accesseéthiy €raz (amod Nc/ Nb)). Here, "x mod y" is the remainder

after dividing x by Y That is, the bus scramble unit 461 reads and writes

10 datargith. the7externafmeaiory¥aY ib ik of ikeyeneryptionhbloSAM chip
length Nc. Here, when Nc/Nb=n and the smallest whole number of n or
fMGresbeonnthédousBerarGhle unit 461 performs transactions accessing

the external memory 407 through the 15 bus 419 (data input/output
transacienssbbting presetcinventiorgha Ui ofhipudder aks an ASPS
transactions. [Configuration of Bus Scramble Unit 461] FIG. 70 is a
donctiionatblotkuliagrterdfathe busiscrabgib)e bnis 46 r2hWBSeshomhtin461 ,
FIG. 70, the bus scramble unit 461 has an encryption unit 431, decryption
82y el dresscamsage ment tnt 633, sorbhdud: key mamagemert asiing
434, parity processing unit 435, pipeline processing control unit 436,

unit 463, encryption/decryption unit 464, storage unit 465,

and CPU 466.

The SAM chip 408 is a tamper-resistant module.

Here, the CPU 466 corresponds tc the data processing
circuit of the present invention, while the bus scramble
unit 461 corresponds to the data input/ocutput circuit of
the present invention.

Further, the SAM chip 408 corresponds to the
semiconductor circuit of the present invention, while the

external memory 407 corresponds to the semiconductor storage

-circuit of the present invention.

The ASPS communication interface unit 460 is an
interface used for input and output of data with tﬁe ASP
server 406 shown in FIG. 64.

The bus scramble unit 461 scrambles data to be written
in the external memory 407 and descrambles data read from
the exterﬁal memory 407.

That is, the external memory 407 stores data in a

scrambled state.
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work memory 437, and control unit 438. 25 The encryption unit 431

encrypts data input from the 144 CPU 466 using a predetermined

scramble key K. The decryption unit 432 decrypts data read from the

external memory 407 using the predetermined scramble key K. 5 The
address management unit 433 convérfdthe address CPU ADR input from
the CPU 466 to the address MEM ADR explained above. The scramble

key mamragepesicdlisdsd manages the sSscanbioiey knsed f6iherill be
encryption unit 431 and decryption 10 unit 432 and suitably switches the
sopdableddyilk Hagpantypreeassing unit 435 adds parity data to the

data to be written in the external memory 407 and verifies the parity data
added tordatairgad finke the extersakiyamary 467, 15sThepipalned Later,
processing control unit 436 divides the processing of the bus scramble
piidaleintaa pliyabiyuekstagas aad Lonlslsdhe syatecn se thaidhe

pipeline processing is performed in units of stages. The work memory
ddmisasddldgr the prgeebeigiciihprag bas sthachirhushdbintéenet 410
control unit 438 comprehensively controls the processing of the bus
asofiambienu b4 fimite Operaijphitodbdeinap Meneiy 407]

The authentication processing unit 463 as explained
later performs mutﬁal authentication with the other party
when downloading an application program through the Internet
410 to the external memory 407.

The encryption/decryption unit 464 encrypts data and
decrypts encrypted data.

The storage unit 465 for example stores the data

‘nedessary for the processing of the CPU 4£66.

The CPU 466 executes the application programs AP 1,
AP 2, and AP_3 while accessing the external memory 4067

through the bus scramble unit 461 and performs various

processing corresponding to the services of the SAM chip

408.

Next, lthe processing of the bus scramble unit 461 will
be explained in detail.

Note that, in the present embodiment, the case of use
of the bus scramble unit 461 when accessing the ‘external
meinory 407‘ is jiliustrated, but the bus scramble unit 461

can also be applied in the case of inputting and outputting
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FIG. 71 is a view for explaining the operation of the 25 bus scramble unit
461 when the CPU 466 shown in FIG. 67 writes 145 - data in the external
memory 407. FIG. 72 is a flow chart for explaining the operation shown in
FIG. 71. Step ST401: 5 The CPU 466 outputs to the bus scramble unit
461 the data DATA to be written,-th&#ig, “d32", and the address CPU
ADR, that is, "a3". That data "d32" is written in the work memory 437
asevReintirlGné0 ehitheibies seramble Haik 46AM105ieP 2d402n\When an
Nc>Nb, the address management unit 433 shown in FIG. 70 uses the
IgedBes: "aX do find the map f (a3-(a3 mod Nc/ Nb)) , that is, the map f
(a3-1) and uses that map f (a3-1) as the address MEM ADR of the
externatmemes/ s88easispase: t12 atepnzhdRP J RheoatellnhA3] from
shown in FIG. 70 uses the address HEM ADR f (a3-1) obtained at step
chéd0Buogeadikamdhe prdanet meraeiy 404 thasrcreiet Jatadliowk ¢ tes
({Xi, X2}) and writes this in the work memory 437. 20 Step ST404: The
idearpiarytnitA32 shewnin HG. thdestypis-hel datandlegk ed(X1, X2))
read from the work memory 437 to generate the data block (X1,.X2}. _
Further#herpaity the bus scramble unit 461 decrypts the data

read through the bus 419 from the external memory 407 using
the scramble key K and ocutputs it to the CPU 466.
[Address Space]

The encryption block length of the encryption

- algorithm used by the bus scramble unit 461 is made N¢, while

the data bus width of the bus 419 is made Nb. In the following
example, consider the case where Nec is a whole multiple of
Nb, that is, a whole number n (=Nc¢/Nb).

Note that the address space of the CPU 466 (address
space in SAM chip 408) and the address space used when the
bus scramble upit 461 accesses the external memory 407
(hereinafter also referred to as the "external memory é.d&ress
space") differ due to the addition of parity and scrambling
of the address. |

T-heréfore ‘ rthe bus scramble unit 461, as shown in FIG.
68, converts an address CPU_ADR :i.néut from the CPU 466 (first
address of the present invention) to an address MEM ADR of
the external memory address space (second address of-the

present invention) using a predefined map £ .(addrass
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processing unit 435 uses the parity data added to the data 25 block e
((X1, X2}) for parity processing, then writes the 146 data block (X1, X2)
again in the work memory 437. Step ST405: The control unit 438 rewrites
the "X2" corresponding to the address "a3" in the data block (X1, X2}
corresponding 5 to the address read.#3m-the work memory 437 and
already decrypted to the write data "d32" to generate the data block (X1,

&Sry apd vgite s s i thanyorkene mai 434 ratepral 406 d heglaftes the
processing unit 435 generates the parity 10 data of the data block (X1,

£133}aSle M OB heceneyation wHb42k eacyRis the.daty blagi (X1,
d32) read from the work memory 437 using the scramble key K. 15 Step

ST408: fiesCraoF UnitAS8 ¥l the dataiinak Ohlrda2} ¢ thes defined
address MEM ADR f (a3-1) of the external memory 407 and writes parity

slaly generatathat sleg:SkADGID a iedateiningd agasbthe X8R, is
memory 407. 20 Note that the control unit 438 judges if the address next

iapudfem tiay GivE466 iFns-thbelommancryptirg the data bioek a8k siePnail
ST407. If "a3-11', it rewrites the data block XI by the write data, then _
nRACHYRES FENGiWIteSdbssed by £ (a2~ (a2 mod Nc/ Nb)) .

Here, "x mod y" is the remainder after dividing x by

That is, the bus scramble unit 461 reads and writes
data with the external.memoﬁy 407 in units of the encryption
block length Nc.

Here, when Nc/Nb=n and the smallest whole number of
n or more is m, the bus scramble unit 461 performs
transactions accessing the external memory 407 through the
bus 419 (data input/output transactions of the present
invention}) in units of m number of transactions.

[Configuration of Bus Scramble Unit 461]

FIG. 70 is a functional block diagram of the bus
scramble unit 461.

As shown in FIG. 70, the bus scramble unit 461 has
an encryption unit 431, decryption unit 432, address
managementunit433,scramblekeyumnagementunit434,parity
processing unit 435, pipeline processing control unit 436,
work memory 437, and control unit 438.

The encryption unit 431 encrypts data ihp&t from the
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in the external memory 407. 25 Due to this, it is possible to reduce the
number of - 147 steps in the case of writing to successive addresses.
Further, even when writing data of a data length Nb in the external
memory 407, the control unit 438, for example, pads data by the data of
(Nc-Nb) to obtain data of the data-5 efgth Nc, then encrypts it and writes
it in the external memory 407. That is, a storage area of a data length Nc

dphg exterophpemuy 4048 Assigngd Lvena fiata af 2 data length Nb.

10 [Read From External Memory 407] FIG. 73 is a view for explaining a

read opgralion ke the-extgrial wo%@%&@%@%@&'%& the
461. FIG. 74 is a flow chart for explaining that read operation. 15 Step

e%%l:kiérb%@BH&@@W%L&M%@%&F@@DM%@ & AP0iESSkey
CPU ADR "a3" to be read from. Step ST412: When Nc>NDb, the address

gnanagement unit 433 shown in 20 FIG. 70 uses the address "a3" to find
the map f (a3-(a3 mod Nc/ Nb)), that is, the map f (a3-1), and uses that

map f (@ds1hasesaddiess MEMADR.Qfthe external RemPAddiess o s «
space. : .
CPU_ADR input from the CPU 466 to the address MEM ADR

explained above.

The scramble key management unit 434 manages the

- scramble key K used at the encryption unit 431 and decryption

unit 432 and suitably switches the scramble key K.

- The parity processing unit 435 adds parity data to
the data to be written in the external memoxry 407 and verifies
the parity data added to data read from the external memory
407 .

The pipeline processing control unit 436 divides the

processing of the bus scramble unit 461 into a plurality

éf stages and contrels the system so that the pipeline
processing is performed in units of stages.

The work memory 437 is used for the processing of the

"bus scramble unit 461.

The control unit 438 comprehensively controls the
brocessing of the bus scramble unit 461.

{Write Operation-ﬁo External Memory 407]

FIG. 71 is a view for explaining the operation of the

bus scramble unit 461 when the CPU 466 shown in FIG. 67 writes
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Step ST413: 25 The CPU 466 shown in FIG. 67 uses the address MEM
ADR 148 f (a3-1) obtained at step ST402 to read the encrypted
(scrambled) data block e ((d31, d32}) from the external memory 407 and
writes this in the work memory 437. Step ST414: 5 The decryption unit
432 shown in FIG. 70 decrypts the- dat& block e ({d31, d32}) read from the
work memory 437 to generate {d31, d32}. Further, the parity processing

dait43mustethexparin datasadded o e data block e ({d31, d32)) for
parity processing, then writes the data block {d31, 10 d321 again in the

work mermary 437.i5tep FiLb:ctha-eontsd! Witssifeichesihe AR ration
"d32" corresponding to the CPU ADR "a3" in the data block {d31, d32) -
seagddroanthemeark-memory 437 and already decrypted 15 and outputs

the same to the CPU 466. That is, it fetches the "(a3 mod Nc/ Nb) +1" th

data inshegatarialogk and outputs it to the CPU 466. (Management of
Scramble Key] The scramble key management unit 434 shown in FIG. 20

70.manages ameranbledumpusasd bctherneydianwiihill 3t 461 the
decryption unit 432 as follows. The scramble key management unit 434 u
daspusnzadiferant key ferevery engdiesssin thaexte/nalipeRy 4Qlress
CPU_ADR, that is, "a3".

That data "d32" is written in the work memory 437 shown
in FIG. 70 of the bus scramble unit 461. -

Step ST402:

When Nc>Nb, the address management unit 433 shown in
FIG, 70 uses the address "a3" to find the map £ (a3-(a3 mod
‘Nc'/ Nb}}, that ;i.s, the map £ (a3~1) and uses that map £ (a3—-1)
as the address MEM ADR of the external memory address space.

Step ST403:

The control unit 438 shown in FIG. 70 uses tha address

MEM ADR f (a3-1) obtained at step ST402 to read from the

external memory 407 the encrypted data block e ({X1, X2})

and writes this in the work memory 437.

Step ST404:
The decryption unit 432 shown in FIG. 70 decrypts the
data block e ({X1, X2}) read from the work memory 437 to

generate the data block (X1, X2}. Further,-the parity

5processing unit 435 uses the parity data added to the data

block e ({X1, X2}) for parity processing, then writes the
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Therefore, it is necessary to hold a plurality of scramble 25 keys. One
example of the method for this is shown below. - 149 The scramble key
management unit 434, as shown in FIG. 75, stores a plurality of scramble
keys K1, K2, and K3. It switches the key used according to the address
from the CPU 466 and outputs the same to the encryption unit 431 and 5
decryption unit 432. Specifically, whemageessing the address "al”, it uses
the scramble key K1, when accessing the address "a2", it uses the

sgLaablg keyK d ? n accessing the address "a3", it uses the
scramble key Kgm% F\l%ér ﬁer?gg LhodM it kFG ¥r8 khBeBRTNADA-circuit
434ain tlg%égr Isgey management unit 434 performs processing
using the key Ks forming the class and the address input from the CPU

466 and gytputs the camputation result as the scramb!e key K to the
encryption unit 43%%?1 1 égcrgétgoﬁ BHTE 452 SThEECORBltafiBF Fr@ponding

schdaenmioor fsnplap, e idra i b e,
e s e
o e e B2 R Samrae the data plock
{X1, d32} and writes this in the work memory 437.

Step S§7T406:

The parity processing unit 435 generates the parity
data of the data block {X1, d32).

Step ST407:

The encryption unit 431 enérypts the data block {X1,
d32} read from the work memory 437 using the scramble key
K.

Step ST408:

- The control unit 438 writes the data block {X1, 432}
a# the address MEM ADR £ (a3-1) of the external memory 407
and writes parity data generated at step ST406 in a
predetermined area of the external mémory 407.

Note that thg control unit 438 judges if the address
next input from the C?U 466 is "a3-1" before encrypting the
data block at step ST407. If "a3-1", it rewrites the data
block X1 by the write data, thep éncrypts it and writes it

in the external memory 407.

Due to this, it is possible to reduce the number of



the bus of the bus scrambler, control by a memory controller 25 becomes
necessary. The location for holding the scramble 150 keys may be
anywhere inside or outside of the SAM chip 408, but if outside of the chip,
to ensure the security of the path to the chip, the key is encrypted by a
transport key and decrypted at the time of arrival at the bus scramble 5
unit 461. The bus scramble unit 461 holds.-the transport key in the form of
hardware or software. In the bus scramble unit 461, however, even if
cr@@m g ihe seramble key for each address input from the CPU 466, if
(:ontinualIyigllc(:%é%in‘f;ala$ %eégn"aﬁﬁtfé%? the pSUSERE i fsasishhe ses .

scrambling.‘ngLee%ddre‘s;sIrilre being analyzed by spending some time.
Therefore, the scrafble key & Hot & Eahd@aA: Sakat kfnadeladsaiebgth Nb

a jechnig : n_below for example. The scramble key management
unit 434, ?ﬁ(agie;n%l%e? TBURNse the Sshernibh ot #rddddthufperexample,

SR POWEL e chip 408 or the like so as to generate a
ﬁambl%%%ﬁ?e%&a%%¥g k(é% iR hekl G Bak@krbpiheche data

b so,the problems of delivery of the key, synchronization
5 bYSAGAMRg, P elivery . key, synct :
etc. d%rnot z;lriée.gzhlé3 Purther ¥he-Scrambid Rey Fiat@geiient Bntlig4external

Sy thg gcramble key used for every access to the external memory
407. In this case, it is necessary that the key for encrypting data already

in the eXt@Hﬂn}ﬁsnjog %@o%%%g]ea%ggencyy a data length N¢ in the
external memory 407 is assigned even to data of a data length
- Nb.
10 [Read From External Memory 407]
FIG. 73 ig a view for explaining a read operation from

the external memory 407 to the bus scramble unit 461.

FIG. 74 is a flow chart for explaining that read

operation.
15 Step ST411:
The CPU 466 outputs to the bus scramble unit 461 the
address CPU_ADR "a3" to be read from.

Step ST412:

Wﬁen Nc>Nb, the address management unit 433 shown in
20 FIG. 70 uses the address "a3" to find the map £ (a3~ (a3 mod
Ne/ Nb)}), ghat is, the map f (a3-1), and uses that map £
‘(a3-1_) as the address MEM ADR of the external memory a;idress
‘Space. |
Step SP413:

25 The CPU 466 shown in FIG. 67 uses the adciress MEM ADR
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held key not be the same. 25 Therefore, for example, the scramble key is
updated - 151 - as shown in FIG. 77 and FIG. 78. [1]: The encryption unit
431 inputs the data "d3" from the CPU 466, while the bus scramble unit
461 inputs the address "al" from the CPU 466. 5 [2]: The bus scramble
unit 461 accesses the address "f (aljl'408f the external memory 407. [3]:
The data "e ({dl, d2})" is read from the address "f (al)" of the external
Indméntdo PRttt riyfticrEenit ¥BP020 £41  Fvedd ddrgporcumip 4821
decrypts the data "e ({dl, d2})" to generate the data "(dl, d2)". At this time,
tReserbdisig kegafandderrinteunit4B settd?s thefsorambleskeypiternal
while the decryption unit 432 performs decryption using the scramble key
meponyr fherarsvitingtis petfolmed by the detrki3teacd thd 33ta "{d3,

- d2}" is generated. [5]: The bus scramble unit 461 changes the scramble

key frorfi §&®o K24 ¥fe scramble keys K1 and K2 are values of timers,

values stored at the addresses, or values 20 generated by random

numbert iR rieestordich et tdchiidfe shishT ia cREFpLidh decapts the
encrypts the rewritten data {d3, d2}" using the changed scramble K2 to

ddirRkofle Bathfe3td3 4BRY) read from the work memory 437 to

generate {d31, d32}. Further, the parity processing unit
435 uses the parity data added to the data block e ({d31,
d32}) for parity processing, then writes the data block {d31 ;
d32} again in the work memory 437.

Step ST415:

The control unit 438 fetches the.data nd3zv
corresponding to the CPU ADR "a3" in the.data block {d31,
d32} read from the work memory 437 and already decrypted
and cutputs the same to the CPU 466.

That is, it fetches the " (a3 mod Nc/ Hb) +1" th data
in the data block and outputs it to the CPU 466.

[Management of Sc#amble Key]

The scramble key management unit 434 shown in FIG.
70.mahaggs a scramble key used in the eﬁcryption unit 431
and decryption unit 432 as fol%ows.

The scramble key management unit 434 may use a
different key for every address in the external memory 407,
Therefore, it is necessary to hold a pluraliﬁy of scramble

keys. One example of the method for this is shown below.
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[7] The data "e ({d3, d2})" is written at the address 25 "f (al)" of the

external memory 407. - 152 [Parity Processing of Parity Processing Unit

435] When writing data into the external memory 407, the parity

processing unit calculates in advance the parity data of the data before
encryption and writes that parity data'd th the external memory 407 along

with the encrypted data. Due to this, when some sort of physical trouble
occurs ThtheexeRdiensad paoFgeaant anideréd dvithetshothis i FIG.
detected at the time of readout, whereby more secure execution of a
‘brogiahPbEcormeb Hasaibi:y OPFurtivaranba €0 Mrevad Bilion 62 therpelri®3 . It
data, even if the length of the plain text and the léngth of the encrypted

b eife Shmdieie teire S soactioihbcC Pl 66idne addfesst spheeCPU
of the external memory 407 will never completely match. This is because,
466crnfpleuinBfIvriting fane atidrddsel St e Hata "dit idt tHS Samed
time as writing the Nc portion at f. (al), it is necessary to write the parity

ISPRFREIP) thE db¥Z *dl" somewhere in the external memory 407.
The parity data is stored at any storage area in the external memory 407 )
in for exéRfséiRctdibiinghere coepri parithdanddptacedal”, it uses
immediately next to the data obtained by encrypting the corresponding

isintexcRbtRs ka¥eKhe tiedtraserosiings thaadidoekt ‘el it

from the address "f (al)" of the external memory 407, then reads
uses the scramble key K2, and when accessing the address

“"a3", it uses the scramble key K3.

Further, as shown in FIG. 76, the computation circuit
434a in the scramble key management unit 434 performs
processing using the key Ks forming the class and the address
input from the CPU 466 and outputs the computation result
as the scramble key K to the encryption unit 431 and
decrypt_iop unit 432.

That computation may include encryption or decryption
of g padding address number by Ks, finding the exclusive
OR (XOR)  or other computation.

Further, the bus scramble unit 461 may hold the
3cramb1é keys at a predetermined location of the bus and
input the scramble key corresponding to the aciciress issued

by the CPU 466 through that bus. In this case, since the

. data bus for transmitting the scramble key is the same as

. the bus of the bus scrambler, control by a memory controller

becomes necessary. The location for holding the scramble
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the parity data "pl" from the address "f (al) +Nc/Nb". In 25 this case, the

bus scramble unit 461 does not have to perform 153 any special

calculations other than the map f of the address. Further, in addition, the

external memory 407 has secured ip ifjn advance a storage area

exclusively for the parity data. The parity data "pl" is written in that

exclusive 5 storage area. In this case, the bus scramble unit 461 has to
kST Br S AT BERS SR TSt Sadradmaf i ehS AR dRa208 -

"pl" is written in the address "fp (al)" in the external memory 407. When
biE gt BiotESEing UniB s e Bets Wop SMT UET e BE it thEy of the

processing of the CPU 466 etc. to prevent illicit processing of the data or
PASYrdf. RBE Fhie EORCRES b ST BRI i€ nbE Rty koY

limited. [Pipeline Processing hy Pipeline Processing Control Unit 436, 15
2RAnEFTERETtethbitBht, ForSlpRTaidet thé ol BrtheTsipamiele

rocessing contrgl unit 436, for_example, processing of the bus scramble
“BiEaLE 1S RIS BRPRS Ot edn b4 1iFe TP BAREE ZE g =Y
.thetﬂgg s as uni%s 0 as to enable the access time to the 20 external :
> o]

hhermoty 207 s e e FSHIARE CPU 386 W BERhortened. That is, when
not formin a&geline, at least the Iim%éiqu'red for processing. one .
encryptiSn'blsc ‘l“ssrgﬁlﬁriembg St BRE BctREs SIHE Vidm oy fiBmt thEaRging
466 to the external
the scr )S_e r&cey for each address input from the CPU 466,
if continually accessing a certain address, the possibility
rises of the scrambling of the address area being analyzed
by spending some time. "}.‘herefore, the scramble key is not
‘a constant one. It is made variable by a technique as shown
below for example.

The scramble key management unit 434, for example,

causes the generation of a random number when powering up

‘the SAM chip 408 or the like so as to generate a scramble

key. The saramble kgy basically ﬁeed only be known by the
bus scrambler, so the problems of delivery of the key,
synchronization, etc. do not arise.

Further, the scramble key management unit 434 switches
the scramble key used for every access to the external memory
407. In this case, it is necessary that the key for encrypting
data already in the external memory 407 and the currently
held key not be the same.

Theréfo;:e . for example, the scramble key is updated
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memory 407. 25 For example, if forming a pipeline for the processing 154
performed by bus scramble unit 461 in accordance with a read instruction

of data of the address "al" issued by the CPU 466, for example, when the
CPU 466 requests data of a higher address continuously from the

address "al" by program codes 5 é"tc.%it’f]thé bus scramble unit 461 reads

in advance the data of the address "f (al+Nc/ Nb)" after the address "f
Fal)'shierrpdgsilid $o elfirmnetti&L6verRBad of the encryption and

decryption processing. For example, if considering the case where when

the 10 filnk:féFiige enamyp/idcuesmis fgidied mpetyptidmeofdedon 'tidd ifrom
performed in three rounds such as with triple DES or the like, 1 clock is

- thguitdPfot ©hie robiAd of Eherybtion, s anaielieb e ihe €4 168B¥dstiethe

instructions designating the addresses "al", "al+!", and "al+2" for reading
aitdx ersscomsetufivetp frohetHePEkid@fal memory 407. At this time, three
rounds of decryption become necessary, and three clocks are required
for decrlplirig Eheh utta Sepipeiide provcssihBlis aocpefemddhasaddress
shown in 20 FIG. 79A, three clocks after the CPU 466 issues the first .
"réad Mstilictién the deetas el veae mHntthé external memory 407
using the address "al" is decrypted three times to obtain the data "dI"

which id ghen fﬁbﬁtf@?ﬂﬁ@ cGpulded., d21) " is read from the address

"f (al)" of the external memory 407 to the decryption unit
432.

[41 : The decryption unit 432 decrypts the data "e ({di,
d2})" to generate the data "(dl, d2}r,

At this time, the scramble key management unit 434
salects the scramble key Kl; while the decryption unit 432
performs decrypﬁion using the scramble key Kl1.

Further, rewriting is pérformed,by the data *d3", and
the data "({d3, d2}" is generated.

. £5]: The bus scramble unit 461 changes the scramble
key from Kl to K2. The scramble-keys Kl and K2 are values
of timers, values stored at the addresses, or values
generated by random number- generation or other techniqnes;

[6]: The encryption unit 431 encrypts the rewritten
data "{d3, d2}“rusing the éhanged_scramble KZ to generate
the data "e ({d3, d2})".

[7] The data "e ({d3, d2})" is written at the address

"£ (al)" of the external memory 407.
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Next, after another three clocks, the data "e3 (d2)" read 25 from the
external memory 407 using the address "al+I" is - 155 decrypted three
times to obtain the data "d2" which is then input to the CPU 466. Next,
after another three clocks, the data "e3 (d3)" read from the external
memory 407 using the address "gl+50 % decrypted three times to obtain
the data 5 "d3" which is then input to the CPU 466. That is, all of the data
"dl", "d2'®antt¥3Pisdnpsts iothec@P Ba4G6tyin @ clocks aftegthenG R UM0]
issues the first read instruction. As opposed to this, in the present
embodithemt, #rl tdmipalmbaproodssindeomtrdtenitaiBoreanyerts #87, the
decryption processing of the decryption unit 432 into pipeline processing
pintthtee Brrresssishown it 81 20Bakewy eachdoundashstpge.ilbyedata
to this, on the other hand, while it takes three 15 clocks from which the
o€ Ptha6Rifitst idzaborercaddnyniction fonthedddtbeorieBpanding tethelata
address "al" to be input to the CPU 466, subsequently data
iporkdsporrdterrathemaddroysddalAl and "ali hartdhiapersucrpssideljada .
the CPU 466 every clock. 20 Due to this, all of the data "dI", "d2", and :
"d3" is Onputto thelePries fiemgosks sfteftnh PLrads firstulksigesacurs

read instruction. Note that, when the CPU 466 requests data of the
igddlaesexternal memory 407, data is tampered with, etc.,

this is detected at the time of readout, whereby more secure
execution of a program becomes possible.

Further, due to the addition of the parity data, even
if the length of the plain text and the length of the encrypted
text are the same ,' the address space of the CPU 466 and address
space of the external memory 407 Will never completely match.
This is because, for example, when wrj.ting at the address
"al" the data "dl", at the same time as writing the Nc portion
at £ (al), it is necessary to write the parity "pl" (size
Np) of the data "dl" somewhere in the external memory 407.

The parity data is stored at any storage area in the e'xtarnal.

- memory 407 in for example the following case.

The parity data is placed immediately next to the data

obtained by e‘ncrypting the corresponding plain text. In this

case, the bus scramble unit 461 reads the data "e (di} " from
- the address “f (al)" of the external memory 407, then reads
‘the parity data "pl" from the address "f£ (al} +Nc/Nb". In

- this case, the bus scramble unit 461 does not have to perform
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"a2" far from the address "al" after "al", the data on the 25 pipeline is

discarded and the data of the addresses "a2", 156 - "a2+1"... is packed in

the pipeline. [Address Scramble by Address Management Unit 433]

When the SAM chip 408 repeatedly accesses specific consecutive

address areas in the external memoﬁ?@OT, it 5 becomes possible to

predict to a certain extent that this is a subroutine or array. If an array or
apthenrgatd al begsdmelatdsnorarhattathentotdltammpef efitiaiheriiddkfes s .

the operating side) data by focusing the attack on it. To avoid this, in the

presentemboeimenmthedatidréss: 10thus bettueendhefidid 466 40T il

chip 408 is passed through' the bus scramble unit 461 and the address
seranagdmientiinitid38dyarage to strambiethoraddresstsaswahsFas tahe

make it possible to prevent access to consecutive areas in the external

parehiondad? THisespramibiingiedrae$pdrids soxthé dEeabdvethentioredusive
map f. If not scrambling the addresses, the map f becomes a map of only

s irragasarearedior HeiFarty tata ther éwsnpletialle[GPU GddfSsshas
space], f (a) = (1+p) all. Here, p is the alignment size of the parity data. ‘

tolere nife tie il opesaion thes edmpruribatigpe 20 ty steki 46 shoan ifp .
FIG. 64 will be explained. FIG. 80 is a view for explaining the overall

Toperaivh tyf W tanimdficatiorweyistémm Oinshdven mddte 64, Sfgp (al) ™
ST431:

in the external memoxy 4907.

When the parity processing unit 435 detects a parity
erxor, it halts the processing of the CPU 466 etc. to prevent
illicit processing of the data or program. Note that the
content of the parity processing is not particularly limited.

[Pipeline Pro.cessing by Pipeline Processing Control
Unit 436]

In the present embodiment, for example, under the
control of the pipeline processing control unit 436, for
example, processing of the bus scramble unit 461 is divided
into a plurality of stages_ahd a pipeline is formed using
the stages as units so as to enable the access time to the
external memory 407 as seen from the CPU 466 to be shortened.

That is, when not forming a pipeline, at least the
time required for processing one encryption block is required
for one access of the memory from the CPU 466 to the external

memory 407.

For example, if forming a pipeline for the processing
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The businesses 4151 to 4153 or a party requested 25 by these
businesses produce the application programs AP 1, 157 AP-2, and AP-3
for the processing for transactions performed by the businesses using the
IC card 403 for example on the personal computers 4161, 4162, and
4163 shown in FIG. 64. 5 Further; tHe fhanager of the SAM chip 408
generates AP management data 421, scrambles it, and stores it in the ‘

rextEmatatbinpripu87s StepnBT432nT hedfbliLatian segamseARL LIAR Zead
and AP-3 are 10 downloaded through the authentication units 4171,

instxugnd 4478 frodutte pefsthal codbuters 41017 4163 @ntl H163 e CPU
the SAM chip 408. Step ST433: The user is issued the IC card 403 15 The

4 K5 of ferl @zamPd @3 stires thb deHNfclGatbaquead fodsdnsactionshliyher
the user with the business contracted with. Note that, the contract

afjdiveeen thenisenand sllyusiness thayakiree sonsllitidohafferdgatanceode s
of the IC card 403 20 through the Internet 410 etc. Step ST434: For

ebgampid; wmlﬂnmusémaséslmmpérsmaucum@dwriﬂ%domeesaﬂw data

server 402 through the Internet 410 to
of the address "f {(al+Nc/ Nb}'" after the address "f (al)",

it is possible to eliminate the overhead of the encryption
and decryption processing.
For example, if considering the case where when the

time for the memory access is ignored, encryption of each

'data is performed in three rounds such as with triple DES

or the like, 1 clock is required for one round of encrypﬁion,

and Nc/Nb=1, the CPU 466 issues instructions designating

the addresses “al", "al+l", and "al+2" for reading data

consecutively from the external memory 407.

At this time, three rounds of decryption become
necessary, and three clécks are required for decrypting each
data.

If pipeline processing is not performed, as shown in

- FIG. 79A, three clocks after the CPU 466 issues the first

read instruction, the data "e3 (dl}*" read from the external

| memory 407 using the address "al" is decrypted three times

to obtain the data “dl" which is then input to the CPU 466.
Next, after another three clocks, the data "e3 (d2)" read

from the external memory 407 using the address "al+l" is
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try to purchase a product, the server 402 issues a processing 25 request
through the Internet 410 to the ASP server 406. - 158 When the ASP
server 406 receives a processing request from the server 402, it
accesses the personal computer 405 through the Internet 410. Further, a
processing requesting relating tothd ¥& card 403 issued from the card
reader/writer 5 404 is transmitted through the personal computer 405,
dipgatyiet 4480 thoehA SP sewet 406k baha S o408 A StepbildB5l Fhthen
SAM chip 408 selections an application program in accordance with the
ippebstngtiegUeBDrededie Neatdtepa @ ST 48dcdiitbexdtutes thadl seleciedhe
application program. In the execution of that application program, the SAM
deltip 4083arididxtérnaiade fioopd @heopmisnioaté besedon #He7 using the
processing of the above-mentioned bus scramble unit 461. Step ST436:
ad§q¢esSARLCRY 408 clapuEiitedxtbutien resukts of-theclapplicatidne data
program to the ASP server 406. FIG. 81 is a functional block diagram
" dRdwivkyimbrel spadifivalfinthu furistiohtisho SkBWf 4166 SAM chip 408 shown
in FIG. 67. 20 As shown in FIG. 81, the SAM chip 408 is connected - :
througAaatnictnapBds abotlaen dartehl/Edhit 4ATIKEASP agentficdtmrinput
interface unit 460, bus scramble unit 461, encryption/decryption unit 465,
tatdhg Ot 4838 rareCFlpcks after the CPU 466 issues the first

read instruction.

As opposed to this, in the preseﬁt embolciimanti, the
pipeline processing control unit 436 converts the decryption
processing of the decryption unit 432 into pipeline
processing in three stages as shown in FiG. 79B using each
round as a stage.

Due to this, on the other hand, while it takes three
clocks from which the CPU 466 first issues a read instruc;tion
for the data corresponding to the address "al®™ to be input
to the CPU 466, subsegquently data cqrresponding to the
addresses "al+1l" and "al+2" are input successively i:o the
CPU 466 évery clock.

- Due to this, all of the data "di", "d2", and "d3" is

input to the CPU 466 five clocks after the CPU 466 first

issuwues a read instruction.

Note that, when the CPU 466 requests data of the address

"a2" far from the address "al" after "al", the data on the

pipeline is discarded and the data of the addresses "a2",
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466. 25 Part of the functions of the signature processing unit 159 462 and

authentication processing unit 463 shown in FIG. 67 are for example

realized by the CPU 466. The SAM chip 408 shown in FIG. 81, for

example as shown in FIG. 82, may connect the card I/F unit 491

connected to 5 the internal bus 4908 @n-RF reception/transmission unit

492 outside of the SAM chip 408 and transfer data with the 1C card 203
"agaroncontast pysiiadhiolohnn pateana:92a of the RF

reception/transmission unit 492. As explained above, according to the

commupreaiioss 10 systenbial Hyy aivitedbe abongqasRlinneg:fyactions

to the bus scramble unit 461 in the SAM chip 408, the following effects

are obtwined. Fhat SARCHEHJL40dhe-epEURHHEHIRIINUSINB AW p diisr i ¢

possible to store for example confidential data 15 relating to processing
cusing diet i 6aelidiR Fsam 5N Al nMERW L 404 13 A1SaEEER S1P18107, it

Further, according to the communication system 401, by forming the
bprovessing @ #ibhes serasiia Lot 464 iatacapipglineeitispestbledornis

the SAM chip 408 to access 20 the external memory 407 at a high speed.
i Burtbel acodriling do- the copnnuniaation sygten 4@he bygiving thedwSome s

scramble unit 461 a parity function, it is possible to improve the reliability
egbthcfdataamatitftaimker to obtain beneficial (critical for the

operating side) data by focusing the attack on it.

To avoid this, in the present embodiment, the address
bus between the CPU 466 and SAM chip 408 is passed through
the bus scramble unit 461 and the address management unit
433 is made to scramble the addresses as well 50 as to make
it possible to prevent access to consecutive areas in the
external memory 407. This scrambling corresponds to the

-above—menﬁioned.map f. If not scrambling the addresses, the

~map f becomes a map of only the areas secured for the parity

data. For example "Va € [CPU address space], £(a) = (1+p)a".

Here, p is the alignment size of the parity data.

Next, the overall operation of the communicaticn

- system 401 shown in FIG. 64 will be explained.

FIG. 80 is a view for explaining the overall operation

of the communication system 401 shown in FIG. 64.

Step ST431:
The businesses 415 1 to 415 3 or a party requested

by these businesses produce the application programs AP 1,
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the external memory 407. 25 Sixth Embodiment - 160 The present

embodiment is an embodiment corresponding to the 19th aspect of the

invention. [Related Art of Present Embodiment] First, a computer for

executing a transaction business 5 rql,gram using an IC card of a related

art of the present invention will bé e{i?) ained. FIG. 83 is a functional block

diagram of a computer 501 used in electronic settlement of a related art
ABf the sndsaRt iBveptiobhé(pAks skown g FIGr 88r #resegrhpotes F8d rifasrared

CPU 502, memory 503, and communication circuit 504. The CPU 502,
bndrheri503i nadcommaninatisheirtdit G02dart0dh iectegimep TP W the

data bus 506. The CPU 502 and communication circuit 504 are connected
pé¢5soaxdPUadordssrisusi5307 IThet TP L5 02 udmpidheh saebmeontm|FIG .

the operation of the computer 501, operates based on instructions of a
6frogram stored in the memory 503, and accesses the memory 503 during

its operation. 20 The communication circuit 504 communicates with the

IC card808hethe tbatasasystem corihdreenitisystam. A0 8hageomtnates

type, the IC card 508 and the communication circuit 504 are connected )
Aquﬁggggggghuﬁm§qqﬁﬂﬁy,scrambles it, and stores it in the

external memory 407,

Step ST432:

The application prégrams AP 1, AP_?; and AP 3 are
downloaded through the auﬁhentication units 417 _1, 417 2,
and 417 3 from the personal computers 416 1, 416 2, and 416 3
to the SAM chip 408.

Step ST433:

The user is issued the IC card 403

The IC of the IC card 403 stores the key information
used for transactions by the user with the business
con.tracted with.

Note 1.;.hat, the contract between the user and a business
may also be concluded after issuance of the IC card 403
through the Internet 410 etc.

Step ST434:

For example, when the user uses the personal 'computer

405 to access the server 402 through the Internet 410 te

try to purchase a product, the server 402 issues a processing

request through the Internet 410 to the ASP server 406.



o

10

i5

20

2%

in the noncontact type, the IC card 508 and the communication 25 circuit
504 are connected through electromagnetic waves or - 161 - light etc. The
data received from the IC card 508 through the communication circuit 504
is processed by the CPU 502 in accordance with a program stored in the
memory 503. Further, 5 the data obthirfed-by the processing by the CPU
502 is transmitted through the communication circuit 504 to the IC card

508. Fultikat, tha:Ciib 502 wies 406 residisicisetiemestbgeneraied dyuest
communication with the IC card 508 in the memory 10 503. FIG. 84 is a

fyiew fehexplainieg thwaoftwares coatigwation of fiereBhhi02shewr iy 4105
FIG. 83. In FIG. 84, the bottommost layer is the hardware layer, that is,

tihechayiweiie compenratoithe CRUW:Aeshow Brbles15:93. Abque fiEing
hardware layer is positioned a communication driver layer. The

redmiiiicatontosivaT layed hBPASIHarell £ ivdinattampaRicatiad diyeiri tex
layer for controlling the communication circuit 504 connected to the CPU
4802 iEhae:-2@psograted thBoomrhu rtibati grectrset Ady et denpsiiaily stare
in a nonvolatile memory. Above the communication driver layer is an
Iopenatiag FiVemA{OD) A fenpreyiditsthepropgansAMrmhgtha 08 .

Step ST435:

The SAM chip 408 selections an apﬁlication program
in accordance with the processing request received at step
ST434 and éxecutes that selected appliéation program.

In the execution of that application program, the SAM
chip 408 and external memory 407 commuriicate based on the
processing of the above-mentioned bus scramble unit 461.

Step ST436:

The SAM chip 408 outputs the execution results of the
application program to the ASP server 406.

FIG. 81 is a functiénal block diagram showing more
SPecifically the function blocks of the SAM chip 408 shown
inVFIG. 67.

As shown in FIG. 81, the SAM chip 408 is connected

through an internal bus 490 to a car& I/F unit 491, ASP

:.CQmmunication interface unit 460, bus scramble unit 461,

encryption/decryptioﬁ unit 465, storage unit 463, and CPU
466.

Part of the functions of the signature processing unit
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foundation for the operation of the CPU 502. The OS layer 25 provides the
highest application (AP) layer with higher 162 concept services compared
with the lower layers. For example, the later explained function "get card
type () ", "read card data ()", and l'wp[i%egca_rd data ()" are examples.
Further, above the OS layer is an AP layer defining 5 the specific
functions (services) realized by the computer 501. The AP layer has, for
4§§arﬂﬁ%, %Bﬁﬁ’&ﬁiﬁh‘b?&dﬁ%é’mﬂﬁﬁmgAPE}én&ﬁﬁ’s?m Pres&HC-
embodiment, the explanation will be given illustrating the provision of
S de@BRMcHPBr W%r&ﬁ?akﬁﬁﬁ?ugmgbch? I@%ﬁrgg% as the
application program. For example, in the OS layer and AP layer, the
functioh R FhihG B fesr e FEGard Soshie & aBmye g&t shown
_card type ()". 15 In the OS layer and AP layer, the type of the IC card 508
igaf BE sgetifidthy SPGB fuf@ios. %Fe}i‘aﬁwﬁle‘? Fsanrearted to
there are three types of IC cards 508, that is, Types A, B, and C. The .
theudnhaaegds theFulddontBr e TE cﬁ?d'saafétﬁfé/ e, unit
85. 20 For exar‘lr::%le, assuming that the Type B IC card 508 is used, the

492 APVARES e TR EXERIR AR A FrcTBR G topa pER the

becomes "2". Further, in the OS layer and AP Iager, "read data (*EE)
C card 203 by a noncontact system through an antenna 492a

of the RF reception/transmission unit 492.

As explained above, according to the communication
system 401, by giving the above-mentioned functions to the
bus scramble unit 461 in the SAM chip 408, the following
effects are obtained.

That is, according to the communication system 401,

it is possible to store for example confidential data

relating to processing using the IC card 403 in an external
memory 407 in a éecure state.

Further, according to the communication system 401,
by forming the processing of the bus scramble unit 461 into
a pipeline, it is possible for the SAM ¢hip 408 to access
the external memory 407 at a high speed.

Further, according to the communication system 401,
by giving the bus scramble unit 4Gi-a parity function, it
is possiblé to improve the reliability of the data read from

the external-meméry 407.

Sixth Embodiment
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is defined as the function for reading data from the internal 25 memory of
the IC card 508. - 163 Here, "*rp" is similar in concept to a pointer in the
C language, "™ *" shows that the following variable is a pointer variable,
and "rp" shows a specific location in tQ% internal memory of the IC card
508. When "*rp" is indicated, this 5 s]hows the content of the "rp address”
in the memory of the IC card 508. Assume now that the internal memory
stores §86 RESSWh pRbrstiste i die 2 sstbrdigant sostoerponfing
return value of the function "read data (*rp)" becomes "'56H" and itis 10
£R0ddi51e 18 Foad tRAGdta oF tHdr 2L 1Y 8BERRE™ Further, in the OS layer
and AP layer, "write data %%w , wdata)" is defined as the function for
writing Ht e et ficdd dfesssntheHRRAIAEHdry of the IC card
508. Here, "*wp" is similar to the concept of a pointer in 15 the C ]
langualjér5® i dRIRRhSFtHe FoRstRRY Yifidbfe GE2RsaRkt Garhpfiness
and "wp" indicates a sEecific address of the internal memory of the IC
PRSI WHST *Rptl rRfchied heohthedt ewphdihssherent
. internal, memory of the IC card 508 is indicated. "wdata™ is a variable 20
1R ShRe %&%&%nﬁ‘ﬁ&ﬁ’tﬁ&qhe memory of the IC card 508 stores
data as shown in FIG. 87, Here, if 1"wp=102H" and ""wdata=73H" and
executhfthe$dnd 2wt aktCpqb, RISk LREM A Accerpmter

data of the "102H address"
501 used in electronic settlement of a related art of the

.~ present invention.

As shown in FIG. 83, the computer 501 has a CPU 502,
memory 503, and communication circuit 504.

The CPU 502, memory 503, and communication circuit
504 are connected to a CPU data bus 506.

The CPU 502 and communication circuit 504 are connected
to a CPU address bus 507.
| The CPU 502 comprehensively controls the operation
of the computer 501, operates based on instructions of a
program gtorad-in the memory 503, and accesses the memory
503 dgring its operation.

The communication circuit 504 communicates with the
IC caid 508 by the contact system or noncontact system. In
the céntact tYpe, the IC card 508 and the communicaﬁion

circuit 504 are connected by electrical contacts. Further,

-in the noncontact type, the IC card 508 and the communication

~circuit 504 are connected through electromagnetic waves or
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of that memory is rewritten to "73H". 25 The application programs API,

AP2, and AP3 shown in 164 FIG. 84 define operations for transactions
relating to different types of IC cards 508. The correspondence is shown

in FIG. 88. In FIG. 84, the application program MAIN is executed 5 first at
the time of startup of the computer582.IThe application program MAIN
uses the above-mentioned function "get card type () " to determine the
Iypmaef thedC card 508 used. The CPU 502 selects and executes the
corresponding application program in accordance with the type of the IC

10 cardfi8 driesnipeddnsed ofba conespandance tsbie Fwsudh the
FIG. 88. If imagining a situation in which IC cards 508 of the Type A,
dotpadh ardlitype GiarenandBoldydiffprenidusivassss, tile application in
-programs API, AP2, and AP3 are produced by 15 the individual
Drsessesd wiker, dhprsigrage areasef ihe ifkernadmengopoaf theultrher
card 508 are shared by the application programs API, AP2, and AP3. The
dpplication phagramsdideypartienpassigeed igythiey rhadvaPpesAg is
explained above, the application programs AP1, AP2, 20 and AP3 are

tpresusedtinethethdividyial bisinesses; it sofmetimesihaietissAerer ifhe

a program, an application program of another business is read by a
Istwesd VEDB malicious intent by an illicit program of that business,

Further, the éPU’502 writes the results of seﬁtlement
generated by communication with the IC card 508 in the memory
5G3.

FIG. 84 is a view for explaining the software
configuration of the CPU 502 shown in FIG. 83.

In FIG. 84, the bottommost layer is the hardware layer,
that is, the hardware component of the CPU 502 shown in FIG.
83.

Above the hardware layer is .positioned a communication

driver layer. The communication driver layer has positioned

in it a communication driver layer for controlling the

communication circuit 504 connected to the CPU 502. The
program of the communication driver layer is usually stored
in a nonvolatile mémory.

Above the communication driver layer is an -operaﬁing
's‘ys.tem (08) layer for proviciing the program .forming the
foundation for the operation of the CPU 502. The 0S layer

provides the highest application (AP) layer with higher
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or a storage area in the IC card 508 for which one is not 25 allowed

access is illicitly accessed. 165 - [Embodiment of the Present Invention]

FIG. 89 is a view of the configuration of the computer 551 according to an

embodiment of the present invention. As shown in FIG. 89, the computer

551 has a CPU 552, 5 memory 553,)&mmunication circuit 504, judgment

circuit 560, and switch circuit 561. Here, the CPU 552 corresponds to the
cegmphtiorr tircgis siahe prastptitbehtient theemdmpersb3Konespongdd e,

to the storage circuit of the present invention, the 10 communication circuit
they batrespemid #d thedcdmnuiicaiichoercor nthwpreséht invended, card

the judgment circuit 560 corresponds to the connection control circuit of
dgnbaprésént Ev@ntiveidel themsiitbhteirc(it'56amsoreesponds to. the

connection switching circuit of the present invention. 15 The CPU data

bus 508 Wathe€ P LrbSY ss\viitet R ukaser, jadgmenPdrclitsso, dadining

communication circuit 504 connected to it. The CPU data bus 506
therresmrtisie thunekbanissidsdieisiane presdritdhevbhivnte Rpten ter

the switch circuit 561 is connected through a memory data bus 562 to the
ShemdFy SoBPFhRKer the &P f addes3mrbs0 7anisld ardmeny 3580grams

judgment circuit 560, and communication circuit 504
MAIN, AP1l, AP2, and AP3.

In the present embodiment, the explanation will be
given illustrating the provision of settlement or other
transactions using the IC card 508 as the application
program.

For example, in the O5 layer and AP layer, the function
for determining the type of the IC caxd 508 is defined by
"get card type (}".

In the 0S layer and AP layer, the type of the IC card
508 can be spec’ified by calling up this function. For example,
assume that there are three types of IC cards 508, that is,
Typas A,‘ }5, and C. The feturn values of the function for
the IC cards 508 are defined as in FIG. B5.

For example, assuming that the Type B IC card 508 is
used, the return value of the result of execution of the -
function "get card type ()" becomes "2".

Further, in the 0S5 layer and AP layer, "read data {*rp)™
is defined as the function for reading data from the internal

memory of the IC card 508.
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connected to it. 25 When the CPU 552 accesses the memory 553 or a
peripheral 166 device outside of the computer 551 etc., the CPU address

bus 507 transmits a CPU ADR showing the address. In FIG. 89, the
communication circuit 504 and IC card 508 given the same reference
numerals as in FIG. 83 are the 5 saméds those explained in FIG. 83.

Further, the CPU 552 has the software structure as explained above

using FiGe B4, Thetis; absheiappliaatidm progweepstAPh APRoandtAP3in the
ones which define processing for transactions relating to three types of IC
cardag§i8gd ) thet ishbypesifs B tivad 5 Iarewisrg. Jheidaia seceivegointer
from an IC card 508 through the communication circuit 504 is processed

by thelR ) 5h2dn” apcoklanee withpeprogiamisieteeiiodheinemery®edrnal
Further, the data obtained by the processing by the CPU 552 is 15
iansmittesitotthe |Care A8 UgHTREe: cOmpunidationnaifetittal, this
Further, the CPU 552 writes the result of settlement generated by
chowaurtibaticrowitkdite ¢& cec: 5030 Hibdmemory isb 10 TemewiClof the
circuit 561 switches the CPU data bus 506 and memory data bus 562
Detweenr the £onusstiore state drith tisdonncctiensidienkasetwséiores data
judgment result signal S560 from a judgment circuit 560 (control signal of

dlse plesent in FIG. 86.

Further, if assuming that "rp=102H", the return value
of the function "read data (*xp)" becomes "56H" and it is
possible to read the data of the "102H address".

Further, in the 0OS layer and AP layer, "write data
(*wp, wdata}" is defined as the function for writing data
at a specific address of the internal memory of the IC card
508. Here, "*wp" is similar to therconcept of a pointer in
the C language, "“*" indicates that the following variable
is a pointer variable, and "wp" indicates a specific address
of the internal memory of the IC card 508. When "*wp" is
indicated, the content of the wp address of the internal
memory of the IC card 508 is indicated. "wdata" is a variable
in the write data. Assume now that the memory of the IC card
508 stores data as showhlin-FIG. 87. Here, if ﬁWPMI02H“ and

"wdata=73H" and executing the function "write data (*wp,

wdata)", as shown in FIG. 87, the data of the Y102H address"

of that memory is rewritten to "73H".

The application programs APl, AP2, and AP3 shown in
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invention). 25 Further, the CPU 552 executes the instructions (codes) -
167 of the programs of the OS layer, program MAIN, and application
programs API, AP2, and AP3 shown in FIG. 84 fetched (read) from the
memory 553. The CPU 552, in acgor%%rlce_with the execution of those 5
instructions, generates an instruction'type instructing signal S552a,
executing AP instructing signal S552b, and if necessary a called AP
Fl&Gruchiffg <R ssspe sl msuts ke de i R GdgMEnF alciiseD. to
Here, the instruction type instructing si%nal S552a 10 is a signal indicating

rftrEamtichdfe tetdFirtdtRaon O fead M Fodtms RARYRRES 15 shown

instruction the CPU 552 executed. Here, the fetch instruction is an

IRstfutfion ¥ the CPU 552 to fetch the instruction codes through the

CPU data bus 506. 15 The read instruction is an instruction for the CPU

552 to r&8d ThEr tbughte R} A RSG5 AR MR riai frrouted
an instruction for the CPU 552 to write data through the CPU data bus
Shskurtet it St A Hehweirf sighs ss8a bors 0dgndhe
showing of which program the instruction being executed by the CPU 552 .
Bt HrRiRtRRtams BhHE Wpfcdith pRYranEap eped sppction

and MAIN and OS programs shown in FIG. 84.
"get card type (}" to determine the type of the IC card 508

used. The CPU 502 selects and executes the corresponding
application program in accordance with the type of the IC
card 508 determined based on the correspondence table shown
in FIG. 88.

If imagining a situation in which IC cards 508 of the
Type A, T@e B, and Type C are handled by different businesses,
the application programs APl, AP2, and AP3 are produced by
the individual businesses. Further, the storage areas of
the internal memory of the IC card 508 are shared by the
aLpp_licati'on programs API1, A‘QZ,. and AP3. The épplication
programs use portions assigned to them in advance.

As explained above, the application programs APL, APZ,
and AP3 are produced by the individual businesses, but
sometimes there is an error in a program, an applicétion
program of another business iz read by a business with
maliciocus intent by an illicit program of that business,
or a storage area in tﬁe IC card 508 for which one is not

allowed access is illicitly accessed.
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The called AP instructing signal S552a shows which 25 program of the
application programs API, AP2, AP3, and MAIN 168 and OS programs

the program module of the call destination belongs when a program

module being executed by the CPU 555 calls up another program

module. Further, the CPU 552 halts the TPU data bus 506 and 5 its

operation when as explained later the switch circuit 561 enters a
disconnd&idrrsiamenfexe fhéhsd Rremasreul Seoniierlexplained in

detail. The judgment circuit 560 generates a judgment result 10 signal

S560 bdstd oBthe-thstricten ghethsioenfdsynatsosefatlpe computer
executing AP instructing signal S552b input from the CPU 552 and the
28dre3STPUY PR i thergrdfeery afldiés Breser ointenthon .
552 and outputs this to the switch circuit 561. 15 FIG. 90 is a view of the
configurfiorf BPHfe lilghERt dftuitds simikem G Eh. iassHpHPHh 552,
FIG. 90, the judgment circuit 560 has a selection circuit 570, fetch
RREAShCArtuICSTIYR AG3EEEMEHTGREE 524 antrdareab ettt uRe 0
573. 20 The selection circuit 570 connects the switch 574 to one terminal .
BRtheteihrRISIRAEY 596 4nd 5753 based on the instruction type

instructing signal S552a input from the CPU 552 shown in FIG. 89.
Here, the CPU 552 corresponds to the computation

circﬁit of the present invention, the memory 553 corresponds
to the storage circuit of the present invention, the
communication circuit 504 corresponds tc the communication
circuit of the present invention, the judgment circuit 560
corresponds to the connection control circuit of the present
invention, and the switch circuit 561 corresponds to the
connection switching circuit of the present invention.

The C?U data bus 506 has a CPU 552, switch circuit
561, judgment éircuit 560, and communication circuit 504
connected to it.

'.Fhe CPU data bus 506 corresponds to the transmission
line of the present invention. |

Further, the switch circuit 561 is connected through
a memory data bus 562 to tihe'memory 553. _

Furthér, the CPU address bus 507 has a memory 553,
judgment circuit 560, and communication circuit 504
connected to it.

When the CPU 552 accesses the memory 553 or a peripheral
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Specifically, the selection circuit 570 connects the 25 switch 574b to the
terminal 5751 when the instruction type - 169 instructing signal S552a
indicates a fetch instruction. Due to this, the fetch judgment result signal
S571 output from the fetch judgment circuit 571 is output through the
terminal 5751 and switch 574 as tﬁe}&ggrﬁent result 5 signal S560 from
the judgment circuit 560 to the switch circuit 561. Further, the selection

- el S7orenhdesafie Shatchosm e theSibimimbe 575 Phwh&Ptheaddress

instruction type instructing signal S552a indicates a read instruction. 10
Imse fPihishse reabadgnfeh ddiit sioal 8BY 2tbatrdfoasthe read
judgment circuit 572 is output through. the terminal 5752 and switch 574
as the jhBgRERt rélit Sith a1 SBefeon thejudgmemidrdMbent #e card
switch circuit 561. 15 Further, the selection circuit 570 connects the
Nt v78 16hge TERTnIPSESRRAR e sIRARtBA tiPpe FiRStruBingre the
signal S552a indicates a write instruction. Due to this, the write judgment
s88dt 3fnkhssEs Suddinad the witE juddnent circuit 573 is output
through 20 the terminal 5753 and switch 574 as the judgment result
sighal $BB0HGH théhridrithttutsso0tBehe Rt 1St Do tene as

fetch judgment circuit 571 uses the executing AP :
explained above using FIG. 84. That iz, aszs the application

programs APL, APZ, and APB; ones which define processing
for transactions relating to three types of IC cards 508,
that is, Types A, B, and C, are used.

The data received from an IC card 508 through the
communication circﬁit 504 is processed by the CPU 552 in
accordance with a program stored in the memory 553. Further,
the data obtained by the processing by the CPU 552 is
transmitted to the IC card 508 through the communication
circuit 504.

Further, the CPU 552 writes the result of settlement
generated by communiéation with the IC card 508 in the memory
553.

The switch circﬁit 561 switches the CPU data bus 506
and memory data bus 562 between the connection state and
disconnection state based on a judgment result signal S560
from a judgment circuit 560 {(control signal of the present
invention) .

Further, the CPU 552 executes the instructions (codes)
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instructing signal S552b, called AP instructing signal S552¢, 25 and

address CPU ADR input from the CPU 552 to generate the 170 fetch
judgment result signal 5571 and outputs this toward the terminal 5751 of

the selection circuit 570. FIG. 91 is a view of the configuration of the fetch
judgment circuit 571 shown in FIG. 90. 5 As shown in FIG. 91, the fetch
judgment circuit 571 has a storage unit 5811 and judgment unit 5821.
othERTPIRIUARS AT ERRESTHA KRS RELITPANYR 18bAFRY aaRlseaation
and fetch inter-AP call relation defining data 58. 10 The fetch access

REAGE HefinfHy datiBB4 1306t RS b e ekBe E TfhPhehifiged (read)

accessible when the CPU 552 is executing the fetch instruction for each
fzm & SRBOEP PS5 is executing programs of the OS layer and
application programs MAIN, API, AP2, and AP3 shown in FIG, 84. 15

FIG. 9ey GRH ForexdiBiftiG RRARRGT 46L& FR) G RFRIPIRE those
5841. The column (vertic?rggirection‘ in FIG. 92 shows the programs of

e TS HeR2hd HERPPRERD Yoy WMEARC TABY RP L AR R 1 19
shown in FIG. 84. 20 The "FROM" in the row (horizontal) direction shows

shantdrt 800/ s FIREYHIRGe Afed AhEWEMBR) S59RRdre® 3nfRge 3R

the program of the cqrresponding column is allowed. :
if necessary a called AP instructing signal §552c and outputs

these to the judgment circuit 560,

Here, the instruction type instructing signal S§552a
is a signal indicating whether which of the fetch instruction,
read instruction, and write instruction the CPU 552 executed.

Here, the fetch instruction is an instruction for the
CPU 552 to fetch the instruction codes through the CPU data
bus 506.

The read instruction is an instruction for the CPU
552 to read data through the CPU data bus 506.

The write instruction is an instruction for the CFU
552 to write data through the CPU data bus 506.

Further, the executing AP instructing signal 5552Zb
is a signal showing of which program the instruction being
executed by the CPU 552 belongs in the instructions of the
application programs AP1, AP2, AP3, and MAIN and OS programs
shown in FIG. B4.

-The called AP instructing signal S552¢ shows which

program of the application programs APl, APZ, AP3, and MAIN
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The "FROM" in the row direction shows the start address 25 of the

address range of the. memory 553 where the program - 171 of the
corresponding column is allowed access. The "TO" in the row direction

shows the end address of the address range of the memory 553 where

the program of the corresponding cothfth i allowed access. 5 For

example, the application program APL1 is allowed access to the range of

tordh (i epsey 12009 H e "RPEBEHADI nthdwiemoly 558 Tad fetde intémARion
call relation defining data 5851 shows the combinations of programs to
whithnwegrhmmedpiesgtewhichimey be takp@fenndrechlley] hdlongPU 552
when a program module is called up when the CPU 552 is executing a

ferdh snstruction tRES: 38degrwewfordayyslaining the fetch inter-AP call
relation defining data 5851. 15 The column direction of FIG. 93 shows the
programBuptierQ S thyerCRid Sdptichidr-proghamS A Ba P IbAP 25 G dand
AP3 shown in FIG. 84. The row direction of FIG. 93 shows the programs

st thepSRyerandhpplicationprégranssiViaNeaP thaPgwarkgiPcAPGui t
shown in FIG. 84. The intersecting positions of the columns and rows

Sifaw svHetrer & proiggamnnediiia ot agirageaum of the corresponding

column is allowed to call up a program module
Next, the judgment circuit 560 will be explained in

detail.

The judgment circuit 560 generates a judgment result
signal S560 based on the instruction type instrﬁcting signal
5552a and executing AP instructing signal $552b input from
the CPU 552 and the address CPU_ADR input through the CPU
address bus 507 from the CPU 552 and outputs this to the
switch eircuit 561,

FIG. 90 is a view of the configuration of the judgment
circuit 560 shown in FIG. 89,

As shown in FIG. 90, the judgment circuit 560 has a
selection circuit 570, fetch judgment circuit 571, read
judgment circuit 572, and write judgment circuit 573.

The sele&tion circuit 570 connects the switéh 574 to
one terminal of the términals 575_1, 575_2, and 575 3 based
on the‘instrﬁctiOn type instructing signal SSSZa.inbut ffom
the CPU 552 shown in FIG. 89,

Specifically, the selection circuit 570 connects the

switch 574b to the terminal 575 1 when the instruction type
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of a program of the corresponding row. The "0" indicates 25 that call up is
allowed, while the "x" indicates that callup - 172 - is not allowed. For
example, a program module of the application program API is allowed to

call up a program module of an OS program, MAIN, and application

program AP3, but is not 5 allowed to Al up a program module of the
application program AP2. The judgment unit 582_1 judges if the address
EPoADPREINH BRI tHEDAdd e dndiimpeteitha nferholy 356 tefidion .
by the "FROM" and "TQO" of the column shown in FIG. 92 10
correspdiidihg ® thieitegraheinbfetdd hydemendcringudrt indwuctihgS571
signal S552b based on the executing AP instructing signal S552b and
S¥drees Ergm bheinbat#bnd HgEPL 352EskbYin 3 FIGsgoudmithethrough
fetch access range defining data 5841 read from the storage unit 5811.
Boviarpinmy $afitls reddeyiteint idmentthee jusigmenunitesult
5821 for example generates a fetch judgment result signal 5571
PFieIng> Cothethien ahieodpdeEmevadtraidfifd v 1tdtehswiteh
selection circuit 570 shown in FIG. 90. 20 On the other hand, when
fhgrigthat® s not included in that judgment, the judgment unit 5821
generates for_example a fetch judgment result signal S571 instructing

disconn&&iori®Fea Folgstd AoFir gt e Rpnnects the switch

574 to the terminal 575.2 when the instruction type
instructing signal S$552a indicates a read instruction.

Due to this, the read judgment result signal §572
output from the read judgment circuit_S?Z is output through.

the terminal 575 2 and switch 574 as the judgment result

‘signal S560 from the judgment circuit 560 to the switch

circuit 561.
Further, the selection circuit 570 connects the switch
574 to the terminal 575_3.when the instruction type
instructing signal $552a. indicates a write instrdction.
Due to this, the write judgment result signal S573
éﬁtput from the write judgment circuit 573 is output through’

the terminal 575 3 and switch 574 as the judgment result

signal S560 from the judgment circuit 560 to the switch

circuit 561.

The fetch judgment circuit 571 uses the executing AP

instructing signal §552b, called AP instructing signal 8552¢,

and address CPU_ADR input from the CPU 552 to generate the
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5751 of the selection circuit 570 shown in FIG. 90. 25 Further, when a
program module of a program being 173 executed by the CPU 552 calls

up a program module of another program, the judgment unit 5821 judges

if that callup is allowed by the combination shown by the fetch inter-AP

call relation defining data 5851 showrt ifbFK5. 93 based on the 5

executing AP instructing signal S552b and called AP instructing signal
Sabasrnpuidgemartioe £eRld bB2 shguaminsBha. Shandthelelah ipierARoward
call relation defining data 5851 read from the storage unit 5811. When
juBging #iaiihis Bllowsdin dratyudgment g Jif judementusiy p821 for
example generates a fetch judgment result signal 5571 instructing
connectierz@nd DUtAIHS his i owase thenterodint det0f ke, SeJECi8R. fetch
circuit 570 shown in FIG. 90. On the other hand, when judging that it is
raiddawad 5 incihat jEiomeniole judomeat uRib582_1 generates for
example a fetch judgment result signal 5571 instructing disconnection

and outpuis Whstaward thadernmsngl 5ibd ebiberselHIgRGIC UL BByt 571
shown in FIG. 90. The read judgment circuit 572 uses the executing AP

2 instrusting-aigaahni32!s aonlled ARiingtiuginghsignaliss 3 and

address CPU ADR input from the CPU 552 to generate the read
judgmenThesulteigaalSn#i and BUIAItS thizéavakk the rmiadl&752 Afange
the selection circuit'570.

defining data 584_1 and fetch inter~AP call relation defining

data 58.
The fetch access range defining data 584 1 defines

the addresses in the memory 553 accessible when the CPU 552

is executing the fetch instruction for each case where the

CPU 552 is executing programs of the OS layer and application

programs MAIN, APl, AP2, and AP3 shown in FIG. 84.

FIG. 92 is a view for explaining the fetch access range
defining data 584 1.

The column {(vertical) direction ir_x FIG. 92 shows the
programs of the 08 layver and thg application programs MAIN,
AP1, AP2, and AP3 shown in FIG. 84.

The "FROM" in thé row (horizontal) direction shows
the start address of the storage area in the memory 553 where
storage of the program of the corresponding column is
allowed.

The "FROM" in the row direction shows the start address

‘of the address range of the memory 553 where the program
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FIG. 94 is a view of the configuration of the read 25 judgment circuit 572
shown in FIG. 90. - 174 As shown in FIG. 94, the read judgment circuit

572 has a storage unit 581 2 and judgment unit 582 2. The storage unit

5812 stores the read access range defining data 5842 and read inter-AP

call relation defining 5 data 5852. Theltrehdaccess range defining data

5842 defines the addresses in the memory 553 accessible when the CPU

3P ishexerening speadinstrustibndor éachddsswwticeaibesGPU 552 is
executing programs of the OS layer and application 10 programs MAIN,

AP1, APZhend EZP'3 stmwihin EiGy 841 EHE ta5is astiewsfotxeplaiingditress
read access range defining data 5842. The column (vertical) direction in

PIG, esstiidathe sproamgas of tHthe SdeperanG iR applicatithe program
programs MAIN, 15 API, AP2, and AP3 shown in FIG. 84. The "FROM" in

Pk rshgherzomapeirddtion sidwsithé starfddureds af thesstorage area

in the memory 553 where storage of the program of the corresponding
column iE oAl vetRDeThe R @NE 1i teetrownd pectipresh vl thiesstal Lowed
address of the address range of the'memory 553 where the program of :
e Feshenditg coitan istlibhedaddess Sie "RU0BHHNe tow HIRTHBN of

shows the end address
the memory 553.

The fetch inter—AP call relation defining data 585 1
shows the combinations of programs to which program modules
which may be called from or called belong when a program
module is called up when the CPU 552 is executing a fetch
instruction.

FIG. 93 is a view for explaining the fetch inter-AP
call relation defining data 585 1.

The column direction of FIG. 93 shows the programs
of the 0S layer and application programs MAIN, APL, AP2,
and AP3 shown in FIG. 84,

The row direction of FIG. 93 shows the programs of
the 0S layer and application programs MAIN, API, APZ2, and
AP3 shown in FIG. 84.

The intersecting positions of the columns and rows
show whethef a program module of ‘a program of the
corresponding column is allowed to call up a program module
of a program of the corresponding row. The "o indicates

that call up is allowed, while the "x" indicates that callup
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of the address range of the memory 553 where the program 25 of the
corresponding column is allowed access. 175 The read inter-AP call

relation defining data 5852 shows the combinations of programs to which
program modules which may call from or be called from belong when a
program module is called up when thé €£PU 552 is executing.a read 5
instruction. FIG. 96 is a view for explaining the read inter-AP call relation
igefmolg deltd &8&A.- The column direction of FIG. 96 shows the programs

of the OS layer and application programs MAIN, AP1, AP2, 10 and AP3
shown fidH Ge8dmiphe yow girsstionmnf ki@ude shdvsiiee pragiams ofcthe
OS layer and application programs MAIN, API, A22, and AP3 shown in
HHGg 84mTh& intérsealidgpeditibns chihe cgumnparghrawsndBshewof an
whether a program module of a program of the corresponding column is

Gl opedgo all U Prograrh mppllécetd prograngoitheZ@iespording not
row. The "0" indicates that callup is allowed, while the "x" indicates that
aCallopeid ot elHdiedp 205 rgjudgmentuint 682hjedgesiifiithetddargssogran
CPU ADR is included in the address range of the memory 553 defined
ARPthe "FROM" and "TO" of the column shown in FIG. 95 corresponding

to the program indicated by the executing AP
The judgment unit 582 1 judges if the address CPU_ADR

is included in the address range of the memory 553 defined
by the "FROM" and "TO" of the column shown in FIG. 92
corresponding to the program indicated by the executing AP
instructing signal S552b based on the éxecuting AP
instructing signal S552b and address CPU ADR _input from the
CPU 552 shown in FIG. 89 and the fetch access range defining
data 584;1 read from the storage unit 581 1.

" When -judging that it is included in that judgment,
the judgment unit 582 1 for example generates a fetch
judgment result signal S571 instructing connection and

outputs it toward the terminal 575 1 of the selection circuit

570 shown in FIG. 90.

On the other hand, when judging that it is not included
in that judgment, the judgment unit 582 1 generates for
example a fetch judgment result signal S571 instructing
disconnection (break} and outputs it toward the terminal
575 1 of the selection circuit 570 shown in FIG. 90.

Further, when a program module cf a program being
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instructing signal S552b based on the executing AP 25 instructing signal
S552b and address CPU ADR input from the - 176 CPU 552 shown in

FIG. 89 and the read access range defining data 5842 read from the

storage unit 5812. When judging that it is included in that judgment, the
judgment unit 5822 for example genérafes-a read judgment 5 result

signal 5572 instructing connection and outputs it toward the terminal 5752
ektheusalactign eleud =0 Gsowa1 D e A0pPBdhanthridiand yhekother
judging that it is not included in that judgment, the judgment unit 5822
pesgtades farnd0 guagpina read jpogerent residbelgnalSoddiastkuating is
disconnection (break) and outputs it toward the terminal 5752 of the
selestien arguilthy G-shovim itk kn ohHriber onberaqrngiaiesrodite cail
of a program being executed by the CPU 552 calls up a program module
pbanethen Hepragiag, dapdgement Wiidd22indgesif that eallygdSon the
allowed by the combination shown by the read inter-AP call relation
sleéiningidaja K852 shewmicdBinGg. S6hased onsbe exatubiag PRI AP
instructing signal S552b and called AP instructing signal S552c¢ input from
ihe CRLEBEAGhewgria 123 5EH2 83 apd the ead intes-Afdvalbplatibwn in
defining data 5852 read from the storage unit 581 2. When judging that it
igallowed amthathed Faent the fudgmentunil 5882 iarexandd€ining data
generates a read judgment

585_1 read from the storage unit 581 1.

When judging that it is ailowed.in that judgment, the
judgment unit 582 1 for example generates a fetch judgment
result signal S571 instructing connection and outputs this
toward the terminal 575 1 of the selection circﬁit 570 shown

in FIG. 90.

On the other hand, when judging that it is not allowed

in that judgment, the judgment unit 582 1 generates for

example a fetch judgment result signal S571 instructing

disconnection and outputs this toward the'terminal.575m1

~of the selection circuit 570 shown in FIG. 80.

The read judgment circuit 572 uses the axecuting AP
instructing signal $552b, called AP instructing signal 35520,
gnd address CPU_ADR input from the CPU 552 ﬁo generate the
read judgment result signal S$572 and outputs this toward
the terminal 575 2 of the selection circuit 570.

FIG. 94 is a view of the configuration of the read

judgment circuit 572 shown in FIG. 90.
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result signal S572 instructing connection and outputs this 25 toward the
terminal 5752 of the selection circuit 570 shown - 177 - in FIG. 90. On the
other hand, when judging that it is not allowed in that judgment, the
judgment unit 5822 generates for example a read judgment result signal
S572 instructing 5 disconnection andiditputs this toward the terminal 575
2 of the selection circuit 570 shown in FIG. 90. The write judgment circuit

573 usesdhelexeauting ARcinstucting,sigpakebSpiusalled AR;IRsiyGting7 2
signal 5552c¢ and address CPU ADR input from the CPU 552 to generate

Haes 18 wite judgimeniiesbiignakad’ 3 andeeiputuilys taygrdathe
terminal 5753 of the selection circuit 570. FIG. 97 is a view of the

configuretian HEdieatar flidgneent GrcgtSreshend i 88-RA%s range
shown in FIG. 97, the write judgment circuit 573 15 has a storage unit

SEf Branty ulgmeBianiLo833 Fhastemgaunitb8113 SluestheWderining

access range defining data 5843 and write inter-AP call relation defining

diatz 5883. Phe write access range defining data 5843 defines 20 the
addresses in the memory 553 accessible when the CPU 552 is executing ‘
the writehirstrsciiandoreaech canga/kRie iha rlgPai2 feeXerulBgines the
programs of the OS layer and application programs MAIN, API, AP2, and
Afirebewn iLkIGh8d memory 553 accessible when the CPU 552 is
executing a read instruction for each case where the CPU
552 is executing programs of the 0S layer and application
programs MAIN, APl, AP2, and AP3 shown in FIG. 84.

FIG. 95 is a view for explaining the read access range
defining data 584 2.

‘I'he column {vertical) direction in FIG. 95 shows the
programs of the 0S5 layer and the application programs MAIN,
APl, AP2, and AP3 shown in FIG. 84.

Tﬁe "FROM" in the row (horizontal) direction shows
the start address of the storage area z.n the memory 553 where
storage of the program of the corresponding column is
allowed. .

The "FROM" rin the row direction shows the start address
of the address range of the x'nemory‘ 553 where the progré;m
of the corresponding column is allowed access.. |

The "TO" in the row direction show_s the end address

of the address range of the memory 553 where the program

of the corresponding column is allowed access.
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FIG. 98 is a view for explaining the write access range 25 defining data
5843. 178 The column (vertical) direction in FIG. 98 shows the programs
of the OS layer and the application programs MAIN, AP1, AP2, and AP3
shown in FIG. 84. The "FROM" in the row (horizontal) direction shows 5
the start address of the storage area m#the-memory 553 where storage of
the program of the corresponding column is allowed. The "FROM" in the

row diregien shws helatasdess of the, dUesa L9 %hsg%mg%_z

553 where the program 10 of the corresponding column is allowe

B6CRES. dhe 'JCQJHQAQQ;{%Qi@tpﬂﬂpﬂ;?sth@oe%fgﬂr 08‘];:manet modules

address range of the memory 553 where the program of the

waTespanding £oNee-Lallpwed a@&?i@dﬂﬁ%tgﬂgﬁépw@ regar::ligpogram

defining data 5853 15 shows the combinations of programs to whic

REQa mgdwﬁil\ﬂﬁicbﬁn@dl@%” Qggeﬁgibe%ggﬁkgehgglgg\{;@gég a read

program module is called up when the CPU 552 is executing a. read
insdruetion i, 99 is a view for explaining the write inter-AP call relation
defining data 5853. 20 The column direction of FIG. 99 shows the

progransr ©f thesOSdanerand.aprlicaliop P ams AN AR APZe 800 p
AP3 shown in FIG. 84. The row direction of FIG. 99 shows the-programs .
€11l relation defining data 585 2.

The column direction of FIG. 96 shows the programs
of the 0S layer and application programs MAIN, AP1, AP2,
and AP3 shown in FIG. 84.

The row direction of FIG. 96 shows the programs of
the 0S layer and application programs MAIN, AP1, APZ, and
AP3 shown in FIG. 84.

The interseéting positions of the columns and rows
show whether a program module of a prcgrém of the
corresponding column is allowed to call up a program module
of a program of\the corresponding row. The "o" indicates
that callup is allowed, while the "x* indicates that callup
is not allowed.

The judgment unit 582 2 judgeé if the address CPU ADR
is'included in the address range of the memory 553 defined
by the "FROM" and "TO" of the column shown in FIG. 95
corresponding to the program indicated by the executiﬁg AP
instructing signal'SSSZb based on the executing AP

instructing signal S552b and address CPU_ADR input from the
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the OS layer and application programs MAIN, API, AP2, and 25 AP3
shown in FIG. 84. 179 The intersecting positions of the columns and rows
show whether a program module of a program of the corresponding
column is allowed to call up a program module of a program of the
corresponding row. The "0" indicates 5#hat-callup is allowed, while the "x"
indicates that callup is not allowed. The judgment unit 5823 judges if the

adtress CRUARR: is inpliidagbinaihg adgress apgs.atlibe PEROD 322 ining
defined by the "FROM" and "TO" of the column shown in FIG. 98 10

evtespsuling tadhe pregramiulicated by dhe gxeculing AP instructing
signal S552b based on the executing AP “instructing sigmal S552b and

addresswrR ARR4ARK fiam the CRY SB2shoadlinFlG. 9@ Q%ent,

write access range defining data 5843 read from the storage unit 58

thdVheagndaina.that issinclugss ndbabindanaent, e doment Willigment

5823 for example generates a write judgmentresult signal $573

iNSHULHNG SgRARACtionaNG: RuiUis it iawarhinedermioal 5788 QilbButs it
selection circuit 570 shown in FIG. 90. 20 On the other hand, when

jusigingithaldt issnatinguoedsintha jwdament Jhe Judomentuwnit5823 sphown
generates for example a writ€ judgment result signal S573 instructing
fliscempectmy, (break) and outputs it toward the terminal

On the other hand, when judging that it is not included
in that judgment, the judgment unit 582 2 generates for
example a read judgment result signal 8572 instructing
disconnection {(break) and outputs it toward the terminal
575_2 of the selection circuit 570 shown in FIG. 90.

Further, when a program module of a program being
executed by the CPU 552 calls up a program module of another
program, the judgment unit 582 2 judges if that callup is.
allowed by the combination shown by the read inter-AP call
relation defining data 585 2 shown in FIG. 96 based on the
executing AP instructing signal S552b and called AP
instructing signal_ 8552¢ input from the CPU 552 shown in
FIG. 89 and the read inter-AP call relation defining data
585_2 read from the storage unit 581 2.

When judging that it is allowed in that judgment, the
judgment unit 582 2 for ‘example generates a read judgment
fesult signal 8572 instructing connection and outputs this

toward the tarminal 5'?5__2 of the selection circuit 570 shown
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5753 of the selection circuit 570 shown in FIG. 90. 25 Further, when a
program module of a program being 180 executed by the CPU 552 calls

up a program module of another program, the judgment unit 5823 judges

if that callup is allowed by the combination shown by the write inter-AP

call relation defining data 5853 showhd FG. 99 based on the 5

executing AP instructing signal S552b and called AP instructing signal
SH52@;hpugfrom the CPU 552 shown in FIG. 89 and the write inter-AP

call relation defining data 5853 read from the storage unit 5813. When
judging thatihie alicheerd lnathal jwigmendie de pgment urit 5382340l owed
example generates a write judgment result signal 5573 instructing

tonngsiion andgewinels thise touaigniba terminal TS of theselectas for
circuit 570 shown in FIG. 90. On the other hand, when judging that it is
eghalidivecth 15dadhgtjddarment, Heejurig merguai 58230encsdieadeing
example a write judgment result signal S573 instructing disconnection _
dhd outpute thistowardl Wetputinakhiss vhtha-selendorteirenin®i0 575 2
shown in FIG. 90. Next, the selection circuit 570 will be explained. 20 The™
sélethen spduwit5iononiecteite SWitchsbédio nnexafdhe $@rminals

5751, 5752, and 5753 based on the, instruction type instructing signal

S552a fide the TRU PsgBestificdlbsuiiensiha instescticndypeecuting AP
instructing

instructing signal 8552b, called AP instructing signal S552c¢
and addréss CPU_ADR input from the CPU 552 to generate the
write judgment result signal S573 and outputs this toward
the terminal 575 3 of the selection circuit 570.

FIG. 87 is a view of the configuration of the write

judgment circuit 573 shown in FIG. 90.

As shown in FIG. 97, the write judgment circuit 573

has a storage unit 581 3 and judgment unit 582 3.

The storage unit 581 3 stores the write access range
defining data 584 3 and write intexr-AP call relation defining
data 585 3.

The write access range defining data 584 3 defines
the addresses in the memory 553 accessible when the CPU 552

is executing the write instruction for each case where the

' CPU 552 is executing programs of the 0S layer and application

prcgrams MAIN, APl, AP2, and AP3 shown in FIG. 84.
FIG. 98 is a view for explaining the write access range

defining data 584 3.
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signal S552a indicates a fetch instruction, the selection 25 circuit 570
connects the switch 574 to the terminal 5751 - 181 and outputs the fetch
judgment result signal 5571 as the judgment result 5560 to the switch

circuit 561. Due to this, the connection/disconnection of. the switch circuit
561 is controlled by the fetch judgmamtaesult signal 3571. 5 Further,

when the instruction type instructing signal S552a indicates a read
instructigelheselgelionaitil21) QINEEl.IR sicRAlt 10gne

terminal 5752 and outputs the read judgmentlr%suff%igna SSt%t asshtﬂ‘eirs the
pudasmasidesylt BS68.40 116 SWItEh.eitghil 364, Due tohis. the 10
connection/disconnection o?the switch circuqll'gi?SG%Lel’gl c?“oon?rgflléagﬁy e MAIN,

#2ead judspnent{asWbSiongaken’ 4 nFedher, yhen the instruction type

instructing signal S552a indicates a write instruction, the selection circuit

570 comngsts ropmitch5 44, o @&Jer{ﬂg‘ﬂéﬁigﬁl? Ogiwé%t]isorl?eshows
e.

write judgment result signal 5573 as the judgment result 5560 to t

wniteheairauib 86k JAuede this. the songaction/disconnection of heﬁﬂgi&mm
. ext,

circuit 561 is controlled by the write judgment result signal 557

sxeraies getherpesatahtheComRUEE ppd 2 WL he e XRIRiRgd- [First
Example of Operation) Next, an example of the operation"where the
aQaapdar. 551 executes a fetch instruction in the process of execution

The "FROM" in the row direction shows the start address
of the address range of the memory 553 where the program.
of the corresponding column is allowed access.

The "TO" in the row direction shows the end address
of the address range of the memory 553 where the program
of the corresponding column is allowed access.

The write inter-AP call relation defining data 585 3

shows the combinations of programs to which program modules
which niay call or be called from belong when a program module

'is called up when the CPU 6§52 is executing a read instruction.

FIG. 99 is a view for explaining the write inter-ap

call relation defining data 585 3.

The column direction of FIG. 99 shows the programs

of the 0sS layer and application programs MAIN,' AP1, AP2,

‘and AP3 shown in FIG. 84.

The row direction of FIG. 99 shows the progtams of
the OS layer and application programs MAIN, APl, AP2, and

AP3 shown in FIG. 84.
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of a program module of the application program API and 25 designates

the address "2100H" of the address memory 553 - 182 - will be explained.

In this case, a CPU ADR indicating "2100H" flows on the CPU address

bus 507, and an instruction type instructing signal S552a indicating a

fetch instruction and an executing 5 AR enstructing signal S552b indicating
API are output from the CPU 552 to the judgment circuit 560. Further, the
judgmeninit;3B2d, shown | e dudpes ithe,addiess, 21000 |
included in the address rar%gk%(’)OOH" to "2FFFH" of the memgrya rows
srfined.hy the10 2FBOM:aR0 mEQw 9Ethecalumn shown i E1Gy 92

corresponding to the API based on the executing AP instructing signal

&5520 spRthaddiessIRHARR i0pHt from the SR 53 %%%&?:%%ﬁgéﬁule

range defining data 5841 shown in FIG. 92 read from the storage uni

3B Rurihesothgrudgmentunibs82L genaraies adeichdydamgat resylt . oo

signal 5571 instructing connection and outputs it toward the terminal 5751

ehihe salection cicuif 154 8hown in £16n 20« Furthpr fhe, selectign gireuit 4,

570 connects the switch 20 574 to the terminal 5751 since the instruction
iyaerdisteuctingsignal S552a indicates a fetch. Due to this, a fetch
judgment result signal S571 instructing connection is output through the

selectiophe judgment unit 582 3 judges if the address CPU_ADR
is included in the address range of the memory 553 defined
by the "FROM" and "TO" of the column shown in FIG. 98
corresponding to the program indicated by the executing AP
instructing signal S552b based on the executing AP
instructing signal S§552b and address CPU___;LDR input from the

CPU 552 shown in FIG. 89 and the write access range defining

-data 584_3 read from the storage unit 581 3.

When judging that it is included in that judgment,

the judgment unit 582 3 for example generates a write

Jjudgment result signal S573 instructing connection and

outputs it toward the terminal 575 3 of the selection circuit

570 shown in FIG. 90..

On the ot:_h'er hand, when judging that it is not included
in that judgment, the judgment uzu;.t 582 3 gexierate's for
example a write judgment result signal 8573 instructing
disconnection (brea;k) and outputs it toward ‘the terminal
S?SMB of the selection circuit 570 shown in FIG. 90.

Further, when a program module of a program being
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circuit 570 as the judgment result signal S560 to the switch 25 circuit 561
shown in FIG. 89. 183 Further, the switch circuit 561 places the CPU data
bus 506 and memory data bus 562 in the connection state to allow the

CPU 552 to access the memory 553. Note that, in the above explained

case, when the 5 address CPU ADR Irsdicates 113100H", since that

address is not included in the address range "2000H" to "2FFFH", a fetch
dudgraerid osyltiianalh B5 MSUUEIRoiScOpRClion is QURYLTOR e, thex

selection circuit 570 to the switch circuit 561. Dué to this, the switch

SireyiL 51 setsthe Rk ddata 4Q PusHHs @dﬁwg@gy #1218 hus 562 NS i

disconnection state to prevent the CPU 552 from accessing the memory

SbBodeRastion sl Seaead FxaswlshNey. 8) 63@@9)&%“&:?9&@599 Daz1

the case where a program module of the application program AP2 calls

#4u dBbibRregsfibe applicalion progiasm AP Whensthedomawen 371 the

executes a read instruction will be €xplained. In this case, the executing

AR HstiLen @ 8ionak 8202k sShoWng ARP andlibs callad ADIINSIUGHNY
signal S552¢ showing API are output from the CPU 552 to the read

iiHegPeat 20LieulSd2. $88 JudameriwniR8R2Gfdhe RAGKEINEN N in
circuit 572 views the read inter-AP call relation defining data 5852 shown
Hnd-)Gg 96zl juHaewif oeedlh e thg ARLI0IARL1ation defining data
585 3 read from the storage unit 581 3.

When judging that it is allowed in that judgment, the
Judgment unit 582 3 for example generates a write judgment

result signal S$573 instructing connection and outputs this

toward the terminal 575u3 of the selection circuit 570 shown

in FIG., 90.

On the other hand, when judging that it is not allowed
in that judgment, the judgment unit 582 3 generates for
example a write judgment result signal S573 instructing

disconnection and outputs this toward the terminal 575 3

‘'of the selection circuit 570 shown in FIG. SO.

Next, the selection circuit 570 will be explained.

The selection circuit 570 connects the switch 574 to
one of the terminals 575_1, 575 2, and 575 3 based on £he.
instruction type insfruating signal S§552a fromrthe CPU 552.

Specifically, when the instruction gype instructing
siqﬂal 8552a indicétes a fetch insfructibn, tﬁe selegtion

circuit 570 connects the switch 574 to the terminal 575 1
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is allowed. 25 Further, the judgment unit 5822 generates a read - 184
judgment result signal 5572 instructing connection and outputs this
toward the terminal 5752 of the selection circuit 570 shown in FIG. 90.
Further, the selection circuit 570 connects the switch 5 574 to the terminal
575_2 since the instruction type instrygting signal S552a indicates a read
instruction. Due to this, a read judgment result signal $572 instructing

LR A T

result signal 5560 to the switc Ircuit own urther,

%%M&Q&CE&%E@ é@&t&%@&%dg&a QEJC?b g%%%ﬂ%“gﬁ‘ffyéj 28 PS%nis,

o the connection state, whereby the can access thé

manyBR3. Oneataer iand. i1 the %QOV&%assw,Yébgﬁ theg&%%{@% &Y is

module of the application program AP2 calls up a program Br e

SO A€ YA e 01 A sl gon

defining data 5852 shown in FIG.” 96that a ca mt

not allowigd drthers fie U GLARAS AeREIRes R 1RAC. 20 5 gnal

judgment result signal 5572 instructing disconnection and outputs

saward thedewnipals o2.afhe seleclign (SiEgyit SA0SNOWLIDEIG: 90; v cuie |
Due to this, a read judgment result signal 5572
570 connects the switch 574 to the terminal 575—.——2 and outputs
the read judgment result signal S572 as the judgment result
5560 to the switch circuit 561. Due to this, the
connection/disconnection of the switch circuit 561 is
controlled by the read judgment result signal.SSTZ.
Further, when the instruction type instructing signal
3552a indicates a write instruction, the selection circuit
570 connects the switch 574 to the terminal 575 3 and outputs
the write judgment result signal $573 as the judgment result.

5560 to the switch circuit 561. Due to this, the

connection/disconnection of the switch circuit 561 is

controlled by the write judgment result signal S573.

Next, examples of the operation of the combuter 551
wiil be explained.

[First Example of Operation]

Next, an example of the operation where the computer

551 executes a fetch instruction in the process of execution

- of a program module of the application p:ogram'APl and

designates the address "2100H" of the address memory 553
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instructing disconnection is output through the selection 25 circuit 570 as
the judgment result signal 5560 to the switch - 185 - circuit 561 shown in
FIG. 89. Further, the switch circuit 561 sets the CPU data bus 506 and
memory data bus 562 to the disconnection state to prevent the CPU 552
from accessing the memory 553. 5 Aggexplained above, the judgment
circuit 560 and switch circuit 561 determine the connection state between

JQ(?@%QOQXSJS_%J?ngdCPU data bus 506 based on data defined in
advance in accordance with each program in accordance with a program

bei ted by the CPU 552. 10 T. fqQre, ap applicati
cing B By T Crb SFeatbe Ve Mom AR LcELgHg on

being execute e CPD €an be preve mi

mnsirpeiions.and data of er_application program stored in the .
the E‘gipgdgre(fg Iaﬁa{g{?lﬁ ancP n Q:rg 6k::s,cm‘ tgsslié&ﬁ)thructlng

memory 553 an secuﬁty canabe J()%?qlne among .
AT U UG CEY S ESIAIBUEIS eing
R S SIUHTa 8 SSUAe It shore g e
gzsnP IS dof Skl RN P coator defhirg o

gneufaip_i/r;g.qmé%é&twgtej%%fgegér{%n%%f@ag dpa RS AW WHE oy
judges if the address "2100H" is included in the address
range "2000H" to "2FFFH" of thé memory 553 defined by the
YFROM" and "TO" of the column shown in FIG. 92 corresponding
to the APl based on the executing AP instructing signéxl S552b
and address CPU_ADR input from the CPU 552 and fetch access
range defining data 584 1 shown in FIG. 92 read from the
storage unit 581

Further, the judgment unit 582 1 generates a fetch
jﬁdgment. result signal S$571 instructing connection and
outputs it toward the terminal 575_1 of the selection circuit
570 shown in FIG. 90.

E‘urther', the selection circuit 570 connects the switch

574 to the terminal 575_1 since the instruction type

* - instructing signal S552a indicates a fetch.

Due to this, a fetch judgment result signal S571

instructing connection is output through the selection

circuit 570 as the judgment result signal S560 to the switch

~circuit 561 shown in FIG. 89.
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call relation defining data 585_3, but as shown in FIG. 100, 25 it is also
possible to use an IC card 558 storing such data - 186 in a state
encrypted using key information K. In this case, the judgment circuit 560
holds the key information K and decryption program 590, accesses the IC
card 558 through the CPU data bus 5@ and communication 5 circuit 504,
reads the fetch access range defining data’584 1, fetch inter-AP call
relationgjgfiping, datg,p851, tgadaccess. rang fining data gfgz read
inter-AP call relation definrﬁg data %@EE?ﬁtegﬁe’g? ‘?é:r?gse §e mirtlzgP Ha%ata
s S RN GGIN AP £l Lejalondelining dgla S8e3 rom 10 the C.
card 558, and uses the same décrypted using a predetermmeed ~ °cate to
adacsyptignaPregiprg $20and.key information K Furtherjthe present
invention may store the above decryption progran¥ in"an éncrypted state
in the Iz card PR 151gad s trgugh the gommunication circpit 504
and CPU data bus 5OE§Linto the judgmen?c CLﬂtlgéaO, d%%?y%t tm§%§} tﬁ‘é‘e
alddoment eipeyingfl yeing pLedalermipgd ey informatiqn, storegdhe o
decrypted decTyption program in the memory 5533,n§ﬁdqﬁa\a}2ctﬁleﬁuﬁgr%%n%5

nQHCUHBEQMRAE ARG PGS 1S 20 dagryPiog PEeeram), fr%mme@%{;ch "

553. Further, in the above explained embodiment, the case was shown o

;e dmRH G52:RtIng 4o the idgnelt oW oPQ ALRESUINAAP: on s
instructing signal S552b.and called AP
output from the selection circuit 570 to the switch circuit
561. Due to this, the switch circuit 561 sets the CPU data
bus 506 and memory data bus 562 in the disconnection state
to prevent the CPU 552 from accessing the memory 553.
_{Oparatioﬁ of Second Example]

Next, an example of the operation in the case where

a program module of the application program AP2 calls up

-a program of the application program APl when the computer

551 execuﬁes a read instruction will be explained.

In this casé , the executing AP instructing signal S552b
showing APZ and the called AP instructing signal §552c¢
showing APl are output from the CPU 552 to the read judgment
circuit 5?2.

- The judgment unit 582 2 of the read judgment circuit

572 views the read inter-AP call relation defining data 585 2

shown in FIG. 96 and judges if a call from the AP2 to AP1

is'ailowed.

Further, the judgment unit 582 2 generates a read
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instructing signal S552c¢, but these signals may also be 25 generated,, as
shown in FIG. 101, by the judgment circuit 187 560 monitoring the CPU
address bus 507. Seventh Embodiment The present embodiment is an
embodiment corresponding to the 20th and 21st aspects of the invention.
5 FIG. 102 is a view of the configutatipg of a semiconductor chip 631 of
an embodiment of the present invention. As shown in FIG. 102, the
iconductor chip, 631 has .an. nal memory 632, switch circuit 633,
iﬁv%' %ﬁguifelsbu ﬁ,?dggnrﬁé’n?sc%git%%%,gge S cFRFSsEHRa &89
7. The internal memory, 632., switch circuit , Switch circuit 634, .
o R VAt AP o b7 S A I B0 A IS b tion
c@fgcﬁghgfmtegﬂ%&emgry v ment circuit 635, and _CPU 637 are
.connected to an address bus 641. The'internal memory.632, judgment

circuit d CPLL 637 are connected to a.Si line 642. Further, the,
interna?én‘?g%%ﬁ/rés%se fﬁr%éﬁ%%ﬁ%xelc?édr %‘bﬁ%%}?#nfé?ﬁ%’feo%'fas brGFyitch

UGS 05 SISl Ues 636, Yrher connacted hiough ap exteral

data bus 644 to an external memorységﬁ.e Furtﬁer, Selectich ci
fﬁgg§ggﬁ¥ﬂg signal S8552a indicates a read instruction.

Due to this, a read judgment result signal $572

'instructing connection is output through the selection

circuit 570 as the judgment result signal S560 to the switch
circuit 561 shown in FIG. 89.

Further, the switch circuit 561 sets the CPU data bus

506 and memory data bus 562 to the connection state, whereby

the CPU 552 can access the memory 553.

On the othef hand, in the above case, when the program
module of the application program AP2 calls up a program
of the applidation program AP3, it is judged from;the read
inﬁer—AP call relation defining data 585 2 shown in FIG.
96 that a call from the AP2 to AP3 is not allowed.

Further, the judgment unit 582 2 generates the read

judgment result signal S572 instructing disconnection and

-.,oﬁtputs-this toward the terminal 575 2 of the selection

circuit 570 shown in FIG. 90.

Due to this, a read judgment result signal 5572
instructing disconnection is output through the selection

circuit 570 as the Judgment result signal S560 to the switch
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connected through an external data bus 645 to a debugger 25 661. 188
Here, the semiconductor chip 631 corresponds to the semiconductor
circuit of the first aspect of the invention, the CPU data bus 640
corresponds to the first transmission line of the first semiconductor circuit,
the program module 5 PM-1 correspamsis te an instruction for executing a
program of the first aspect of the invention, the internal memory 632

SOUesiNdstD the SiRageq ciFguit oftge first aspect of the invention, the
CPU 637 corresponds to the processing circuit of the first aspect of the

inventiopyhensitch-4Q clrguit 883 copespends 1o Q&%Qr%ﬁ%“aﬁﬁ“?ﬁ%%ﬁ bus

switching circuit of the first aspect of the invention, the switch “circuit

seresReNdRinbe segead sarnedEnyitghing cuedl gLibe first aspect,

of the invention, the judgment circuit 635 corresponds to the connection

reslreherauitd celihg disstasprchfdhe i) t'eﬁaﬂ}s&?&%ﬂ%ﬂcwt

636 corresponds to the third connection sw ing circuit of the first

aspect glthadjnventiei m@cﬁ)@er@‘lénme@@&?ggég@qggé 8 switch

storage apparatus of the first aspect of the invention, and the debugger
AR SFINGS Ko e 2Q et il AReakalds Qkibedifst aseest b iemory

invention. Further, the signal line 642 corresponds to the third

sesarissioptinaftthasfirst geeat REie igNertion, M@Exi@cﬁ%eéﬁi%%ce

641 corresponds to the fourth transmission
in accordance with each program in accordance with a program

being executed by the CPU 552.

Therefore, an application program being executed by
the CPU 552 can be prevented from illicitly accessing
instructions and data of another application program stored

in the memory 553 and a high security can be obtained among

application programs‘ even when the CPU 552 is executiﬁg a

plura]__ity of application programs.
The present invention is not limited to the above
explained embodiment.

For exaxiaple, in the above explained embodiment, the

,caLs'e was illustrated where the judgment circuit 560 stored

fetch access range defining data 584m1, fetch inter-AP call

relation defining data 585 1, read access ran{.je defining

data 584 2, read inter-AP call relation defining data 585 2,

. write access range defining data 584_3, and write inter-AP

call relation defining data 585_3, but as shown in FIG. 100,

it is also possible to use an IC card 558 storing such data
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line of the first aspect of the invention. 25 - Further, the judgment result
signal S635a corresponds 189 to the first control signal of the first aspect
of the invention, the judgment result signal S635b corresponds to the
second control signal of the first aspect of the invention, and the judgment

- result signal S635c corresponds to th% third 5 control signal of the first

aspect of the invention. FIG. 103 is a v for explaining the software
configuration of the semiconductor chip 631 shown in FIG. 102. In FIG.

1032t Botdnfhesimy&ads wrd rardesye iafe raa tharis Rhe hardware

component of the semiconductor chip 631 shown in FIG. 102. Above the
hardwartal8ii8 (istonetecimAaminstioni divartaféi0 Thelds the key

communication driver layer has positioned in it a communication driver

e Rl IfhgiRe dasrmtihratiorohiramobfdn oitheesses the IC
communication driver layer is usually stored in a nonvolatile memory.

FHSYeRRE cEhFFBatidhed FRY |dtas By 8pEftingndy stomu@S)dasteron

for providing the program forming the foundation for the operation of the

Sehfitdrid Egér chf691 the firtols ager providegehdefdmsseapiitatisn 4 1,
AP) layer with higher concept services compared with the lower layers. .

e r-ah6ve e ed lapadia thomrdafdndanida thid 8Fedificfenctianses s

(services) realized bg the
range defining data 584_2, read inter~AP call relation

defining data 585_2, write access range defining data 584 3,
and write inter-AP call relation defining data 585 3 from
the IC card 558, and uses the same decrypted using a
predetermiped decryption program 590 and key information
K.

Further, the present invention may store the above
deCryption.program in an encrypted state in the IC card 558,
read this through the communication circuit 504 and CPU data
bus 506 into the judgment circuit 560, decrypt this by the
judgment circuit 560 using predetermined key information,

store the decrypted decryption program in the memnory 553,

‘and have the judgment circuit 560 read and execute the

decryption program from the memory 553.
¥Further, in the above explained embodiment, the case

was shown of the CPU 552 outputting toc the Judgment circuit

- 560 an executing AP instructing signal S$552b-and called AP

instructing signal 8552c, but these signals may also be

generated, as shown in FIG. 101, by the judgment circuit
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semiconductor chip 631. The AP layer has, for example, 25 application
programs API, AP2, and AP3 realized by the - 190 program modules PM
1, PM 2, and PM -3 shown in FIG. 102. The internal memory. 632 stores
the program module PM -1 of the application program API shown in FIG.
103. FIG. 104 is a view for explaining the configuration 5 of the program
module PM 1. As shown in FIG. 104, program module PM -l is
comprised of a plurality of function modules. FIG. 104 shows the case
eand esrirdedoe ntRIhRidtegsctionm&@ies FM-1to FM n. 10
As shown i in FIG 104, the instruction (code) at the head of each of the
functiore@BenER] Hmadimants an unlock instruction, while the tail
instruction is a lock instruction. Here, a lock instruction is an instruction
instructy® IBXEER e gabrddnendment aRcabgd imenkd thegwitgonding
circuit 633 in the connection state until the next unlock instruction.
burthe, P thotrthstitRtior rPas s tettdiensinreng tba switch circuit
633 to switch to the 20 disconnection state. The switch circuit 633 is
interpoddfbethRenifie TP a¥ate Huttsa oaerfihgumehianlaetbas 643.

The switch circuit 633 becomes either the connection
semiconductor chip 631 of an embodiment of the present

invention,

As shown in FIG. 102, the semiconductor chip 631 has
an internal memory 632, switch circuit 633, switch circuit
€34, judgment circuit 635, selection circuit 636, and CPU
637.

The internal memory 632, switch circuit 633, switch

circuit 634, judgment circuit 635, and CPU 637 are connected

to a CPU data bus 640.
The internal memory 632, judgment circuit 635, and
CPU 637 are connected to an address bus 641.

The internal memory 632, judgment circuit 635, and

CPU 637 are connected to a signal line 642.

Further, the inte:nal memory 632 is further conbected
to an internal data bus 643.

Further,, the switch circuit 634 is further connected
through an external data.bus 644 to an external memory 660.

Further, the selection circuit 636 is further

connected through an external data bus 645 to a debugger

- 661.
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) %urther, when

state or disconnection state based on the judgment result 25 signal

S635a input from the judgment circuit 635. - 191 The switch circuit 634 is

interposed between the CPU data bus 640 and external data bus 644.

The switch circuit 634 becomes either the connection state or

disconnection state based on the judg tresult 5 signal S635b input

from the judgment circuit 635. The judgment circuit 635 monitors the

address hus 641 and signal line 642. When the address signal output by

the CPU'B3P 1o HRSadtBSHIdBE Eatdicher i Adaresserradheto the

program module PM 1 is stored in the internal memory 10 632, an.d the .

Pl oSN S AR RtERY Sty $os7£ busttaspartcrt) 62 thnvention,

iignal line 642 indicates a fetch instruction, it generates a judgment res:ult .

S|gﬁaF§é13§%?%l}ﬂJ’cﬁn@%%nﬂ‘ét‘fff&fﬂﬁ‘&ﬁﬁer’i%s@%ﬁit&ﬁéﬁatéfansmlssz—on

J}_Jdgmen regult signal S635a instructing disconnection. 15 The judgment

circut 835 bufh s 19 RRMERTELaE g i msBsbhtotihe j%iftmr(ﬂ?%u!}odule

-Further, when the judgment circuit 635 generates a judgment result

g.%aé §8§§§ﬁ%ﬁﬁ'§:?ngJ;tE?Of?ﬁ‘eetfb%?ﬁuﬁéﬁé?ﬁte%% jtﬁfwzégu |ﬁ§%23|gram

SH35b inspructing 20 disconnection and outputs it to the switch circui . -
e es Coh T TS T 4 e e e

i [ [ i it generates a judgment result signal
ésagsaér}:szztreusg%ggglsscggngggor;'}t!tc;gage circéitg of the firgst aspact
S6 5B Instru Ing

of the invention, the CPU 637 corresponds to the processing
circuit of the first aspect of the invention, the switch
circuit 633 corresponds to the first connection switching
circuit of the first aspect of the invention, the switch

circuit 634 corresponds to the second connection switching

circuit of the first aspect of the invention, the judgment

circuit 635 corresponds to the connection control circuit.
of the first aspect of the invention, the selection circuit
636 corresponds to the third connection switching circuit
of the first aspect of the invention, the external ‘memory
660 c_oi:re'sponds to the storage apparatus of the first aspect
of the invention, and the debugger 661 corresponds to the
external 'a.ppara'tus. of the first aspect of the invention.

Further, the signal line 642 corresponds to the third
transmission line of the first aspect of the invention, while
the address bus 641 coﬁxesponds to the fourth transmission
_line of the first aspect of the invention.

Further, the judgmen't result signal S635a corresponds



10

15

20

25

connection and outputs this to the switch circuit 634. 25 Further, when the
judgment circuit 635 generates a 192 judgment result signal S635a

instructing connection, it generates a judgment result signal S635c

instructing invalidity/disconnection and outputs this to the selection circuit

636. 5 Further, when the judgment circuit 635 generates a judgment

result signal S635a instructing discon ion, it generates a judgment

result signal S635c instructing validity/connection and outputs this to the
detedthm Eikauito I nomitisskowhdn affuhblorfiodtiesingke progiathe
module PM 1 is called up by a branch instruction included in another
fUREESHAfRulctheingieesrt IegrltPsiesvadusiipskeauionefibads to
program module PM 1 shown in FIG. 104 by the CPU 637, the judgment
&Rﬁﬁif685'%‘étﬁ&&%‘]ﬁ&gﬁ&ﬁ%&%é}hﬁs@ﬁ$3%&énﬁmﬂme invention,
connection to the switch circuit 633 conditional on the instruction at the

REsH Pranbicarertint ey o gdiarndt 5@ w ademhstivtds; wheha third
branch instruction designating the instruction at the head of the called
RPREST Mottt henty SR féd=to Asrsphiml tding F1Ge104 since

the head of each function module has an unlock instruction

(disconrfetfion TBRade ifstitictsn fpthetrl adpsin of tHesinvetior re

positioned at it, the judgment circuit 635 outputs a judgment
configuration of the semiconductor chip 631 shown in FIG.

102.

In FIG. 103, the bottommost layer is the hardware layer,
that is, the hardware component of the semiconductor chip
631 shown in FIG. 102.

Above the hardware layer is positioned a communication
driver layer. The communication driver layer has positioned
in it a démmunicafion driver layer for controlling tﬁe
communication. The program of the communication driver layer
is usualiy stored in a nonvolatile memory.

Above the communication driver layer is an operating

-system (0S) layer for providing the program forming the

- foundation for the operation of the semiconductor chip 631.

’I‘hg 0OS layer provides the highest application (AP) layer
with higher con-cept services ccmparéd with the lower.laye'rs .
Fuz;ther, abc;ve the 0s léyer is an AP layer defining
the spacific functions- '(services) realized by the
semiconductor chip 631. The AP layer has, for example,

application programs AP1l, AP2, and AP3 realized by the
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result signal S635a instructing connection to the switch 25 circuit 633
based on the unlock instruction until the next 193 lock instruction
(disconnection start instruction of the first aspect of the invention) is
executed. At this time, as explained earlier, the switch circuit 634 is

issued a judgment result signal S635 9instructing disconnection, 5 while
the selection circuit 636 is issued a ju g%e"nt result signal S635c
instructing invalidity/disconnection, so a temporary halt of the operation of
e ptfe 2rovifsaddlgher B36120r anhidithrBofhe CP Wintéiisl 102.

status information from the CPU 637 are not possible. Therefore, the

function TFdtfereN Fereyn ihahanerGheomroansrpeodule PM 1

accessed from the program modules PM 2 and PM -3 present in the

%ﬁteﬁ‘ﬁ IS BRED? 1R BEB gy AHR6 15 Farthe A wHERG fuk8on

module in the program module PM -1 is called up by the CPU 637
executifgtg braifch #Firkuideon Femdesnd ahsiee fuittionendidaration
while the CPU 637 is executing the program module PM 1 shown in FIG.

9 4F}v§/ﬁeﬁ’fﬁ’§3f§&h’iﬁ%d&hlﬁsﬁgﬂd?oh other than the instruction positioned

at the head of the function module of that call destination, the judgment
circuit 635 GISHE 20 fdfmeéftdestibeighargsass medudthdM 1 is
disconnecg?n to the switch, circuit 633. Further, in this case, the judgment

R 538 A e R ARk e b ErainionaodB e 83 7Fk Herddthshows

é}[edetermi ed errQr processing...
€ case where 1t i1s comprised of n number of function modules

FM 1 to FM n.

As shown in FIG. 104, the instruction (code) at the
head of each of the function modules FM 1 to FM n is an unlock
instruction, while the tail instructién is a lock
instruction.

Here, a lock instruction is an instruction instructing
a later explained judgment circuit 635 to hold the switch
c¢ircuit 633 in the connection state until the next unlock
instruction.

Further, an unlock instruction is an instruction
instructing the switch circuit 633 to switch to the
disconnection state. |

The-switch circuit 633 is interposed between the CPU
data bus 640 and the internal data bus 643.

The switch circuit 633 becomes either the connection
state or discénnection state based on the judgment result

signal S635a input from the judgment circuit 635,
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When the judgment result signal S635c from the judgment 25 circuit 635
indicates invalidity/disconnection, the - 194 selection circuit 636
invalidates the HALT signal S661a input from the debugger 661
(operation halt request of first aspect of the invention) a_nd do_es not
output it to the CPU 637. Here, the HAlg, signal S661a is a signal
instructing a 5 temporary halt to the operation of the CPU 637. When the

judgment.tesult signal S6.35c fro eju_dgment (_:ircuit 635 indicates
invalidity}‘dﬁ?cosn“r?é%ﬁ%n? tﬁle:céléiggtlo LoirdidddehRaradeb tHeery t.he CPU
i ahstatus ,read request signal S661b and CPU internal status rewrite
E)Er{;e%u}gé%sigﬁg &8 c%ﬁ%ﬁf%r‘@m tﬁ@ﬁ@bﬁ’é’g’%r%ﬁ'aﬂd does not

output t to_the, CPU 637. Here, t#w% CPU internal status re_ad_request _
signal Sh6PE§;r11 iy étsclzgnaﬁ i Tey ey PesinREtnehohfT heinkapapction

datus.of the&:PU 63:7:' 15 The CPU internal status rewrite request signal

e or

S661c is a signal Tor r%ﬁué’scﬁﬁgsat?e%ﬁit,é’%?E‘ffor;r’ﬁ’athﬁi‘lestlglﬁ\_ﬁ?‘%ﬁét result
' - when the judgmen
ey P hobhe R8s rfai&ff&i‘fjg? o
- : g L na :

S6613 At T RS BEbCage AL B REROVAST. P adgmiane 641
m'tﬁ%%lx%éﬁ’&ir%ﬂéhew&“ %:q}e address signal output by the
CPU 637 to the address bus 641 indicates the address where
the program module PM 1 is stored in the internal memory
€32, and the instruction type instructing signal S637a cutput
by the CPU 637 to the signal line 642 indicates a fetch
instruction, it generates a judgment result signal S635a
instructing conﬁection. In other cases, it generates a
judgment result signal S635a instructing disconnection.

The judgment circuit 635 outputs the judgmént result
signal S635a to the switch circuit 633.

Further, when the judgment circuiﬁ 635 generates a
judgment result signal S635a instructing connectién, it
generates a judgment result signal S635b instructing

disconnection and outputs it to the switch cirecuit 634.

Further, when the judgment circuit 635 generates a

-Judgment result signal S635a instructing disconnection, it

geﬁerates a judgment result signal S5635b instructing
connection and outputs this to the switch circuit 634.

Further, when the judgment circuit 635 generates a
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circuit 635 indicates validity/connection, the selection 25 circuit 636
outputs the CPU internal status read request - 195 signal S661b and

- CPU internal status rewrite request signal S661c input from the debugger

661 to the CPU 637. Further, the selection circuit 636 outputs the CPU

internal status signal S637d input fromthe CPU 637 in accordance with

the 5 CPU internal status read request signal S661b to the debugger 661.

The, CPU 637 outputs the address of the internal memory 632 to the
A45ITRE Blis BT MifHRbrfRE hsinergaidng SoaTaanbimy it
the type of the instruction being 10 executed to the signal line 642 and in
gg‘é‘oéggr?@eswﬁh NS et HERGTEpLERSAg SEREAhé RetiegsAsand
data of the program module PM 1 read from the internal memory 632
%h’%?)’ﬁggﬁﬁfe SUNSTERRTESIE SR epd autPsiseib imutirerthie eplection

637 outputs the address of the 15 external memory 660 to the address

BuiE 541 anBtRe instruction type instructing signal S637a to the signal line
642 andFin %%cordan e with the same performs processing using the
instructions ang datd 8Fthe PiSgANTARRfesPM Hy 832 ageremates a
external memo%?60 through the external data bus 20 644, switch circuit -
FATORER L O B0 B30 M GAPL AR T S 0D S AR eBign . 1t

tg%(seelgggon circuit 636 frgm the qlebugger 661, the CPU 637 halts the
Tperation of the gyt wresult signal S63S5c instructing

validity/connection and ocutputs this to the selection
circuit 636.

Further, when a function module in the program module
PM 1 is called up by a branch instruction included in another
function module being executed by the CPU 637 during
execution of the program module PM 1 shown in FIG. 104 by
the CPU 637, the judgﬁent circuit 635 cutputs a judgment
result signal $635a instructing connection to the switch
circuit 633 conditional on the instruction atithe head of
the called function module first starting a fetch (that is,
when a branch instructipn designating the instruction at
the head of the called function module is being executed).

As expiained using. FIG. 104, since the head of each
function module has an unlock instruction {disconnection

release instruction of the first aspect of the invention)

‘positionedat it, the judgment circuit 635 outpﬁt’s a judgment

result signal S635a instructing connection to the switch

circuit 633 based on the unlock instruction until ﬁhe next
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Further, when the CPU 637 receives as input a CPU 25 internal status

read request signal S661b through the 196 selection circuit 636 from the
debugger 661, it outputs an internal status signal S637d including

information showing the internal status in the CPU 637 designated by that
signal S661b through the selection CiI‘CSl’Jit 636 to the debugger 661. 5

Further, when the CPU 637 receives a{s %pl]t a CPU internal status

rewrite request signal S661c through the selection circuit 636 from the
d5il g 85 Bt kiffted dheTomARatdPBhGting thd mdmatstaars off the
the CPU 637 by the content designated by that signal S661c. Due to this,

13 itfopetBeGt oPthettPUIRIRR tbardlldd by #rotdindggeh 66 Thetime

- debugger 661 uses the HALT signal S661a in accordance with the

dsh YT bRt BacohtoF ihetdiseratdt St tei EPULE3 B Moritord mied a
operation of the CPU 637 using 15 the internal status read request signal
3BEIT R ifteHal tstaterignat €85k d iandtsusisine sthe GRU68T byn ,
the CPU internal status rewrite request signal S661c. Next, examples of
fHtdsersien St tre Sdnr srtetsk tofp S 3uswilssaredbhinatiPodRkstesul t
Example of Ogeration! For example, consider the case where the :
82885derT81°Sutsy EiREABNThEd 53¢ dheeranerpLTsigr a

§661a, CPU internal status read request signal S661b, and
emporary halt of the operation of the CPU 637 by the debugger

661 or acguisition of the CPU intérnal status information
from the CPU 637 are not possible. Therefore, the function
modules FM 1 to FM n shownr in FIG. 104 cannot be accessed
from the program modules PM_2 and PM_3 present in the external
memory 660 or the debugger 661.

Further, when a function module in the program module
PM 1 is called up by the CPU 637 executing a branch
instruction included in another function module while the
CPU 637 is executing the program module. PM 1 shown in FIG.
104, when first fetching an instruction other than the v
instruction positioned at the head of the fﬁnction modﬁle

of that call destination, the judgment circuit 635 outputs

a. judgment result signal S635a instructing disconnection

to the switch circuit 633. Further, in this case, the Judgment

‘circuit 635, for example, halts the operation of the CPU

637 or performs predetermined error processing.
When the judgment result signal 8635¢ from the judgment

circuit 635 indicates invalidity/disconnection, the
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CPU internal status rewrite request signal S661c. 25 In this case, when
the CPU 637 accesses the internal - 197 memory 632 through the CPU
data bus 640 and switch circuit 633, that is, when the switch circuit 633 is
in the connection state, due to the judgment result signal S635c from the
judgment circuit 635, the selection cirqujt;636 becomes the 5
invalidity/disconnection state, and the selection circuit 636 does not

%lé?ug e HALT signal §§$1'a’ CPU internal status read request signal
6 , al's

5, and CPU iarha tatiy Adite bag ddie SRS séonad é:l}ﬂput
637 10
o TR B n R B s DATR BB AAd Aalenspect
th U 637 is not accessing the internal memory 632, that is, when the
G o RS T RO SERERIER t the fughord FUs R -
ignal S635¢ he judgment circuit 635, the selection 15 circuit 636
Egggrﬁeg%?e vall |tyﬁ:%ﬂﬁg§n§tic§n6 thte, B dtn & sEediohttERBsEng a

he HALT signal S661a, CPU. internal status read request signal
%%%J‘é%ﬁa’ C iﬁtgtrﬁal’?}é‘taatﬁ FeWn %?gqﬁét‘stiéﬁ%aﬁ:g%fg?a the CPU
637. Thegrefore.the.debugger 661 can manitor and_set the 20 operation of :
the CPUTES) Biral A A Bk AL ME G AT ey udgment
SHIRGAINPL 8CG5R%:108 (IS M3l D IPIY. 955 (58530d Example of

Operation]

selection circuit 636 invalidates the CPU internal status
read request signal S661b and CPU internal status rewrite
request signal S66lc input from the debugger 661 and does
not output them to the CPU 637..

Here,theCPUinternalstatusreadrequestsignalSGSlb
is a signal for requesting information showing the internal
status of the CPU 637.

The CPU internal status rewrite request signal S66lc
is a signal for reguesting a rewrite of,informﬁtion showing
the internal status of the CPU 637.

On the other hand, when the judgment result signal
$635c from the judgment circuit 635 indicates
validity/conneation; the selection circuit 636 outputs the
HALT signal S66la input from the debugger 661 to the CPU
€37. |

When the j-.u‘dgr.n'ent result signal S635c from the judgment
circuit 635 indicates_validity/connection, the selection

circuit 636 outputs the CPU internal status read request
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For example, consider the case where the CPU 637 is- 25 accessing the
external memory 660 through the switch circuit 198 - 634 and external
data bus 644. In this case, due to the judgment result signals S635b and
S635c¢ from the judgment circuit 635, the switch circuit 634 and selection
circuit 636 become the connection st thS but due to the judgment result
signal S635a, the switch circuit 633 bécomes the disconnection state.
Therefare, the internal memory 632 cannot be accessed from the external

FHEM BTN AR LP RS BERERRE HhAETR Mewehticortuesthipignal
631, 10 when the internal memory 632 and the CPU data bus 640 are in
FREINERRYT SERE e B A eerIE Ko Ghe Extdhel GBEA 63des Ems ther,
and 645 s not allowed. Therefore, according to the semiconductor chip

53F R BELSIOR (GHEmibhF pftscranER ddairhnolEl Fw tetaatoregatus

in_the internal memory 632 from illicit access from outside of the
E3FRDh AU B TniPBYE ol Perthse P shH thmaremrdrnce with the
confidentiality of the program module PM 1. Further, according to the
EMiCSTRIRS cRibBHS the FotessBréxadailoPheidarahmeshegger
PM -1 by the CPU 20 637 cannot be monitored and analyzed from the -
88t1§de. Further, according to the semiconductor chip 631, it is possible to

preventghcorgidggé?l p%ja:ram mog}ﬂl_e;’M i from bein%illiqitly accessed
from progrgm %O ] é?s Ii‘hth"’d ddress of the internal memory
632 to the address bus 641 and instruction type instructing
signal S637a showing the type of the instruction being
executed to the signal line 642 and in accordance with the
same performs processing using the instructions and data
qf the program module PM 1 read from the internal memory
632 through the switch circunit 633 and CPU data bus 640.

Further, the CPU 637 outputs the address of the
external memory 660 to the address bus 641 and the instruction
type instructing signal S637a to the signal line 642 and
in accordance with the same performs processing using the
instructions and data of the program modules PM 2, PM 3 read
from the external memory 660 through the external data bus
644, switch circuit 634, and CPU data bus 640.

When a HALT signal S66la is input through the selection

circuit 636 from the debugger 661, the CPU 637 halts the

.operation of the CPU &37.

Further, when the CPU 637 receives as input a CPU

internal status read request sigrnal S661b through the
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PM -3 stored in the external memory 660. 25 Eighth Embodiment 199

The present embodiment is an embodiment corresponding to the 20th

and 21st aspects of the invention. FIG. 105 is a view of the configuration

of the semiconductor chip 6131 of an embodiment of the present 5

invention. As shown in FIG. 105, the gegic_onductor chip 6131 hgs an
encryption/decryption circuit 6134, ju 3 ent circuit 6135, selection circuit
6136, and CPU 6137. The encryption/decryption circuit 6134 and CPU
323710 afe Coiidttéd §39 EPomidtheudeluganire fifflgmdrt cretiputs an
6135 and_CPU 6137 are connected to an address bus 6141. The

TRtigrrait ittt 81357 dmreb P 623H e edmebina it Bosigadidine 6HGwing
15 Further, the encryption/decryption circuit 6134 is further connected

TR UHREST B8R 8 B G%ﬂ@@ﬁrﬁ%%té%ﬁ&ﬁmembﬁdmommqnal
the selection circuit 6136 is further connected through. an external data

e R B ErgRthgeF I eetdrneirruih fRGamiddmridebugger 661.

6131 as well, the software structure shown in FIG. 103 is similarly

applied” HerBethe hRBofRRGELhIS BT e6REYSThRT0MPUL a CPU

internal status rewrite request. signal S661lc through the
selection circuit 636 from the debugger 661, it rewrites
the information showing the internal status of the CPU 637
by the content designated by that signal S66lc. Due to this,
the operation of the CPU 637 is controlled by the debugge#
661.

The debugger 661 uses the HALT signal S66la in
accordance with the debugging object to control the oparation
of the CPU 637, monitors the operation of the CPU 637 using
the internal status read request signal S661b and internal

status signal S637d, and customizes the CPU 637 by the CPU

internal status rewrite request signal S66lc.

Next, examples of the operation of the semiconductor
chip 631 will be explained.

{First Example of Opeﬁationl

For example, considér the case where the debugger 661
ouﬁpqts to the sele¢tion circuit 636 one of the HALT signal
S66la, CPU internal status read request signal SGGib, and
CPU internal status rewrite regquest signal S$66lc.

In this case, when the CPU 637 accesses the internal
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semiconductor circuit of the second aspect of the invention, 25 the
external data bus 6144 corresponds to the first 200 transmission line of
the first aspect of the invention, the external memory 6160 corresponds to
the storage apparatus of the second aspect of the invention, the program
module PM _1 corresponds to the in H1 ction for executing a program 5
of the second aspect of the invention, the encryption/decryption circuit
6134 corresponds to the encryption/decryption circuit of the second

RPeENrife TRERNGH thd fuddifemtrditUniee 364 rrngonds kethecircuit

control circuit of the second aspect of the invention, the 10 selection circuit
B136 Erdspondehe hbRRIsticHEedit Bt ife €880hd Aspsbrottrnection
invention, the CPU 6137_ corresponds to the second computation circuit,
Hritithe SX8rke dEbepdvd SR EQIORHE 16 it adcdifRFansfriciofrhe
line of the second aspect of the invention. 15 First, the external memory

BIFWR beexfihbd® Ry shBfniritction méwsdhabAehegaiss the

_storef‘ the pr? ram modules PM 1, PM 2, and PM 3. In the present
E¥Bodiftiety, t?%é%‘égé"%ﬁfé‘fé‘m’e FiogFem Apdukievsedgstion circuit

6r:_aogn:!flentialit will be illustrated. 20 The confidential program module PM 1 :
i3 2ATSET &g ERE TR e R Ll ShaPAL 65 G166 Phénternal status

rréorgonfidenti% gr_ogram modules PM 2 and PM -3 may be encrypted or
FISHGS & 8 0 br B Phing Dk E/figir4ganal status rewrite

request signal S66lc to the CPU 637.

Therefore, the debugger 661 cannot access the CPU 637
and cannot access the internal memory 632 either.

On the other hand, when the CPU 637 is not accessing
the internal memory 632, that is, when the switch circuit

633 is in the disconnection state, due to the judgment result

signal S635c from the judgment circuit 635, the selection

circuit 636 becomes the validity/connection state, and the
selection circuit 636 outputs the HALT signal S66la, CPU
internal gstatus re&d.request signal 8661b, and CPU internal
status rewrite request signal S66lc to the CPU 637.

Therefore, the debugger 661 cah monitor and set the
operation of thg.CPU 637, but since the switch circuit 633
is in the disconnection state, cannot access the internal
mamory 632, |

{Second Example of Operation]

For example, consider the case where the CPU 637 is

accessing the external memory 660 through the switch circuit
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of the program module PM I. 25 As shown in FIG. 106, the program
module PM 1 is 201 comprised of a plurality of function modules. FIG.
106 shows the case where it is comprised of n number of function
modules FM -l to FM n. As shown in FIG. 106, the heads of the function
modules 5 FM -l to FM -n are set wit number designating information
designating the ID numbers. The ID number designating instructions are
2%t4encr¥#ted. Here, an ID number is information for identifying a

SN RN o uss &8ftained later” when the 10

CorreSpo N
encryptign/decryption circuit 6134, decrypts the function modules, it is

used for'dpeciyh§afitke HfolfatibR Buponeat semul feerimuod.s S635b

Further, gt the tail ends of the function modules FM 1 to FM -n are placed
?n%‘i{ru%ﬁé% d%’é?d?ﬁ AthG AEIBIRM LS 1S Hst#08 Jinstihet st haleaghgouit
%aqt the following instructions do not use keys, that is, are not encrypted)

& fiRGisE %%%E“e%r;‘ SEhothinF€ . hp7ene ERenpramrpairiristate,
block data of predetermjned data lengths. The block data 1 to n have
lﬁgﬁtycgéla@fa{iotot??gdaé‘&lgﬂbet‘étthgﬁ?? & AtERtbn R RMtiok RAcHri teh
6134, fo exam le, encrypts the function modules shown in FIG. 106 of :
The 8%h%am m%ﬁu N PR IARRINRTE ekdthatfenToty be60rsy the

internal memory 632 cannot be accessed from the external

‘data buses 644 and 645.

As explained above, in the semiconductor chip 631,
when the internal memory 632 and the CPU data bus 640 are
in the connection state, external access from the external
data buses 644 and 645 is not allowed.

Therefore, according to the semiconductor chip 631,
it is possible to reliabiy protect the program module PM 1
stored in the internal memory 632 from illicit access from

outside of the semiconductor chip 631 and therefore possible

to maintain the confidentiality of the program module PM“__I'.

Further, according to the semiconductor chip 631, the

process of execution of the progi:am module PM 1 by the CPU

637 cannot be monitored and analyzed from the outside.

Further, according to the‘ semiconductor chip 631, it
is possible to prevent a confidential program quﬁle PM 1
f£from being ill‘icitly accessed fz_;om program modules PM 2 and
PM 3 stored in the external memory 660.

Eighth Embodiment
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shown in FIG. 107, in units of predetermined block data. 25 At this time,

the encryption/decryption circuit 6134 202 encrypts each function block

using any key information and sets at the head of each function block
unencrypted (plain text) ID number designating instructions (information)
designating the ID number for identifying.the function 5 modules as

explained earlier using FIG. 106. Further, the-encryption/decryption circuit
6134 gellqgrates and holds the key information table 6190 shown in FIG.
108 showing FEStFRInEEPe daiGRL S A therhrdiRe R Efer @alponding
§Pech}_/ling£'Bformation of the second aspect 10 of the invention) and key
informAtion UsBd I8 e AdrftiftE RS kihcBbn FsuidwRiKeiaBgether.

Further, I\E/yhgn th§ encryption/decryption circuit 6134 encrypts the block

data, as Shown’in 165187 YL §&n&tateh Bafig it wiahd Db R flathand
gtgxg%scthgéaa@g dat% 15 Iigked with the corresponding block data in the
external memory 6 TaOFAChIEME, AR SRRPTURRRENPliohRRchiFesent
9%%% generates parity data so that the sum total of the block data and
parity data Bécomes a predetermined value. Further, the

encrypti r51/d cryption cifcuit 6 20 aobtains key informa_tioh for the -
function-%nogu %pﬁﬁrﬁ&thé%%terﬁ&%ﬁ%ﬁ%%ﬁ&%ﬁh@%é1@.} has

Hogygkig’ra} able ﬁql%)rshoig%in CE.'}.(IBZ' 10%?;'{% as a key the ID number
designaied by the 1D amber deSighatingindtrutich SEme heAL5ANAE 6135,
selection circuit 6136, and CPU 6137.

The encryption/decryptioﬁ circuit 6134 and CPU 6137
are connected to a CPU data bus 6140.

The judgment circuit 6135 and CPU 6137 are connected
to an address bus 6141.

fhe judgment circuit 6135 and CPU 6137 are connected
to a gignal line 6142.

Further, the encryption/dacryption.circuit 6134 is
further connécted through an exterﬁal data bus 6144 to an
external memory 6160 |

Further, the selection circuit 6136 is.further

connected through an external data bus 6145 to a debugger

6161.

Note that in the semiconduqtdr chip 6131 as well, the
software structure shown in FIG. 103 is similarly applied.
Hexre, the semiconductor chip 6131 corresponds to the
semiconductox'circuitzof the second.aspect;of'tﬁe invention,

the external data bus 6144 corresponds to the first
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function module. Further, the encryption/decryption circuit 25 6134 uses
that key information to encrypt that function 203 module in units of the
above-mentioned block data. Further, the encryption/decryption circuit
6134 decrypts the function module, then judges the legitimacy of the
parity data corresponding to that funcgign module. 5 At this time, if judging
it legitimate, it outputs that decrypte data to the CPU 6137. On the other
hand, if judging it is not legitimate, it halts the operation of the CPU 6137
SFBETSHTSprRctémsined &he SbeessimaPRofe oftthethbnyesdriton, the
embodiment, the data length 10 of the block data and the data length of
fHERRRRdn RSMRRY $4fBe I sarendiidientihestogmeant Gipitratus
6135 generates a judgment result signal S6135 instructing
fHva 'gﬁ//&?%m&iﬁﬁ%’a dfitpteit i Hrnddieationtéiruitsigsarhamdule
the CPU 6137 15 is accessing (for example, fetching) a confidential

YodhafiP THERRETEI LR ftbRisk treuk BT S Geetieg & pProgram
judgment result signal S6135 instructing validity/connection and outputs
%’tf(o e SERERS cRERES 3@ uhERthd TRRE49R 20 W0t accessing (for

example, fetching) a confidential program module PM 1. The judgment

ETVB S Mooy atuedssdddd Sidhicaersearrrey e Cchee

6137 and,flovxﬁg% over the . .
encryption cryption circuit of the second aspect of the

invention, the judgment circuit 6135 cogresponds to the
control circuit of the second aspect of the invention, the
selection circuit 6136 corresponds to the selection circuit
of the second aspect of the invention, the CPU 6137
corresponds to the second computation circuit, and the
external data bus 6i45 coxrresponds to the second transmission
line of the second aspect of the invention. |

First, the external memory 6160 will be explained.

As shown in FIG. 105, the external memorj 6160 stores
the program modules PM 1, PM 2, and PM 3.

In th@iprésent émbodiment, the case where the progfam
module PM_1 has confidentiality will be illustrated.

The cornfidential program module PM 1 is encrypted and

"stored in the external memory 6160. The nonconfidential

program modules PM 2 and PM 3 may be encrypted or not.
FIG. 106 is a view for explaining the configuration
of the program module PM 1.

As shown in FIG. 106, the program module PM 1 is
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address bus 6141 and signal line 6142 and, based on the same, 25

judges if the CPU 6137 is accessing the program module PM 1. 204

When the judgment result signal 56135 from the judgment circuit 6135

indicates invalidity/disconnection, the selection circuit 6136 invalidates

the HALT signal 56161a input from the debugger 6161 (operation halt

request of 5 second aspect of the invéftibny and does not output it to the

CPU 6137. Here, the HALT signal S6161a is a signal instructing to

teRfRrAfly Aaitiie phoraibitof e ERhe 6137 MBS jugg@ent 5esWhows

signal 56135 from the judgment 10 circuit 6135 indicates

iRbaligmgeisdonnectibni shecsplei tier eiE it Alb s Jidatas e RWodules

internal status read request signal 56161b and CPU internal status

rite tregEMsinsignal S6161c input from the debugger 6161 and does

‘not output them to the CPU 6137. 15 Here, the CPU internal status read

request gt BE1E1HFY & signal reduediisadaiosmation shawipgdhenoduies

internal status of the CPU 6137. The CPU internal status rewrite request

Eidndl 5616 ts arsigaaitregiisting rewnite of thedninimatiay SHAWEWna tion

20 the internal status of the CPU 6137. On the other hand, when the :
Faaat dihraliB6 135 hrensthelbdgmRnheindui:6 136aditatesng

validity/connection, the selection circuit 6136 outputs the

lnstructions are not encrypted.

Here, an ID number is information for identifying a
corresponding function module. As explained later, when the
encryption/decryption circuit 6134 decrypts the function
modules, it is used for specifying the key information to
be used for that decryption.

Further, at the tail ends of the function modules FM_._l
to m__n are pléced instructions designating the ID number
as "#0" (instructions indicating that the following
instructions do not use keys, that is, are not encrypted) .

The function modules, as shown in FIG. 107, are

encrypted in units of block data of predetermined data

- lengths. The block data 1 to n have parity data 1 to n added

to them.

The encryption/decryption circuit 6134, for @xaméle,
encrypts the function modules shown in FIG. 106 of the program
module PM 1 to be written in the external memory 6160, as
shown in FIG. 107, in units of prede:téimined block data.

At this time, the encryption/decryption circuit 6134
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HALT signal 36161a input from the debugger 6161 to Fhe CPU 25_ 61_37.

205 When the judgment result signal S6135 from .theljudgment circuit

6135 indicates validity/connection, the selection circuit 6136 outputs the

CPU internal status read request signal S6161b and CPU internal status
rewrite request signal 5 56161c input from the debugger 6_161 to the CPU

6137. Further, the selection circuit Blég%ut“puts the CPQ internal status

signal S6137d input from the CPU 6137 in accordance with the CPU
ir‘ﬁqé‘é’r%%f%{:aiu??géu ferdst epyrial se6eb o theude hiages AXGkmOCERR: and
CPlg 6137 outputs to the address bus 6141 the addr_ess of th_e extemal
memory 5168 aniaBdheSigrating w1dpion ifstrocon ecingeelig(plain
sti:%natl S6137a showing the type of the instruction pglng execu_ted and, in
accordandd IHERRE sAfie gRAbimg pEocEssing UiSimpEiN$ i EHOREA b )
qdata 15 of the program modules PM 1, PM 2, and PM -3 read from the
External mermary S1sordtiyrbre @ernarieats by Bigdtand function
encryption/decryption circuit 6134. When the CPU 6137 receives as input

the Eff sigha 2efirGrhlthesetetting cREGit 6186 from the

[ is halted. Further,
debugger 206161, the operation of the CPU 6137‘|s .
when C%rﬂ%%}é??ecéﬁb&s SWITFR thewfleameantd otatos readitegersy

the selection circuit 6136 from the debugger 6161,
%%ﬁlr]%&%?églbawéoﬂ%qu the key information table 6190 shown

in FIG. 108 showing the ID numbers designated for the function
modules (key specifying information of the second aspeaect
of the invention) and key information used for encrypting
the function modules linked together,

Further, when the encryption/decryption circuit 6134
encrypts the block data, as shown :i.,n; FIG. 107, it generates
parity data for the block data and stores that parity daga
linked with the corresponding block data in the external
memory 6160. At this time, the encryption/decryption circuit
6134 generates parity data so that the sum total of the block
data and parity data becomes a predetermined value.

Further, the encryption/décryption circuit 6134
obta:ins key information for the function module input from

the external memory 6160 by viewing the key information table

6190 shown in FIG. 108 using as a key the ID number designated

by the ID number designating instruction at the head of that

function module. Further, the encryption/ decryption circuit

6134 uses that key information to encrypt that function
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the internal status signal 56137d including information 25 showing the

internal status in the CPU 6137 designated by 206 that signal S6161b
through the selection circuit 6136 to the debugger 6161. Further, when

the CPU 6137 receives the CPU internal status rewrite request signal

S6161c through the selection 5 circuit 6136 from the debugger 6161, it
rewrites the information showing the intéhar status of the CPU 6137 by

the content designated by the signal S6161c. Due to this, the operation of

R ERLre 187 Wdditronéd Byehekebaggem 616hetD Hhe diebdggar 6161
uses the HALT signal S6161a corresponding to the debugging object to
control thE2bhBfion YreheTreypipmdeitorstits operatiorof thes 134
CPU 6137 using the internal status read request signal 56161b and
inefifRE SRRy narestinn arerttktomiesthg @GR 45 BA87 hydhe imacy
CPU internal status rewrite request signal 56161c. Next, examples of the
Sherdtith BRhE SEnfleditiResirempastdivmin taGERES Wilthe explaingskiule .
[ iést xample of operation] 20 In this example of operation, the case

where & CPBes1 37 witeddi@ahs exiaaalbieniory 6160 datpaitise that

_ g{ogram mqQdule PM -1 will be explained. The CPU 6137 outputs the write
a

?alfm%ﬁaﬁ fﬁ%t(fPEP the CPU 6137. On the other hand, if judginé
it is not legitimate, it halts the operation of the CPU 6137
or performs predetermined error processing.

Note that, in the present embodiment, the data length
of the block data and the data length of the function module
may be the same or different.

The judgment circuit 6135 generates a judgment result
signal S6135 instructing invalidity/disconnection and
outputs it to the selection circuit 6136 when the CPU 6137
is accessing (for example, fetching) a confidential program
module PM 1.

Further, judgment circuit 6135 geﬁerates a judgment
result signal S6135 instructing validity/connecti§n 'and.
out;puts it to the selection circuit 6136 when tixe CPU 6137
is not accessing (for example, fetching) a confidential
Program module PM 1.

The judgment circuit 6135 monitors th_e addresses and
instructions outpﬁt by the CPU 6137 and fiowing over the
address bus 6141 and signal line 6142 and, based on £hé same,

judges if the CPU 6137 is accessing the program module PM 1.
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data bus 6140 to the encryption/decryption circuit 6134. 25 Further, the
encryption/decryption circuit 6134 207 encrypts the write data, as

explained earlier, using key information corresponding to the function

modules in units of block data and writes the same through the external

data bus 6144 in the external memory 6160. 5 Further, information

relating to the key information used f Ye encryption is added to the key
information table 6190 shown in FIG. 108. At this time, the judgment

circuit 613BFthRes B fsmpadnr el sighans01 86 5AbWinghmOthe judgment
invalidity/disconnection to the selection circuit 6136, and the HALT signal
SETRTA EPY itefiaRisreatealadi tinhdi 5646k antl GPU the
internal status rewrite request signal 56161c issued from the selection
FRURBEE8UrETHEBLtHUE 4B Ghe ©RY BdaTe 5 FhehBAKNCe bR MTIl& 6161
data is not encrypted on the external data bus 6144, even if the external

dHR dhsFiam ﬁg‘ﬁicﬁ@kﬁfaﬁéﬁ thié &bnfiapetizaityiofthb ptegrasueadte £
PM 1 is not lost. [Second Example of Operation] ,20 In this example of _
Si5ETaMSh, 3B G Ee Whetrd the YR 647 reand inberstionsottpwf thet to
%ré)gram module PM 1 from the external memory 6160 will be explained.

5 8Ye8d HstrJieBR issthe BAHE GROMGIB7S6161a is a signal

instructing to temporarily halt the operation of the Cpy
6137.

When the judgment result signal $6135 from the judgment
circuit 6135 indicates invalidity/disconnection, the

selection circuit 6136 invalidates the CPU internal gstatus

read request signal 56161b and CPU internal status rewrite

request signal S616lc input from the debugger 6161 and does
not output them to the CPU 6137.

Here,‘the CPU internal status read request signal
S6161b is a signal requesting information showing the
internal status of the CPU 6137.

The CPU internal status rewrite request signél 56l6lc
is a gignal requesting rewrite of the information shcwing
the internal status of the CPU 6137.

On the other hand, when the judgment result signal
56135 from the judgment circuit 6135 indicates
validity/connection, the selection circuit 6136 ocutputs the
HALT signal S6l16la input from the debugger 6161 to the CPU

6137.
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instructions or data of the program module PM 1 are read 25 from the
designated address of the external memory 6160 and 208 output through

the external data bus 6144 to the encryption/decryption circuit 6134.

Further, the encryption/decryption circuit 6134 views the key information

table 6190 shown in FIG. 108 based on 5 the ID number shown by the ID
number designating instruction set at tH¥head of each function module

input and obtains the key information corresponding to that ID number.
Further, fessh&bptivideetepition sirdtitsGikpdde S 9P BSIE-BEIRICHONS Dfmen t
data read from the external 10 memory 6160 using that key information in

Uit Of block datat &t arekeserforicdidnity provessingohyrthde theelection
parity processed data or instructions are output through the CPU data

BisTE o thd TPY Bsls AthRisGifFe ithéqutgmienttoirtuis 6135 aUiRfiest
a 15 judgment result signal S6135 indicating invalidity/disconnection to

tie SRRt GIRIiPBEEPHnEn frIMAL Ts4ighalS6&6ka, tePbentesnal signal
status read request signal S6161b, and CPU internal status rewrite
reglédisinar 8RR iacdefoate FA6iGrckbeitGIBEBARNOFur ther
output 20 to the CPU 6137. Further, since the write data is not encrypted
Shthe® ekBsthaPda iR e 14 e rintrudec it dGRIDIR64hAd status

illicitly probed,_the confidentiality of the program
signal Se6l37d input from the CPU 6137 in accordance with

the CPU internal status read request signal S$6161b to the
debugger 6161,

The CPU 6137 outputs to the address bus 6141 the address
of the external memory 6160 and to the signal line 6142 an
instruction type instructing signal S6137a showing the type
of the instruction being executed and, in accordaﬁce with
the same, performs Processing using instructions and data
of the program modules PM 1, PM 2, and PM 3 read from the
external méﬁory 6160 through the external data bus 6144 and
encryption/decryption circuit 6134 .

When the CPU 6137 receives as input the HALT signal
S6léela through the selection circuit 6136 from the debugger
6161, the operation of the CPU 6137 is halted.

Further, when CPU 6137 receives as input the CPU

.internal status read request signal S6161b through the

selection circuit 6136 from the debugger 6161, it outputs
the internal status signal S6137d including information

showing the internal status in the CPU 6137 designated by
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module PM 1 is not lost. 25 As explained above, according to the
semiconductor 209 chip 6131, even when storing a confidential program
module PM -1 in an external memory 6160 outside of the semiconductor

chip 6131, the confidentiality of the program module PM -1 can be held. 5
That is, when a confidential program module PM -1 stored in the external
memory 6160 is accessed by the CP#8837, the selection circuit 6136
prohibits the debugger 6161 from communicating with the CPU 6137, so

it P ssibinmlprded A bhd-hrovesbingiof the peagrasomaduieRM -5136 +o
being executed 10 by the CPU 6137 from being illicitly monitored by the
detriggebPwasar Faithér, since parity processing is performed after

decrypting data and instructions read from the external memory 6160,

when un§#ititie keywhfermation (PUseEd BT Koetheidessypiion apuhem ernal
data and instructions are destroyed or tampered with, this can be

Fasied Wity%e@siﬁdeb&lﬁbﬁddﬁ&ihwﬂhgﬁhﬁﬂéeﬁl_iection
invention is not limited to the above explained embodiment. 20 For

Exdifipié tintthd Gbbverexplenstbbmpgeim@tsthe tasawas ilisiratachin
WhICh the key information table 6190 shown in FIG. 108, that is, the key
ﬁl%serwlmﬁhéihﬁigmérﬁmbltsﬁﬂsﬁubublf|sthlsocnm>‘8¢ie7 by

to
the content designated by the signal S616lc. Due to this,

the operation of the CPU 6137 is controlled by the debugger
6161.

The debugger 6161 uses the HALT signal S6l6la
corresponding to the debugging object to control the
operation of the CPU 6137, monitors the operation of the‘
CPU 6137 using the internal status read request signal .SGIGIb

and internal status signal §6137d, and customizes the CPU

6137 by the CPU intaxnal status rewrite request signal

S6i6lc.

Next, examples of the operation of the semiconductor
chip shown in FIG. 105 will be explained.

[First Example of Operation]

In this example of operation, the case where the CPU
6137 writes into the external memory 6i60 data of the program
module PM 1 will be explained.

The CPU 6137 outputs the write data through the CPU
data bus 6140 to the enczypti—on‘/decry'ption circuit 6134.

Further, the encryption/decryption circuit 6134
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encrypt the key information table 6190 and store it in the 25 external

memory 6160. 210 - Ninth Embodiment The present embodiment is an
embodiment corresponding to the 22nd to, 24th aspects of the invention.

Next, this embodiment of the present invention will 5 be explained with
reference to the attached drawings._ F}G-109 is a view of the overall
configuration of the communication system 701 of the present

empadiment. As SQ%\AV%I;AG. 109, the communication system 701 uses

the Serv/er 709 1C et oS iR r@&fFiRiai nes FApdrsbRal coripgerkey
OpebHpf-(@pplication service cf{qrovider) server 719, and SAM (secure
application modufe) Unit oY 16 BImmuliestefimmsidirmentithersy i units
anel pgriorm ssettlement pro essinﬁ or other processing for a procedure

using the 1C card 763 {n‘fg‘”glr%?esd ERELT B reEal 1ehnvertsnaledata
$ANM lgﬂ't@p%gga{% grocessinrg pparatus of the present invention) has

an external memory 707" z:s?graaié ettt tﬁ%?) esent invention) and

SAM chig.gpghgsjgmifogducto circuit of the present invention). 20 The

SAM chip 708, if nécegsgr?ﬁ%ﬁgf'éré: ABSHRY dothBPSKRY chRtomnation
(ptlef serpieendyctar circuit of the @%s nt inventign) . The SAM chip -
708a, for example, asShown in EIG. 170, F§ coRfidtfan Wfcamitdroaspable
89Y6" & %m in FIc. 108.

At this time, the judgment circuit 6135 outputs a
judgment result signal $6135 showing
invalidity/disconnection to the selection circuit 6136, and
the HALT signal S616la, CPU internal status read request
signalSGlﬁlb,andCPUinternalstatusrewriterequestsignal
S6l6lc issued from the selection circuit 6136 are not cutput
to the CPU 6137.

Further, since the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, the confidentiality of the program
module PM 1 is not lost.

[Second Example of Operation}

In this example of operation, the case where the CPU
6137 reads instructions or data of the program module‘PM 1
from the external memory 6160 will be explained.

Due to a read instruction issued by the CPU 6137,

instructions or data of the program module PM 1 are read

from the designated address of the external memory 6160 and
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different from the SAM chip 708 or, as shown in FIG. 111, 25 is connegted
to the same ASP server 719 as the SAM chip 708. 211 The configuration
of the SAM chip 708a is basically the same as the SAM chip 708. Next,
the components shown in FIG. 109 will be explained. 5 [IC Card 703]
FIG. 112 is a functional block diagram_of an IC card 703. As shown in
FIG. 112, the IC card 703 has an IC (%r%gr“ated circuit) 703a provio_led
with a memory 750 and 10 CPU 751. The memory 750, as shown in FIG.
SRES PR afbe 755t esea bydrtmdiveardtdmpany ohether

service business 7151, a storage area 7552 used by a service business
ﬁﬁ%ﬂ&’aoﬁés?@?%%l%yawﬁﬁiaﬁsbmee 15 business 7153.
Further, the memory 750 stores key data used for judging an access right

to the stérafElisa 7851 aasransloseirwyrgancicoess ight B1thE ews

storage area 7552, and key data used for judging an access right tp the
FBRJE0 ARLPFESE Tt keb s o%sethformuitnalBghertizatibased on

ta encryption and decryption, etc. Further, the memory 750 stores
%eﬁtiﬁ@aﬂgﬁ‘tﬁﬁfbﬁﬁﬁm Brifd e TRrawgseor dseriafnd: i@ gaith F82uction

set at the head of each function module input and obtains
the key information corresponding to that ID number.

Furthexr, the encryption/decryption circuit 6134
decrypts the instructions or data read from the external
memory 6160 using that key information in units of block
data and then performs parity processing.

Further, the parity processed data or instructions
are output through the CPU data bus 6140 to the CPU 6137.

At this time, the judgment circuit 6135 ocutputs a

- Judgment result signal S6135 indicating

invalidity/discongection to the selection cirecuit 6136, and
the HALT signal S616la, CPU internal status read'request
signalsﬁlﬁlb,andCPUinternalstatusrewriterequestsignal
$6161c issued from the selection circuit 6136 are not output
to the CPU 6137, |

Furthe;, since the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, the confidentiality of the pProgram
module PM 1 is not lost.

As explained above, according to the semiconductor
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Next, the SAM unit 709 will be explained in detail. 25 The SAM unit 709,
as explained earlier, has an external 212 memory 707 (storage circuit of
the present invention) and SAM chip 708 (semiconductor circuit of the
present invention). [Software Configuration of SAM chip 708] 5 The SAM
chip 708 has the software configurqtic%%s shown in FIG. 114. As shown
in FIG. 114, the SAM chip 708 has, from'the bottom layer toward the top

Igy&r agll—é\i\/ (hardware) layer, OS layer, lower handler layer, higher
nandier ayer aRy Ap "Ry sEHBwer tenfidenier aiclpdegivenodul e

layer. l_{|erg, in the AP layer, application programs AP-1, AP-2, and AP -3
gﬁ)ﬁcaﬁonIbr%’g‘Faﬁ‘ﬁ?%ﬁﬁ@‘ﬂfE‘sﬁérﬁ]nﬁ%m‘rﬁ?ﬁlda‘iMﬁqumcedmmnductor

u%%of %%g card 703 by credit 15 card companies or other businesses
TBE 7A52, and¥A53°8 WA ERS 1100 9€ rthel et egdamn froduthe PM 1

external memory 707. In the AP layer, the application programs AP 1, AP
ff‘%n%igi%%%d the higher handler layer are provided between 20 them

with fire\ggg%FiW. [External Memory 707] FIG. 115 is a view for explaining
the storagé aréas Of R Bxtemat Y @rogram module PM 1 stored

in the external memory 6160 is accessed by the CPU 6137,
the selection circuit 6136 prohibits the debugger 6161 from.
communicating with the CpU 6137, so it is possible to prevent
-the processing of the program module PM 1 being executed
by the CPU 6137 from being illicitly monitored by the debugger
6161.

Further, since parity Processing is performed after
decrypting data and instructions read from the external
memory 6160, when unsuitable key information is used for
ﬁhe decryption or when the data and instructions are
destroyed or tampered with . this can be detected by the parity
procegsing and suitably dealt with.

The present invention is not limited to the above
explained embodiment.

For gxample, in the above explained embodiment, the
case was illustrated in which the key information table 6190
shown in FIG. 108, that is, the key information, was held
in the judgment circuit 6135, but it is also possible to
gncrypt the key infprmation table 6180 énd store it in the

external memory 6160,
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As shown in FIG. 115, the storage areas of the external 25 memory 707
include an AP storage area 72201 in which the 213 application program

AP-1 of the service business 7151 is stored, an AP storage area 72202 in
which the application program AP_2 of the service business 7152 is

stored, an AP storage area 72203 in which the application program AP -3

5 of the service business 7153 is sfor@&lf’aﬁd an AP management storage
area 7221 used by the manager of the SAM chip 708. The application
progranﬁﬂinthqm#iMP storage area 72201 is comprised of a later
explained plurality of application element data-APE (data modules of the
present ARAIrRERFGNE /etesd imendt Al storagelardd W2a ] de restigiofding
by the firewall FW 1. The application program AP-2 stored in the AP

Orddie ofendoror 34 ehnisried wf soifitertexplaiveshpliwality of

application element data APE. Access to the AP storage area 15 72202 is
restricteti ¥ the Hréwalembpdimpe bppficdtion progrem AAP:8stored dmthei 11
“A.P storage area 72203 is comprised of a later explained plurality of
BEpreibR et Middta TeiE raamssto thdaRadtbradearcdr 2RA03yis .
restricted by the firewall FW 1. 20 In the present embodiment, the
applicatf'aﬁ(‘}llele%@ﬁt Hatd AvEeK i nsbimevanrildowdoddetfortion of
"example from_outside of the SAM unit 709 to the external memory 707.

THe ROMBYPIFATIRAISH elaferfdaa AR forpiegenth embodiment .

As shown in FIG. 109, the communication system 701

uses the server 702, IC card 703, card reader/writer 704,
personal computer 705, ASP (application service providex)
server 719, and SAM (secure application module) unit 709
to communicate through the Internet 710 and perform
settlement processing or other pro¢essing for a procedure
using the IC card 703 (integrated circuit of the present
invention) .

The SaAM ﬁnit 708 (data processing apparatus of the
present invention} has an external memory 707 (storage
circuit of the present invention) and SAM chip 708
(semiconductor circuit of the present invention} .

The SAM chip 708, if necessary, transfers data with
another SAM chip 70Ba (other semiconductor circuit of the
present invention}) . The SAM chip 708a, fof: example, as shown
in FIG. 110, is connected with another ASP server TiQa

different from the SAM chip 708 or, as shown in FIG. 111,

is connected to the same ASP server 719 as the SAM chip 108.
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application program can be freely determined by the 25 corresponding
service business. 214 Further, the application programs AP-1, AP-2, and
AP-3 stored in the external memory 707 are scrambled. They are
descrambled when read into the SAM chip 708. Further, the application
programs AP-1, AP 2, and AP -3 5 are, for example, produced by the
service businesses 7151, 7152, and 755 using the personal computers
7161, 7162, and 7163 shown in FIG. 109 and downloaded through the
SAM chif 7081 hd extertaianembryre7 Suekicthapapiieatian: basically
pL%grams AP-1, AP-2, and AP.3 10 will be explained in detail. There are
néor bl dvblitBGoSPbgrha®r fdPBach service business in the SAM.
The application programs AP 1, AP 2, and AP -3 (hereinafter also
referred BEAPHAR, crmatoRRNBSEIShols 116, &b caRiseth 1 be
identification data AP ID for identifying the application program AP, data
owing the number of the application element data APE

included in that agﬁlication program, and one or more application element

data APE 50 $AEdeififitation data AP-ID is set to be different for each
service hQusiness, As shown in FIG. 116, the application element data

APE is confprisbliorfad Abmstirapdwinptle ditasizanfof an IC card
703. ' ' -

As shown in FIG. 112, the IC card 703 has an IC
(iﬁtegrated circuit) 703a provided with a memory 750 and
CPU 751. |

The memory 750, as shown in FiG. 113, has a storage
area 755"1 used by a credit card company or other service
business 715_1, a storage area 755 2 used by a service
business 715 2, and a storage area 755_3 used by a service
business 715 3.

Further, the memory 750 stores key data used for
Judging an access right to the storage area 755 1, key déta
used fo; judging an access right to the storage area 155 2,
and key data used for judging an access right to the storage
area 755_3- That key data is used for ;nutual auth_enticatibn,
da#a.enéryption and decryption, etc.

Further, the memory 750 stores identification
information of the IC card 703 or user of the IC card 703.

Next, the SAM unit 70§ will be explained in detail.

The SAM unit 709, as explained earlier, has an external
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that application element data APE, identification data 25 APE ID for
identifying that application element data APE, 215 - and the data proper
APE PL. Here, the identification data APE-ID is comprised of data
APE_TYPE showing the type of the application element data APE and
the data INS NUM showing the identigcation 5 number (instance
identification number) of the applicétior‘} %lément data APE within that

ygxﬁ. The data INS NUM is managed by the end user (service business)
BGROEYr dXdm IRt GFRARNE LpEHddtonfelsrenpaatactRE jigtem filbon) and

%élte c,onfi_guration, the data APE TYPE becomes 10 "2" and the data
I\%I\’I‘bec% SIiSEREREHeTT PrhrsmicESAR, this poseisiato

$ %Ci tthe application element data APE unambiguously by the
IdentHEATSH data APE ID. The external memory 707 shown in FIG. 115
stores the, 15 above explained application programs AP (AP-1, AP-2, and

AP 3) enESPIET BT e IioHaPd &6 IEAH sthdibe DP&the SAM unit
709 as trq(la application program package APP. As the encryption key data
K -AP, éncryption K& RatA0Bifffifg thee APtdppiicatiorepipamas ised as
%(f) I}Ifext, the tgées of the application element data APE explained using

&2 18 Wil ‘exf)Fa?ned. FIG. 117 is a view showing an example of the

applicaﬁon (ﬂement data APE stored in one AP area. As shown in FIG.
117, the AP arei stdfeFdsid actéss the SAM chip 708 has, from the

bottom layer toward the top layer, an HR (hardware) layer,
08 layer, lqwer handler layer, higher handler layer and AP
layer.

The lower handler layer include a driver layer.

Here, in the AP layer, applicaﬁion programs AP 1, AP 2,
and‘AEMB {application programs of the present invention)
defining procedures for use of the IC card 703 by credit
card companies or other businesses 715_1, 715 2, and 715 3
shown in FIG. 109 are read out and run from the external
memory 707.

In the AP layer, the application programs AP 1, AB“Z;.
and AP 3 and the higher handler layer are provided between
them Hiih firewalls FW.

[External Memory 707]

FIG. 115 is a view for explaining the storage areas

of the external memory 707.

As shown in FIG. 115, the storage areas of the external

memory 707 include an AP storage area 7220 1 in which the
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25 key data, file system configuration data, SAM mutual 216
authentication key data, inter-SAM key package key data, IC card
operation macro command script program (processing routine data of the
present invention), a memory division key package, area registration key
package, area deletion 5 key packagezigrvice registration key package,
service deletion key package, and AP resource key data K APE as the
aﬁgliiz{[‘i:?n element data APE. Next, the application element data APE
PR IR TG Rl e Afaite 8 £1 BT s mttees ey iDaasTHelS 1 is
ca % access key data is the key data used for a read or write operation
with respecttd the MERTRI7566FandAe0cAd M3« Finhetheyagatd iwation
ber\(/jie\x/cved tR/ pth later explained IC card operation macro command script
grogrin 15 1 afsohcliigd ifHEiSmbaiiastspplitatich slenstmréata an
ﬁ%Es ) trhE? card access key data. o File System Con‘figuration Data The

ile system tontgaratioredat, 1ot #kdapIEhm cmidstiog toen pegativem AP 3
q}aéatﬁndsg%@re da@. 20 The log_data is for example data of the history of
use of the apphication eeRfdt da-APES i AEgstiverdand® mamagsaen £

%’@J@QOQ infoerargal)i Eff the IC card, and the genre data is for example
the record of execlifion af 38 $&\the manager of the SAM chip 708.

The application program AP 1 stored in the AP storage
area 7220 1 is comprised of a later explained plurality of
application element data APE {data modules of the present
invention) . Access to the AP storage area 7220 1 is
restricted by the firewall FW 1.

The application program AP 2 stored in the AP storage
area 7220 2.is comprised of a later explained plurality of
application element data APE. Access to the AP storage area
7220 2 is restricted by the firewall FW 1.

The applicatibn program AP 3 stored in the AP storage
area 7220 3 is comprised of a later explained plurality of
application element data APE. Access to the AP storage area
7220_3 is restricted by the firewall FW 1.

In the present embodiment, the application element

~data APE is the minimum upit downloaded for example from

outside of the SAM unit 709 to the external memory 7407. The
number of application element data APE forming each
application program can be freely determined by the

corresponding service business.
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25 For example, the file system configuration selects 217 the type of the

file access (record key designation sort ring) and, if a record key, sets the

record size, number of records as a whole, record signature version,

record signature method type, record data size, and record signature 5

key. Further, when writing data from the outside in the file system, it

designates whether to perform the §ig%§fhré verification etc. Here, a

"record" is the minimum unit of writing/reading of file data. o SAM Mutual

AuthentiCatbRMESy Ddts APPRsaa biseruBed doramstaal alihBrticaficindg AP 3

bse ween APs in the same SAM. The SAM mutual authentication key data

iS k&Y G5td- TisEh iRt szRbinteme o rit@ponding spplisttionielemesy are

data APE from another AP in the same SAM or another SAM. 150

Inter-S; SPYbE FrEd THE titeHISAM Ay ThskagdRey is

encrypti%n key data used when exchanging card access key data or other

data after il LanrhriRBPAdFRkteriaT I BadDderibnMasral Ap 3

gg@m%nd Script Program 20 The IC card operation macro command N

Script progran RRerReddiied Servidepasneisrsbitandeesesboas 1,

fgﬁ);ger of gr %essing relating to the IC card 703 or transactions with the .
el 7191 e 1B aB6F SPBerb eommskeirseribt fragramt s 2,

gggn'}tf%__sﬁ'\élygggoigﬁ FIG. 109 and downloaded thro;zgh the SAM
chip 708 to the external memory 707.

Next, the application programs AP 1, AP 2, and AP 3
will be explained in detail,

There are one or more application programs for each
service business in the SAM.

The application programs AP 1, AP 2, and AP 3
(hereihafter also referred to as AP) ére, as shown in FIG.
116, each comprised identification data AP ID for

identifying the application bprogram AP, data APE NUM showing

~ the number of the application element data APE included in

that application program, and one or more épplication element
data APE.

The :_i.dentification data A}?“_'_ID ig set to be different
for each service business.

As shown in FIG. 116, the applicat;ion element data
APE is comprised of data APE SIZE showing the data size of
that application element data APE . identification data

APE_ID for identifying that application element data APE,
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25 then analyzed by the SAM chip 708, whereby the corresponding 218 -
IC card entity data is generated. o Memory Division Key Package The
memory division key package is data used for dividing the storage areas
of the external memory 707 or 5 memory of the IC card 703 before a
service business starts to run a servi sing the IC card 703. o Area
Registration Key Package The area registration key package is data used
Whe‘f% Eﬁrforming area registration in a storage area of the memory 10 of

the Tt tafd 755 BeRirareseARE fksiness starts running a service using
the IC cayd 703. 0 Area Deletion Key Package (Internal Generation) The
area deletionkey PSckARnE Hisakie ek eahPBe Hitdmaticallyrised of

in the SAM from the card access 15 key data. o Service

nera
%%‘glgtrg%gﬁ—l‘zgy AnfinYiagnshtiokyPmeferilee rapikatertien element

package is used for registering application element data APE of the

ec>f<1 éérarl]a %er%%ﬁ/ o7 penta t&@'gem% Flsidsgsttitte rdgisnd af20cation
%q{r\é(%:g gii{}glthg IC card 703. The service registration key package is a
package which e WRSHAfdHR Yer raralin e SAMHompRid ca tion

ageess Iéex data. 0 Service Deletion Key Package (Internal Generation)
ement data APE within that type. The data INS NUM is managed

by the end user (service business) side.

For example, when the application element data APE
is the file system configuration, the data APE TYPE becomes
“2" and the data INS_NUM becomes "1'"., Due to this, if the
same SAM, it is possible to specify the application element

data APE unambiguously by the identification data APE ID.

The external memory 707 shown in FIG.. 115 stores the
above explained application programs AP (AP 1, AB_Z, and
AP 3) encrypted by the encryption key data K AP outside of
the SAM unit 709 as the application program package APP.

As the encryption key data K AP, encryption key data
differing for each application program is used.

Next, the types of the application element data_APE.
explgined using FIG. 116 will be explained.

FIG. 117 is a view showing an éxample of the application
element data APE stored in one AP area.

As shown in FIG. 117, the AP area stores card access

key data, file system configuration data, SAM mutual
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25 The service deletion key package is used for deleting 219 appllc.atlon
element data APE registered in the external memory 707._ The service
deletion key package is a package which can be automatically generated
in the SAM from card access 5 key data. o Key Data K -APE Th_e kgy
data K -APE is used as an encryptionkey when sett_ing the appllc_atlon
element data APE. Different key data K -APE is assigned f%r sekt)tlng

ication element data APE 10 for every AP area. Next, the a ove
g)%ﬁﬁ%ﬂ%%&%?& %pqe(?a{io al%ﬁ@rol?sﬁ”ﬁrgéiﬁ"scll?ﬁi ﬁhﬁ?_ﬁiacﬁra .

0 red to as a_script program) will be explained in detail. .
gﬁg‘fgﬁs"ap Sr’éags'ﬁ&r% o %é)ﬁﬁna%“éﬁﬁicaﬁew@?o@mm_1(m@essmg
ggqgfnéB %f tgg seévi%?l business 7151, 7152, and 7153 running on _the_ .
SAM chip 708 and proc&ddres S PlockRErp it imed Metheg ciigrision

xecuting the application programs. In the pregent embodiment,.
gg%;%g%gag %fer?%g%h?g%%liﬁ Tt Efe™M ke¥heapmenip 708 pedsiimtion

' sed on the script download task 769 and script _
ﬁﬁ%{;g?gt%tgié%%iésks%‘élfrﬁi JETAlE RN ERY PaRkgSRensablkice

@@i@@@g§cﬂg}, RrQgsam the IC (?ard entity template data 730_1, input

data block 731 %I, output data Blotk 758 S iitFu k@b I8e 73X BPE as the

application element data APE.

Next, the application element data APE shown in FIG.
117 will be explained.

© Card Access Key Data

The card access key data is the key data used for a
read or write operation with respect to the memory 750 of
the IC card 703. Further, key data to be viewed by the later
explained IC carxrd cperation macro command script program
is also included in the same type of application element
data APE as fhe card access key data.

© File System Configuration Data

The file system configuration data, for example,
includes log data, negative data, and genre data.

The log data is for'ekample daté of the history of
use of the application element data APE, fhe negative data
is for example expiration information of the IC c#rd, and
the genre data is for example the record of éxecution at
the SAM.

For example, the file system configuration selects
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25 and computation defining data block 734 x4 used for 220 procedures
relating to the service businesses 7151, 71521 and 7153 FIG. 119 is a
view for explaining the commands used for describing the IC card
operation macro command script 5 programs. In the commands,
commands for the SAM chip 708 itself, _are given the first letter "S", while
commands relating to operation of thé 1C card 703 are given the first

Ig;lter tC Furthg:, the second letter is selectively used in 10 accordance
wiith the Bppltatioh e rSrdafFeet? ahfesridsdutng desliaationicitheort
IC_;Lgard 7913ci it is;_l", for a declaration of the application element APE

Sendte Vpe’ eleméntRerhdidDy it iseds idhesnasto rehd decarationber
fremthe IC card 703, itis "R", for a simple 15 write declaration to the IC
card 703, 1018 "AF, And %S 8n SpFeRbrdierrhrastavARE computelion-d

sdefi@tigf}}'fié is "E';I’/ge commands used for describing the script programs
72171 T PARE R YRGS B d dabmmhng, SDEdmerand, sigShture
]ggmm@‘qd,tﬁlécomrﬂand, Sk command, Cl command, CS command, CR
command, and CW eshAah§* Pe Bt hmnaanbhs pedmitadidethsngile

4 %@&r@beggf c;ges maximum number of IC card entity data which the SAM
chip 708 can process aminafiBgidigr to perform the signature

verification etc. Here, a "record" is the minimum unit of
writing/reading of file data.

© SAM Mutual Authentication Kay Data

This is also used for mutual authentication between
APs in the sama SAM,

The SAM mutual authentication key data is key data
used when accessing the corresponding application element
data APE from another AP in the same SAM or another SAM.

© Inter-SAM Key Package Key

The inter-SAM key package key is encryption key data
used when exchanging caxd access key data or other data after
inter-SAM mutual authentication.

o IC Card Operation Macro Cqmmand Script Program

‘The IC card operation macro command script program
is generated by the service business itself and describes
the order of processing relating to the IC card 703 or
transactions with the ASP server 719. The IC card opeiation
macro command script pProgram is set in the SAM unit 709,

then analyzed by the SAM chip 708, whereby the corresponding
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25 When the SAM chip 708 can simultaneously process 1000 221 sets of
IC card entity data, "SC:1000" is described. The SO command is a
command for declaring the data block for forming the output data block
732x2 in which the data read from the IC card 703 will be stored among
the data 5 blocks provided in the SmAl\ﬂécgiijS when performing
processing using the IC card 703 based on the later explained IC card

efgi%gl%t&. go;ze%amalagtwh,en the data blocks 1 to 10 are provided,

when storing the data read ffomIRBIEXEFE703 in the data 10 block 1,

"SO:1" isod%scriggd. 'Il;he S| command is a command for declaring the

data block for torming tha THgat &% FtR<A™=eX in which the data to be
written inthe 1C card 703.is stored among the data blocks provided in the
SAM chip 708 when pefidriifgts ffteRarliemgifedettarased for
Rasaden thetllq}aer eéglained IC card entity data. For example, when the
data blocks 110 15 are providasafngh sidthoemEesralo Bemerenid7 ox

I r in data blgcks 2, 3, "SI:2, 3" is described. 20 The SL
%:%ﬁ%&%]adg:gg%gm%n%‘?bdzg: Aty RE Hata IRBER RANHRF iesleg datarts

Plock.£33x3for storing the log data relating to an operation among the
data blocks gr%f/?a]éﬁeinuﬁﬁjé Aé‘ iﬁ%o%%ﬁﬁ’en78@rforming processing
using thg |G card.703 b seq:on th%later explained IC card entity data.

egistration Key Package

The area registration key package is data used when
performing area registration in a storage area of the memory
of the ;C card 703 before a service business starts running
a service using the IC card 703.

o Area Deletion Key Package (Internal Generation)

The area deletion key package is a package which can
be automatically generated in the SAM from the éard access
key data.

o Service Registration Key (Internal Generation)

The service registration key package is used for
registering application element data APE of the éxternal
memory 707 before the service business starts running a
service using the IC card 703.

The service registration key package is a package which

can be automatically generated in the SAM from card access

key data.

¢ Service Deletion Key Package (Internal Generation)

The service deletion key package is used for deleting
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25 For example, when the data blocks 1 to 10 are provi_ded, 222 when
storing the log data in the data block 4, "SL:4" is descrlbeql. The SF
command is a command for providing the data block formln'g‘t‘he
computation defining data block 734x4 5 describing the_deflnltlon of the
relation between the application elementgdata APE relating to the IC card
703. The content of the computation defining data block 734x4 becomes

ingsi [ ' 10 The CI
thppra-pracessingznipumatiqn of tb&%ﬁc card. egtn data. 10
co%npmand is a command for declaring thé I shrére%% e‘Jr(‘f c{é?tf?ﬁfs‘ter“al
(@envinsbusiness). The data specifying the service business defined by

the CI command becomes the IC card type information of the IC card

entity dadth d 5sEhe, Socumapd s akcommang(for declaring ]
simu>lltaneous soperation of a plurality of sefvices 16 tha 7C%a?&?63"b? which
dRg s aameARE K0 ihe applicilion dlemall dRig AP (service type
elements). The CS command can also declare 4 fuRc ion ifig

rOgegsing among application element 20 data APE designated by the
name APE N. For example, it is possible to declare

"CS:"Reot' Mg +HH\Wela'. BBaged on the content of the CS command, APE
_N designating informatfion of the IC card entity data and

The key data K APE is used as an encryption key when
setting the application element data APE,. Different key data
K APE is assigned for setting application element data APE
for every AP area.

Next, the above explained IC card operatior; macro
command script program (he_reinafter also referred to as a
sceript program) will be explained in detail.

The script program is a program for defining
application programs AP 1, AP 2, and AP 3 of the service
Busingss 715___1, 715 2, and 715 3 running' on the SAM chip
708 and procedures of processing performed by the IC card
703 when eiecuting the application programs.

I_n the present embodiment, as explained later, as shown
in FIG. 118, the SAM chip 708 performs processing based on
the script download task 769 and script interpretation task

770 and generates from the AP management table data and script

B program the IC card entity template data 7301, input data

block 731 x1, output data block 732 _x2, log data block 733 x3,

and computation defining data block 734 x4 used for
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25 processing order information are determined. 2_23 The_ CR command
declares to store data read from the IC card 703 in a deS|gnatfed data
block when the relation among application element data APE is not
defined (when SF command is not described). 5 For example, when

storing the data read from the IC card#@3 in the data block 1, _
"CR:S0:1="Rc"" is described. The CW command declares to write data

' ' he_relation
sddaardasiglated dala blogk 1o the |G card 703 when t : 71
?gong application element data APEmlas not de w?esd].“xl?)sféarse)za?rﬁplé,’ 5.2,
v wiiing data stored in the data block 2 in the IC card 703,
"CW:SI:2="Wc"" is described. The CF command declares the data block

28] [ | | le, when
for desciiing qomapytatign gepienkspanning services. For example,
describing computation content 15 spann?ﬁ% Serviced in the gﬁ‘ﬁ;&‘iﬁ’hﬂl’écksed
B & FUNGTSkide isdesgibed, Lurther, the SF datfli ocklhas .
described in it, forggxample, "W =If (E!\%/cﬁlloc))?hglr?fﬁ% gf&man Serip
PAEE MG *0.08+"Wd")". This formula expresses th_e operation 20 of
subtracting 10 from the value of We when the remaining number of

servicesiWedhdargandaiuni0 anskadding %WQEEM S{.q 198, é’.tself-
corresponding to 8% of We as cumulative points to Wd. Néxt,*the dat

stosed inythe AReNZRFAAMEREIIQLATE Y yhite commands relating to
operation of the IC card 703 are given the first letter "Q".

Further, the second letter is selectivély used in
accordance with the application. For example, for an issuer
setting declaration of the IC card 703, it is "I", for a
declaratiop of the application element APE (service type
aelement declarati-_:)n) « it is "S", for a simple read
declaration from the IC card 703, it is "R", for a simple
write declaration to the IC card 703, it is “W", and for
an applj.cation element data APE computation definition, it
is "Fv,

The commands used for describing the script programs
'721__1, 721_2, and 721_3 include the SC command, SO command,
SI command, SL command, SF command, CI command, €S command,
CR command, and CW command.

The SC command is a command declaring the number of
the maximum number of IC card entity data which the Sm chip
708 can process simultaneously. |

When the SAM chip 708 can simulta_neéusly process 1000



10

15

20

25

25 area 7221 of the external memory 707 shown in FIG. 115 WI|| 224 - be
explained. Access to the AP management storage area 7221 is restricted
by the firewall FW 4. Note that, the firewall FW 4 correspon'd‘s to the ‘5
firewall FW shown in FIG. 114. FIG. 120 is a view for explaining details of
the data stored in the AP managemep$ gtorage area 722. The AP
management storage area 7221, as shown in FIG. 120, stores the AP

, 13002, 73003 (management data
o ang gghegi%?” ta%?ec%%?%% 1013 PAserihed-

of the present invention)

lowing, .data of the present invention). Here, the AP
management ble e TOAT 00T s AR HEAPS tibre data

an
management table data 73001, , an

a0l RGN, BHS SRR A, .

time of setup of the SAM chip 70 PP tablo date 7210 1. 73102
e data 1, ,
date=7300L Egggztﬁgdfg’qgQr@ (Sgew.xll %e f?ﬁgﬁﬁamﬁgo%bﬁodata

and 7310-can be rewritten only by the manager o ot for

iIned 10
Bhefmanseament iablelata 30, (502, and 73003 are defined |
each application program AP. Further, the APP ta eo_l a ; 1dt : |
: ; ata.
ﬁﬁdﬂ&@i&@@s@@f@%@rl%aggx.scf‘bﬂo@lg%%leacy@rex ng:&ggtlio‘gtgz):/ explained
FIG. 121 is a view for explaining the AP managemen
IC card entity data.

For example, when the data blocks 1 to 10 are provided,
when storing the data read from the IC card 703 in the data
block 1, "S0:1" is described.

The SI command is a command for declaring the data
block for forming the input data block 731 _x1 in which the
data to be written in the IC card 703 is stored among the

data blocks provided in the SAM chip 708 when rexrforming

pProcessing using the IC card 703 based on the later explained

- IC carxd entity data.

For example, when the dat'a biocks 1 to 10 are'provided,

- when storing the data to be written in the IC card 703 in

the data blocks 2, 3, "SI:2, 3" is described.

The SL command is él command for declaring rthe data
biock forming the log data block 733_x3 for storing the log
data reiating to an operation among the data blocks provided
j.n the SAM chip 708 when performing processing using the.
IC card 703 based on the later explained IC cérd entity data.

For example, when the data blocks 1 to 10 are provided,
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25 table data 73001. The AP management table data 73002 and 225
73003 have the same format as the AP management table data 73001.
As shown in FIG. 121, it shows the identification data APE-ID,
internal/external designating data IEI, 5 identification data SAM-ID,
identification data AP-ID, key data-K £24RDA (second key data of the
present invention), key data K -SAM (first key data of the present

Wventige Hatd SEeAPEy data.ELAG 1B, ang data FLAG STR lipked - .
together for each of the name APE -N of the v%gvaedggﬁjpﬁljéaﬁdn eldficht +3
d slata ARE _used in the IC card operation macro command script

program. The name APE -N of the application element data APE is the

name assignesktohsanics faplicaign slerpent dag ARE)proyided p
the application program of the service 15 businessegrﬂgifi} ,%i.r‘ﬁ dgta
B163xT e sameyARE=Ndsah idepiifier Weped instead pf the;seryicg .,
number of the service which the application progrgm of each’service =~
business £ag ke Hese iihe identifisation,data ARE IR Is [deptificatiop, 20
data of the application element data APE. The internallexternal
aiesiphaling data e Adlaga (o differepliating; hefwesn whether tgg,%f o3,
exists as an entity (internal designation) , or whether reference’is made

from anpthercilMdprteszal desitnatigika tion defining data block
734 x4 becomes the Pre-procegsing information of the IC card
entity data.

The CI command is a command for declaring the issuer
of the IC card 703 (service business) .

The data specifying the service business defined by
the CI command becomes the IC card type information of the
IC card entity data.

The CS command is a command for declaring simultaneous
operation of a plurality of services toc the IC card 703 by
citing the name APE N of the application element data APE
(service type elements). The €S command can alsc declare
a function defining pProcessing among application element
data APE designated by the name APE N.

For exémple, it is possible to declare
'ICS b ﬂRcll +ITWC|!+HWd" n .

Based on the content of the CS command, APE N

designating information of the IC card entity'data and

processing order information are determined.
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25 The identification data SAM ID is identification data 226 of the S_AM at
the other party transferring data when the SAM chip 708 is perform!ng
processing relating to that application element data APE. FIG. 122 is a
view for explaining the SAM ID. 5 The SAM ID is 4 bytes of data and ha_ls
a concept of a net mask similar to a TCHIIR. The net mask can be setin
bit units. For example, that net mask, as shown in FIG. 122, is classified

into threertypesithabifnaid alags £ £185e,10 280 C dags, Furih frop the
between SAM's to which the same net mask is allocated, one type o

deita ceedi fotoButLel Autbeatisatieads sufficiens Ja.ihe presen relation
embodiment, for example, the same service business is aIIocated

samonqetppasicd 6il6:F 161 dadnthed slaseniet maslols indisated by, when SF
"255,XX, XX, XX", the higher 1 byte is assigned a predetermined value

speuwifping that elass, desldhedewgr 3 bytes are assigned values for
specifying the individual SAMs belonging to that class. Here, "XX" can be

set to anjomluscaligal &, 20bA NELBEKPT UhALIASS S P38H G he 1c
define the 16777215 SAM IDs belonging to that A class. Further, the B

slassin@omash ishlicated 1 5265, 255 JORXKS theigher 20y I8S A6 1y
assigned predetermined values for specifying that class, and the lower

The CW command declares to write data stored in a
designated data block to the IC card 703 when the relation
among application element data APE is not defined.

For example, when writing data stored in the data block
2 in the IC card 703, "CW:SI:2="Wg"® ig described.

The CF command declares the data block for describing
computation content spanning services.

For example, when describihg computation content
spanning services in the SF data block 1, CF:CES_FUNC=SF:1"
is described.

Further, the SF data block 1 has described in it, for

example, ""Wo'=If ("Wc">10) then {("We"-10;

_,“Wd"m“Wc"*0.08+"Wd")". This formula expresses the operation

of.suhtracting 10 from the value of We when the remaining
number of services Wc is larger than 10 and adding a number
of points corresponding to 8% of We as cumulative points
to Wd.

Next, the data stored in Ehe AP management storage

area 7221 of the external mémcry 707 shown in FIG. 115 will
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25 2 bytes are assigned values for specifying the individual - 227 SAMs
belonging to that class. That is, the net mask of the B class can be used

to define the 65535 SAM IDs belonging to that B class. Further, the C
class net mask is indicated by 5 "255,255,255,XX", the higher 3 bytes are
assigned predetermined values forspeedfying that class, and the lower 1
byte is assigned values for specifying the individual SAMs belonging to
that elagsl Aihad s, the net mask of the B class can be used to define the
255 SAM IDs belonging to that C 10 class. The identification data AP ID

is identifinatensdatec ot aa aRpliGalipnIRgIAM s%%%%;%% by,the SAM of

the other party transferring data when the SAM chip iS pe?formlng is

presessirgeiatilg tonbak applicaiion gjergent data APE. 15 The key data
K CARDA is key data used for transfer of data with the memory 750 of

the IC card t0)3unbar then8 Al £8iP24G8 pgIfQrms,processing rel (t)lnqﬂtl%
that application element data APE. The keydata K “SAM 15 ey data used

foi trawafel of w2 Gdalanvithaggi@er $AM when the SAM chip 708 is
performing processing relating to that application element data APE. The

i ST s S RO S I 1y o
sdlatingitcithatBpplKBRtiRinagenent storage area 722.

The AP management storage area 7221, as shown in FIG.
120, stores the AP management table data 7300_1, 7300 2,
and 7300_3 (management data of the present invention) and
the APP table data 7316_1, 7310 2, and 7310_3 (usage allowing
data of the present invention) .

Qere, the AP management table data 7300 1, 7300 2,
and 7300_3 and the APP table data 7310_1, 7310 2, and 7310 3
are for examplé preregistered at the time of setup of the
SAM chip 708. Further, the AP management table data 7300 i,

7300_2, and 7300_3 and the APP table data 7310 1, 7310 2,

and 7310 can be rewritten only by the manager of the SAM

‘chip 708.

The AP management téble data 7300 1, 7300 _2, and 7300 _3
are defined for each application program APpP.

Further, the APP table data 7310 1, 7310 2, and 7310 3
are defihed for each SAM mutual authe:nticat:i.on key_datz;.

FIG. 121 is a view for explaining the AP management

table data 7300'__”1. The AP management table data 7300 2 and
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25 element data APE. - 228 The data FLAG IP is flag data showing

whether to disclose data managed (held) by the SAM chip 708 to another
SAM chip 708 etc. The data FLAG STR is flag data showing whether to

allow 5 data managed (held) by the SAM chip 708 to be held by another

SAM chip 708 etc. In FIG. 121, the"TARESN~"Service All is the access key

of the IC card 703 defined by the application program in that SAM 708.
TRERey denaref the"SemvicctAllistetis ith20APLAISHRRAML 5© 0aN9OLDEA a
viewed by an application program of another SAM or another application
PEsarh-of the same SAM. Further, the "Service C" is the access key of

the IC card 703 defined by that application program. When that SAM 15

is assighed sheowat iradkicf thlatenaxplnioed Ciolassidhe key date obihgata
"Service C" is disclosed to an application program on the SAM having the
KAAD /4311 Pega XY etitthisn Hinedlehel GANER WAk authentication key is
"TT1..., TTn", Further, whether or not another SAM can hold the key data
Do HiE iSarbicerCtatel tBAMEKD usé dedetbinedi Wheth Rossiblap, key
when. the other SAM next uses the "Service C" on the card, it is not _

frtasdarfidBhiale trectatdlrreds key afjathioprisedsaM: theRccess |
key of the Service B is obtained not from that SAM, but from the SAM
keyidpthe SAMAN (first key data of the present invention) .

data SET APP, data FLAG IP, and data FLAG_STR linked together
for each of the name APE N of the viewed application element
data APE used in the IC card operation macro command script
program. |

The name APE N of the application element data APE

"is the name asaigned to the service (application element

data APE} provided by the application program of the service
businesses 715ﬂ_1, 715_....2r and 715 3. The name APE N is an
idantifier viewed instead of' the service number of the
service which the application program of each service
business can tuse.

Here, the identification data APE ID isg identification
data of the application element data APE.

The internal/external dta-s:i.gmétt'jlr.lg.r data IEY is a flag

for differentiating between whether the APE exists as an

entity (internal designation), or whether reference is made

- from another SAM (external dasignation) .

The identification data SAM ID is identification data
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25"43,13,137,XX". As the mutual authentication key between 229 -

SAMs, "SS1... SSn" is used. Whether or not the access key of the
"Service B" can be held until the next use is determined by a flag
designated by that SAM. 5 The "Service B Log" indicates the file in which
log data to which the SAM ID of "43,234.37,XX" is assigned is stored.
The "Service B Log" is the same SAM net mask as the "Service B", so the

srutedlauhenticatiop key Uses "8« SSll,Here. APP table dat
provided for each mutual 10 auth§ent|cat|on kély In I’nls e%ar(rf?: %en the

Qgpm@ﬁggn fob@ceesSing e 6. x% and "Service B" is efl d |n
the APP table data 73%0 of the oth%rCSSAM which the A \éi er(‘nan g%mer?‘fl

sphle data-9B that Qiher AN MgWs HEIG. 123 is a view for explaining the
APP table data 15 73101. The APP table data 73102, 73103, and 7310

have the-1eame jormal ag the APR:Lable g31R, 13101, As.sho
123, the APP table data 73101 shows, for each application e ement data

APE, itsrklengigation 24 data.pREs IR andyvhetherhalapplication ..

element data APE can be read, written, or executed from another

a&pﬁ&l&aiﬂh}prgg@ﬂ@qgge%a%igﬁjﬂgn eﬁ@eﬁteqaﬁﬂaklz)ﬁ;n be set 1n‘ '
example, the APP table data 7310 1~shown in FIG. 123 shows for the
bHerveda B4og" that reading is possible,

For example, that net mask, as shown in FIG. 122, is
classified into three types, that is, an A class, B class
and C class. Further, between SAM’s to which the same net
mask is allocated, one type of key data used for mutual
authentication is sufficient. In the present embodiment,
for example, the same service business is allocated the same
net mask.

In FIG. 122, the A class net mask is indicated by
"255,XX,XX,¥XX", the higher 1 byte is assigned a predetermined
valiune for specifying that class, and the lower 3 bytes are
asgigned values for specifying the individual SAMs belonging
to that class. Here, "XX* can be set to any value. That is,
ﬁha net mask of the A class can be used to define the 16777215
SAM IDs be;onging to t";ha,t A class.

Further, the B class net mask is indicated by

- "255,255,XX,XX", the higher 2 bytes are assigned

25

px_f:edetee_rmined values for specifying that class, and the lower

2 bytes are assigned values for specifying the individual
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25 writing is possible, and execution (deletion) is impossible. 230 Further,

the AP management storage area 7221 of the external memory 707

shown in FIG. 115 for example stores AP selection data showing the IC

card type data and AP ID linked together. 5 The IC card type data shows

the type of the IC card 703 shown in #G. 109 and for example is

identification data of the credit card company performing settlement for
fraMsndiphsnainpthbd Crertl 7B #1s therpeesenteMoRAinY, e of the
card operation macro 10 command script program defines (describes) in

B askvise ceantbrt coraldining tte fiamee ARE -Hbaf3% PkE&iItY 05 belonging
application element data APE. By reflecting this in the later explained IC
Eqrdtritity Batal@elsmanagement data), it is possible to provide a service
combining services 15 corresponding to a plurality of application element

data APRrthesxantgle, & seddcescorabiningsteseniiad obpasing, gata
from the IC card 703. and the service of writing data to the server 702 can
béxRefihed i ify ’Xtardtdmith datee r2( Futiers therAPEsAligfitsaservice
number is an operational command issued to the IC card 703 and able to _
Besfaireniseterd ear 708 whenikyfonyitd atservices pravidechlyl ower
the service businesses 7151, 715.2, and 7153. The application program
hbries tefmedIgnAe ARlues for specifying the individual SAMs

belonging'tp that class. That is, the net mask of the B class
can be used to define the 25§ SAM IDs belonging to that C
class.

The identification data AP ID is'identification data
of an application program executed by the SAM of the other
party transferring data when the SAM chip 708 is performing
processing relating to that application element data APE.

- The key data K CARDA is key data used for transfer
of.data with the memory 750 of the IC card 703 when the SaM
chip 708 performs processing relating to that apblication
element data APE.

The key data K SAM is key data used for transfer of

data with another SAM when the SAM chip 708 is performing

processing relating to that application element data APE.

The data SET APP is data for spedifying the APP table
data 7310_1, 7310_2, and 7310_3 used (viewed) when the SAM
chip 708.perfoxms procegsing relating to that application

element data APE.
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25 management table data 73001 and a predetermined IC card 231
operation macro command script program stored in the external memory
707. The application program AP-3 is defined by the AP management
table data 73002 and a predetermined IC card 5 operation macro
command script program stored in thez&gernal memory 707. The
application program AP-3 is defined by the AP management table data

7300_3 ahe acpredeterminerd Cicare1QRLIaHY: MAL SRR MANISELPt ¢
program stored in the external 10 memory 707. [SAM Chip 7081 The

8ANCGhips (lhisLanaratpadniegng HyStRAtsAbe SNYNGh L8NS he
ASP server 719. The ASP server 719 is connected through the Internet

Fditech purably k2 oef terminal apparatuses including a personal
computer 705 of an end user and personal computers 7161, 716 2 , and

7163 ofgesvitetalsnassesTRISE, £153, @RS B TIEPH0Ber to allow
computer 705, for example, is connected through a serial port or USB

ganmaugmiqui Zﬁrm@%\yﬁ@ﬂ%-'ﬂﬁ@ E@@&?@@Q"ﬂ&?ra‘}%‘ther
realizes for example wireless communication corresponding to the 7
Phifsichliteved@ite the IC card 703. The operational commands to the IC
card 703 and response packets from the IC card 703 are generated and

In FIG. 121, the APE N "Service A" is the access key
of the IC card 703 defined by the application program in
that SAM 708. The key data of the "Service A" is set to be
not disclosed, s¢ cannot be viewed by an application program
of another SAM or another application program of the same
SAM.

Further,rthe "Service C" is the access key of the IC
card 703'defined.by that application program. When that SAM
is assigned the net mask of the later explained C class,
the key data of the "Service C" is disclosed to an application
program on the SAM having the SAM YD "“43,17,19,%XX". At this
time, the SAM mutual_authentication key is "TTi..., TTn",

Further, whether or not another SAM can hold the key data

of the "Service C" until the next use is determined. When

possible, when the other SAM next uses the "Service C" on

- the card, it is not necessary to obtain the card access kéy

again from the SAM. The access key of the Service B is obtained

not from that SAM, but from the SAM having the SAM ID

"43,13,137,¥XX". As the mutual aﬁthentication ‘key between
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25 analyzed at the SAM unit 709 side. Therefore, the card 232
reader/writer 704, personal computer 705, and ASP server 7_19 between
them only act to store the commands and response contgnt in the data.
payload portion and relay the same and are not involved in the encryption
or decryption of data, S authenticatiorg ¥ other actual operations in the IC
card 703_ The personal computers 7161, 7162, and 7163 can download

dgradater explained seiipt proramlg the SAM chip 708 to _customiz_e the
application programs AP-1, AP-2, and 10 AP 3. FIG. 124 is a functional

block diagranehing S Y child Ol LG Gl A AN ILFIG: oy
124, the SAM chip 708 has an ASPS communication interface unit 760,

pateraakmanary theonupynicationdnieracaunit 46, Pussciamble, E%Efted
762, random number generation unit 763, encryption/decryptio u.nlt )
Biorage unkx@S, and CPU 766. The SAM chip 708 is a tamperjre3|stant
module. The ASPS communication interface unit 760 is an 20 interface

used fomhputaatoapst of daIgWitLBeASR Saner F3 shawn IEIG, 104
109. The external memory communication interface unit 761 is an _
daterace used fH irpis anmshoutpulSY~date, with ey extednglnerngny 707, ;.
stored. The "Service B Log" is the same SAM net mask as the
"Service B", so the mutual authentication key uses "SS1...
SSn". Here, APP table data is provided for each mutual
authentication key. In this example, permission for
accessing the "Service B log" and "Service B" is definea
in the APP table data 7310 of the other SAM which the AP
management table data on that other SAM views.

FIG. 123 is a view for explaining the APP table data
7310 1.

The APP table data 7310 2, 7310_3, and 7310 have the
same férmat as the APP table data 7310 1. |

As shown in FIG. 123, the APP table data 7310_1 shows,

for each application element data APE, its identification

data APE ID and whether that application element data APE

‘can be read, written, or executed from another application

program (another application element data APE} .
For example, the APP table data 731Q_1'shown~in FIG.
123 shows for the “"Service B log" that reading is possible,

writing is possible, and execution (deletion) is impossible.
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25 The bus scramble unit 762 scrambles output data and - 233
descrambles input data when inputting and outputting data through the
external memory communication interface unit 761 The random number
generation unit 763 generates a 5 random number used at the time of
authentication processing. The eneryion/decryption unit 764 encrypts
data and decrypts encrypted data. The storage unit 765, as explained

later, starag theks, RGBS RLAIALSEd by Jhe CPY 766. ’z%JPeof the

CPU 766 executes the later explalned script down oad task, scrip

&i@@fﬂ@ioﬂagﬁl&fngWﬁaﬁ%@t}p&ﬂa%@pb pgaggment datale stores

production task), and IC card procedure management task (Tng)

ARngeani SRluenagRmenhdator RN Iagke 0Rsedign s ang ap 1D

- predetermined programs 15 (programs of the present’invention). Next,

1askseprogsa@snakd data stored in the storage unit 765 will be
explained. FIG. 125 is a view for explaining the tasks, programs, and data

stored inike siEraga-unitypa. 2% As SbRURINHIG. %%? ol S5, SEPl 4 g

download task 769, script interpretation task 770, entity generation task ’
031, 46 sard progedire Ianage it eknd2elG /4 QRO AGIO qata

command script programs 7211 to 7213, AP management table data
i300R 40 IBEA3 tABRHAbeAP AP 1P:1EI3h03g settlement for
transactions using the IC card 703.

In the present embodiment, the IC card operation macro
command script program defines {describes) in it a service

content combining the name APE N of a plurality of

application element data APE. By reflecting this in the later

-exp‘lained IC card entity data (job management data), it is

possible to provide a service combining services
corresponding to a plurality of application element data
APE.

For example, a sgrvice.combining the service of reading

data from the IC card 703 and the service of writing data

ko the server 702 can be defined in the IC card entity data.

Further, the APE N or its service number is an
operational cOmmaﬁd issued to the IC card 703 and able to
be analyzed by the IC card 703 when performing a service
provided by the service businesses 715 1, 715-2, and 715_3.

The application program AP 1 is defined by the AP

management table data 7300 1 and a predetermined IC card
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25 IC card entity template data 7301 to 730_3, IC card entity 234 data

773_x, input data block 731 xl, output data block 732x2, log data block

733x3, and computation defining data block 734x4. The script download

task 769, as shown in FIG. 118, 5 downloads the AP management table

data 73001 to 73003 (if necessary, thg APP table data 73101 to 7310_3)

, for example, from the computer of each service business and loads it :)n
=AM ghi ToSSerpgi retation task 770 uses, the service 1

¢ e%inition%gb%ezggt% (if necggagg%%}%‘%%%’ot%gféudsa%f rﬂ%&f t% fdésarnal

“@Q(ﬁc#'pt,grpgram to generate the IC card entity template data, input
data block, output data block, log data block, and computation defining

data bqulg;ogggﬁ&é&*é’i%?sp}_%ér{’% Ugahey OJf- th%dgxtantggc%h the AP

L 5 hgt
generated for each service businéss Is not—partlcularﬁ/ limited

nBHibyeeReIRIQRIASK Tl lor pxample éﬁ%igesgagsgﬁ%%gg%@ L ggrd

request from the ASP server 719, itperforms polling wit car
Jber gensraies Athe i card §ng%q%?rtg SS@{)%%’%B@E%S%'Q Jha1

the procedure between that IC card 703 and service business using the
ménCAFg epgity plate data corresponding to that service business. At this '

time, the IC card entity plate data becomes the class, and the IC card

entity d@ffiSapplication program AP 3 is defined by the AP
management table data 7300 3 and a predetermined IC card
operation macro command script progiam stored. in the external
memory 707.

[SAM Chip 708]

The SAM chip 708 is connected through a SCSI port,
the Ethernet, etc. to the ASP sézver 719. The ASP server‘
719 is connected through the Internet 7#0 to a plurality’
of terminal apparatuses including a personal computer 705
of an end user and personal computers 716_1, 716_2, and'716_3
of service businesses 715_1, 715 2, and 715 3.

The personal computer 705, for example, is connected

- through a serial port or USB port to a Dumb type card

reader/writer_ 704. The card reader/writer 404 realizes for

example wireless communication corresponding to the physical
level with the IC card 703.

The operational commands to the IC ca:;cd 703 and
rasponse packets from the IC card 703 are generated and

anaiyzed at the SAM unit 709 side. Therefore, the card
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25 generated as an instance of that class. 235 The processing by the

entity generation task 771 for generation of the IC card entity data will be
explained in detail later. The IC card procedure management task 772

uses one 5 or more IC card entity data 773x present in the storage unit

765 to execute the processing for a procedure between the IC card 703

and the service businesses 7151 to 7153. In the present embodiment, the
phsaldy plROEesSINg 4f0r19<59£'§gp£§.s BeKf Mb%%en g F}Mghtyerver
IC cards 10 703 and the service busmesses 7151 to 7153 proceed
Birouianansisly it G 24 RIacedrednanagRIIeNt sk A2 exgoutes
these plurality of processing for procedures in parallel. The IC card

poenaskite Managemant{ash 12485185 theold LG gard.eqty data 7 af%? and

when the series of procedures have been finished. The processmg o}

~ dCsanbprasedueeanagenent dask-¢54 nihoe explaingge defail DRl ea,
The script programs 7211 to 7213 are input by the 20 script download

aaﬂhaﬂkﬁamﬂﬁbﬁxamakaBéﬁd@@@hH@”Hﬁ&féﬁ&éw%SKHeQﬂéﬂfb card
storage unit 765. The AP management table data 73001 to 73003 are

793Ut by the script download task 769 from for example the external
memory 707 and stored in the storage unit 765.

The personal computers 716_1, 716 2, and 716 3 can
download the later explained script program to the SAM chip
708 to customize the application programs AP 1, AP 2, and
AP 3. |

FIG. 124 is a functional block diagram of the SAM chip
708 shown in FIG. 109.

As shown in FIG. 124, the SAM chip 708 has an ASPS
communication interface unit 760, external memory
communication interface unit 761, bus scramble unit 762,
random number generation unit 763, encryption/decryption
unit 764, storage unit 765, and CPU 766.

The SAM chip 708 is a tamper-resistant module.

The ASPS communication interface unit 760 is an
interface used for input and output of datalwith the ASP
server 719 shown in FIG. 109.

The external memory commuﬁication interface unit 761
is an interface used for input and cutput of data with the

external memory 707.

The bus scramble unit 762 scrambles output data and
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25 The APP table data 73101 to 73103 are input by the 236 script
download task 769 from for example the external memory 707 and stored
in the storage unit 765. The IC card entity template data 7301 to 7303 are
generated by the script interpretation task 770 and used 5 as the
templates (classes) when generating:thg IC card entity data 773x of the

procedures relating to the service businesses. The IC card entity data
dd3%ispenerated by, thegntity . generation task 771 using the IC card

entity template dat?(l 1.0 7301 to 7%%3%%%‘6&%)%&%pl%nt#;g%‘llé:s%uatst&ﬁ‘g data
#nstanes, ofc that class, 1he ignut data block 731 x|, output data block .
732-x.22§1 log data block 733x3, a%ﬁ%o%ﬁnﬁ%gﬁl&ncagﬁlrﬁr% ﬁgéebrlogl?e unit
x4 are generated by the script interpretation task 770. 15 Next, the IC

card entity data 773x will be explained. The IC card entity data 773x is

genera y. ity ratio tggé z})in the.SA ingS usin
_ ﬁ?ﬂ@ J:IQS&&H n@EREE ggn Z geﬁﬁtl% z?t%q(; é{a%?ﬁ]aet 5 a

the already generated corresponding IC car y pl

- i _ hep the SAM chip 708 receives 20 from
LSERUSE RUsigSs @ggéagipl@h\g gﬂ&eeo%au%tﬂgntglgggglgﬁ;qﬁg?esc.g%dug.

the ASP server 719 a processing request for processing Usi

703 andREPUERLEDR QR AL I, LRI GHIIDC) prce BUSESS G oy
126 is a view for explaining the format of the IC car enﬂty ddta 775% > 2
decrypts encrypted data.

The storage unit 765, as explained later, stores tasks,
programs, and data used by the CPU 766.

The CPU 766 executes the later explained script
download task, script interpretation task, entity generation
task (job management data production task) r and IC card
procedure management task (job management data management
task) or other tasks based on predetermined programs
(programs of the present invention).

Rext, tasks, programs, and data stored in the storage
unit 765 will be explained.

FIG. 125 is a view for explaining the tasks, programs,
and data stored in the storage unit 765,

As shown in FIG. 125, it stores a script download task
769, script interpretation task 770, entity generation task
771, IC card procedure management- task 772, IC card operation
mécro command script programs 721 1 to 721 3, ‘AP management

table data 7300_1 to 7300_'__3, APP table data 7310 1 to 7310 3,

IC card entity template data 730 1 to 730_3, IC card entity
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25 As shown in FIG. 126, the IC card entity data 773x 237 has
management pointer data 780, entity ID data 781, entity status data
(status data) 782, IC card type data 783, APE N designating data 784,
processing order data 785, pre-processing data 786, and post-processing
data 787. 5 The management pointe2ddta-780 is a bidirectional pointer
for managing the IC card entity data 773 x in the storage unit 765. The

@atity 10 slaks, 70pie £SROR EAURSTRION HeNeRatinn OTdCCRIth QIUilY7132 w2,

data 773 x, confirmation of 10 the state of progress, deletion, and other of~

ey sates obpeagesswgsksinG e KompidentinbHalfe 43 XnEN A LPIM 1 ook

ID data 781 is also a refurn value to be given to the end user.” The entity
1B4ata 781 corresponds to a descriptor when opening a file in a general
file system. 15 The entity status data 782 shows the state of progress of

the progediires ralptingitasedsacard 1037 §be basicsiales of the-ie card; g,

entity data 773x include, as shown in FIG. 127 the state of processing for

dowestigating the sErinas whisheille iCasard W3ean 366 20 BSH40 3 (if
state of processing by which the SAM chip 708 authentiCates the IC card

T3:(#d) thye Stale Afpracassagdnawiaivthe Ko caid 03 authgpticaiess e,
the SAM chip 708 (A2) , the state of processing for reading data from the
fitosarthd03 4R einshthefStatectl Rreeesag A NMEgdaladN 1oads it in
the SAM chip 708.

The script interpretation task 770 uses the service
definition table data (if necessary, the APP table data
7310_1 to 7310_3) and secript program to generate the IC card
entity template data, input data block, output data block,
log data block, and computation defining data block for each
business.

The number of the data blocks generated for each
service business is not particularly limited;

When the entity gene;ation task 771 for example
receives an entity production request f;om the ASP server
719, it performs polling with the IC card 7'03' then 'generates

the IC card entity data to be used for the prbcessing for

,the procedure between that IC card 703 and service business

using the IC card entity plate data corresponding to that
service business. At this time, the IC card entity plate
data becomes the class, and the IC card entity data is

géne:ated ags an instance of that class.
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25 the IC card 703 (W). 238 In the present embodiment, the processing
for investigating the service businesses, the processing for the SAM chip
708 to authenticate the IC card 703, the processing for the IC card 703 to
authenticate the SAM chip 5 708, the processing for reading data from the
IC card 703, and the processing for writing-data in the I1C card 703
correspond to jobs. A "job", as explained later, is a unit of processing for

which thﬁ}@dﬁkewenﬂﬁd@ﬂn&%% E&t%h%rl%g_%rg qg%%?cdl‘y'?l for

management task 772. Note that, Al and A2 Comprise the mutua
guwenlieatinn proaassinbemneeniieslticard 03414 SAM ghip, /08, ;5
Further, in the present embodiment, considering the communication time
gatha inteenet 410, the above-mentioned 15 basic states are, as shown

in the state transition chart of FIG. 127, managed divided into states after

startup (efier iesuancg §f comunrnd) anchayuplelad wesronsesegeived)

states. Specifically, the states of processing using the IC 20 card entity

datanbi3xX ae @QB@Q%EXQ% %@W%r%@@ségc%ﬂq %2‘%@/ g%tgrage

generation) state, RS post-startup state, RS completed state, ‘
PAsESAEE Pralate &b aeapigied sialge £ RSLARIYYp 3@%@%%::@3 between

completed state, R-post-startup state, R completed state, W post-startup
shieT?d/ 6aPRIE1ed and the service businesses 715 1 to 715 3.

In the present embodiment, the plurality of processing
for procedures performed between the plurality of IC cards
703 and the service businesses 715 1 to 715 3 proceed
simultaneously.

The IC card procedure management task 772 executes
these plurality of processing for procedures in parallel.

The IC card procedure management task 772 deletes the
IC card entity data 773_x when the series of procedures have
been finished.

The processing of the IC card procedure management
task 772 will be explained in detail later.

The script programs 721 1 to 721 3 are input by the
script download task 769 from for example the external memory
707 and stored in the storage unit 765.

The AP management table data 7300_1 to 7300 3 are input

: by the script download task 769 from for example the external

memory 707 and stored in the storage unit 765.

The APP table data 7310_1 to 7310 3 are input by the
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25 state, and instance (IC card entity data) deleted state. - 239 The IC

card type data 783 is data specifying the service business issuing the IC

card 703. The IC card type data 783 is set with data defined by a ClI

command in the above-mentioned script program at 5 the time of

generation of the IC card entity data 443 The service type element

designating data 784 shows the AP management table data 73001 to

73003 ar&d application element data APE defined in the APP table data

LR o RS TP bt Lo 7y SR RP L BBy Remoy
The erviﬁce tgge elerrt]int designating data 784 is set with one or more

application element d3ta ABEHeSi§tERed v tha4SSs command in the

above-r;P{elnti ed scrLE)t rogram at the time of generation of the IC card
entity daty 773:x SRS protesivg siaRl 85 Atehollmt dfedd0Ls are
execution qf services (jobs) used in the processing using the IC card

SR ALY P st BOTRPSat R STRRSE ARORR (FHHs, 179, AR igised
athet%rg essini:] rder ai%785 useshthe name APE -K of the application
clement data o Yot e HrdSreIoiRsE Aot thd € card entity

rre di}ggt basic operations of the |C card 703. Here, the jobs, as
d%?(% a?r?ti? vearll%g, c%??es%%ﬁﬁ?éﬁ HRERSCAP KR, 5Rd Wensh Yt efe.

b]]%7il§éa§ggisc operations on the IC card 703 are realized by the order of
processing -

The IC card entity data 773 xis generated by the entity
generation task 771 using the IC card entity template data
730_1 to 730 3 as for example the class as an instance of
that class.

| The input data block 731 _x1, output data block 732 x2,-
log data block 733_x3, and computation defining data block
734_x4 are generated by the script interpretation task 770.

Next, the IC card entity data 773 _x will be explained.

The IC card entity data 773 _x is generated by the entity
generation task 771 in the SAM chip 708 using the already
generated correspbnding IC card entity plate data of the
service business for example when the SAM chip 708 receives
from the ASP server 719 #.processing-xequest for processing
uging the IC qard 705 and appiication program ofrthe
predetermined service business.

FIG. 126 is a view for explaining the format of the

IC card entity data 773 x.

As shown in FIG. 126, the IC card entity data 773 x
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25 designated using the jobs. For example, for processing using 240 a IC

card 703 with only reading with no mutual authentication, the processing

order information 785 is set to "RS->R". Further, in the case of reading

and writing with mutual authentication, the processing order information

785 is set 5to "RS->A1->A2->R->W,L;-The processing order information

785 is set with the order of jobs shown in FIG. 127 corresponding to the

horge&é)r{gervicé%flementg desA%nated in the CS_ command in the .

Above-mentionad serpt program Wheh densihbinEdcaa 18kngptity
ata 773-x..The, pre-processing. information 786 is set from the ASP

ngeé?\%élr% gﬁle(\%ffﬁ%‘asn%aé%%ntw&a 5 pERE P BrotetintPasinG PE_N

ctaéa,]gg,-x. For exam§le, the pre-processinla information

he IC cayd entit
868 T ?é?w‘%ﬁ Boints of Bl bAPUStAPIoThUREor S fasidizted

psi:eéy”icjergrééhseﬁﬁ da&ggla?cjfﬁ(gpplicggon element data APE) .é:urther,
Whef an inter.service procéssing TclRRs s A RAfdd e data 787.
pre-prag ssinginformati n 784 is set with the requested ?égcessin .
charge. 58 For ré?gﬁe%?er,‘%n %%léla%%rogsae er%gr?t,ﬂ‘f’eﬁa EfFienal
gpe amount of charge or poi Ls gi etc. is set. The post-processing . :
P ox}m%“t:ion%ﬂgggﬂ%l dgtaeo¥%1ecﬁrﬁﬁfé?s?§d L fDFthe (Cerdin the
YUY 4218, 13X 765

The entity ID data 781 is used for requests for
generation cf IC card entity data 773 _x, confirmation of
the state of Progress, deletion, and other of the series

of processings using the IC card entity data 773 x. The entity

ID data 781 is also a return value to be given to the end

‘user. The e_ntity ID data 78l corresponds to a descriptor

when opening a file in a general file sirstem.

The entity status data 782 shows the state of progress
of the procedures relating to the IC card 703.

The basic states of the IC card entity data 773 x
include, as shown in FIG. 127, the state of processing for

investigating the services which the IC card 703 can use

- (R8}, the state of processing by which the SAM chip 708"

authenticates the IC ca;rd 703 (Al), the state of processing
by which the IC card 703 authenticates the SAM chip 708 (A2) ‘
the state of processing for reading data from the IC card
703 (R), and the state of processing for writing data in

the IC card 703 (W).
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25 required at the ASP server 719 side. For example, in the 241 case of
settlement, it is set with data showing the existence of a normal end to
the settlement. Next, a routine for processing by the IC card procedure
management task 772 shown in FIG. 125 relating to a plurality 5 of IC
cards 703 using a plurality of IC cgrdﬂgitx data 773x will be explained.
The IC card procedure management task 772 is constantly being started
up on the CPU 766 of the SAM chip 708 shown in FIG. 124, 10 FIG. 128
is a flow Enatt of IeHToREsSRE PRMBRREd TP ReREGH HHocdrs
.rplgrna emertlzt.task 17;72' Step ST701: The IC card procedure management
RIe 7T LB I6ERI T I oG Y Lt PR A BT 3R 6 e R BtiRT BRefeHng £or

i{ﬁrgce I%iing h15 0 og the plurality of IC card entity data 773x gresent in

8 storags bk 768° THe RsthBaBF iSRRG ICRER Iy dihe
773X may be t succgssively select IC card entitééjata 773x presentin

R SHTag8 fint o0 8P td 5sSFR A PiatidraBEss ki ke By ity fhip
order of the highest prigrity. Step ST702: The IC card_procedure

T g BReRE SR T GBS - 3D S1 TR EARPorig i 7956 703,

ars?zésec%%% a{} §t§geST701 hf';\s alreadz }j?gen gtarted_ up. When éudgln%th]aé ét -

ssing for wri g gata in the IC car

" . correspond to jobs.

A "job", as explained later, is a unit of processing
for which the order of execution is determined by the IC
card procedure management task 772.

Note that, Al and A2 comprise the mutual authentication
processing between the IC card 703 and SAM chiﬁ 708,

Further, in the present embodiment, cénsidering the
communication time on the Internet 710, the above-mentioned
basic states are, as shown in the state transition chart
of FIG. 127, managed divided Iinto states aftez.; startup (after
issuance of command) and completed (response received)
states.

Specifically, the states of. processing using the .IC
card entity data T73_x are manage.d. by the instance generation

(IC card entity data generation) state, RS post—startup state,

‘RS completed state, Al post~startup state, Al completed state,

A2 post-startup state, AZ completed state, R post-startup
state, R completed stétie, W post-startup state, W completed

state, and instance (IC card entity data) deleted state.
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25 started up, it proceeds to the processing of step ST705, 242 while
when judging that it has not been started up, proceeds to the processing
of step ST703. Step ST703: The IC card procedure management task 772
judges from 5 the entity status information 782 shown in FIG. 126 of the
IC card entity data 773x selected at st T701 which state of the status
transition chart shown in FIG. 172 the processing relating to that entity
dataisi %nd decides_ on the job to be executed next from the processing

order 10RfMalBAT YRR fAdantd Inesprtea sipg oidiy imfortiaticrervice
L85 :ggfines the order of execution of jobs using the service elements set
in the service detiittitsh bk dstacarexpRihed earlier. 15 Step ST704:

The IC card prIocedure management task 772 starts up the selected job
at step 3LThEIELFIRR Rt RiEPabeneet taskt?V Mades Hefined

%ata blgaits relating to that job in the input data block 20 731 xI, output ‘
dtablock TERATY d&aBisciebeses; Baa tbmmdatorrdefinipg datean at
Q{ng 7§4 x4 egplained above using FIG. 125 to execute that job. At this

fime, thele SardFT8Ekfte tatigerhent ssica7d, ambh tasuiata 773 x.

commargﬂlto the IC card 703 in execution
& service type element designating data 784 shows

f:he AP management table data 7300 1 to 7300 3 and application
element data APE defined in the APP table data 7310_1 to
7310 3 used in processing using the IC card entity data 773 x.

The service type element designating data 784 is set
with one or more application element data APE designated
by the CS command in the -above-mentioned script program at
the time of generation of the IC card entity data 773 x.

The processing order data 785 shows the order of
execution of services {(jobs) used in the processing using
the IC card entity data 773_x, that is, the state transition
shown in FIG. 127.

That is, the processing order data 785 uses the name
APE__N of the application element data APE to show the order
of execution of jobs corresponding .to basic operations of
the IC card 703. |

Here, the jobs, as explained earlier, correspond to

- the RS, Al, A2, R, an;i W shown in FIG. 127. Specific operations

on the IC card 703 are realized by the order of pProcessing

designated using the jobs. For example, for processing using
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25 of a job, uses the service element corresponding to that 243 job as a
key to search through the AP management table data 73001 to 73003 to
obtain the service number corresponding to that service element
(operational command of IC card 703 able to be analyzed by the IC card
703). Further, the IC 5 card procedyra%an_agement task 772 uses the
obtained service number to issue a command to the IC card 703. Further,
the IC card procedure management task 772, as explained using FIG.

15 TREMKEYInvr it 16 Tegshias fot Bhcaedmifwe lsriddenicbasftion,
the IC card 7033a, uses 10 the service element corresponding to that job to
SESRTPISTFHNE A5 Trddehrematbretal8 73061 a2 ¥3008 4RE—>R" .
{%btain the key information corresponding to that service element. Further,

Wtk phBeddiffe FRETGMERAGiRY 720Gk csthing) Midihamusvel
%ertfgrm mutual authentication 15 with the IC card 703, encrypt and )

BETY PR e Ritd OB p &SR BIFRP PIOB LAPEnd Rbermafe aghi’Rs is set
gccgz, sa prcidetermined storage area of the IC card 703. Step ST705:

?ep' SI‘?B%ls“ﬁ@ﬁGﬁw?e'd} When the IC card procedure 20 management
task 772 jssues a command to the IC card 703 and is waiting for the

process%r%@ere%ﬁﬁ%?ﬁ?elf@cgfdi?&.l\ﬂ/ﬁ%ﬁ‘?ﬁé‘?@’éa?@ frokedaRt with the

m%%_ge&ent tgsk 712 receives_the processing result from the IC card
ToRTEsStS tHigOR RETE Ll St dda 7 PR responding to the order

of service elements designated in the CS command in the
above-mentioned script program when generating the IC card
entity data 773 x.

The pre-processing information 786 ig set from the
ASP server 719 side with management data for prerforming
processing using the IC card entity data 773 x.

For example, the pre-processing information 786 is
set with points of a computation formula of a designated
service in thg SF data block (application element data APE) .

Further, when an inter-service processing function
iz not defined, the pre»pgoceséing information 786 is set
with the requested processing charge. .

For example, in the case of settlement, the state
relating tp.ﬁhe amount of charge or péints given etc. is
sat.

The post-processing information 787 is' set with data

of the processing result of the IC card entity data 773 x

‘required at the ASP server 719 side. For example,.in the



io

15

20

25

25 Step $T706: 244 The IC card procedure management ta_lsk 772
updates the entity status information 782 of the IC ca_trd entity data 773x
shown in FIG. 126. In this way, in the present embodiment, the IC card 5

- procedure management task 772 selects in order the IC card entity data

773x for the plurality of IC cards 703 prggent in the SAM chip 708 while
performing the processing for the plurality of IC cards 703 in parallel.

' imul I ed with the
Zﬁ%@fgﬁe s@@t%.’éMeﬁ@? EQ:S:E,C,?? r:]sg-lg] %i%@xe.%%s%qpﬁrgca%zr&gpmb%m'g tez_lce

processing even 10 when receiving processing r

i ' [ for
uging ty rds 703, FlIG. 129 d FIG_. 1:_%0 are views
explaif\rilr<1|gg)>jilitlﬁt(1§eH p%f::%?sgi%g e?ingg%%lﬁ%?ﬁ%{': application element data

[ | ' ' icafi lement 15 data
APE inggeqrdance with a rqutine defined by application e
APE or processing W%Ien accessihg dats perShmEd BFS SARFRTPRssture

ing._A.j tep ST764 i e e explajned FIG. 128. ]
QéﬁggTMl:ﬂT%é?%QAb@?]%p?géf Wﬂilgé%égj%grﬁgggﬁh%‘fﬁz?)Plflj_ralltY
8€ecqrdap it degtgrmine, plicatian ele n _ataAPE, specifies

an ap%licgt%;}{ﬁlg m%r%t%r g;ég (access Hélr%&{ a%%ellcac%o‘r:\ae’fé’m%ﬂfid&é data |

APE ip thai @pglgzagggpgggirgm Further, that use specifies one of

reading, writing, and execution of that application element data APE.

The IC card procedure management task 772 is constantly
being started up on the CPU 7-66 of the SAM chip 708 shown
in FIG. 124,

FIG. 128 is a flow chart of the pProcessing performed
by the IC card procedure management task 772.

Step ST701:

The IC card procedure management task 772 selects one
IC card entity data 773_x for executing the next processing
out of the plurality of IC card entity data 773 x px:es‘ent
in the storage unit 765.

'J.‘_he method of selection of that IC card entity data
773_x may be to successively select IC card entity data 773 x
present in the storage unit 765 or to assign a priority order
and select by priority in the order of the highest priority.

Step ST702:

The IC card procedure management task 772 judges if
the job of the IC card entity data 773_x selected at step
ST701 has already been started up. When judging that it has

started up, it proceeds to the processing of step ST705,
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25 Step ST742: 245 The SAM chip 708 judges if the application element
data APE specified at step ST741 is present in that SAM chip 708. If
judging that it is not present, it proceeds to the processing Qf step ST743,
while if judging that it is present, 5 proceeds to the processing of step
ST745. Step ST743: The SAM chip. 79§ yiews the AP management table
data 73001 to 73003 corresponding to the application program being

ife 1h data K -SAM corresponding 10 to the _
T ia o "é‘%ak%aé *'"l:(é‘r"é?né‘ﬁ‘t% SRPEf IRt ePhdt Regeeds

correspondingTservic ication

ta K =S for. mutual authenticgtion _with the SAM chip 708a having
g?e?éﬁic%%%n@%%n%rﬁ & 52?5’? 5 %2%35=ed. Step ST744: 15 If the SAM

chips 708 and £084 guthenticate each other' s legitimacy in the mutual
authenticati%n of step ST743, the SAM chip 708 proceeds to the

S ' 745:
proces of-ste 747 1f noet, it proceeds to step ST/75]1, Step ST
20 The SAM ff:%ﬁ 59 ?%glv?’e%\?’sctﬁ‘gdiﬁ rﬁ“%‘é‘&?%“?r‘u‘t%a%%%‘aﬁg?3@)611%33 from

{003 coltesPaRda to 11 BRRICRION PR . el RSO PIE e the
acquires the key data K -SAM corresponding o the 'sefvice pp l&ftiont _
rlewentdaia ARF)aEwihgn forthe application element daia APE tobe
of the status transition chart shown in FIG. 172 the
Processing relating to that entity data is in and decides
on the Job to be executed next from the processing order
information 785.

At this time, the processing order information 785
defines the order of execution of jobs using the service
elements set in the service definition table data as
explained earlier.

Step ST704:

The IC card procedure management task 772 starts up
the selected job at step ST703,.

The IC card procedure management task 772 uses the
data blocks relating to that job in the input data block

731_x1, output data block 132_x2, log data block 733 _x3,

and computation defining data block 734 x4 explained above

using FIG. 125 to execute that job.

At this time, the IC card procedure management task
772, when issuing a command to the IC card 703 in execution

of a job, uses the service element corresponding to that
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25 used specified at step ST741 as well, the SAM chip 708 246 similarly
views the AP management table data 73001 to 73003 corresponding to
that application element data APE to acquire the key data K -SAM
corresponding to the corresponding service (application element data
APE). 5 Further, the SAM chip 708_campgares the two acquired key data
K -SAM. Scrambler 746: When the SAM chip 708 judges at the

B o L e et o b gsclata

routine proceeds 10 to the processing o

#gbolt Rroseers’9 siep ST, ¥ Sée%f%%v%&g“\" ngeg%%’;ﬁ%%ndmg

.l
viewsthe AP management table dat

jcation 1a.pr m specjfied at stepST741 and specifies the APP
{t!ilgﬂggaast 7310153 f% %%i%éa?:%régﬁfnﬁ%' tgont?é: app |c‘3fl%$|° ehferfitit 703

A e A R 3 The i

right of 20 the appliCation element data o be

SosARRIANE AR 20RO SAGTMed Al SeD §£Z4%%?ﬁesemce_

Specifically, it judges the Tight for reading, writing, and execu

ﬂ%@i%elggm&dgtad%%éggeyé eghe IC card T703.

Further, the IC card procedure management task 772,
as explained tis:i.ng FiG. 113, when key information is required
for aécessing the storage area of the IC card 703a, uses
the service element corresponding to that job to search
through the AP management table d;ata 7300_1 to 7300 3 and
obtain the key information corresponding to that service
element. Further, thé IC card procedure management task 772
uses that key information to perform mutual authentication
with the IC card 703, encrypt and decxypt the data, or perform
other pro.cessing and obtain the right to access a
predetermined storage area of the IC card 703.

Step ST705:

Step ST?OS is perfo;med when the IC card procedu?e
management task 772 issues a command to the IC card 703 and
is waiting for the processing result of the IC card 703.

When the IC card proceduré madagement task 772 receives

the processing result from the IC card 703, ‘it sets this

- in the IC card entity data 1773 x.

Step ST706:
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25 Step ST749: - 247 When the SAM chip 708 or 708a judges at step
ST748 that there is an access right, it proceeds to step ST750, while
when it does not, it proceeds to the processing of step ST751. 5 Step
ST750: The SAM chip 708 or 708a uses the application element data
APE specified at step ST741 for the_usggge specified at step_ST_741. Step -
ST751: 10 The SAM chip 708 or 708a does not use the application

element data APE specified at step ST741 for the usage specified at step
ST741. Furtﬁé,cwﬁé)ﬁ%%%ﬁﬁﬁélﬁ’f&%?ﬁm bRfle Zhdvepdates the

ined FIG., 128, when the SAM chip 708 transfers 15 data With_the IC
R L PR ol (HE RO iEnate £

PE_.the SAM chip_ 708 views the AP management table data 73001
S?G%Q(‘)S%%%Wﬁ annFI%?CfL‘Z %Gzt:quire the key data K CADR

: o key
corresponding, to that application element data APE and uses that |
data 20 PKnC bstowg&és%?hetgl%n?&ﬁsi%'@tof?ﬁ@‘f@’c‘&ﬁi‘YOS.tl’bé’xt,IfFlecard

i icat] 701 shown in FIG. 109 will
g P PRSI ES Tr RlRvbroiparipmebonerh cara
%‘?ﬁ{i“é@n &Ii@ae 9%Lnxur}g'%ai!i%%§:y% @rﬂli?:r}ovg@'rzlc cards 703 present
in the VSAM chip 708 while performing the processing for_ the
plurality of IC cards 703 in parallel. Therefore, the SAM
chip 708 can simultaneously proceed with the processing even
when receiving processing requests for pr;ocedures using a
plurality of IC cards 703.

FIG. 129 .and FIG. 130 are views for explaining the
pProcessing defined by another application element data APE
in accordance with a routine defined by application element
data APE or processing when accessind data performed by the
SAM chip 708 when executing a job at step ST704 in the above
explained 'FIG:.‘ 128.

Step ST741:

The SAM chip 708, while executing processing in

accordance with predetermined application element data APE,

specifies an application program for use (access) and
application élement data APE 1n that application p#ogram.

Further, that use spec:i.fie_s one of reading, wrii-:ing,
and execution of that application element data APE.

Step ST742:
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25 FIG. 109 248 - Step ST721: The service businesses 7151 to 7153 or a

party requested by these service businesses produce that script

programs 721 1, 7212, and 7213 describing the processing S for

transactions performed by the service businesses using the IC card 703

for example on the personal compu@_ergi 61, 7162, and 7163 shown in

FIG. 109. Further, the manager of the chip 708 produces the AP
management table data 73001 to 7300_3 corresponding to 10 the service
business&8915M 9238 IRY Jrrge ThifAEhampprhiarn tdse dalement
73001 to 73003 produced at step ST721 are stored in the external

memary 787 FHEL aferde it PRoGRMd 728 1P 7R s rdnd 1218415 SAM chip
pa%%uced at step ST721 are downloaded from the personal computers

71611 16238 g sthrughtht InRefe PERE RSP Sdverpi®ears to the

SAM crg; 708 to the external memory 707. The processing for that
FOWHTSEE I REVHEREFRE "5, KKhibhdded Bares e iciinbadrskent
769 in the SAM chip 708. 20 Step ST723: The script interpretation task

PAPRIRE SAM chil 705 FoRAiREIGE 1 #6 8RS THARP management
table datg 73001 to 73003 and script program to generate IC'card entity
template d%ﬁ’g, gr?ﬁ)ﬁt data block, output data block, log _

The SAM chip 708 views the AP management table data
7300_1 to 7300 3 correspohding to the application program
being executed to acquire the key data K _SaM corresponding.
to the corresponding service (application element data APE)
and uses that key data K SaM to for mutual authentication
with the SAM chip 708a having the application element data
APE to be used.

Step ST744:

If the SAM chips 708 and 708a authenticate each cther’s
;egitimacy in.the mutual authentication of step $T743, the
?AM chip 708 proceeds to the proceésing,cf step ST747; If
not, it proceeds to step ST751.

Step ST745:

The SAM chip 708 views the AP hanagement table data
730Q_1 to 7300_3 corresponding to the application program
being executed and acquires the key data K_SAM corresponding
to the service (application element data APE).

Further, for the application element data APE to be

used specified at step ST741 as well, the SAM chip 708
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25 data block, and computation defining data block for each - 249 -
service business. The generated data is stored in the storage unit 765 of
the SAM chip 708 shown in FIG. 124. Step ST724: 5 The user is issued
the IC card 703. As shown in FIG. 113, the memory 750 of the IC 703a _of
the IC card 703 stores the key data usgg dor transactions by the user with
the service business contracted with. Note that, the contract between the

ice 1Q business may also be congcluded after issuance of
PRI AT ] LR SR Srn cEehirsies: il 00_2
s,theg personal computer 705 to access the server .
e e e S C R AR RS LBt e BERdrergpauize
ISgUe rOCEeSS| uest through the Internet 710 to the ASP server
I7E1§1€l9é %V ecr%tt?eé %15%%@8?: 75 ?egcneﬁ;'vle%gas:poro%lé%s‘ﬁ?g" FRfIReEF R tRervice

ver; (02, dt.accesses the, personal puter 705 through the Internet
3%%4%:][1%%%&2’ Bro%%‘saéﬁﬁxgl?za{@e%[ﬁn% relating to the IC card 703
smitted through the personal

e e D S R S e gt o

computer 705, Internet 710, and : :
Rigp AL420:d heapSP server 719 outputs to the SAM chip 708 an entity

Scrambler 746:

When the SAM chip 708 judges at the processing of step
ST745 that the two key data K_SAM match, the routine proceeds
to the processing of step ST747, while when it does not,
it proceeds to step ST751.

Step ST747:

The SAM chip 708 or 708a views the AP management table
data 7300_1 to 7300_3 corresponding to the application
program specified at step ST741 and specifies the APP table
data 731Qﬁl to 73;0m3 corresponding to theiapplication
element data APE used.

Step ST748:

The SAM chip 708 or 708a judges the access right of
the application element data APE to be used (accessed}) based
on the APP table data 7310_1 to 7310_3 specified at step
ST747.

_Specifi_qé.lly, it judges the right for reading, writing,
and executing the application element data APE to be used.

Step ST749:
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25 production request. That entity production request stores 250 data
showing the issuer of the IC card 703. Step ST727: When the SAM chip

708 receives an entity production request, it performs polling with the IC
card 703. 5 Step ST728: The entity generation task 771 of the SAM chip
708, after finishing the polling, judgeszigtpemnumber of the IC card entity
data 773_x present in the SAM chip 708 is within the maximum number
defined %terlg %% comman of the 10 script program. If within the _
maximum Number. it proceadsPto’thé Hocd Srsigp SR os liie HI7 48

not, it epds the processing. Step ST729: The entity generation task 771,
ARG §g%§3d’6?19ch§da’ré:sﬁ’diﬁi‘ﬁ§%ﬁé iePeP 5PMESETSO0,

for example, specifies. 1
%@@1@3@{%@1@ tge entity grod,uction request, which service businessO
IC card entity templafeTFati 36 usd arldnnesafis R ol reesrpeimy of

_ Q@ e dgtf.,tglgenerate the IC card entity data 773-x. 20 This corresponds

to the instance generation shown in FIG. 127. Step ST730: The SAM chip

708 outputs to glleﬁﬁP server 719 the entity ID of the IC card entity data
=) M :

773X _genera?e at step

The SAM chip 708 or 708a uses the application element‘
data AEE specified at step ST741 for the usage specified
at step ST741.

Step ST751:

The SAM chip 708 or 708a does not use the application
element data APE specified at step ST741 for the usage
specified at step ST741.

Further, when executing a job at step ST704 of the
above explained FIG. 128, when the SAM chip 708 transfers
dgta with the IC card 703 in accordahce with the routine
defined by the application element data APE, the SAM chip
708 views the AP management table data 7300_1 to 7300 3 shown

in FIG. 125 to acquire the key data K CADR corresponding

to that application element data APE and uses that key data

- K_CARD to access the memory 750 of the IC card 703.

Next, the overail operation of the cémmunication
system 701 shown in FIG. 109 will be explained.

FIG. 131 and FIG. 132 are views for explaining the
overall operation of the communication system 701 shown in

FIG. 109
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25 ST729 at step ST731. 251 The IC card procedure management t_ask
772 of the SAM chip 708 investigates the services which can be utilized
by the IC card 703. This is processing corresponding to the job RS shown
5in FIG. 127. Step ST732: The IC card procedure management task 772_
of the SAM chip 708 authenticates-the dggitimacy of the IC card 703. This
Is processing corresponding to the job Al shown 10 in FIG. 127. Step

ST733: The S card-A03 authenticates the Iegitimacy of the SA_M chip
708. This is plggr:ocessing corresponding to the job A2 shown 15 in FIG.

| he | 03 and SAM
D ARG L TERS SR ANES] TR e 0 A ety

chip 708 are mutually authenticated. IS ttme, as explaine

FELPFANGEVER, t lication.el nt data APE being executed by the
SAM 20 ch(iipl)v7 S,E%E%QP%ﬁgaggnﬁ??éb?eeagtea%m 6°7300;3% seript
shon |Gt liarequigd, iekepdatg ISCARD IS acayied. and hat,

key data K -CARD is usedfor the mutuatauthentication betwe
86M ehip/O8and4E %L%Q%dlgfa{gxgogezség%g Tgééines ses using
the IC card 703 for example on the personal computers 716m1,‘
716 2, and 716_3 shown in FIG. 109.

. Further, the managéx of the SAM chip 708 produces the
AP management table data 7300_1 to 7300 3 corresponding to
the service businesses 715~1 to 715¢§.

Step ST722:

The AP management table data 7300_1 to 7300_3 produced
at step ST721 are stored in the external memoxry 707.

Further, the sc?ipt programs é21ml, 721_2, and 721 3
produced at step ST721 are downloaded from the persénal
computers 716_1, 716 2, and 716_3 through the Internet 710,
ASP server 719, and SAM chip 708 to the extefnal memory 707.
The processing for that download, as shown in FIG. 118,‘is
managed by the script download task 769 in the SAM chip 708.

Step ST723:

The script interpretation task ﬁ?O in the SA& chip
708 shown in FIG. 118 uses the AP management table data 7300 1
to 7300_3 and script program to generate IC 'card entity 
template data, an input d&ta block, ocutput data block, log

data block, and computation defining data block for each
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25 The IC card procedure management task 772 of the SAM 252 chip

708 reads and writes data required for the procedures with the IC card

703_ This is processing corresponding to the jobs R, W shown in FIG.

127. 5 Further, the IC card procedure management task 772 uses the
processing formula specified based o tiwge pre-processing data of the IC

card entity data 773x and uses the data read from the IC card 703 to

perform the_predetermined computation processing. 10 Step ST735: The
IECaYd BRodettid fitthagement task 772 of the SAM chip 708 outputs

the processing result of step ST734 to the ASP server 719. Step ST736:

15 For eXAifipReRerrtes dabreddretanagerentosks Eo2 dgtetemithe 765

ICfcar entity data 773x. As explained above, according to the

comn ﬁicgggn nl 981 shrrsaRPuFES09, Bconfiguring the
application program AP using a plurality of application element data 20
APE and"(i§Rg g‘ﬁrgﬁﬁ"’management table data and APP table data to
define the. computatign content of the application element data APE, it is

possible 18 ProigE dhErdPSHorletbasiRG tisaraicaRB703. Further,

accordinﬁ to tp‘e communication system 701, ~
§ shown in FIG. 113, the memory 750 of the TC 703a

of the IC card 703 stores the key data used for transactions
by the user with the service business contracted with.

Note that, the contrac.t between the user and a service
business may alsc be concluded after issuance of the IC card
703 through the Internet 710 etc.

Step ST725:

For example, whén the user uses the personal computer
705 to access the server 702 through the Internet 710 to
txy to purchase a product, the server 702 issues a pProcessing
request through the Internet 710 to the ASP server 719.

When the ASP server 719 receives a processing request

from the server 702, it accesses the Personal computer 705

through the Internet 710. Further, a processing requesting -

;'elating to the IC card 703 issued from the card reader/writer

704 is transmitted through the personal computer 705,

 Internet 710, and ASP server 718 to the SAM chip 708.

Step S8ST726:
The ASP server 719 outputs to the SAM chip 708 an entity

production request. That entity production regquest stores
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25 it is possible to use the. AP management table data and APP 253 table
data to flexibly realize utilization of application element data APE in the
same SAM and utilization of application element data APE between
different. SAMs while maintaining a high security. 5 Further, according to
the communication system 701, whenuging application element data
APE between different SAMs, since mutual authentication is performed

bgtyyeenihe,, pAMS.,itis possible to improve the security of the application
programs. 1‘5 I%tr?gr‘fe acigso?dllﬁgr t& eté‘é?m%(anfi%’ﬁﬂn 9§tem 701, by

aIIocating;@iéﬁlgil?é){ the same class to the application programs of the
same service business, it is possible to prevent complicated mutual
[ be)gg performed between application

authentiggfiQn processing from )
element data APE of %@gpﬁ?}%ﬁion proffaifis §Pthe’thrfi@ bidwebs adgction
thereby lighten, the burden of m ement of key information and

proé%be;sing' of thg’ %ﬁ%\%gﬁﬁ Ear aei%gcgdr%g%ethécéoﬁﬁ‘ﬁ%ig&ﬁ)n

system 7@,}e§jt isPpsgible to generate IC card entity data 773x for 20

each processing for procedures occurring with the IC card 703 and have

b oS T, S ST oo,
Rlgialily Q&I&ig@{gﬁg?%e polling, judges if the number of the
IC card entity data 77'3__:: present in the SAM chip 708 is
within the maximum number defined by the SC command of the
script program. If within the maximum number, it proceeds
to the processing of step 8T729%, while if not, it ends the
pProcessing.

étep ST729:

The entity generation task 771, for example, gpecifies,

based on the data showing the issuer of the IC card 703 stored

in the entity production request, which service businessl]

*

,IC card entity template data to use and uses that sp_ecifieci

IC card entity plate data to generate the IC card entity

data 77 3__x .

This corresponds to the instance generation shown in

FIG. 127.

Step ST730:
The SaM chip 708 outputs to the ASP server 719 the

entity ID of the IC card entity data 773 x génekated- at step

ST729 at step ST731.
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25 Further, according to the authentication system 701, 254 since it is
sufficient to store the IC card entity data 773x actually used for the

processing for the IC card 703 in the storage unit 765, the storage areas

of the storage unit 765 can be efficiently utilized 5 Further, according to

the authentication system 701, as shawsn in-FIG. 127, since the states of
execution of jobs processed by the IC card procedure management task

772 are mm%@g@egm@e@E@tﬂmgé@mndcgggplﬁ;sd S, can
after starting to execute one job, it is possible 10 to start the processing
fehapothesabriadae siplediallinth FcdR oM RGO : 1ein i sea
Therefore, it is possible to eliminate the wait time due to the transfero

thatantith the Kz eard; 633 through the Internet 710. Further, according to
the authentication system 701, 15 the AP management table data 73001

to 73003relaseribe ipribeas Bamg s heuing theypes of S% Vécesoﬁgoﬁ{?e? own
m

by the individual service businesses, that is, the APE N, the n ers o
dervices used'in the IC card 703, and the key data used when providing
those services. These are held in 20 the external memory 707. Therefore,
service bBusipessesiflbl to 7153 not the developers of the SAM chip 708
can customize their own application programs running on the SAM chip

708 by PraduningSeipiFo@ms 2 khnkdndlt 721322 of the sam
downloading them through the SAM chip 708 to the external
chip 708 authenticates the legitimacy of the IC card 703.

This is processing corresponding to the job Al shown

in FIG., 127.
Step ST733:

The IC card 703 authenticates the legitimacy of the

SAM chip 708.

This is processing corresponding to the job A2 shown

in FIG. 127.

Acco;:ding to steps ST732 and ST733, the IC card 703
and SAM chip 708 are mutualliy -au'thenticated.

At this time, as explained earlier, in accordance with

~the application element data APE being executed by the SAM

chip 768, the AP management table dé.ta‘—'7300___1 to 7300___3 shown

in FIG. 121 are viewed, the key data K _CARD is acquired,

and that key data RK_CARD is used fox-: the mutual authentication

between the SAM chip 708 and CPU 751 of the 'IC card 703.
Step ST734:

The IC card procedure management task 772 of the SAM
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25 memory 707. That is, service businesses 7151 to 7153 can 255

“customize their own application programs without the service businesses

being informed of the key data or operational commands for directly
operating the IC card 703 or other highly confidential data. Further, the
service businesses 5 do not have te knew the key data or card operational
commands when customizing the application programs, so the load on

R 5PIVICB bHSNESSas: P M%@%d d:a}quegg@{gﬁgg 3 th%he grocedures

authentication system 701, since computation content spanning

pharetity-pfeservices L9 eayxbe defined, it is possible to provide diverse
services combining a plurality of services in the range of services which

oﬂm ; | 703
are exe sinsuiageisswith @J &I&Q%éctga{-, S n-’lltroauc ing tﬁhown

Further, according to the authentication system 701, 15
denaep&of therdata block, the data input and output with the IC card 703
and the'log data can be easily managed. 256 CLAIMS: 1. A data

ProcessFgAppasaiuS ke MFSHIE: @ %9@8@&%98“&%&%%@%%”%“'9@57 72

and data of a plurality of programs, a computation circuit for accessing
saidsstamgerirous dBioughra Hanswissionline 4 Haing ghe ipspygtions

and

pre-processing data of the IC card entity data 773 x and
uses the data read from the IC card 703 to perform the
predetermined computation pProcessing.

Step 8ST735:

.The IC card procedure management task 772 of the SAM
chip 708 outputs the processing result of step ST734 to the
ASP sgerver T19.

Step ST736:

For example, the IC card procedure management task
772 deletes the IC card entity data 773 x.

4

As explaiz_ied above, according to the communication

. System 701 and SAM unit 709, by éonfz‘.guring the application

program AP using a plurality of application element data
APE and using the AP management table data and APP table

data to _define the computation content of the application

element data APE, it is possible to provide diverse ser{rices

using the IC card 703.

Further, according to the communication system 701,

it is possible to use the AP management table data and aAPP |
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data of said plurality of programs to execute said plurality of programs, a
connection switching circuit interposed between said transmission line
and said storage circuit for setting said transmission line and said storage
circuit to one of a connection state and disconnection state based on a
control signal, a connection controt ci#6uit for generating said control
signal for setting said transmission line and said storage circuit to one of

&abhrediptzstale aalsiadlsswn&(émﬁ%teuEéi%_%g%f&f'i‘i‘}fs%gﬁgecation
defining data defining an address range in said storage circuit to be

adeessad whilesabEOMPUILIONS siheliGiBeXeauting $aig plyrality of
programs for each of said plurality of programs, an address in said

sigpdgeraitdlinfos MichIaidatMABRLISR Clre\dl ISFYeF AP BFCC I Ms while

request, and an executing program instructing information indicating a

peagramifrdmdha phighty ©f peegrags that said computation circuit is
executing, and an input/output interface circuit for inputting and outputting

data withseitheampuiador&irayit fyouak SaichMRSRISSIALINGA%m 701,
inputting and outputting data with the outside of that data processing

wipparatys.(dy Aeppthinraeassing appaiRiliat setipEhia clain, 1 Veeil e
connection control circuit generates said control

SAMs, since mutual authentication is performed between the
SAMs, it is possible to improve the security of the
application programs.

Further, according to the communication system 701,
by allocating a SMHID of the same class to the application
programs of the same service business, it is possible to
pPrevent complicated mutual authentication processing from
being performed between application element data APE of
application programs of the same business and thereby lighten
the burden éf management of key information and processing
of the SAM chip.

Further, according to the communication system 701,

it is possible to generate IC card entity data 773 x for

‘each processing for procedures occurring with the IC card

703 and have the IC card procedure management task ?72 use
the plurality of IC card entity data 773 x to simultaneously
proceed with processing relating to the plurality of IC cards
703.

Further, according to the authentication system 701,
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signal indicating to set said transmission line and said storage circuit_ in a
connection state when 257 the address in said storage circuit for which
said computation circuit issues an access request is inside the qddress
range corresponding to a program being executed def_ine_d by said access
range defining data and generates_sajg gontrol signal |nd|cat|n_g to set
said transmission line and said storage circuit in a disconnection state

e B B o L ey 73

as set forth in claim 1, wherein said connection contio

' t ' [ cpydance with an_instruction being executed

%}s%%gomni ga%géggegﬁa%% E&?n‘fﬁgs ﬁé?agdgﬁrﬁnggaen% dfé%§?aﬂ_8@ if® the
j genGikcuUtwhi a ccessed in accordance with whl_ch of a |

?’(eqtighj?sr%faéd G di@vﬁkf fngkj%t%ggsg?@ go%%ﬁ?aﬁio%cfocigr%ﬁiﬁst BREQRiNgrat 765

4213 ArecessingapPAAs AP SgLforth in claim 1, wherein said

connection control circuit has a storage unit for storing sai_d access range
defining elaid.ime £\ daladloGasRle SPRRIALS e SEL ML L alp e 04,
wherein: said input/output interface circuit transfers data with an _
H&egmaﬂld{ﬁuiki@rinﬂzsﬂjd%ﬁ%%s Bl%tates of execution of jobs
processed by the IC card procedure management task 772 are
managed divided into post-startup states and completed
states, after starting to execute one job, it is possible
to start the processing for another job in the state‘waiting
for data from the IC card 703, Therefore, it is possible
to eliminate the wait time due to the transfer of data with
the IC card 703 thréugh the Internet 710.

Further, according to the authentication system 701,
the AP management table data 7300_1 to 7300 3 describe in
them names showing the types of services provided by the
individual service businesses, that is, the APE N, the
numbers of services used in the IC card 703, and the key
data used when providing those services. These are held in
the external memory 707. Therefore, service businesses 715 1
to 715 3 not the developers of the SAM chip 708 can customize
their own application programs running on ﬁhe SAM chip 708
by producing script programs 721_1, 721 2, and 72l_3 aﬁd
downloading them through the SAM chip 708 to the externél

memory 707. That is, service businesses 715“} to 715;3 can
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defining data encrypted outside of said data processing apparatus, said
computation circuit accesses said integrated circuit through said
transmission line and said communication circuit, and said connection
control circuit holds predetermined key information, receives said
encrypted access range defining datgfygm-said integrated circuit through
said 258 communication circuit and said transmission line, decrypts said

8GR PLLCER fini %ig s%idrke inf(ir ation, and uses _
42308 elnipg 9alcising, 2 GEis e Ehent e sravice

said decrypted access range defining data to enerate saio co

B falasocess p sgifogihin, claim, 5, wherein said .

connection control circuit receives an encrypteg%lec yp%

pesiaraniag 2 deavalian [rgudh sedl gPyioutplt interfce ol and,

said transmission line, decrypts said received decryption progra

slosas | in-sai¢ sags sircwl +gnd Yses said de&&’tggﬁg 2 ;t%%%sses
ata. /.

in said storage circuit to decrypt said access fange defining
d@talﬂ'@mg}g:appﬁ@uéﬁ ESSJQ{HLE‘ &la_@g\%d%heé%gtsfé% 1 commands
computation circuit halts the operation of said compLRatlon circuit when
ﬁ&@nCWB@ £9ﬁ§0|t@i@%&ﬁ?ﬁé§@£@{‘%@¥%%9—%@? asncg %:%{g load on
storage circuit to a disconnection state.

the service businesses isg lightened.

Further, according to the authentication system 701,
since computation content spanning a plurality of services
can be defined, it is possible to pProvide diverse services
combining a plurality of services in the range of services
which are executed simultaneocus with allowance at the IC
card 703 side.

Further, according to the authentication system 701,
by introducing the concept of the data block, the data input

and output with the IC card 703 and the log data can be easily

managed .



8. A data processing apparatus as set forth in claim 1, wherein said
connection control circuit, when said program being executed by said
computation circuit calls up a function of another program, judges if said
call is allowed based on inter-progréﬁ@call relation defining data defining
cilR@gvance a combination of programs of a caller and caller allowing a
call, generates said control signal for setting said transmission line and
said s%orage Arctitd & “Esiivectsh SRR VIRER jagint that s allowed,
and generatesysaidicontidl signakforsetting said urdrismissiont lideandf a

p158id storage CgQHHJQI% disconnection state when judging that it is not
allowed. 259 9. A data processing apparatus as set forth in claim 8,

wherein SERPESAREERorT CHRtoT ciréait 2GERERES sifd dofitroF &ighafif S+t
traceydance twith ani instruction keingrexecutetsbased ohrsdiductions and

adnterzprogram call.relation defining data defining 3 camhination of 1,415 ¢y

]J;)rograms In accordance with which of a fetch, read, and write instruction
©*sdid¥omittation circuit is executing. 10. A data processing apparatus as
set forth wrotaint 8o wheseincsaidgonnectiaon cantrekgiscuit has awstorage id

< MpiLfar.storing said inter-program call relation ;definipg daja. 11, Adgta .. 4
processing apparatus as set forth in

transmission line and said storage circulit to one of a

connection state and disconnection state based on a control

signal,

a connection control circuit for generating said control
signal for setting said transmission line and said storage
circuit to one of a connection state and disconnection state
based on |

an access range defining data defining an address range
in =sald storage circuit to be accessed while said computation
ccircuit ls executing said plurality of programs for each of
said plurality of programs,

an address 1in said storage circuit for which said
computation circult issues an access reguest, and

an executing program instructing information indicating
a program from the plurality of programs that said
computation circuit is executing, and

an input/output interface circuit for inputting and
outputting data with said computation circuit through said
transmission line and inputting and cutputting data with the

outside of that data processing apparatus.

2. A data processing apparatus as set forth in claim
1, wherein connection c¢ontrol circuilt generates said control
signal indicating to set sald transmission line and said

storage circult in a connection state when



claim 8, wherein: said input/output interface circuit transfers data with an
integrated circuit storing said inter-program call relation defining data
encrypted outside of said data procegsging apparatus, said computation
circuit accesses said integrated circuit through said transmission line and |

thad ESRfiTTcatioh citditCand SaiPchnection Softrofdrcuitnigst  said

Jredetermined key informatierueseives saiskenasypiedyinéertpragraninside
call relation defininEg data from said integrated circuit thrOLégh said

S MMEACRESR cirtataRid saRFSRREbA ine: YecRptd 88 18%eivEg 179
drtafpregradealheetation definingdata sising saigkkeydifforrmationians and

uses saﬁid decr%g'fgd interépro ram call r Iatign e(f:ingl datatto ggg$ratgai q
SHIF confrS| sia 1125 A dd proééfgsrlll‘—f1 appIa1 A0S 53 S8t forth in” Craim
s weheirsktisaid cdnneetionacahtrols@rodit receivesyan encryptedt  in  a
decryption program, {or perfogming 200 said deervation rougn spid. g, ¢ o
INput/output’interface circuit and said transmission line, decrypts sal
reogiged decryption program and stores it in said storage circuit, and

uses said decryption program stored in said storage circuit to decrypt said
inter-program call relation defining data.
3. A data processing apparatus as set forth in

claim 1, wherein said connection control circuit
generates said control signal in accordance with an
instruction being executed based on said access range
defining data defining an address range in sald storage
circuit which can be accessed in accordance with which of

a fetch, read, and write instruction said computation

circuit is executing.

4. A data processing apparatus as set forth in
claim 1, wherein said connection control circuit has a

storage unit for storing said access range defining data.

5. A data processing apparatus as set forth in
claim 1, wherein:

said input/output interface circuit transfers data
with an integrated circuit storing said access range
defining data encrypted outside of said data processing
apparatus,

said computation c¢ircuit accesses sald integrated
circuit through said transmission line and said
communication circuit, and

said connection control circuit holds predetermined
key information, receives sald encrypted access range

defining data from said integrated circuit through said
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communication circuit and sald transmission line,
decrypts said received access range defining data using
said key information, and uses said decrypted access

range defining data to generate said control signal.

6. A data processing apparatus as set forth in
claim 5, wherein said connection control circuit receives
an encrypted decryption program for performing said
decryption through said input/output interface circuit
and said transmission line, decrypts said received
decryption program and stores it in said storage circuit,
and uses said decryption program stored in said storage

circuit to decrypt said access range defining data.

7. A data processing apparatus as set forth in
claim 1, wherein said computation circuit halts the
operation of said computation circuit when said
connection control circuit sets said transmission line

and sald storage circuit to a disconnection state.

8. A data processing appafatus as set forth in
claim 1, wherein said connection control c¢ircuit, when
said program being executed by said computation circuit
calls up a function of another program, judges 1if said
call is allowed based on inter-program call relation
defining data defining in advance a combination of
programs of a caller and caller allowing a call,
generates said control signal for setting said
transmission line and said storage circuit to a
connection state when Jjudging that it is allowed, and
generates said control signal for setting said
transmission line and sald storage circult to a

disconnection state when judging that it is not allowed.
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9. A data processing apparatus as set forth in
claim 8, whereln said connection control clircuilt
generates sald control signal in accordance with an
instruction being executed based on said inter-program
call relation defining data defining a combination of
programs in accordance with which of a fetch, read, and

write instruction said computation circuit is executing.

10. A data processing apparatus as set forth in
claim 8, wherein said connection control circuit has a

storage unit for storing said inter-program call relation

defining data.

11. A data processing apparatus as set forth in
claim 8, wherein:

said input/output interface circuit transfers data
with an integrated circuit storing said inter-program
call relation defining data encrypted outside of said
daéa processing apparatus,

said- computation circuit accesses said integrated
circuit through said transmission line and said
communication circuit, and

said connection control circuit holds predetermined
key information, receives said encrypted inter-program
call relation defining data from said integrated circuit
through said communication circuit and said transmission
line, decrypts said received inter-program call relation
defining data using said key information, and uses said

decrypted inter-program call relation defining data to

generate said control signal.

12. A data processing apparatus as set forth in
claim 11, wherein said connection contrel clrcuilt

receives an encrypted decryption program for performing
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salid decryption through saild input/cutput interface

circuit and said transmission line, decrypts said

received decryption program and stores it in said storage

circuit, and uses said decryption program stored in said

storage «circuit to decrypt said inter-program call

relation defining data.
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