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Implementation solutions have also been proposed by the industry such as the
SmartRight™ proposal (information about which can be found at
30 www.smartright.org).

Within an  Authorized Domain, devices are often distinguished
depending on the rolé they play regarding the content. In the SmartRight™
system for example, the content enters the Authorized Domain via an Access
Device (also called Acquisition Device), it is stored within a Storage Entity and

35 consumed or exported by a Presentation Device. Similar functional entities are
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According to another embodiment, the master device Iis
furthermore able to store current values of the number Local_count of
devices installed in the Authorized Domain in local proximity with the
master device; and the number Remote_count of devices installed in the
-Authorized Domain remotely from said master device; and the method
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the number Local_count is equal fo or greater than the Local_limit, a step of
checking that the number of devices installed in the
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The various features of the presént invention and its preferred
embodiments will now be described, by way of example only, with reference to
the accompanying drawings in which:




5Figure 3 illustrates schematically a block diagram

of a particular device called a master device;

Figure 4 illustrates nessages exchanged between a new
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MH5087/0986i ce of this AD as wel | as with ot h&FT/EP2007/001336
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20 remote location: and
' - one (Total_count) for the total number of devices installed in the
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Preferably, only the devices performing Consumption point orExpoft
point functionalities are taken into account for these counts.

25 : These counts are maintained by a master device which is the only one
able to install Consumption and Export Poinis in the 'Authoriz_ec_! "Dornain.
Acquisition Points, Storage and Processing Entities can be installed by any device
from the Authorized Domain. '

The master device functionality can be impiemented in any device of

30  an Authorized Domain and is preferably implemented in a single device of the AD.
A master device is a device 200 as iilustrated schematically in Figure 3 which
contains a secure processor (CPU 201) and a secure memory 202. The security
{which is symbolized by a rectangle in dotted line in Figure 3) of these
compenents can be implemented using a smart card or platform of TCPA type

35 (TCPA standing for ‘Trusted Computer Platform Alliance”). Obfuscation
techniques exist as well for both securing memory and processing. These
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following rules will apply: If the Total count

reached t héVhen arequest for “ISF?é‘WlQI’?e"EF‘%g?‘é‘Fq 'ﬁtﬁ"o‘th'%’ece'Ved by the

r ef ugater delite bhm[slmy tﬁ@%ll@ﬁmg&utbg Waltgppand the’
Remot e Courhl tﬁ equ oéafe r& L}'ﬂ}t I rﬂg Wgw glgv tallatlon is

installation'i's
i s Irefosgd.and the Local _count is equal to or gr eat er

han the Lquca{e_lnbm Hevith1a8 r@m@téoraHm thESRem8te_count reached the
t COnsi s i n checki ng th&: nunber

perfor
of mi"e%'"'gfthtellfég‘?%ﬁt'wﬁlsd'ﬁ “5?% connected at this tine
within 10 tifithe presx denitey isolocalnendntistlecaldemint és eqibmd to or greater

Mas &y %VL% hma%é}?tas qa&uhm%z =y eﬁomaﬁﬁs Rt Bsists in

net wor k | S, connect an responses

conhgrPkindadhe f‘H'é‘bﬁ'lel d@(¥§861° theiAD ﬂb‘caﬁ'ﬁe ted at thig fime within
1pr oxtenproyinity df e Mastee rdetlier The wiasler bieviee bepidedsts Thehis end a

o HlesSac e&; thB Aeiwank Rﬂlvb(uch Et id &fnn@HtHE ahd Pﬁle/ s‘i:%ﬂ&&&oming from

Loc e @ﬂim@ﬁ Of Iﬂfls tﬁ%aﬁ%iftcaf%’i 'Iﬂsﬂ’“3 tPF@“m'FVs?fathP- d’t‘?%‘?f ¢rvice will be
15 hbsphaw THeVGu@eurh Sesteparses .onfl If ahd alimbel ¥f abdfrﬁ‘)ted responses

.?.g?gel%rr%stg% :a gea amb(?ucg' rsne<9‘ tﬁg Lﬁ?aqec{okﬁf ﬁtﬁg%sp Fn Is, the msta[latton of

1P nsthel new idevicefis fﬁésmvwwémttyéfyo&@uﬂ@mmﬁest ‘may be based on a

TOtQéﬂﬁ@émrum%fkm&ﬂEBégﬁﬂ If the new device is in
the proximt st.er e Local count

y
0% horonolit 1 e erfEee, e falioh°pt, dPRMSE dlexiiBhdopys. The
20 Telel sawtiedhcremented. If the TRe cbagicpnﬁggthpopr@k:muiymftthe master

Rengéied, ithd Lo@and:ohﬁlC@' inbrefMehtedl £ "ok, eimeriRd RY Fdmote_count is
2¢ndegende authority whi ch deci des ‘which nunbers are :
ai !

t
p‘:‘:’ﬁiorrral users. These limts are entered in
al | devi ce§ha\At:eHJhg$antap_dJB’ett Regnoke fimitsandfelstcal Ilmﬁ\areetelermmed

pr eﬂ‘:ﬁ%ﬁhﬁdﬁ @H&érﬂ%uﬂﬁiﬂ %Fdﬁrdléwjesmﬁcﬂ H%B@r@dé?ﬂtfarr for ‘normal’
aut Orlt_%] urt er ef |nes r.ul.es aut hori

et Thess e g alares I 81 HEVIESs w6 25, PoksifyH as master
us edajicesp eefembtyh dnting: anpanlfadteringy dEtee indepemdenti adtharity further

24 N fé’ﬁﬁ@s ?uié’i&;r ahﬁoﬁ&ig\gcﬁ(g%%sb@\é f@@ﬂ@éresfﬁ%cﬁﬂ@‘n z?tie\zlg@ or specific

cei IS user ues Aut hent | cat e

] nre
Aut YR57% z%’&e@@?ﬁ”ﬁ?%ef'nt@r@&g? Bz efilingsIBc3pe @&ISET [§féfected by
|t ore drosdveranof tbd celiags,tthie usast®r ret]uemtma)Aadihem;camuthonzed

be Aﬁé?’l@ ?J ﬁEFeSQe Bﬁz—pgp several ceilings.

It-is to be noted that the master functionality can be transferred from
30 one device to another device of the AD. This transfer should preferably be only
possible locally or the number of remote transfers should be limited. In such a
case, the current counts and ceilings shall be transferred as well to the new

master device.
In case a user of the household decides to remove one device from the
35  Authorized Domain (for example to sell it or to lend it to a user outside of this
household), the Local_count or Remote_count will be decremented depending



30 one device to another device of the AD. This

transfer should preferably be only possible l|ocally

or the nunber of renpte transfers should be |imted.

In such a case, the current counts and ceilings shall

e Re7ansierred as well to the new nmaster devPCEEPAH/N01336
case a user of the household decides to renove one

device fromthe 35 Authorized omain (for exanple to

sell it or tolend it to a user outside of this
‘houyetivltey remened dewre's dosation rdeteaigst &Y cthanmastpr deyjee and the

decrraiRERbLES VIEBE @@bt@&enﬁadl&%m hﬁcds@ 'Hlil-ﬁlied@rbls&ﬁ stolen, it is no

ot AR AHRO G heN TECPEHR AT B S IV 0 dnergrre i1 no

devivmes ableltostn dire praxinsty, testt (upad trodetectea devies tagation, as will be
§XCB SRedRRSG9GH Md Hrats@? dé@ﬁéefn Y 8&, A chose preferably to

th ere ore it is no nore_able run.the

| oeteqrament 1 Crscount d0ai Tl il it ko eI, I5is to be
ex phated eitht lifathe rrglewd it hcouhie( Reaste rcodetverdecall cournt) is already 0, the
casg e?"@ou‘ﬁ?&ﬁf%]epcfe%ﬁtﬁﬁrﬁ%é’ to decrenent the

Local “coun count is also decrenented. It .
i's to be nt eee EMRCAMET gk theeinuenfion. agpephanism (Which Is detailed
mRemremcmnHeﬁnph@c)als grwrmbar ﬁoSreibzilaﬁﬁytrﬁ, Lot c@ubeand the

cou r. e - of
i nve'ﬁ'in @?ﬁ?%{ﬁ%ﬁ% o iy r %Egﬂ)ﬁ%l % ? Iztrtépr%und to be
t helodasdergr pirpdablepiaypr br@ua@tdiunbg r«@caryau isrftret ingtalledgemptely from

COoUfHe n@éb@ertdéelcg%ﬁtiﬁthéﬁ dbfindcted th e fhd?ﬁé Adt@Bsk (ﬂlﬂﬂa main house).
renotely install at er_ found .t.0

(oo o poht aBPBigIy By it A gooubs, B3 soflche master
1% i r &inctiomatityl intedtwae (ot wicke) ftp grbtain gwpedt Beredeapiee dgmiges i one

'hguégtﬁanié‘anﬁgﬁhﬁd 1A @hid :&g\sleh OtHE tlﬁ‘r%bV&hhtSOLocbh 8ol Remote_count
to %’ﬁ Total auleas W fPi ﬁ&ﬁ’f‘;‘}“?r@e&@&g rrtlts?ncl Fotal_imit

nor shouldoalsdbaisplittbetwesn memmStmsiteemesdéﬂor instanice, tbe@ddition of the

' AUt A %Sgntlp%ﬁﬁ'L%call Bounl &f tﬁr@%@astér%vfe@é EferdQe! Q;SI& should equal
count, Remote count and Tofal, coun

2Q he"he_e[rqc?'n@%”l&ééi pl’FYIfﬁl% ”n'ﬁéﬁ’rﬁ}a@ er d|e 'ﬁ?t r}jﬁ,]gaiance ofad?re counts
Tot bétwbémittie slaster dievniceo niag mpdiedldddeameatrdahye (eg.semwlly shared
devbtﬁﬁgen FRkter '&gt/ﬁgg)e?r it Ry @gd.iekidgﬂ‘ b9fthé D&er of the AD performing

Loc count Local count
= LB SPIVENG B MASion GF 870 RIYORE0 M PERSIPO Seh{or S1e gumber of
pr esplieust the mastferrfﬂﬁnenameamctrs stdrbe, it the othapfcotfite and cemngs
S&ount.s elag; V\rﬁglg wﬂr@gg%{a ces may be deci ded

falcal

aut ona ar ed between nmster
devi ces) ol ?"t‘ ar'rtﬁSf‘aB\ée &%’Pa'élfnby‘t {shRot ResesHIY thapikphe ceiling

perf@aminy whiag o$r|£érldohhtl§gandfcem3§§ afe Shit iAMS it sAOulY mperoted that,

Itlhren O:Ir‘lég e? &hera ?ér o?tmgs%r le%tlé}tér@eghgﬂ ?H’rﬁﬂ%ﬁ |9 transfefred

t onald
ot hremotalyint ay be r@%trlptpﬁgslocﬁsraﬂﬁfeas éde preferakiatp glioy splitting of
3(§ hethga&bﬁér d&ﬂﬁts@ﬁahty between remdt8 @Vicak! Spiteig i€ actually mainly

Tot |5 ersﬁrpg Fﬁ :tai %éﬁrbgt?wéa}ev?ess%r ¥ter 8 (93 in eaEtbgf tﬁg A'DI 1Q&t[on

gand el
split. Also, it should be noted that, contrary to t he

transfer ofy Iffﬁﬁ’r"eei viféﬂﬁkﬁie' éPlBﬁh'dnYexWhip@bﬂ iBsthllafbh 66la hbw device

trapnsferred renp e restricte

tr ol B 67 AuhqrEef doBrnndcali. g Sifefer PSR 2 gnd other
34 hedavitet 6304f instotiedridheén gotyectiee tp pdmmenetweric @snew device 300

Spl %&a&@w if aaéiéy abé % MR Weq'u@&ﬁﬁ@s%‘é?é‘ Bn > AUVOW rbfiResting a

user having a master device in each of the AD

| ocation. In Figure 4, we have shown an exanpl e of

installation of a new device 300 in an Authorized

Dormai n havi ng al ready a master device 302 and ot her



35 devices 304 installed. Wen connecting to a hone
network, a new device 300 broadcasts in a.step 306 a
Master Request nessage on the network requesting a
WD 2007/ 093426PCT/ EP2007/ 001336 9 master device to
WOMEY09342% her devi ces of the network answer BATAEPI0R7H01336
they are master. In Figure 4, we suppose that the
mast er ~devi ce 302 has recei vedgt he Master Request
nmessa The master device then Fhecks in step 308
t hé"@%%ée‘ﬁ?e fhansisraPthes davices pf Gy %&“ﬁ%ﬁﬂs"‘&é oplygk they are
t hanastbe 16 Fiduragt, Tad alipgose tthattthe madier Sevites 88X hdevédred the
r

W%%ngb%é&ﬁ%ﬁg%q% %hgﬁgégﬁéep\,f,} g%etﬁén WIéCF tirE?teB%WB the value

couqfttéa Tetalzoqupt df Tetakicoentois lass dhanethet eeiliny Telal_liniththen the

5 eshgsiér ddvideNBuibhet & st@ \310% ﬂ’r@ﬁm;ﬂyqast wrth the new deVie8 to know
for secure

i ged gk SRR Z%%f}?% (i 8 0TeBh o ot g lsinote device
di swtmemhqtmiﬁaﬁmﬁé@mepaemthm application No. 05
300 494. 1 {Hd prh@fity) W€ pdfleraBYO0RselYa H&\&Pﬂr'éééu% m&asure of

the, current Eur atent appl.icatjo
¢ hamEaRasE &@%@Es%ﬁa%egem B lifieed Oiry Fitopain’ patent
1(b ommahnm!oﬁﬂb 05 3001 49h & \fitedeoni Jupe 2002G05bwiae Bpplfcant dfitee current

Elgopé'aﬂﬁﬁ?é}ﬁ pl?tfla‘/hl n th%a&{a rﬂ?eslﬂ%‘téﬁdé\%é%'é@ eﬁéé g series

t he naster dew%?e ca ates an associ at ed ¥
di S iE cemmadsRiand thme& devire 0Rmand waits f%téenﬁgs dpsponses
de\31éeFartiaah nsspbbs® reeelet Bodehe triaater degte ealchibtes n associated

(e. tirje- J%%b dléténc% 59%{ n{i hﬁlé 'Itdl‘blg (ﬁ?ﬁ qﬁ Crﬁaétgr &eﬂnce obtains

its DTOXIm

15(nepe ﬁﬁmwshthrangw&emam# &-9- Hénﬁiemp@r@w%% H\?e’!ﬁ"‘{ fiRyice is in
auﬁtb@cb’tial pRinGity SRt i@ séass a‘smihat fReEsdge (hbEshown on Figure 4) to the

au { é c{g%%tel fg@‘?edsa'ﬂ$ a%{h ? 8% h%’%%a %g)ex I-gh%d in the above-mentioned -

catl gevi ce
r ePptens applisatian) sTfree@mJémtlcm data pentdy thenew ée‘ﬁ@% ngesponse to
dewiig eeqL@spé:@arenTI@?j Bt? tisdl r@stef detige oY brg_?_f_;_toolﬁe 2@retdiene origin of
responses use 0 C e
Ptk POBRT RS SiEe 18 FRLAR BCRTRS I Altebe vBlipations, by the
newagteriderice sugered ther rawv devigreis| agpaideredita deibeab, Othpmvise, the
?ﬁWeﬁQi\éM%S i @on@@@ﬁédiarb?deﬁqetebe r enot eOI - If
e new S I eno [ evi.ce
The Remordt dBE  péw] HEEE i TenlRe | e (TRRUSS ERRE N gnecks the
Re Reteté_icount, IftRemoteheountiist less 2fardtbei l%@'n@edpms dierathe master
25f eﬁe&sg‘ee i Eﬁjgﬁbéé@lﬁ bg{?g‘rh@tet higstafitoA e\ Che qm%ltr \gbﬁée Otherwise
P oL ool iAnr ALl Haite SRR Biastrs fkies sends a
' SI gmtbagagtottlhmhew kevice sigabdlingtthatiihe mstadiflichas refldedt he
neW deV' Cq’f thﬁ rJeQF@éwc(@% Ib&l g&eﬁ E%a% Qi i e?émq& ﬂ&ure 4),

F| evl ¢ st e

mé?f@h%‘ev‘qﬁf C’E’&E%I(St% ahe) the ‘-Pé%'scct%‘&d Beral igaunt is less than
30 Loml deam1|tmt tHemna dodabaatalbtist Bl praposed toSthe mepos®dtel h case

t Pﬁo&ff OGﬁtV iisgggeat}aﬁhgﬁ%? eh?;ﬂ% -LSQ%‘ nlfmn{ %heghgglltegﬁe\;i%aﬁunches a

devi ce
QUENETHM test Wit iht HeYiceeof S nelyork Kelem i AonKFIgWeeR: it fist
31Brdaficdstg ur @iscbveryl inebidget 310 oRdoa sibfvork. dTHIS disebvery message

Me5RAGS0r 23nhe §FaR&n Hkined ¥ fyelbriY 8F YoliFRaA9 the master

35 device) and an Authorized Domain identifier AD_ID as challehge. Every

-2

O



preferably contains a random nunber R (generated or

obt ai ned by the naster 35 device) and an Authori zed

Donmai n identifier AD _ID as challenge. Every 10

Aut hori zed Domai n, Snce establ | shed, has a unique

| lobd AD | D knovvn by all the install ed gevwiwasoo13se
wg%%hgﬁ% When ot her devices 304 of the AD
receive the discovery message,; t hey answer wth

nmessages 322 containing their gwn identifier

De VAt BorlzB4 @aehdn, anch elabiishbd drasdabrdquoidpatified ADnID kewn by all
ra r .R a ir owm identifier Device_ID

usr}ﬁ 'ng[‘]a!ggﬁ%‘flc% ??Qhﬁﬁéf erably the authentication

data i s coiper ethaisdayiges tﬂ@%m‘/ﬂtxe S reqeirgcthe gHs@Neryamessage,
SeGh&} akﬁl«yer%ltl{ h‘ﬁes é%032226cﬂﬂg?ﬁtﬁgltﬁelf\%eihlentif6r B8vice 1D and

Aut hori zed, al |l ed devi

< hesidheg Gaion ok BmEpeg i oo e MBPE A el own identir
Al tlm\m:at t Ilveking = ssersb keyn Referably Hie asthenlicatiorn d8aciarepmputed
10 Aighgat H%@gH%aﬂﬂﬁlon(WE SiektshEy 8 tHRe AWRBARzdd Bomain

mast e deV| ce and devi ce 30 nautin

oA 48Y.90 50 Aug OSSR DO, L SAIPE SPEe ALY ETERAA ERet ke

datsaecn" ic to the AD: Alhekayasttematilely, aese3§an kg esteblistikd i héSecure
10"a' e{nY teba (iR B?C%A\(ﬁd% RNSNRES bémée}{qgwé Tothddst dd¥ee and the

aut 1 on € nessages ensure

It
r e@@wee'ﬁOfscqsmwna dhe) GREWRY *F‘Pﬁ?ﬂﬁe’@zc%yé’ﬁ 55d to compute the
AutdgenietioPaami.n and it checks (step 324) that the

- number of R r% Sthr @ench\éqoi tr#é} (ﬁ'@glysgt?e tvgi]g(ﬁ?%f Eh'ét}gcewed answers

quor um t est'. r exanmnp
i s (ay erifying ﬂha)ﬁuthh'éthatwm datadn themgrsanesia2es iq entarre It received

15L0Qﬁ| y_1eOsHsE Frof@aNlichshst the As@Btized DomsintdmRlrietiscRs (step 324)

e A e B B0 0 58868 o et o
t huesamhleokthﬁgaqudb@ geerym is e halfadf dhe aevbercof dgsal devices (l e.

| alﬁ@&é\e&@gzﬁgﬁ‘cﬂﬂ@%é 4pﬁte%n@xllt g théréfsx%t chibické afelapad24 that the
her evl C

- th
32 BRSBTS BEeT L ST D UL S SRPL s checking
20pr sucamess,ythe sty degiomPAR NSRS 2trstens 32t a Pramibhiest with each

Megk ffe SRY G&videR ﬁﬁcﬁh\ﬁﬁ"’é‘éﬁf B&%&%h%erﬁ%\mc%@%ﬁﬂﬁy test is
are recei.ve

response a
PP e PR BEMOUP S R B dRodea AreyseRt f8m the
aulrrkmtﬁrldeate dmeakatt aoncerned other deVihe 3fhane ping vespenseea30 are

C O 't‘ége‘f\/eal frorh %cﬂ Sth&eevidiAbind %ﬁé&@d tib@r B &hd magﬁér tRSikce with

hose are Inits local proximty) and
25ch@€1b§"¥‘§1“%d8t§2) that this nunber is greater than
t he nunberTheecassar feviae thdme cqurds uath the elevigegahatr passed the

t h@’%)!nﬂﬁ)g ets? gsl@qttl(n%e"\@vﬁsg? tah?wat@%)@aljﬁ@ﬂm %nd mﬁhe}cﬁ?.(step 332)

% %gwwumpms ﬂ%%*%’rth%lb\b‘?d'é‘”}??bﬁ%ég% fqrd'a%ﬂuomm (i.e. greater
i neaml tlozkil_esur(tet with &azabov@etéreplepwmbsqumm tetthesseds@s in the
30t h%xg"ﬁﬁiﬁgs'ﬁf)ﬁ lel F ulseeﬂ)g «%tQPdéWé@ ﬁgg\r{és(ég g"’\o%ﬁ%mﬁtion (step

ron 1S Te
newddkieithe nP‘é’G@IV\FQS Omr‘l"'ﬁgttaﬁ ImAstes fepice 588 torthe ey fsvice a

Or nfeRY¥aderdighanng & thd RsteraRnisefuseat er functional ity

is split WD g\r’]\ge\g:de%reeregc% t?segn glgsg%lrattbrtt tpﬁo%ﬁ%alt Fc?m one or

user to sel oposal
pr et @rabimgsteryp(in graseythe gnesier fmgtme(ﬂy) is fipaEYong tyo or more

35| O@@licéd)stt Hskalh® MserT REBelbdiCordeyropea4l Qﬁeﬁ%d}i with preferably a
priority to the master(s) proposing a local installation. Then the new device sends
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request (step 338) to the master device chosen and

the installation process starts (update of the counts

in master device, sending of the identifier AD ID and
pesmiieg26 he secret key AD key of the Aut hor|P§@@P20071001336
Domai n to the new devi ce whi ch become a domain

device, etc.). Ve wif | now explain with
reference to Figure 5 the protocol of Authorized

Don@f rﬁ‘siﬁ"ﬁt@“rfﬁﬁ%@‘é EAP 313§btﬁ1ﬂf"h @%‘Péﬁ%‘iﬁ ¢ftosgh agd Hgjnstaliation
devheBedsCaHRs igitd of b tamtaln @dsten défiee, ABndiflef the identifier

? ﬁ:’éﬁeltda?rﬁ P?ststbfb{}]‘ﬁr eg%qggﬁw&g% ofstkng I\%th%ggge% Eé@l n to the new

me séavipe witiehbédoniasa fibmein degisAeiedd to a home net wor k.
ghen it starts 402 a time-out Tv and waits 403 during

th det i ned t T [ t hi iting, .if
e Bevr oMl ok Dbt ot el Touflbl"s; el o o
f or mutbdriZegi Dgthaimosizancenégement angh e stangpeirtt osfna nave device
Pr o?ébﬂéén)ﬁgttc?ﬁé :né%e&"’irtthetpmﬁ mast er devi ce havi ng sent

he

request 0es back to the vvaltla%qstate
It s 15 tHheHEE ddl WHAD 3 oVer Revieos! 90t Egam *Waysfate it
1e peaddasied)1be Museraguuest messagd wiee it is fiest @ohnédted to a home

S evr%’t@!)rknméneﬁ F%ﬁ\él gae@ﬂé AL T Ql'tl(} \K}S ts%&frinng ?%giete reined

nessa erm ned
406qu R [éwmgd@sonf?em@s ifAly doies Feepives aIPAXImEY &qsmstuest in the

anwOfneapw chi@iands m@mp@w p@fonlné tife PRAPGIYSest@S with the

r.ec devi r
| o Cra?st?r cge(vhqeq\aﬂnﬂngnsesp {%Sog%ﬂesﬁ %%agg? rt\é’? %Jar}hn‘\ s?atef: 403. ltis
1o tbbealotddribateavardl Grodimity t@étsrm@)r Rsperytcamad @ef§>ye axplratlon of the
m&fn@é—o&’ﬁf"éé%ﬁral H&&rﬁﬁ@;c@@&h@ﬁar@@@@NﬁaﬁdrlRém%hméss’age When

r eﬁg{e Ere:drﬁ]ge{rgmeat %ﬁﬂﬁ é) g%oérﬁd Ulﬁgptgg ggw&e_-el gﬁeci\((g qlg? r\%\gh[h%r it has
.t hatceives - dayw respohsss from § masteri daviten Eff@temgm@mbmbgen received

g' Wﬁalthé‘td&f&eréfééﬁgdaﬁgf WPBIHeP & TB%:%I ﬂfstéﬁﬁﬁérﬁ%‘@osal has been
avi n

26 e 1 a5 ool s pson PEpabaif 7 BEA iy gyee. hen
(t hhedg¥icachsbs 4ilhtvdetiarea r@motmesa&atme:)romsat hdssbeen received.
A a'il‘ Hc.r) ?erﬁ&g it 1186 has b%@ﬁ%r&b’é@gd 1492 AR MR tH8VthE Rlevice has

ati

st at I

S obuieopived aepabteoAraner Qabolion TRSRRLn B bt ovice(s)

dehaving respanided 1o és MaweruRequestmessagentn this ¢dse, the user should
2P} gméfabgr tﬁ%lﬁf&%dg('tﬂ?o@grh b @§éﬁh{$ﬁ5¢@8f ma%%ej of¥hisMailure and

devi ce havin e 1nstallation

pr dppdavicagrasdask fe e H@W %ﬁ‘&l feedfPce’ state 416.
Al ternati velay remoteu irestailation skl3eot ia0cahinstelatid el 14nhas been

Caj)e ;go@%d Q'g “1' Co%vn‘%s it Q@! 4e e JSQI EJ?%&%%@ of %he é)roposals 41% and run

no resp en receive
ex pﬂnr'aﬁtﬁltﬁﬁloﬁpqu@@| withdhermestey devigechaying; seat the dpialiegon proposal
30t heo waesr tlﬁé) ‘Doneith Devidee Biabe 4 Y& dterrlativéip @n Ui fdmatic sefection can

2058 0o bS5 1cb hsBlolth, Berfi8000M an AD_key and

coun count = 1;
Re nmote c odﬁtcaﬁe Qo morm WS 'é?ﬁﬁ‘rf?C&W%"Jﬁeﬁf@F éXI@Wﬁ'@? Pﬁ@e time-

in ctuhefv W%SB@W:C es 9!(5 ahe 1é@Oto créBle a new network. If the user

2007/ 093426

e PEPRitEe B eﬁtcgu%ﬁgo BickE L, 28 ADoK AR Piigizgs the counts
35Do rtebaal_sioget Mnagmowzmtdwmd Totad rmgpol atl) before entering in the

nasMggeggghggsgﬁéhg@OMIbe expl ai ned. This protocol is

preferably carried out in the secure processor of the

mast er device. 5 The protocol starts, fromthe

"Master Device' state 500, when the master device

recei ves a Master Request from a new device

requesting to be installed in the Authorized Donmin.

The master device first conpares 502 the Total count

with'the ceiling Total limt. In case the Total count

is greater or equal to the Total _|imt, the master

devi ce sends 504 a nessage to the requesting new 10



In case the Total count is bellowthe Totaliimt, the
mast er device |l aunches 506 a Proximty test with the
new devi ce as expl ained previously. If no response is
recei ved fromthe new device before expiration of a
g&gﬁ§%ggg%ned 15 tinme Tv 508, it is considergd.that..o1336
the " new device is renpte. In case at |east oné
~response is received fromthe new device during the
Proximty test, it is checked B10 whether the new
device is remote (512) or local (514). If the new

device is not t he, Renot e unt ch

Che Bemot e WBURErpAcIS TS Rotorpldg” REREREred pomein size
a Rewapagemens fraf melsmanqpnmpofsalmaskersiewce 54lBnave be leaplaimed. This
t haﬁ:%@ceﬁs ggfé}saycéﬁ.ea %%mttﬁﬁéatam prseég%br &itnd Ff2teP bevice.

an | nst | on rerusal Ness

s sent 503N cPr‘?tﬁ%O’ nearts e dhe nYastae %@?eﬁia&’e\w&e“’he” the

lg_OeﬁnablaC lﬁe\gce téiﬁtveyaswastemequest fetnataendvd @evice requesting to be
It o} t t

SZOﬂgtlap&iNhn ﬁ%oca @Zggn &%gmbgﬁ? ow tﬁJh_d;E%H:Q FrEHSC&nE?&g?%OZ the

Loc&’talLﬁ@tréMtﬁth%‘Fﬁllmomdlm'i & easgtthe Dotat godiy iy ereateewr equal

deVﬂoCtﬁe Telahamn e rﬁé@@radem@mhd@mh n@ss@gee@t 186 rédiRBting new
st er

im.t 524 .a 0
es BVW t&na%% gQﬁ?trEEe éns&e?l% oni y %é%égtgst %Jﬁst glgltjo{ rTMaster
netﬂ@\ndke alate 0aring a ti me- out T. The naster device
then wai tSunS%e%élmauac&fne%ebarom BRATENBmIL, tHeUfb&8r device

this e ls received 52
80 eb e i SSARNRC o R el 28 gyl ousty. f no
autfespdriseds reneivedt feond fter new alepkte bafdBd ekpisiagef a predetermined

SAUtﬁ?ﬁ@tT\/gﬁé' PR cg?lg%e&%nﬂ;ﬂétt tﬁg e J&lcﬂ'\i@\%n%"é\llnaéase at least one

l'al ne revi oysl gﬁ response nessa
, cheTERP‘trFfﬁt' f%?@"’?%é’ﬁ g ”\ﬁ?ﬁ’s eé’&’ﬁt U9 heyleter ty teSt itis checked
bel Bttgwhethérathe h\ewAniE\dmerlszeruio@dﬁﬂm)mr lbéal t(h14. If the new device is
Verr‘efﬂogaatthe'ﬂiefr@té Sco hhg &5 fs. @Wﬁ@m‘oﬁe LIR"iE Dellow the

532 mast evice returns
st aedling ogempte imik %’?‘F"f‘?‘@a‘(‘?‘éﬁa‘@f’sopfga‘ﬁ&%§en't ﬁge’ to the new
20 esqroiee Phavsge (Remoruotied SRl as geatce cthaB5Ramdtet hrait), an

b U e DD 0100 bRk 80P
pr <1986 Spsk iedae MarterPayics’ #2163%d 536, the nurrber of
cor rect reaspensewnessages ldcal ehe ddcalScamnmsichdcked8s52(m If the

| 0 SR REARATY (hoaARE o el o BEo R, 2 o
25538h¢ R q!emcen &}%%!W'S@f (Leerl ewpt ﬁ@ls%m@eatgr thag diospl_fimit), the

t Ebaﬁas-féﬁcﬂivm@wgs 5p4 a&{ﬂloﬂln’( RENBY breadedsting afdacbesly message
enmo

o
hal¥ h? n?Wé)rIT_%r&dagtgP r&éj t!m 3?3]3{? h&%s@? g\né fﬁel;l %?a‘itﬁ 356 during

an & preteteimaineédimedf. @Jamg rtlms waljiegi ifa sespongis I‘F-@F-‘lt’fﬂb523 by any
nevzéﬂd#\aboaee 3Re nraBer ABGEE VerfiRY 636 tméa@@émoh@ateh@or example a

dobree Sk enngSli, o popadeel uSFal PSESPAY an oance

de\pre,\eodsavum thesmsponser mestage ds pbﬂ@ethnbﬁeagesonsAtwamwnt by a

enQieQIfcetbla%ﬁSm Q§ttl$e Aéﬂ)loﬁfgdyDérhﬁn dewiie Gélﬂcﬁtlérp% the response
proxi mty. e are count

Vermessaed s '9%9‘51 37 R 1 wesipr AR B BaRe siering stgte 526 1
dehe gerificatigr 83(1 evcaehds) theredpoosr mes2agrsisicodnted tSSd asncorrect
35 Gnafe ﬁ’lFlstdeéJ'@e dsHR1d 08 WeiiAgdiaip g, O cat er

han Local _count/ the quorumtest finally
succeeds a | ocal |nstallat|on proposal is sent 522
to the neM/device; ot herwi se an installation refusa
nessage i s sent 504. 15When either a renote
installation proposal 518 or a local installation
proposal 522 has been sent, the nmaster device starts
anot her tine-out Tw and waits 544 for responses from
t he new device. Wen the predeternined tine Tw has
expired, the master devices checks 546 whet her any
response requesting installation has been received




25Renote |imt: 2 devices - Upper limt for the

nunber of master splits: 2. The two

authorized renote installations (together with the

two aut horized splits of the master) enable the users

o Jagvespenaster device in their main hone apdi/Ereobvamisse
ot her hones. In this kind of Authorized Domain,

nobi | es 30devi ces (including CR% devi ces) may be

locally installed in any of the | ocations.

W th the albhen thepredsteraned tionepl kasofxpied 536, itmgnwmoberdf correct

be %%P&Qeel r‘ﬂﬁésagg? reteRed cérﬂéére@%@ b R elﬂgneEél.%ai%QO pass

lif rrent va ecouts are

fol 1hg\,§gst Ifthpd;(ugrun& Rt exanplp Gaiteidhe Ygtpl_count, itis checked 538 that
200fHe0Ruddis B%ér@ﬁ&%é@éﬁb&gﬁgrédteﬂ_memﬁommnnﬂﬁ In an altemnative,

% iﬁr%?e?-reﬂj' %ﬁb@h%\e%?st‘ﬁe @ﬂprPe%é bﬂ?cg p8s J%Y 88 ;i‘ PUR of the

nst al becaus
Loclcat sgut. §hewéé =5|qh¢pis")9 fa"Reﬁrbt'r@fc’é'@mﬂ fequadjéﬂﬂSé@Qe is sent

5E|U5@Efo P MRSV ceSQr'\d lrﬁe szter device goes ﬂ'étikSto mﬁ?@mﬁaster Device'
t hat

occﬂ?ﬁeg%qot' gﬁreergég\? | (é‘éccﬁ k’ﬁﬁsst?' é\) s g% rtesa Rh 540 witn

(e. gacht deyich\haying ssint mveers eewsa m}a%d%thc@fsthese tests,
ﬂ?a‘e’&}lr;g?\%rhrégﬁ% & 1béd p}d%ﬁﬁﬂegj WitH Be Qnasfer-ﬁ}s(wé@E% coRRRditH verify 542
andB LT Lo hab A BETHer o8 BTt aiogs &rorpriet fan Tgidiggpuny2 as
2 Rfdiaated dmEBigP6y ¢raibltiee pleayative . enWodingnb.apeatehthn dneal_count/2).
US%F tqepédo%‘ﬁn té{@'ﬁhﬁlytﬁxcbéecdsaelioé! PQtahéhohedrop%%SPiE %ehtoﬁzf‘% to the

cour se, I nst t renpt
t h| new, deNice: RRGAVIER AR 'wamewssWﬁ%?a% fseseabﬁ%‘* t o
19 nstal | r ewbkn dctewd a eemafet iestatatibs. pr&bhesap6¢8 er a lbtad dnstaliation

S p| 4{8;5&&9 55@ %e%ﬂeﬁ ge{‘nﬁ % h%%lr 'dteylcg ga‘l@ %okrﬁiﬁg%\éiéﬁ tTw and

her . _ ,
t hl"@’,a'@@“ f@h éeSQPF%%“t feorp N@ ;”Lﬁ“’deV'F%VWH@" H'@/\P'Vﬁ?tﬁ’@%‘“?‘b fime - Tw
COUtlisSexpidd el inager ddlavesCehdcks @36 fviiettiani anyrreidnse requesting

m%ﬁ%ﬁl&a?xwggtb%& rédEEJea]bem hfé re?sliv ﬂé}g&{ IT‘rﬁan ﬁstgﬁétl%n request has

20radieen reepivasc B enstRAfethe m&ﬁﬂatwn Prﬁchelamﬂt g Apw|deHice ptherwise,
Rengé thadtaiidevife gdéxbatk i RRSMBEtes PeVits stite 800. New

Eggglt S C]:)S:]t n’gkannﬁglg 8?&(9%%%%%1!%\{0:‘ n@l@%ﬁén&%ﬁ lﬂ){&énza?n is given bellow:
- Total_limit: 20 devices ,
-~ Local_limit: 6 devices
25 ' . Remote_limit: 2 devices
. - Upper limit for the number of master splits: 2.
The two authorized remote installations (together with the two
authorized splits of the master) enable the users to have a master device in their
~ main home and in two other homes. In this kind of Authorized Domain, mobiles
30 - devices (including car devices) may be locally installed in any of the locations.
With the above values, an example of splitting would be as follows. We
suppose that one time during the AD lifetime, the current vatues for the counts are
as follows: |
- Total_count: 9 devices



New counts for new master in second hone :

Total count=1, Local count=1, Renbte_count=0, naster
splits=0. Wth these values, Alice will be able to
install up to 4 devices in its 25 second hone w t hout
APl hbem is to be noted that the secopgrffbmRiass
to be |nstaIIed in the second hone wll be installed

Wi t hout passing the quorumtesh while the foll ow ng
will require it (because the Locallimt will be

reached). - LOC&I count: 8 ddaves @m tiex aape,ewvefsuppose that 2 devices
re- bal anci ng e
user, Alice, h 621 gg%/%g%go\@ ?ﬁggﬂgo#eggt}uabm\?e%%t because

(before the é@q:almungal-owkm of counters are as
foll ows: -_ Tededlots @uiht: 1 edl@yi ces - Local _count: 8

evi ces - Re nt ce 35Nunber of master
§p| its: WH@BE)? '8%%‘%2%’%%? EP2007/ 001336 15
During a p‘ﬁms ewsine tfxt, atthatdime, shendstyy spiftinghapalraagiylogcurred,
Pl )RS ddvidaehaRidesh lr%ﬁleb$erh%lyd@ fHeSTV St Gk Qécond home) and
course . she cannot wait 2 r?? Tpég&to enj oy h
new #e\iresdavarhee futtalied &opd (% 8y ™ S\H‘a‘“ room — the
v al masterf davicepomd &rthe kidchen ahdtonk it eactt bediGonae i [R\E3 plyer in the

1dl:| Ccn%lr—fwgnd gné’?’%ﬁﬁﬁé éaiaygfﬂnWeesWQé thaft o%@‘ﬂs%?%ﬂ\llce wants to

mast er

DARSTHbAEC BhsrcssKARe: Pae 8 il OkisPwrspy siyamaPh el it remotely
horsut mas Wasulkd mEBR thatssherwdild Set nal aioes tiblet thdbstall denite elevices

rgia%ﬁ[ﬂé}g% Lﬁ;}%c[?r'é% ?hﬁj%%éﬁ‘t(i ig e g 42 ﬁ@étgpmq&\’dn&‘ﬁ? 8@%«%&1 the TV-set

((wen ib@b pederogm enf &e ?We’”th%ltse?q’f@ berpe. To fhigsend. ghe afects the
15 I Golfowirig lﬁéW‘Vé'lQékS%} ctiitd 8nd blirgigr rent count for | ocal

devices.is g\g: Y e;nﬁ@?al et il CYddre TiULE. CORL UPo‘i‘% limit=15,

t hat one rerr{\)I eV| ce is now | ocal

deci des to ub@t@!_é"ﬁ”ﬁé Remnpfeslipite, Meagiinum mastenerltss=2 he
fol I owi ng COO@”llﬁd;éJnfé}r' feWeimasidr- it heeddgd@alhofRUNt Total_fimit=5,

| over than tDocall'qL at-2 ﬂ%emoteollmlt =0, Maximum master spiits O;
20 - - New counts for main room master TV Tota!_cdunt=8,
: Local_cdunt=8, Remote_count=0, master splits=1; .
- New counts for new master in seeond home : Total coudni=1,
L.ocal_count=1, Remote_count=0, master splits=0.
With these values, Alice will be able to install up to 4 devices in its
25 second home without any problem. It is to be noted that the second device to be
installed in the second home will be installed without passing the quorum test,
while the following will require if (because the Local_limit will be reached).

Now, an example of re-balancing will be given. We suppose that the
30 user, Alice, has the same conf iguration as above (before the splitting). Values of
counters are as follows:
- Total_count: 9 devices
- Local_count: 8 devices
- Rerhote_count: 1 device
35 - Number of master splits: 0.



- if the Local _count is equal to or greater than the

Local Iimt and the quorumtest (based e.g. on half

of the Local count) passes as expl ai ned previously.

In this case, Local count is set to the nunber of
macmb7@eszsces currently 20 present whil e RembCEERWOTIN01336
is set to the difference between total and (new)

| ocal counts. New counts are ngywv. - Total _count: 10
devices - Local count: 9 devices - Renpte count: 1

devi ce 25- DNiindarprefessienal savel sihetbsiys @ new portable player (the other
T?aa,l@ ist Iﬁbrtcﬁﬁ Ktr' 3&@8&1 dﬂﬂrs@&ih'éaﬁlnﬁ@ﬂ waﬂi bé‘lﬁg \Mai:ll home to enjoy
sti |

oL G B R GE oohlelrl veh R Eere

back hone toTotﬁt@hht ‘Wedeviess portabl e player in order

got to |ose tRBL5 &ﬁ,lgflgbdévicgg The advant ages of the

I nvention are as Ohigh flexibility: a
nor mal user REMP £opp: 2H8YIS®S nobi | e devices, and
devi ces i n- a Nuebendf inaster splitshout any constrai nt;

control ovgp o %%R??%]&Sﬂoﬂébgfté ?&ne@sﬁﬁ@?@ﬁ%blé‘éﬁ?& to her home

will belimte

' PRINETkpITES raRiRreT-Betadatemts haba davioe, s JEnegpe Eng discovers
1@ anRBith RRvRas idry 16dall¢ Wanasdes to tHé nau\/&lNBt counts 9 devices (we

1. Met hod ’ ontrolli d
o SFUDPPSS a{ s fimd 1b otrheg%dﬁ %ﬁ";“n%?‘?m ﬁé’ds‘ég?fvhlle he current
onecavat farr logal deyises 98118 onfeis Teg rwtqrc@vls@ thgs &Bndudes that one

St %%o@t.ﬂjr lnisRley akbues rsf #w local and decrde%h@ub&ﬁt@'thd?bb'ﬂ?ﬁ provided
Tot devi to be ipnstalled in the

imt o
Auttﬁﬂtr_‘?'?eq{ﬂﬁ){‘?g‘?vﬁmg 8onditions s mof: ‘he total nunber Local
19imt of dethe¢esalL@lme13|Imerahareﬂjelmcal_iirm’t@i proximty

with the magyugs L@&Y'c%ﬁnﬁg‘équal to or greatérhﬁarﬁ ﬂ{eaLocﬁlJ mﬁrand the

RenDt & ! okt oA gegl (.:eosn alf 5‘ Siocal count?mgsglag as ex launed

sai $ORH8 tept &%Qﬂe g. of P >
previously. '

In this case, Local_count is set to the number of local devices currently

20 present while Remote _count is set to the difference between total and (new) iocal
counts. New counts are now: '

- Total_count: 10 devices

. Local_count: 9 devices
Remote -count: 1 device
25 - Number of master spilits: 0.

Thanks to the re-balancing mechanism, Alice will still enjoy the
possibility to install remotely devices. Without it, Alice should have waited being
back home to install her new portable player in order not to lose this possibility.

The advantages of the invention are as follows:

30 - high flexibility: a normal user is able to install mobile devices, and
o devices in a second home without any constraint;

- control over remote installation: dishonest users will be limited in
their ability to install devices in mulliple remote locations;
- Security: the solution cannot be easily circumvented.



the nethod conprising the steps, when the master
device receives an installation request froma new
“device, of: verifying that the Total |limt has not
been reached-and, i'n case of positive
verification, checking whether the new device is in

| ocal proximty with the master device and, in case
the new device is found to be local, verifying that
the Local _limt has not been rggched before allow ng
| ocal installation, in case the new
device is found to be renote, verifying that the
Renote limt has not been reaunlnmdsbefore all ow ng
renote installation. 2. Method according to
claim11l, wherein the ceiling value Local limt is
great er than 1t Hdetbad | fohgonptpiieg dasrorunhernph devices instglled in an

Vet hoﬁluﬂiﬁﬁﬁddDB&atrDc@ﬂé{ nipgeat0bast| dieNmadted dedice Wtd @haster device
the c ot a is greater than the sum

ue
of th e'E%f"ﬁl X%Sf\%ef ﬁeélg]gL"baLugls él nmt and Renote linit.
4. Method acedhei nigtal onuanlerohetafimi| efi Aevidest & de installed in the .
wher elA@tﬁdﬁgedrggﬁ%{n device is furthernore able -to
store current va

Local _count of ! '?:Fe&??%'e’%”mlfﬂt'ﬁc?bamltﬁaft g'cﬁﬁt% ipgiglied in a local

Domai praximityosith therroaster deyicaiankd t he naster device; and

the nunber Regnd IOMﬂﬁbc?fR YieC Rt IoR3Hedicb% IR hbRIled remotely
Aut hori zed Domal n renote rontsai d master device;

17  fromsaid mpgier faYifRyd furt her conprising, in case |
the new devi ihe rethbocosiptising thel siegd, whed the maatee deviee receives an

nmb I t than th
Local Teor-SRG o SRR et 21 oS nber of

devi ces i nst@rifdeg ﬁ‘ﬁ‘t ?%T%L'HB'?T‘%@P"@Sﬁ'&lr‘?ﬁChﬁﬂ_&“%| ch
are connect eg éﬁsetdilpﬁ)sitlvmemﬂ“d:ahm aheiiax whethegr thiet flew device is in

the MRSLELrARYH Gt 12 L83l Bldehan o predeter i ned

guorumo LocC Wwherein the new

device is locally i ngtcam@@ neMpARvisedaioyng he briasg!. Merifying
positive. that the Local_mit Makhesd beeorm@hoiged etdrai allowing local
4, wherein t’hﬁq nsangR of checking that the nunber of

devi ces i nsta 7 i'n the Authorized Donmin, and which

are connected at thi & e3stethernaw dayicyiniqumdtp kg femote, verifying
“the master deati &, Rérfotgl @ait @bs tid@bean mémaeusmmeaj;owmg remote

quorum of - thﬁst&l%?@h count, conpri ses:

- 2. Method according to claim 1, wherein the ceiling value Local_limit is
greater than the ceiling value Remote_limit.

3. Method according to any one of claims 1 or 2, wherein the ceiling
value Total_limit is greater than the sum of the ceiling values Local_limit and
Remote_limit. -

4. Method according to any one of claims 1 to 3, wherein the master
device is furthermore able -to store current values of:

- the number Local_count of devices installed in the Authorized Domain
in local proximity with the master device; and

- the number Remote_count of devices installed in the Authorized
Domain remotely from said master device;



broadcasting a di scovery nessage contai ning an

Aut hori zed Domain identifier and a random nunber to
all the devi ces of the Authorized Donai n;

receiving messages fromthe devices of the Authorized
Domai n contai ning sai d random nunber and an
identifier of the respondi ng device, said nessage
bei ng protected by authentication data; verifying the
validity of the received nessage§7u5|ng t he

aut hent i Cﬁé'n?&h%@#uﬁthe?ggra{)@gmf%Ea@th%h‘%w’@é\ﬁidé is found to be local

message receive evi cé of the aut or |
Doanal in cast hekiumepParhetlefounh s Qfbp! oLr 9ERAL 3 ﬁ’l"“q@ﬁ@' limit, & step
V%f'cﬂe&@ﬁéﬂﬂ?tHe%dnﬁbdr@@ aéwwﬂnstﬁl!éwn\m& Authogzetald¢main, and which

d
e T T
mastdetetheined guoramiofdhe ownher th‘FﬁLCQléFfd nurrber is

great er tnﬁ&etrh%h&fr%%to%mbni@diowgr iStpbd tétuld said checking be
Local _count . Method according to any

onPs§ecl ains 4 or 5, wherein the predeterm ned
quorum of the Local _count is half the Local count.

\Zh o ?/teelt E O? B gﬂ%ﬁ@gg{t&gcrn%ﬁgatﬂ léla‘ﬂg Q, Whe@iriihB%tep dfehboking that the

I'u
e b petaIon e At Dot 2 wlky 2 coppocted ot i
Atiink O IotaICbrﬁ)omﬁy withrils¢ ewdteoflevite i areater Hwumra predgermlned quorum

'stﬁll,gqi_t Elglc 3’8‘5Q§y one of clains 4 to 7, wherein

devi ce i Sb;q@ f; qng@ élséo%e}ynr%ésesrgggtcgn aining & Qﬁh&%\gd Domain

identifier and a random number to all the devices of the Authorized Domain;

receiving messages from the devices of the Authorized Domain containing
said random number and an identifier of the responding device, said message being
protected by authentication data;

verifying the validity of the received messages using the authentication
data; and -

for each of the valid message'received from a device of the

‘authorized Domain, checking whether the device having sent the valid

message is in local proximity with the master device;

counting the number of devices havmg sent valid messages that are in
local proximity with the master device; and

checking that said number is greater than the predetermined quorum of the

Local_count.

6. Method according to any one of claims 4 or 5, wherein the predetermined

. quorum of the Local_count is half the Local_count.

7. Method according to any one of clams 4 to 6, wherein the
predetermined quorum is based on the total number Total_count of devices installed
in the Authorized Domain instead of the Local_count. '

- 8. Method according to any one of claims 4 to 7, wherein :



| ocally; or the Renpte_count is increnented when the

new device is installed remptely. 9.

Met hod according to claim@8, wherein the Local count

or the Renpte_count are incremented only when the new
device is able to consune and/or to export content.

10. Method according to claim9, wherein the

Local count or the Renote _count are increnented by

one unit when the new device i%able to consune and

to export content 11. Method according to

one of claipg 9 c]%( chnt WhelRInbnidte ivhendelel aewt daticewss installed
installed reno I'n the Authorized Domain is found

to b@caly;lbocal proximty with the nmaster device, then

the Local _cgnkeimdtd B6lie e micemahtit evhicmethRenmyy devigang installed
i s decrenented. 12. Method according to

any SR®C&Y-clains 4 to 11, wherein said nethod:

conprises a step of splitting the naster device

functional i by NRahye chbiihgaftp aladrh US ewhersi thes plocalt ¢at or the

step conprising splitting 4@ Mf%e is able to consume
Tht aﬂemﬂt? coppa® NP d'g}ﬁéé%rr@{e ét rr}lt and etlse

currenﬂlovﬁie)@sﬂlmowntcount and RenDte count bei ng
between the two master devices. 13. Met hod

according to._clai n | ¢ th.

aut hori zed st |'\getg]?&?ﬁce° ﬁﬁ@kdﬁdé :?/l ce %h ﬂ%{ ll_%cr?a;??% o eb‘ o
i s | iRentatel_doontapr adetreeniehdy MNerHeE | when the pew device is able
Appary gP%ng% Siges dsatner device functionality for

contro ng the nunber of devices installed in an

Aut hori zed Domain, conprising. a nmenory able tﬁ, store when
cei ling val utls f bethodt frsordingato ﬁl]‘i‘r‘é’érc'aFB?aq oF i1 whgiein when a

devi g %%ﬁ%éé“%@dl!b@q{eMBtele At Aahérzed Momainris found to be in
eto nu

i nst 200akRFoxiRuty Witk g%lbelf,slg)gr? q[% |tce tﬂgl){ H%elhc’e‘“laﬁﬁgt&’étr's 1ng(/e;n2:eented while

and tHPRemote_count is decremented.

12. Methodacﬁcor’ding to any one of claims 4 to 11, wherein said
method comprises a step of splitting the master device functionality between two

apparatuses
said splitting step comprlsmg splitting the ceiling values Total_limit,

Local limit and Remote_limit and the current  values Local_count and
Remote_count being between the two master devices.

13, Method according to claim 12 wherein the number of authorized
split of the master device functionality is limited to a predetermined numbel_'.

14. Apparatus containing master device functionality for
- controlling the number of devices installed in an Authorized Domain, comprising:

a memory able to store ceiling values for:
- the total number Total_limit of devices to be instalied in the

Authorized Domain;
- the total number Local !lmxt of devices to be mstalled |n a local

proximity with the master device and



the total nunber Renote |limt of devices to be
installed renotely fromsaid master device; and able

to store current val ues of: t he nunber

Local count of devices installed in the Authorized
Domain in local proximty with the master device; and

- the nunber Renote _count of devices installed in the
Aut hori zed Domai n renotely fron1i id master device;

and means for inplenenti g t he net hod

according to any -on® tefal alirabamRdmaste_lihdt dfodeves tabe tnstalled

Installati onreorgotréﬁv%’ro%?&iﬁ?ﬁasit& o’ébige;AUt horized Domai n..

and able to store current values of:

- the number Local_count of devices installed in the Authorized

Domain in local proximity with the master device; and

- the number Remote _count of devices installed in the
Authorized Domain remotely from said master device, and 7
means for implementing the method according to any one of claims 1

to 13 to control the installation of new devices in the Authorized Domain.



