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AUTOVATI C UPDATE OF COMPUTER- READABLE COVPONENTS TO
SUPPORT A TRUSTED ENVI RONVENT BACKGROUND [0001] In the
w@amw/ 016t f erent types of content were di stri bECBUS2006/027251
using different types of nedia. For exanple, nusic was

AP TR, EPpaTR R NPT e ABARLEX MiTaa s

(Vi deo HOMTGPSBPPORTHRIRUSTEBIENVIRONHENE' satil e
BEXSkSé and pl ayed using a VCR (Video Cassette

r DVD pl ayer, respectively. The CD pl ayer,
DV t i zed . .
088 g P DR His LSRR TSR T wring cifrony

typpeof mbdial Fpeeoimpredhasic Wae IBHEASLISREoBp&RE Wised (CDs) and
devij ces were closed systens in which additional

Played wanga EHPlayeiotMpidon pighses wansslisribwted onNdde (Vidsedtome

SPaPEAPerhRTEh Rl VIO OFIR AR Yl (video
Chyspite Betorderq ve DUDD Phdpen respesttvely. . Bhe CONplxRS) VAR afd RS
nedi a players integrated within them Thus, the

DB’QTB@VP%‘@“&@@WB%@?%&% OPEymeTiecitomic dyiens VOVER Wesq deskgned
foggrég&ﬂﬁ& R A, CTRRY (GRS G Rk BYic dde@ic%g el Bfdsed
ecause conputing devices are designed as open
sypteatsf arwisEch aﬂﬁﬁ(brieﬂ) ?_ﬂhtwsmfdgg/_n{l@t(balmoéble%ﬂt Q&éﬂox@ﬂth%l&leclosed
conmput.i n vices. This additiqgnal software may allow
SYéEfgl% 416 ngf gﬁaﬁbw%mrwd&eawapf thecpostenhar i ng t he
en r - :
IREEE P o Tt oRENE; Conk il Werlodt Gy bk ERVBAD players
(ieq dlﬂpﬁbi)ragddﬁwir m}ﬁliet plapd;]raynttagm‘ced veithih edm. TR0 Fe domputing
order to accommodate the content owner's concerns,
AQViGs & RIaY i Fme t’n%é?VPft%afrfgﬁ eetyuBierslaranpie devises fgd
A e e
adsiitiorad softwearp b he labded or sheasonymiingelepicay. eThisafiditiogal al
dia. On rotection schene, was mandated by the )
SQ\%SYE}TB Hlaﬁiaﬁf’ rOPXUEAL icaPYdEnted cortertiang/of Mg theigpatent with
‘ . ! -
othER ﬁ&&eq&eﬁfeﬁeﬁn%@ﬁﬁ@, &mg&g&g@@n@&g ﬂé%daﬁphf@ledvﬁﬂg

the Content Scra I ng System to protec
camttmighieyicentogflayptas: cobwdnt.pl ayers were equi pped to

the novie content, but could not copy or_ store
0Bl ﬁﬁwﬁm ageqipRfate gt ogvne%ﬁﬁ%@.m% ghas been a
YS! P PESe i MR dRILYH At c&?ﬂ@ﬁ%ﬁ%@&sid;&l Cotputing

The conputer programwas theh published on t
ddwixtes ((mertinaffént refertedso ap digitibmediap gudatn premotcicansutingatevices

as secure players of digital media. One protection scheme was mandated by the |

Motion Picture Association of America (MPAA). This protection scheme used an
encryption algorithm called the Content Scrambling System (CSS) to protect the
distribution of DVDs. DVD players were equipped to decrypt the movie content,
but could not copy or store the decrypted content. However, a computer hacker
developed a computer program that decrypted the CSS. The computer program
was then published on the Internet. With this computer program, end-users that
had DVD drives in their computing devices could decrypt and store the movie
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had DVD drives in their conputing devices could
decrypt and store the noviecontent in a standard file
wo orommtieeThe file could then be easily shared ®ET/S2006/027251
ot her users on other conputing devices, thereby
corftbrt G g‘é?aﬁﬁér’dﬁil@ GRMlat. 91The BIOESRA R be[eggﬁﬂgha?&ﬁ@ B %ther
computing devices are open systems, song individuals
usegoon pihentimpuingatepices.ghegbe akcummtmg@‘ppmglmprstc&tmms

re designed t rotect digital nedi
10037 REFHSE PP SerPled ES el FafofioHiote Riiyidt °©
contin@hIBE hit@RptI6 TBRER” hRgiotettidiesdhenict MadhicydedRad %ﬂ?rotect
O herwise, there is arisk that content owners w

digitel medinown etster toi gpnsonalishprotest the Bigitad eesslial these phetection

co dev dates and.t k
sogRp B B RSB st R e R % fCipLSontet
owBEE WiH 8108 all@V eéktztlﬁl 0Bkt PRMFoddRSd G BekBinphehd Q6VIEARI

any of the |Ileg acts. Therefore, there is need for

Thecomsmahinsetesignd throdsk ofgrot havias asesss 19 eriaipeqntent impacts

end 100 806 SR 5865 ISP DGR FELL S SAT sl B,
Theaufopamhére isipebdtfor AREORd G doedes wnsdishely fnﬁf)act
periodical ly checking for updates to support a trusted
InnEeRAt EBHHEFE than :thedgogfﬁa% é«‘rheatﬁ ig vidleled In $0in¢ m@PREt i on
SUM update service is received if there is a
recomTended update. Upon receiving the indication, a

[0008}v I e paiserttautontdticiupdaiRunécdanich frooides b endiiptbfog
service_and saved as a pending revocation list. The

perpsitai i gheekipg friupdates & SUPROY RO FASERALTV iR Boplo rDuring the
perfi AR RARL AN B QI REAEONROL LERURALS &,

protection on a compu eV|ce
recbinenepded epdatanUpsosaceethdiie andicdtioanh nh\e\teiroo@ﬁon list is
pr ot ect on on@wre conmputi ng devi ce. [0006] This
dovepf aAfTYISS PR FRYgH @8 apes gé@w&ﬁﬂ@ﬁ list. The

[
perifili e ?%‘Z%*’Eé?%% (8 aab1 Sl 6 (B BB ALk b B fyatected
confemmaquestis s ngher ilevieb ofi@dtdetion dantdoinpukiay dbeiat ﬂt@sthe) r
essential. features of the_clai ned subject nptt nor

profegtipyp ProyidetSEe cwresst lqrsbaf proteshon og thecompuing ng t he

[008@0 Eﬁ%&&?‘&@% g%g?(%u% %&foldl’;?lﬁ% %Eélegﬁgl non e auds::r |I \C/];I
simpiified iforenthat aredudies cesdyéetd wictdw irethe DetaitediDesctiption. This

follow ng.figures, rein. like referenc nurrerals
Supgepy s %Pf}t?(‘gieﬂé? tdoentl}%/ I&Ygﬁawsmés%l%ﬁ%
claﬁﬁ?kl eQE REAY. 86r 8 %ﬁteﬁmﬁ@&j to l[)&%’%ﬁ]as %hg fa cﬂeténgnﬁﬂg the

'usttative ¢onput i ng device that may e use
scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] Non-limiting and non-exhaustive embodiments are described with A
reference to the following figures, wherein like reference numerals refer to like
parts throughout the various views unless otherwise specified.

[0008] Figure 1 is an illustrative computing device that may be used to

implement the automatic update techniques and mechanisms described herein;
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i npl enent the automatic update techni ques and
mechani snms descri bed herein;[0009] Figure 2

WO kdoasiwat es an exenpl ary content protection sSPECEDS2006/027251

with which the present automatic update nmechani sm
[0009} er piphuse b A8 Gh ek f)l@]éi caMéeft tioM dchbre W which
onputing device shown in ure 1; [0010] Figure 3 is
the@rgqeapmt@matw updade meekanissh 1fk§¢r39tﬁ teRuipit geytenioproegssédr

obal r at.i o |st by the present automatic
Wltg’ﬁgt SOWBB‘ % g‘ﬂfe%}f%vfll]n l]—éﬁgrlé 4 is a graphical
[0010PT EFRAEES DA ghbhREDI erﬁmmwrﬁxeﬁ{pmb%@ha el a global
revocation list; [0012] Figure 5 is an exenplary

revpmt@mflss@ asecHat thewyesset awieratiy widate mpehasissent
003} TRl 4268 L EpRET AR S AR OO Bl e oPl. O
1oaﬂn4evmlt1bﬁnﬁstthat vv| sh to process protected content
0&0013 Figure 6 is flowdla%aamlllustratln
[00d 2k npFiguge s %%@ﬁaﬂ%fw@ﬁﬁwec aay be ﬁﬁ%&@ﬁbwt&? present
oo i Bk RN s b S
mtarMai forgnadin applgdaabﬂd thaewzh ad paeeds Iﬁ'btet:tbﬂtcon&naw t abl e
use in _the _on-demand _process shown in Figure_ 6;

or
[0({1@1)15f18ﬁ|’f@9r1%a Bopdigerpmglipaialige am IRk pidsgas
auGHEAPhAINe BEREESFor bt AE WA EnCipTRHLR! - F cadabl e
conp IS suitabte use in the on-demand
[omnp c eﬁgxﬁdﬂ G\isna ﬂndelggmm iBustfadingGh ekegplaey Pracsssafof hypdating
di agramillustrati an e | ary. process for
a nE¥y W?}V@caﬂ%’? stbRtds w@ﬁ@gfgr S ﬁ%ﬂ%ﬁ@@% ErpeRseyn
in gﬁ} nment on the conputing device shown in Figure 1;
}Fl 17‘?’ Figure 10 is an exenplary nechanismfor
[0016F at Fixgpre B abaflowediegrami iinsttating aupodamnptarn pnbclesmﬁaml

nponents; and 18 ure 11 1.s | ock. dj a m of
renamgx%ﬁwawr-aqaé%‘?lﬁ ge%na%e t that m@bﬁﬁ% Hee 19dhs yfigmand
pro&%&%‘ﬁ%@n ], rL- D DESCRI PTI ON [ 0019] The fol | owi ng
escription Irected at an autonmatic update

[00h6E haFigme Pas a tﬁlpwadlagtgmaﬁnmﬂtmg-an@admplwy powpsent s i n
upport of, a conten ct on schene. The autonmatic

peri‘wﬁ%amﬂ i hreon Bt eoHbe Bused GRUiRsEnsie G4t
W&@lwgﬂg&ﬂgfqgﬁgqm protection needs of the

content providers he automatic
[0017] Figure 10 is an exemplary mechanism for locating global revocation list

updates and renewal components; and

[0018]  Figure 11 is a block diagram of an exemplary architecture implementing
the periodic process.

DETAILED DESCRIPTION

[0019] The following description is directed at an automatic update mechanism
for updating computer-readable components in support of a content protection
scheme. The automatic update mechanism balances the ease-of-use needs of end-
users with the content protection needs of the content providers. The automatic
update mechanism operates in conjunction with a content protection scheme based

on trust. Trust is established by having the components adhere to content policies
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updat e nechani sm operates in conjunction with a

content protection schene based on trust. Trust is
weswablicshed by having the conponents adhere tPBPCTUS10061027251

policiesto ensure that they do not perform any action

b t ' . ; i d
B e e e T e
coffBht ftbRdEr MAOBEGehitnd AiteriidherRht WiMtRprsteps apsinttatalicious

content. The automatic update nmechani smthen revokes.
acqelyetor the sentent Qvres preieeted canignt. el sotiRalif URgismechanism

war.r ant ed i I = j
LA s PG OB SO BB Whiii ShA bl
attERPRAs eifomalibslyRncieablish trokiwointhintes afithe retdked ephatiter-

mechani sm perforns its functionality, prevents )
reasigble peBPENeo rhbe GPATISTitnyhich t@(ﬂtﬁﬁﬁtl‘gﬁﬂ’%& BRFPAESR s

. i i of
pefibrrh s AhPhGEILPProt G TR LBk HORFSARNGR BRADRA, ©
vuaepdbilitiesio tieh rotectior deteentt fohen extendrdaimriodtof time gdrticularly

This is achieyed with m.nipmal |npact. to end-user .
for eomtant gslpased gfterathe gupiod it diseoveast acihe é(}lﬁﬁm‘i’ilﬁty fiked"his
is RSl 'vﬁt%ﬁﬂliﬁﬂ?ﬂﬁa?atc't AN fset\BhSHEOMRE Idee it dRld®a in a

concept that operate I n various conputing environments
legiinatennanee Spsific bepleme@A6)s ¢Fi the petomnatis update concept that
illTustrative conputi ng devi ce E hat ma bebuqs‘ed to
ODPHFEA BrBHCUE FRTBNHE S OO TR B LRBRH Y HrEabehd
i hﬁ{l*ii%g% 01[‘%9 Sf ﬁl'l&%%tiﬁ@ E&thPutinE v REShAThAE u%é%&loa

evice, such as conputing device 100. In a
imypényenid el antaroatid gpdast feomiqums mpd herhaniems desctded herein. The

svifbe 55180 FEPBH P icopae A PGS e G b In a Ve basi
co&@%ﬂg&bﬁ%%&hﬁ%ﬁ?ﬁg Al %P 0Q typriip 4hd 18O Vo8 EonSHDE&RING unit

e volatil'e (such as RAM, non volatile
100snd Bystem RGivhorfyl Heh Deprodipg ontthe yxast cerdramraitmbingdypoal

e e SYE AR 0 VB SL FREe
votite (¥ hOROA 1 RHGAERBYIBE) of 30me EBMblHAGRLE R o,

autormatic update nechani'sm "the operating system 106
Syisteet mdemrphed gipicablyencodgscomanmestingGysten idepbesrenioify a

h d 142
oG PRI A9 EHY G ORI Jedr d O Oh O s
au‘rfr\éetjg i IARSAEHIRRND %@éti%eritt}% FdleHTBIG fckideabee or more

anisminteracts w the content protection schene
contpemnemte #0 for ingplérhentingrecedntan pratgctiontsckerhe gind one more

configuration is illustrated in Figure 1 by thaose. .
cEapBReN S ok Ememeiihe pieds st Sethatisi ARy be
degseméaﬁoei&% B Yuidmtic gdhik inpiBhnibAahteFRE With the content

unctionality. For exanple, conputing device 100 nay
pratestion sehleonden teohdier fosméng itatuactienatisiy elhis basic configuration is
illustrated in Figure 1 by those components within dashed line 112.
[0021] Computing device 100 may have additional features or functionality.
For example, computing device 100 may also include additional data storage
devices (removable and/or non-removable) such as, for example, magnetic disks,

optical disks, or tape. Such additional storage is illustrated in Figure 1 by

removable storage 120 and non-removable storage 122. Computer storage media
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devi ces (renovabl e and/ or non-renovabl e) such as, for
exanpl e, magnetic di sks, optical disks, or tape . Such
w@eowroiweeal storage is illustrated in Figure 1P@yUS2006/027251
renmovabl e storage 120 and non-renovabl e storage 122.
ma PR eSFol #1160 LAY BoiMRILAEB¥moREH1E dBd Yi6h Arhb EabidBhedia
nonvol atil e, renpvabl e and non-renovabl e nedi a
implempketed it @y nathad pr tashholegy fon sengo b bigforhatioss schge of

i nf.or mat i.on uch _as,conmputer readabl e instructions
coriie! Rpgding o Ractiops ded Wt ier. REBEAR Bog s, gn plpo? dBte.
Systt in@dih 9 0L yredddable 80N @D1 20 SldaickgRmbiabRREbrage 122 are all

non-renovabl e storage 122 are all exanples of Conputer
examemefecomiia storpgismedisndiinsrcospota gtoraaaiinadia intludrss but

. but. i.s not, | . EEP flash menory
is ngy igfid rto’%‘lﬁ%%‘ CehRb ?3% ﬂ%%ﬁry%‘?e£|m%?@at ile
tecEdkgy, (MROMY digithleverapilé 8Rks @Y VYDIGE otheBGhRIal Storage,

cassettes, magnetic tape, nagnetic di sk storage or
magdiisrcapsgiiae fpaensiiolapgemagnaticdisk sieragpgr ethpemagesiicuterage

. Lo : . . g

deyiictt B8 bR AR T Shf DRI Sl e Rl TR R

andswhithecanpu bedesstlbya@enpRitigaleniy 100. Aay tuddf cotgiitasstdafe
uting device 100 nmay al so have input device(s) 124

Conp . ; \
mediadpaYRe RaTyplodevece Yihuedmpiing degiced 00mpait alae baeeinput
e UDNNIR (L84 B, Bl Pl SBVLE RN T, KA1 SHER BFice,
etcl MuitpdeldvicdBes2 dehias adigrley, wptdkeksh printer) etd) ensyr 4lsabl
. need not be discussed at | ength here. [0022]. Conputing
mCE@@g-c dhesselefiggs éqes%elg%mﬂva ihthe Srirand nesd pehbec%lﬁﬂ@éﬂ #ns
8 ddat allow the device to comunicate with other
onputi ng devi ces 130, such as over a network.
[0022Mubapuiing dedcsn 00 mapn @Ep cdAfin sommanexasptenettions 128
comuni cat i on nedi a. ., Comrupi cati on nedia may typically
thapal eYIFeRY COBRPIHEC With ol omRUtRE, A viestsl SVeisch as

r . r{~@t; LNsa

o L Cprb AL AR Bon (12856 BRI o1 er
cortunanepiel mediah Lvingrmniaaibn mediachesy ixpicallnbe embbiied by

delivery nedia. The term "nodul at ed datg si gnal " Heans
cOmgPUlplyizy O AT A TS RO TBAGH B L OFSE G 1 2
moﬁ&l%xteﬁrda%%%?,dsubﬁ a$ 4 etrfer WRRBSF ofSr ErQnsgﬁﬁ‘%H&hanism, and

Informati oh 1'n the signal. By way of exanple, and not
includes tmyt informatiomaaliveary meaiia. Nk ®rmicladdbdedvate digneldinacans

such as a wred ne%ypr or directmﬁreﬁ coanection, and
a signpldhaihes QRG PLMOTR9f e tstigs sqijer chapged i gich pymanner

as t‘atelﬁ%dé"fnrﬁgﬁﬁén TP RignGP "BY Waly JreREIARICaltPAbdirkidRidAe
any avail able nmedia that can be accesséed by a
cormmupishBon mBfiavasiudds vexedpledia sanid ana wited metvadrkam direct-

.C ut er. readahl : . .
w1r68 rcrgnnec‘uon, an: w1re?ess media such as acoustic, RF, infrared and other

len

wireless media. Computer readable media can be any available media that can be
accessed by a computer. By way of example, and not limitation, computer readable
media may comprise “computer storage media” and “communications media.”
[0023]  Various modules and techniques may be described herein in the general
context of computer-executable instructions, such as program modules, executed by

one or more computers or other devices. Generally, program modules include
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medi a may conprise "conputer storage nedi a" and
"“communi cations nedia." [0023] Various nodul es and
wo e@inigees may be described herein in the geneCHUS2006/027251
cont ext of conputer-executable instructions, such as
It e or
L S A e
particdbuelksoer impdanent rpolglcaﬁt abgtsicedats typﬁ@nﬁbnmprsgraﬁat a

tructure etc.. for perfor rtlcular ta r
mopylst ane e e ks Sreclisd s Bttt ¢ gidel{and
excdRliRe! fPhHR G h @F AN thabRige ot Kﬁleﬁﬁﬁét-ﬁﬁuﬁfé%ﬁip@l%é‘ﬁ cRRutive
code’ or may be downl oaded and executed, such as in a

envfonmeal. Brpihdlhe thy ﬁlucwﬁmah}wcsﬁ the pragram m@imq:s ey be
ec n a the, fupnctionalit
corpBE b ST RS Ny Ve R P AUt dh rpgaealptiaf of
thegkembalds bid WehhiqUés rasPBE sioRsd ¢ oﬁaﬂsm@dt&mﬂ&@tsbﬁﬁ 8fm of
t hese nodul es and techni ques may be stored on or
COT@W&WSW@Q@@W@W@SS some form of conputer readable
[Oﬂgﬁﬂ t bt gﬂuspagg %m'boéh%?eﬁa% 3}' e%o Ql?trpe%gtgérg%theme Wlﬁl

protec on SC ene w
whithitbepidsentsetdhaticipdh@ itheNanBin m@y ﬁ{t&@&t tbPréreciicdatent
content processed within the c uting device shown in
proppsged ithin the coppuiingdevien &homrb@gﬁxp‘gu@ult diretvervieipothe present
ne
o PR LA ALFEAGh bt A o 80k RIS LR
enfblv@s itk bsduniny fdrithessntaft babel @il utustw @ tdadk of tRIupafrIirs

t hat have access to the content. Different enbodinents
reagable ﬁ@ne@mﬁnéﬁ@abh%ie@equwp thewententra1Emeniismbodimends of the

cong&# E‘ot@& Qﬁeﬁglﬁm‘ﬂ;eﬁfabﬁg‘?ﬁ@%t ‘f‘oan?é) Q(?ﬁé\lct?llr %Se’l%iable

eren ThanRer ne enb may be

coriperRdtsain daffemﬂtansm@m N dneehiboditaenshehearust by e b@tdad on a
binary is signed by a "trusted" authority. Once
codersighing éechuaiglip Wherey | trysied iz as signedhad | @ussgdi a%horlty

On&?ﬁl@%{usls ¥ eg&gfl egs'g%%p S%MPMOI%IE&% ﬁ}%ﬁ% egl{amsm Emrﬁqes to

conputer-rea onents 0] no war r an

revbk&l’&fe trdsh faddidputen-reddableasshpontnts thipdatnet washaiths fust. In
npts to re-establish the trust of the revoked

ad%% &la%autp@aa%v@tww attgmpis do Forpsiaplishibe praod the

j I t
re BRI R TREHGLE T O GIAE e M S0 ke
mechnmisaniaeliaoB it the comentcmoteetion pehehec tThefoHehagalissudsion

t hen descri bes the interactions betvveen thi s cantent
desgrbgseRne Prpaskmentdon g contentprobicsien schasery fi@a Aessribes the

mte[r%%i%gk rHns QRGN ARBYR o sEHALR: fhd! th%;1 ﬁﬁfﬂﬁ up@AE
msnt or a content protection sc

meclemisemt protection schenme provides a protected

[0025] As mentioned above, Figure 2 illustrates one embodiment for a content
protection scheme. The content protection scheme provides a protected
environment in which digital media may be processed subject to its associated
licensing agreement. The protected environment attempts to thwart attacks that
attempt to violate the licensing agreement by limiting the ability of the software
components running on the system to access the protected content as it is being

processed, by limiting access to memory and execution space, and the like. Thus,
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envi ronnent in which digital nedia nmay be processed
subject to its associated |icensing agreenent. The
w@e@vecteed envi ronnent attenpts to thwart attaP&BUSIvAE/027251
attenpt to violate the |icensing agreenment by limting
licérﬁﬁltgah%kée'rﬁeht%ai RErROThe Wk e SFRRRRRIS deik BE whicH e
systemto access the protected content” as it is belng
confend qeysteaiprobsssed, restiipighanwwber afdimesrtbe postrut rmaxebeplaged,

e, and t | i ke. Thus,l|icensing a enent s t hat
res BE i o8 it e D A P e PGP BR 1t he
enfoRRE & BecARY tREcHAR PPS8Hion BRNE ﬁ@terhf?@ 6 BiRgde Protd HRS

the content may be played, restrict the nunber of

envijosEent toethe digitah medtay thedemn prasertedhenyitonmeint lsaalsarset o
f%ced ?18&%&?%&5 he content protection schene

e
refgtr{?erfp?rgtetco pI‘OVeI € a protected environnent to the

[00d6Di t B oveRdied, tHoteCleeRlRoRAER hr&MES DIWEIT adansBbSiBide
used to refer to the protection scheme. [0026] In

aftaslee Fpich gre eempting Ertielicligensorsresrness.ovhelpotectedral |

enn(RRAL e ieaR L BRI Ro ol WO o R
and akérvelesode tdietndd 9 BPRRAOR HT kst lenforty Sl -HEEa INEEIY 1.

space 200 and a kernel -node nmenory space 202 of system
Thepediacompenspls e eoniiggndria procesheoniertithat aspdrdadspsotgeted

e R S R

corad (¢.g.aPlagnRewind, Passts Write o5 OVI-ROM efildtBordity ftead of
.(e.qg., Play, Rewi nd, Pause, Wite to CD-ROM )
dirgediychendhis ﬁﬂ@wrptﬁgﬁeé genignt. dihequetegted spuIpRGeAtiso provides
o ORYSER AN JAREALRL o, AL SDREALE) e
[00e7pt Taackievetss, theprptotedehettonnsiterbvidpO8 2kialsipeline 222

achi eve this, the protected envirgnment provides a
thahgefeatep Wk AEsyIpodpirtesled Pipesss 79 hilhe Brajecdsd prgeess 220

20 T RS P RE08 21 s
Maapglectablip sofitdire xeguting in thbseepropessed (eqa) dygtensmbtevare0
executing in these processes (e.g., systemprocess 210
and;f, efd¥ﬂ%‘?“‘b“r%§é’3§§%§°t_29§8°}sséléﬁwpfﬁ&ﬁcgeé‘dlf Gusehe fhemdived
. C
R R R W OR i e
if thd mbdie applicaaioa@1Ri attetiptsto Dictead proteta] domtqut abe swedia

rotected content, the nedia lication interacts
aPR%iC?"P’Pnt RETRRY i""ét%ﬁglﬁ QGBW&IE%@%%BBP BERssSs theprofecied sondant.
If ﬂt:ftﬁgxio?%&eéi éanll‘tOHﬁleH{ & gg—{ﬁ gwgl%\lthé%ﬂ%%%g&tgo ee @Nﬁﬁ@nent

onput er-rea e conponent
needp thabedpdated; anbatent ershldr énteifmiec?XBas es@R 8Biisfly slestribed in

Brjefly, described.in detail belowin_ conjunction with
detp b%lp iy copRacte i FigHs B b SPRieat sbler thterlace

encapsulates information needed to perform one of the actions (e.g., updating
revocation list, acquiring license, and the like) for processing protected content.
The media pipeline 222 performs the processing of the protected content.

[0028] In addition, the protected environment includes a kernel-mode
component PEAuth 242. In overview, PEAuth 242 is responsible for checking
whether each of the components loaded (e.g., bad.exe 232, other plugin.dil 214, and
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encapsul ates i nformati on needed to performone of the
actions (e.g., updating revocation list, acquiring

wo p@enswe7 and the |ike) for processing protectBdr/us2006/027251

content. The mnedi a pipeline 222 perforns the

badD RS 554 201) ke QP Lo gsﬁ&@s. OPBhEDE the [cg%glégﬂtg in the kernel-

addition, the protected environnent 1 ncl
mode 202 llsumai@stcdrfpgn datDABEALRYR 224 PEAtn 242 wiilknot 804t h

0 S|ble for checki ng whet her each of the
Pm%‘“o‘i%‘ido‘%?é‘ﬁﬁ“ﬂrﬁ 8 . bad. exe 232, otherplugin.dll
[0020¢, mem M8y d%bé&nﬁf&“&rhe’ﬁﬁ& cofpdteeFeARBRAEY chents fare

one of the components in the kernel node 202 i s 'not
trustedibessd opéhgr asssal@tadl derma,m)ertlfmutdm tha zlgmcﬂ bimages,

on Sy WAL BT D el Snc Pty 37 B sonidte shossblon o

coidpénent pak@thRasRe, PFEAMialloRs moﬂlﬁﬁer%eﬁﬂ%% l%rﬁﬁ&ﬂe%to

certificates on the signed binaries, on a gl
loade ¥l bQWF‘YﬁL nmwnmumr-rgmm) congegenitripes nREpask fchls hbeck

a a one check, PEAuth
PEIT M 6ldL MR 1 P AR AR BR > The sk S B e o'
intGGwe\2eB., Thb applmuh 6¢ thef 2dafihRed RONRIL 0L 51 BTcRa T
this check, PEAuth Erow des status to the nedi a

endrayT resarding thetHaiust dhemedin applicatipachise r@quww eRdsteps.
mté%a%e%ﬁ lt g?ﬁ tult}9§4i i I’L&l v uéé‘?elilg %tleg (gcig':gs is Cé?aaegd_ and
wheheven® dbl&paﬁlﬂi’c hs‘:l@tad&hm&i 5 Prot@AiEHOGesaN WMﬂPEAMﬂh&s in the
interface 228. PEAuth 242 is notified whenever a
Prasestal deasingrt sRraRuier-seadabls cemmpanentuifehathiaheeksafifsonent
assbgla{eﬁ%vdlﬁldth% %B%pﬁ Qe{cfégfeeé% ) %ﬁ‘t‘:tﬁ 'se€ V%ﬁgﬁhp%létﬂ]e 1sshstted in
rocess o a co er-rea e €O

the%m Pevobgitdeslisa af rdmka&socu ated with the
onput er -readabl e conponent. to see_whether the file is
[0030k1 e dn pAdiiRg, e salalpon@v dleelf M beichecked tp sqowhether it is

hst%%ectﬁué: éi&aﬁdeqﬂot:é\t/\,ﬁﬂlt tle gxt icf r%%l{eﬁ%lflng%h? global

to see

revoeativhidist, arprbiest forl ﬁené\hmganﬁmﬁ@nhentss péﬂ?&krﬁd W dddtribed
t he gl obal revocation list, a_praocess for_ renew ng

belpyyn celaﬁsaﬁw@nwth Figue BoBrsdy. descbectin dsél brRlpwni n
cof BURASHIPEES, the gbE RrodkbE LVIcAATIARIE,

compaeotst catifitated) thaleme hdt testdd e determinatioargievideli fems to

. rtlflcte that are not truste The determ nation
incgyde yifhin they ﬂ%altr%voﬁEPlaa@ WX‘PﬁPPfgWG byiseeamefocat i on

mdwlaﬁalwh@?eaﬁﬂs rg§ﬂsﬁglg§>ev%g gﬁgfmgﬁnm iy %@éléed #BkS

team i s responsi ornation recel ved

prof¢oteth qantine otvedrscthetiateinayumel® otlidn @ourvée rBaied oarthisor
ot her sources. Based on thi sﬁ _ o

information, the team determines whether the suspected item violates the protected
environment and determmes how it violates the protected environment. The results
of this analysis are then reflected in the global revocation list that will be described
below in conjunction with Figure 3.
[0031] Figure 3 is a graphical representation of an exemplary format 300 for a
global revocation list used by the present automatic update mechanism. In general,

the global revocation list allows trust information to be stored in a tamper-proof,
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i nformati on, the team determ nes whether the suspected
itemviolates the protected environnment and determ nes
whow7/0116¢7 ol ates the protected environnment. TheCT/ES2006/627251
of this analysis are then reflected in the gl oba
eas{I§\iPaRLDIRTolnhaR! T BAS ertbbdinkat, S foinBEIHBLRWed Several
conjunction with Figure 3. [(3031] Figure 3 is a
sectjoay i cont sectipn 364 ranxtansiblt seetion 284l renegwilmentadn 30) and a

sigh oo O T Bk A sl B AR oL SBiaica o
proRIQFALeRNobk-3h. ol SXENAIEURE chif REHEH 3ENmbP bB@rginPic@do

in a tanper-proof,easily updatable format.” In one
thatng bréiakeeecur ithdefigformatigoand mey bd serteskvBriapllews o koms!

a_cor ection 302 xtensi bl e secti.on 4, a
corfdiRhE o EaL bg el 2 AR aT, dRPs e s8¢l e
corBp Grivng eseHot BEedsi®Glatehe SIBmeHbnBRYorE ®ePplablé Hadde ik

provi de efficient |ook-up. For exanple, the core

infergpationn The Zlehal rayecaiogdift sewbe digitaBy sissedbbe alesrtivetsr

in. i nf b . Thi l.ous. a
syt hfingt S e Aty Fonhd £ s BB S gt o
thei ghélnl R@BBRALon [TIUSthérTernks Aely RoeRRIC bt fet@e Sedtidhs Ratd

to parse the information before being able to use the
otheneQsrasnending sutheeclpobhaln 3dditinna piben fqrmets ragnbearranged
dif 'r@ﬂt Ily signed by a certificate authority in order

O énsSure its authenticity. Format 300 is one exanple

[00B2] maCotodectitie302 Dlohldek esv@esisubRedtiont: a h¥dder 3f@ramat s
may have nore or fewer sections with_ other

reveeptioadis Abkegelompoperts §AS. 2 Teyosmipntlish AL ustmerder or mat s
coxﬂﬁ%rfeagseﬁf Q?&%g?t%sl{] 1{1)& ro?@%:ﬂt?ﬁcat[e@@%ﬂangglf‘sé ?gﬁ{l%t&'i] rc?bqg326.

S gevera sections: a Hea

Eadteyfrhede sub-skbtidns ofillk@rned desoripah@ngrsatd2dstai r evocati on
of user-node conmponents 322, a _revqcation |ist of

(0033F 1 Fieadir g 053 gt & VeTSiqn Bmber e et [rapEeboghparameter
31 E Ao drs Herap R BES] ¢ AR At p el SFET TR PR 17

pardgietdr 8 stondsed tidd 2t whichdhe globebeobcatian disetves ciddwkd. dhe

process rest artgparaneter 316, and a tjne garamst er .
versipg numpsr ¢ { frgpesifics patuspbes for e ypistonpofitheglogal sgrpeation fist

(LS Brctl 05 Bkl Wt vl Blorf K FibiisAOF O SUERE"
312 suaedifiednThe sérsioiunbeEath id used taemsaye Ghodmhputing systems

revocation list is publjished, the version nunber 312
tha grocewiTPEated TARCRIANIcPY HsheHoRms Satop Sisprotscisdsigniont

Fo Bl ARTRULL RIS SO, 1P W02 5L O L G 00
of thefebal revboaticendaspHewev big iftthaparhée ngmpytitgesysteaynde desires
to 1:\)/121}? \éVingf-IPe?R/tigv% rn{ao%ri]é tﬁg i’erl]}gP\e/re- 14\7&9 ?no%?e (i.e., protected content)
may specify that the computing device use at least version #8 of the global
revocation list. The process for updating the computing device and getting the
computing device trusted at version #38 is described below in conjunction with
Figures 6-10.

[0034]  Force reboot parameter 314 is used by the automatic update mechanism

to minimize the impact of a version update to an end-user on the computing device.
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of the global revocation |list. However, if the sane
conputing system now desires to play a Pay-Per-Vi ew

worowi7@1166he Pay- Per-Vi ew novie (i.e., protectepCT/US2006/027251

content) may specify that the conputing device use at

This§@adhikREY Iﬂﬂdfc‘at | nwttﬁ ShHoPRAb GVRERREN 14 RhethdNBry of

process fo the conputing device and getting
thetaldé1tmnsrpumerrgvmuom hsts B384 fert thiseregsiomre#®ke 8 component

describ el.ow i n n nction,with Fi ures
thaf GO Ebr 8 PEtEBR ey Etaibiey s PunoBi Fhey hifg tself by
ren®HERECHYRIARS o!imlba@éli ﬁaaﬁles’mﬂuﬂhaﬁﬁhg eodéms:&no@ﬁera
versi on update to an end-user on the conputing

modeleiand .tHen mlp&hag itsadl ebhusy “lidiied aefersgovihg mabitigy 6bsoganing

eboot anpter 314 et her .a of th dit ons
teohiigdoiRcg BRI B oripaen g oStz s Bing nety NP Fbie-Riiuid
dods QTR BRRRE ahP3bmPoktas tliat s@érhptafhd BidehREMOtht aadathtic bpHate

exanpl e, a conponent may hide itself by renoving

mech@eqnﬁ maryomdatel thg tevepatidndisg éﬂthﬁ@mbe@ﬂng)ﬂle lspmipHieg deviee.

|nt anot hen i n itself,
Aﬁ?ﬁﬁ}%datmﬁ la? ﬁedfocal, %ofle }sg l{%e alt%ﬂglaflc i} 112#&: tn%/ec %&1 Sai %ﬁ 8ssured
that Sehiseistets o tikedd@giutinb deioBROn@N bt e ne®adedon.! In thixe
new gl obal revocation |ist does not revoke any

scenaiphene Of thatcorppiaenis Hsted ihenpeof the éﬁrwcattqnellsaw%a% 3
t
not c%gt% e%[ %Pbiﬁ%ﬁ?ﬁlg%@%}%ﬁ%&: LE)%&%%QC%%E!S%&#I %E asasu%red that

thetd@ﬁlproﬁvmaﬁsmlba&&ﬁ the automati c update rrechanl sm
can be assured that the trust status of the conputin
[00381i cHomsvapif the n@Wél‘Pifé\l\/fW@Pétil%h istidges Frveked epmppRent

o B85 PO A, O R
thaﬁt]ieQﬂ@ddn(‘cwmmeﬁt 16@6h§tﬂ1 palah yvdieafes sh etelhit THehelore, a
nponent was not | oaded. [0035] However, if the new

reb@pblﬁ Aecossyydadeisat the biddes eampanaite Lothe sawamaent thas gides
1tse31t %%F{EEIS Qe Wb ohdit etlhfe c&gﬁggnén? A de btl(?%g@ E%ogg'g)tﬁhﬁg after

ate nechani sm can’ not sure that
thegobgan Eltwdver, libthe $birpbném dxie Bermekmodatompondne, thenewal .

Ther ef or are i S necessary to det ct the hi dden
corspRRsEh Bl be ﬂ‘fadﬁg %Télﬁﬁéﬁé‘?’f?g PRforRIaE Y} pg%«'fﬂ? ovy grojected

I onent, the conponent wll be bl ocked
Co ?rgr%o:ggg)g?%gggfter the reboot . However, if the

[0036hpoBeniuse snanyksfithetevorad®ns tisted e the, revdvation hipis 320324

will be | oaded but_ the protected environnent wll not
revgke ewnpmn&ﬁ@aa%%ﬁlaily Bseaé V;s?lseg% Bgot mpleippnting a

PSSR RN B USRS himhes s o imes
that thel ddeipusink \deerd esdsao bie mébaiomh This preatly mnhmnmm thag a
negative impact to end-users on the computing device.

[0037] | In one embodiment, the force reboot parameter 314 is implemented as a
counter. The counter is updated whenever a global revocation list revokes a
component that attempts to hide itself. Using a counter as the force reboot
parameter is helpful in the situation where a computing device has skipped several

versions of the global revocation list. For example, a computing device may be

currently using version #3 of the global revocation list. However, when it attempts

10
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feature correctly, the force reboot paraneter 314
mnimzes the nunber of tinmes that the conputing

waleairoelepeeds to be rebooted. This greatly m nPei/BER06/027251
t he negative inpact to end-users on the conputing

device. [0Q37] I n [ f
R R O e R e AT
protSotstPebi&d nviesiruEy tiat ¢lecdomlputiay devite om bilytproessoties a
conponent that attenpts to hide itself. Using a
projenier eanteny if #ds RERg BOIFIOBFIP 0§§}€a&¥e‘?3§ Feyasaiien gﬁfu |If th force
t he si | ' | Ca; i .
a0 APy oK 561405, o BRgns
deeisanial €ail & esailishitngt steké casionyt]1béevelir Thistrhay osunif one or

version #3 of the gl obal revocation_.list, However,
magA éﬁthetveﬁl@@{ﬁﬁﬁ%lgsﬁ"' §Ee%§§*§ et fr fﬁ? fRrge fapgot arameter
S ag[,e ' '
3180380 AR dfelitfeddab S YR §Wh€5€&t%é Rorbdifboot

ed content nay speci he conputi ng .
pafi@witaa 1ddn tiondtiepglobalgsvddatioplists.ahe edtonmtic eptatieimdchanism

usi ng version #10 of the ophal, revocation list. If
wauikbe BRaveare 15 et éﬁ%‘?eé\g‘!l's_ AtRRH%fe_gPr‘gﬁl%gm Bli?ttel%qdn g a
engfgfﬁérgﬁts 1§ 8P havd (E SRR bbRPokiaY ;ld%ﬁedli'ﬁB WBidg 4 @unter,

f
trust at the version #10 level. This may
the@ealug of the enenter imthe eewfglothed ravecaticomisst (nearlsi easdy gampepd

specifjed "yes" for the for eboot . pat er 314,.
willhe yalugiof toaeyee s ipr eigpel TeRPestist bsind e ABCTBYG
up'iigt% rﬁé&h&ﬁsﬁféﬁﬁ%etpﬁ)ﬁ@é@fﬁﬁoﬁ%ﬁlé douhiees @tcfeer gl obal

revocation lists, the automatic update nechani sm woul d
[0038] un dBkrrestuht phranateidtmasbneweddy. thy\eviematic cebpenémg,

the protected environnent would still have the .revaked
Ul AR dBD B BT (RGOt VT RE RGO aF Se

LoldpubiR® dBERe TR 8dmp&eatatib@iTidd if tthdPyobRion lists
us‘gﬁ%&? gcggﬁlplargd with the r\r}gl ue of the counter in the

320r3drmayt bbedtegaiasddnioghrek icktssesTH e Neontioakigives eqrapanents; 2)
nechani sm can then force oot i.f the counters
Matoipay e peagcommenr R ) M e dere il s deuy Te
GiL ' PRRGE) LR RS ANy fhallingher
ﬁ%yﬂ%%egoér g&%ﬁ%;@@ of a’?/}g#%ﬁgn Spdat e tgmgn@endlﬂltger
seourelyhimpbemgnita fegtudewitb i, thd hemporepd nEnhersfarelcheseftyess dfn
the revacation.lists 320-32 be c orized,into
coRaa s Sk SRS e i o TR s LR R padb b
t lcla@% %%géﬁﬁEaHSD%t@ﬁ RPPRE the tAREag edYBlti BtRikfied with
ernel - node conponents. The first class, non-malicious
songnyperefpetectedniantdrity Becrse these iypen 0hsampanentsAre nagicioys,

: i npl t g f it hin t t.
S EELY o SRR RSB S M coPerert
[0@?§]e”pfhé Rshidfrihers el ¢/eay vd hgediconfinetias withtHe fdite d

C

ass are specifically witten to violate the trust
rehgoteranmmtendisiotol idemify wittether a reboot is necessary, whether a re-start of

—+
pd

the protected processes is necessary, or whether a renewal of the component is
necessary in order to establish the trust at the level of the new global revocation list.
For components within the first class, the automatic update mechanism can meet
the requirements of the new global revocation list by renewing any of the revoked
components that are currently loaded. For components within the second class, the

automatic update mechanism can meet the requirement of the new global
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sonme type of protected content. Because these types of
conponents are malicious, they typically attenpt to

whpae/otteensel ves after being | oaded. [0039] TheCT/ES1086/027251

par aneter 316 may be used in conjunction with the

re\foegcﬁﬁl 8B oLstRBNA @%lﬁé\lﬁ%&dtﬁoéég)@ ng Eéaﬁsé‘ﬁ%%trtgﬁ%keﬂ malicious

reboot 1Is necessary, ether a re-start o
usqrrmodectonthopewicie sy then e pretetd process onehthiepeoteated pnensas is

.pf. the conponent i s necessary in der tq.es is
ilfeg b SRR Wb s BFRERIEh b i ety 15 Binethe
prdtéciéd proBéss GORRANGAL the WhdlRidhs bB&-thbdSéorhpdrsat 1i§tB& in the

aut omati ¢ update mechani sm can neet the requirenents

updited glebalaareatibalist wilbbapicwvented omblpadingeRongorapynants

il R e BRPARERARS bl RSt Sl B e o
thefagiBb e RatisAlisEsy fobebtitd e cEABIINBEtcOhs &ifaiReIV

gl obal revocation list by restarting each protected
abgyredorths. fore ehns perignatenddied mal i ci ous user - node

OGP iPe LAat T RGNS BHBR3fe B e

cogemadentd irscorjertiohfveigt thedbite kédobearaBen 31 6€ For example,
_ftgr otected process is restarted, the malicious
1

8 &roprisheocrmpoaiEn lillldi¢a§q5ethati ihismRenessereritp whopthe
cobGIRAALR Wbttt e EGPAC LRI ARy of o

palapfbedr €o HEeiainG SWhetie I8 @kcdshay tefpdiartefie protedted PRy cBS.

gl obal revocation I|ist bé) rebooting the conputi nC?
Thigealiows thesendiwiess 9epnsiBbe b mugothes applinetieny g owor

rBSAATSA h of 3R 0080E) SISBALISO: A ORHERNF .,

prdcesse ajeuastared. WhideffdreivigrarRirhebotk ipphatetied eilfsers
if the force reboot paraneter indicates

For exanple, if ]
whilg stillimaintaingng a lvebeltapsy ferghe pioirsted oatend rpming gn the
I :he restart paranmeter 316 may be conpared with
Cogﬁl\éﬁ%ﬁeﬁwﬁ%’st art paraneter to determ ne whether it is

[0044§ e s The yeviooati@slistfor kdraelphodeaingsbnenikG29sthe.usdhindde
allows the end-users to continue to _run other

corgppanEsatl 2o Ard the certificaéss P2 ese umilsr- Tharavevationdistyinchge
3 i h I:
o B O R AR IR B0 Yty TG B o
individuadl epaputei-ocddablecvthpements ont téreifisite] Thedlatmiyberng a
| evel of trust for the protected content running on

dynagaic dinkibrary Dby o8 gxequinblel { EXFe fileiporbich severglaontyter-
- t . -
Ok QTR 1,570 | DY TBGRIR
sudheasedeakh ofia bbatraodned kigeelanoddbinyrytit advokdeditd hidshfan
itemthat is_.to be revoked. The itemmy be a file, an
public key of a certificate to revoke. Interestingly, items that are specified as
revoked in the global revocation list may still be used outside the protected
environment. The identification of a component within the global revocation list
only affects its status as a trusted component in the protected environment.
[0042]  If the item identifies a certificate, any computer-readable component
certified by that certificate authority is revoked. In addition, any computer-

readable component that was certified with a certificate in the chain of trust up to
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i ndi vi dual conputer-readabl e conponent, or a
certificate. The file nmay be a dynamc link library

w@ Dozp1wes7 execut abl e (. EXE) file in which sevePEl/US2006/027251
conputerreadable conponents are stored. The itemis

i d j f.ier., such .as a sh .
tlg O et Riateds Riot PvdhikSito A6 bhin OF by (2B b Stgpping
atha®bt afthéripy b[fﬂlél‘}t)ﬂ'é@éh@ﬁ hacles Fohf ilsﬁﬂ% 8 cLQific8 Athori that

I nt erestingl ens that are speci as revoke
hastheey p@marome%tpaﬁtlgmmahmgus mp@pr-rqaddde GeBHOULS i d e

prete nvi.ro e |den i ficat.
00 o S R e B R groR SR et chain
ofthiseelay Heligithtedl Ushefdfore, Iffaison@htGORROMENEorhPordeBis certified
protected environnent. f0042] If the itemidentifies a

by aFqtfantheriéy thahis nos Hgiad es oneelihptesiedrpancdhe Paﬁ‘fh‘ fiilddot
f L ked. | t
o bl CLGERR S B A i RAAE ol R T

s1gmng Malfcucﬁﬁtcempntetrheadehw dﬂmﬁfonblﬁtESt up tothe
identified certificate is also revoked. The chain of

[00Adkt  Eapies Avraibenamhpi hayebpn rRyokied & sesbensal0nii2, ngually
he%' Héw@éfleéﬁhlitlﬁ %g%é% i ol ﬁgﬂ %6 %g@t e renegval

aut orit romse

eﬂ@rmuhﬁes 1 eadall globslipomiqné fenfiBOAEITUID)U Sﬁ efle éﬂl@bélment,
section 326 identifjes root authqgrities fromwhich a
thepeneatab CYIRRY faseilye satraoraidsalifivh s igpeyalj antries m each

s1fb9 f(’)‘h%?f ﬁﬁ%@d%yctﬁ%?&%tl Safi€kdh élfaﬁﬂ%lg}f?s@ PR ewing

orit I s not |ste as one ust'e
cdrqm@ntstlh dedebad beloiv ih coafuntid@dwith&igsBonent . Thi s

rev cker fromcreating a root authority for
l@ﬂglq EXWHFI sSeidone HfirpeE Fortamabms e FRYS RIS ioreign
b %&fmf ereaw,]gﬁqg ol it A% G @ﬁg&%ﬂts' N SBELAGHS

usua have a renewa
GﬁﬁDné&‘pﬁ'reﬂleagl eﬁen&nﬁh estey.t Tha eﬁBﬁ)mBlB%ectiEhB(Merﬁey\lhé sorted
i nclu (gﬁ a renewal globally unique identifier
I%}ensﬁoﬁ enbodi ment, the renewal GU D may
[ L
"’22@? ¥ichatt SRPL s Sl o O R APS R Pk e
seetienyd 20-§2¢ |Smg1m$lsre B42 stoeassea/\slglgptmcerfpnmeﬂieExderS% l0eadrthded

B St by r b
ta R éoiﬁ%"s%drﬁhﬂg%%gtlbﬁh Rahiakhd é%Jngre{/(Séé%ﬁ)n}Msfé 2The

wnstream conponents. An extensi on dent |
s1gmtt1reex mgnsd by e trested entiffh ellexglelnd rblceati@clistaipndiicertificate
be sorted extension GUI D. ] 0046] Sigpature 340
TOQISHRLQ &PIET %ﬁ&fﬂg PRt o0 MRt BRI P B ek Hatapy o he pre-
d&talea tﬁl%féhl %ﬁge ﬁ%@—co@b@ QA e?{f%aﬁ%tﬂfnel%gﬁ The renewal
sighature or\ eader 310 an
entries do not need to be signed. If someone tampers w1th the renewal section 306,

the computing device will fail to obtain the renewals. However, this failure will not

cause any security problems to the protected environment or to the computing

" device. If this occurs, a new global revocation list will be obtained as described

below in conjunction with Figure 7.
[0047]  The following is exemplary syntax for the global revocation list
(GRL_HEADER), each entry in the global revocation list (GRL_ENTRY), each
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extensi bl e section 304. Signatures 340 and 342 are
used to verify that no one tanpered with the

weororeswoendi ng sections within the gl obal revorer/U82006/027251

list. The signature is signed by a trusted entity. The

entf) ARAL ABHQERISORo {ORL SYTERITSEE ERTRAN Codf Yty U 1t
pre-define I e dur

bl

trusted root that 1s aval ng

renewel dectio (GRL_KENEWAlLe FNTRY Y, nod thedsigratiresrBIN SIGN):

har d- coded, wi t hi he verification |ogic. The renewal
entri B®C g%ﬁtnégi'—%@&ﬁéi{gned. I f sonmeone tanpers
with theyrenewal sectigiddfifielp computing device

wll fail to obtain the renevva[s. However, this
fail ure WORDnot causevBoynagMejorj ty problens to the

pr ot ect ironment of, to the conputing.device. If
this ocggpi{,ﬁa new gl o‘ﬁg?m?aé%‘gti on list will be
obt ai negagTHeET! | bed bRLAEV TithecONnj Unction with Figure
7. [0047] The foll ow né:] i s exenplary syntax for the

W

gl obal M2WEHRPI on | i stdyWBRug er; each entry in the

gl obal . ion |ist L R eachentry in the
ext ensi l}%f@g@ti on (@E&Mog&fgﬂ?f?w 5 each entry

in the mepey@b secti ondwEdifobEVREstENTEGon; and t he
signatures (BIN_SIGN): typedef struct _GRL_HEADER {

WCHAR i fi 6] :;, MORD WF i . VWORD
o TWERRbL) | i MR Rt SOt

. dwSequensaidrber ; DWORIR shvkedicaReBairiées si on; DWORD

dwFor ceProcessRest art Ver si on;, DWORD |
cbRevocd@WEMBect i onOf {ReokedhjgorPinaries;

cRevoke Bi nari es: DV\Q? C kedUser Bi nari es;
Ko o) A B! R A5 ot edroo; s; DWORD
cbExt enghi@@ect i onOf f gBiisteMVERE

cRevokedKer nel Bi nar yRenewal s; DWORD

cRevokedUser Bi nar yRenewal s; DWORD
cRevokedPMQ@RPi cat eRenevitgsibleSectionOffset;

DWORD cRevokedKernelBinaryRenewals;
DWORD cRevokedUserBinaryRenewals;
DWORD cRevokedCertificateRenewals;
DWORD cbSignatureCoreOffset;

DWORD cbSignatureExtOffset;

} GRL_HEADER;

typedef struct  GRL_ENTRY {
BYTE rgbGRLEntry] GRL_HASH_SIZE];
} GRL_ENTRY;

typedef struct GRL,_EXTENSIBLE_ENTRY {

GUID guidExtensionID;

BYTE rgbExtensibleEntry[GRL_EXT ENTRY_SIZE];
} GRL_EXTENSIBLE ENTRY;
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DWORD cbSi gnat ur eCor eOf f set; DWORD
cbSignatureExt O fset; } GRL HEADER, typedef struct

WO GRZ/OBNFRY { BYTE r gbGRLENt r y[ GRL_HASH_SI ZE] ; PGT/US2006/027251

GRLIBNTRY; typedef struct _GRL_EXTENSI BLE_ENTRY { GU D

gui dExt ensi_onl D; BYT
7 bt RGBT G GRENEW M BN TRV .
GRL__EXTENS! RY; .Sstruct
_GRL_RENEWAL" ENTRY { GRL_ENTRY GRLEntry; GUI D

gui dRene@AIIDD; } GRL_ReENERxhe®hTRY; typedef struct

_BIN_ { ' ‘mat ; DWORD dwSi gnSi ze; BYTE
rgbSi ;Wﬁ@gﬁg [0048] One will
appreci ate that the exenplary format described for the

gl obal tyhekFeRLECTBIN SIG change over tine. \Wen this
occurs, exi sting conponents wll recognize that there

is a newDVBORR? and f aidwyjgalsefat;l y. An updat ed for mat
reader w n be obtained,.by the protected

envi ronwr}&oﬁzt will B@Véé%’?d'ﬁltz%ured to read the new
gl obal rewogation |ist ppsigRiture]0949] Figure 4 is a

graphi cal representation of another enbodi nent of the
gl obal } B&NoB4iNon |ist. As described above, in order

552 BB EShe L c REAR 0ego

revBdtiohilBaingy cBaldesdved titde. tWRerglh@dcufscwastiigd edmporihts will
the conponent or certificate typically remains in the
regb@hieg thpiethereds agew fosmat andfeil grasefudlyn heupdated fasmpat reader
Q too.| arge | T d 1L 4
BF 8B bR AR D0 ) ongPRELRL B be Pl o rod
thiewletyi gabigal kéloRStion list format.

[0049] Figure 4 is a graphical representation of another embodiment of the

global revocation list. As described above, in order to maintain the security level
for all computing devices, once a computer-readable component or certificate is
listed in the global revocation list, the component or certificate typically remains in
the global revocation list. Thus, the single file may become too large and
unwieldy. Therefore, it is envisioned that the one file may be separated into
multiple files.

[0050] Figure 4 is a graphical depiction of one embodiment for a multiple file
global revocation list. Each file 402, 404, and 406 maintains the exemplary format
described above in Figure 3. In addition, each file 402, 404, 406 contains a pointer
to the next file (i.e., NextGRL) and a pointer to the previous file (i.e., PrevGRL) in
a linked list implementation. Additional multi-part files may be added when the
last file 406 reaches a certain size. In this embodiment, once the computing device
has downloaded multi-part files 402, 404, and 406, it is only necessary to download
the last file (i.e., multi-part file 406) when there is a new version of the global
revocation list. Depending on the number of revocations and renewals, this may

substantially increase the performance for downloading the global revocation list.
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[0050] Figure 4 is a graphical depiction of one
enbodi nent for a nultiple file global revocation |ist.

weawh/oficbe 402, 404, and 406 mmi ntai ns the exen@l/a83006/027251

format described above in Figure 3. In addition, each
Holwleh6r, fking fHdki-fdBlobaIYedbddtion 18 InyeEautO tHet8n &G proddsS to
(i.e., NextGRL) and a pointer to the previous file

be [eiss efficiemt,an GRticulan the proedss @f laading thp Ebelntexocasion list.

0081 s B P SR B e
sceBRGSs. ITHR EeNgRehdritdisGa\onCeerhas] ovdil Qasted Hrdih iaPﬂ@Jattion is
0

files 402, 404, and 406, it is only necessary
attemeiiizoadredess presictdd qomtqnt. dhe sepahd scquario if 2 periddié)ipdate

LR NERRE IR T T

derh&teMRll feriotiitl ditd¥BMi SuhRtaptob@lsésy ohd 6XasiBryt iifrface used
,tﬁerf ormance for downl oadi ng the gl obal revocation
Wi

insthe pespeRtautorpatis undatameshanispeis gleststhedr Sigeadiinan

' : to .be |
R N R S e
meghlsah to prooRidta wiifitd sdt of bHNIRE iod P gedreS@Y indlitReRtdrC
update process may be perfornmed in two different
medaApRApasions b wish torpreesp aratertedcanienin The waHtedebe b4 Bls

e e BT P AL g e PLAETRI B, RS oo

APipsiiivethpngesiserfdeatof ik medie dppledtiahs fortaydaiitori foedifferent
interval s. Before describing the ondemand and peri odic

scenpriemaahcas Hpdaiine theslelnd savocyinn liskarpevaing & somnEmsee

g ) : . . . .

pofEEu B Tl ERFR 1R BT bR SiTE0AL S

[0052) b4 GeEdableTipamethed 302 secdlled by ah@inediaipgit&tion and
nmechani smt %Ppr ovide a, upified set of application

reting g tRFAPREIC Ae Biersgeragior ioF whach e sppentcaapion 300 mas
ish . 1 f.i .
el el S5 B0, BRI piplif 294 e 5kl
aftafelAutia 4 DelseckEar seexaghe thd pretddtedfn@ttos@bniofanAiel teusted.
allow the user-interface _of the nedia aaépslhi cations to

If the egvItpRIteat pAT At bgitrusisde the corterbsnabler 58U dhersated gad fhang

?) 0 o | " . -
o S8Rl SRR Bl md BBV 88, SREARERLy g gl
accAd te the pilotevtat doated.s The bedia {pplibatjon néethienatidpdaiyfieings in
met hod %—302 i s cal ged by the nedia application and

thesergiofretage byssd ondbe bneretgngdhe scenario for which the

t ent - re
o033 O3 BRPRIERSRNgS 20 S Rt SRS «
obtainteeuniRedureiowdlochter KSRLY  She midiéd fygrlichtien parpthes {asich a

egvi ronment .can be trus %ﬁ. Lf the envi ronment can.not
Weh BrQrSES e vigaie o B SRef I ehuhIum iseRrelocpiont dbe ardia he
app\t}\%gt?or% ganﬁgg%g% a}ﬁln*ﬁg?g gigsiqgfegllﬁ{a% Wm%%%ifbﬁﬁtrego%eq%&&an

GetEnableURL method 504 includes three parameters: pwszURL 510, pcchURL

522, pTrustStatus 524. Parameter pwszURL 510 is a pointer to an array allocated

by the caller. Parameter pcchURL 522 specifies a length for the array. The caller
initializes parameter pcchURL 522 to the size of the array pointed to by parameter
pwszURL 510. Parameter pTrustStatus 524 informs the media application whether
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access to the protected content. The nedia application
may then display strings in the user-interface based

woeeorheesype returned. [0053] A CGet Enabl eURL nRCTos206€d27251
is called by the nmedia application to obtain a uniform

) . 1.a. ligatko en
top A Eom A fole) IS IE bt ARBh LR GRRpRRRURE
meithiofl SOMtW G0 Thedirkiatad @ get Thtlen®ttliof tiapitdyCidtdlBat aAd the

erforman HTTP POST request to the uniformresource

Seg tge withtherdpraeRurapanole sog. Gethnphdel R nesthod 505 can
) | St af.
AR R P\ B0 M B PR

beaatd on dectiypbypdciedcal | er. Paraneter pcchURL 522

o _ |
* (OBRFE} o Gelupadngenshok oifURCBKbby Bemeia rpplicsfion hereturn

. . ; ;
BB BABEEHalies B FPRAEHD grrﬁ@gﬁgﬁégg%ﬁéeﬁl Ry anet er

pTrust Status™ 5 Ication
GuiiatbleURAemeodi504f GeiBmbldDisi pdtlod f0Gancllities rRdbapameters:

applicatjan calls Get Enabl eURL met hod 504 twi ce. The
a 4Pf-”§‘Ftef Ph@atao%&eﬁndtaﬁ@f%ﬁa% Pprb&¥ats 2. aRaragretep PAPRIBA0e
' i h I [
PS8 BE AL Mot b ki AR e R G oRlecPRiulles the
arcayrw gimthedaST elntachthersote o hoaredyi, taditatedby pammetdr@cbData

ctions .needed based qn the t ecified. [0054] A
s bR, o mede rBalins ol oubREgleDHE Teshrd 306 two
w=Yalolly j ; I ' t
P e e PoRcd 1R o R BB R
sig0ef thGatrEy &bblbdvatea Thetshouhd30he imithl thel eBodaveal greeycametitrssze.
a parangter pbData 530 and a paranmeier pcbData 532.
Ti3s R The hebaciblEcsbon s fia b CIpIar Gaty Sart BeapEdisbyr of
thé R&okad E&&lpo%—é?ﬁ,P&@é?ﬁiSH ‘for%ﬁ?@vﬁkec??&rﬁﬁ%r%eﬂg %ﬂh%@eﬁké he

array with the POST data If the size e array,
[005&i c atedsAytopatieSupperted oiesheatdss (B3 callal utht invédémbppliEation

la.application calls t Enabl eDat a. net hod 506 two
toefrBirRhetff tbF Soffe eblet STIEchsan avEPER tHASsORS Beateddor
th&pe shBcified @hitohtigflly. ITIR Snfét Shatifiery oﬂa?é’mé r pfAutomatic
alTocate. The second tinme wth the all ocated a]?ray an

S40tte TRZE if thinicentahl enablet ban petire tp péquirtioperationobh ik own.
AR ho S54RSSt Sl HRLSE i
nekBethkink&tia bAARAloAD dS AW SEFRbA sﬁﬂﬁr}ei&iféa JERIARE. 308 1S

called by the nedia application to determne et her
expple dfthe gontentdilabler chipzlizahiv get npdates thheighcni updste

ded f he ty, iLfied tically. Th
seffite SnitnE i ematB3e0 BRI BeH AT i rertentoershoeld
hahfiletthe it At ds Wit eqpd&RReRele iAfMdIRS o tBAUhE 88-user does

oper ati ons on It$ ovvn .
not have to be unnecessarily inconvenienced during the interactions. If the content

enabler is initialized to get updates via a webpage, setting pfAutomatic 540 to
FALSE indicates that the content enabler will expose the webpage URL to the
application so that the media application can open a browser window and navigate
to the specified URL.

[0056] An Enable method 510 is called by the media application to

automatically perform the operations specific to the type of content enabler object.

17



10

15

20

25

30

Al ternatively, the content enabler sets paraneter

pf Automatic 540 to FALSE if it needs the nedia
wa@ppliocati on to do any portion of the requiredPCT/US2006/027251

operation. For exanple, if the content enabler is
Thé Bhblahietlesl 508 gehlledbptesnddid %ﬁiﬂﬁaﬁ@n BREAMe eﬁ&fu\éérc e,

etting pfAutomatic 540 to TRUE indicates that the
autg‘efmeé A wRdis) applisaiion ta peEfpram therqnerations peesentor sn thietuser-
intdiBgeUpdat e service internally so that the end-user

does not have to be unnecessarily inconveni enced

[0083} i nd Mbogitornabkahethod 511 fs datied bptHeanédia appli@kioh 3 the
|n|t| lized to et updates via a webpage, settin

plisaiion cvato a be PIUTE WheaithepRgaRdmeOmpletes andonwants
to r%é@@é &{gdﬁﬁé ktaﬁfép a9%e cBFt%nf’\é?QBﬁ’ag uddRh o g Mﬁ%rng%gre &rﬁfyle%ﬁ

so that” the nedia application an op
event vaWSMMadaaﬁaemGEmmﬂoeuﬁ@mfl ed URL. [0056] An

00588 SRR 13 Sy M g 2, 0P ot O

pengh%(; pﬁogf content enabl er object. The Enabl e nethod
i's called by the nedia application once the
[0089d - uBy rbsitachog |tlzee3pdrdrtmnaﬂctoaglampbe mixirfaess taOmB@af orm

operatlons rese e userlnterface [ 0057]
ol s 8 sl st dpbanSisan

trushiPdrivedhhfeft. lfn édﬂl@tldﬂe %tﬁ're%ﬁiehf:ﬁltay BB AR 1ctcxﬂ};\gﬁ\g§ectl in

notified when the opération conpletes an
undpé&l@um@h@ ApElicaos ralang. as Tierequinéreertts forethe Grtutunesit bgn

d t { {
be e Se it Pbinto ey UPh exrnblas ¢4l aausnessite aontent
enabRt EQQW@ déschibed abihg A HY a&d"ﬁbfé@%rﬁ‘ PP E

cancel endi ng operation. [0059] By agstractl ng the
WHSPQWS@O detersoligtere. hAs énstaitatioh aesson ia cranttideby calling

rorRRRSLSRE] Bn AT i S PR B B Y
TUpAdeSEdsi:: CrédibUBAReS:RéHor. MRile ASIaRAMENEL BobYis RhARE to

in under the nedia application as |long as
seatich dofi the Hpdats idatificddyfthe GREDdoradling inlateS catohtr: Setrel,

hi terf | [
A Wbl bR i Bt sy S¥o ooy bed using APIS
TUpdxtabésafong CréReUp eV T Spicit WROMEL Edn wg&\{rﬁoaded

software. An installation session is create
by Ragsing ﬁ@m hpsguli el fdeteDonmlenddnt Bheseatatdseran di] dmmloasled

B R
obj&eRreEesd gﬁbﬁﬁhﬁ it@Sbsbh%ﬁdCieﬁtei%ﬁ&ﬂlsftﬂfert Hfie UBER BN

identifie ling
of dpwh)ati@csemaéwetp msselép@thbe wasaqdmh@a@albmg ect is then

IUpﬁgtgﬂlts%ﬂelp )fn&gll .l II‘HQ Install method then installs the updates on the

computing device.

[0060]  Figure 6 is a flow diagram illustrating an exemplary on-demand
automatic update process for obtaining a trusted environment. In overview, the
protected environment ensures that the environment is trusted before allowing

protected content to be processed. On-demand process 600 begins at block 602,
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| Updat eSessi on: : Creat eUpdat eDownl oader. Specific
updat es can be downl oaded by passing search results to

wo dpdateBownl oader. The updates can be downl oaPEdU$m06/027251

t he conmputing device by calling

| Updat eDown. s L . ' ect pi :
v e P AR AR i RO prits, B e QOGR! Prétessing
contfaeateddetasrebloskt add.er. The col |l ecti on of downl oaded

updates to install can be passed, whe Cﬁ‘lé‘y n i
[Oqfﬁdeat‘\é ngisianikack.6Hs delermipgon isdpadq W ReFodlerian

' t { n | j ] )
unf POl St AES 161 T BRORIL L S EE ks aRYe
copotaniidstaliédomtiecongdihg dpvioe.eBscduse thebirdiusteddieanel

trusted environnent. In overview the protected. .
CORRYRIH ﬁ%ﬁﬂ”o@ﬁélgﬁ}ééc%eﬁ%?nﬁ*}@g QR ??ﬂﬁ%ﬁ%ﬂ& VG, Zclyling
' it
T 8, RSS20, P B0 R

protededcapaitiicptocessed.sIfghereripen myristeddrenod Sompootaidoaded,

content. Processi ng ctgnt [ E@seso t deci sion bl ock .604.
prqasesEag contngesatddesisian egk gy Ohepuise MIPeRsFRg FOPUnYRs 46
deé,‘liﬁﬁhl%%cktéi@.re is an untrusted kernel conponent | oaded.
e may occur if an unsigned kernel -node conponent is

[00623t alAtecivionttieckc @i atisegintteface . préwotedde thérvend-user by the

e IE CEPnent S POt et 258
unErﬁ&E«F Eérﬁgox?eﬂﬂgﬁgéessihg Qontituey 8 BIHcK 82 NebPWRRNSIdkedsh
andl e ef or

the protected content is processed. |
cohtireres at bloalk 60éit r ust ed ker nel conponent | oaded,

cessi C i.nues a eci sion bl ock .60 Q-herw, se
LSOt S i e B e D R S S R
keﬁ‘ﬁe‘l: b&hg&hem ﬁﬁg H8QRinsBal A ubBited HRAEQ digndREAHH eUnitall
the end-user by the nmedia application. |If the end-user
indloetomomanbe hbieined pa o belppagOon novebaniigl AAn wedated sigeeded

e ERA B ooBAGRSEHT SO R Seol S5 565 gy
sitﬁ‘gaﬁfg)kgﬁﬁ 1§88 pUbIRhAH YIS S fpdHRAN I HEONRARRIA kersel

d.” The ‘untrusted kernel conponent may be
compionstitdla bekrorevolpaia thevglobal ievocgiiombst enby shagnevokes the

) e b RSB R B RSBl 03

re@@sﬁ:ﬁ% Rl [Hdlaf ARt BoWeldt Tehe AoBAWBYQAHOR ¢BE &des 1t
hird party site belonging to the publisher of the

idenifpemeciagelidertifier Gortthe sniestédekarnd! compooertrar thayntgesésd
ke Ok ondt % e S0 O TR 18 hdRlatflH i, & R nfRHRNER

may be used to determine how to handle the untrusted kernel component. One

embodiment for a link mechanism is described below in conjunction with Figure
10. The link mechanism may then specify a package identifier, a webpage where a
new version can be downloaded, a webpage that describes uninstall instructions,
and the like. The process for handling the untrusted kernel component uses the
uniform set of APIs described above in Figure 5.

[0064]  After this occurs, the process continues to decision block 608, where a

check is made to determine whether the untrusted kernel component was
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untrusted kernel will identify a package identifier.
Thi s package identifier is then requested fromthe

wopwanel6ser vi ce. However, if the gl obal revocar¢DOS1006027251

does not identify a package identifier for the
sucH&s IS IBM dkeRl Nethe GRANRNBE RErnel cdrﬁ‘]%‘oﬂéﬁﬁ w4 B@rﬁil&fﬂ@:@éssﬁﬂly,

conponent is not identified int revocati on
prof¢ssing continngs ateletision Hiaaketl Op @thgﬁdset, q»r@betssmgmmmewat 0
bbh%?gée the untrusted kernel conponent. One enbodi nment

f i nk mechanismis described bel ow in conjunction

© [0065F h Rit @u¢iSion BlockBR 0] 4 AterBiaRER BMARYwEABS tBOBGIENM 2

gacka ge identifier, a webpage where a new version can
global revegstien distis uatwkibh agbis it oages i thb globalmenetation list is

d f handl
oldpy B M5V 8P oRRT el B bispBnisFie8 B85 i eier Arutedp
the AR eedeatidictbt A@vRe like. Fifghe global deP&fibn Akt Bmot Hrh§ted

occurs, the process continues to decision block 608,
ProgRsig ceniineesiet blockdd. (Sherstisss prasessigednsinuesat decision
bngB[@sted kernel conponent wassuccessfully handl ed. If

untrusted kernel conmponent was handl ed
[0086] ceas tiedibign blyck@d$ sa Gigr dtbifhdrlie praxtntde & tHe@ndhlsecky the
610. Ot herw processi ng continues at block 624.

meglig@pplicationy égr@ueaﬁ “Uspiotaes Bebauthoriaapersh 4PP mupdatartige

e S

contingés atdbledkder2.t han t he version specified for the
protected content, if tanpering occurred_to the gl obal

[00p&l, o c At PlakI6L 3¢ the giabat ¥eyosatios list fs updated Slstafly, described i
det{gf Mg{%@i&@ﬁ 'vﬁ%{ ﬁgu{é% U8 By RO ERBAY ﬂégoc%%}l HQH%S

rw se, processing-conti
reptheed siithrthbbpeckliddersioh) 066y erdlondighes itioam the @ﬁéﬂﬁedl\lers@n if
ser interface is presen ed. to the end-user by the
aVﬂlﬂé Pélfﬁﬁ aitergptipg to yadate, eg}ﬂ?ﬂhgeérpcamshsﬁcﬁc@ak KorAde

(debis D Bice gtt(? detefahe VJH% lr%h%;éliﬁﬁ%ggﬁ V%%ba!l k&focation list

processi ng continues at
wapsiecesfilndgf ¢ ot isncvessialt ptﬂcessthln[léﬁk&ZﬂecﬁonkHIWG 16.

612, the gl.obal revoc is updated. Briefly,
Oﬂﬁ@@@FPﬁgﬁglﬁgGQF%WFSW:lﬁé%f%nctlon with Flgures 5 and

[0088] thgg BLiLiBH bidtk 8! a &&X&Cﬁﬁaﬁ&ﬂs‘rhﬁfe dﬁﬁetﬁ&% & él‘éhtf 9

he specified version or a version t han
revelpz&k i Biiefty, \descsibed jn détaidbelokainl oenjlmf:tlm withtRigpts 5 gtnﬁ g,
updat e. t he gl obal hevocatlon list, a check i.s mad

once dise Pal-BFPr BHGIOR 2es1thy Tied e Ao 856 fhedient He.dipdaiedhg
conlk, iy ARSALE 00 4 SIS BNCEE ks Ly
the @diponents without further intervention by the end-user. The updated
components are also hereinafter referred to as renewal components. In the past, the
end-user was sent a notification that components needed updating and to try again
later. This would occur for each component that needed to be updated. In
confrast, in accordance with the present automatic update mechanism, once the
end-user authorizes the media application to process the content, each of the needed

components are automatically updated without any further user intervention. If

there is a component that is revoked, processing continues at block 618. Otherwise,
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O herwi se processing continues at bl ock 624. [0068] At
deci sion block 616, a determ nation is made whet her a

we@orponwst i s revoked. Briefly, described in deCHUB2006/027251
bel ow in conjunction with Figures 5 and 8, once the

pro@ B ntidHeNAH18&S6 N SRS hét BBRM! ﬁﬁ)tcb&rbdo%?ffxa\}ehaeloop
new (1.e., updated) conponents, thé nedia a

or gtper logis fumpﬂeiemaﬂpneed@é rompomsnd that hhs beﬂmﬂel\mﬁddeas revoked

mtgl 03) gnet% th{]ﬂlg%t further intervention by the
et VOTHE Yt at ed conmponents are al so hereinafter
[0069] er KRBl AS, ﬂer&n@oneﬂrweaepbﬁemé fhaE he ﬂé}ﬁfﬁedtaGe
end-user was sent a notification that conponents

revakedierg repayerd. idrielthd dessribed imdetaih bblamm cofifiinstiom wiitth
ch co ent that eded to, be updated. In
gt i S, (i rehebdl RLlRE SompoRrHRESTE ith rapirbfldpiegiotion
with i éel-08e h aihe S0 GRIIt AP eiifbe W ef Aeah Yekh e %he,I tected
medi a application to process the conten each the
conje (eaing preRsHEAg seammlesshiiasdnag s tiel ryn@mlamm wcwﬂsﬁﬂ

{ { [ f.th
ARSI Y ol BIRBPN Co st utEde (Gefis BRaF S8
to detdraiine shethep RISVdl@d Q@ﬂﬁobﬂéiﬁ@? dlerdbRekssGdR reﬁ@'\kzé@ Hhey
shown, process 600 may have a [ oop or other logic to

Welsrae s My HenwEeh frosstRERantinpersat thesk Giden allgwrthe hicdlih
orfSgh 5oL L AL 0l iRl s

blob]délel ed as revoked are renewed. Briefly, described

[ deta elow in conjunction with Figures 5 and 8,
[00? élﬁ&%@f‘ %lhé‘e%%ﬁeah@r#lw}ed&mleaanlmmﬁmdm

apﬂh%t%l?ﬁjid& Ry thl g#tﬁ% cOuIEIE%t 68 g c{cégsteg%goocrﬁsg?ﬁ

experience a“bri ore
thebegicesdyiodhessd.ng seam essl y as Iong as the renewal s

uccessful,. After atterrptl ng to renew the
lO"?ﬁpoﬁ’&}ff’( 43s a Jowshizgramdllysigiing @@@K@ﬁ@hrﬁbpm%sm)fw 0

t
S e A e S
Process 00 degitr atddscki 703, sbeiei tﬁ&lpﬁ)téﬁe(bérﬁﬁﬂbnﬁ%ﬁt bR Wh@ther

the nedia application to process the protected
the gesresing Versioteong Righergresdens of thy siehal rovesation livihet keew4.

pre{fﬁggl?]do%l&{d‘éﬁk Qa1 R UEL ek He v?ﬁ{]{ongﬁ?n 138 o nﬁ}]d@lg{lheeQ a

applfcation to t the nme aap Know
perjpdat @tomdtic updlam proceds|mayniod cdifignraicegweiddickIlp de®8iodd new

h d fl
globl SEvdRRAT st Re g BB drigbal Serseaton BE Y ooy be
savecpgﬁme&)ng%qﬁlvg &J’gfe*e%ls oﬁexm@tdeﬁahng |o$0baP Pevo RS FORREY. | N9

devi ce sh
These pending global revocation hst(s) are checked to see whether the new version

of the global revocation list has already been downloaded. Processing then
proceeds to decision block 704.

[0072] At decision block 704, a determination vis made whether the requested
global revocation list or a higher version of the global revocation list is already
available on the computing device. In addition, to the pending global revocation

list(s), a check is made whether a global revocation list is packaged with the
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Process 700 begin at block 702, where the protected

envi ronnent checks whet her the requested version or a
whe@herieeer sion of the gl obal revocation |ist PEBEUN®E6I027251

previ ously downl oaded. As will be described below in

pl%?é&eldrh%ﬂe%] ig'tﬁgdg%n%ﬁ ?obgll {G%OQ elrolnggst arfqtéta%}%“%%? &’5 dat e
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an ebeniifdrifona globhl feascalondidyAheption onhiomed @dotected

Pr.ocessi ng then proceeds tqQ decision hlock 704. [0072]
el}é([lr%g@ep"'s% f’gﬁ a‘é}%thﬁmhe globrl reyasatien ligis prdatedito thmqw;sted

s SR Bl SHO6RY] 80 A4l ol Bl D
usingtheabquested vetstorcisryeneficigl Héeause ehe protezetdi donGdnt vshn alrhést
i a check i s made

cRGTH B o ralaube Vosaeat For the Wndhd pidingdataRErpoing o

h1?ﬁ@rWe?§1@r9 bede %%Ha? fgvocétﬁont 11 nfi§S&4nd :pP&@éte& @81%?%3?9 th

ist is not available, processing continues at
watks butirheides the, grpertmt @sairity tccanitén vement Idalsod minimibéobk

bl 06, t ed bal
bl oL U dhe GRS TFRHEPT Grbats PekFouteicsn Thespedia
apPb I Gn c'a‘ll%%@to? Mor€ BP{HeQ%ﬂ] % Is de§cr eﬂac{bgge ﬁpgo junction

initialized wwth an i1denti or a g revocalon
with Figura\p. Ept exampietiffii ‘PATHOMA TG cﬂs edatded icaimgesmible method

5 ot i R Bl B0 o Ryl B theg demir
whhﬁhﬁ@élo%@lr&{f@&u@fx 1ish elf%é)ﬁéhuﬁe?‘é?&fi‘ﬁésoé‘ Adis @ 1den ifier, the

Updating using the requested version Is bene
idpeitfEay desenhto pr epdate sutvico hn ebteinvhe glohhhwwcanondrst aIfmhey

B bR Ry AR TR RS i O SR e o
hdIEWes @bg@ or b eSTikdTBY: 7R ERMDokINGerR  1RE Q&tbﬁ%tlE %Itﬁmnag% to

8rOVIdeS the greatest’ security to cont
acbmed gla M{ BOSOFI® | WXPDOWE® bipdhtersofifvatd. s thisat t he

erfisiiifeat RS & a0 Pl SHECEROn RS BHbTRRG R Elopal Fppeaon
lisd @S@mwﬁd t@ﬁﬂ:\’lﬁ)d'afé s%%ww%in g)‘%ltﬁ'%d h%#&ﬁ(g Such media

exanple, if C' Is ena ena
ren@mi@dTqupeaLﬁadMegom gy isons thed diffeteneveksiobabf the global ‘
the dentlfler wi t.hin

re{/%cg% égtqfnaspcé El}ﬁ]?ig]ﬁtl ffreq“h %/ f <|=, AReT plsg]ected to obtam
thé B%bit ivefsich PRGK aUdal AKBEHdnalst, tﬁ@@pda@@ erl ok Glowinfoads He

to an update service to obtain 't he bal revocation
lagtigdabal refvoeation liss that fvas uplpded. flinemea:mhudqnalthc glotrad

re\L/Joca‘uon %stnpaa\ék aetl?ploade% tg i up%%tde s%?vr%ct;eewﬂl contain the latest global

revocation list. In another embodiment, a global revocation list setup package can
be hosted at a download center. The download center accepts command line
parameters and uses the command line parameters to install a corresponding
version of the global revocation list. Even though the global revocation list setup

package may contain multiple global revocation lists, one global revocation list is
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hel p web page, or the like. In one enbodinent, the
automatic install may be achieved via M CROSOFT(r)
wORNDOVE6T ) Update software. For this enbodi nePCT/USNe61027251
a new gl obal revocation list is published, the gl obal
seléc%‘éﬂ)fb@‘iﬂs@ﬂlahbﬁ baded datho36k@fhaha 1B %pﬁ&ﬁ} eprReLast ontinues
within a specified category, such dia renewal s.
atdéhslcmpiﬂccka?%?d category may sort the different versions

| ob ti | i.st  based t
1008 Rt Repoonplack VRSO 1HEe spReRERG L by adgo
det@piiab WhelRr irdho8sis needsd. aR ok ehihddfhaiathe F6M60 ‘a?éBdo@ Bf the
list, the update service downl oads the Iast gl obal

new glebekbevogationdist ishiayiewad withl the dade rabeobprzamteo di thent
oaded to

curl s R ARy oF BORTRH 2t S ERE S OGS cSntims o

bloble Y 0@.a0k¥wisk SprocdstingRehifies@i86ssibR Blockey 16! obal
revocation |ist setup package can be hosted at a

looaam Hablogk i 8rthe To@persnis @aﬁar@élﬁ@@d tactbe m@l% aptigAton
and[ ﬂhg@h&’?gﬁ%ﬁ }e%roﬁecfi% rgﬁe?edt. hﬁw rgmﬁg)]x!)gteﬁs is 68% rgeedebe?ow

a correspondl ng version

in do@jtmeeibn eithl Higire SEvAertthe vehpbditditgdre béﬂew’eavgﬁﬁbstsﬁfg
list setup ,Fackage may contain nultiple glo
contimperathlesk 112t s, one gl obal revocation Ii st

[00‘7& el R¢bRdi795, thERER! i PRGN Qs R84 &9 eh' bal
87 on QoA Fohondtot il La

rocessi ng continues cl sion
revbwﬂ)ﬁ]hsﬂhncﬁﬁﬁlcsmpnubg dewcd dergds of rebet. m&tmme reboot the
paraneter is reviewed to determ ne whether a reboot is
PEA@%@&S therneghglobapgtncaent st weery lopdie cepporenss. Pisesség

1sc£1% revocation list is reviewed with the force
reboot paraneter in the current gI obal revocation
[0077t . At Hedisien blvehdn # sodetdinhihetion ispriakesisdthg thonéw plstil
at block 710, OQtherw se, processing continues at
reveeAtioniishsnscias re-siartinmhe protagted Prckssy s defgrmination may

bo SRTERTRY ok oA pUIRd s, RULBRALE R ot e
cu:r:nn@ ghbal fesocttionlish €lf thepovessrestanparanicteas diffetr hprbt gwing

8. After the cogponents are renewed, processing
congighes st L 6| (GBRTviS Proqsesieg isomsleek 712, the new

b
[Oorggcoaht Bﬁ)Y:E%‘B 1188 oby % ndris $aV&4 @8d hﬁy th Eﬁegﬁ‘é glgiéfséggén

cation |ist an e conputing eV| ce un
and thboletve beém mvokdsdaaneehmwed tTie PRl ipresssistdescritesd below

gl obal, \( tio t when | oadi ng conponents.
in @Pﬁ%’é&%‘? é%&%p ‘%ﬁ%f the eerapeueRts He eV, BIOGEIINgL 4,

o eryn |5 s el g new ol
[0039pceds blothi7d 8dit prateated presyay are re-started. As explained above,
re-starting the protected processes kills the malicious user-mode component within
the protected process. Then when the protected process is restarted, the user-mode
component listed in the new global revocation list is prevented from loading. The
process 700 for updating the global revocation list is then complete.

[0080] Figure 8 is a flow diagram illustrating an exemplary process 800 for
renewing computer-readable component(s) that is suitable for use in the on-demand

automatic update process shown in Figure 6. Process 800 is performed for each of
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be based on the process restart paraneter in the new
gl obal revocation list and the current gl obal

w0 ewoosteboN | ist. |f the process restart par aneCEUS2006/027251

differ, processing continues at block 716. O herw se,

the ?gﬁ@@ﬁ&h@ dedded BRITRS BleBia dpPAdlonAhatah &6 Kd%@ed%E B_einﬁ

onents that are needed by the nedia applicatio
revakedl inthe globabroyeeationdish Kdaweres, thesadeder Mhgbe presewtbd only

RS BT R LB Ry L
up @)t Prdvess sB0 ek kst B1bSk 804)CviRke ?én(ﬁh%sﬁéﬁe‘mzﬁ cpangnents are

protected processes are re-started. expl ai ne

cheglses/ o, datermjnamhithgr theaecptedirersveatl gomapassshake klreadyteen

Lici . - jthin th tected
oGk O e o eAE TBREBR PRl b kobt bRt hE G R,
the ipeediug eénddiccongoeite Rlay|Hast Bekr pretidasiyaiwailofiRl by a

revocation list is prevented from | oading. The process
peripgir Fupmahe Hpdatg Pragessy IPserassipg gortinvcs At fi¢cdzion blopk 8A4.
lgte. .| hgur I f.] ow.di a
o0 & i AP A & huba P IR Pl

corgiutienit Bralieady awliableo TPhe estdked codbnéif hatbéabhevibasly
use in the on-demand autonatic @gate_ process shown in
doveplgedesl, procpssiiesbeantignes 4t dloskr§ldy (Riliervpe, Paedessing hentinues

nts needed by the nedia application that were

atblquenélfi ed as being revoked in the gl obal revocation

[0082t . Atblseke06, 4 bent@n@natder objeyt ibercpted Semnhedevaikey once
wWth a user-interface asking whether the user w shes

compppnsat: f birssirieny ¢hehiat atdedt ugeded by dhemsdigrapgicampanent

| i €L F

22 800 AIRERNEAN B8, 4EAF A SATBRIERSS B fovores

comysunpan eTlisideat ferahaychoy hivhenrssbiaed aatiate asvdked sdmbbt
Briefly, described below in_conjunction with Figure 9,

or 4 $ratieHE Ph R CrEH R FORBRPYH e A5 2 AeKp kR gertifisats, the content
enaBlcP Y4 APy d WM REAES ISl GuBHE RUPHAS o WREAER of
pro ocC .

cess. Processing continues at CI'SIO
the cOMPdherd thietds béing rdviokek BReHinlan@ehaiisth hadyl then telirgtdsed

whet her the revoked conmponent is already available. If
on bey ﬂﬂee%%@éﬂdéﬁﬁlfp%mﬁcqiﬁnegﬁ%w PreghAir %r/lwdfm lpsRREaLe
. e . .
enthy BFERS i Sieh! HUED ) en B ke i o ORFeing sopginues
at bbéxk, 808. cont ent enabl er object is created for the

revoked, co nent. The caqontent enabler object is
(0083l at Stk ENE. G anablemstion At ths paptet pnablopobisfas called.

: - L.S1: it isahi ' AN 1
Thif G S her PR R (REBEh spRltdlich 232 oAt it hidinclipe .,
conpnehie?2? rasés the sademtendbler dbjetthie themeliadpphivarionentThe

- media application can also use other uniform APIs, discussed above in conjunction

with Figure 5, to obtain additional information if desired. The identifier in the
content enabler object identifies a renewal package available on the update service.
Processing continues at block 810.

[0084] At block 810, an update object is created and sent to the update service.
The enable method of the content enabler object is responsible for creating the

update object. The update object includes the identifier for the revoked component.
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or a certificate of the revoked conponent. For a
revoked certificate, the content enabler is

w0 nioviosleszed with the hash of the certificate' BCpuUkiong027251

key and a filenane of the conponent that is being

Thevik ' ¢
WHGE N Gl TAE L el IR SR Rk R oo

padrggdwlwﬂi@ﬁhmpeﬁﬁvé i@ﬂﬁﬁpa r@meee)@mplgryfc@]rlnmemmﬁpm nent

aoghefThodt i PSP ER et e Plebertberononss piplock 812
[oosspbl At BRR®I2 Oﬁlﬁ&l’i&h@%l@ﬁﬂ@l@@&k’@if the tib@&o&ed Sonfdnkftia

This call is perforrre by the nedia application 212
theghalde metleodveltfioaessingadoniieues ahrplonls 8 4.222 passes t he

100880 SABERR A R PhiERea pEpbutalEoNE IERel-GRipue goviee i

reptHcE& btﬁtﬁ&ﬁe BiRWRAIcBmponddiN Thishay\erithil Bivékwfﬁn@ thé @evoked
obtain additional information if desired. The

comppiient Withthe yenewed eompenmt.cRuspsmenisindotes ddieds§lds a

10087 oL pREF SRR R Bt To RS ket

appditBtiorbay pEAilR cobjpdatnt for &4 pateRingN Preesit 800 féMenewing a
updat e service. The enabl e nethod of the content

corgpraisnils ths) earpplpte. ssperiansH ebevss pegcsss $MYistseforperhfos
eacg% % neri('E*%fgat‘iPﬂééd%d ?thﬁi{élﬁh{a%gﬂﬂ&gmg%d 5 Hak L& refv&Eed

evo conponen € Service recelive

[008BE UuPiated @ fotv,diadramehitheag ah%xaﬁpleagp&ufcﬁé pidaess 900
package havi ng the specified identifier. One exenplar

fOf(‘zlﬁflqlti%gth?, Bysief cavirqupc I @werawmeph thepgrindie pwgess 900

ma%bgg{&%& gﬁl%iol?@g%g%?%ggnn% Ia a|d ﬁﬁwﬂtdfq' %@ﬁ%@e?@s

WINDEO WiS®e st accosaionwee s inavifactuned e BAICR OSORTCorp. of
Processi n conti nugs at block 814. [0086] At bl ock
Regppond, Mﬁé a0eRee d06 Srpian atrtlods Y% avhsie ¢ REs-demmprhgent is

I
R S P T S

envienewat] TonperdsidrmiRideeasmag be @pﬁmﬁmie& @peoi fctim& 16
[0087]. At bl ock 816, the renewed conponent is | oaded

spesé‘lct%‘ o1 {8 AbHrE URp A ek P ripgyo et BRhARs an
optid in'alcHieRf é%‘fﬁ%ﬁ L EWciafd %ﬁ?%e%?ﬁw%% uﬂ nfsm is

component 1s then conp nEntlon ove,
corfdicoceisfor 8QkiralEng dref amtorapddtobelaain footbp (pﬁﬂnﬂlctldﬂactessi; sFor

needed by the nedia, applicatiaon t hat _ha
exaT Kby Py speciyrie | av@n@tlﬁalw Hgrd A indtal he

d Al 8ht/38 REF P
o B B BIPLRPOBSCL G gns AR
thetlise 2pdowalbiad the neess ghbal raycativh [lisz andidertifiat relngwed

sof t ware updat e fr% ni s such as M CROSCE g
components but wait to instal % send a notification that a new global revocation
list and/or renewed components are available for downloading but not to download
or install them; or 4) turn off the periodic renewal. Other options may be added to
the ones identified above. As explained above, renewal packages for renewed
components are uploaded to a server that is configured to provide the software
update mechanism. In general, the renewal packages for the periodic update are the

same for the on-demand update. However, the two packages may differ in the case
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W NDOA5(r) Update software manufactured by M CROSCFT
Corp. of Rednond, WA. Process 900 begins at bl ock 902,

wob@reimepr e- deterrni ned event i s received to BCHOS1006/027251

that a check should be performed for updates to the

of the BidAPreB¥AtHoAN¥E Mhe Fod¥ Bpdhed FAKLAEFsRYIE Me ARY gﬂ)%al
specified as a specific tine, a specific action (€.g.,
revgeationdist togplemporary hecatiokewh@eisghe po-delvengnpdatetpeckageed .

vent, an opti.on _in a.clj.ent..service associated with
repfCE s BbaMEoRl av oRcn it vt e YpgReR st Batvg it

Progedsineadontifigest 48 ®1cdktopqupdat e behavi or for the periodic
cess., For exanple, the option may specify to 1)

lﬂﬂgéloomét blogk P04 crosliand ser visa @nithe eathputingedavisoetonnedts radn

Y {i ' |1 of the renewed conpongnt.s .
upde R iR 1 i Bimen G SO RS MR SRR nEtf Gty s
corflecial is headecad fherniet:sdt. @RE cliele RérdvideathdriBoep@de service

conmponents but wait to install; 3) send a notification

compgpicateryeifh eAch ipaer i gerosdanea withsthe gpdpwspeaciirsvdifocessing
S: ar {{ abl e for downl oadi ng but not to
conlgl\{}mpﬁo%?gg%lrﬁibg%% é'them or 4) turn off the periodic

[0098hevAk dedi¥itie blooRI06the FHyntBerackReds 8 rdduestabelse server to
identifjed abgve. As expl ai ned abgve, renewal packages

seervphetihes Naaisave dap 8 ment elobal aevpspidemibis availablecnbe t hat

Do . . i

emb 3280 LA FICKORIPH OO SEIGS: MRS, g iy

glopalrreastiaton fistah ey b publivhed ase Recominkedant/gédarenty tHe taée .
However, the two packages nmay differ in the caseof the

glopplggwgcatien fstdias bren previouslyedoyayoasiaicriopersing qoatinugyet

I I e 0 Y| Ll tdpea tenporary
deci i3 Blob o & OBl e Gl ENARAMA o bk Re2
[009&p| adeblock 08, Wasehdn (Headptidons epeoifaed] the dliesit seniicé petierms
theg‘gdat ed revocation list. Processj n0 .continues at bl ock

sired a5Higny. AT SeERle 90option Asedwotificalprles spleptsd. the
clin? E'E}}.Vltcb Réh %Vdoﬁfﬁcﬁﬁ&{]&l%{ B (ﬁﬁ)l d'4Rdat gorgglglt‘fﬁ%device. The
con tware update

igured to 1 nplement the"s ervi ce.
notificaticmbllyws theiead asameapecify whetiadie igndre theup e dodhload
updat e servi ce communi cate

The client seryice _and th

and,jfgtallceigRot SoMload Thestraeretontion entale cgpyipg he renewal
| f o I40G: -6 OR | . b1 06.

PR BOh SR ORER BPisE Thp B, B Ra Rl p i sl o,
renewalgepokage ihto infividval items (ice. sspecifibé (GRIL, spbdfisé comporiass).

a new gl qbal revocatio ISt available. In the .
Tymift) e iﬂrFefﬁ%enh%qrwge M %ﬁ@g‘éﬂ’?&tii)a ﬁwﬂi@m@p)of Uptihich is the less
intr30HE WBfi6h 1ot A€ ch@bES Pl Qkchd
eS8 dechals bl CENOETH Bl g o
revgtadivallist B\yposkadd @rio thesdontasingelenicpr @4t olisttyetdvatheaded,
, grocessi rhg coptinues at . _ ,
invokes a trusted installer on the computing device to install the latest global
revocation list. Processing continues at block 910.
[0092] At block 910, the latest global revocation list is saved as a pending global
revocation list. Because it may be necessary to reboot the computing device when
a new global revocation list is updated, the new global revocation list is saved
without updating the computing device with the new global revocation list. The

new global revocation list is not activated until the end-user attempts to process
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deci sion block 912. O herw se, processing continues at
bl ock 908. [0091] At bl ock 908, based on the options

wapmcioficed, the client service perforns the deRBCT/E82006/027251

actions. For exanple, if option 4 (send notification)
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[009Bdat At bluek Il 6kt compuitng devicd des¢ived the edueidied Bycleavi ng
t he, neV\A downl ?Q???ed gl obal revocation list as a
roﬁ%ﬁﬁ&grﬁ? 1@9?)%’511’ NBst instead of automatically

(009602t WP81dcRD1¥ e ihnRhdld Rnetyed @bmponents are saved as pending
components in storage accessible by the computing device. PEAuth can then load
these renewed computer-readable components when performing the on-demand
process shown in Figure 7 without needing to download the computer-readable

components. Processing is then complete.
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revocation list, a user will not have the unfortunate
experi ence of being unable to process protected

w@orente6tr hat was previously processabl e. Ther € DUS2006/027251

t he end-user does not have to be unnecessarily

[oogzgém[wggk@ DE &k bIBEIPRERISE SOBLIAY AhifReks irﬁﬂe&%&fﬁ%g

[0093] At decision block 912, a determnation Is
therpededintpeodess. The cxammbardrduisponeinciideheskyeb@l02 and the

downl oaded..Jf the option js selected to do oad
corp e s S BBTARL Ve ppe BB G THe Sebippape melites S
seré3ripiiieServiey Ppﬁﬁﬁid%ﬁoré%mi 112UR8 tRtupdkRakeBtdhs dfIRD4]

At block 914, the client service sends a request for

revpkesd ¢ampanenisasklahe newly rubhbishedralolad remepdorelists Computing

assncy at wth the.latest alobal revocati | i
aoiE L b et Bkt BhERS s RE Tu20 BB S8 pishihep 1 B, The
aut8hbtic hp@at€ e ite cOMnELENG A W tHe\esyel RPdite 88videit6 dbtain the

packet. Processing continues at block 918. [0096] At

idepifiedccamponentre Hsidensdisd gompaaeirts axedhpo installed andhes aved

I g, . staorage accessi bl e, by the
cor S B B RBRE R R PR SO R REREN HA2L 7 enewe
[0098PUTRE proaskidy perf@iied e Fighirad 0 upe tHeQrl6bA getddation list

on-demand process shown in Figure 7 without needing to
desglpd Baliewresd. cBapETSEr he PreessTies BBisiedaperionned usisg ather

ol AOMPAE ol SARFL, DU Rkt Ml (] Sp AN
utilecc@agica Jiyte eouaplear igveuatibh liecind & App omipsnent s@O¢aion

. 1102 and the conputing device 100 connected via the
listy Fopthses othepio therprasenbaytorapiicerdate meehaism et e

. Vi . . st e i
inoSPOIE S bk HlecRftsht RARICChah A Sl LT S SIcnRe
an {lentifiér with awaifonn résoaics lodawT{URL)ovitkey i @pdA6d barapeidas
an automatic update service 1120 and an installer
may o slowpipadse Op RAETdeTAsaRRIIH dpd) RedSBmeadic dtigeredilt h
' i ; ; g cr
e B ot U ARE i B A Binlnk O sdifREL bR URL.
In thest athéradedia applécationy) tiidinigokleyi syetemistdo riot Stygddricthe tip2df
. .as pendi ng conponents 1124. [0098] The processing
inforgafigp ﬁ@@%@#}% Pressuiguiomiic ydatgnegenisiey bageiosh
I . 0 . .
e S R PO A & rdcit PARY o of MenT0F iR Mhgnish
whéthemnit issasséaiated xathpd epdaki girtied, aRhot trartiviedibasite DN help page.
appl.jcatjons utilize a Cardea style cqonponent
The PP F\at}qnétth"’éh‘&ﬁé%ﬂlﬁ\i?p"t grisBerationy Slrdasife pode that

invokes the present automatic update mechanism. Then, instead of passing a

GUID, the media application passes its own type of identifier, such as a hash or a
public key. The media pipeline constructs a FWLINK using the identifier. The
process then looks up the unique identifier via the link mechanism to get the
associated URL. Table 1000 illustrates one embodiment for a link mechanism.
Table 1000 includes two columns: an identifier column 1002 and a URL column
1004. In general, identifier uniquely identifies a component or revocation list. The
identifier includes a website URL portion 1006 that supports a FWLINK
mechanism 1008. The identifier also includes a link id 1012 or hash 1010 to
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list. For these other formats, the present automatic

updat e nechani sm may i ncorporate a |link nechanism The
wo powk/omsehani sm bei ng configured to associ at e BEIT/US2006/027251

identifier with a uniformresource |ocator (URL) where

. e nent be downl oaded., or ne
o BRI s BY o AR L R, B 1004
stotes WITRB QS WHlEsiRXEERE ﬁfeﬁdéﬂtﬁi@d%ﬁ%%ﬂéﬁt%ﬁﬁbe install, help
_aSSOC|at|n€%an identifier with a URL. In these other

ngigpgtions 5@t Pe abteimand thedike. | dbike R Is jnslwdes GIoMrofsomeguid}

i tion needed. b he present
oS PR bR nd ARSI W REE B i B e
copanear ia tienipdaty etvite usiag eespeaificd G, Off thelesthpérieaf is
and distinguish whether it is associated with a update
n@ﬁ?%‘fide?n theppraty spryiqey theemtemats upsiateampeliapispadisplayhthe
' i cat i i ] I vgcati on
ORI eBRH SR LTI Wb AT GRGAUURFY B
campptateatsrawaitebie simthd hpdate bdrsice agk anfigassl wigh @ GAPDas t he
rTediIa agpl ication passes its own_type of identifier,
ORIAR! RAEAIgeRE sk Qe el 7, g &pecifihglopalgeyogstion lishmay be

f : ' t [ L .
SFEREEES R Ty AR
thakihl FIWEINK poiyed tot h&UdBsthati rapresentiRh setthipphekag® @) specified

ill us%r atg(is ne enhodjnent for a link nmechanism Table

VerBjon of eI Slohsl st Lifmsinedhe pesend AR SiaRg PRFAme 0 2n

oft&icR, Witkn R dient O4bled dbidte %eihﬂla:lizé(fjﬁ%'tﬂé g{?bgﬂegggak%n
i dentifies a conponent or- revocation [ist. e

ligt dhestt (ifei, erfided strimpg stha vessixsi dfeheRlobplotet dcatioh A36istdpadified

supports a FW.I NK nechani sm 1008.. The jdentifier also
UM S PRRNG rS1 (N BeTsonkesd nadarcpertonms dhs BTN h

il IR EIAPARE r t 9By, 14
OI%:ol brrﬁ 1002 stor esggecg%ef afeég?(ﬂg' @E%’it?égwgﬁeﬁg%r
davd@nadsfand dnstadistbe eotpomgnt lwathi thsit GUID ubislgphé npdateisdriziens
b tain, and the like. If the URL includes QU D=
10D38) gy CxanpiameR i BanlisAnens reve e isHater and
AP it TR NRIDBS S EHTBE (e | - La
t he upélate service usl ngﬁfhgveégg@?ﬁ&e%%ﬁgmﬁfg{eﬁ%é
canfigpotien tnd sesnotces deseribed abovich &/ avjod s b difications,, chihess, and
aut.omati c update chapj sm di spl ays the URL to the
VOB EParoph ‘%ﬁmnﬁkﬁ%gmg]a% npaYelt? BAdLAnEhe pHARSARILS
opePAticnO BRPAG R SofaN &8k & é’rh@o&iﬂl%n?é REALR Wittt 8%21?6 from
configured wth a GU D as optional paraneter. I'n omne
the wbapcti ofeind ¢laimeslpeverftion. gl obal revocation |ist may be
specified using a query string paranmeter. The link
mechani smis then popul ated so that the FW.I NK points
to a GQUDthat represents a setup package for
specified version of the gl obal revocation Iist using
the second query string paraneter. In
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operation, when the content enabler object is
initialized wiwth the global revocation |ist hash
w@ poog/o11667 f i xed string), the version of the glPWHIUS2006/027251
revocation list is specified using query string
araneters. \Wen content enabler perfornms the FWINK
ﬁ%MEDa%t ects the link specifies a GU D. Then,

1.t he&9&5@&%—?&%%%&&‘%&@9&@%&@“ all's the

conponen QU D using the update servi ce.
[ 0098tiodhallyecheckimg vehetirdy adiewereyecadiod lmphis ean ipphBshisd wban
een illustrated and described, it is to be understood
UPHRISSCEHES: i nvention is not limted to the precise

Confdpggg%é 1AL HEBIE Ao §SceRARS hh REc A \Fom YRS bt

nodi tions, changes, and variations apparent to
seticsthasthietd isd reconthendrdtupdeie fhetheadw remogation list,

t, ion, det aj | f the,.di scl d
Ao e e ion e EP R Tib e s b Ag® PriREMR IS B e o
pehlfoGbRbdHBEn 118 B e Bintibdodafiof 1iéd By 4ilaBle fBr on-demand

conput er -i npl ement'ed nethod, conprising: periodically
updhteckhegpratestadaontentisguessy o bighenlevel afiprpigstioreet the

ubli shed. at. an, updat e. servi.ge; . during .t;h riodi.c
coBiRiiel ish s BroticTion e pf b eh 8o BE phAGfon on
thg@gmbﬁﬁngaaﬁcg_here is a recommended update for the new

revocation |list, downl oadi ng t he new revocation |jst

2.and Bwwomputdrampismensstomathios wf iclaém lasvhgreye periegcally
revocation l.ist, the pendjng r.ey ;on |ist being

chg ngﬁflgsw&ﬁn&q%oé%lﬁ@g@ﬁ&%fs elseﬂﬁf’éﬁgeﬁir ot ect ed content

3.1 equERt condpuidrdhiPlerh@@] methoBPCREh 10Whereit [ wnfbtABn

~device than the protection provided by a current |evel
lish Fepdacss acvitght prndingaevenspor ilisy device. 2. The

conput er-i npl ement ed . et h ofe ¢l ai \ eln i
por s o aReR s ReP e R e BleTedms, o

rekScati®BaRt Rbavel asldie cfapuabity éfiffeneiigntestaried hiod tidt have
claim1, wherein the new revocation |ist replaces a
begoprereupedavalgaded,ocation list. 4. The

h st. 4 | |
e e s G T

cdhpreP MITR OSUPTA MANDOBIS® tupdatels@wacdeen previ ously
downl oaded. 5. The conputer-inpl enented nmet hod of
6.c| aiThercompderaimplementehapgthodd claimel , dythsr icgmprising

dol\\élvrgggé% I 'il}jdé%m{xr&f eh‘(ﬁ{j@&ﬁp&%ﬁy i€ as a revoked component
within the new revocation list upon receiving the indication.

7. The computer-implemented method of claim 6, wherein the revocation list
comprises a Cardea-style certification revocation list (CRL) and each revoked
component is identified with a certificate hash, the certificate hash being used to
identify a location on the update service from where to download the updated
version.

8. The computer-implemented method of claim 6, wherein the revocation list
comprises an App certification revocation list (CRL) and each revoked component
is identified with a public key, the public key being used to identify a location on

the update service from where to download the updated version.
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6. The conputer-inplenented nmethod of claim1, further

conpri si ng downl oadi ng an updat ed version of each
waeorponest |isted as a revoked conponent w t hi PCT/O8200€027251

revocation |ist upon receiving the indication. 7. The

t - | t t i ) i
9. 7 ovbit g B i Ror e B ofntt B0l abibel®,
cor‘h@éﬁ%_@%si i@é‘nﬁﬁ&i}] by £BLIDAHE GEIDh beiag aksed tcidepifyeniocation on

Identified with a certificate hash, the certificate
thehmpdlhtelseiviee fromawhere teimstailithe BPdadR ¥ESI9R- on t he updat e

seryjce fram where - upgla Lon. 8.
107he ]&eo%ﬂ?‘gtﬂ'fm ellerélr?%%g %%%ef%éﬁlgf@cl al %nﬁg@{%@}{gﬂpn
cofnB6ndi® ¥Oiashi et by & haghaiTilid feskahcobmporeat.t i fication

revocation list (CRL) and each revoked c%onena{ S
11j deFb¢ eomputgi-implgmsatsrineethad of ¢lpg %u‘ﬁh%l AN ﬁ%

used ident ' rvice from
colfighert B R o E ek R AT AR Wk DR ARAP AR
12C0NPHE esmpiitet-afpRhedtedendihet of clainail nwhereinhibe @pdate kavice

revoked conponent is |dentjfi ef] b%/ a %IJI E), thec t%JII1 Bsts are
Projadesc epbeaPTY assogistRd Wih BeligeRPIEHIBR APRECWIENE
pu?\ﬁsgl\é@g*?%ﬁi{l% %n%oe to install the update version. 10.

ut er-i rent ed net hod of claim®6, wherein
13t heThe vokpdtee-dmplenentedirsethodof ¢lhing d2 pwherehesplucdlity be

revoked conponent. 11. The conputer.-inpl enment ed t hod
pasfacer e BLISHON Ehi (0% AP SV BRERT eEHAH A rocated g

e conputer-1npl enent ed thod of claiml,
arligte® hsirdvbked potht esweiatddaeveaton tiels a cat egory

associ ated wt di a applj.cati ons and new revogcation
14 | sﬁscw@tﬁwaaélﬂgat%&eﬁﬁ#wfﬁ aX’éigeCQBfR}‘."efﬁ‘?“ﬂ‘ﬁ@e

| onif %? B{ﬁ[}l{é\’\? b B¥attorCiid dddd iﬁ@ﬁl@in%ﬁlgﬁgt%d W%Ys@&%d)f%@?@@ﬁ&ﬂi that

r-i } nted nmethod of claim 12, wherein a
‘ cogr&)%%{ltg compt LSSI%

ity O kages are published within the
cat egantomazaipdprcende daiiggredds periadied lywwhdek ovhether a new
the new revaocation |lists and includi ng updat ed
reyegelipe et ks ReshpY at FatPRteS YISt 3t 18 Fe0ked i n
the aﬁ%ﬁﬁﬁie@%ﬁﬂw‘bﬁ&ﬁ%@ﬁﬁ%ﬁe& toStnstalithe Aew revocation list on a
conputer-readabl e storage nmedi um havi ng
congpbing eioviex aft dbiveloeding drearevsievoeation It figm the update
automati c update service configured to periodically
seEfies@ghet her a new revocation |ist has been published

2, AP R A A ol ot i
pénidiiig renocation list that is available for updating a computing device to a level
of protection specified by the new revocation list if processing of protected content
demands the level of protection.

15.  The computer-readable storage medium of claim 14, wherein the automatic
update service is configured to communicate with a server update service over
Internet.

16.  The computer-readable storage medium of claim 15, wherein the server
update service comprises MICROSOFT® WINDOWS® update service.

17.  The computer-readable storage medium of claim 14, wherein the storing

component is further configured to store the installed new revocation list as one of
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computi ng devi ce after downl oadi ng the new revocation

list fromthe update service; and a storing conponent
waeoeni7iogwsed to store the install ed new revocat PONUB2086/027251

as a pending revocation list that is available for

i . . .

e e S S E R AL A
deyirotoect@tesponding levdbofprdectibie | evel of protection. 15.
18The cogpuher-readable st orage nedi um of cl ai m 14,

whet ECHPIHBE SEVSRmP 5t e service is configured to

ConipRiceabs, W th a server update service over

Internet. 16. The conputer-readabl e storage nedi um of

cl ad mer®ry itie mdiich @ hbiradidy vé computat-exesutableeospnpnisses

TG, NDOWS(r) update service. 17. The
loa%@ﬁ?séﬁélg%afé?@p%e&t%@ﬁwm%m of claim 14, wherein
t hears&R6maGc GHARE B&Rce iconfigtirtd &) p&Rdidatly REcit Rhsthef £new
the installed new revocation |list as one ofa plurality

revgeatinsnléit hgs besnquitisked 4tion ipdath servigeeviagaetveiske f or

updat i ngnthe conputing. devi.ce carrespondi | evel

of S 5P R STt s P o L e SRR Pn Mo
coMpOERSEStice HteiEdWnYoddigah¥héw Revdcptioh Bbti from Ahe update

conput er - execut abl e conponents are | oaded, the
sergicgr #id t y of conponents conprising: an automatic

upd .SEer.Vj C ' t iodically check. . ..

whel NERRE Gl Sol e o QoAU ALERY sty ionistas =

pendififeos&ton 16 thet & availebledsiipdating ASbRpLEHg BVBORE M evel
configured to install the new revocation list on a

of protgstion specdleed b thefrest regosation digt H@redessing af projestest ¢antent
' [ service; and a storing conponent
de%%lilésitg%?eg]gf{']fgpr?%o?}é&t he installed new revocation |ist
as a pending revocation list that is avail able for
updating a conputing device to a | evel of protection
speci fied by the new revocation |ist if processing of
protected content demands the | evel of protection.
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