
WO 2009/032471PCT/US2008/072520 EXECUTING PROGRAMS BASED ON
USER-SPECIFIED CONSTRAINTS TECHNICAL FIELD pool]The following
disclosure relates generally to managing execution of programs on
multiple computing systems based at least in part on user-specified
constraints. BACKGROUND pm]Data centers housing significant numbers
of interconnected computing 



systems have become commonplace, such as private data centers that
are operated by and on behalf of a single organization, and public
data centers that are operated by entities as businesses to provide
computing resources to customers. For example, some public data
center operators provide network access, power, and secure
installation facilities for hardware owned by various customers,
while other public data center operators provide "full service"
facilities that also include hardware resources made available for
use by their customers. However, as the scale and scope of typical
data centers has increased, the task of provisioning, administering,
and managing the physical computing resources has become increasingly
complicated. [0003]The advent of virtualization technologies for
commodity hardware has provided a partial solution to the problem of
managing large-scale computing resources for many customers with
diverse needs, allowing various computing resources to be efficiently
and securely shared between multiple customers. For example,
virtualization technologies such as those provided by VMWare, XEN, or
User-Mode Linux may allow a single physical computing machine to be
shared among multiple users by providing each user with one or more
virtual machines hosted by the single physical computing machine.
Each such virtual machine may be a software simulation acting as a
distinct logical computing system that provides users with the
illusion that they are the sole operators and administrators of a
given hardware computing resource, while also providing  WO
2009/032471PCT/US2008/072520  application isolation and security
among the various virtual machines. Furthermore, some virtualization
technologies are capable of providing virtual resources that span one
or more physical resources, such as a single virtual machine with
multiple virtual processors that actually spans multiple distinct
physical computing systems. [0004]While the availability of data
centers and virtualization technologies has 



provided various benefits, various problems still exist. For example,
one problem that arises in the context of data centers that host
large numbers of programs for a set of diverse customers on large
numbers of physical computing systems involves managing the execution
of programs for customers in such a manner as to meet customer
expectations while also making efficient use of the computing
systems. For example, a first customer may desire that at least some
of his/her programs be executed in widely distributed locations, so
that a failure of a single physical computing system or of
connectivity to a particular data center does not cause access to all
of those programs to be lost. Conversely, a second customer may
desire that at least some of his/her programs be executed close to
each other so that network connectivity between the programs is
likely to have desired performance characteristics (e.g., low
latency, high throughput, etc.). In addition, particular customers
may desire particular capabilities for computing systems that execute
particular programs, with some capabilities being available from only
a subset of the computing systems. However, it is difficult for
customers to specify such expectations - for example, a customer may
need to obtain information about all of the possibly available
computing systems (e.g., their locations and capabilities), and
repeatedly execute programs by identifying a particular computing
system whose capabilities and location is appropriate for execution
of a particular program and by manually requesting that the
particular computing system be used to execute the program, which is
highly time-consuming and inefficient. In addition, it is difficult
for an operator of one or more data centers to efficiently satisfy
such customer expectations - for example, if a customer requests that
a particular computing system be used to execute a particular
program, the operator may be unable to satisfy the request  WO
2009/032471PCT/US2008/072520  (e.g., that computing system may be
currently unavailable, or would be overloaded if used as requested),
while other available computing systems that would also be
appropriate may be under-utilized. BRIEF DESCRIPTION OF THE DRAWINGS
[0005]Figure 1 is a network diagram illustrating an example
embodiment in which multiple computing systems execute programs and
inter-communicate. 



[0006] Figure 2 is a block diagram illustrating example computing
systems suitable for executing an embodiment of a system for managing
execution of programs by a program execution service. [0007]Figures
3A and 3B illustrate a flow diagram of an example embodiment of a
System Manager routine. [0008]Figure 4 illustrates a flow diagram of
an example embodiment of a System Client routine. DETAILED
DESCRIPTION [0009]Techniques are described for managing execution of
programs on 



multiple computing systems, such as based at least in part of
user-specified constraints related to the program execution. The
user-specified constraints may have various forms in various
embodiments, as discussed below. In addition, in at least some
embodiments, at least some of the computing systems are part of a
program execution service for executing multiple programs on behalf
of multiple users of the service, such as a program execution service
that uses multiple computing systems on multiple physical networks
(e.g., multiple physical computing systems and networks within one or
more data centers in one or more geographical locations), and at
least some of the computing systems each may provide multiple virtual
machines that are each capable of executing one or more programs for
one or more users. In at least some embodiments, the described
techniques are automatically performed by an embodiment of a System
Manager component to manage execution of programs for a program
execution service or other group of  WO 2009/032471PCT/US2008/072520
multiple computing systems that execute programs, as described in
greater detail below. [0ow]In at least some embodiments, specified
requirements or other constraints related to execution of one or more
copies of a program include constraints based on a desired relative
location of one or more indicated targets to one or more host
computing systems to execute the one or more program copies, such as
constraints specified by a user for execution of one or more programs
for the user. A desired relative location to an indicated target may
be specified in various ways in various embodiments, and indicated
targets may have various forms in various embodiments. [ocriqAs one
illustrative example, a particular user may desire to 



simultaneously execute multiple copies of a first program (e.g., to
act as alternatives in providing functionality to clients of the
first program), with the user desiring that the multiple program
copies each be executed on a distinct host computing system that is
sufficiently distant from other host computing systems executing
copies of the program so as to provide a desired level of reliability
in case of a failure event that affects access to one or more of the
executing program copies (e.g., a hardware failure of one of the host
computing systems executing a program copy, a failure of a networking
device connecting multiple computing systems, failure of power and/or
network connectivity to a data center having numerous computing
systems, etc.), such as to minimize the risk that access to all of
the multiple executing program copies will be simultaneously lost due
to the failure event. In such a situation, the indicated targets are
the host computing systems executing other copies of the program, and
the relative location may be specified as exceeding an indicated
degree of proximity or closeness (e.g., as a minimum distance)
between the various target host computing systems for the program
copies, such as to have at least two (or all) of those host computing
systems be connected via a different network switch device, be
located in different data centers, be located in different geographic
areas, etc. [0012]Furthermore, the same user may desire to also
simultaneously execute multiple copies of a second program, with the
second program copies each   configured to interact during execution
with at least one of the executing first program copies. For example,
the first and second programs may be part of a multi-tier
architecture, such as with the first program being an application
server program that interacts with a database server program to
obtain relevant data (e.g., as part of implementing business logic
for a particular Web site or other network-based service), and with
the second program being the database server program that provides
access to data. One or more other related programs may also
optionally be part of such a multi-tier architecture, such as a
front-end Web server program that interacts with Web clients to
receive requests and with the application server program to obtain
responses to the requests. In such situations, the user may similarly
desire that the copies of the second program execute on distinct host
computing systems that are sufficiently non-proximate from each other
to minimize reliability problems due to failure events, but further
that each executing copy of the second program is sufficiently
proximate to at least one executing copy of the first program so that
communications between such first program copies and second program
copies have at least a minimum level of desired network connectivity
performance (e.g., a maximum amount of latency, a minimum amount of
throughput or available bandwidth, etc.). In such a situation, the
indicated targets for a host computing system to execute a second
program copy may include one or more target host computing systems
that execute other copies of the second program, and may further
include one or more target host computing systems that execute copies
of the first program. Furthermore, the relative location with respect
to target host computing systems executing other second program
copies may similarly be specified as exceeding an indicated degree of
proximity (e.g., a minimum distance), while the relative location
with respect to a target host computing system executing a first
program copy may be specified as being within a minimum degree of



[0013]Constraints related to execution of one or more copies (or
"instances")  of a program on one or more host computing systems at
desired locations relative to one or more indicated targets may be
specified in various ways, such as based at least in part on a
hierarchy or other organization of multiple host computing systems
that are available to execute program copies. As previously noted, in
some embodiments, a program execution service may execute software
programs on behalf of third-party users who are customers of the
program execution service, such as by using multiple physical host
computing systems (e.g., in one or more data centers in one or more
geographic areas, and with at least some of the host computing
systems each providing multiple virtual machines each able to execute
one or more programs for a customer). In such situations, the
organization of the host computing systems of the program execution
service may be used to specify relative locations for host computing
systems to execute particular program copies, as discussed below. In
addition, satisfaction of such specified constraints may be
automatically performed by a System Manager component of such a
program execution service that manages execution of programs of
customers, such as to execute customers' programs in accordance with
constraints specified by the customers. For example, customers may
provide programs to be executed to the execution service, and may
reserve or otherwise request execution time and other resources on
physical or virtual hardware facilities provided by the execution
service. Additional details related to example embodiments of such a
program execution service are included below, including with respect
to Figures 1 and 2. [0014]In embodiments in which multiple computing
systems are available to execute programs and are inter-connected in
various ways (e.g., multiple computing systems associated with a
program execution service, or another group of such multiple
computing systems), a hierarchy or other organization of the multiple
computing systems may be specified at least in part based on the type
of data exchange mediums or other network connectivity provided
between the multiple computing systems. For example, in some
embodiments, a user may be able to select one or more of multiple
defined proximity levels in   order to indicate a desired relative
location between a host computing system to be selected to execute a
program copy and an indicated target computing system or other target
computing resource, such as the following illustrative proximity
levels:        a first proximity level corresponding to the host
computing system and the target computing system being the same, such
as to enable two or more programs on the computing system to
inter-communicate via memory; 



a second proximity level corresponding to the host and target
computing systems being connected by a network switch device and/or
by being on a single rack, such as to enable programs on the host and
target computing systems to inter-communicate via the switch and/or
via a backplane or other bus of the rack;        a third proximity
level corresponding to the host and target computing systems being
connected by one or more network router devices (e.g., an edge
aggregation router, or other router that inter-connects multiple
switches or racks), such as to enable programs on the host and target
computing systems to inter-communicate via the router(s);        a
fourth proximity level corresponding to the host and target computing
systems being connected by a network local to a data center, such as
to enable programs on the host and target computing systems to
inter-communicate via the local network;        a fifth proximity
level corresponding to the host and target computing systems being
connected by one or more high-speed dedicated data connections
between a ring of two or more data centers (e.g., data centers in a
common geographical area, such as a state or region), such as to
enable programs on the host and target computing systems to
inter-communicate via the high-speed data connections; and       a
sixth proximity level corresponding to the host and target computing
systems being in different data centers that are in different
geographic areas (e.g., in different states or countries), such as to
enable programs on the host and target computing systems to
inter-communicate via the Internet or other connection between the
data centers.  WO 2009/032471PCT/US2008/072520 



Each such proximity level may be considered to reflect a distinct
associated degree of proximity between the host and target computing
systems (e.g., physical proximity and/or network connectivity
proximity) and a degree of reliability in case of occurrence of a
failure event, with the first level having the highest degree of
proximity and having the lowest degree of reliability, and the sixth
level having the lowest degree of proximity and the highest degree of
reliability. A user may select one or more such proximity levels in
various ways in various embodiments, such as by indicating a
particular proximity level, or instead a range of multiple proximity
levels (e.g., based on an indicated minimum desired degree of
proximity and/or an indicated maximum desired degree of proximity),
optionally with an indicated preference to maximize or minimize
proximity (or reliability) within the range if possible. It will be
appreciated that other embodiments may have additional proximity
levels, may lack some or all of the illustrative proximity levels, or
may represent relative locations in manners other than such proximity
levels. Furthermore, it will be appreciated that in at least some
embodiments some or all of the proximity levels may be hierarchical,
such that a group of computing systems at a second proximity level
may include one or more groups of computing systems at a first
proximity level, a group of computing systems at a third proximity
level may include one or more groups of computing systems at a second
proximity level, etc. In addition, in some embodiments, an indication
of a proximity level (or other related degree of proximity) may
correspond not to a physical degree of proximity based on distance or
network connectivity, but instead to a level of quality of service or
other computing performance (e.g., reliability in case of a failure
event, network connectivity performance, etc.) that is provided for a
host computing system selected for that proximity level, regardless
of whether that level of computing performance is provided based on a
physical degree of proximity or in another manner. [0015]As
previously noted, a relative location may be determined with respect
to various types of target computing systems in various ways. For
example, constraints may be specified with respect to computing
systems executing multiple copies of a single program and/or to
computing system executing  WO 2009/032471PCT/US2008/072520 



copies of multiple programs, such as to locate an executing program
copy providing computing functionality near an executing program copy
providing related storage functionality (e.g., to locate an executing
application server program copy near an executing database server
program copy). In other embodiments, other types of targets may be
indicated and used, such as to execute one or more program copies
within a specified geographical distance or other degree of proximity
to an indicated location (e.g., to execute a program copy for a
company or other entity near other computing resources maintained by
the entity, such as near a corporate headquarters for a company,
and/or near a location in which end-users of a particular program are
located). In addition, in some embodiments a target may correspond to
a geographical area (e.g., as defined by a governmental body, such as
a city, county, state, country, region, etc.), and the relative
location may refer to a host computing system being selected to be
inside or outside the boundaries of that geographical area (e.g., due
to legal restrictions, so as to enhance functionality provided to
end-users of a particular program located in that geographical area,
etc.). [0016]  In addition, in some embodiments at least some
constraints specified by a user or otherwise considered by a System
Manager component when selecting a host computing system for an
executing program copy may be related to factors other than location.
For example, a particular user may specify constraints related to
capabilities of a host computing system that is to be selected to
execute a program of the user, such as resource criteria related to
execution of each copy of the program (e.g., an amount of memory, an
amount of processor usage, an amount of network bandwidth, and/or an
amount of disk space), and/or specialized capabilities available only
on a subset of multiple computing systems used to execute programs
(e.g., particular input/output devices; particular programs, such as
an operating system and/or application programs, etc.). In addition,
in some embodiments, a particular user may specify constraints
related to costs, such as based on a pricing plan selected by the
user (e.g., so that only computing systems available within that
pricing plan are selected), or on other fees associated with use of
particular computing systems. In addition, a System Manager  WO
2009/032471PCT/US2008/072520  component may also select and use
various constraints related to program execution (e.g., to enhance
operation of a program execution service or use of another group of
multiple computing systems executing programs) in at least some
embodiments, such as related to a quantity of computing system
resources that a particular user may use (e.g., not more than half of
a particular host computing system that provides multiple virtual
machines, at most a specified number or percentage of computing
systems in a data center or of all of the multiple computing systems,
etc.), related to locations of computing systems used for particular
users or particular programs, related to particular computing systems
that particular users may use, etc. Various other types of
constraints may similarly be specified by users and/or by a System
Manager component in at least some embodiments. [0017]In at least
some embodiments, the execution of one or more program copies on one
or more computing systems may be initiated in response to a current
execution request for immediate execution of those program copies by
a user. Alternatively, the program copy execution may be initiated in
other manners in other embodiments, such as based on a previously



[0018]In addition to constraint-related information, program
execution requests may include various other information to be used
in the initiation of the execution of one or more program copies in
at least some embodiments, such as an indication of a program that
was previously registered or otherwise supplied for future execution,
and a number of copies of the program that are to be executed
simultaneously (e.g., expressed as a single desired number of copies,
as a minimum and maximum number of desired copies, etc.).  WO
2009/032471PCT/US2008/072520  Furthermore, in some embodiments,
program execution requests may include various other types of
information, such as the following: an indication of a user account
or other indication of a previously registered user (e.g., for use in
identifying a previously stored program and/or in determining whether
the requested program copy execution is authorized); an indication of
a payment source for use in providing payment to the program
execution service for the program copy execution; an indication of a
prior payment or other authorization for the program copy execution
(e.g., a previously purchased subscription valid for an amount of
time, for a number of program execution copy, for an amount of
resource utilization, etc.); and/or an executable or other copy of a
program to be executed immediately and/or stored for later execution.
In addition, in some embodiments, program execution requests may
further include a variety of other types of preferences and/or
requirements for execution of one or more program copies, such as
that some or all of the program copies each be allocated indicated
resources during execution. [0019]When one or more constraints are
identified to be used for selecting a host computing system to
execute a copy of a program, whether as specified by a user or
otherwise determined, the System Manager component uses the
identified constraint(s) to select an appropriate host computing
system if possible. In particular, in the illustrated embodiment, the
System Manager component first attempts to determine one or more
candidate host computing systems that are available to execute the
program copy and that satisfy the identified constraint(s), such as
by incrementally applying the identified constraint(s) to multiple
possible computing systems in such a manner as to eliminate any of
the multiple computing systems that do not satisfy one of the
constraints. In other embodiments, other types of constraint
satisfaction techniques may instead be used. In addition, in the
illustrated embodiment, the System Manager component may also apply
other factors when determining any candidate host computing systems,
such as to eliminate from consideration any computing systems that
lack sufficient resources to currently execute the program copy
(e.g., based on one or more other programs being executed or 



that are scheduled to be executed), and/or that are currently
unavailable or expected to be unavailable for other reasons (e.g.,
periodic maintenance).  [0020] If one or more candidate host
computing systems are determined, one of the candidate host computing
systems is selected as the host computing system to execute the
program copy (or multiple host computing systems may be selected if
multiple program copies are to be executed on more than one host
computing system). If multiple candidate host computing systems are
determined, the particular host computing system may be selected in
various ways, such as randomly, or in such a manner as to enhance
operation of the program execution service (e.g., by attempting to
use under-utilized groups of computing systems, by using a computing
system that has a lowest cost of operation, etc.). In some
embodiments, a user who specified the identified constraints may
further have one or more preferences that may be used to select the
host computing system, whether a preference indicated with a program
copy execution request that specified the identified constraints and
initiated the candidate host computing system determination, or a
previously specified and stored preference. For example, if the
specified constraints include a range of multiple proximity levels,
the user may specify a preference as to which end of the range to use
if possible, such as to prefer to select the host computing system to
be more proximate or less proximate to a target (or more reliable or
less reliable) if possible. [0021]If no candidate host computing
systems are determined, an error or other indication may be returned
to provide notification that no computing systems that satisfy the
identified constraint(s) are currently available to execute the
program copy. If the identified constraint(s) were specified by a
user, the user may then decide to request execution of the program
copy using other constraints (e.g., less restrictive constraints,
such as with a less restrictive degree of proximity), or to instead
attempt to perform the program execution using the same constraints
at a later time. In other embodiments, the System Manager component
may further facilitate such constraint relaxation, such as by
automatically determining one or more less restrictive constraints
under which the program copy may be executed (e.g., if at least one
of the constraints  WO 2009/032471PCT/US2008/072520 



indicates a maximum proximity level that is less than the highest
proximity level, by progressively trying to use proximity levels
higher than the indicated maximum until one or more available
candidate host computing systems are determined) and providing an
indication of the ability to perform the program copy execution using
the less restrictive constraints. Alternatively, the System Manager
component may automatically determine a later time at which the
program copy may be executed on a host computing system under the
identified constraints (e.g., based on scheduled executions of other
program copies), and indicate that availability (e.g., enabling a
user to schedule the program copy execution at that later time).
[0022]Furthermore, in some embodiments the System Manager component
may determine to move at least some executing programs in at least
some situations from their current host computing systems to other
host computing systems, such as if no candidate host computing
systems is determined for a particular program copy execution
request, if a computing system fails or access is otherwise lost to
one or more computing systems, if an executing program copy
terminates prematurely, periodically, etc. If so, the System Manager
component may, for one or more program copies already executing on a
current host computing system, determine another host computing
system to execute the program copy instead of the current host
computing system such that the other host computing system satisfies
any constraints related to execution of the program copy (e.g., at a
same or better level with respect to any user preferences regarding
the program copy execution, or instead at any level that satisfies
the constraints), and optionally such that one or more other system
goals are achieved (e.g., to make available a candidate host
computing system for a program copy execution request by moving a
previously executing program copy on that candidate host computing
system to another host computing system, to improve utilization of at
least some computing systems, etc.). [0023]In addition, in some
embodiments a user may specify constraints to be used for a
particular request to execute a copy of a program by indicating a
predefined group of constraints, such as a group previously defined
by the user  



(e.g., so that the group may be re-used multiple times, such as for
multiple copies of a single program or for multiple distinct
programs). Alternatively, in some embodiments, multiple predefined
groups may be provided by the System Manager component for the
program execution service or other group of multiple computing
systems being managed, such as the following nonexclusive list of
example predefined groups: a group corresponding to providing high
failure reliability for multiple copies of a program, a group
corresponding to providing high network connectivity performance
between multiple copies of a program, a group corresponding to
providing a high degree of proximity between multiple copies of a
program, one or more groups that each correspond to a particular
geographical area and/or a particular subset of the multiple
computing systems available to execute programs, etc., and with some
or all such groups optionally further specifying a preference for
greater proximity and/or for less proximity within a corresponding
range. Thus, if a user expects to execute multiple copies of a
program (e.g, by initiating executions of all of the copies at a
single time or instead incrementally), and would like them to execute
in particular locations relative to each other, the user may in at
least some embodiments define or select a group of one or more
constraints that correspond to those desired relative locations, and
then execute each copy of the program as part of that
defined/selected group. Furthermore, in some embodiments, a user may
define multiple such groups of constraints, and further specify one
or more constraints between such groups. Thus, with respect to the
previously discussed illustrative example involving an application
server program and a database server program, a user may define a
first group corresponding to execution of multiple copies of the
application server program and a second group corresponding to
execution of multiple copies of the application server program, and
indicate inter-group constraints for the two groups (e.g., to
indicate a minimum degree of proximity between executing program
copies of the two groups, such as to ensure sufficient proximity
between copies of the two programs). [0024]For illustrative purposes,
some embodiments are described below in which specific types of
computing systems, networks, intercommunications,  WO
2009/032471PCT/US2008/072520  and configuration operations are
performed. These examples are provided for illustrative purposes and
are simplified for the sake of brevity, and the inventive techniques
can be used in a wide variety of other situations, some of which are
discussed below. For example, while the described techniques are in
some embodiments used in the context of one or more data centers
housing multiple physical computing systems and/or in the context of
a program execution service, other implementation scenarios are also
possible, such as in the context a business or other entity (e.g. a
university, non-commercial organization, etc.) for the benefit of its
employees and/or members. [0025] Figure 1 is a network diagram
illustrating an example embodiment in which intercommunications
between computing systems of a program execution service are
configured by a system manager component of the program execution
service. The illustrated example includes a data center 100 operated
by the program execution service that is connected to a global
internet 135 external to the data center 100. The global internet 135
may be a publicly accessible network of networks, possibly operated



WO 2009/032471PCT/US2008/072520 [0026]The data center 100 includes a
number of physical host computing  systems 105a-105e and a System
Manager component 110 of the program execution service. In this
example, host computing system 105a includes multiple virtual
machines 107a and a virtual machine ("VM") Manager component 109a to
manage those virtual machines (e.g., a hypervisor or other virtual
machine monitor), and some or all of the other host computing systems
105b-105e may similarly have such virtual machines and/or VM Manager
components (not shown). Alternatively, in other embodiments, some or
all of the physical host computing systems at the data center may not
provide any virtual machines, such as to instead directly execute one
or more software programs on behalf of a customer of the program
execution service. Furthermore, in some embodiments various of the
host computing systems may have differing capabilities, may have
different associated fees for use, may support different types of
user programs (e.g., virtual machine program instances of different
sizes, or programs with different types of resource criteria and/or
computing resource usage, such as differing patterns of I/O and
memory access and network usage), etc. If so, particular users and/or
their programs may be grouped (e.g., automatically) according to one
or more such factors, which may further be used as constraints and/or
preferences regarding which host computing systems to select for
particular program copies. [0027]The data center further includes
multiple networking devices, such as switches 115a and 115b-115n,
edge routers 125a-125c, and core routers 130a-130c. Switch 115b is
part of a physical network that includes two or more physical host
computing systems 105a-105b, and is connected to edge aggregation
router 125b. Edge aggregation router 125b connects the switched
network for switch 115b to an interconnection network 120 of the data
center, and further in the illustrated embodiment connects one or
more other switches 115n (and their switched networks of host
computing systems 105c) to each other, to switch 115b, and to the
interconnection network. Switch 115a is part of a distinct physical
network that includes physical computing systems 105d-105e and a
computing system providing the PES System Manager component 110, and
is connected to edge router 125a. Numerous other computing  



WO 2009/032471PCT/US2008/072520  systems and networking devices,
including other switches connected to edge router 125a, may be
present, but are not illustrated here for the sake of brevity. The
physical networks established by switch 115a and by switches
115b-115n are connected to each other and other networks (e.g., the
global internet 135) via the interconnection network 120, which
includes the edge routers 125a-125c and the core routers 130a-130c.
The edge routers 125a-125c provide gateways between two or more
networks. For example, edge router 125a provides a gateway between
the physical network established by switch 115a and the
interconnection network 120. Edge router 125c provides a gateway
between the interconnection network 120 and global internet 135, as
well as to the dedicated high-speed data connection 180. The core
routers 130a-130c manage communications within the interconnection
network 120, such as by forwarding packets or other data
transmissions as appropriate based on characteristics of such data
transmissions (e.g., header information including source and/or
destination addresses, protocol identifiers, etc.) and/or the
characteristics of the interconnection network 120 itself (e.g.,
routes based on network topology, etc.). [0028]The illustrated PES
System Manager component 110 performs at least some of the described
techniques in order to manage execution of programs on the physical
host computing systems 105a-105e, as described in greater detail
elsewhere. When a particular host computing system is selected to
execute one or more program copies, the System Manager component may
in some embodiments initiate execution of those program copies by
interacting with a VM Manager component (or other manager component
if the selected host computing system does not provide virtual
machines) that controls execution of programs for that selected host
computing system for the program execution service, or may
alternatively directly execute the program copy on the selected host
computing system. [0029]Figure 2 is a block diagram illustrating
example computing systems suitable for executing an embodiment of a
system for managing execution of programs on multiple host computing
systems. In particular, Figure 2 illustrates 



an example data center 299 that provides a program execution service.
The  WO 2009/032471PCT/US2008/072520  data center 299 includes a
Program Execution Service ("PES") System Manager computing system
200, a host computing system 250 capable of executing user programs
on virtual machines 258, and other host computing systems 290a-290n
capable of executing user programs (e.g., with at least some of the
host computing systems 290a-290n each similarly providing one or more
virtual machines and/or each executing a single user program at a
time). The PES System Manager computing system 200 and host computing
systems 250 and 290a-290n are connected to one another via an
internal network 280 and various networking devices that include an
illustrated networking device 262 and network switch devices
260a-260n. The network 280 may, for example, be an interconnection
network that joins multiple disparate physical networks within the
data center 299 and possibly provides access to external networks
and/or systems, such as computing systems 295 (e.g., in one or more
other data centers) via external network 285 (e.g., the Internet). In
the illustrated example, the networking device 262 provides a gateway
between the network 280 and host computing systems 250 and 290a-290n,
such as by acting as a router or a bridge. [0030]The PES System
Manager computing system 200 functions to manage the execution of
user programs within the data center 299. The illustrated PES System
Manager computing system embodiment 200 includes a CPU 205, various
I/O components 210, storage 230, and memory 220. The illustrated I/O
components include a display 211, network connection 212,
computer-readable media drive 213, and other I/O devices 215 (e.g., a
mouse, keyboard, speakers, microphone, etc.). [0031]Host computing
system 250 functions to host one or more programs 



being executed on behalf of one or more customers, and is shown in
additional detail relative to host computing systems 290a-290n for
illustrative purposes. The host computing system 250 includes a CPU
252, I/O components 253, storage 251, and memory 255. A host
computing system manager component 256 is executing in the memory
255, and one or more user programs may also be executing in the
multiple virtual machines 258 in memory. The structure of the other
host computing systems 290a-290n may be similar to that of host  WO
2009/032471PCT/US2008/072520  computing system 250. In a typical
arrangement, data center 299 may include hundreds or thousands of
host computing systems such as those illustrated here, organized into
a large number of distinct physical networks (e.g., in a hierarchical
manner). [0032]An embodiment of a PES System Manager component 240 is
executing in memory 220. In some embodiments, the System Manager
component 240 may receive a request or other indication from a user
(e.g., using one of the other computing systems 295) to execute one
or more copies of a program in accordance with one indicated
execution constraints. The System Manager component 240 may then
attempt to identify or otherwise determine one or more candidate host
computing systems based on the execution constraints, such as from
the host computing systems of the data center 299 and/or from host
computing systems on one or more other data centers (not shown), such
as by interacting with System Manager components on those other data
centers or instead by directly managing the host computing systems
for multiple data centers. After identifying one or more candidate
host computing systems, the System Manager component selects one or
more particular host computing systems to execute the one or more
program copies for the user. In some cases, the System Manager
component may use various information when determining candidate host
computing systems and selecting particular host computing systems,
such as information about the structure or other organization of the
various host computing systems, such as may be stored in a host
provisioning database ("DB") data structure 232 on storage 230,
and/or information about customer users (e.g., customer preferences,
customer-defined constraint groups, information about customers
programs, etc.), such as may be stored in a customer information
database data structure 234 on storage 230. [0033]It will be
appreciated that computing systems 200, 250, 290a-290n, and 



295, and networking devices 260a-260n and 262, are merely
illustrative and are not intended to limit the scope of the present
invention. For example, computing system 200 may be connected to
other devices that are not illustrated, including through one or more
networks external to the data center  WO 2009/032471PCT/US2008/072520
299 such as the Internet or via the World Wide Web ("Web"). More
generally, a computing system may comprise any combination of
hardware or software that can interact and perform the described
types of functionality, including without limitation desktop or other
computers, database servers, network storage devices and other
network devices, PDAs, cellphones, wireless phones, pagers,
electronic organizers, Internet appliances, television-based systems
(e.g., using set-top boxes and/or personal/digital video recorders),
and various other consumer products that include appropriate
intercommunication capabilities. In addition, the functionality
provided by the illustrated components may in some embodiments be
combined in fewer components or distributed in additional components.
Similarly, in some embodiments the functionality of some of the
illustrated components may not be provided and/or other additional
functionality may be available. [0034]It will also be appreciated
that, while various items are illustrated as being stored in memory
or on storage while being used, these items or portions of them may
be transferred between memory and other storage devices for purposes
of memory management and data integrity. Alternatively, in other
embodiments some or all of the software components and/or systems may
execute in memory on another device and communicate with the
illustrated computing system via inter-computer communication.
Furthermore, in some embodiments, some or all of the components may
be implemented or provided in other manners, such as at least
partially in firmware and/or hardware, including, but not limited to,
one or more application-specific integrated circuits (ASICs),
standard integrated circuits, controllers (e.g., by executing
appropriate instructions, and including microcontrollers and/or
embedded controllers), field-programmable gate arrays (FPGAs),
complex programmable logic devices (CPLDs), etc. Some or all of the
components and data structures may also be stored (e.g., as software
instructions or structured data) on a computer-readable medium, such
as a hard disk, a memory, a network, or a portable media article to
be read by an appropriate drive or via an appropriate connection. The
components and data structures may also be transmitted as generated
data signals (e.g., as part of a carrier wave or other analog or
digital WO 2009/032471PCT/US2008/072520 



propagated signal) on a variety of computer-readable transmission
mediums, including wireless-based and wired/cable-based mediums, and
may take a variety of forms (e.g., as part of a single or multiplexed
analog signal, or as multiple discrete digital packets or frames).
Such computer program products may also take other forms in other
embodiments. Accordingly, the present invention may be practiced with
other computer system configurations.  [0035] Figure 3 illustrates a
flow diagram of an example embodiment of a System Manager routine
300. The routine may be provided by, for example, execution of the
PES System Manager components 110 of Figure 1 and/or 240 of Figure 2
in order to manage program execution for a program execution service,
or instead by a similar System Manager component to manage execution
of programs for another group of multiple computing systems (e.g.,
multiple computing systems of a business or other entity in order to
manage execution of internal programs for that entity). [0036]The
illustrated embodiment of the routine 300 begins at block 305, where
a request related to the execution of a program or a status message
related to program execution is received. In this embodiment, the
request may be received from various sources internal or external to
the program execution service (e.g., a remote customer user
requesting execution of one or more copies of an indicated program).
In block 310, the routine determines the type of request received.
[0037]If it is determined in block 310 that the request is to execute
one or more copies of a program, the routine continues with block
315. In block 315, the routine determines one or more execution
constraints related to the program copy execution, such as based on
constraints specified by a user as part of the request received in
block 305 (e.g., by receiving an indication of a predefined group of
constraints) and/or based on constraints automatically determined as
being beneficial to operation of the program execution service and/or
for the user. The routine then continues to block 318 to attempt to
identify one or more candidate host computing systems that satisfy
the determined execution constraints and are otherwise available to
execute at least one of the program copies. If it is determined in
block 320 that sufficient candidate host computing  



WO 2009/032471PCT/US2008/072520  systems are not available (e.g., at
least one candidate host computing system for each program copy), the
routine may optionally provide an error or other status response (not
shown) to the user from whom the request was received in block 305,
and then continues to block 330. Otherwise, the routine continues to
block 322 to select one or more of the candidate host computing
systems to each execute at least one copy of the program, and in
block 325 initiates execution of those program copies on those
selected host computing systems. room If it is instead determined in
block 310 that the request received in block 305 is to register a
program of a user for later use (e.g., to provide a copy of the
program to the program execution service for storage, to provide
information about resource criteria for the program, to provide
information about one or more predefined constraint groups to which
the program belongs, etc.), the routine continues to block 340. In
block 340, the routine stores provided information about the program,
and in block 345 optionally proceeds to provide one or more copies of
the program to one or more distributed storage locations near to or
otherwise associated with particular subsets of the host computing
systems (e.g., to local program caches at each of one or more data
centers). Alternatively, if it is determined in block 310 that the
request received in block 305 is for a user to define a constraint
group for later use, the routine continues instead to block 355 to
store an indication of the constraint group and any intergroup
constraints. If it is instead determined in block 310 that a message
is received in block 305 with status information related to execution
of programs by host computing systems (e.g., periodic reports on
amounts of resource usage on various host computing systems, a report
of a failure of a computing system or other hardware device, a report
of a failure of an executing program copy based on its early
termination, etc.), the routine continues instead to block 350 to
store that status information for later use (e.g., for use in
selecting particular host computing systems). Otherwise, if it is
instead determined in block 310 that some other type of request or
message is received in block 305, the routine continues to block 365
to handle the request or message as appropriate.  WO
2009/032471PCT1US2008/072520 [0039]After blocks 325, 345, 350, 355 or
365, the routine continues to block  330 to optionally perform any
periodic housekeeping operations (e.g., to determine whether to move
some executing program copies from current host computing systems to
other host computing systems, such as to balance utilization of
resources or for other reasons). After block 330, the routine
continues to block 395 to determine whether to continue, and if so
returns to block 305. If not, the routine continues to block 399 and
ends. 



[0040]Figure 4 illustrates a flow diagram of an example embodiment of
a client routine 400 of a program execution service, although in
other embodiments a similar routine may act as a client for one or
more other groups of multiple computing systems that may execute
programs. The routine may be provided by, for example, an application
(not shown) executing on one of the computing systems 145 of Figure 1
or computing systems 295 of Figure 2, such as to provide an
interactive console to allow a human user to interact with the
program execution service. [0041]The routine begins at block 405,
where it receives instructions from a user or another type of message
related to the execution of one or more copies of one or more
programs. In block 410, the routine determines the type of the
received message. If the message is related to registration of a new
program (or a new version of a previously registered program), the
routine proceeds to block 415 and sends an indication of the new
program to be registered to the program execution service (e.g., to a
System Manager component of the program execution service that
manages program execution). If the message is instead determined in
block 410 to be related to defining a constraint group for later use,
the routine proceeds to block 420 to send a request to the program
execution service (e.g., to a System Manager component of the program
execution service) to define the constraint group, such as by
indicating one or more execution constraints for the group and/or
between the group and one or more other constraint groups (e.g.,
individual constraints specified in accordance with a defined API of
the program execution service, such as by selecting from a list of
constraints provided by the program execution service and/or by
specifying a constraint in a defined format using XML or other data
WO 2009/032471PCT/US2008/072520  format). If the message is instead
determined in block 410 to be related to the execution of a program,
the routine proceeds to block 425 to send a request to the program
execution service (e.g., to a System Manager component of the program
execution service) to execute one or more copies of a program, such
as with one or more indicated execution constraints (e.g., individual
constraints specified in accordance with a defined API of the program
execution service, by selecting a predefined constraint group, etc.).
If it is instead determined in block 410 that some other type of
request is received, the routine proceeds to block 430 and performs
other indicated operations as appropriate. For example, the routine
may send a request to the program execution service to reserve
computing resources at a future time to execute one or more indicated
program copies, send a status query to the program execution service
regarding current or prior execution of one or more programs, provide
or update user-related information (e.g., as part of registering the
user with the program execution service), de-register or otherwise
remove previously registered programs, suspend or terminate execution
of one or more program copies, etc. 



[0042]After blocks 415, 420, 425, or 430, the routine continues to
block 470 and optionally performs housekeeping tasks, such as to
update display information, store information received back from the
program execution service (not shown), make periodic status queries
of the program execution service, etc. After block 470, the routine
proceeds to block 495 to determine whether to continue. If so, the
routine returns to block 405, and if not, proceeds to block 499 and
ends. [0043]In addition, various embodiments may provide mechanisms
for customer users and other users to interact with an embodiment of
the program execution service (or other group of multiple computing
systems available to execute user programs) in various ways for
purposes of executing program copies and managing defined constraint
groups. For example, as previously noted, some embodiments may
provide an interactive console (e.g. a client application program
providing an interactive user interface, a Web browser-based
interface, etc.) from which users can manage the creation or deletion
of  WO 2009/032471PCT/US2008/072520  constraint groups, as well as
more general administrative functions related to the operation and
management of hosted application programs or other programs (e.g.,
the creation or modification of user accounts; the provision of new
programs; the initiation, termination, or monitoring of hosted
programs; the assignment of programs to groups; the reservation of
time or other system resources; etc.). In addition, some embodiments
may provide an API that defines types of constraints that may be
specified and/or that allows other computing systems and programs to
programmatically invoke at least some of the described functionality.
Such APIs may be provided by libraries or class interfaces (e.g., to
be invoked by programs written in C, C++, or Java) and/or network
service protocols such as via Web services. Additional details
related to the operation of example embodiments of a program
execution service with which the described techniques may be used are
available in U.S. Application No. 11/394,595, filed March 31, 2006
and entitled "Managing Communications Between Computing Nodes;" U.S.
Application No. 11/395,463, filed March 31, 2006 and entitled
"Managing Execution of Programs by Multiple Computing Systems;" and
U.S. Application No. 11/692,038, filed March 27, 2007 and entitled
"Configuring Intercommunications Between Computing Nodes;" each of
which is incorporated herein by reference in its entirety. 



[0044]Those skilled in the art will also appreciate that in some
embodiments the functionality provided by the routines discussed
above may be provided in alternative ways, such as being split among
more routines or consolidated into fewer routines. Similarly, in some
embodiments illustrated routines may provide more or less
functionality than is described, such as when other illustrated
routines instead lack or include such functionality respectively, or
when the amount of functionality that is provided is altered. In
addition, while various operations may be illustrated as being
performed in a particular manner (e.g., in serial or in parallel)
and/or in a particular order, those skilled in the art will
appreciate that in other embodiments the operations may be performed
in other orders and in other manners. Those skilled in the art will
also appreciate that the data structures discussed above may be
structured in different manners, such as by having a single data
structure split into multiple data  WO 2009/032471PCT1US2008/072520
structures or by having multiple data structures consolidated into a
single data structure. Similarly, in some embodiments illustrated
data structures may store more or less information than is described,
such as when other illustrated data structures instead lack or
include such information respectively, or when the amount or types of
information that is stored is altered. [00451From the foregoing it
will be appreciated that, although specific embodiments have been
described herein for purposes of illustration, various modifications
may be made without deviating from the spirit and scope of the
invention. Accordingly, the invention is not limited except as by the
appended claims and the elements recited therein. In addition, while
certain aspects of the invention are presented below in certain claim
forms, the inventors contemplate the various aspects of the invention
in any available claim form. For example, while only some aspects of
the invention may currently be recited as being embodied in a
computer-readable medium, other aspects may likewise be so embodied. 



CLAIMS What is claimed is: [ci]1.A method for a computing system of a
program execution service to execute programs in locations selected
in accordance with user-specified constraints, the program execution
service using a plurality of host computing systems in multiple
geographic areas to execute programs, the plurality of host computing
systems being connected at multiple hierarchical levels that are each
associated with a distinct degree of proximity, the multiple
hierarchical levels include a succession beginning at a lowest
hierarchical level whose associated degree of proximity corresponds
to multiple programs executing on a single computing system and
ending at a highest hierarchical level whose associated degree of
proximity corresponds to multiple geographically distributed rings of
computing data centers connected by the Internet, the succession
including multiple intermediate hierarchical levels that include a
first switch-based hierarchical level whose associated degree of
proximity corresponds to a group of multiple computing systems
connected by a switch-based common group data exchange medium that is
specific to that group, a router-based hierarchical level whose
associated degree of proximity corresponds to a group of multiple
switch-based computing system groups connected by a router-based data
exchange medium, a data center-based hierarchical level whose
associated degree of proximity corresponds to a group of multiple
router-based computing system groups connected by a local area
network of a data center, and a ring hierarchical level whose
associated degree of proximity corresponds to multiple geographically
proximate data centers connected by one or more dedicated high-speed
data connections, the method comprising:       receiving an
indication from a user of the program execution service to execute an
indicated quantity of copies of an indicated program in such a manner



as to satisfy one or more indicated execution constraints, the
indicated quantity of program copies including multiple copies, the
one or more execution constraints for use by the program execution
service in selecting one or more of the plurality of host computing
systems to execute the indicated quantity of indicated program
copies, the one or more execution constraints specifying one or more
degrees of proximity of the selected one or more host computing
systems to one or more indicated other target computing systems, the
one or more execution constraints further specifying at least one of
a minimum and a maximum degree of proximity between at least some of
the computing systems executing the multiple indicated program copies
with the minimum proximity degree if specified being for use in
providing a minimum degree of reliability in case of a failure that
affects one or more of the executing multiple indicated program
copies and with the maximum proximity degree if specified being for
use in providing a minimum degree of network connectivity performance
between the executing indicated program copies of the at least some
computing systems, the indicated target computing systems being
computing systems executing other copies of the indicated program;
automatically determining one or more of the hierarchical levels
whose associated degrees of proximity correspond to the one or more
degrees of proximity specified by the one or more execution
constraints, the automatic determining of the one or more
hierarchical levels being performed by a configured computing system
of the program execution service;        automatically determining
one or more candidate host computing systems that are available to
execute the indicated quantity of indicated program copies in
accordance with the one or more execution constraints, the candidate
host computing systems being connected to the indicated target
computing systems at one or more of the determined hierarchical
levels, the automatic determining of the one or more candidate host
computing systems being performed by the configured computing system;
automatically selecting from the candidate host computing systems the
one or more host computing systems to execute the indicated quantity
of indicated  program copies, such that each of the selected one or
more host computing systems is to execute at least one of the
indicated program copies, the automatic selecting being performed by
the configured computing system; and        initiating executing of
the indicated quantity of indicated program copies on the selected
one or more host computing systems. 



[c2]2.A computer-implemented method for executing programs in
accordance with user-specified constraints, the method comprising:
receiving an indication from a user of one or more execution
constraints for use in selecting one or more host computing systems
to execute one or more copies of a program, the one or more execution
constraints being based on at least one of locations of the one or
more computing systems and of capabilities of the one or more
computing systems related to executing the one or more program
copies, at least one of the one or more execution constraints being
based on one or more indicated degrees of proximity between one or
more indicated target computing resources and the one or more host
computing systems selected to execute the one or more program copies;
automatically determining one or more candidate host computing
systems that are available to execute the one or more program copies
in accordance with the one or more execution constraints, the
determined candidate host computing systems being selected from a
predefined group of multiple distributed computing systems for use in
executing programs of users of a program execution service and each
having a proximity to at least one of the indicated target computing
resources that satisfies at least one of the indicated degrees of
proximity, the automatic determining being performed by a configured
computing system;        automatically selecting the one or more host
computing systems to execute the one or more program copies from the
candidate host computing systems, such that each of the selected one
or more host computing systems is to execute at least one of the one
or more program copies, the automatic selecting being performed by
the configured computing system; and         initiating execution of
the one or more program copies on the selected one or more host
computing systems. 



[c3] 3.The method of claim 2 wherein the multiple computing systems
of the predefined group are inter-connected using multiple data
exchange mediums, and wherein a degree of proximity between two
computing systems is based at least in part on one or more data
exchange mediums that connect the two computing systems. [c4] 4.The
method of claim 3 wherein the one or more degrees of proximity each
correspond to at least one of multiple connection-based proximity
levels, the connection-based proximity levels including a level
corresponding to multiple programs executing on a single computing
system that share a data exchange medium within the single computing
system, a level corresponding to a group of multiple computing
systems connected by a switch-based data exchange medium, a level
corresponding to a group of multiple switched groups of computing
systems connected by a router-baged data exchange medium, a level
corresponding to a group of computing systems of a computing data
center connected by a local area network of the data center, a level
corresponding to multiple geographically proximate computing data
centers connected by one or more dedicated high-speed data
connections, and a level corresponding to multiple geographically
distributed computing data centers connected by an internet. [c5]
5.The method of claim 4 wherein the connection-based proximity levels
are hierarchically organized, and wherein the at least one execution
constraint indicates a range of one or more of the proximity levels.



[c6] 6.The method of claim 2 wherein the one or more indicated target
computing resources are computing systems that execute one or more
indicated programs and/or that store one or more indicated groups of
data. [c7] 7.The method of claim 2 wherein at least one of the one or
more execution constraints is based on a relative location of each of
the one or more host computing systems with respect to one or more
indicated target computing resources, such that the candidate host
computing systems are each selected based at least in part on a
relative location of the candidate host computing system with respect
to at least one of the indicated target computing resources, wherein
the indication from the user further includes an indication of the
program for which the one or more copies are to be executed and to
execute multiple copies of the indicated program, and wherein the one
or more indicated target computing resources are computing systems
that each execute at least one copy of the indicated program. [c8]
8.The method of claim 2 wherein the one or more program copies
include multiple copies, wherein the at least one execution
constraint is based on a relative location of each of the one or more
host computing systems with respect to the one or more indicated
target computing resources, the relative location being based on a
range of multiple degrees of proximity between the indicated target
computing resources and the one or more host computing systems that
execute the multiple program copies, wherein the determined one or
more candidate host computing systems include multiple candidate host
computing systems have differing degrees of proximity within the
range to the one or more indicated target computing resources, and
wherein the selecting of the one or more host computing systems from
the multiple candidate host computing systems includes selecting host
computing systems that have a preferred degree of proximity to the
one or more indicated target computing resources.  



[c9]9.The method of claim 8 wherein the preferred degree of proximity
is indicated by the user and is one of a degree of proximity within
the range that is most proximate and of a degree of proximity within
the range that is least proximate. [cio] 10.The method of claim 2
wherein the one or more program copies include multiple copies, and
wherein the one or more execution constraints specify a level of
performance to be provided by the one or more host computing systems,
the specified level of performance including at least one of a
minimum degree of reliability in case of a failure that affects a
subset of the multiple executing program copies and of a minimum
degree of network connectivity performance between the multiple
executing program copies, the minimum degree of reliability being
based at least in part on the multiple executing program copies being
executed on multiple computing systems having at least an indicated
lack of proximity, and the minimum degree of network connectivity
performance being based at least in part on the multiple executing
program copies being executed on one or more computing systems having
at least an indicated degree of proximity. [cii] 11.The method of
claim 2 wherein the one or more execution constraints indicate one or
more geographical locations of the one or more host computing systems
with respect to one or more governmental boundaries. [c12] 12.The
method of claim 2 wherein the one or more execution constraints 



indicate one or more capabilities of the one or more computing
systems related to executing the one or more program copies. [c13]
13.The method of claim 2 further comprising, before the receiving of
the indication from the user, defining a group of one or more
execution constraints based on instructions received from the user,
and wherein the indication from the  user of the one or more
execution constraints is based on an indication of the defined group.
[cm] 14.The method of claim 2 wherein at least one of the one or more
host computing systems each hosts multiple virtual machines that are
each able to execute at least one program, and wherein the program is
a virtual machine image to be executed by at least one virtual
machine hosted by each of the at least one host computing systems. 



[c15] 15.The method of claim 2 wherein the configured computing
system operates on behalf of the program execution service, wherein
the program is one of multiple programs associated with the program
execution service by customers of the program execution service, the
multiple computing systems being used by the program execution
service to execute the multiple programs on behalf of the customers,
and wherein the method further comprises receiving multiple requests
from multiple users to execute instances of multiple programs, and
automatically selecting one or more of the multiple computing systems
for use with each of the requests. [c16]16.A non-transitory
computer-readable medium whose contents include instructions that
when executed configure a computing system to perform a method, the
method comprising:        receiving an indication from a user of one
or more execution constraints for use in selecting one or more host
computing systems to execute one or more copies of a program on
behalf of the user, the one or more execution constraints being based
on at least one of locations of the one or more computing systems and
of capabilities of the one or more computing systems related to
executing the one or more program copies, at least one of the one or
more execution constraints being based on one or more indicated
degrees of proximity between one or more  indicated target computing
resources and the one or more host computing systems selected to
execute the one or more program copies; 



automatically determining one or more candidate host computing
systems that are available to execute the one or more program copies
in accordance with the one or more execution constraints, the
determined candidate host computing systems being selected from a
predefined group of multiple distributed computing systems for use in
executing programs of users of a program execution service and each
having a proximity to at least one of the indicated target computing
resources that satisfies at least one of the indicated degrees of
proximity, the automatic determining being performed by the
configured computing system;        automatically selecting the one
or more host computing systems to execute the one or more program
copies from the candidate host computing systems, such that each of
the selected one or more host computing systems is to execute at
least one of the one or more program copies, the automatic selecting
being performed by the configured computing system; and
initiating execution of the one or more program copies on the
selected one or more host computing systems. (c17] 17.The
non-transitory computer-readable medium of claim 16 wherein the
multiple computing systems of the predefined group are
inter-connected using multiple data exchange mediums, and wherein a
degree of proximity between two computing systems is based at least
in part on one or more data exchange mediums that connect the two
computing systems. [c18] 18.The non-transitory computer-readable
medium of claim 17 wherein the one or more degrees of proximity each
correspond to at least one of multiple connection-based proximity
levels, the connection-based proximity levels including a level
corresponding to multiple programs executing on a single computing
system that share a data exchange medium within the single computing
system, a level corresponding to a group of multiple computing
systems connected by a 



switch-based data exchange medium, a level corresponding to a group
of multiple switched groups of computing systems connected by a
router-based data exchange medium, a level corresponding to a group
of computing systems of a computing data center connected by a local
area network of the data center, a level corresponding to multiple
geographically proximate computing data centers connected by one or
more dedicated high-speed data connections, and a level corresponding
to multiple geographically distributed computing data centers
connected by an internet. [c19] 19.The non-transitory
computer-readable medium of claim 16 wherein the one or more
indicated target computing resources are computing systems that
execute one or more indicated programs and/or that store one or more
indicated groups of data. [c201 20.The non-transitory
computer-readable medium of claim 16 wherein the one or more program
copies include multiple copies, wherein the at least one execution
constraint is based on a relative location of each of the one or more
host computing systems with respect to the one or more indicated
target computing resources, the relative location being based on a
range of multiple degrees of proximity between the indicated target
computing resources and the one or more host computing systems that
execute the multiple program copies, wherein the determined one or
more candidate host computing systems include multiple candidate host
computing systems have differing degrees of proximity within the
range to the one or more indicated target computing resources, and
wherein the selecting of the one or more host computing systems from
the multiple candidate host computing systems includes selecting host
computing systems that have a preferred degree of proximity to the
one or more indicated target computing resources.  



[c21) 21.The non-transitory computer-readable medium of claim 16
wherein the one or more program copies include multiple copies, and
wherein the one or more execution constraints indicate at least one
of one or more geographical locations of the one or more host
computing systems with respect to one or more governmental
boundaries, of one or more capabilities of the one or more computing
systems related to executing the one or more program copies, and of a
specified level of performance to be provided by the one or more host
computing systems, the specified level of performance including at
least one of a minimum degree of reliability in case of a failure
that affects a subset of the multiple executing program copies and of
a minimum degree of network connectivity performance between the
multiple executing program copies, the minimum degree of reliability
being based at least in part on the multiple executing program copies
being executed on multiple computing systems having at least an
indicated lack of proximity, and the minimum degree of network
connectivity performance being based at least in part on the multiple
executing program copies being executed on one or more computing
systems having at least an indicated degree of proximity. [c22]
22.The non-transitory computer-readable medium of claim 16 wherein
the method further comprises, before the receiving of the indication
from the user, defining a group of one or more execution constraints
based on instructions received from the user, and wherein the
indication from the user of the one or more execution constraints is
based on an indication of the defined group. [c23) 23.The
non-transitory computer-readable medium of claim 16 wherein the
computer-readable medium is a memory of the configured computing
system. [c24] 24.A system, comprising: 



one or more processors of one or more computing systems; and  a
system manager component having software instructions that, when
executed by at least one of the one or more processors, configure at
least one of the one or more computing systems to execute program
copies for a user by:        receiving an indication from the user of
one or more execution constraints for use in selecting one or more
host computing systems to execute one or more copies of a program,
the one or more execution constraints being based on at least one of
locations of the one or more computing systems and of capabilities of
the one or more computing systems related to executing the one or
more program copies, at least one of the one or more execution
constraints being based on one or more indicated degrees of proximity
between one or more indicated target computing resources and the one
or more host computing systems selected to execute the one or more
program copies;        automatically determining one or more
candidate host computing systems that are available to execute the
one or more program copies in accordance with the one or more
execution constraints, the determined candidate host computing
systems being selected from a predefined group of multiple
distributed computing systems for use in executing programs of users
of a program execution service and each having a proximity to at
least one of the indicated target computing resources that satisfies
at least one of the indicated degrees of proximity; 



automatically selecting the one or more host computing systems to
execute the one or more program copies from the candidate host
computing systems, such that each of the selected one or more host
computing systems is to execute at least one of the one or more
program copies; and        initiating execution of the one or more
program copies on the selected one or more host computing systems.
[e25] 25.The system of claim 24 wherein the multiple computing
systems of the predefined group are inter-connected using multiple
data exchange mediums, and wherein a degree of proximity between two
computing systems is based at least in  part on one or more data
exchange mediums that connect the two computing systems. 



[c26] 26.The system of claim 24 wherein the one or more indicated
target computing resources are computing systems that at least one of
execute one or more indicated programs and of store one or more
indicated groups of data. [c27] 27. The system of claim 24 wherein
the one or more program copies include multiple copies, and wherein
the one or more execution constraints indicate one or more
geographical locations of the one or more host computing systems with
respect to one or more governmental boundaries, one or more
capabilities of the one or more computing systems related to
executing the one or more program copies, and a specified level of
performance to be provided by the one or more host computing systems,
the specified level of performance including at least one of a
minimum degree of reliability in case of a failure that affects a
subset of the multiple executing program copies and of a minimum
degree of network connectivity performance between the multiple
executing program copies, the minimum degree of reliability being
based at least in part on the multiple executing program copies being
executed on multiple computing systems having at least an indicated
lack of proximity, and the minimum degree of network connectivity
performance being based at least in part on the multiple executing
program copies being executed on one or more computing systems having
at least an indicated degree of proximity. [c28] 28.The system of
claim 24 further comprising the one or more host computing systems,
at least one of the one or more host computing systems each hosting
multiple virtual machines that are each able to execute at least one
program, and wherein the program is a virtual machine image to be
executed by at least one virtual machine hosted by each of the at
least one host computing systems.  (c29] 29.The system of claim 24
wherein the system is part of the program 



execution service, wherein the program is one of multiple programs
associated with the program execution service by customers of the
program execution service, the multiple computing systems being used
by the program execution service to execute the multiple programs on
behalf of the customers, and wherein the system manager component
consists of a means for performing the executing of the program
copies for the user, and further for executing program copies for
multiple other users on selected computing systems in response to
received requests from the multiple other users to execute instances
of multiple programs. 


