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EXECUTING PROGRAMS BASED ON USER-SPECIFIED CONSTRAINTS

TECHNICAL FIELD

The following disclosure relates generally to managing execution of
programs on multiple computing sysiems based at least in part on user-

specified constraints.
BACKGROUND

Data centers housing significant numbers of interconnected computing
systems have become commonplace, such as private data centers that are
operated by and on behalf of a single organization, and public data centers that
are operated by entities as businesses to provide computing resources to
customers. For example, some public data center operators provide network
access, power, and secure installation facilities for hardware owned by various
customers, while other public data center operators provide “full service”
facilities that also include hardware resources made available for use by their
customers. However, as the scale and scope of typical data centers has
increased, the task of provisioning, administering, and managing the physical
computing resources has become increasingly complicated.

The advent of virtualization technologies for commeodity hardware has
provided a partial solution to the problem of managing large-scale computing
resources for many customers with diverse needs, allowing various computing
resources to be efficiently and securely shared between multiple customers.
For example, virtualization technologies such as those provided by VMWare,
XEN, or User-Mode Linux may allow a single physical computing machine to be
shared among multiple users by providing each user with one or more virtual
machines hosted by the single physical computing machine. Each such virtual
machine may be a software simulation acting as a distinct logical computing
system that provides users with the illusion that they are the sole operators and

administrators of a given hardware computing resource, while also providing
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systens have beconme commonpl ace, such as private data centers that
are operated by and on behalf of a single organization, and public
dat a cent ergotbmosare operated by entities as busi nessePCraSprsvn2dm
conmputing resources to custoners. For exanple, sone public data
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among the vari e desitelahatnaic liase sontell lof s/Aer erogran® bé réxealicdaln andely
technol ogi es are capabl e of providi ng virtual resources that span one
or nore physi cgistided lacationss gerthaka dailirpgf @ sing'e pAysiralTAMRYVLRPSystem or
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centers and vi ptagabingdtibenlosecBnovergelys ateesond customer may desire that at least
some of hisfher programs be executed close to each other so that network
connectivity between the programs is likely to have desired performance
characteristics (e.g., low latency, high throughput, etc.). In addition, particular
customers may desire particular capabilities for computing systems that
execute particular programs, with some capabilities being available from only a
subset of the computing systems. However, it is difficult for customers to
specify such expectations — for example, a customer may need to obtain
information about all of the possibly available computing systems (e.g., their
locations and capabilities), and repeatedly execute programs by identifying a
particular computing system whose capabilities and location is appropriate for
execution of a particular program and by manually requesting that the particular
computing system be used to execute the program, which is highly time-
consuming and inefficient. In addition, it is difficult for an operator of one or
more data centers to efficiently satisfy such customer expectations — for
example, if a customer requests that a particular computing system be used to

execute a particular program, the operator may be unable to satisfy the request
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provi ded various benefits, various problens still exist. For exanple,
one problemthat arises in the context of data centers that host
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for an operator of one or nore data centers to efficiently satis
such cust oner eygieot@icnbrautinef or exanple, if a custoner requests that
a particular conputing systembe used to execute a particul ar

program the le to satisfy the request WO

2009/ 032471PC$?%§§B%@ @%Pﬁ@gg. , that conputing system may be
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I M R N GO = SR L
enbodi ment i n ywsehintg kdlhletoCRBPIoL Rbn S4SEEITH. EXNBRUiRrRbesifiedtonbflaints
' nter-communi Cnélgg'have various forms in various embodiments, as discussed below. In
addition, in at least some embodiments, at least some of the computing
sysiems are part of a program execution service for executing multiple
programs on behalf of muitiple users of the service, such as a program
execution service that uses multiple computing systems on multiple physical
networks (e.g., muitiple physical computing systems and networks within one or
more data centers in one or more geographical locations), and at least some of
the computing systems each may provide multiple virtual machines that are
each capable of executing one or more programs for one or more users. In at
least some embodiments, the described techniques are automatically
performed by an embodiment of a System Manager component to manage

execution of programs for a program execution service or other group of



[0006] Figure 2 is a block diagramillustrating exanple conputing
systens suitable for executing an enbodi rent of a system for managi ng
executi on o¥OpIegIaTIs by a program execution service. [ @OUIFEORjU12ED
3A and 3B illustrate a flow di agram of an exanpl e enbodi nent of a

Syst em Manager
an exanple enb
DESCRI PTION [ O

prograns on

[00101

[0011]

[0012]

routine. [0008]Fi gure 4 illustrates a flow di agram of
B ety SR A st PRRURTS o SRstbed gn apeter
detail below.

in at least some embodiments, specified requirements or other
constraints related to execution of one or more copies of a program include
constraints based on a desired relative location of one or more indicated
targets to one or more host computing systems to execute the one or more
program copies, such as constraints specified by a user for execution of one or
more programs for the user. A desired relative location to an indicated target
may be specified in various ways in various embodiments, and indicated
targets may have various forms in various embodiments.

As one illustrative example, a particular user may desire 1o
simultaneously execute multiple copies of a first program (e.g., to act as
alternatives in providing functionality to clients of the first program), with the
user desiring that the muitiple program copies each be executed on a distinct
host computing system that is sufficiently distant from other host computing
systems executing copies of the program so as to provide a desired level of
reliability in case of a failure event that affects access o one or more of the
executing program copies (e.g., a hardware failure of one of the host computing
systems executing a program copy, a failure of a networking device connecting
multiple computing systems, failure of power and/or network connectivity to a
data center having numerous computing systems, etc.), such as to minimize
the risk that access to all of the mulliple executing program copies will be
simultaneously lost due to the failure event. In such a situation, the indicated
targets are the host computing systems executing other copies of the program,
and the relative location may be specified as exceeding an indicated degree of
proximity or closeness (e.g., as a minimum distance) between the various
target host computing systems for the program copies, such as to have at least
two (or all) of those host computing systems be connected via a different
network switch device, be located in different data centers, be located in
different geographic areas, etc.

Furthermore, the same user may desire to also simultaneously execute

multiple copies of a second program, with the second program copies each
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mul ti pl e conputing systens, such as based at |least in part of
user-specified constraints related to the program execution. The
user - speci fWeaooedidTr ai nts may have various forns in vaPCoWi§2008/072520
enbodi nents, as discussed below. In addition, in at |east sone
enbodi ments, at |east sone of the conputing systens are part of a
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mul ti ple conputing systens that execute prograns, as described In
greater detail piograws Mayoaike aplianally detpasioris ushisodibidisr srchitpettiré.i seigh as a
requi rements of_ot he onstraints related to executjo f one or nore
copi es of a prﬁ&?té%' r@FQd%e%%an{Q%?Wt ihagag]g%[a 5 g'tbe@{q%eﬁﬁ?%ﬁa | yEcetve
| ocation of onequeskpaRy Wit Batgblitaiddessrvep peitfa® to"Bbtairh fssonses to the
computing systems to execute the one or nore program copies, such as
constraints spesiuepisd Ippuah giduatiopgrthgjsenmaysinpiarbriesie thelthe sepige afthe

Lo e oy 48 icsgl VIR SR hR0 LRSS IR Y are
targets may hawvéfisianiyosn-posxireatenfrarardaghsoteabtadiirgmize. refialsility phsbleng due
'ITustrative eé)afgﬁtljr%’ evaen sz,irbtu.{ ul#tlh%F thuast %gcﬁ‘%&egt%;snigrgopgoof the second program is
sufficiently proximate to at least one executing copy of the first program so that
communications between such first program copies and second program
copies have at least a minimum level of desired network connectivity
performance (e.g., a maximum amount of latency, a minimum amount of
throughput or available bandwidth, etc.). In such a situation, the indicated
targets for a host computing system to execute a second program copy may
include one or more target host computing systems that execute other copies
of the second program, and may further include one or more target host
computing systems that execute copies of the first program. Furthermore, the
relative Jocation with respect to target host computing systems executing other
second program copies may similarly be specified as exceeding an indicated
degree of proximity {e.g., a minimum distance), while the relative location with
respect to a target host computing system executing a first program copy may
be specified as being within a minimum degree of proximity (e.g. a maximum
distance), such as to have the two computing systems be located in the same
data center, to be connected via a single network router device (e.g., on
different switched sub-networks), to be the same computing system executing

both programs concurrently, etc.



si mul t aneously execute nultiple copies of a first program(e.g., to
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front-end Wb gepsueitds@@smars paigramt @f asddamdewité Bortdtiapiis Spédfied by the
receive requests and with the application server programto obtain
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t hat execute other copies of the second program and may further
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a user may be able to select one or more of multiple defined proximity levels in
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[ 0013] Constraints related to execution of one or nore copies (or
"instances") of a programon one or nore host conputing systens at
desired | oowdrone3nd ati ve to one or nore indicated targerasmagohso
specified in various ways, such as based at least in part on a

hi erarchy or other organization of nultiple host conputing systens
that are avail ' eviously not.ed, i.n
some onbodi ment e AopaERE SeBlaPleEIRATRY Ry BRT 8 BHT LuPElEy v

programs on behalbk @dfledtdd tel eRadty supRKBarMDPRAIBdCAS iraidisd &frgbtheomputing
program executi on service, such as by using nultiple physical host
conputi ng syst Bfeelgothel fargRk COMPHING refalsce etcaras the flewdty Hypeative
geographic are ; Lth at | east sonme of the host conputing

systens each p?%\bl(ingﬁﬂs%n%] tiple virtual machi nes each able to execute
one or nore prograns fifshpraxioity tlewves roprrebporsdind te itHeu Abstoranpdting system and

organi zati on of the host conputin stenms of the program execution
servi ce may bethﬁst@Epect§°§Hé@qu)PyF@?’éifg\Pg tﬂg(ﬁﬁ”i‘%r?é’ o ogRaklp fpatarigore
systems to ex_e]sﬂétgearﬁ%hwb&ﬁﬁwr@éﬁ@rﬁg@lrﬁénccﬁﬁndh@sfés@ggqeé?ﬁww- In

addition, satisfaction of such specified constraints m
automat i cal |y perf or aecbrigypraxigylytievel varragesndimgrotheritosb ing targetaicomputing

rogram execution service that nages executi.on of .progr of .

P etomer o Couchims GefE et ot Y e et Sk i, SoviCh RH R e beino g

constraints spgagibi @@k b¥udhesCciasémume rodramse¥R RS thost UHHOBRES E8puting
ma

provi de prograns to be executed to the execution service, and may
reserve or ot h¥Si#ae (e difgesemeuaiagte gt thenawitghdad/Reviar @ wgkelase g other

physi cal or vi gyare facilities provided by the execution
servi ce. Addi tl:j&oérjlgélthgzz%al’l s related to exanpl e enbodi nents of such a

program executi on sethitdcprexirgity kvl dededyeinding iontheuldbsigand tdhgstesqepiting
to Figures 1 and nents in which nultiple conputing
r

2. [0014]1n e di
systens are aveySteps ge‘ﬂ"&_ 8@%??”8 r%’@%frfﬁor&rﬂft‘é{P@‘ rPH?E'é -e&%'_ﬁé%ge@niwge
various ways (fgdtegatiBt toRbe &Ogﬁié?'rﬂgtéytﬁbﬁgffceguc R eIt Nevtches or

program execut 1 On Service, or another group mul ti ple
conput i ng systraeky), sacthbeitaroalie@rogiales o thrahdst #nddargst computing siygtems
conmputing syst d at, | east in part based on the type

e
of data exchantggﬁtr?g%ﬁrﬁﬁiuni‘fa?%yﬁlet eﬁ%‘f%? connectivity provided

between the nulti plefa@mpsrokindtySiEsélerrespOhdify a0 e hostakd Rget computing
enbodi nents, a user nmay be able to select one or nore of nmultiple

defi ned proxi nYsiemebeing copnectgd dy@ nwpHdcealtte afale sppies sushasitoenable
| ocati on bet - . ,
ocatlon be %g%n@ﬁﬁ.tﬁ@%ﬁf %H@teﬁ?éﬂi g&r&péﬁrﬁesy%?érﬁgtt&%téﬁ cﬁg&%ﬁfc% Svia

pr ogr am copy an 1ndicate ar ge g systemor o arE:]et
conputi ng resduedasal seimborles the following illustrative proximty

| evel s: a fir roximty |level correspondi to the host ,
conputing system ar‘?d%'?ng”?’é{ ét'gﬁ%irﬁﬁﬁ%ﬁgné'pgﬁeﬁﬂsg?g% AelaggfhecomaRiting

as to enabl e tWBiHhs "BEIRG PESRKARIE] OBy T Hife COHMHELN high.85680 t&dicated data
i nter-comuni cate via nmenory;
connections between a ring of two or more data centers (e.g., data centers in a
common geographical area, such as a state or region), such as to enable
programs on the host and target computing systems to inter-communicate via
the high-speed data connections; and
a sixth proximity level corresponding to the host and target computing
systems being in different data centers that are in different geographic areas
(e.g., in different states or countries), such as to enable programs on the host
and target computing systems to inter-communicate via the Internet or cther

connection between the data centers.
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a second proximty |level corresponding to the host and target
conputing systens being connected by a network switch device and/or
by bei ng ow@2®d/mgha rack, such as to enabl e prograns oRCT/Hs0bER52ANd
target conputing systenms to inter-comunicate via the switch and/ or
via a backpl ane or other bus of the rack; athird proximty

| evel correspopdi.Ag, 14 ;SrB%n{h&Zt&K@}ﬂagﬁ fol ns‘i:c%@&';té) Mo 3 SEgn&eéé%%ciated
connected by one or nore ne rk™router devices (e.g., an edge
aggregation roukgree of poidimity rhetvesn tiathoshized- Geguteainsputinigt systems (e.g.,
switches or racks), such as to enable prograns on the host and target
conput i ng syst@’?ﬁsg)'% F?rﬁl"m‘tyc@ﬂﬁ#ﬂhi’@&f’@&vf: NReRAIVIY, Rrexipaly) and a degree of

fourth proximi Femabigﬁcoﬁlé §a8e LSRN f%cfgﬂsgé;é\généﬁnﬂi R st !e‘%@ﬁ%i@@%e

systens bei ng conn y a network ata center, s
t o enabl e pr oghighsstaregrére ohprikingitydandhgéng dioerpunash gegrest @fmelialolity, and the

| evel corr esponting Bohevies AES tou Tarse of R e biebieBk bgree of

| evel corresporidi

connect ed by oR@aEilityMX Bsdt by seetortes et udpbRxFRNEsd s AGarious ways
between a ring of two or nore data centers (e.g., data centers in a

common geogr aphi ‘Giovaresabodimentsasueh gsdieinsicatisgi pprticslac eraxmity level, or
enabl e progranllﬁ?%gdftgelﬁlﬂ@gt oia%lt:l}géegﬁém {W&Jeﬂ,gt(?. 3285%%% an ingicated

i nter-comuni cate Vi a hrgh-s at'a’connec

si xth proxi m tyidieuel desiradcdpgredi tiopioxiribe ahasr @ thdicatar nBanpat Hegred
systens being in different data centers that are in different o
geogr aphi ¢ ar e329ree . proximity).f prijosatly ¥fithy 8 ipdicalednrrefesgnce & Erpxigizeqor

o e Ty B, 08 (AR SHOM ROOSRIEL ARkl i
data cent ers. apPedarRd/ 03RdihaPEMbLUSROO8E @vRS240/e additional proximity levels, may
lack some or all of the illustrative proximity levels, or may represent relative
locations in manners other than such proximity levels, Furthermore, it will be
appreciated that in at least some embodiments some or all of the proximity
levels may be hierarchical, such that a group of computing systems at a second
proximity level may include one or more groups of computing systems at a first
proximity level, a group of computing systems at a third proximity level may
include one or more groups of computing systems at a second proximity level,
etc. In addition, in some embodiments, an indication of a proximity level (or
other related degree of proximity) may correspond not to a physical degree of
proximity based on distance or network connectivity, but instead to a level of
guality of service or other computing performance (e.g., reliability in case of a
failure event, network connectivity performance, etc.) that is provided for a host
computing system selected for that proximity level, regardiess of whether that
level of computing performance is provided based on a physical degree of
proximity or in another manner.
(0015 As previously noted, a relative location may be determined with respect
to various types of target computing systems in various ways. For example,

constraints may be specified with respect to computing systems executing

multiple copies of a single program and/or to computing system executing
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Each such proximty |evel may be considered to reflect a distinct
associ ated degree of proximty between the host and target conputing
systens (e.vgoooph3zgtical proximty and/ or network connecPCYiUB3008/072520
proximty) and a degree of reliability in case of occurrence of a
failure event, with the first |evel having the highest degree of

imt d havi he..! t d f reljabjlit the sixth
Pevel havi ng. « AEbIB s RuEE Bafr Sieihine, Salehaienah i shathd aciial Goey
reliability. Awéﬁaing%nﬁﬁnjéiggtfuﬁaﬂ)r@mym& St Ghe Blitfhg m@afhg&cﬁiyswooidmg

various ways in various e iments, such as by indicating a
particul ar pr osalated ystorage| funelionatitn éad., dorlgagle an exsculing eppliention server

or o mi Uy any BUEA P ol AER M EPRGE e SERHF s Jp other

optionally w t 8mdbdiriegits; adteer et afancets mayaké Mdieated anidnisdd &uch as to
proximty (or reliability) within the range if possible. It wll be
appr eci at ed t h@XecHiehene SRNRIE RERY@MEQPIRAVEthiY @i InesHigr graskarfiea) distance

evels, MY | agkoRBiBedibe 3 brdlimh' af Indiated lokeud fyMd ¥#c§1¥§!ﬂ$r’rr?§'§m

may represent relative locatlons manners ot her t suc r oxi
| evel s. Furt hecomyrfer aidompdny dreotbgmpendity atadothbatompuiing tesastcesonaintained

enmbodi nents so or all of the proximty |evels may be_hierarchical,
Such that & or BUS ey BUET A AL SRS SRaiga B0l Fompave) ardior

may include ongef a Mol iRUPSICR erfPiBdS IR PUACBP Mbgdnf kS tiocated). In
proximty level, a group of conputing systens at a thitd proximty

| evel may i ncl adiditioné spmeawmbagiroapts sofargss map coresppst doa geographumbatea
proximty | eve etc...tn addition, in me, enbodi nent.s, an, i ndicati o
b A br oxi m 1 v\ @yaf detiieiha ol @mn ey ARG SR S . Mgy XouRhy,
correspond notrdgior didly, sdrethedrgstte BtatiiroKiay fe¥erb@se thosh cOmpLIBMSE System
network connectivity, but instead to a | evel of qualit¥ of service or

ot her conputi ngeifs@.sﬁk;rzm_ﬁe@e(i@?'@'?,orr%ﬁsi%mq bgunderies b it agopeanhipabarea
event, networ k. LOonpaChd yday réékgﬁétﬂn@aﬁt?%s tst&fw)antc@?l]ﬁndti%rmgﬁr?\eﬂr&ﬁg?é & efld-

host conputing sy5tem sel“ect or that proximty leve gar dl'ess
of whet her t hatsdrewéh pafticommpuddram ipeatedimtiat gedgraphimal ded, bleged on a

physi cal degree of proximty or in_anaother ner. [0015] As. -

bt vl ousi P flot ed. . AMABREENVE TS TG B et HERb s Red BHa RS s led by
to various typgsydth bRbBRIWRRTREAIASKCEY B CABSYdlemaMaMagerattpdnBht when
exanpl e, constraints may be specified with respect to conputing

syst ems execut $eiectingl @ ifsise coppiudingofysiensifaglae prasyting piagrast copy may be

conputing systemexeeybiag MR 2RA B3 PEY: USAINGL 04258 cular user may

specify constraints related to capabilities of a host computing system that is to
be selected to execute a program of the user, such as resource criteria related
to execution of each copy of the program (e.g., an amount of memory, an
amount of processor usage, an amount of network bandwidth, and/or an
amount of disk space), and/or specialized capabilities available only on a
subset of multiple computing systems used to execute programs (e.g.,
particular input/output devices; particular programs, such as an operating
system and/or application programs, etc.). In addition, in some embodiments,
a particular user may specify constraints related to costs, such as based on a
pricing plan selected by the user (e.g., so that only computing systems
available within that pricing plan are selected), or on other fees associated with

use of particular computing systems. In addition, a System Manager
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copies of nultiple prograns, such as to | ocate an executing program
copy providing conputing functionality near an executing program copy
provi di ng meb xoeds2gtior age functionality (e.g., to | ocat eCHMUSEBRECRIZ0NY
application server program copy near an executing database server
program copy). |In other enbodinents, other types of targets nay be

i ndi cated and used, such as Ito e eiute one or. nor eag o&[r an} %o(?i es
within a specifi% 0&885%%?8&58 A B5% VEBPYRE FORRIEPRE TSHATRY SXiRrpem
to an indi cat edxeogidni @y.( ® &hhanke oP¥Rfbh&TE HOGEHN BXEQRMNIRvide or use of
conpany or other entity near other conputing resources naintained ?/
the entity, su@hothsr geqip af ottipt aeer@phtqu emér@epéhnmpmmﬁw at least
and/ or near a t C u r /M

| ocated). In aé@i%?l %%%opi#ég@%eguﬁﬂda §S'|é a tar@jg{r{t'%yoqc%% n&%t%m

a geogr aphi cal redoaecekehgt a pa:slcdlef umdn@y u@e (]@gernbﬂ’mmt@thdﬁmaﬁ ofswﬁéme@lar
a city, county, state, country ion, etc and the rel ative
locat]on nay. T BeEr COBPUINGSYSEBMYAL Pigvisest it Yijtugt| reggpes, catomost a

i nside or outs
to legal restr %%a@é@n@@%@ﬁ@f;%egé%;ﬁ%%nggiz?lﬂﬁctI o%t%g 'ﬁ% g%tegig%&er of Yfail
end- users of aob:bhet inoultigle Emogrtan $ederned eto), tr‘emte(gé@goeq:lmnsasbf aoreputing
etc.). [0016] addi ti,o nme _enbodi at | east so

constraints sp%ﬁq‘?mé&sﬁg ‘Jér Qgg'tcs YWeFePWPE 'CE%HSHF%PE}? 15?}3%%51'}%;9%[;{@!&

Menager componggiy W’rﬁj]s?s@ér%tthétgpa?ﬂéméﬁ USSRy 08e, SHE! &/BrAE oMbr types of
executing program copy nmay be related to factors other than | ocation.

For exanpl e, ac@egtraingsingy sivsiaride spratiigdyby eisets andips by &l Gysl@nt danager
capabilities Ogorﬁflgﬁéﬁ{tﬁigus t's%gnesér%é nié}'gurl s to be selected to

execute a progra sut ce criteriarelated to

execut i ong@df; each clopyt lehst fEmPredgicdimesisdihe aRe@NBHNGT de OB YIY prédtam
anount of processor usage, an anount of network bandw dth, and/or an

anount of di skc%'ffi%%é’)1 ongn@f BIoTR SEEIPAIING SYSteaImBIaY ke E4liaiedin Apinonenity a
on a subset of

(e.g., parti cufar |nput7]out pulthbgtgf\cl)l?Z@@E%ggéﬁgc*gp%gﬁ%%eg%@rg?suc aeg by
an operating sggtsem aﬁlt#roatnabplthealrognan‘prcogy mpute:trcn")ay be imitiskiet!i iongther
in some enbodi nents E}qtl cu ar us constraints

related to cos'fn§nn§'i?c F"Hak "°pr P rhg"PSE’ %é%ne@t BIFVIRHSHH geceived

user (e.g., so ﬁo@aémOéuécuﬁ@ﬁrnéaués@ tBYE EBRBd A @I dragth8rWibé teSer/Bdlthe then-
pricing plan are selected), or on other fees associated with use of

particul ar confirerRyesyier b thase piearam sepies @yéh%mmw timap Program
2009/ 032471PCT, / e
various const ré}é%@ggﬁegéﬁg{noa %gﬁeﬁvﬁ on \(;' S e on"ge"}'\Ii Gy from a

operation of augsro@ @nmvizxeas Utlecsttise raoneeleosr oer (GUlainvitﬁfd by Q!ulsp p@cﬁgram
mul ti pl e conputing systens executin g g{ramsr) in at |east sone

enbodi nents, sEEFUHRN SEMNA%RIIOF BOR @{95’ BEYUNIOR 8RR Y i ey ik Avitomatically
resources t hat f
a particular hlggF%%%eggtiﬁgoeﬂnﬁrhﬁgté% &%\i%gfs&ﬁ% ?Fiygfaeﬁ]%i%rpg ﬂig%eflf ®g.
machi nes, at nvstara ﬁsﬁie@rfapﬂicatmbemgmmpmg:e’ntedg@ ofrogideputy Mite program
systens in a data fenter.or of | e co ting systens,

etc.), relat ed™{GHIBSBIVESs BN %%ﬁﬁgip ?‘u@zﬁé??t% ﬁ%’é{ﬁ: r particul ar

users or @agti cul arnRde@ican® cohstraherkiited m%?mﬁﬁﬂrﬂbr@m*é&tléw%cﬁ@ts
t hat partlcul ar users may use, etc. Various other tcges of

constraints nmayay weludel yannaiss pier finfagmeyionster be awepchiin Hye ainpgermf the

Manager compon t tﬁn ak 0%8%?%&8@&@%& AL IELLS at Ieggﬂgﬁnégogébogﬁ%%ﬁtsh%uch

sone enbodi nen executi on O nore pro €

or nore COprUtaﬁt"l@nSh‘ﬁiﬁlﬁﬁiBn NGfy a Bgrogrant ltaétedIasnpfeer&m@rysae@ae&dcur loftdrwise
execution request for inmediate execution of those p g@am copi es by
a user. Alter n3tanlied jor fuikiee grepytiam by nemeer of 6‘?P'ﬁ’ﬁ9f Rragiahined arehto

other manners §n QLAGE)RAMMBRALE (SHCR:BRBIel aNsiAgR" RUIRHS mber of

copies, as a minimum and maximum number of desired copies, etc.).
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[0018] I n addition to constraint-related information, program

execution requests may include various other information to be used

in the initwetiwmsiallt he executi on of one or nore progr ATWIPIRB7AL)

at | east some enbodi nents, such as an indication of a programthat

was previously register ed or otherw se supplied for future execution,

and a nunber of a

si nul t aneousl y %Lgrﬂ%rr,%%r lrr] éggggérﬁgégmseﬁ%g}pr aq} 7% re%%Hﬁﬁg%we%?s m(%l %Il,lde

as a m ni num am@hrmmm fypeder isforragtin; edcls CRi B8, foldwing: aMMddication of a

2009/ 032471PCT/ US2008/ 072520 Furthernore, in sonme enbodi ments,

program execut |”(§ﬁr ?WBBP%OWQS/'rldl'fé!"'eﬂé’f@d?rP‘GGESE&StTﬁ@ﬁte[%é@rdﬁ g., for use in

i nformation, e

or other indi catl o O{# %apé%e({’/l%yus%%reggpr?gt er :édiogége?{ F%té}ﬁﬁﬁ;y@%ﬂé{%r fne

identifying a mms&&bmgﬁmrmymmgnm andlbtborrzerd)dahenaimaitldmgoi/\bq;tdya‘rent

the requested pro y execution is orized an indication_of
Rorion 688 1 Sima ey el I e Do Gesklhpervice Tof the

a paynment sour ¢&8Y

execution servi ?@gr&ﬁrcépbeex%%rﬁ%h%&&atﬁﬁhe@ftﬁ bk %édﬁ@r%ﬁ{ér%trﬂzfnz&lon
prior payment or other authorization for the program copy execution

(e.g., a previ Gursthg ppegramasy exgoyiter bﬁtgoa Wa‘VIDdSW purchasedsubgcription valid

time, for a nugber of rto&rtam ecut i gﬁ an ﬁm)unt gf ¢
esour ce uti 11 IaanAmoBRCSH R 8 Hus S8 Biars e Rufiih 8PPy, iy an ampun
programto be expfdtiam utmﬁ@t@bnateai Y aftat ah é{b@ﬂt@dlefrﬂ*oth@tt &Spyeofecpioyfim to
In addition, in sone enbodi nents, program execution requests nay

further incl ud@%X@é@tﬁéwrr@d%@lméﬂd(qrﬁéyeéfforda@r@%@wﬁ@@ dA@deition, in some
requirements fq fn%?iﬁ‘x? o&rarﬂ“&xé&ruugﬁr@%ﬁéﬁgrrgﬁ ‘%Bﬁﬁeeismcﬁxg‘éha Adriety of

that sone or al ram copl es ea ocated 1 ndrcated
resources duri ng-ueempnﬁ ofoprefér@adﬁ Whéor oemui@mans éorcexsiutian rdfsanar@r more
identified to be used far sel%ﬁtl ng a host conputing Ei}/stem

execute a copy PEI@MERIPHNFUTIh 8P HERT S8MEpBL Al Jgthgy PEPAIREY Cefties each be

ot herwi se det epRdsh iniR@cekaiRcMBARNRE cReilRAENt uses the
identified constraint(s) to select an appropriate host conputing

system i flop@ssi bl e. Whenperret bt uicag consirainis arelidentifiedetd karboeli rfmrrﬁelec:timg a

chndi dat e host "EnBTIRRpSc/ERmaC FRERVE 4 CarlZbr AT BGief SuBinoas maecied

program copy ahg 4 hedr cradthednisd Betehdiprtl fHeelystemshaahién &ImpEitsi u@és the
by increnentall pIyln the identified constralntf_I to nmultiple

possi bl e conput‘flerﬁ‘él %‘i/sqoéﬁﬁa'ﬂﬂs)sG‘éhs%e%ﬁﬂe@m%@prt@ee P¥H REMeUlRy system if
the multiple C BBYEIENY) n%ﬁgﬁm%rt WEhed [u@ﬂ%tea%hﬁ{ﬂm@ﬁ? e EP?(em Manager

constraints. I ot her e I ment s, constrai
satisfaction teodmpoqerﬁs‘rrstagfttem;stﬁdacdeb@'rru%@nelm radich taralidate rmasheomputing
illustrated enmbo

other factors AREREANaY FE PHAAR (& A i B WEH oBb Aol iy gL el the

such as to eli mongficd fepRuaPAs!, denat i an Wﬁnéﬁmﬁﬁélﬁg a%bﬁﬁrﬁﬁﬁhéhﬁfentmed
| ack sufficient resources to currently execute the progr am-copy

(e.g., based omorsi@ini(s) terreulgpieepogsitde)campulieg isysiexiscim se-hoa manner as to
eliminate any of the multiple computing systems that do not satisfy one of the

constraints. In other embodiments, other types of constraint satisfaction
techniques may instead be used. In addition, in the illustrated embodiment, the
System Manager component may also apply other factors when determining
any candidate host computing systems, such as fo eliminate from consideration
any computing systems that lack sufficient resources to currently execute the

program copy (e.g., based on one or more other programs being executed or

1



that are schedul ed to be executed), and/or that are currently

unavai |l abl e or expected to be unavail able for other reasons (e.g.,
periodi ¢ mavot@pasa®). |[0020] If one or nore candi dat e PODEK2908/072520
conputing systens are determ ned, one of the candi date host computing
systens is selected as the host conputing systemto execute the

20 0 (gLt WBSREl GE B IEhS Bl S it o

conputing syst ehectell TBbIUNBLSIBAY, SRR r825ns Q8P YeridBicviahtiRinde e
determ ned, the particular host conputing systemnay be selected I'n

vari ous wassl, such HWoneandune ganddaierhastcomautiethsysteras aredelehamed, one of
operation of the program execution.service (€e.q. attenpting to ..
toe under - ut i | 1B BaBPHRR RER ERmBlvRR ebhec i Sotry Bl Ao boftoeo aying
system that hasyflei¢siectRsthe ProgRaT @é;ﬁp(br_nﬁﬁlﬁplé hokfNc&@PBLing systems may
enbodi nents, a user who specified the identified constralnts may

further have ohe sslediest B rpultiplervpgeasm chpiesmiy tadauserruterd oB|mele thaa one

host conputi ng S e -ance. i ni .

copy executi onhéyetqétgg%mpﬁa%%%@zi 1&? Zﬁdlﬂﬁﬁg %&g%&?@ﬁgﬁpgon?p@? %&g@gﬁg&e
initiated the deedniadetHroparticaapabsngormysitrgnsdtdraray bk sslected irvarious
previously specified and stored preference. For exanple, if the

speci fi ed consWA%FnIUCh; gicfandemy, rrigSUsh ahiPNgl @8 [ 6RNARIS gt of the
the user may s i t L : _af; t
SE@%‘%M SeBlfIPEGURE @S . @( ‘é?ﬁ@ﬁﬂ@%% ke URBef-aMBEd g?o&tfsgof

i f possible, as to prefer to se t conputing system

be nore proxi metrepoting eypdems okl g Bocanpaingesystem thet bas el lcatsse cost of
| ess reliable) i fﬁ]possitbl e. LE_{0021] | f n‘ﬁ candi dat e hz}st cor lét' ng. ifiad
systems are dePRFAIRRASCdn KF PEPErMBPHEIF A L6 ¥honeRPaied: heidratfie
to provide not bdhRRAEAO AN AR HeRBPohd BE ridret Sidterbh@ds &t irgdy bbhésed to
identified constraint(s) are currently avail able to execute the

program copy. $¢lechéhe dest icomeyties rvsiemnwhetheies erefrsends dnlignfed, with a
, th hen., degi ST £t
ey ubt ng o nEPRLEHOERy BRfoh JeERSRL, SRS B Pk REARIARL ana

copy using oth ess restrictrve con
such as with ainitetsd ties canditiateehsks groaep wtihg peystanti deygrmitdtian® o s pesibustly

attenpt to performthe program execution_using the same constraints .
at a later ti n@eeq%%aﬁ&st 'i?%of%%"ﬁ_f‘g?- t hier gg;%{ﬂ@[% I\iﬁéﬁgéf’e@ fpvBatraints
may further fagiclidead Rargjdcdr rﬁﬁlﬂélbrrﬂfbﬂih}iﬁ/%\?é@tthe_rhseFHﬁﬂ/ &l a preference

automatically determning one or nore | éss restrictive 'constraints
under whi ch t has o sdpicnersbpf/theapnpe texiee uft pebs{de, guchids Wt preteado selest the

of the constr ai\gsttscomvg\)(ati%gos%t%:r)’nz?g gcn-’ll_(/)rgspzrggi%aqg %?%e%s proximate to a target (or
more reliable or less reliable) if possible.

{0021] If no candidate host computing systems are determined, an error or
other indication may be returned to provide notification that no computing
systems that satisfy the identified constraini(s) are currenily available to
execute the program copy. If the identified constraint(s) were specified by a
user, the user may then decide to request execution of the program copy using
other constraints (e.g., less restrictive constraints, such as with a less restrictive
degree of proximity), or to instead attempt to perform the program execution
using the same constraints at a later time. In other embodiments, the System
Manager component may further facilitate such constraint relaxation, such as
by automatically determining one or more less restrictive constraints under

which the program copy may be executed (e.q., if at least one of the constraints
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indicates a maxi numproximty level that is | ess than the highest
proximty level, by progressively trying to use proximty |evels

hi gher thamwo bmopsrdiicat ed maxi num until one or nore avartEDE®08/072520
candi dat e host conputing systens are determ ned) and providing an
indication of the ability to performthe program copy execution using

the less restrictive. constraints. Alfe Lvel.y, the System ager. .
conponent may éﬂﬁ' %t%? i MY éﬂ%ﬁ@ %%tah@?%iiﬁ%s &aﬂl\ﬁ\ecﬁ?gf{%% grommity
program copy mavdbeneprevéRiefNtraingas tuse ProKiinde$ois heyRev mistat tHiddicated
identified constraints (e.g., based on schedul ed executions of other

progr am copi esNaxéEmdmiui eae ©rtngie avaipblebrandigatediopt compabng sysigms are
user to schedu L: t P i

[5002] Fur ¢ her niSigirifeBL 385 UAGHK EF FEGHER B e Wity B BErbisf e program
may determ ne tapyn@xeeutidn luemgtths (s eskictive constrahots ardtermativelyl ¢@&sBystem

sone situations fromtheir current host c rrpdi%i I’II% sysi%ms to other
host conput i ngM&)8e¥nEOMBRREN J82Y faYRNe lgmiBeta @apitifengt which the
systems is detgipidgd nfayP et bksthREd RSP Y HBE WhiRRg Uy d
request, if a lgo uti%gfﬂ{systy‘e)mfalg%s or access |Es otpﬁérg\j ss}eS osltmteor the
one or nore coipotifietgceystaints (eigf, aaseeixer wichadulpd axeantianspyf other program

term nates prenat.urel peri odij.cal | etc., If so, the System Man r

component ey, of doPSiiaRe i Pl ece. BRpolad) s UF, SgRBHR e
S | :

curren ost ¢ Firh REpP ¥REQMon GL LR MtBetiABPt her host conputi ng

systemto execute the program copy instead of the current host

conput i ngoggist em s ucthenaore, e Imerermkadimenifptie Bysteys Managat icompesent
any constraint %Fg\eléeq%@ﬂ{]%%%&?é‘{a‘c ‘Pélas?fsoh%eel?é%g@gg%rrgﬁ%é fh Gt 1ec?§,§] é;%me

same or better respect to any uUser ces regar
t he program cogijuatises fitoho theincurdrgtiead cainpatiyg lsgviemst fvadtheahbstt t@Aputing
the constraints), and optionally such that one Qr nore other system

goal s are achi ¥RMPeSYEN 23 6 NeafaNCIAAIR INRBT EomPLUMPYRIES i getermined for a
ey Los Sl rBER S5 SRR AEy, S e o
system t o anot#&eeshds totioymingt losy te pseerm mbee icoppotieg wyistb:rrzsatiﬁ am exkcuating
st SO OB R RS bR BB B o 138 systom
particul ar requashgdrocSsing nlayc 3B ofd of nibregsragiddy cbpids Qﬁﬁebﬂ?_e&ecuting
predefined group of constraints, such as a group previously defined
by the user on a current host computing system, determine another host computing system
to execute the program copy instead of the current host computing system
such that the other host computing system satisfies any constraints related to
execution of the program copy (e.g., at a same or better level with respect to
any user preferences regarding the program copy execution, or instead at any
level that satisfies the constraints), and optionally such that one or more other
system goals are achieved (e.g., to make available a candidate host computing
system for a program copy execution request by moving a previously executing
program copy on that candidate host computing system to another host
computing system, to improve utilization of at ieast some computing systems,
etc.).
[0623] In addition, in some embodiments a user may specify constraints to be
used for a particular request to execute a copy of a proegram by indicating a

predefined group of constraints, such as a group previously defined by the user
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(e.g., so that the group may be re-used nultiple tines, such as for
mul tiple copies of a single programor for multiple distinct
prograns). wot@enatiivel y, in sone enbodi nents, nultipl erpredmbsaresko
groups may be provided by the System Manager conponent for the
program execution service or other group of nultiple conputing

t bei d h as the follow _usive list of
cxaml e preder (RS gt Y hS g5 e B BB TS Eo R b gt igiuttinie
failure reliabidobleg dfef siylet @@Eearﬁwif&smfﬂp% BRA PTogdng) Oternatively, in

correspondi ng to providing high network connectivity performance

bet ween nul ti pFemeopinegdisiends, prodiiien Predeglinagp dceunse spndien@ravwided by the

o1 ogr am one of VA aup S ek tor i T Edalh bt Bl SEREE o yr group

geogr aphi cal abEautinlé Wondpubiagt syeteras s etarkigetineushlds Mee following non-
conputing systens avail able to execut eeg_programs, etc., and with sane
or all such gr8u@dsivmtlisbrefl Eyample: wepdefipedi GLAURE: a SHriPUER epritespepding to
greater proxim -Cﬁ@g/ f OXE T Wit iR r i

range. Thus, {TPFC%:({IU rh%hxg%!:[{rée%ga@!é ctd[peﬁﬁlprﬁmelt %P@ego%fteassgg?%q’%ggmw
program (e. g, byrréspontdmyi tvg pecsdding i ldgks reftwetd cofingdbieite geriesmancen between

single time or instead.increnentally), and would |ike themto execute
in particul ar FB'@%PE‘? EoRIeS 8] 2 PTRHaRy AR GPHRETPONIRG IGEPVIREY 3 ngtdegree

| east some enbgdpRihity Heliddd RItPR 86bied HI'LHRFPIMOBReYr MBFL groups that
constraints that corréspond to those desired relative | ocationS, and

t hen execut e eaath copgsponditha particulangecgrapghicalgfrea mad/or a particular subset of
defined/ sel ectged greup. Furthernore, in enbodi ments, a user .
def i ne mul ti pl T TRHPE: SRR SHHE TP VRIS 4 FRPtvErlpStani i 5 A With
or nore constr oMk SorkMt WRBNGIDUBE APtiOHAE.- fu'ﬁhéﬁs?é@iiymgf gpefeterice foPQreater
previously discussed illustrative exanple involving an application

server progranPEINY AR ess dredmity wWil§iearorespsadinggipnges Thesdf a user
first group co ' : ' l.t1. Rl e CQPI:A: :

application seé)E er p@g%fgg%{egﬁgmgﬁgedgg%d%ar %Byégﬁr(?é’gp riﬁlaﬁgé% %f@cut;ons of
execution of nal bf {heeccopigs &2 singltehimamplinatedd Doreeenielly)pand nanrld ikedthem

i ndicate inter-group, constraints for the_t rqu ., to .

| ndi cate & m nioTRCHEIRGE iU BsatAney ey Ao e T UsPLERuR t least
copies of the §¥Re HREme/dCHeR bOsEBEUA Qrall fof TneMdr RoRXicBhéthaints that
bet ween copies of the two prograns). [0024]For illustrative purposes,

some enbodi ment¥reapendde dhossededimdowlativepsations,pand fries exgsede edch copy of

SO0 e Ol 5L L BRI gl e, soms

perfornmed. Thes@bediammtssa alser phay i dificief ®iitipld 4ath afrovigs PRrqesesin&)nd
are sinplified for the sake of brevity, and the inventive techniques .
can be used i nlUBhGI §eeGl PBEYOTOMGBE HEINSAN{RPEBYREN SHPR WFPURMI cHhlgs evith

di scussed bel opgsnEQT1o Y& v?ou()s%@:li%@ués@? iﬂ%ﬁ%{i@@@%ﬁnﬁféhm/&%ﬁt e;%}diigaﬁon

sonme enbodi nents used in'the text of one or nore data ce

housi ng mul t i ptevahyspeEah and mpidtaimasessesvempogiadd, ar usar rédnedefing & fitst gfoup
a program execution s&.rvitce ot.her f| n@#.elmant aticgr% scen&ﬁra]i 0s are also
possi bl e, such"HEFSPANTIAE 18 SHeRIONLHiRELoPES it APRYAtP) Spr/eg Pregram
university, noéhd?w&&lomgréudﬂ%@hé%ém;ng Q6 Cexechifbn Id1EmBRIBRS icbpRb off fhe
enpl oyees and/or menbers. [0025] Figure 1 is a network diagram
illustrating adpdicaligsl seawpauparant, fird widiedtei intesacermeensta@intsnfor the two

bet ween conput j yst e f rogr.am exe ion [ Vi are .
configured by %’r‘]’gﬁt@ -%ﬁ‘&é"%"%&ﬁﬁﬁ%&” #ﬁkﬁ%%ﬁ@p@ﬁ?&%‘gﬁ?? (Seﬁ(ecutlng
service. The iplogfdn adopibse g etviongralies stichais 16 etistire LFicMIRT BloRbhity
by the program execution service that is connected to a gl obal

internet 135 XAWWERACOPISS PhEISMOPTOBTET)- 100. The gl obal internet 135
may be a@phl i cly 3aqefdiiite RinBELs, doe i dtime RS 8P b¥s ARRh &R in

which specific types of computing systems, networks, intercommunications,
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WO 2009/ 032471PCT/ US2008/ 072520 [ 0026] The data center 100 includes a
nunber of physical host conputing systens 105a-105e and a System
Manager conpor@nb32At0 of the program execution service. PCIVUSHIN072520
exanpl e, host conputing system 105a includes nultiple virtual

machi nes 107a and a virtual machine ("VM') Manager conponent 109a to

manage those virtual .machi ne . . ,..a h [ViS or other virtual
Tachine. moni t o GniSRENen SPelstots pré ReBFial *Fhe efinbiies At biSldegyor
105b- 105e may siusiavé Mu%@‘é@s ahé Breysikiplifiéd Frahé BaRe anisheoity, WMdYae agentive
conponents (not shown). ternatively, in other enbodi nents, sone or

all of the phygflcbaiquﬁ%%_n@@rﬁﬁﬁ’ﬂiiﬁ@ \§‘§‘§tV@H_§tyan qther %j@ﬁHO%ﬁPéTe Payhiplhere
provide any vi stHBéseﬁaﬁé]b\B?sF%rsg%}pﬁﬁ Wﬂ}é'}ﬁ{ee@e%cﬁb%oe?%éh}ﬁiq‘i?é‘écé%qn%ﬁme
or nore softwaré prograns on behal f" of a custoner of the program

execution servembodimeritd asawdirethel constef enb adinn@etdata aentetsshadsindimultiple
host conputing systens may have differing. capabilities, may have .
di fferent assth&'@E FERRULNGY Sifé%msn%@ﬂlgwfbég? artgxd ;e Fﬁ'ié’ﬂfﬂ?é“ dixecution

user prograns (& Ghe, ofhdrl @:en@ﬁmﬁeﬁ @éé%@.pa@ ér@sél%ﬂcﬁéss%e,%ﬁ&?z?%g&w the

sizes, or prograns with d erent types of resource criteria an
conmput i ng resoaoextusageysisessh as othdrf entityy (eat. t @r nsivaTsity, Onandommercial

menory access and ne .vvor% gaq %b etfct. flf SO! gqarti cul ar _users and/ or
thei - progr amsOREY B0 SEpE (e bgieft glits ARG A TBPBPRG. t 0 one
or nore spek factorgiguhhcil amenbott d18grabe INEGEIR aROSHMBE BrRbSdIMYERT in
pref erences regardi ng whi ch host conmputing systens to select for

particul ar proghigh dogresImpoigatiqreh oatwean c éameutingr sysiemsnef udegrogram

ol e neC VoL ORGH e, 2SR Bl oR daeaRded BB hiay o e
part of a physpegrameixeontort Savice ndhedbsstizied exampleangiyss g ahtahesiter 100

conputing systens 105a-105b, and is connected to_edge aggre%%ti on
router 125b. EQRRIAlEGyDPEgHE BRIt BxeodiBn seNicecthat ifcqNerERelp a global

network for swp Eetliﬁeit%rrﬁi‘ t W&&Q?&@%L&@hgﬁﬁé"@'bgaﬂﬁ%r%t {35emdaha a

center, and further in the [ustrate onnects one or

more ot her swi pdiiely addssipn detwiek of swiwarkedpossiblp dpsraiéd lpystarious distinct
conmputing syste 105c) to,each other,.to switch, 11 and t e .
it br contect 1 oRPEEVIHER. SRS Bl S5 tlscBhyf. e el Aerishy op Sapvides
network that iaededders WiisCatteGRNRBHIPUENG Yetiths, 1QRH- 49 20nling systems
conputing system providing the PES Sﬁstem Manager conponent 110, and

i s connected t®¥#&iyé PoiveEr newsuk gusoBPHETY SysBts AgSb. The private
network 140 may be, for example, a corporate network that is wholly or partially

inaccessible from non-privileged computing systems external to the private
network 140. Computing systems 145b may include, for example, a home
computing system that connects directly to the Internet (e.g., via a telephone or
cable modem, a Digital Subscriber Line ("DSL”), etc.). In addition, other data
centers are illustrated, including one or more other data centers 185 that are
connected to data center 100 via one or more dedicated private high-speed
data connections 180 (e.g., other data centers that are part of a ring of multiple
data centers that include data centers 100 and 185, such as in a common
geographic area), and one or more other data centers 190 that are connected
to data center 100 via the internet 135 (e.g., other data centers that are

geographically distant from data center 100).
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WO 2009/ 032471PCT/ US2008/ 072520 systens and networ ki ng devi ces,

i ncludi ng other switches connected to edge router 125a, may be
present, bwoanoe/oseat1 i|llustrated here for the sake of breviusyos/Thso
physi cal networks established by switch 115a and by sw tches
115b-115n are connected to each other and other networks (e.g., the

Pncludes (B cdge r olberae 1Sl 308 GG 8" olbeP of sberoatbatt seroputing

The edge rout ersyskARa1d25608& Arddge Jyatmalsnet WosipdneBt 810 B¥tBe program
net works. For exanpl e, edge router 125a provi des a gateway between

t he physical nexe@iiRNeIRNYBei shedhipyexaminienhastseorapinchseystem 105a includes
i nterconnectio r. 2 r er,.125¢c i g y
bet ween the i n&ﬁ@gﬁgﬁ?%o%ﬂ%@ﬂ%r kﬂ)?%o agﬁdggl 0 %\{ ﬁ‘%?'é&ﬁe?% Maasnager

wel | as to thecoegosaitedohitgmapgrdhdad airtahmachines (4.80.a Mperageseor other
routers 130a-130c nmanage conmunj cations within the interconnection

network 120, steabEAEYNESRARICH AgdREIeesabpt Bienghenhes computing systems
transm ssions ?95@-995 R gﬁsﬁng@y%aw Shar @ﬁj’gr 34 dHirResCbingt i@ hinager

transm ssions (e.g., hea rmation 1 nc I ng source and/ or
desti nati on addempsesnts inait shoein)i ddterpdtivens in ether)enanafimentsheome or all of

characteristicg of, the interconnection net K Oitself (e.g., .
out o5 based oenRBREK MBS EPBGY I G EISMS 0P8 Rt CPIEL Sephiegpieide any
Syst em Manager vigRaPaRRANed 1 Quite bkofohstlad! @rsdily SORURS ohBerd@sed isbflare
techni ques in order to manage execution of pro&_rarrs on the physi cal

host conputi ngPgsaasrsonobahaldsy, aasugoms 19éd enﬁg@@ranelre@@uémn service.
| sewhere. W i cyl i ng.. ' t
execute one o HEPEHoH, SbmeoShobaREIAIANE e The B%E SRR Syatpme

in sonme enbodi maptiave Riiffdrial capaBiitiéd, omayohavddiferept aggoriated ficeFobyse, may
interacting with a VM Manager conponent (or other manager conponent

i f the sel ect eBUIRSEE AR iVRPSSPEt ETRTABEWI3BE (f@vi YBUR) Mmagaine program
machi nes) t hat mg%égbﬁdﬁfé?ém%lég, &f pd Pﬂﬁ@ﬁﬁhfﬁer&ﬁ%&péﬁié@@%ﬁ@m@%ﬁeria

conmputing systemfor the program execution service,
al ternativel y dnd/ectémpetivecngseunchaispgegsuaimasopifferiny pateerse bED eshdhrosmory

cxanpl ¢ comput FrEyRPREWBlY fadics”eB b BoBR g eI e drograms
system for managinge §rReuli @Y. ObutehREEAND RBofINd P bRe BISthokOSTRH Fdt€ors,
systens. In particular, Figure 2 illustrates
which may further be used as constraints and/or preferences regarding which
host computing systems to select for particular program copies.

[0027] The data center further includes multiple networking devices, such as
switches 115a and 115b-115n, edge routers 125a-125¢, and core routers 130a-
130c. Switch 115b is part of a physical network that includes two or more
physical host computing systems 105a-105b, and is connected to edge
aggregation router 125b. Edge aggregation router 125b connects the switched
network for switch 115b to an interconnection network 120 of the data center,
and further in the illustrated embodiment connects one or more other switches
115n (and their switched networks of host computing systems 105c¢) to each
other, to switch 115b, and to the interconnection network. Switch 115a is part
of a distinct physical network that includes physical computing systems 105d-
105e and a computing system providing the PES System Manager component

110, and is connected to edge router 125a. Numerous other computing
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an exanpl e data center 299 that provides a program execution service.
The WD 2009/ 032471PCT/ US2008/ 072520 data center 299 includes a
Progr am Exavotioonsz®er vi ce (" PES') System Manager conput POTYUS308%/@1320
200, a host conputing system 250 capabl e of executing user progranms
on virtual machines 258, and ot her host conputing systens 290a-290n

capabl e of exe%g%{s?% néﬁtgéSQ\?cggiéﬁ%v %Sgincitﬂ\m;irﬁglh?/tﬁ%r E\?fﬁ%?essgme%{ec} Q)eec(iege

host conputi ng each sim rovi di ng one or nof
virtual machi nesutend28s, reag be ereseut,ibng ase sotritistrateherpriogth@nsake ol brevity.

time). The PES st em Manager conputing system 200 and host conputin
Systbms 250 andTb NS0T PES EHMRLELEA by SRR ARaaS: Y Paielree T150-1Thn
internal netwoplg 3(%9}?% %?éé&l”&h@@éﬁ@bme’?%eﬂﬁy&g?ég@,gg\é’id(lzdé!:sfal‘i’r%m"éf"ISS)

il lustrated networking device 262 and network swtc
260a- 260n. Theviaetheointere@ectign nebworkxidfh| whichencdndéntrer edgaeotieon 125a-

network that jogjns l.tiple dispar sical networks within the
data center 20828nandbsiisrs ufEl METRE Te SR Bl "ettopic provice
and/ or syst ensga@uehs asetheEP Wb e MK HBWARS. (Podexarnple® MRIgR! rolldre125a
other data cenfers) via external network 285 (e.g., the [ntérnet). In

the illustrat epray ateiay hedvapn Kisghviical nehwax qstalviished by syitobwaipa
bet th 1 i 1 -
oo Ly ans s PO BS R 1200 SBL B PR AR Sy

Manager conput beigregyishe int@Ronhedtiohi rngotkol 20 globBEintteet1 35 msoiell as to
user prograns within the data center 299. The illustrated PES System
Manager conput thegdedjcatash highsrsredatacernnesten dé8. allegpoomymuters, 1 3as130c

|/ O conponent s Fﬁégg% %Eﬁ{srgﬁggge?@% | VRN qﬁ@‘?ﬁtﬁérc%%ﬂeg{:ﬁ@éﬁnél%’?f@ 458t & 40 by

conponents inc net wor kK connect
conput er - r eadafvingami adkétseoR IBheraddicotttzesmiss@rdeas cagprdphbatee bgsed an

PO e AR B , h SREPS 57 bty AR BRI Ping
source andf/or destination addresses, protocol identifiers, etc.}) and/or the
characteristics of the interconnection network 120 itself (e.g., routes based on
network topology, etc.).

[0028) The illustrated PES System Manager component 110 performs at least
some of the described techniques in order to manage execution of programs on
the physical host computing systems 105a-105e, as described in greater detail
elsewhere. When a particular host computing system is selected o execute
one or more program copies, the System Manager component may in some
embodiments initiate execution of those program copies by interacting with a
VM Manager component {(or other manager component if the selected host
computing system does not provide virtual machines) that controls execution of
programs for that selected host computing system for the program execution
service, or may alternatively directly execute the program copy on the selected
host computing system.

[0029] Figure 2 is a block diagram illustrating example computing systems
suitable for executing an embodiment of a system for managing execution of

programs on multiple host computing systems. In particular, Figure 2 illustrates

an example data center 299 that provides a program execution service. The
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bei ng executed on behalf of one or nore custoners, and is shown in
additional detail relative to host conputing systens 290a-290n for

il lustrati weopuwe/pasAas. The host conputing system 250 i ne¢CTrdemoso’ER
252, 1/ 0O conponents 253, storage 251, and nenory 255. A host

conputing system manager conponent 256 is executing in the nenory

255, and one or re use ro ns al so pbe executing in, \

mul i ple Vi Tt odP AR e B AR Ao R SRR PEME LFeE SR rgystem
host conputing FEodfiding YRt 2008 &S hostl @émg@m{dﬁayst@.fn bestcap¥le of
2009/ 032471PCT/ US2008/ 07252 conputing system 250. 1n a typical _
arrangement , dexecusaatuser PoSramy ¢melrygermaghies Bbrandnethetnast egmputing

2T ar go hunber STHEHS PRt SandbE f xBTS eI, BRIofamS L, &R st
manner) . [ 0032d¥e eftredhcstrbmplitisy Bisterfy YoomAvinageh staimynestidddCoriesor

executing in nmenory 220. In sonme enbodi nents, the System Manager )
conponent 240 M&g{e Viekal Yachingsgnder egeh sraefingRIBRglE e3er fresfel akafime).

(e.g., using O*i*ﬁ’? ?’faESTO %tQ&Wén%gHgﬂﬂn@éﬁttSﬁ&&%ad hé?st%gvﬁa‘ﬂﬁiﬁg Wétems

or nore copies O gramin rdanc one i ndi cat
execut i on cons2idient! LO0HHRD08ywEeonMuiad és coergpmitentvi240 ineyndl metwork 280

attenpt to identify or otherw se determ pe one or nore candi dat.e host
Computi ng.syst b BESE ReRvaTNES ceEies) AL Bile: ah 1S oksh REWGTing fevioe
the host conpubgNhRly abRMKOSwitdhe deditas CRINESs0RI9 AR/ RiiwbikoPBhOShyY, for
conputing systenms on one or nore other data centers (not shown), such

as by interacté&xanplet be Sysinderconnestien nebwpribat ipirsnmulipie disphate ghiysical

centers or instead.b i.rectly. mnagi t he host ,conmputing syst.ens

For murt i pl e abe RoudyEbh kbt BRAgH PP R PERIo g PR SeriE i ermal
host conputi ngngwehienand/eme/sirag, achvVas aasputAgRoSeRTs 208 @4, Sindie dfmore
nore particul ar host conputing systens to execute the one or no

re
progr am copi esCh8F dafR Gpieers) Vip S¥kaEnalagelyvork (8o5syagentheniigert). In the
conponent may i i e)s ar j
computi ng syst g8l beuhple e i B fiEliod 262 bR HARN HefusiiPine
such as i nf or megtivork @B06udnd hesis tomputing systemish250 anda2®=ad@n mfcht Ae by
vari ous host cor@uti 2{_9(5 st ens uch as nay be stored in a host

provi si oni ng dAtAEES "7 48908t r uct ure 232 on storage 230,

and/ or i n@gMati on BROPESCOPOMENabsRir ot uling sYSENS TR0 fRR@IRE 89 ¢ Mnage
cust oner-defi ned constrai nt” groups, 1 nformation about custoners

prograns, et c. e exgouticrsoinger peogams edthimihe dajs center 2081 diheatiusirated PES

appr e at od ¢ raro e Hifndd el Sp5emo R OB e ibdyls @ cru 205
various [/O components 210, storage 230, and memory 220. The illustrated I/O
components include a display 211, nefwork connection 212, computer-readable
media drive 213, and other VO devices 215 (e.g., a mouse, keyboard,
speakers, microphone, etfc.).

[0031] Host computing system 250 functions to host one or more programs
being executed on behalf of one or more customers, and is shown in additional
detail relative to host computing systems 290a-290n for illustrative purposes.
The host computing system 250 includes a CPU 252, I1/O components 253,
storage 251, and memory 255. A host computing system manager component
256 is executing in the memory 255, and one or more user programs may also
be executing in the multiple virtual machines 258 in memory. The structure of

the other host computing systems 290a-290n may be similar to that of host
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295, and networki ng devi ces 260a-260n and 262, are nerely
illustrative and are not intended to limt the scope of the present

i nventi on. Woerooexaapl e, conputing system 200 may be conReETABIbOS/@72520
ot her devices that are not illustrated, including through one or nore
networ ks external to the data center WD 2009/032471PCT/ US2008/ 072520

299 such as the Internet or via the World Wde Wb ("Web"). re .
gener a1y a cRPIRTAG SYSTGACl & IS SERAGR e UnEP RS 25 ey inciude
har dwar e or sofd Wafeist fafhobahdsNbEhERt csltPRY &y REcH 2eCibl8 dlustrated
types of functionality, 1ncluding wthout [1mtation desktop or other

conput ers, dat bbras erganzast 1o metarge lusther af edistingt physisaldnetmodts (e.g., in a

net wor k devi ces, P cel | phones, w rel ess phones, pagers,
el ectronic orgﬁ'ﬁf?g@'sgél m%@rﬁ?ﬂet appl i ances, television-based systens

(e.9., ushiag set -t ofn MERSINM/Pa PESSY38h Wididgal cYingeRetEXa dasxstuting
and various other consuner products that include appropriate
i nt er communi cali BaMeap3BY. it iseme embadimeants ihe SystenuManagaacemponent 240

provi ded by the il 11 at ] j
conmbi ned in feﬁv\}g& Hgg%%%%en%gggmgpg{éﬁ%u egnﬁa&ﬁ%y%&ﬁ%@?@%@ﬁrﬁeﬂ%'_che
Simlarly, in siheecembathgreysiemt2o5) umekeoutaldreyorohososapied of Agrogram in
illustrated conmponents nay not, be %Zvi ded and/ or ot her_ additi onal

functionality # “B%r_‘cév‘é(it a%‘leei_.”dF@ F?‘?CLWOFIC%SEFBMB% Jﬁﬁréwfamehﬂanager
that, while vag rﬁﬁgn &1 Afa dhlahuﬁern%te@ ARnff! 9 HkRiES det@%rgﬁnﬁgngme or

or on storage ei ng us these 1tens or "portfions of
be transferredmoet werdidateniors) canpuding esysitos agsedi eni the s=xeountigru cpnseents,

of menory managenent _and . data.integrity. Alterpativyely, in her
embodi ment 5. SoMToR AP bR B4R SCBTIP SYE RSO RE NS SR ROt A EroRigm
execute in MENREM g ROsteARVHE @nand rRORNBAECAHE ctintds (RSt shown), such
illustrated conputing systémvia inter-conputer comunication.

Furthernore, i@ dominteistian it sSyséameMapaggn cemponents odibdhesr Pthery data

be i npl enent ed rovi. i t her syeh

partially in f?ér%{rﬁér gya{nﬁg?ﬁrj nt??gr 'wgygqﬂlgﬁ%@r&%ltﬁ% h%%t 8{){8#5@?41159(5@“?%,](”
one or nore apphlitiptd deb-cpensf iIAfdridedgifghg dneiorandriescedndifalis host computing
standard integrated circuits, hﬁont rollers ( execut i ng

e.g., by ]
appropri ate i n¥fYeIE% HRsSYSHD MaRadRii Ry AN bedREE Anee?sMarRipafticular host
enbedded cont ré’érhgllﬁt?gisfst&ﬁ@f@é%umbérﬁi&%gr@é@gya?n (:Eﬁ@lé‘lsférbt e yser. In

conpl ex progranma ogi ¢ devices (CPLDs), etc. ne or a
conponent s andsaae acases,utheubgstemaMariager vempooeerid n(ay. gsg vagosofinfasnation

instructions or,structured dat n_a .conput.er-readabl e ,medi ul such
1o 5 har i skvngh sy R, SRaBlianSr iR PE A RE R and itqtEb S Ler
be read by an BRir inp@ing Sydt¥@sOkudh dasAhfaRRitRpr BBo R FRNBRGHLAN or TdiRer
conponents and data structures nmay al so be transmitted as generated

data signal s (@9ghizati@n phihe \GIioxs st CemPibNg St heChadaMey ks stored in
digital WO 200940324 ATRIHAAAABLY 220 data structure 232 on storage 230, and/or
information about customer users (e.g., customer preferences, customer-
defined constraint groups, information about customers’' programs, etc.), such
as may be stored in a customer information database data structure 234 on
storage 230.
[0033] It will be appreciated that computing systems 200, 250, 290a-290n, and
295, and networking devices 260a-260n and 262, are merely illustrative and
are not intended to limit the scope of the present invention. For example,
computing system 200 may be connected to other devices that are not

illustrated, including through one or more networks external to the data center
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propagated signal) on a variety of computer-readabl e transm ssion
medi uns, including wrel ess-based and w red/ cabl e- based nedi uns, and
may take awaredogbyednif fornms (e.g., as part of a single pcrasions/phexed
anal og signal, or as nultiple discrete digital packets or franes).
Such conputer program products nay al so take other forns in other

ot hor conpu o1 229 SHETRS AR IGBFIR 6N o o) Pl i (94Pp L dere ebetaly

f1ow di agram ofy @&nﬁ%ﬁ@éﬁst&mﬁ% B Hpried Rty VoTHISAE G 8O RAr WS IR Roftware
300. The routine may be provided by, for exanple, execution of the

PES Syst em Mantigércavointrsaginasd pedfouh thegiaseribedddpes op4ndlionFitguineludling
in order to mapnage .program execution for a program cution servicge

or instead by Ao MR cEskiRn 2h i cpBIRkRS: Seltts e SENBRuL TRk
of programs fogtomtRl RNiceE OHRd ObtheH | AdtRba GRVIMEs MEDAY S e Bhdrsy- wircless

mul tiple conmputing systems of a business or other entity in order to
manage execut i BRONEE, (RAYEFhaflepf e Argamiserst Halernait apRlpNCeH OB vigien-based

o oaeat o oR T S skl bR EL A i e oot o

a request rel cu us nessa

rel ated to progiivusesthstutomgsums predettgatat inaludel spproprdste MeRTcortmeanication
request may be recejved from various sources internal or external to

the program ex€ANIGESser 11 cBIYIECY. e FuipiPRAltY s PEed sy the  Hllustrated
requesting exe&ﬂ-hb&%r% nREINMor® b8 Rh& s Mo EnbiRdd %?&%r%&%ﬂﬂ%ts or

In block 310, the routine’determnes the type of request recel
[0037]1f it isdideibeted irecdditiobhlocampafenthat Sirmiarivegoesimée ssribodimeotst the

one or nore copies of. a progra the .rqutine continues wWih block

918, "o ook Bgforidi obi 87 inet HisAed BReSEPMarey ofbbd proyffet andror
constraints rebkpaddiforidl fuittivaaRPERME Svarllid on, such as based on
constraints specified by a user as part of the request received in

bl ock 3050@4. g., byit véEalsa hg awprecigiedathiebnwbile yappusidemsedregilgsipated as
constraints) a I i j.C i

bei ng benefi)ci Q@Aggtdgggﬁg?g@n&gp %h%@%@%%ﬁ#g&y u%ég%ﬁ%gﬁﬁ:ﬂesn(gﬂ) o?ns
for the user. dihtherroutaynbe tthefamt batwesnt ®mehioryg kandl8thto sturbgenelevices for

identify one or nore candi date host conputing systens that sati sf
e det o o nedPUREESt POATBHY: FATRELTSTGAGS GHA NoPaiEe AVIPRRISIE Iopther

execute at | eaghpofitncdts SBMePHOAN A AP GRvarkf cdrhpdrie e EREM NERtds may
bl ock 320 that sufficient candi date host conputing

execute in memory on another device and communicate with the illustrated

computing system via inter-computer communication. Furthermore, in some

- embodiments, some or all of the components may be implemented or provided

in other manners, such as at least partially in firmware and/or hardware,

including, but not limited to, one or more application-specific integrated circuits

{(ASICs), standard integrated circuits, controllers (e.g., by executing appropriate

instructions, and including microcontroilers and/or embedded controllers), field-

programmable gate arrays (FPGAs), complex programmable logic devices

(CPLDs), etc. Some or all of the components and data structures may aiso be

stored (e.g., as software instructions or structured data) on a computer-

readable medium, such as a hard disk, a memory, a network, or a portable

media article to be read by an appropriate drive or via an appropriate

connection. The components and data structures may also be transmitted as

generated data signals (e.g., as part of a carrier wave or other analog or digital
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WO 2009/ 032471PCT/ US2008/ 072520 systens are not available (e.g., at
| east one candi date host conputing system for each program copy), the
routi ne maywoptwoseall y provide an error or other statusPCespoogez6znot
shown) to the user fromwhomthe request was received in block 305,
and then continues to bl ock 330. Ochervvi se, the routine continues to

bl ock 322 to sel ec or re of t andi date ho ut| n )
systens to eacH” 8&%@3‘?‘3 Swaroéé{b? "é‘ﬁ'@ p§Prap Ut ?ﬁéeaﬂrag%‘f rgiﬁao(p;ﬁnedlums,
bl ock 325 i ni tijat|gging \@rdlbdLPastd %hesueréw&m@%g@@'rﬁé dﬁﬁ'}st f&ﬂﬁemaﬁ take a

sel ected host conputing systens. roomIf it is instead deternine
bl ock 310 t hat vaiiely rafdoess (@.gceisvpartioh abslogle G0 Bwiltiplexedr aupley eignal, or as

program of a user,.for.|ater vide, a co of the
programto t he "BHRE gmcﬁz%gﬂﬂ'égRgé‘ee?%Pﬁzfafr%ﬁ?sfgﬁpgéé’mlz%erp?@gf% products
information abgidy 4166 QHKE @titdri fofrhk an fdikerd BRLBARKEMA A&omuﬁ@[nydﬁ]e present
informati on about one or nore predefined constraint groups whi ch
the program beltyRgton @& by, prastcedovith @iéet:@ﬁmpmiaégy&t@mmoaabgumws I n

bl ock 340Gy 10Ut kpeSLONASALEVE d6f, ALY 90 SBahe L8 BIAgRATY o

f
and in bl'OER 345 op ona | y proceeds 1o p 96V op|

the program t oSgstenrpMamager hiusihe 300t eThes routigembp Gt prRIRIcdasy, f«broeﬁa*mple
ot herw se associated w_ th gartl cul ar subsets of the haost conp
systems (e.g., SK@PUlige &f s BPamistare Manager eamRopentsrid O Fr‘ﬂ#r@ 1d%ﬁ or 240

centers). Al te[)ﬂfrtdu\‘ |2Yr d§'5tto'r?x ASED Sdggrq & éﬁ#lBﬁl(fOlS%opII()g%té}%CUtlon

request received I'n or a rto ne a constra
group for | atesenie, ctrhmstaadt byea cantilanBstemsiiaadgen chinpoke®55 tmanage

Constrainte. | Ereg o eebardiar aranLaep B Bullbl corRth Sheasde..
i's received i NoRItRAK c3PPuthd BySERIsUSH 4 BLEINEES loPithd! &itRdl il 8rdr a6 Yhaiiye

of prograns by host conputing systens (e.g. eriodic reports on
amounts of resexeEEoNSAHeDal MaBiasTORYRt eoiput i ng systens, a report

of 2 fallhg of 2 O SHRNAC AL Beln MRS Sofeldine of HigRO5hs,

of a fai k ure of an executi ng program copy
term nation, ewbeje atreguediutiatel ¢® e @M@@Jtionscbfeacbrb@ram otla Sbfist Message
store that Statetquf information for | ater use f .g., for use in

sel ecting par t [SRIPAC REGraBSHBGHIGTY ISIpeeikas) In @%%ng‘eﬂtfthﬁt"eﬂ%es’f may
instead deter ”bé“?é’céﬁé@f’r&ﬁk:aﬁ%gs EBﬁ‘rrce§ @Bl BRExfeVRS t9thd g%‘gﬁ%{{g ke‘?c%té%tlon

nmessage is received in block 5, he routine continues t
to handl e the se&yigeste.®r anm&ratgem@mra@puwr jemuestind\Bxecution of one or more

/ / bl 350, 3
365, the rout | RPROH PROBLA! BIoata™ ShoBeR b BRpes sraminesiye Be

periodi ¢ housekBeRlLeg regsvad.i ons (e.g., to determ ne whether to nove
some executing program copies from current host conputing systens to
ot her hod$%®38onput i n§itésdeterrsined i hlogk 318 thafl tha cequast IS paxeentegine or more

resources or f C% ggé ;{r@&%ﬂgst%e.réhﬂﬁ ?Ijltﬂﬁ]lé 35t b{o@ﬁ 443ut fnnglo?k 985, the

continues to b et’'erm ne her to con I'nue, and

returns to bl owkitid®Sletdrfimaat ond lve meoret éxeeutioniconstesintsorddted ko 3K padiftam

ends. copy execution, such as based on constraints specified by a user as part of the
request received in block 305 (e.g., by receiving an indication of a predefined
group of constraints) and/or based on constraints automatically determined as
being beneficial to operation of the program execution service and/or for the
user. The routine then continues to block 318 to atiempt to identify one or
more candidate host computing systems that satisfy the determined execution
constraints and are otherwise available to execute at least one of the program

copies. If it is determined in block 320 that sufficient candidate host computing

21



[0040] Figure 4 illustrates a fl ow diagram of an exanpl e enbodi nent of
a client routine 400 of a program execution service, although in

ot her enbodvormbmsza7isi mlar routine may act as a cli ent pCOUSTNFOTE20
nore ot her groups of mnultiple conputing systens that nay execute
prograns. The routine may be provided by, for exanple, an application

(not shown) executing on one of the conputing systens 145 of Figure 1
or conputing syYEEmS 2enqiavailanis é.g., aén?&q?t gecgndidain best gemputing system

interactive co i i

orogr am execut 1 an st G bRy IR ToUERE iy RIFRRP b o gy o other
where it recei vietud responss (ranshbwohtatheseserdronamdtone the ygoeiest wae sseajed
related to the, execution of one or nore, copi one or, nore. .

b ogr ams. 1 n bIGARI6S, AAnGE GoTIYeRes BRARALD: (HESHpe BF Tpipe continues
recei ved nmessagepiobk 30D ¢ BBRERGR: bEmoRs 8t Ak dohdicRild HbEREIrAPuLMg SysRENS to
program (or a new version of a previ ousI?/ regi stered pr_ogranl, t'he
routine proceetgch exptuekatsiesstande swpyisolathd poigtami eéndoih binex ik initiates
programto be reqister to the program execution, service q.., a
Byt em Manager “EeHBReEhase Arfaf] SHETPENEE AR EEh bt Ebrinflo syl
manages poRgr am exeg itis Hatead detbR6ing8 $$ BRRKI 3 0ithat 188 deggd R r8tdast inMlock
bl ock 410 to be related to defining a constraint group for |ater use,

the routine prd@eids regisier gquoaram o vesidfon latergisese & dotmavige gdiopmof the
execution servj et nage p%%t f

execution ser vp@gfé'ﬁc}gcfg?iﬁrﬁgaﬁa@é%;é%é\nﬁtgﬁal nt&aﬁgﬂg@ CﬁQ(%BYggeQﬁiB%QﬁBn
i ndi cati ng oneabsutneseurer exriiérizo forcihesprograrh s td providee irdoronglioanakiant one or
bet ween the group and (%ne or nore. other constraint grou

o dual congitPe MeactiRe SortBh R s, FIATA 18 RFoPaD: pHBhdsppicyy the

the program exgauhbOfbriiRldd G5, bISHCIR48S By KicdeskbNehd rQind biopds @tovided
constraints provided by the program execution service and/or by

speci fyi ng a cofemaiicntabont Weduwbgnast anslrindrlocks34fgoptivinally pmadeeds dapepvide
WO 2009/ 032471PCT/ U%2008/ 0'72512819 fror mag ()50 Lf d heo rrelsgmg (ijstci nst E}ad ions
determined i n BI'6&k 410 “PR=EE" 6 RPEIFT &° PR LG AIC e Atrd ot
the routine pragge@sot GthbvASK addbcisted @it particary €absdte df hBe PloeDE@RAputing
execution service (e.g., to a System Manager conponent of the program

execution ser vF¥§ME degeedpeal ghirgigm fashescaiprad of ong pr srardata gepters).
as with one or Jdieat i ; ' i ndi Vi

Constrai nts SpaRTTELif P R A SoRHRR MHSANSHY Mol e iodtet rr@lof ek
executi on servBg®is foyasskett defmeas poredeintrpdur mdateaust, the cupginestontipues

If it is instead, det ' i | ock 410 ft.hat ther t f .
request i s T ocBFIFER, CBREN B B AP B AL BE R LT BRSO L B RAmEnter

ot her i ndi cat egroRpescstramts. 2% B RPMRRIddRdSterhPed O BdUKE3 10 Bfat TP HidsBEge is
may send a request to the program execution service to reserve

conput i ng resot@cededdn bipckuiQir with istaius infesreatineretaied & exeswionnefi wagems
pr ogr am copi esy, &R0 .34 ALYS, HELY (L8 e RIOYEAM SXRCHLLASEY YiGE o
prog i-de

regardi ng curréeht or pri ne or rograns, prov

or updat e user ugajendedafidisofidicoaputifg Gystehss, pakhorfof mefgilgieadti ngorhpeting
user with the program execution service), de-register or otherw se
remove previ ouSYSER&idheiEidwasianee. &rNeENR Diallve of ahereilisg wegam

of one or mor e Hi AN GO ESHy BhHfination, etc.), the routine continues instead to block

350 to store that status information for later use (e.g., for use in selecting
particular host computing systems). Otherwise, if it is instead determined in
block 310 that some other type of request or message is received in block 305,
the routine continues to block 365 to handle the request or message as

appropriate.

22



[0042] After bl ocks 415, 420, 425, or 430, the routine continues to
bl ock 470 and optionally perforns housekeeping tasks, such as to
updat e di sp@yod20mimati on, store information received berksfhosamihe
program executi on service (not shown), make periodic status queries
of the program execution service, etc. After block 470, the routine

proceeds to block 495 to determ ne whether to continue, If so, the
routine rB@8¥ns to HIEERIOEES 32and49+ 33 b355pprodR dhe rautfierntinyegs 4a dplock

ends. [0043]1n diti ri i : Lde i

For customst Uoas SRl bAHEE Y pEREE RoREANNG SR aRaR P, to
t he program exéetatmioe veleethec® fiove sbimerexgicoting pfognamtdaplies ftampuirienty host
systens avail able tp execute user prograns) i.n various wa f or

pur poses of ex&¥URYHY ﬁY%ﬁ?’é_r#)c83?‘%5“%‘&??%%5\%&%@?’%@&@o??st“r‘ Algnce
groups. For exaiiRhfion 3% BECWCOIrYioR Uikéh re3RBRs)eMRGEF 'BBEIS 38BY the routine
provide an interactive console (e.g. a client application program

provi di ng an ieardinaes ity dlapke30s it detesome wheatber iy ovrigwepagedf so returns to
interface, etc,

of v 2000/ 0sbiis e b dad BBea AN AR PR AR el T o5

nmore genggad; adm nisi@t4 nestratas td fuve diaghah of ah @xbhploagbatintnt and client
managenment of hosted application prograns or other prograns

. . ( (e.g.,
the creation ofouip@i40Pcta BrPsRMUENECUtRIt 8BICS; attieligly BuPbROATBRdRESNIS 2
prograns; the Lpjbi ahhpR, m%?ramt AL L Wenffor BHY EPHIAE &ﬁe#‘g&ﬁ:ﬁg of multiple
prograns; the assignnent of° prograns o groups,; e reservation o
time or other syspaing stemsdsst nede eyecute paglaig 0T hesauine maydharpriviled

may provide an APl that defines types of constraints that be .
Speci fiod and B PREATIPIE AR ABPIRATOR SABRATOND) SYEE iR omans ShHe-sRmRging

progranmmat i cal LosidAyolte & FlgBASY §OREmPltidgsyAessridsesr Figurd borakh g to
Such API's may be provided by libraries or class interfaceés (e.g., to

be i nvoked by ploggeass inicradtys consOle Gx-alloor ajbwayn arsgirolo indgraot kith the

service protocols such as. viSaWV.‘éb services. Additional details
related to thePFSS&aHBF?‘%% Sf! gxa{‘ﬁ%l e enbodi nents of a program

execut i onggafr vi ce WWHeroMtingbddaes eesiick bR, waehaiieesives)ingttuctisns fene a
available in U S. Application No. 11/394,595, filed March 31, 2006

and entitled "Wii&ieRGhEs ARG CALSSAIS relstsmkiehespeitioneoiasge morg ogpies
Appl i cation Noge dld gﬁglgroéérséréolgfrérln@d |W%Hc?i%ﬁﬁét%gl%@tiﬁ@%ef‘ééHiﬁésetﬂe"ty%enaf the

"Managi ng Execution o ans by nput i ng Systens;
U. S. ApplicatieceMed ndgsage, 0B8e mebsaeMarrelattirio 2@®Iratind of @t nav ebgram

P UT 9 | el ST SEL) S BelEeD, SOl N APIER . B8 HoSleos 1o
block 415 and sends an indication of the new program to be registered to the
program execution service (e.g., to a System Manager component of the
program execution service that manages program execution). If the message
is instead determined in block 410 to be related to defining a constraint group
for later use, the routine proceeds to block 420 to send a request to the
program execution service (e.g., to a System Manager component of the
program execution service) to define the constraint group, such as by indicating
one or more execution constraints for the group and/or between the group and
one or more other constraint groups (e.g., individual constraints specified in
accordance with a defined API of the program execution service, such as by
selecting from a list of constraints provided by the program execution service

and/or by specifying a constraint in a defined format using XML or other data
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[ 0044] Those skilled in the art will also appreciate that in sone
enbodi nents the functionality provided by the routines di scussed
above may beopooewsdad in alternative ways, such as bei ngCspkions/aareaog
nore routines or consolidated into fewer routines. Simlarly, in sone
enbodi ments illustrated routines nmay provide nore or |ess

escribed, such as when other illustra

f | ha
et nee?! ne etk vIFRe HiosRaets sl liRad SrlaTinl 1 oskATILID 8, Bated &p the
when the amountg,af fdi&id g@lréﬁ]yth%f}%t:ﬁespﬁrcg%ldéjﬁpblbﬁk ab &{)@éhd & Pequest to

addition, while various o at1ons may be ustrated as
per f or med in atheaptogearh aaxenatrmeser@@eg(e g.ito aeﬁ%yaémdwamagqmammpo&ieht of the
and/or in a partlcul ar._order n the a

appreci ate that" |gﬁar8t%§f3mé%%%rvw&if°se’fef‘?é‘t%88?é)tr i"oAHE cr?ﬁﬂﬁsb%f %R Heuch

in other ordergs il drie &1thefe NBICBRISexeENRGE coidtldiRe (b, tlﬁtﬂv.aaét c‘,@ﬂnls{ramts
al so appreciate that the data structures discussed above may b

structured in aweqif@deﬁtamﬁﬂaéﬁgwatb@cqiﬁf&lgdb%Pltﬁ\thengmrmmgeeutmaaarwce by

Structur o or R RpbRiRel Bl PR, 00 MR mien e it es n

singl e data stbluclt une.th&i gnrh@btner type spreguesbiedesdings, the Irosiineap@deeds to
data structures nay store nore or less _information than is described,

such as when oPlRek 430 (ndr Redarantaiher indiealpe sopeIatiensy asa@rpigpriate.  For
i ncl ude such i t

I nformation t hg{ﬁpgastr%predgﬁlﬁg?g S)t%(%%edd/a rﬁg'&l\%qﬁr %?n%tﬁ%g?]o%)é&m&{ggﬁ’ & to
wi | | be apprecteseae ¢drapyting rebomngbs apaduh‘u’retieﬂiothmmbsodeamemb&:emdlcated
descri bed herein for g goses illustrati on arious nodifications

may be made wi PRERAM dER'GEi 7§" r%rﬁ‘tf’“@ SHPW 10 aiNG SEEHRMoFXegHlioN Service

i nvention. Accry @fd]@g% YOurFe"r‘n? drYRSH ERELUSN NGK ohd Mot ﬁﬁ)r@ﬁﬁ@@ﬁanﬁb’s ﬂﬁvfﬂ@eor
appended claims and the el enents recited therein.

certain aspect gpdsite tllﬁéf"mﬂ@@dt intimatien ffe.gs ear parthel r@wsmn@etheauseromm the
fornms, the inv I aspe s of the inventi
| 1 o BBl BRALRRR' ShRide) QefeaRE: P B Bomuohebee BB IR

in any availab
the invention rsteretrmogland suspend edtamime r@geemtmﬂofeawé Br fhore pro ram

comput er-readagépelesnlae(gcl; um ot her aspects nmay |ikew se be so enbodie

[0042] After blocks 415, 420, 425, or 430, the routine continues to block 470
and optionally performs housekeeping tasks, such as to update display
information, store information received back from the program execution
service (not shown), make periodic status queries of the program execution
service, etc. After block 470, the routine proceeds to block 495 fo determine
whether to continue. If so, the routine returns to block 405, and if not, proceeds
to block 499 and ends.

[0043] In addition, various embodiments may provide mechanisms for customer
users and other users to interact with an embodiment of the program execution
service {or other group of multiple computing systems available to execute user
programs) in various ways for purposes of executing program copies and
managing defined constraint groups. For example, as previously noted, some
embodiments may provide an interactive console {(e.g. a client application

program providing an interactive user interface, a Web browser-based

interface, etc.) from which users can manage the creation or deletion of
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CLAIMS What is clainmed is: [ci]l. A method for a conputing systemof a
program execution service to execute prograns in |ocations selected

I n accor dame@20mbieduiser - speci fi ed constraints, the programusegerns2on
service using a plurality of host conputing systens in multiple
geographi c areas to execute prograns, the pl urality of host conputing

systens being connected at nultiple hierarchi evel s that are each
associ at ed wi t [FCHSHRIEE QWHPSd%"gW@ﬁ %?fmBF%Q?Wftaiad@H&StFﬁ]!V?|fB1‘"é*°nS related to

hierarchical | gyel Spdrafdt dRamegEemehP brPRSED! Ahightich | s or other
d | e

hi erarchi cal | evel 'whose associ at egree of pr mty sponds
to multiple prpgaarssdéeecuhe mgeahmnaorsnnngIfreatmnpﬁuﬂ;ergacs:psnsmmdrows;on of
ending at a highest hiera ose assaoci.at e

chi f
o o 2 B8 Hedeit I nfiatien. SEup Ry QxRS GHEh o BEE R Hodlgmsothe

conputing dat a;saghiBest 5105@%@9 teygrbhss | ﬂ{eefé%%hanbheofsﬂﬁée&%tﬂ@r system
including multiple internediate hierarchical levels that include a

first switch- b%@érQﬂSerea:rbhllnaaddlt&nelsomﬂ)wwgrnentat@ayd@gwd@ a1 APl that

Connect ed by SeeiBa.d ABHRER o Tt BBk st Rcra ey st
specific to theémgﬂmig)sys@erhglahﬁrpfb@&ﬁdsiibl;ﬁfbgl‘a?ﬁmaﬁd:ailh/emﬁikeMtCB@st some of
associ at ed degree of grom mty corresponds to a group of multip

swi t ch- based ctepdesaiged Jundipngityuudonhls My bR PEOVidas élebe?é'@a Ql’a‘i'%ss
exchange medi umer?acgggé etBtt?er mlaaﬁédﬂbg g‘rﬁ%@%my \Yaﬁﬂter'. fYe! fcMrJrfu o Jay%) and/or

associ ated degree o Ximty corres to a group o
router-based coepurk servidggiretocgisiph asoviadteledebyces. | Additiorsat eiatalls related

network of a data center, d a ringhi erarchl cal |evel whose
associ ated degi% eo‘?p%"f‘t&ﬂ ARG Pgéﬁ:%‘r‘fﬁ%”‘tsc? fUPOSHAB e@‘@&kj‘f%‘p?ﬁ"&'&?l"vth

proxi mate dat awﬁ%ﬂttﬁé %e@Wk@ﬂmBMeQﬂ%y%e UBES ot Al &R iU -ARsMiestion
data connections, the met onpri si ng receiving an

i ndi cati on froMpall/364,586, fﬂﬁé Mﬂfégr?:dnﬂ@Q@@mﬂlQi‘r'ilﬂsér"MﬁDéglﬂg Eemubications
' ndi cated quangify Of cGRBLER Rbadl '8! KBhRGBR M. 3M/dds 285 Tk RERAES1,

2006 and entitled "Managing Execution of Programs by Multiple Computing
Systems;” and U.S. Application No. 11/692,038, filed March 27, 2007 and
entitled “Configuring Intercommunications Between Computing Nodes;” each of
which is incorporated herein by reference in its entirety.

[0044] Those skilled in the art will also appreciate that in some embodiments
the functionality provided by the routines discussed above may be provided in
alternative ways, such as being split among more routines or consolidated into
fewer routines. Similarly, in some embodiments illustrated routines may
provide more or less functionality than is described, such as when other
Hlustrated routines instead lack or include such functionality respectively, or
when the amount of functionality that is provided is altered. In addition, while
various operations may be illustrated as being performed in a particular manner
(e.g., in serial or in parailel) and/or in a particular order, those skilled in the art
will appreciate that in other embodiments the operations may be performed in
other orders and in other manners. Those skilled in the art will also appreciate
that the data structures discussed above may be siructured in different

manners, such as by having a single data structure split into multiple data
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as to satisfy one or nore indicated execution constraints, the
i ndi cated quantity of program copies including nultiple copies, the
one or norevexwguiunn constraints for use by the prograrCexsmos/iaseo
service in selecting one or nore of the plurality of host conputing
systens to execute the indicated quantity of indicated program

Gogr oot of pr ontet§Ee fr B B6thb AR BAETREL P B Fhnsth s e 0 fate

systenms to one swuctbs.e Sindliaeigl @dl soblee enibatiesnts GNRIEEY dRYS ts@iBiuréd enay
one or nore execution constraints further specifying at |east one of

a nini num and &ORRARINEG AT ERS§rferBation hirnis €gsubegesicnes whgs otheritussfated
the conputi ng t > U ] LRI.E 1L NCH api

W th the m i munr B rEE o en? Kok Hobb sich Tk RpELAR W ifen
provi di ng a m iliemamodegr égpesfofimbimadtidn thyt isstaedds ateradf ai | ure t hat
affects one or nore_of the executin tiple indicated program .
copies an®ith t heFrﬁﬁ&itﬁﬁm?‘HfaS?‘Fﬁi ﬁy%Ld?EgeaﬂpFGQ%‘@éi F*?%d EH%PH@hf gpecific

use in providi BgbadmdHEMELE BBER RN Wofdk %W@ﬁéée tﬁ’iﬂiﬂé’&étf&@g%ngﬁ&us

bet ween the executing iIndicated program copies of e at | east

conput i ng syst eeslificatvensi may duet s@deavitieut devipting frgrs et et bed sgope of the
conputing systens execWting ot her copies of the.indicated program

aut omat i cal 1y G¥FRIGH: n#ﬁ%”g'ﬁ'g%&%}’g“%@ 'F’H'E)tﬁf@te rRGPRLRS B&&@? gppended
whose associ at edintegneese efennsm irgtitey ®efdies PR RAIdIRN! ARIIORBHAN A8eRts of
degrees of proximty specified by the one or nore execution )
constraints, tHe duiesten iarederesehiad hgleyf ipheedaia eleimmplosms, the inventors
hi erarchi cal | ' d opf LQur e A S

ot the. pr ogr ant g At B8fiodt Bbec of v FRRIRIH Hefh T
one or nore caRdi ebaneplboshiecompsbimegaspestsasfihé raientioe mayaiur@btie beecited
execute the indi Cat_edr%Hané_%y, of indicated program copies in
accordance wi t S t NG RNBIAIGH 18 @x@%‘@PP@ﬁ“r‘%@%@l‘? dredism, ¢ pibet Apedis aay
host conputi NOjiENGEERS sOehiMdafinected to the indicated target
conputing systens at one or nore of the determ ned hierarchical

| evel s, the automatic determ ning of the one or nore candi date host
conputing systenms being perforned by the configured conputing system
automatically selecting fromthe candi date host conputing systens the
one or nore host conputing systens to execute the indicated quantity
of indicated programcopies, such that each of the selected one or
nore host conputing systenms is to execute at |east one of the

i ndi cated program copies, the automatic sel ecting being perforned by

t he configured conputing system and initiating executing of

the indicated quantity of indicated program copies on the selected

one or nore host conputing systens.
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[c2] 2. A conmput er-inpl enented net hod for executing prograns in

accordance with user-specified constraints, the nethod conprising:
receiving an indication froma user of one or nore execution

constraints for use in selecting one or nore host conputing systens

to execute one or nore copies of a program the one or nore execution
constraints being based on at | east one of |ocations of the one or

nore conputing systens and of capabilities of the one or nore

conputing systems related to executing the one or nmore program

copi es, at |east one of the one or nore @A&MH i on constraints being
based on one or nore indicated degrees of proximty between one or

nore indicated target conputing resources and the one or nore host
conmput i ng syswaizs issahigtddeid: t 0 execute the one or nore program copi es;
automatically determ ning one or nore candi date host conputing

systens that are available to execute the one or nore program copies

in accorgance;wi thyt e ar L nst

deterninga candldatéqﬁggﬁ ggnpu @ﬁB sggggﬁgﬂbgﬁngiég rﬁ %# %mon smvme'm
pr edefi ned grexq@utﬂ ;nmlgtarpd: eindilstatiobat edlectatput i agcm'glaneerswftbr USIEB'eSpGEIerd

execut | ng progr ers of a pr ram executi.on se

Tavi g oo or oy e hiedemankEgRoR e R \sitd & Byl oot rdatpputing
resources t hagysssthé Sh ineSitigle d]éii}ﬁépfﬂ@%r@zﬁs &@%xeaﬂecmbgfbrﬂggm@e@u@iuty of host
proximty, the automatic determ ning g% per f or a confi gured

conput i ng syst@Rputing systerygthsing p@'amwe% ayltinlg hl@f@r@n@aldevemfeatrﬂigteach
conputing sys cut r g s e
candi dat e hos%%(?%ﬁ%%q ?’ﬁg‘ E\yg;[sgﬁ@ B3 c% @F&é@@g E@T}nﬁ@f?@gl iéltcafé?gﬁ%%e[evels
or nore host iookpata ﬁgcmtoerrbeglsnmg madu\nIestalnleraafelsababiwebthae asaeciated
or nore progr i aut omat i el ec PPG?] bei n erforne

Phe oot | gur cBParERToft Pioyfie AikiSRhhds 38" PEoE Pt ShbBulle R’ 3 single
the one or noéEnpUtRE BYBIEMAPARS cPdidghat achighégchienrciitalmenel Whsse associated

computing syséeegrpese of proximity corresponds to multiple geographically distributed rings of
computing data centers connected by the Internet, the succession including
multiple intermediate hierarchical levels that include a first switch-based
hierarchical level whose associated degree of proximity corresponds to a group of
multiple computing systems connected by a switch-based common group data
exchange medium that is specific to that group, a router-based hierarchical level
whose associated degree of proximity corresponds to a group of muitiple switch-
based computing system groups connected by a router-based data exchange
medium, a data center-based hierarchical level whose associated degree of
proximity corresponds to a group of multiple router-based computing system
groups connected by a local area network of a data center, and a ring hierarchical
level whose associated degree of proximity corresponds to multiple geographically
proximate data centers connected by one or more dedicated high-speed data
connections, the method comprising:
receiving an indication from a user of the program execution service to

execute an indicated quantity of copies of an indicated program in such a manner
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[c3] 3.The nethod of claim2 wherein the multiple conmputing systens
of the predefined group are inter-connected using nultiple data
exchange nedi uns, and wherein a degree of proximty between two
conputing systens is based at |least in part on one or nore data
exchange medi uns that connect the two conmputing systens. [c4] 4.The
met hod of claim 3 wherein the one or nore degrees of proximty each

correspond t Gastfo $ABK} 0@ er lorBhditatbs exebes tomstRARS dthBrigdibActYquantity of
| evel s, the connection-based proxinmty levels including a |evel

corres pondl n@rpgf&'mICPP@ISe'nﬁ‘ﬂé@@a’i\wlt'@i@eémlﬁﬁgtr@noﬁe oF mepre exweption wgnstraints
system t hat SFBF‘[1§9 B¥ o éﬁﬂ%&%@uﬁlﬁ%éﬁc@‘#ﬁ Eb{éc Fgfoﬁé BBIr%r&BFHm‘étbi[lﬂanty of
system a |level corresponding to a group e conp

syst ens conndui%d;omplﬂlnngstﬂfmbaseﬁi(edamaﬂm(mmm rmdntllm ofamHE:atﬂd program

correspondln roup of nmultiple switc rou of co i n

e e ki 45 BB st P8 Tl K St e a0 e OF Mave fegrees of
corr espondi n%rbﬁirrﬁty%foﬂié ele6@aPsiid B8 myst RS éﬁméutﬁfy@ygtélﬂg t@aér?e or more
center connected by a | ocal area network of the data center, a |evel

corr espondi ngﬂ@'éaml ethpr Eargeloerrapwingasysiemsoieane of shgret @W@Uﬂqﬂ gonstraints
centers conngg fééir Qqeéﬁgﬁgoét AR Sorfe gt g%lﬁﬁn%géhfg%g(ﬁ%wge%r of proximity

connections, corresponding to mul € geogra
di stributed dm’twaem g lesbest aomfethe mmmmgesyslgmaexemutmgrtbe mt[1lt1|51}=3 indicated

5. The nethod of claim4 wh n t.he connecti.on-based, prox
i e i or ar chifBPFT GPGER S04 AR GHER AT ACTE deorEeds PPONE pbin 1 pee i
constraint i rgtb@aingSa nihAGe gredf TelidpNitg iAfcdsBeofrd xiufé tivatl SIS one or
more of the executing multiple indicated program copies and with the maximum
proximity degree if specified being for use in providing a minimum degree of
network connectivity performance between the executing indicated program copies
of the at least some computing systems, the indicated target computing systems
being computing systems executing other copies of the indicated program;
automatically determining one or more of the hierarchical levels whose
associated degrees of proximity correspond to the one or more degrees of
proximity specified by the one or more execution constraints, the automatic
determining of the one or more hierarchical levels being performed by a
configured computing system of the program execution service;
automatically determining one or more candidate host computing systems
that are available to execute the indicated quantity of indicated program copies in
accordance with the one or more execution constraints, the candidate host
computing systems being connected to the indicated target computing systems at
one or more of the determined hierarchical levels, the automatic determining of
the one or more candidate host computing systems being performed by the
configured computing system;
automatically selecting from the candidate host computing systems the one

or more host computing systems to execute the indicated quantity of indicated
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[c6] 6. The nethod of claim2 wherein the one or nore indicated target
conputing resources are conputing systens that execute one or nore

I ndi cated prograns and/or that store one or nore indicated groups of
data. [c7] 7.The nethod of claim2 wherein at |east one of the one or
nore execution constraints is based on a relative |ocation of each of
the one or nore host conputing systenms with respect to one or nore

i ndi cat ed t argebreaupids) GuchSPidE GRh st tBREtddnené asidhibaé erd3@Fomputing
conputing systenms are each selected based at |east in part on a

relative | oca?eMStﬂm%fs torrxegdifiptlanst ers of Bwnipdicaing RipStamaaPias. fespeematic

Lhe'i nd cat i o B s PRLERIEE o) AR PR and 1 2

program for whi ch mlhatlmmexenutingrcéth@mmmd quantith ef indicated gragrdnt copies on
execut e rrultl s of the nd| cate and wherein the one

or Cor e 1 ni (P aaIREERe Eeibte Y FES TR comput ng. Syst ens

that each execute at |east one copy of the indicated program [c8]

8. The nethod of claim2 wherein the one or nore program copies
i ncl ude @Al tidl e dvpogputgHBiemented methashér exreudiRgduEgmns in accordance

constraint i f the one or nore
host conputi ﬁﬁ'ﬂggs% sﬁ:@-}cﬁtep %oﬁéfsré{gg{ %?%‘Hembog%%rﬁ@%ﬂ@r e indicated
target conputi ng rresaiving &m, mtilcatmrelfmtn gaiseoohbn@or hera@xbagtioh constraints for

range of nultiple degrees of proxim betvve n the |nd| cated tar

Comut i ng- et Ee STRRITG RBe GTSTOFe gbt CRBE R maierTy < FaeaHe Dkor more
execute the ragpiddPbe aPhiegrsn) GRPLAS. or%@F@bﬁeédi@n%r%ﬁﬁélrﬂ@%eﬂfgeb%ed on at
nore candi dat e host conputi ng éstem; i nclude multiple candi date host

conputi ng syde@fsonea@féoaatforr@rqfrt e @BgrasasoTef comnIkingi Iyptans ang of gapabilities of
range to the tgg%n%ror'm&% @1% E‘@e%rstté}ﬁg%i féﬂ%‘&e@gt[lrfq‘:ﬁ%ué 8r m%fé’grogram

wherein the selecting 0O T & Nost conpu g sy
the nul ti pl e copia, dbleashoat orEcDInmohercg myrst ecsutiot codstsaists| tmnhg hgsdtbeh one

COTPULI 10 oY S Tabe B Sedueg SR AR B hite Sab o targe
computing resources and the one or more host computing systems selected to
execute the one or more program copies;

automatically determining one or more candidate host computing systems
that are available to execute the one or more program copies in accordance with
the one or more execution constraints, the determined candidate host computing
systems being selected from a predefined group of multiple distributed computing
systems for use in executing programs of users of a program execution service
and each having a proximity to at least one of the indicated target computing
resources that satisfies at least one of the indicated degrees of proximity, the
autormatic determining being performed by a configured computing system;

automatically selecting the one or more host computing systems to execute
the one or more program copies from the candidate host computing systems,
such that each of the selected one or more host computing systems is to execute
at least one of the one or more program copies, the automatic selecting being

performed by the configured computing system; and
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[c9] 9. The method of claim8 wherein the preferred degree of proximty
Is indicated by the user and is one of a degree of proximty within
the range that is nost proximate and of a degree of proximty within
the range that is |east proximate. [cio] 10.The nethod of claim2
wherein the one or nore program copies include nmultiple copies, and
wherein the one or nore execution constraints specify a |l evel of

performance to be jgtigiidgeteditiohts te@enelor 6 pﬁl@?ﬁanii%ﬁfébidigth%ﬁé[étﬂ‘éd one
the specified | evel of performance including at ['east one of a

m ni num degr e¥ rarerkast sBMPUipg sistemse of a failure that affects a

subset of the nultiple executing programcopies and of a m ni num

degree of network connectivity perfornmance between the nultiple

execut i ngzpr d@@r amTdepnethod d ¢faim Pumheegin ebeomultiple abiiputiyig beistegns of the

based at least in part on the nultipl xecut i rogram copi es hei ng
execut od on MIFSFHIE YORBAT MIeEsemEaed dsnHgnUiPdzts exshanag madiums, and

l ack of proxiyghdrgin @Begﬁééeofrﬁrakimwuéﬁgééewm cmbwgfsm@mgqé b¥&dd at least in
per formance bei ng based at least in part on the multiple executing

progr am copi g@rbenngereduerddaia exrhasge mmedivasiiati sapnegt tharbve Dpmayting

at | east an iéwyg{q,ﬁéed degree of proximty. [cii] 11.The nethod of

clai m 2 wher el the one or nore execution constraints indicate one or

nore geographi cal |ocations of the one or nore host conputing systens
nore gaovernnental boundaries. [c1l2] 12.The

et hod obicl di-m 2 VIRMEId sectane SovarBinahGwlis 1 BAre: BRdies Chigoxmity each
correspond to at least one of mulliple connection-based proximity levels, the
connection-based proximity levels including a level corresponding to multiple
programs executing on a single computing system that share a data exchange
medium within the single computing system, a level corresponding to a group of
multiple computing systems connected by a switch-based data exchange medium,
a level corresponding to a group of multiple switched groups of computing
systems connected by a router-based data exchange medium, a level
corresponding to a group of computing systems of a computing data center
connected by a local area network of the data center, a level corresponding to
multiple geographically proximate computing data centers connected by one or
more dedicated high-speed data connections, and a level corresponding fo
multiple geographically distributed computing data centers connected by an

internet.
5] 5. The method of claim 4 wherein the connection-based proximity levels are

hierarchically organized, and wherein the at least one execution constraint

indicates a range of one or more of the proximity levels.
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i ndicate one or nore capabilities of the one or nore conputing
systens related to executing the one or nore program copies. [cl3]
13. The nmethod of claim2 further conprising, before the receiving of
the indication fromthe user, defining a group of one or nore
execution constraints based on instructions received fromthe user,
and wherein the indication fromthe wuser of the one or nore

execut i opgcongt r ai TH nicthdRELHaPh 2ahéraf BiatdridNooiokd Riditted REgE SWMputing
[cn] 14. The nmethod of claim2 wherein at | east one of the one or nore

host conput i nigsyEEsSTeRIMPHIRS: Systems ithaleexaqutei anerpicMPre indigpied Hregrams
each able to P{heat%r% gﬁ%tormemdq(%tggqggme%@tgl n the programis

a virtual machine I nage e execute one virtual
machi ne hosted by each of the at | east one host conputing systens.

cn 7. The method of claim 2 wherein at least one of the one or more execution
constraints is based on a relative location of each of the one or more host
computing systems with respect to one or more indicated target computing
resources, such that the candidate host computing systems are each selected
based at least in part on a relative location of the candidate host computing
system with respect to at least one of the indicated target computing resources,
wherein the indication from the user further includes an indication of the program
for which the one or more copies are to be executed and to execute multiple
copies of the indicated program, and wherein the one or more indicated target
computing resources are computing systems that each execute at least one copy

of the indicated program.

e8] 8. The method of claim 2 wherein the one or more program copies include
multiple copies, wherein the at least one execution constraint is based on a
relative location of each of the one or more host computing systems with respect
to the one or more indicated target computing resources, the relative location
being based on a range of multiple degrees of proximity between the indicated
target computing resources and the one or more host computing systems that
execute the mulliple program copies, wherein the determined one or more
candidate host computing systems include muliiple candidate host computing
systems have differing degrees of proximity within the range to the one or more
indicated target computing resources, and wherein the selecting of the one or
more host computing systems from the multiple candidate host computing
systems includes selecting host computing systems that have a preferred degree

of proximity to the one or more indicated target computing resources.
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[c15] 15. The nmethod of claim 2 wherein the configured conputing
system operates on behal f of the program execution service, wherein
the programis one of nultiple prograns associated with the program
execution service by custonmers of the program execution service, the
mul ti pl e conputing systens being used by the program execution
service to execute the nultiple prograns on behalf of the customers,

and wher gyn tde metROdnéMbHNEf FAMPB SBerdifCie! iphsfeffBlt HEdRer sﬂqﬁéa‘aﬁmy is
fromnmultiple users to execute instances of nultiple prograns, and

aut omat i cal | yindieptask bh@&aﬁwoandﬂﬁr@n%pf atiegree of preximiypathin fhesangertsat is
for use with R thp%dﬁ'l %QUSFtaS té 6]04‘6 r‘%‘xm[} Wi W'tllné’rﬁégg?hthat is least

conputer-reada whose cor S |nclude I nstruction

when execut edproriniatgure a conputing systemto performa nethod, the

met hod conpri sing: receiving an indication froma user of one
or nore execution constraints for use in selecting one or nore host

conmput i n?“?ys{@ms TH: Retcod 8f QREmO2 WRMrEInCOR! &ife OF rforB! B8LRIM Xbpies include

behal f o he user, the one or nore execution constraints belng based
on at |east onultiple capiesiandswhereimbegms o Mete exemiipntiongtreints sprcifirdevel

of Sapabl 111 aoodforbie8S (U oIBRCOMIY LAY YA Rl Pl systaps, the

executing t he’ dhe Br 6T e- program copl east
nor e execut i ospectiiesit leaehbs pbﬁ‘bﬂgarhmsatbhmm@rm leastnone df nalingiatredm degree of

Fegour ces. andeFRIYNE GFotsi e HoUiTecBImb oS & SuBHe. SbNBe BHIbl sxecuting
execute the Ofl8gRIim MRPRSPARIRE RARhRS degree of network connectivity performance
between the multiple executing program copies, the minimum degree of reliability
being based at least in part on the multiple executing program copies being
executed on multiple computing systems having at least an indicated lack of
proximity, and the minimum degree of network connectivity performance being
based at least in part on the muitiple executing program copies being executed on

one or more computing systems having at least an indicated degree of proximity.

11 11.  The method of claim 2 wherein the one or more execution constraints
indicate one or more geographical locations of the one or more host computing

systems with respect to one or more governmental boundaries.

c12) 12.  The method of claim 2 wherein the one or more execution constraints
indicate one or more capabilities of the one or more computing systems related to

executing the one or more program copies.
c13]  13. The method of claim 2 further comprising, before the receiving of the

indication from the user, defining a group of one or more execution constraints

based on instructions received from the user, and wherein the indication from the
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automatically determ ning one or nore candi date host conputing

systens that are available to execute the one or nore program copies

in accordance with the one or nore execution constraints, the

determ ned candi date host conputing systens being selected froma
predefined group of nmultiple distributed conputing systens for use in
executing prograns of users of a program execution service and each

havi ng a proxigdrtof the e beasdreod@ctfiod kenswalhBaisebladadr g6tarc PYstibA Bf the
resources that satisfies at | east one of the indicated degrees of
proximty, tHegeskedR-c det ernmini ng bei ng performed by the

configured conputing system automatically selecting the one

or nore host conputing systenms to execute the one or nore program

copi es from the cadidi desteodaxft clammuwmgeisyatt East omecbf thetoneach nadre host

the sel ected one qr m)r host tin is to ex te at

oost Cone of St g it ctasoRbe BaP eV ATRL Maghfiel et ey dachple to
bei ng perf or rgchie stheast@Mel gragemn, CaEPWhérReh ﬁMSﬁr@marﬁtﬁleda virtual machine image
|n|t|at|ng execution of the one or nore program coprt es on

t he
sel ected one '8rbampracutrshby @binast PRE Vil &ae nxeblqutedbwmh of the at least one
non-transi tor}Yos?QH?ﬁghﬁﬁ%%gﬁg@@ e medium of claim 16 wherein the

mul tiple conmputt ng t he predefined group are

i nt er-connected using nultlple dat a exchange nedi uns, and mherein a
degree of proxim bet utlng Sys based at

nbart i o or s BeRELOLSBIA AR SHE tiRec REL b BB NG RYs(ig Operates

conputing sysdrePshalf @f]tﬁb rghﬁeﬂiﬁﬂrt:bﬁ %@ﬁ)lé@%he?@iﬁﬁﬁé %Pogréﬁﬂgléhg of multiple
medi um of claim 17 wherein the one or nore degrees of proximty each

correspond t dPragramsgssefiateds Wil the pPregen rReecHben erdee MOQUWWFS of the
| evel s, the 398@%% eQBCLF’t?cﬁ'FgeRﬁc@('tﬂétrﬁulb?ﬂé%émhﬂﬁﬁ@%k?@g?scé@l\‘lgtused by the

correspondln multrple prograns éexecu
system t hat giragmra a*at:atlcm(sha.rm tmmjaeumevvthdﬁmultHMe ;snoggims mnbahalﬁg)f the

25:{ gms golnﬁ\é:(eylrsgﬁﬁr %esg& gn tﬁe m&Fl (l:ll?ur%]errrc%ln%plnpslees r%ggemg mgltlp[e requests

from multiple users to execute instances of multiple programs, and automatically
selecting one or more of the multiple computing systems for use with each of the

requests.

[c16] 16. A non-transitory computer-readable medium whose contents include
instructions that when executed configure a computing system to perform a
method, the method comprising:

receiving an indication from a user of one or more execution constraints for
use in selecting one or more host computing systems to execute one or more
copies of a program on behalf of the user, the one or more execution constraints
being based on at least one of locations of the one or more computing systems
and of capabilities of the one or more computing systems related to executing the
one or more program copies, at least one of the one or more execution constraints

being based on one or more indicated degrees of proximity between one or more
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swi t ch- based data exchange nedium a |evel corresponding to a group
of multiple swtched groups of conputing systens connected by a
rout er - based data exchange nedium a |evel corresponding to a group
of conputing systens of a conputing data center connected by a | ocal
area network of the data center, a |level corresponding to nultiple
geographically proxi mate conputing data centers connected by one or

nor e dedi cat gfdiby IBeRet chputiheN RRIUresss andnthe drRv @ fRFé asdX®NEbAButing
to multiple geo?raphl cal Idytpdl stributed conputing data centers

connect ed by #¥19Mse é?ﬁ@te. @9F9t§9h¢l¢éerﬂﬁﬁ'{3@rﬁd?f§gft9@ﬁ 90pi93;
comput er - r eadabl e fipdium gf, &ét@%nﬁh@g WB?'nﬁbrE%nﬂfb%t@rhogpﬁﬁnﬂggting systems

I ndi cated target conputing-resourc are conputing systens
execut e one cahatrareeavaidbtatoeekguuby ttensnaod hooretpgragrast copgiesnie aocondanee with

i ndi cated groyps_of data. [c2Q1l 20.The non-transit.or . .
comput er - r caddBI WA GRS BrHOTE TR e R TIRES GRndidrte pPYgmRUtng
copi es i ncl udgsramhs bRl saedtes fromharfedefitdl gloupesIshulgple BatABuledUdmputing
constraint is 'based on a relative |ocation of each of the one or nore
host conput i n¥ysisas éais UsH (h exeaiiest Pregrame o miser ofrarrrogiadn @xeeifion service
target conput)] 3 e ' cat I :
range of nul téi"&ggégggi%e gféﬁgr%gﬁgﬁ)mﬁ% ?Yg%été\?veﬁé ?Eéﬁ?ﬁﬂ?g@?é?ﬁ{%ﬁgﬁmputmg
conput i ng r esesogress ahdt shtisfimseatoleasb vee hafsthec mdnated glegyestseat ptdxdanity, the

execute the nultipl.e ogram copi es, _wherei n the determn ned.one or
ar e tanti darStvanE dBitify BEPo RO RL R e orie Rl Sl B Ry oo,
conmputi ng systenms AayRattdlyeSeldiding @8 8A8 o imdrehdsicbMmptind sttt to execute

range to the one or nore indicate t_ar%et conmputi ng resources, and
wherei n the sBPeRN§ 9§ 'BPre ROWHB APiIGDIOMJbe te st eomrding rpistems,

the multiple gandi CQITRYLS ' Hﬁﬁ'ﬁ '

conputing syst errcxsthtg ﬁgf&ﬂg@{gea g)re%%rgggygégﬁ%d%% bp ox{@n%bl %Eﬂoéqﬁaﬁg%%cme

one or nore iatdeest ede todribetoneoopatdragprogemu copies, the automatic selecting being
performed by the configured computing system; and

initiating execution of the one or more program copies on the selected one

or more host computing systems.

(177  17.  The non-transitory computer-readable medium of claim 16 wherein the
multiple computing systems of the predefined group are inter-connected using
multiple data exchange mediums, and wherein a degree of proximity between two
computing systems is based at least in part on one or more data exchange

mediums that connect the two computing systems.

c18] 18.  The non-transitory computer-readable medium of claim 17 wherein the one
or more degrees of proximity each correspond to at least one of multiple
connection-based proximity levels, the connection-based proximity levels including
a level corresponding to multiple programs executing on a single computing
system that share a data exchange medium within the single computing system, a

level corresponding to a group of multiple computing systems connected by a
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[c21) 21.The non-transitory conputer-readabl e nmedi umof claim16
wherein the one or nore program copies include nmultiple copies, and
wherein the one or nore execution constraints indicate at |east one
of one or nore geographical |ocations of the one or nore host
conputing systenms with respect to one or nore governnent al
boundaries, of one or nore capabilities of the one or nore conputing

systenms r el at@ptchoR%acist _fclidiyeonedRim, PlfePEBispBhadgi te S grang dﬂfmtﬂtlple
specified | evel of perfornmance to be prOV|ded by the one or nore host

conputi ng systvéipbiedt BEOUPSeof f FRBPYIEE| SYSienperqasingaifte byndl tetgbased data

| east one of r i
that affects é} gﬁ et cﬁ&?hgqﬁg It(:':(ﬁées%lgbg@ %/fion"g E ng%qo@gtpj %‘égﬁtgms of a

a nini num degreeepuiingneatacrenterocoTesciad by qokzchbamoetmkwééhetdma center, a
I tipl h i l.i abi, |
A R R

bei ng execut esbrpBctadl by phe d‘ronﬂmké degicayst Righ- \etin@atatcdrm@aﬂo@ and a level
i ndi cated lack of proximty, and the mninmm ree of networ

connectivity %ﬁeﬁaiaﬂ@m@et%énwaplsagsaga%phw@axtd!ﬁ ibyiac Qﬂmﬁtﬁ@gnﬁ?iq glegters

executing pr executed on one or nore conputing
systens havi ﬁgfngtgb% east aﬁﬁ%rﬂgl cated degree of proximty. [c22]

22. The non-transitory conputer-readabl e nedi um of cl a| m 16 wherein

the nethod further.co ses, before.the r d| cat.i

e o heBs o9 e - kBeond E i TEpO S8 e e, diim L reRein de one
based on lnSterﬁéﬂeQﬁéwé@@Qb?@%@cBﬁ%nh@?eétﬁ@ées @r@%dﬁﬁ@ﬁﬁgr}syﬁ@ns that execute
indication fromthe user of the one or nbre execution constraints is

based on an 9 @anPesningicatatkPi@Erars @ngrasdpat sterexyneper mpee indicated groups of
non-transitor t%_orrput er-readabl e nedi um of claim 16 wherein the

conput er-readable nediumis a nenory of the configured conputing

system [c24] 24.A system conpri sing:

201 20. The non-transitory computer-readable medium of claim 16 wherein the one
or more program copies include multiple copies, wherein the at least one
execution constraint is based on a relative location of each of the one or more
host computing systems with respect to the one or more indicated target
computing resources, the relative location being based on a range of multiple
degrees of proximity between the indicated target computing resources and the
one or more host computing systems that execute the multiple program copies,
wherein the determined one or more candidate host computing systems include
multiple candidate host computing systems have differing degrees of proximity
within the range to the one or more indicated target computing resources, and
wherein the selecting of the one or more host computing systems from the
multiple candidate host computing systems includes selecting host computing
systems that have a preferred degree of proximity to the one or more indicated

target computing resources.
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one or nore processors of one or nore computing systens; and a
syst em manager conponent having software instructions that, when
executed by at | east one of the one or nore processors, configure at
| east one of the one or nobre conputing systens to execute program
copies for a user by: receiving an indication fromthe user of
one or nore execution constraints for use in selecting one or nore

host conpufi ngy .sysrrﬁ:frﬁgmaﬂém?t@nmﬁe%awb[@ rA8dLASoO aitn B HREN the one
the one or nore execution constraints being based on at | east one of

| ocations of @h@osaEresrambcerigsipatiagnaliBlecsrpiohdanst whepeibi thetene opfmore
the one or ”Déﬁcﬁﬂgﬂ?%baﬁaiﬁ%shﬁd?&té%‘t ?e%}a%gohg 0‘?’6?1%"5r'rﬂ8ret€€?qqgﬁhi%l locations

nore program copl es, at |east one 0 € Ohné or nore exe
constrai nts bai tie haeedromoomnchast conputingdisysteet détr eespeat tpr ore not ynore
bet ween one or nore i@?i cated t ar%t con%%uti n rescb[rces

th
o et poet Rimenh! SR ER St ot B e RS o b e e O more

program copi esomputing systath® FihiceiablekedgirRy MeOoORBrOprodPird copies, and of a
candi date host conputing systens that are available to execute the ]
one or nore piREGHES levgli dParipmapes dahePravidad bydhemaedqr merehost computing
execution co LAt dat ' l.dat: t ] o
systens bei n%@%@t@ﬁ %égtrﬁég I%?%F ef n@%%bggﬁﬁ%{}&ﬁ%ﬁq?%% drie%of a minimum
di stri but ed cadegretiofgredigbiligmmn fcase udeaifailereethati affegls egisabsetobf dsemsultiple

oo oo o SN Ha B S o8l AP E P N ot e? epgeciviy
at | east one gdrfdrifance BetésttithdadulipR echfifX bfodrin copies, the minimum degree
of reliability being based at [east in part on the multiple executing program copies
being executed on multiple computing systems having at least an indicated lack of
proximity, and the minimum degree of network connectivity performance being
based at least in part on the multiple executing program copies being executed on

one or more computing systems having at least an indicated degree of proximity.

[c221 22. The non-transitory computer-readable medium of claim 16 wherein the
method further comprises, before the receiving of the indication from the user,
defining a group of one or more execution constraints based on instructions
received from the user, and wherein the indication from the user of the one or

more execution constraints is based on an indication of the defined group.

23] 23. The non-transitory computer-readable medium of claim 16 wherein the

computer-readable medium is a memory of the configured computing system.

fc2z4] 24. A system, comprising:

one or more processors of one or more computing systems; and
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automatically selecting the one or nore host conputing systens to
execute the one or nore program copies fromthe candi date host
conputing systens, such that each of the sel ected one or nore host
conputing systenms is to execute at |east one of the one or nore
program copi es; and initiating execution of the one or nore
program copi es on the sel ected one or nore host conputing systens.

[e25] 25. The syst emsykteph ahanafernbshpbierithBavihd tddtvare ORBtub s that when
systens of the predefined group are Inter-connected using nultip

data exchangeeXpstiashy ahieastpie 6f HeaOnR gf BXre Prefaspis, Wnﬂ@irﬁéﬁrﬂe@ﬁk@ne of
computing SYSheGel g rﬁ@r%%n%ut*nﬁas?%térﬁb tooéfécu%"p%ga%rg:?gWSQ‘othL@er by:

exchange nedi uns that connect t two conputing s
receiving an indication from the user of one or more execution

constraints for use in selecting one or more host computing systems fo
execute one or more copies of a program, the one or more execution
constraints being based on at least one of locations of the one or more
computing systems and of capabilities of the one or more computing
systems related to executing the one or more program copies, at least one
of the one or more execution constraints being based on one or more
indicated degrees of proximity between one or more indicated target
computing resources and the one or more host computing systems
selected to execute the one or more program copies;
automatically determining one or more candidate host computing systems
that are available to execute the one or more program copies in accordance with
the one or more execution constraints, the determined candidate host computing
systems being selected from a predefined group of multiple distributed computing
systems for use in executing programs of users of a program execution service
and each having a proximity fo at least one of the indicated target computing
resources that satisfies at least one of the indicated degrees of proximity;
automatically selecting the one or more host computing systems to execute
the one or more program copies from the candidate host computing systems,
such that each of the selected one or more host computing systems is {o execute
at least one of the one or more program copies; and
initiating execution of the one or more program copies on the selected one

or more host computing systems.

[c25) 25. The system of claim 24 wherein the multiple computing systems of the
predefined group are inter-connected using multiple data exchange mediums, and

wherein a degree of proximity between two computing systems is based at least in
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[c26] 26. The system of claim 24 wherein the one or nore indicated

target conputing resources are conputing systens that at |east one of
execute one or nore indicated prograns and of store one or nore

i ndi cated groups of data. [c27] 27. The system of claim 24 wherein

the one or nore program copies include nultiple copies, and wherein

the one or nore execution constraints indicate one or nore

geogr aphi cal JdL¢ahi &4 oPimébeed aaceihafBe emBasing HEUSdnREcB it &3 cohipguiting
respect to one or nore governmental boundaries, one or nore

capabi lities ¥¥5taM® one or nore conputing systems related to

executing the one or nore program copies, and a specified | evel of
performance to be provided by the one or nore host conputing systens,

t he specidsi ed28, evdlheodystem fob clan @8 winerelrdihegrat ofl raasd indivateaf taget computing

m ni mum degree of reliability in case of a failure that affects a
SubSet of - £ hdCRONTERD| 26 SUBRUIITGG SHRISaMAtoR 1RESA RIS P aRe or more

degree of netiMGitkicaQRBGaMAdy oPSBFOERBBERORE inti&iled BRoUPd! dfidRtL
executing program copies, the mninumdegree of reliability being

based at least in part on the nultiple executing program copies being

execut ed tighe ¢ ting.. havjng. at |east an indi cated
ok of bk ity T SATRE 4f R o e Bt o Rt oftRetel PP Include
performance beulkiglebpist, ahd Marséinithe paE lor orelexedulidn pdrestiairas iHdidide one or
program copi es bei n&a_execut ed on one or nore conputi ng systens havi ng

at Ieast an iMeficcdeeYBBGRLOGHODS &xithetgne peee &2Bo%theorspuingsystems” with
claim 24 fur tr@?ﬁ?cﬁ%%rnbsdrr}ﬂo@&o%ﬁm@ﬁt%’bﬁn&%&s,Qﬂﬁ@)&t r‘nBélahéﬁﬁ*étﬁlm%s of the

at | east one o e one or rrpre st corrputl ng SySf[ ens ea ost | ng
mul tipl e virtang onaehé mesputiag systerascelatasl o ereexinguthe ane beaseregpregram

st ot by, ACbessed ) SpBif el B Relfolidite PEH' A8 HERHS 18 dlfe or more
| east one hodHost oomplitimg sgsteingTthe sieRid [29elTdfepeafriramco inahldingnal feast one

wher el 1 the syt S SnP3ckr of RSBl T

ity'In case of a failure that affecis a subset of the
multiple executing program copies and of a minimum degree of network
connectivity performance between the multiple executing program copies, the
minimum degree of reliability being based at least in part on the multiple executing
program copies being executed on multiple computing systems having at least an
indicated lack of proximity, and the minimum degree of network connectivity
performance being based at least in part on the multiple executing program copies
being executed on one or more computing systems having at least an indicated

degree of proximity.

28] 28. The system of claim 24 further comprising the one or more host computing
systems, at least one of the one or more host computing systems each hosting
multiple virtual machines that are each able to execute at least one program, and
wherein the program is a virtual machine image to be executed by at least one

virtual machine hosted by each of the at least one host computing systems.
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execution service, wherein the programis one of nultiple prograns
associated wth the program execution service by custoners of the
program execution service, the nultiple conputing systens bei ng used

by the program execution service to execute the multiple prograns on
behal f of the custoners, and wherein the system manager conponent
consists of a means for perform ng the executing of the program

copi es fprot h2d.usefhe aydtehurathelnirho24 ewherdin Nhepsyde@mi< gareof fthie program

ecei ved T eqdGedtpy GHHe WOPENLIE Bror . Sepes Ob Rudh, WopHEra fsseciated
of nultiple pL@YriRBEprogram execution service by customers of the program execution
service, the multiple computing systems being used by the program execution
service to execute the multiple programs on behalf of the customers, and wherein
the system manager component consists of a means for performing the executing
of the program copies for the user, and further for executing program copies for
multiple other users on selected computing systems in response to received

requests from the multiple other users to execute instances of multiple programs.
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