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TITLE OF THE INVENTION PORTABLE ELECTRONIC DEVICE AND
DATA PROCESSING METHOD IN PORTABLE ELECTRONIC DEVICE
BACKGROUND OF THE INVENTION 5This invention relates to a
portable electronic device such as an IC card (a smartcard) that contains
an integrated circuit (IC) chip having_a witable or rewritable nonvolatile
memory and CPU and performs various processes based on commands
supplied from the 10exterior and a data processing method in the portable
electronic device. Recently,dCgards psedassportable electronic
devices have become widespread. The IC card contains an IC chip having
a CPQR VaHDES MENTRES aad SEdAINANDaligT Mt&Races: THECICIEARDD
can process a lar ge amount of data in comparison with a magnetic card

having &1 el nEGEstierds a datd fécording unit. Therefore, various
oper'ating conflguratlon?zirdw tan%e(g E caﬁ%%%for a plurality of

services (for example, for a cas card, ID card prepald card and point

card) can he,realizedltherabavedCcardo variQus-dataliteras siseddn i o
various services are held as applications corresponding to the respective

serviees. dr otheriwerdsathellC candicarebeuseddera pldrality 28oftains

services by holdlng a plurality of applications. For example, the
techHiqué fot Bty databtems ofp #@ above appiicHtong iff Sid@gle or

rnemg@QJgleg n%nvolatlle memory and CPU and performs
various processes based on commands supplied from the
exterior and a data processing method in the portable
electronic device.
Recently, IC cards used as portable electronic
devices have become widespread. The IC card contains
an IC chip having a CPU, various memories and

communication interfaces. The IC card can process a

large amount of data in comparison with a magnetic card

having only a magnetic stripe as a data recording unit.
Therefore, various operating configurations in which
one IC card can be used for a plurality of services

(for example, for a cash card, ID card, prepaid card

and point card) can be realized. In the above IC card,

various data items used 1n various services are held as

applications corresponding to the respective services.

In other words, the IC card can be used for a plurality

of services by holding a plurality of applications.
For example, the technique for storing data items

of the above applications in a data memory of the IC
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card in a file form is described in Jpn. Pat. Appin. KOKAI Publication No.
H3-224047. In the data memory of the IC card, various files corresponding
to a plurality of applications are stored. The respective files in the data
memory are specified based on identification information of the application
or the like. That is, an external device reguests access to the specified file
with respect to the IC card by specifying identification information of the
application. 10The specifications of the applications are different from one

another, Haweyer;many cases dn which-thessame data is requireddp each
application may often occur. It is considered that storage of the same data
in aialealityPobdifferemt@pplicatidiis-éaudses’an 15unfavorablesstatsnfiom o
the viewpoint of the efficiency of data management (such as the saving ?f,

a dataaréd, fFRrefiiciehty Of 3 dath Update protRe8 a8suraica of tu a1ty

consistency.in specified data ite, f.the respectiv licatio h
e SO ARy B TRV EN o R e 0

invertionds ta pravide a partable electronic devee capable-efimprevingon
the efficiency of management of data stored in a memory and a data

prodessingeatetivod fthehsoreatsié efectioric 25déviee L 1 kAccordiag ta-S -
one aspect of the_present invention, there is provided %Eortable el ctr%{ﬂc

devite \HER T fudeRVa SordGE thft Whidr sfoigs B dadilE Raving data
of agecard ynit stored therein, a.communicafignynibwbichcommunicates

data wﬂ% an externa% device, a determination unit'which detérmines

whethema record Sihat is requested 4o beaccesseais sharetdata when a
command that requests access to a specified record is received via the
communicdfioh giie Entla processing utit whighPaécaesskatata bt a
shared destination of the record based on information indicating the

shafedE t0dedtination Bsdkita Bt e Fecord WHEH fre’ dStRMinatioR Unit”
determines that the record specified by the commapd s shared datés on may
often occur. It is considered that storage of the same
data in a plurality of different applications causes an
unfavorable state from the viewpoint of the efficiency
of data management (such as the saving of a data area,
the efficiency of a data update process, assurance of
consistency in specified data items of the respective
applications or the like).
BRIEF SUMMARY OF THE INVENTION
An object of this invention is to provide a
portable electronic device capable of improving the
efficiency of management of data stored in a memory and
a data processing method in the portable electronic
device.
According to one aspect of the present invention,

there is provided a portable electronic device which



10

15

20

25

According to another aspect of the present invention, there is provided a
data processing method in a portable electronic device which includes a
storage unit which stores data, a communication unit which communicates
data with an external device and a control unit which performs a data
process, including storing a data file_having data of a record unit stored
20therein in the storage unit, and causing the control unit to determine
whether a record that is requested to be accessed is shared data when a

command that requestsagcess 10 a.spesHieskrecord is regeivedivia thewving
communication unit and access data of a shared 25destination of the
recotdtzaset] on inforatiomindicatingahe Shared destinationras dagitaon
the record when it is determined in the above determination step that the

recotd spetited by I ES s Shafed dath. 27 RidRidHar obfettss: 2
andqaedy@?@%east%fotﬂe@g%nmwﬁl be setforth in the geﬁg@ptgorw@ ichg

follows, and 5in part will be obvious from the description, or may be

learpgd byipragticaiekthednvention_ o the objects andradvantages-ofithen a
invention may be realized and obtained by means of the instrumentalities
andcomsingticrs pariedlzelysointedesi it h@emaﬁE?CPO'BRFEPfeCOId is
DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

accOmpanying dratingss wiiEH are fHtbhsdtatittin afd CoRsttife"s f)ﬁltno%
the §pgaification, illusrate emhodiments of the Inventions and 10geteb r the

record based on information indicating the shared
destination as data of the record when the
determination unit determines that the record specified
by the command is shared data.

According to another aspect of the present
invention, there is provided a data processing method
in a portable electronic device which includes a
storage unit which stores data, a communication unit
which communicates data with an external device and a
control unit which performs a data process, including
storing a data file having data of a record unit stored
therein in the storage unit, and causing the control
unit to determine whether a record that is requested to
be accessed 1s shared data when a command that reguests
access to a specified record is received via the
communication unit and access data of a shared
destination of the record based on information
indicating the shared destination as data of the record

when it 1s determined in the above determination ste
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with the general description given above and the 15detailed description of
the embodiments given below, serve to explain the principles of the
invention. FIG. 1 is a diagram schematically showing an example of the
configuration of a IC card system containing a IC card (portable electronic
device) 20according to one embodiment of this invention. FIG.2isa
block diagram schematically showing an example of the hardware
configuration of the IC card. FIG. 3 is a diagram showing an example of

the gonfiguration of files stpred;ip a.data memory.2oflG; 4is adizgram,
showing an example of a memory map in the data memory with respect to
the filewconfiguration example shown in FIG. 3. FIG. 5 is a diagram
showing an example of a format in DF definition information. FIG. 6 is

a diagram S6\WinECaR ExampResEa forthatdi EE-deffition infsfmativrention

5FIG. 7 is a diagram, showi
wil& %e et fortgwq agﬁgaggg%giéeion which follows, and

in part will be obvious from the description, or may be
learned by practice of the invention. The objects and
advantages of the invention may be realized and
obtained by means of the instrumentalities and
combinations particularly pointed out hereinafter.
BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

The accompanying drawings, which are incorporated
in and constitute a part of the specification,
illustrate embodiments of the invention, and together
with the general description given above and the
detailed description of the embodiments given below,
serve to explain the principles of the invention.

FIG. 1 is a diagram schematically showing an
example of the configuration of a IC card system
containing a IC card (portable electronic device)
according to one embodiment of this invention.

FIG. 2 is a block diagram schematically showing an
example of the hardware configuration of the IC card.

FIG. 3 is a diagram showing an example of the
configuration of files stored in a data memory.

FIG. 4 is a diagram showing an example of a memory
map in the data memory with respect to the file

configuration example shown in FIG. 3.
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configuration of a data area of one EF defined by the EF definition
information. FIG. BA is a diagram showing an example of the
configuration of a data area formed of a record Ri. 10FIG. 82 is a diagram
showing an example of the configuration of a data area formed of a record
R2. FIG. 8C is a diagram showing an example of the configuration of a
data area formed of a record R3. FIG. 9 4s a diagram showing an
example of the 15configuration of a command (shared data setting

command):that requests setting of shared,datd. an  H&md0ds ardiagranmat
showing an example of a data unit in a shared data setting command.

FIG1i4 10§ addiagraim showingtamexampte of the 20configuration of

response data with respect to a shared data setting command.

12 is a dia§fam showing af Exdrile dF HE-E6nfRIUraEGITEr-E data ﬁréfé) gfrat
one EF &eegeﬁdh bﬁ/ %%aredn ta s %tm(gnprocess 25FIG. 13 is a flowchart

1 ornma
for |ﬁustrat|ng ow of a process (s hared data setting process) when a

shared datasetting cammandiisiegeedwing an example of the
configuration of a data area of one EF defined by the
EF definition information.

FIG. 8A is a diagram showing an example of the
configuration of a data area formed of a record RIl.

FIG. 8B is a diagram showing an example of the
configuration of a data area formed of a record R2Z.

FIG. 8C is a diagram showing an example of the
configuration of a data area formed of a record R3.

FIG. 9 is a diagram showing an example of the
configuration of a command (shared data setting
command) that reguests setting of shared data.

FIG. 10 is a diagram showing an example of a data
unit in a shared data setting command.

FIG. 11 is a diagram showing an example of the
configuration of response data with respect to a shared
data setting command.

FIG. 12 is a diagram showing an example of the
configuration of a data area of one EF created by a
shared data setting process.

FIG. 13 is a flowchart for illustrating the flow
of a process (shared data setting process) when a

shared data setting command 1s received.
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FIG. 14 is a flowchart for illustrating the flow of a process (shared data
setting process) when a shared data setting command is received. FIG.
15 is a flowchart for illustrating the flow 50f a process (read process) when
the IC card receives a read command. FIG. 16 shows an example of a

read command. FIG. 17 is a flowchart fo6r illustrating the flow of a
process (rewrite process) when the IC card 10receives a rewrite
command. FIG. 18 shows an example of a rewrite command. FIG. 19

is a diagram ghowing; an example.atthe ganfiguiation ata recordwhen o,
the shared destination is specified by use of shared destination
infosmatiop ASeepfigurendneDriaamelctER 40" and crecord number”.
FIG. 20 is a flowchart for illustrating the flow of a process of specifying a
receferafealshatedl destination WiekPine StateiieRETEDf a to-be
Kxocessedg%gqma§I?gagxglowchart for illustrating the flow
of a process (read process) when the IC card receives a
read command.

FIG. 16 shows an example of a read command.

FIG. 17 is a flowchart for illustrating the flow
of a process (rewrite process) when the IC card
receives a rewrite command.

FIG. 18 shows an example of a rewrite command.

FIG. 19 is a diagram showing an example of the
configuration of a record when the shared destination
is specified by use of shared destination information
configured by “DF name”, “EF-ID” and “record number”.

FIG. 20 is a flowchart for illustrating the flow
of a process of specifying a record of a shared
destination when the state identifier of a to-be-
processed record 1is “shared”.

DETAILED DESCRIPTION OF THE INVENTION

There will now be described embodiments of the
present invention with reference to the accompanying
drawings.

FIG. 1 schematically shows an example of the
configuration of an IC card (a smartcard) system

containing an IC card (portable electronic device) 1

according to one embodiment of this invention.
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20DETAILED DESCRIPTION OF THE INVENTION There will now be
described embodiments of the present invention with reference to the
accompanying drawings. FIG. 1 schematically shows an example of the
25configuration of an IC card (a smartcard) system containing an IC card
(portable electronic device) 1 according to one embodiment of this
invention. As shown in FIG. 1, the present IC card system includes an
information center 2, communication network 3, PC 4, reader/writer 5 and

the like. Thesinfermafion.center 24s cennecied o the PE 4yiathe s cem
cormunication network 3. The information center 2 is a server device that
generallyunanages tataoutilizeddn the present |C candsystem-ilorthed€work
card system, the information center 2 functions as a host device with

respect X6 tHe PCeadesr/ examhpie, theabsmiitmication: netivestk 31§ grmation
1OComrr%%r]1fic%t.ion network sucQr S aé)%glicpggl%phone @%té/vork orLE)th?!:ic

cen 13 connecte ) Y vla ! CO nication
radio communlcaﬁon network. The IS an eIeCfII‘OI']IC compLIPt%r such as

a persenal.computer the PE-4-is cannected to theyreader/witer, 8., The vi ce
PC 4 has a function of 15transmitting a command to the IC card 1 via the

readéranrites Heared & functionoefPerfdraing Vatioas piocessesasedon IC
data received from the IC card 1. As shown in FIG. 1, the PC 4
inclGdesas perdting dmit 1 ehard disk arive THDD) 12 %eybbard e3 4Rt

20dE%¥%%%42 functions as a host device with respect to the
PC 4. For example, the communication network 3 is a
communication network such as a public telephone
network or public radio communication network.

The PC 4 is an electronic computer such as a
personal computer. The PC 4 1is connected to the
reader/writer 5. The PC 4 has a function of
transmitting a command to the IC card 1 via the
reader/writer 5 and a function of performing various
processes based on data received from the IC card 1.

As shown in FIG. 1, the PC 4 includes an operating
unit 11, hard disk drive (HDD) 12, keyboard 13 and
display 14.

The operating unit 11 has a CPU 15, memory 16 and
the like. The CPU 15 is a unit that performs data
processes such as operating processes. The CPU 15
performs a data process according to a program. The
memory 16 includes a working memory that temporarily
stores work data, a program memory in which programs

executed by the CPU 15 and control data are stored and
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The operating unit 11 has a CPO 15, memory 16 and the like. The CPU
15 is a unit that performs data processes such as operating processes.
The CPU 15 performs a data process according to a program. The 25
memory 16 includes a working memory that temporarily stores work data,
a program memory in which programs e\ﬁlecu_ted by the CPU 15 and
control data are stored and -8 the like. With the above configuration, the
operating unit 11 causes the CPU 15 to execute the program stored in the

memery 16 o realize variols prgeesses, hehard disk, drive, (HBD) A28 g

a rewritable 5nonvolatile memory with large capacity. The HOD 12

functions aslancauxiiary-steragaidevice.d-arxexamplet retheddBbet2 st ored
electronic data files 1, 2, 3, . . . are stored as secret information. Data of

the éfeclrbRicdatafiles Stofed HittheliHOD 12 tanDbefansmited-to 10 the

IC card 1 via the reader/writer 5 under%lgD o) toliof the operating unit 11.
The keybozﬁ?}e 1%x Lfnct%ﬁé%sdé:nlgﬁer%\ inggur?hl? 0|f5esraf‘edt gﬂ'; ralritogpbéirgtor of

the BG4, chhe keyhoard 13 is.used to permitthsoperator tginputyariops
operating instructions or data. The display 14 15is a display device that
displaysasarious informatien:itemsunydertheacpntdd of the. PCibr eFheple,
reader/writer 5 is an interface device to communicate with the IC card 1.

Furthér, Bhe réaderhrrite? 558 BRoekter i bevice ieiving an 20fternal - 2%

memaory and gy oedbe tion, gontrol Lnit (not %%%’n)o A he readerurifer 3 -
is configured by an interface corresponding to theé communication system

of thed€-cardile Sarexampleif the:IGigard b iz arcontactiercardthed to

reader/writer 5 includes a contact
the IC card 1 via the reader/writer 5 under the control
of the operating unit 11. The keyboard 13 functions as
an operating unit operated by an operator of the PC 4.
The keyboard 13 is used to permit the operator to input
various operating instructions or data. The display 14
is a display device that displays various information
items under the control of the PC 4.

The reader/writer 5 is an interface device to
communicate with the IC card 1. Further, the
reader/writer 5 is an external device having an
internal memory and communication control unit (not
shown). The reader/writer 5 is configured by an
interface corresponding to the communication system of
the IC card 1. For example, if the IC card 1 is a
contact IC card, the reader/writer 5 includes a contact
portion that is physically and electrically connected
to the contact portion of the IC card 1. Further, 1if

the IC card 1 1s a contactless IC card, the
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25 portion that is physically and electrically connected to the contact
portion of the IC card 1. Further, if the IC card 1 is a contactless IC card,
the -9 reader/writer 5 includes an antenna and communication control unit
used to carry out radio communication with the IC card 1. The
reader/writer 5 performs supply of power, supply of clocks, reset control
and transmission/reception of data with respect to the IC card 1. The
reader/writer 5 having the above functions performs activation (start) of

the |G gard-1transmissionef variaus-coramands andrecepfien of 8at ion
response to the transmitted command under the control 100f the PC 4.

Next,car:exampte.of thecvardware configuration @f thest@mard: tdg ion with
explained. = When receiving power supply from the host device such as

the PEea Ua fretréaller/wtitsr 5SRETE Card 1oF5is detvakt et 18Ry ©F
Op;%)b&%]%tat%hgo{fxg?‘pé%i ﬂ}e '%g%%dtl basa.gontact;
co i

unication function; that is, if the 1C card 1'is a contact IC card, the IC

card-1 is, supplied with the pperationpaner-and eperatiopack tsorrherc
reader/writer 5 via the 20contact portion as a communication interface and

is actvated.. TitherEachrd/Ihas arcontactiessConnaualcation functiomns
that is, if the IC card 1 is a contactiess |IC card, the IC card. 1 receives

radié ?\ﬁ_/é%r?isorﬁ the Té_%?éé?d‘erﬁﬁ%F 5Ni& the Sfitehnaaid L
mOdykg%¥%¥§99gHbg9n§y¥9g@§Ekgmﬂgﬁﬂgc%mﬁwreception of a

response to the transmitted command under the control
of the PC 4.

Next, an example of the hardware configuration of
the IC card 1 is explained.

When receiving power supply from the host device
such as the PC 4 via the reader/writer 5, the IC card 1
is activated (set to an operable state). For example,
if the IC card 1 has a contact communication function,
that is, 1f the IC card 1 is a contact IC card, the IC
card 1 is supplied with the operation power and
operation clock from the reader/writer 5 via the
contact portion as a communication interface and is
activated.

If the IC card 1 has a contactless communication
function, that is, i1f the IC card 1 is a contactless IC
card, the IC card 1 receives radio waves from the
reader/writer 5 via the antenna and
modulation/demodulation circuit as a communication

interface, creates operation power and operation clock
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by means of a power source unit (not shown) based on the radio waves

and is activated. FIG. 2 is a block diagram schematically showing
an example of the hardware configuration of the IC card 1 5according to
this embodiment. The IC card 1 contains a module M in a casing that

configures a main body B. The module M is integrally formed with one or
plural IC chips C and a communication external interface (communication
unit) 10connected to each other and is embedded in the main body 3 of

the }G Gaed ds Fyrther as,shown in-ELG 1,2, the megduleM oh theke sardbd
includes a CPU (control element) 21, data memory 22, working memory
23, pregrami memerye24 and communicatdrdnit 25. In the
15configuration example of FIG. 2, a magnetic strpe 20 is provided on the

main body™B5- 2Thé cdnftbPE&nsErft 245Ebrit SIS Tive-whale portioh b tfe 2
© card g, TheCPY, 5. aperated baged on 8.contiol BIOUAN 8Rdoarq
contol ToEr st ol

a stored’in the program 20memory 24 and data memory 22 to

realizevarigussfupstiens. Saiexamplenthe CPU 21 executes a program of
the operating system to perform a basic operation control process of the

IC card 1. EDethéf; the CPU 2dcexetlites anapplidatioh progearmasing that
corresponding to the 25purpose of utilization of the IC card 1 70, perfor

vari6Gs bperdtih Gorftfot procssses corredpoRamy'td dpetstionar 9=+
contiguplong SIS Ie CBM! o o TOTEXRMEIS, the datp memory 22 15
configured by a data writable and rewritable nonvolatile memory such as a
flash R@Mrar-an eleetricatly efrasabile pregrasemablertead ey hiemaory: t )
(EEPROM). Control programs or various
connected to each other and is embedded in the main
body B of the IC card 1. Further, as shown in FIG. 2,
the module M of the IC card 1 includes a CPU (control
element) 21, data memory 22, working memory 23, program
memory 24 and communication unit 25. In the
configuration example of FIG. 2, a magnetic stripe 20
is provided on the main body B.
The control element 21 controls the whole portion
of the IC card 1. The CPU 21 is operated based on a
control program and control data stored in the program
memory 24 and data memory 22 to realize various
functions. For example, the CPU 21 executes a program
of the operating system to perform a basic operation
control process of the IC card 1. Further, the CPU 21
executes an application program corresponding to the
purpose of utilization of the IC card 1 to perform

various operation control processes corresponding to

operational configurations of the IC card 1.
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5data items corresponding o operation applications of the IC card 1 are
written to the data memory 22. In the data memory 22, various files
corresponding to the specification of the IC card 1 are defined and various
data items are written to the above files. An example 100f the files stored
in the data memory 22 is described_late{. The working memory 23 is a
volatile memory such as a RAM. The working memory 23 also functions
as a buffer that temporarily stores data that is now 13processed by the

CPU 21. Far example, information indicaiing the application of Adile setify a
a current state is also stored in the working memory 23. The program
memgns 24 1S afwnyolaiite memary-5ich asawmasikcROM iewbich auch as
control program and control 20data are previously stored. The program
merhofy 24tis Rddrporated inlthe 1Cicard ywith dse o Rtrolisto g raradr. ©
control data stored therein at the manufa turingosfa e of the IC card. The

confioRprograrh SFEEHtrGI GAts Stdred in the program memony 24 s Uiaéd *™°
to contrgl s 12 Thegs unication upit2sis anninterfacethat ons of

communicates with the PC 4 via the reader/writer 5. If the IC card 1 is

realized asacontact 1Gcard,thecommunicationamit 2oeisconfigred by

a communication 5control unit and contact portion that are physically
the data memory 22, various files corresponding to the
specification of the IC card 1 are defined and various
data items are written to the above files. An example
of the files stored in the data memory 22 is described
later.

The working memory 23 is a volatile memory such as
a RAM. The working memory 23 also functions as a
buffer that temporarily stores data that is now
processed by the CPU 21. For example, information
indicating the application or a file set in a current
state 1s also stored in the working memory 23.

The program memory 24 is a nonvolatile memory such
as a mask ROM in which a control program and control
data are previously stored. The program memory 24 is
incorporated in the IC card 1 with the control program
or control data stored therein at the manufacturing
stage of the IC card. The control program or control
data stored in the program memory 24 1s used to control
the basic operation of the IC card and is previously
incorporated according to the specification of the IC

card 1.
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and electrically connected with the reader/writer 5 to transmit and receive
a signal. Further, if the IC card 1 is realized as a contactless IC card, the
communication unit 25 is configured by a communication 10control unit
such as a modulation/demodulation circuit that carries out radio
communication with the reader/writer 5 and an antenna that transmits and
receives radio waves. Next, thg]iles stored in the data memory
22 are 15explained. FIG. 3 is a diagram schematically showing an

example of.the canfiguration of the files stored in the data-memary22;4n

FIG. 3, an example of the configuration of a 20plurality of files in which
information itemissassoctated wdthpa plurality oftepplicatiens/ arcisteredbis If
shown. The file configuration shown in FIG.. 3 is based on items defined

by ISG/IEC78864. In e fleEbhfigbrationssHowH fAEIG. 3, VaFious Hilss
defined by 25:3 /.1:7816:4Ea595ma£1a eg%’q autEeeds ructgre g%nica S
shoWwn I FIG: 3; i1 the data memJOry 8, a p?uraﬁty ofrfiles ﬁavmg a
hierarchica)istructure » 43 = darmed of a taster file,(MF) dedigased files:
(DFs) and elementary files (EFs) are defined. In the example shown in
FIGa3dinea &ieratchylniext toarmasted filelMEX 82 of thelhighest ter 5 to
hierarchy, a first CF (key ET) 32, first CF (DFI) 33, second CF (DF2) 34
andthirl OF (DE335 AFE brsvided LA the subotaiiiés of the-first EF card
(DF%)) 33, aglarﬁ:[i%Ié&EFl-l 360%f the qusg‘”?@ $€GO d '[%EG(EFLZ) 37 of

. t p .
the DFT are present in‘the hierarc aycnexetto the DFL. As the subordinates

of th&mmunication unit 25 is configured by a communication
control unit such as a modulation/demodulation circuit
that carries out radio communication with the
reader/writer 5 and an antenna that transmits and
receives radio waves.

Next, the files stored in the data memory 22 are
explained.

FIG. 3 is a diagram schematically showing an
example of the configuration of the files stored in the
data memory 22.

In FIG. 3, an example of the configuration of a
plurality of files in which informatilon items
associated with a plurality of applications are stored
is shown. The file configuration shown in FIG. 3 is
based on items defined by ISO/IEC7816-4. In the file
configuration shown in FIG. 3, various files defined by
ISO/IEC7816-4 are managed in a tree structure form.

As shown in FIG. 3, in the data memory 22, a

plurality of files having a hierarchical structure
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10 second CF (DF2) 34, afirst EF (EF2-1) 38 of the DE2 and a second
CF (EF2-2) 39 of the DF2 are present in the hierarchy next to the DF2.
The ME 31 is located in the highest position in the file structure for various
files stored in the data 15memory 22. The above DFs (DF1, DF2, DF3)
are provided in correspondence to the rﬁpegtive applications. Each CF
functions as a folder corresponding to each application. Therefore, DFs of
a number corresponding to at least the number of applications are defined

in 20the datayremary 22. Eagh £F ina datayfile to stare adtualdatgrihat g
is, each of the EFs that are the subordinates of the CF stores data used in
the applicationrcorrespondingto) therGEJAS shewn inTkl G: 135 the: &fpdan

be provided in the hierarchy 25directly below the ME 31. The key EF 32
sho@hanTFIGR 363 @-data filé ta stoke B (ke SHforimatidn) et to Skt ©

up the access right. - 14 - s an example of the applicati
corré%@)n§?\gcf§ tr%eh %ﬁ?%%hg%i%ﬁgﬁ %’frga!f %()rpaorga |c]5131S 15( %%na kpﬁ%aﬁgl)\
for a gorperation Aanchan application-for & GoFPoratioN B arg assumedy pr
For example, in the file configuration shown in FIG. 3, it is assumed that

the DEL3 DEZ and ®F3 arei respectively previded dacthesapsication fer
corporation X, the application for corporation A and the application for

corporaion BE In( Hid tass datafusedtinkfie Abphcationfor1bcbisorafign 2nd
Xis stored in EF1-1 EE1l-2.ast bordinates of the 031. Further,
e o for o e I e By e

data uSEd in the app on for corporation A'Is stored
as the subordinates of the,OFRe pr1. Nexhwlata managemments of the

information in the data 15memory 22 is explained.
second DF (DF2) 34, a first EF (EF2-1) 38 of the DFZ
and a second EF (EF2-2) 39 of the DF2 are present in
the hierarchy next to the DFZ2.

The MF 31 is located in the highest position in
the file structure for various files stored in the data
memory 22. The above DFs (DF1l, DF2, DF3) are provided
in correspondence to the respective applications. Each
DF functions as a folder corresponding to each
application. Therefore, DFs of a number corresponding
to at least the number of applications are defined in
the data memory 22. Each EF is a data file to store
actual data. That i1s, each of the EFs that are the
subordinates of the DF stores data used in the
application corresponding to the DF. As shown in
FIG. 3, the EF can be provided in the hierarchy
directly below the MF 31. The key EF 32 shown in
FIG. 3 is a data file to store a key (key information)

used to set up the access right.
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FIG. 4 is a diagram showing an example of a memory map in the data
memory 22 with respect to the file configuration example shown in FIG. 3.
As shown in FIG. 4, a control region 22a, directory region 22b, 20area
group region 22c¢ and space region 22d are provided in the data memory
22. In the control region 22a, control inf95magon to manage data stored in
the data memory 22 is stored. In the directory region 22b, definition
information of each file (DF and ED') is 25stored. In the area group region

22c, data areag,defined by.definition. information items of the & Vg to
EFs (that is data areas of the respective - 15 - FFs) are provided. The
spacese@ibn 22d iscan unusecstofage regionpbhie space Xegien 22d is a
region adequately used as the directory region 22b or area group region
22caRotdiAG 16 adaRrorPof @ fileC Tt thetexdmplSsigwik iPF s a4 Lon for
definition information it§ms 41 to 47 fo&the Iéeo;{:E

3, EFSEL RS 3 6 e ed i Gheton) fegion 33b- Deld ardos of ™

the respective ERsdefined by definitign information items.indhetnat the

10directory region 22b are provided in the area group region 22c. Further,

the ar€, giotp regibrb22c iscgraoupeddor éaeh O P towhithdt belongse
application for corporation X, the application for
corporation A and the application for corporation B.
In this case, data used in the application for
corporation X is stored in EF1l-1 and EF1-2 as the
subordinates of the DFI1. Further,’data used in the
application for corporation A is stored in EF2-1 and
EF2-2 as the subordinates of the DF2.

Next, data management information in the data
memory 22 1s explained.

FIG. 4 is a diagram showing an example of a memory
map in the data memory 22 with respect to the file
configuration example shown in FIG. 3. As shown in
FIG. 4, a control region 22a, directory region 22b,
area group region 22c¢ and space region 22d are provided
in the data memory 22. In the control region 2Z2a,
control information to manage data stored in the data
memory 22 1s stored. In the directory region 22b,
definition information of each file {DF and EF) is
stored. In the area group region 22c, data areas

defined by definition information items of the

respective EFs (that is data areas of the respective



10

15

20

25

Next, OF definition information is explained. FIG. 5 is a diagram showing
an example of the configuration of a format in OF definition information.
As shown in FIG. 5, definition information items (OF definition information
items) 42, 45, 48 of the respective OFs are each configured by a file
identifier portion 101, OF name portion 102, access conditioning 20portion
103, access counter portion 104, OF priority setting portion 105, OF
inherent number setting portion 106, OF inherent information portion 107
and:eheckbyepastion d98. The dilesisentifiecpartion L0l steresn unused
23identification information (OF file identifier) used to identify file types of
the DRs: For examiple, theTDEfiletdertifies js inforddationsaddet:for @ach
type of a file as the OF. The OF name portion 102 stores OF names
addFBRETeEpEcRE BEs TEGr EXarplEC e BFH&e 1< Hs&d ad*¢?
identification informatj .yser.identifies, tk E.The access
condiioging BOian £08 Siroe st aton Mltaiing ing sofatior
condition. Thewolatienepnditionds;a condition. reguired mhen aecess is
made to a corresponding OF. The access counter portion 104 stores
infoirmationdridicating gresndrhbepofidcdessesis the OFE ThePEBnurhber

of accesses is counted up each time access is made to a correspondin
DFEWG, EFl-1, EFl—B, EF2-1, EF§~2 are store inpthe 9

directory region 22b. Data areas of the respective EFs

defined by definition information items in the
directory region 22b are provided in the area group
region 22c¢. Further, the area group region 22c is
grouped for each DF to which it belongs.

Next, DF definition information is explained.

FIG. 5 is a diagram showing an example of the

configuration of a format in DF definition information:

As shown in FIG. 5, definition information items

(DF definition information items) 42, 45, 48 of the

respective DFs are each configured by a file identifier

portion 101, DF name portion 102, access conditioning

portion 103, access counter portion 104, DF priority

setting portion 105, DF inherent number setting portion

106, DF inherent information portion 107 and check byte

portion 108.

The file identifier portion 101 stores

identification information (DF file identifier) used to

identify file types of the DFs. For example, the DF

file identifier is information added for each type of a
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The OF priority setting portion 105 stores information indicating the priority
order of the corresponding OF in all of the DFs. The priority order 15is
previously set for each DE. The OF inherent number setting portion 106
stores OF inherent numbers attached to the respective DFs. The OF
inherent number is number information inherent to each OF created in the
IC card 1 when the OF is formed. For example, as the 200F inherent
numbers, formation numbers attached according to the order of formation

of files in all of the DS cambe ysed, The OFinherent inforpation; portion
107 stores information inherent to each OF. The check byte portion 108
storesa fileachirak hyte 25T he: fileccheckehyde is. infélomatioretopcheckithe DF
validity of data. Next, EF definition information is explained. Each file
hashpakoUsSile I6ins o EEE0HdIAG 16 IR stridtarES S @atalitetrs Stdfed.

For examplg, a%:tL .datat%éugg ye stored in each EF, a margﬁtxf%bject

. e access condit
(Tréllnssep%lrénte Struc l}ree?, record type ( ecord structure) and da

type £Tag LengtnValus JILV] structhre):are pravided: imthis embesiment on

it is assumed that the EF is mainly a record EF that stores record data. In
the tecartitEBvaridlisedata Iteaisiare storetl inia recordaunitoirdthis ease,
the explanation is made for 10the configuration example of definition

infoRAaHAA B S REE R S 88 ahreRifiple St the TR HeRRRIOAGNTSmALion.

The access counter portion 104 stores information
indicating the number of accesses to the DF. The
number of accesses is counted up each time access 1s
made to a corresponding DF.

The DF priority setting portion 105 stores
information indicating the priority order of the
corresponding DF in all of the DFs. The priority order
is previously set for each DF. The DF inherent number
setting portion 106 stores DF inherent numbers attached
to the respective DFs. The DF inherent number is
number information inherent to each DF created in the
IC card 1 when the DF is formed. For example, as the
DF inherent numbers, formation numbers attached
according to the order of formation of files in all of
the DFs can be used. The DF inherent information
portion 107 stores information inherent to each DF.

The check byte portion 108 stores a file check byte.
The file check byte is information to check the
validity of data.

Next, EF definition information 1is explained.
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FIG. 6 is a diagram showing an example of a format configuration in the IF
definirion information. 15As shown in FIG. 6, each of the definition
information items (IF definition information items) 43, 44, 46, 47 of the
respective EFs includes a file identifier portion 201, DI inherent number
portion 202, IF-ID portion 203, record sifs? portion 204, record 20number
portion 205, data area head address portion 206, security conditioning
portion 207, sharing permission information portion 208, sharing-time

security congijiorinformation nortign 209;and ehecicbyienorlign 240 +o
25The file identifier portion 201 stores IF identification information (El fﬁe
identifierstoridentify<file &ypes-efthe s Theolffile identifies disnumigue as
information for each file type as each FF. The DF inherent number portion
202:storeOF inhetent wumbers each Lsedastidéitify a OF18 Which e

EF belongs. The OF inherent number corresponds to (aRDF SiQherent .
numBertoRinthe DE HiHetént nurﬁﬁg%g?t%%pf% Lohtained i r e

e
an& containe

the&Héda@@HOQBFQHEa@ybéHF%Q§4£%B%?@”ﬁ%¥%%ﬂW%i??*gkéﬁcture)

identification information provided to identify the ED'. EF-ID is
identificatien wifadationinherent teeachi 10ERt Theérederdesizepertidrat
204 stores record size information indicating the record size of the FF.
Thetfeeofd i ber pBriONA205 SFes Fécdrd Hunsberifforaiiorc data-

indicating the record,nymber of the BF, The data area head address, |,
portidh 206 stores Bhéxd

record unit. In this case, the explanation is made for
the configuration example of definition information of
the record EF as an example of the EF definition
information.

FIG. 6 is a diagram showing an example of a format
configuration in the EF definition information.

LAs shown in FIG. 6, each of the definition
information items (EF definition information items) 41,
43, 44, 46, 47 of the respective EFs includes a file
identifier portion 201, DF inherent number portion 202,
EF-ID portion 203, record size portion 204, record
number portion 205, data area head address portion 206,
security conditioning portion 207, sharing permission
information portion 208, sharing-time security
condition information portion 209 and check byte
portion 210,

The file identifier portion 201 stores EF
identification information (EF file identifier) to

identify file types of the EFs. The EF file identifier
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15address of the data area as the BE in the data memory 22. The
security conditioning portion 207 stores a condition (collation condition)
required to access the BE. The sharing permission information portion 208
20stores information indicating sharing permission or prohibition. The
sharing-time security condition infor__mat'gp portion 209 stores a condition
(collation condition) required for accessing the ED' when the BE is shared.
The check byte portion 210 stores a file check 25byte to check the validity

of al.of dafa itemsgfJhe BE.orn 185 FE defined by thegboye ER defimition
information is explained.  FIG. 7 is a diagram showing an example of
the Toafigiratiohefthetdatardrea of one ik défided by the B defimtgrnt
information. For example, data areas 51, 52, 54, 55 of EF1-1, EFI-2,
EFZYNEEDS) RAGE thE fotmia coffiglrativng asshbwl'in el Tt

shown in FIG. 7 é[r}}ga%t%‘Efq%ata area, a r?g\tear f%r%@% of Orlg?ggrdagniéx ISy p
a s)ofa

belcngs. 'The nhere
define .Illﬁus, 10a plurality o data items (recor ecord unit can be
storeghin each Ehdataares. Asshown indif: 7 eachdeeordinsiudes a

state identifier 301, data length 302, data 303 and file check byte 304. In

eachaecadr, tHe abevel datanitems ade sequentidlly definition
information. The EF-ID portion 203 stores EF-ID as
identification information provided to identify the EF.
EF-ID is identification information inherent to each
EF. The record size portion 204 stores record size
information indicating the record size of the EF. The
record number portion 205 stores record number
information indicating the record number of the EF.
The data area head address portion 206 stores a head
address of the data area as the EF in the data memory
22,

The security conditioning portion 207 stores a
condition (collation condition) required to access the
EF. The sharing permission information portion 208
stores information indicating sharing permission or

prohibition. The sharing-time security condition

information portion 209 stores a condition (collation

condition) required for accessing the EF when the EF 1is

shared. The check byte portion 210 stores a file check

byte to check the validity of all of data items of the

EF.

Next, the record structure of the data area of the
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15written. For example, the state identifier 301 and data length 302 are
written with preset size. The data 303 is data with the length indicated by
the data length 302. The state identifier 301 is information used to
20identify the state of the record. That is, the state identifier 301 becomes
information indicating "unwritten" immediately after the record Is formed
unHtial state). Further, when data is written to the record, the state
identifier 301 becomes information 25indicating ‘already written". When

the record4s setitahe shared, the state identifier 301 becemes.information
indicating 'shared". The data length 302 is information indicating the
lengthof dHedata 303. For example, the data length 302 becomes

information indicating zero (0) when the state identifier 301 becomes
informatiort ifdrcatineS"uhwiitEEsH" TWheR e Watd 308 1S RBL fresend The
data length 302 becomes information indicating the le f the data 30
e e SR TG SO “HCAds Wertehr. ThS dota vt S0a00 ne
becemesdrfarmation indieating the,length of information indicating a

shared destination (link destination) since information indicating the

shared destimatienasisfored i the datac303Whebzhe stateidentifier B01lis
"shared". The data 303 becomes actual data itself in the 15record when

the §tate fderttifier 301 5 aireall§ Vitteh?. EQRREr the Uate 363 beeBmes®

ey (s e e gl thr e st e a8,

detail- the informationf ormat of a record unit is defined. Thus,
a plurality of data items (records) of a record unit
can be stored in each EF data area. As shown in
FIG. 7, each record includes a state identifier 301,
data length 302, data 303 and file check byte 304. In
each record, the above data items are sequentially
written. For example, the state identifier 301 and
data length 302 are written with preset size. The data
303 is data with the length indicated by the data
length 302.

The state identifier 301 is information used to
identify the state of the record. That is, the state
identifier 301 becomes information indicating
“unwritten” immediately after the record is formed
(initial state). Further, when data is written to the
record, the state identifier 301 becomes information
indicating “already written”. When the record is set
to be shared, the state identifier 301 becomes

information indicating “shared”.
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20indicating the shared destination is information indicating the head
address of the record of the shared destination or shared destination
information used to specify a record of the shared destination, for
example. 25FIG. 87\ is a diagram showing an example of the
configuration of a data area formed of 3 gecard RI. FIG. 8B is a diagram
showing an example of the -2" configuration of a data area formed of a
record R2. FIG. 8C is a diagram showing an example of the

configuratigneofa.«data axea formed ota reeereiR3.1 on Insike tecords (Rhe
R2, R3) shown in FIGS. 8A, 8R and 80, the state identifier 301 is
informatioh indicatirg SalteaddOritteMoane thedaty lehfth 362 ¢s length

information indicting the length of the data 303 following thereafter.
Further, RERSBRE R aCUotmt iftBrmafiorr configuréd by a(r%c&tgm the

i”f%@s‘é@”i]zQ'%%fE¥i§£’ra°§@y,%£E85€e§tiq%l@&ﬂ&@@@@@cg%@&amg

informa_tlon value and magnetic stripe information configured by a
magnetic-striperdataidentifienanagnetic stipesdata dength andtmagnetie

stripe data
data length 302 becomes information indicating the
length of the data 303 when the state identifier 301 is
“already written”. The data length 302 becomes
information indicating the length of information
indicating a shared destination (link destination)
since information indicating the shared destination is
stored in the data 303 when the state identifier 301 is
“shared”.

The data 303 becomes actual data itself in the
record when the state identifier 301 is “already
written”. Further, the data 303 becomes information
indicating the shared destination when the state
identifier 301 becomes information indicating “shared”.
As will be described later in detail, the information

indicating the shared destination is information

®

indicating the head address of the record of the shared
destination or shared destination information used to
specify a record of the shared destination, for
example.

FIG. 8A is a diagram showing an example of the
configuration of a data area formed of a record RI.

FIG. 8B is a diagram showing an example of the
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value are stored as the data 303. In record R2, 15holder's name
information configured by a holder's name information identifier, holder's
name information length and holder's name is stored as the data 303. In
record R3, validity period information configured by a validity Period
identifier, validity period length and 20validity period is stored as the data
303. Next, setting of shared data is explained. The IC card 1 performs
various processes accordin commands from the reader/writer 5. For

setting, of . theshared data, theCcard lrpgrierms,a shared-data ro.

25setting process according to an instruction (command) from the
reader/writer®. FIG. 24s a diagramshewinglan examptenpile ¢ 22the
configuration of a command (shared data setting command) that requests
ety 6f-Shared ' ditact AsEHoWRFERIG. O 2esharedHats Settthg> -

command I4{(\.:)Otigcludes a ﬁjsm d rkeéade%port%noﬁgl,i%) e%ggr] 4&2@, 85
er

and data portion 207 SErt , thé comnand header portion 401 is

configureg-by arGA postion 402, NS pertionA03, PL perian-404and P2

portion 405. The command header portion 401 is configured by
information tridicatirgl thed the soninand’iscardorminsarnth tatalsetting 1002 1s
command. In the CIA portion 402 and INS portion 403, information

?ndiéﬁtfﬁbr%tt ety drthe o nihand §8 4 Shardd tak S&thinig tdimand

S S e e o e e

portionr 404 is stored bhthesteReItiey. an account information
identifier, account information length and account
information value and magnetic stripe information
configured by a magnetic stripe data identifier,
magnetic stripe data length and magnetic stripe data
value are stored as the data 303. In record RZ,
holder’s name information configured by a holder’s name
information identifier, holder’s name informaticn
length and holder’s name is stored as the data 303. In
record R3, validity period information configured by a
validity period identifier, validity period length and
validity period is stored as the data 303.

Next, setting of shared data is explained.

The IC card 1 performs various processes according
to commands from the reader/writer 5. For setting of
the shared data, the IC card 1 performs a shared data
setting process according to an instruction (command)
from the reader/writer 5.

FIG. 9 is a diagram showing an example of the
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In the data portion 407, data used to form shared data is stored. FIG. 10 is
a diagram showing an example of the data portion 407 in the shared data
setting command 400. In the example shown in FIG. 10, 20"ES-ID of
to-be-set ES", "DF name to which shared ES belongs", "ES-ID of shared
EiT" and "record number of shared ES" are stored in the data portion 407.
The above information items are used to specify two records to be shared.
In the example shown in FIG. 10, 25information required for commonly

using (inking).a tecord in an ET.helonging 1o, getain-DE Lfor sxample,
current DE) with a record in an FE belonging to an existing different CT is
shaysmmandn thenexamplteashown e EIG.n10,dfo-besset ERIEs an |F that
stores a record to set sharing. That is, "IF-ID of to-be-set IF" is IF-ID of an
IF that stofes & 5Paoréfto BEE shdring: "SharsdIFas ansEtthabstorsegand

record.of a shared destination t%tis record to, whic record used.t
set heO sﬁéﬁ%ﬁl Cr%f%rs%. ‘?ﬁg{n@f—g aj?%%%ertopv%i%hosrha?ggw el n%ggfsgg

DI nape of a RE tq which an IF used to storeithe | 10 recrdrelthe shatadk r
destination belongs. "EF-ID of shared IF" is IF-ID of an IF used to store

the pecardwof thé shared:-destinationd"Reterddiinperrdfisharéd 27" iISNG
record number of the shared destination and indicates a record number in

an Feggefied By YIFRFOPEEdt ipardd frand B2 portion 405. The

command header portion 401 is configured by information
indicating that the command is a command data setting
command. In the CLA portion 402 and INS portion 403,
information indicating that the type of the command is
a shared data setting command 1s stored and parameters
used when the command is executed are stored in the P1
and P2 portions. Information indicating the length of
the data portion 407 is stored in the Lc portion.

In the data portion 407, data used to form shared
data is stored. FIG. 10 is a diagram showing an
example of the data portion 407 in the shared data
setting command 400. In the example shown in FIG. 10,
“EF~-ID of to-be-set EF”, “DF name to which shared EF
belongs”, “EF-ID of shared EF” and “record number of
shared EF” are stored in the data portion 407. The
above information items are used to specify two records
to be shared. In the example shown in FIG. 10,
information required for commonly using (linking) a
record in an EF belonging to a certain DE (for example,

current DF) with a record in an EF belonging to an
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When receiving the shared data setting command 400 as shown in FIG. 9,
the CPU 21 of the IC card 1 determines whether the command is a shared
data setting command by means of the command header portion 401. If
20the CPU 21 of the IC card 1 determines that the received command is a
shared data setting command by means of the command header portion
401, it performs a process (shared data setting process) of forming shared
data based on information of the data portion 407 in 25the shared data

setting command as shown in FTC, 10, When the shared data setting

process is completed, the CPU 21 transmits the result of the process to

the - 2/ reader/wsiter:5:as adesponse withrespedtdo the sharecsdateEr” is
setting command 400. FIG. 11 is a diagram showing an example of

the eonfiguraioh of Fesonse data GO0 With $6Spedtdd iisabdvet 13-

command. In the example s@owg],)n FIG }I})he rfesggr:jg% d?ﬁ%goo iS

confifiirettby’ & firSt StafUECode portiSn 601 and Secohd Statis'code ° % °

portjon 602, FEQr example, informationsindicatinggthe resultof:the shared
data setting process is stored in the first 10 status code portion 601 and
secend status code qoftiart 682 imeesponseso the shared(datatsetting a
command 400. Thus, in the reader/writer 5 of a transmission source of the

shareFaa1a etting E6mmard 200 wHERer o ndt the-Sifarédaata Setting

pocess Cobe SEsessly 1808 oIe YR G AL B8 beronge-
is a DF name of a DF to which an EF used to store the
record of the shared destination belongs. “EF-ID of
shared EF” is EF-ID of an EF used to store the record
of the shared destination. “Record number of shared
EF” is a record number of the shared destination and
indicates a record number in an EF specified by “EF-ID
of shared EF”.

When receiving the shared data setting command 400

as shown in FIG. 9, the CPU 21 of the IC card 1
determines whether the command is a shared data setting
command by means of the command header portion 401. If
the CPU 21 of the IC card 1 determines that the
received command is a shared data setting command by
means of the command header portion 401, it performs a
process (shared data setting process) of forming shared
data based on information of the data portion 407 in
the shared data setting command as shown in FIG. 10.
When the shared data setting process is completed, the

CPU 21 transmits the result of the process to the
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FIG. 12 is a diagram showing an example of the configuration of a data
area of one EF created by the shared data setting process. 20For
example, if the shared data setting process for commonly using record R2
with another record with respect to the data area of the EF shown in FIG.
7 is performed, a data area of the EF is set as shown in FIG. 12. In the
example shown in FIG. 12, the state 25identifier 301 of record R2 is
information indicating sharing and head address information of an area of
the,shared destinatiorsisssfored-as infarsatian indicatingc = 260 thieeshared
destination in the data 303. As a result, when access is made to record R2
in thealatd atea of HetEEshowaTReFIG. 420 the CPU 21 determines

whether record P2 is shared data based on the state identifier 5301,
When det&ifiining-tha? réctd 322 i'siarel data, the CPUST réters &

ddress information indicated by the data 308:f recend R2 and-accessese

a

data oi the shared destination as data of record R2. Next, various
progesses ebthealficard harehtOexplained. Thew@ cand ATgerfarims the
various processes according to various commands that request accesses
to the Fespectivéreeordsin the abole aEs fleER). Thevaridtetus code

commands are supplied to the IC card 1 from the 15external ice
(ref&e?%ﬁfér)%g.i(%néjxa?ﬁp gl es%tus CbaS pRTEICH 8641 ror
example, information indicating the result of the

shared data setting process is stored in the first

status code portion 601 and second status code portion

602 in response to the shared data setting command 400.

Thus, in the reader/writer 5 of a transmission source
of the shared data setting command 400, whether or not
the shared data setting process can be successfully
performed in the IC card 1 can be determined according
to the response data 600.

FIG. 12 is a diagram showing an example of the
configuration of a data area of one EF created by the
shared data setting process.

For example, if the shared data setting process
for commonly using record R2 with another record with
respect to the data area of the EF shown in FIG. 7 is
performed, a data area of the EF 1s set as shown in
FIG. 12. In the example shown in FIG. 12, the state
identifier 301 of record R2 is information indicating
sharing and head address information of an area of the

shared destination is stored as information indicating
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card | performs a shared data setting process to share a specified record
in response to a shared data setting command supplied from the external
device (reader/writer) 5. Further, the IC card 1 performs a 20process of
reading data of a record of the shared destination according to a read
command that specifies a record set to be shared and supplied from the
external device (reader/writer) 5. In addition, the IC card 1 performs a
process of rewriting data of a record 250f the shared destination to data

specified hy.a rewrite.command.ageording tg.the reweite command.of data

that specifies a record set to be shared and supplied from the external
devige(readerdnrter s5maddNext, the-shareddata seltingiprocess sreadf

process and rewrite process in the IC card 1 are explained in detail. First,
the hardeFdatacsetting pfocessiis explanéd’ih detafle te oS 1Y ARELST

S:g gflegsv%%gsrts % r. |IIusthat|n thc? flow%of g CE)ces dg‘% éshareg %seggpier

na sharede ata'se tlng command IS recelve IS NOW

assuped thahthe readeryaiter,s usgd astbe external ggwgﬁasy@@li@%@a,
shared data setting command 400 that shares a specified record of a

specified @0 with ardifferenttrecarttitosthe |Cndardris thhen, thel iC caedl 1by
receives the shared data setting
the data 303 of record R2 and accesses data of the
shared destination as data of record R2.

Next, various processes of the IC card 1 are
explained.

The IC card 1 performs various processes according
to various commands that request accesses to the
respective records in the above data file (EF). The
various commands are supplied to the IC card 1 from the
external device (reader/writer) 5. For example, the IC
card 1 performs a shared data setting process to share
a specified record in response to a shared data setting
command supplied from the external device
(reader/writer) 5. Further, the IC card 1 performs a
process of reading data of a record of the shared
destination according to a read command that specifies
a record set to be shared and supplied from the
external device (reader/writer) 5. In addition, the IC
card 1 performs a process of rewriting data of a record
of the shared destination to data specified by a

rewrite command according to the rewrite command of

data that specifies a record set to be shared and




10

20

25

15command 400 via the communication unit 25. The thus received
command is supplied to the CPU 21 from the communication unit 25. The
CPU 21 determines whether the command is a shared data setting
command by use of the CIA portion 402 and INS portion 403 in the
command 20header portion 401 of the command 400. When
determining that the received commandi$ the shared data setting
command 400, the CPU 21 performs a process of detecting "DF to which
shaged 8ir;helongs) snecified by the, dataportion A407.0fthe shared data
25setting command 400 (steps 3100 to S104). In this case, "OF to which
shared SFibelengstrs infornation stored &t thendatarpartier A07<afdhe
shared data - setting command 400. "OF to which shared EF belongs" is
a DE1eWich anEF ¢ised o Puarewe in WHiSe the sikared récarckis
stored belongs. In this case, it is assumed that "OF to which shared FE
belo%ﬁ%i?slggﬁieéiﬁec?%f/%léF name of the OF. That is, the CPU 21
sequentially.reads respectiye definition infarmation iteras from the file
definition information region 22b shown in FIG. 4 (step S100). If the read
definitipn dnfosmatian ds:hat definition 10information of the OF (NO in step
S101), the CPU 21 determines whether next definition information is
present or héEstep $1929. 1} ft is Beterrfned rthe dsoveldetefrnirationd
step, that the next definition Informatign is present (YES jn. step S102), the
P 52 (oA RS 176 pHCSRE TS Sier) SH0 G st Text hefimhr . Heose)
information, I is-detegminedsthat theynextdefinitionsinfrmatiands not
present (NO in step 3102), the CPU 21 transmits an error response
indicating that ar error hassoocerrednintthé sparsthder /writer 5 used as

the external device supplies a shared data setting
command 400 that shares a specified record of a
specified EF with a different record to the IC card 1.
Then, the IC card 1 receives the shared data setting
command 400 via the communication unit 25. The thus
received command is supplied to the CPU 21 from the

communication unit 25. The CPU 21 determines whether

the command is a shared data setting command by use of
the CLA portion 402 and INS portion 403 in the command
header portion 401 of the command 400.

When determining that the received command is the
shared data setting command 400, the CPU 21 performs a
process of detecting “DF to which shared EF belongs”
specified by the data portion 407 of the shared data
setting command 400 (steps S100 to S104). In this
case, “DF to which shared EF belongs” is information

stored in the data portion 407 of the shared data
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20data setting process to the reader/writer 5 (step 103) and terminates the
present process. If the read definition information is definition
information of the OF (YES in step 3101), the CPU 21 determines whether
or not the OF defined by the above 25definition information is "DF to
which shared FP' belongs" specified bthJpe data portion 407 of the shared
data setting command 400 (step S104)in thus - 28 - case, it is assumed
that "OF to which shared EF belongs" is specified by the OF name.

Therefarethe-CRIL2Y determines whetheyor 1ot the QFinamejatbegs
read OF definition information coincides with the OF 5name of "OF to

whith shared E& belongs'sspetifietsby thescomdmi 400.e infigisich the
determined in the above determination step that the DF of the read OF

defifitforeifdifttion is ot e BF 6O which'sidted 1Ebfongs” ~°
(NG I 10sep $104).5 CPU 2L it process (o g S12 anc
t

detects next definition information. it is determined inthe above
deternaination step,that the QUmef the read Qfr definition information is the

OF of "OF to which shared IF belongs" (YES in

That is, the CPU 21 sequentially reads respective
definition information items from the file definition
information region 22b shown in FIG. 4 (step 5100). If
the read definition information is not definition
information of the DF (NO in step S101), the CPU 21
determines whether next definition information 1is
present or not (step S102). If it is determined in the
above determination step that the next definition
information is present (YES in step S5102), the CPU 21
returns the process to step S100 and reads next
definition information. If it is determined that the
next definition information is not present (NO in step
S102), the CPU 21 transmits an error response
indicating that an error has occurred in the shared
data setting process to the reader/writer 5 (step S103)
and terminates the present process.

If the read definition information is definition
information of the DF (YES in step S101), the CPU 21
determines whether or not the DF defined by the above
definition information is “DF to which shared EF
belongs” specified by the data portion 407 of the

shared data setting command 400 (step S104). In this
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15step 5104), the CPU 21 performs a process of storing the OF inherent
number of the OF in the working memory 23 (step05). That is, the CPU 21
extracts the OF inherent number of the read OF definition information.
When extracting the OF inherent number, the CPU 21 20holds the OF
inherent number as identification iniorn}agtion_indicating "OF to which
shared EF belongs" in the working memory 23. When the OF inherent
number of "OF to which shared EF belongs" is stored in the working
mepary 23; the €PLL 2521 determines whethesror siot siext-defimition
information is present in the file definition information region 22b shown in
FIG < (step 5106).dbe TOHib s tetetmimedithatnext défiritiont infermation
is not present (NO in step S10 @Pthe CPU 21 transmits an error response

indic’ n&%hﬁ%ﬁ?éﬁ‘élnﬁﬁs Beethed irfthe"SHarcd ddta sBRIFY proceds to
the feaderiiritel »ia(etsh 103k and lerminates 18 pragess furihe, it

rmlned that next n|t|on |n ormation Is present (YES in step
S10fmtheEPthzl f%a%mn@ﬁad@@altm informagion (step-31Q 8 Ifithe
next definition information is read in step 5107, the CPU 21
the command 400.
If it is determined in the above determination

step that the DF of the read DF definition information

is not the DF of “DF to which shared EF belongs” (NO in

step 8104), the CPU 21 returns the process to step S102

and detects next definition information.

If it is determined in the above determination
step that the DF of the read DF definition information
is the DF of “DF to which shared EF belongs” (YES in
step S5104), the CPU 21 performs a process of storing
the DF inherent number of the DF in the working memory
23 (step S105). That is, the CPU 21 extracts the DF
inherent number of the read DF definiﬁion information.
When extracting the DF inherent number, the CPU 21
holds the DF inherent number as identification
information indicating “DF to which shared EF belongs”

in the working memory 23.

When the DF inherent number of “DF to which shared

EF belongs” is stored in the working memory 23, the CPU

2?1 determines whether or not next definition

information is present in the file definition

information region 22b shown in FIG. 4 (step S106). If
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10determines whether or not the read definition information is ES
definition information (step 3108). If it is determined that the read
definition information is EF definition information (YES in step 5108), the
CPU 21 determines whether or not the OF 15inherent number indicating a
OF to which an SF defined by the EF dggnitign information belongs
coincides with the OF inherent number stored in the working memory 23
in step. 5105 (step 5109). If it is determined in the above determination

step that the QF inherent numberin.20the read Sk definition infermation
does not coincide with the OF inherent number stored in the working
memory 23<Nahin stép ST0Yrthe CPW2L retuens e processtostidE an
5106 and detects next definition information. 25In the configuration \
exafiifie bf #ie Befisition Mfbfhafion shafh iATFIET 40an B befohgiigt 7

each.DF is written following,after the DF definition .- 30 - infarmati QLEheS
OF J%l %h?%haﬁ%glo%}aggé Iy gw%ast %;Qge}:i{ %C(?osnssiéeoreak%ﬁatrge d%?i?ﬁ#cr}n

information lying betiween theOfr-definition:infewnation. specifiedhincsteps 1t
5104 and next OF definition information is a desired SF. With the above
configurationyif itis detémined it stépfB108 that the fearhdéfinition s
information is not EP, definition information or if it is determined in step

5109tR&CHNe OETRhefent hiibetd 8b/ndtEdindide tithEathtothBf Ha*®
CPU 24.may adyance 10the pracess 1o step 5303 and progess an error

process
definition information is read in step S107, the CPU 21

determines whether or not the read definition
information is EF definition information (step S5108).

If it is determined that the read definition
information is EF definition information (YES in step
S108), the CPU 21 determines whether or not the DF
inherent number indicating a DF to which an EF defined
by the EF definition information belongs coincides with
the DF inherent number stored in the working memory 23
in step S105 (step S109). 1If it is determined in the

" above determination step that the DF inherent number in

the read EF definition information does not coincide
with the DF inherent number stored in the working
memory 23 (NO in step S109), the CPU 21 returns the
process to step S106 and detects next definition
information.

In the configuration example of the definition
information shown in FIG. 4, an EF belonging to each DF

is written following after the DF definition
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to indicate that a desired SF could not be detected. If it is determined
in the above determination step that the OF inherent number in the read
SF definition information coincides with the OF inherent 15number stored
in the working memory 23 (YES in step S109), the CPU 21 determines
whether or not SF-ID of the SF definitiofyinformation coincides with "EF-ID
of shared SF" specified by the above command (step 5110). If it is
determined in the above determination step that EF-IDs do not coincide

with gagh.ptherin,step $110)pthe CRY, 21 weturns, the pracess 1@ sten s

3106 and detects next definition information. If it is determined in the
abavesdetetrninationstep that<SF-tD of the regd SFidefinitiominfamaatiom
25coincides with "SF-ID of shared SF" specified by the above command,
the OPOR PGéteARThes\Bhethef Shanad i€ perifted 6t ndt haded ontthe?

read SE definiion 31 - Infarmation. (step SLL) That . the.CPL21
detérmineSwhether § aring’is permissi e O not accor Ing to whether ﬁ1e

shagipg permiting infprmation portion, 208 i theread Sk defipition: is

information permits sharing or not (step S113). If it is determined in the

abovetdetermindtion stepethat sharingat the read definition
information is not EF definition information or if it
is determined in step S109 that the DF inherent numbers
do not coincide with each other, the CPU 21 may advance
the process to step S103 and process an error process
to indicate that a desired EF could not be detected.

If it is determined in the above determination
step that the DF inherent number in the read EF
definition information coincides with the DF inherent
number stored in the working memory 23 (YES in step
$109), the CPU 21 determines whether or not EF-ID of
the EF definition information coincides with “EF-ID of
shared EF” specified by the above command (step S110).
If it is determined in the above determination step
that EF-IDs do not coincide with each other (NO in step
S110), the CPU 21 returns the process to step 5106 and
detects next definition information.

If it is determined in the above determination
step that EF-ID of the read EF definition information
coincides with “EF-ID of shared EF” specified by the
above command, the CPU 21 determines whether sharing is

permitted or not based on the read EF definition
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cannot be permitted (NO in step S111), the CPU 21 advance the process
to step 5103, outputs an error response to the reader/writer 5 and
terminates the 10process. If it is determined in the above
determination step that sharing can be permitted (YES in step S111), the
CPU 21 stores information of the sharing-time security condition
information portion 209 in the read 15S “definition information in the
working memory 23 as a sharing security condition (step S113). This is a

progessqfh.checking whethes am S thatwill bessetgtersglisties the

sharing security condition with the above SF. When the sharing security
condiipniis 20stored 4 the weatking mpemeryp23nthesGBU2 b performs a
process of specifying a head address of a shared record (step S114). For
exaffple tHerCPUR MeglehRtes Bhedldcaddias® oF B shatdd rédora Bededor

on "record nu r of shared ES" specified_by the data, partion 407 of th
S i gl e b lel st betele e L

and stores the this c%ifc%?attéa &

addess,infarmatiopip the working meemory: 1 1 3In thiscase, the head
address of the shared record is calculated based on the head address of

the datacarearafthe £ T anddhe datailengtimofheadlvrecordpThe £F datar ing
area can be specified by the head address 5of the data area of the EF

defififiBA AFfoRRaREABS IRV P! 6 tHeréford, thetigad address of

each record in the EIF data area is _calcul by adding.the len thﬁ(g ta
size‘?%F%réc\?vhgréepgr'ﬁ%ﬁeosfse;: rse%g% |%?§§3imn%8 L?glys/ bae?o%art e%l
head address-ofitbedatarcader/writer 5 and terminates the

process.

If it i1s determined in the above determination
step that sharing can be permitted (YES in step S111),
the CPU 21 stores information of the sharing-time
security condition information portion 209 in the read
EF definition information in the working memory 23 as a
sharing security condition (step S113). This is a
process of checking whether an EF that will be set
later satisfies the sharing security condition with the
above EF. When the sharing security condition 1is
stored in the working memory 23, the CPU 21 performs a
process of specifying a head address of a shared record
(step S114). For example, the CPU 21 calculates a head
address of a shared record based on “record number of
shared EF” specified by the data portion 407 of the
shared data setting command 400 and stores the thus
calculated address information in the working memory

23.
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10area to the head address. The length of the whole portion of one record
is equal to the total sum of the lengths of the state identifier 301, data
length 302, data portion 303 and file check byte 304. In this case, the
lengths of the state identifier 301, data 15 length 302 and file check byte
304 are preset lengths and the length oéghe data portion 303 is the length
indicated by the data length 302. The above process (steps S100 to S114)
is a process of specifying the shared record (record of the 20shared

destination), Therefore, if-the pracess.up Loystepal 1 isgarregtly o
performed, the CPU 21 performs a process of forming a record (record set
to besshared) knked with atrecortheftheshared destinatianifsteps bilk e
5124). 95That is, when the head address of the shared record is stored in

the AFkingiRentofy PBEtHEECPUR L perfefhs alsioeess of spectyingantd -

ET that store 33 record set to be snared in the file definition
inforTI}nlgltiéonF réﬁ%ﬁ 2b*showtin 1G4 gégiﬁeéte%p% § fSrboeéfEZB)qq:roerss
example,the CRY 21 sequantially reads;definjtion information items-fran
the file 5 definition information region 22b (step S115). When the read
definitionrinformation i$ not Ekadefifittion, infdraatad NQldrstep ST16xch
the CPU 21 determines whether next definition information is present or

not EXER S117Y. [k ds BEtsHifiRed it theldb sire! t0deétefflinatioA &ep that™e

nexﬁg%%@goqggggn%@gé§ of the whole portion of each record
lying immediately before the head address of the data
area to the head address. The length of the whole
portion of one record is equal to the total sum of the
lengths of the state identifier 301, data length 302,
data portion 303 and file check byte 304. In this
case, the lengths of the state identifier 301, data
length 302 and file check byte 304 are preset lengths
and the length of the data portion 303 is the length
indicated by the data length 302.

The above process (steps S100 to S114) is a
process of specifying the shared record (record of the
shared destination). Therefore, 1f the process up to
step S114 is correctly performed, the CPU 21 performs a
process of forming a record (record set to be shared)
linked with a record of the shared destination (steps

115 to 5124).

That 1s, when the head address of the shared

record is stored in the working memory 23, the CPU 21

performs a process of specifying an EF that stores a
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present (YES in step 3117), the CPU 21 returns the process to step 3113
and reads the next definition information. Further, if it is determined that
next definition information is not present (NO in step 153117), the CPU 21
transmits an error response indicating that an error has occurred in the
shared data setting process to the readeg/writer 5 (step. 3118) and
terminates' the process since a to-be-set El cannot be detected. 20If the
read definition information is EP definition information (YES in step S116),

the,GRY,21 determinesawhethet gr nat thesEF defined byrthes&R definition
information is an IF that stores a record set to be shared (step S119). For
examglerthe: CPU 2% @5detelineswhiathier or Hot E4-1B ©f ite (Fdefifed
by the EF definition information coincides with "IF-ID of to-be-set E|"

spetified by?tr%légtb porfiGr 407 BIRHE - 34€ shBtbd datd S8R ~2 1Y
commagd 4QOO if it s detern Wa@?o%b vteeg%tegpg}@tlgﬂest%q E@at the
IF defir tfhenl':ll dleflnltlon in

hed by ormation oes not coincide with the IF

thatsteres therecord setdahe-shared (MO ipbsteptShlY 1 the) CPUidn
returns the process to step 5106 and detects next definition information.

If it i :determinetrinithé wbove defermination siep that the IR géfindd byn
the IF definition information coincides with the El that st%rfs&he 10record
set {0 b8 Share@PYESn sepsLR0) e tpU 3T © etermines

whether next definition information is present or not
(step S117). 1If it is determined in the above
determination step that next definition information is
present (YES in step S117), the CPU 21 returns the
process to step S115 and reads the next definition
information. Further, 1f it is determined that next
definition information is not present (NO in step
S117), the CPU 21 transmits an error response
indicating that an error has occurred in the shared
data setting process to the reader/writer 5 (step S118)
and terminates the process since a to-be-set EF cannot
be detected.

If the read definition information is EF
definition information (YES in step S116), the CPU 21
determines whether or not the EF defined by the EF
definition information is an EF that stores a record
set to be shared (step S119). For example, the CPU 21
determines whether or not EF-ID of the EF defined by
the EF definition information coincides with “EF-ID of

to-be-set EF” specified by the data portion 407 of the
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determines whether or not a DI to which the IF belongs is a DF that is now
processed (step 3120). For example, it is assumed that information
indicating the DI now processed is held in the working memory 23 as a
15DI inherent number of the current DI. That is, the CPU 21 determines
whether or not the DI inherent number i§14the_EI definition information
coincides with the DI inherent number of the current DI stored in the
working memory 23. If it is determined in the above 20determination step

thatthe DLtowhich 4he ¢ belopgs s net a B that is new progessadN@d
in step 5120), the CPU 21 returns the process to step 3106 and detects
next defintioatinfoematior rif itris determineg incthetalbidve détedmiateoh by
25step that the DI to which the El belongs is a DI that is now processed
(YESh SBp3adby ithé TPUDOdER e sivRéther br fot e PR W1 th

defigﬁg bé/EIhghEl .- 3% C()Jlefiniti@kr]lein]i_pérglglti%n sg,ysg%z %@I %?%Sr S(?wiqn

condition stored in the v%erﬁing memory (sstep etermined

in the above determinationpstep thatthe Ffs degs net satisfy the shasipgs106
security condition (NO in step 3121), the CPU 21 transmits an error
responselinticating tkattaiefron has occurréd im#iel shared data setting
process due to non-coincidence with the sharing security condition to the

reader/writef 5i(stels PAS AR indtes e PRICESsTOR TS -+ 0n

determined.in th ove.determinati tep thatth  satisfies the
shaﬁn%%e%ﬁﬁt%/ %ﬁ\%iﬁ% Y%@%t?p%%%%i ?ﬁ%%lj g?@geﬁgrms a

processcefsetting a ¢ecerdiecordset ta e shared)dinkedowitls theneecord

of the shared destination in the
record set to be shared (YES in step S119), the CPU 21
determines whether or not a DF to which the EF belongs
is a DF that is now processed (step S5120). For
example, it is assumed that information indicating the
DF now processed is held in the working memory 23 as a
DF inherent number of the current DF. That is, the CPU
21 determines whether or not the DF inherent number in
the EF definition information coincides with the DF
inherent number of the current DF stored in the working
memory 23. If it is determined in the above
determination step that the DF to which the EF belongs
is not a DF that is now processed (NO in step S120),
the CPU 21 returns the process to step S106 and detects
next definition information.

If it is determined in the above determination

step that the DF to which the EF belongs is a DF that
is now processed (YES in step $120), the CPU 21

determines whether or not the EF defined by the EF
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15data area of the SF defined by the EF definition information (steps 3122
to S123). Like record R2 shown in FIG. 12, in the record set to be shared,
the state identifier 301 becomes "shared" and the data 303 becomes
"head address" of the link destination. For 20example, the record set to be
shared is specified by a record number gat is specified by the P1 portion
of the shared data setting command 400. Therefore, the CPU 21
writes information indicating "shared" in the state identifier 301 in the

25rgeord ofithe regord numbet spegified by the comnaand ﬁ@g indhe data,
area of the SF defined by the SF definition information (step S122).

Furthetdthei GRUs £ 83621 writésaheadiaddress.of the2fecosd ¢pbel21) .
shared (to be linked) to the data 303 of the record in which the state
identffie} B015s Gt fo sHaREd - (5tép 5128 VR this B fie-Read addFess
(shared address) written to the data,303 is_address information stqred in
the%o?ﬁir%%r%ea%ry 23%n'step ﬁ%i_s §y i %ese?i%%ro]f?ﬁe above ad

processesds serregtly campletedsthe CPU 21 forms responsedatas an
indicating the correct termination as a response with respect to 10the

shased-datarsetting semmand 400randtiransmits ¢re sameste thecurred in
reader/writer 5 (step S124). When the response data indicating the correct
terntingtieh I B8nsmitedS id EPU PIRERTMaTESIHE s a Thatd Seftiy~e

‘NO%%%% the sharing security condition to the

reader/writer 5 (step S118) and terminates the process.

If it is determined in the above determination
step that the EF satisfies the sharing security
condition (YES in step S121), the CPU 21 performs a
process of setting a record (record set to be shared)
linked with the record of the shared destination in the
data area of the EF defined by the EF definition
information (steps S122 to S123). Like record R2 shown
in FIG. 12, in the record set to be shared, the state
identifier 301 becomes “shared” and the data 303
becomes “head address” of the link destination. For
example, the record set to be shared is specified by a
record number that is specified by the Pl portion of
the shared data setting command 400.

Therefore, the CPU 21 writes information
indicating “shared” in the state identifier 301 in the
record of the record number specified by the command
400 in the data area of the EF defined by the EF

definition information (step S122). Further, the CPU
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15According to the above shared data setting process, a record whose
shared destination is set by the head address can be set according to the
shared data setting command shown in FIGS. 9 and 10 as indicated by
record R2 of FIG. 12. 20Next, a process of reading the above record
explained in detail. FIG. 15is ajlowg@art_for illustrating the flow of a
process (read process) when the IC card 1 receives a read command.
25First, it is assumed that the reader/writer 5 used as the external device

supplies; ajread command thatreguests reading-eta speeifigd recerdda (<o
the IC card - 37 - I. Then, the IC card 1 performs a process of reading

dat@eoirespendingdo the read eomddand frohethesreader/ivriternS cRIG.he
16 shows an example of a read command 700. 5As  shown in FIG, 16,

the ?&5’& BoAiand 706 incilided & c%%éﬁd\h%.%ﬂjé?ﬂgrtiﬁlt?@l ahdhe:
portion g gsrl\% sg % ;En%%%g :ESI? egg%@lgfn&zoélﬁﬁ%gggg%%gﬁ by &CLA: cten

portion _ on portion portion 705.
Infoprpatiga indicating that the gamumand 4 Qisa keacheommandisistoregdn

the CLA portion 702 and
working memory 23 in step S114.

If a series of the above processes is correctly
completed, the CPU 21 forms response data indicating
the correct termination as a response with respect to
the shared data setting command 400 and transmits the
same to the reader/writer 5 (step S124). When the
response data indicating the correct termination is
fransmitted, the CPU 21 terminates the shared data
setting process.

According to the above shared data setting
process, a record whose shared destination is set by
the head address can be set according to the shared
data setting command shown in FIGS. 9 and 10 as
indicated by record R2 of FIG. 12.

Next, a process of reading the above record is
explained in detail.

FIG. 15 is a flowchart for illustrating the flow
of a process (read process) when the IC card 1 receives
a read command.

First, it is assumed that the reader/writer 5 used
as the external device supplies a read command that

requests reading of a specified record to the IC card
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INS portion 703. The P1 portion 704 and P2 portion 705 are information
indicating parameters of the read command. In this example, it is
assumed that ES-ID indicating an SF as a data file that stores a record to
15be read is stored in the P1 portion 704. Further, it is assumed that a
record number indicating a record to be,read is stored in the P2 portion
705. When receiving the read command 700 via the communication unit
25, the CPU 21 determines whether 20the command is a read command
by use ofrthe,CLARortien 792.and INS pertion 703 inthecormandading
header portion 701 of the command 700. If it is determined that the
received commandds thenreadocarmmaneaz00; dheGRU 24gperfdrens a
process of detecting a to-be-read ES 25specified by the Pl portion 704 of
the F8ad 26MiMaR§ 700 (steps S200 to 3204). That is, the CPU 21
sequential a efinition - 38 - in ation ite fi inition
informatioﬁly Iré%i(()jﬁgﬁh%voswr? in Efé’f@g %teé) %Ztcbor%%%%neh%%&ggﬁiﬁt?gﬁ
informatianis,nok SFdefinition inf-nation: (NGxinsiep $201).1beGRY 21
determines whether next

command header portion 701 and Le portion 706. The

command header portion 701 is configured by a CLA
portion 702, INS portion 703, Pl portion 704 and P2
portion 705. Information indicating that the command
is a read command is stored in the CLA portion 702 and
INS portion 703. The Pl portion 704 and P2 portion 705
are information indicating parameters of the read
command. In this example, it is assumed that EF-ID
indicating an EF as a data file that stores a record to
be read is stored in the Pl portion 704. Further, it
is assumed that a record number indicating a record to
be read 1s stored in the P2 portion 705.

When receiving the read command 700 via the
communication unit 25, the CPU 21 determines whether
the command is a read command by use of the CLA portion
702 and INS portion 703 in the command header portion
701 of the command 700. If it is determined that the
received command i1s the read command 700, the CPU 21
performs a process of detecting a to-be-read EF
specified by the Pl portion 704 of the read command 700
{steps S200 to S204).

That is, the CPU 21 sequentially reads definition
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5definition information is present or not (step 5202). If it is determined in
the above determination step that next definition information is present
(YES in step S202), the CPU 21 returns the process to step 5200 and
reads the next definition information. Further, if 10it is determined that
next definition information is not pre_senééNO_in step S202), the CPU 21
transmits an error response indicating that an error has occurred in the
read process for the read command to the reader/writer 5 (step S203) and

terminates,the; present-13precess.. ne ! the readrdefinition information isn
EF definition information (YES in step S201), the CPU 21 determines
whethet the SEdefined:byithe ISKE definitiohdpfofihation is am Skhspecified
by the P2 portion 705 of 20the read command 700 (step S204). In this
casesif ig'asdied Hairuidativg the SPto he Petifiedls Storedthes-Lon
portion. 705. Then, t PU 21 determi hether or not SF-IS in th
rea(ﬁglwi égfirﬁﬁgﬁ inggéniétioﬁtgﬁngi%ggvﬁth\ggi?l m§€eecslfigdﬁ %}%T?éﬁ deXt

25pgHiom 103 oh thengormmandr00.s p itk is determined indheabove?) .

determination step that the SF of the read SF definition information - 39 -

is nottthetFR speeifiedrbyrthd réad command 7 00N int stepiS204); tve

QPU 21.returns the Eroc_ess to step 5202 and detects next definition

infofMatiopext derfinition information is present (YES 1in
step S202), the CPU 21 returns the process to step 5200
and reads the next definition information. Further, if
it is determined that next definition information is
not present (NO in step S$5202), the CPU 21 transmits an
error response indicating that an error has occurred in
the read process for the read command to the
reader/writer 5 (step $203) and terminates the present
process.

If the read definition information is EF
definition information (YES in step S201), the CPU 21
determines whether the EF defined by the EF definition
information is an EF specified by the P2 portion 705 of
the read command 700 (step S204). In this case, 1t is
assumed that EF-ID indicating the EF to be specified is
stored the P2 portion 705. Then, the CPU 21 determines
whether or not EF-ID in the read EF definition
information coincides with EF-ID specified by the PZ
portion 705 of the command 700.

If it is determined in the above determination

step that the EF of the read EF definition information
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Further, if it is determined in the above determination step that the EF of
the read EF definition information is the EF specified by the read
command 700 (YES in step S204), the CPU 21 determines whether or not
a OF to which the EF of the SF definition information belongs is a OF now
processed (step S205). For example, it @ assumed that information
indicating the OF now processed is held as a OF inherent number of the
current OF in the working memory 23. In this case, the CPU 21

detgrmings whethgrrorat the QfF ipheregtnymber LG defipitiony 1n
15information coincides with a OF inherent number of the current OF
storeddp the workingraempry 23. Hdtdis cletermined ivthesabave step 5202
determination step that the OF to which the EF belongs is not the OF now
proéessede teatis Ereddesinstibelbhg o e OF W Processed 20(NO in

step S205), the CPO 21 lﬁeturns th% process to gstep 5%%)2 ar‘gjogf%tects next

definition informAtion. Fdrther, it Rdetemmined in the above

deteyminatign, stephatthe EN ofthe,&F definjion informatior pelongs to
the DP now processed (YES in 25step S205), the CPU 21 determines
whetheri orinatdhe prigsentsecorityi statensatisfiesithe sétartyogoriditonr e d
the read FE definition information (step S206). If - 40 - it is determined in
the aBBYE WdtetAfinatiohSstep tRAER does hot shiisty The sééufity GOt

(NO in step 3206), the CPU 21 transmits an.error res e indicating that
an é”r}rlc?rtrﬁaesro@c%rpe%%inath%%ega p“%éecs?% fgo}r1 ZEEFEea cg%?nand to the

readerpwyriter {sigp P2O3) ARd ferminaies the presantProsesSprocessed
(step S205). For example, it 1s assumed that
information indicating the DF now processed 1is held as
a DF inherent number of the current DF in the working
memory 23. In this case, the CPU 21 determines whether
or not the DF inherent number in the EF definition
information coincides with a DF inherent number of the
current DF stored in the working memory 23. If it is
determined in the above determination step that the DF
£o which the EF belongs is not the DF now processed,
that is, the EF does not belong to the DF now processed
(NO in step S205), the CPU 21 returns the process to
step S202 and detects next definition information.

Further, 1f it is determined in the above

determination step that the EF of the EF definition
information belongs to the DF now processed (YES in
step S205), the CPU 21 determines whether or not the
present security state satisfies the security condition

of the read EF definition information (step $206). If
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Further, if it is determined in the above determination step that it satisfies
the security condition (YES in step S206), the CPU 21 performs a 10read
process according to the state for a record specified by the record number
stored in the P1 portion 704 of the command 700 (steps 5208 to S214).
As described previously, each record h% three types of states indicated
by the state identifier 301. That is, 15the State identifier 301 of each record
indicates one of "unwritten”, "already written" and "shared". When the

state.identifierof the record specified by the cormand700,is "unwittensc
(YES ("unwritten”) in step S208), the CPU 21 transmits an error response
20 indicating oceurrence of antereorde dhe teaderhuriter Sofstepi3208) anep
terminates the present process since the to-be-read data is not present.
WhER e staté fdemitifie? of tHexretbrd Spacified bythé Tommand 70C, is
"already written" ("%ead%Znggitth" 1jlna%te!g)CSCZUOQ the, CPt 21 reags the
data 303t the' Fedord spelifiet 1/ the“comman ;dg (step 3210Y.7n this
casg, the CBUR21 farms respanse fata.that s 44z indicales corect - 5
termination and in which read data is set (step 3211). When the response
data mnoicatsrRthe conrect temminatiesistformed cthenCPRI 2T ¢ramsmits the

Further, 1f it i1s determined in the above
determination step that it satisfies the security
condition (YES in step S8206), the CPU 21 performs a
read process according to the state for a record
specified by the record number stored in the Pl portion
704 of the command 700 (steps $208 to S214). As
described previously, each record has three types of
states indicated by the state identifier 301. That is,
the state identifier 301 of each record indicates one
of “unwritten”, “already written” and “shared”.

When the state identifier of the record specified
by the command 700 is “unwritten” (YES [M“unwritten”] in
step S208), the CPU 21 transmits an error response
indicating occurrence of an error to the reader/writer
5 (step S$203) and terminates the present process since
the to-be-read data is not present.

When the state identifier of the record specified
by the command 700 is “already written” (“already
written” in step $209), the CPU 21 reads the data 303
of the record specified by the command 700 (step S210).

In this case, the CPU 21 forms response data that
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thus formed response data indicating the correct termination to the
reader/writer 5 (step 3212) and terminates the present process.

Further, when the state identifier of the record specified by the command
700 is "shared" ("shared" in step S209), the CPU 21 reads address
information as the 10data 303 of the regord specified by the command
700 (step S213). As described previously, the address information is
information indicating the head address of a shared destination (link

destinatien). as shared data-af the reearsk Thesefore the GPYULlareadsa is
shared 15data in which an address read as data of the record is used as

thedwead @ddness 13tep.S21%)e Wheretheesharedadata s read] the TP 21he
forms response data that indicates correct termination and in which,

shaf€d Bafs réad Fonmtheosharad destinationt isétias rend data Fosept e
52 It, if th indicati )
1), A3 Sopl e lepenge flata [ndigating e conadlc.

U? or?e
termination Is forme transmits us formed response

data dndicating the eorectderminationte the readerineter SJstep 5212)
and 25terminates the present process. According to the above data
read rocess; eatd o aspeetied recorkeéfa shared destination can be
read - 42 - based on the head address of the shared destination written té)

the data of thetfeebrd Witk reSp&ctio A featl €St used to fead s~ ©
recrd set 10 bg shared. Nexh.fA.datarewritg pragessdgr the-ahauerecord

step S209), the CPU 21 reads address information as the
data 303 of the record specified by the command 700
(step S213). As described previously, the address
information is information indicating the head address
of a shared destination (link destination) as shared
data of the record. Therefore, the CPU 21 reads shared
data in which an address read as data of the record 1is
used as the head address (step S214). When the shared
data is read, the CPU 21 forms response data that
indicates correct termination and in which shared data
read from the shared destination is set as read data
(step $215).

As a result, i1f the response data indicating the
correct termination is formed, the CPU 21 transmits the
thus formed response data indicating the correct
termination to the reader/writer 5 (step S$S212) and
terminates the present process.

According to the above data read process, data of

a specified record of a shared destination can be read



10

20

25

5is explained in detail. FIG. 17 is a flowchart for illustrating the flow of a
process (rewrite process) when the IC card 1 receives a rewrite
command. First, it is assumed that the reader/writer 5 used 10as the
external device supplies a rewrite command that requests a process of
rewriting data of a specified record to the IC card I. Then, the IC card 1
performs a rewrite process corresponding to the rewrite command from
the reader/writer 5.  FIG. 18 shows an example of a rewrite command

800, As.shown in EIG, 18, the rewrite command,80Q ingludes.a cgrimand

header portion 801, he portion 806 and data portion 807. The command
heagder porion:801 isscanfigured byra: CtAcpartion 802, INSpertiort 803,
P1 20portion 804 and P2 portion 805. In the CFA portion 802 and INS

porticre 808 iferthtiohardicating Iatthexehiinand is Atelfitehared.

command js stored. The Pi portiont804 %n%ezz%)ogi%n ?Qé arg(i)nforrggggr%d
indicating Bgfé?ﬁet%rs 8t theralrits Tofmand In'this examﬁle, it 2578

assymed.that PR:ID indicating.an PP as a data file that stores a

to-be-rewritten record is stored in the 21 portion 804. Further, it is
assumed.thata recortlsnambesindieatingta to-beireswitteninegorthis £low
stored in the P2 portion 803. When receiving a rewrite command 800
via thé CorRRRFRETIONTMITTAS, HhBICPER détermindswRéthed e

comltré%nd ise% r%wrritezew%gtrgénaggng%gae of the CLA portion 802 and INS
portion 8§03 v the command header portion 801 of the command 800. If it

is determined,that the receivedscommandds the cewtitecommand-800; theed

CPU 21 performs a process of detecting a to-be-
as the external device supplies a rewrite command that
requests a process of rewriting data of a specified
record to the IC card 1. Then, the IC card 1 performs
a rewrite process corresponding to the rewrite command
from the reader/writer 5.

FIG. 18 shows an example of a rewrite command 800.

As shown in FIG. 18, the rewrite command 800 includes a
command header portion 801, Le portion 806 and data
portion 807. The command header portion 801 is
configured by a CLA portion 802, INS portion 803, Pl
portion 804 and P2 portion 805. In the CLA portion 802
and INS portion 803, information indicating that the
command is a rewrite command is stored. The Pl portion
804 and P2 portion 805 are information indicating
parameters of the rewrite command. In this example, it
is assumed that EF-ID indicating an EF as a data file

that stores a to-be-rewritten record is stored in the

Pl portion 804. Further, it is assumed that a record
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10rewritten EF specified by the PI portion 804 of the rewrite command 800
(steps S300 to 5304). That is, the CPU 21 sequentially reads
respective definition information items from the file definition information
region 22b shown in FIG. 4 (step S300). If 15the read definition
information is not EP definition infor_matBn (NO in step 5301), the CPU 21
determines whether next definition information is present or not (step
S302). If it is determined in the above determination step that the next
definition-infarmation-20is present(¥ES.ip.step S30235eCPY 21 ratums; n
the process to step 5300 and reads next definition information. If it is
determined thatthearexd @efinition information is not present (NO in step
5302), the CPU 21 transmits an error response 25indicating that an error
has occurfiin the Féwfite fratess forithe reRfie Bmmand i the e

reader/writer 3 (step S303%a terminates the present process. - 44 - If
tho T SR Mo atioh 1 SF o ot e s (Vs e

S30hethestRbhal dstermings whethenernod the, Edefined by the 5F

definition information is an SF specified by the P2 portion 805 of the

rewpiter commant?80Q (step 5304y tlhon 803 in the command header
portion 801 of the command 800. If it is determined
that the received command is the rewrite command 800,
the CPU 21 performs a process of detecting a to-be-
rewritten EF specified by the Pl portion 804 of the
rewrite command 800 (steps S300 to S304).

That is, the CPU 21 sequentially reads respective
definition information items from the file definition
information region 22b shown in FIG. 4 (step S300). If
the read definition information is not EF definition
information (NO in step $301), the CPU 21 determines
whether next definition information is present or not
(step S302). If it is determined in the above
determination step that the next definition information
is present (YES in step S$302), the CPU 21 returns the
process to step S300 and reads next definition
information. If it is determined that the next
definition information is not present (NO in step
3302), the CPU 21 transmits an error response
indicating that an error has occurred in the rewrite
process for the rewrite command to the reader/writer 5

(step S303) and terminates the present process.
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this case, it is assumed that SF-ID indicating a specified SF is stored in
the P2 portion 805. Therefore, the CPU 21 determines whether or not
SF-ID in the read SF definition information coincides with 10SF-1D
specified by the P2 portion 805 of the command 800. If it is
determined in the above determination step that the SF of the read SF
definition information is not the SF specified by the rewrite command 800
(NO in step 3304), the CPU 21 returns the process to step 5302 and

detects next defiaition dafosmation - 1 onlf itis determingd i the above
determination step that the SF of the read SF definition information is the
SF epécified hyrtherréwrite tommant®800 (Y ESsn Z0stép 53043, the'CRU
21 determines whether or not a CT to which the SF of the SF definition

infdtMaBioR Befohge R BE Mdw Processtd (EtelrE305) Fo¥ exampie, it is
assymed that &w{oafﬂ%gggﬂ@ﬂ%@ngsthsno% pow processedis held as.a

OF inherent number e current OF in the working memory 23. In this

casgs thei 6P k2% determines wiether ardietihe D inhesesbnwaberin  In
the SF definition information coincides with a OF - 45 - inherent number
of th& tarreAtBE stored inctheuwerkirigmenicry 23. it issdétendirred

inabove determination step that the OF to whjch thejr_FE be %qgs is not a
OF TRW proceSséd, that - e EF dbes 1ot Bhelsig t8 The’ O now

progessed: (NQ instep $305) 1thg GRU 21 ieluins the Nrogess, g step-1 p

5302 and detecfs next definition information. If it is determined in the

aboye determisation stepethat thel EF ofilie read Fmdefirition dfermation
EF-ID specified by the P2 portion 805 of the command
800.

If it is determined in the above determination
step that the EF of the read EF definition information
is not the EF specified by the rewrite command 800 (NO
in step 5304), the CPU 21 returns the process to step
S302 and detects next definition information.

If it is determined in the above determination
step that the EF of the read EF definition information
is the EF specified by the rewrite command 800 (YES in
step S304), the CPU 21 determines whether or not a DF
to which the EF of the EF definition information
belongs is a DF now processed (step S305). For
example, it 1s assumed that information indicating the
DF now processed is held as a DF inherent number of the
current DF in the working memory 23. In this case, the
CPU 21 determines whether or not the DF inherent number

in the EF definition information ccincides with a DF
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1C,belongs to the OF now processed (YES in step 5305), the CPU 21
determines whether or not the present security state satisfies the security
condition of the read EF definition information (step S306). If it is
determined in the above determination step that it does 15not satisfy the
security condition (NO in step 5306), th&CPy 21 transmits an error
response indicating that an error has occurred in the rewrite process for
the rewrite command to the reader/writer 5 (step 5303) and terminates the

presentrocess. 2QJLit is determined inthe ahovedstermination step thatng
it satisfies the security condition (YES in step S306), the CPU 21
perigrmsry read pracesstaccerding ¢othenstate forarecord specified by a
record number stored in the P1 portion 804 of the 25command 800 (steps

S30BtrSB1aR NedestibedBreviotssy, BichFetbrtitasihted fypustords
states indicate%tgy }lhoe state idengfi%‘r 3Ct)Jfl 'l;hat IS t@g -%:Fst%% gdqégigier
i n

301°8f &5¢ch fecdrd ndicates Bna of *unwri en},a'élreagy written™ a

"shatedsn g cWhendhe statsidentfier of the receid spesifiegd bysthe) , the
command 300 is "unwritten” (YES ["unwritten™) in 5step S308), the CPU
21 tranvsmits aaterrorsrespense imckcatingooctuerenge f amnetroletocthes

reader/writer 5 (step S303) and terminates the present process since
to-becrdad @dtalis hoPpresehprmation.

If it is determined in the above determination
step that the EF of the read EF definition information
belongs to the DF now processed (YES in step S305), the
CPU 21 determines whether or not the present security
state satisfies the security condition of the read EF
definition information (step S306). If it 1is
determined in the above determination step that it does
not satisfy the security condition (NO in step $306),
the CPU 21 transmits an error response indicating that
an error has occurred in the rewrite process for the
rewrite command to the reader/writer 5 (step S303) and
terminates the present process.

If it is determined in the above determination
step that it satisfies the security condition (YES in
step S306), the CPU 21 performs a read process
according to the state for a record specified by a
record number stored in the Pl portion 804 of the
command 800 (steps S$S308 to S314). As described
previously, each record has three types of states

indicated by the state identifier 301. That 1s, the
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When the state identifier of the record specified 10by the command 800 is
"already written" ("already written" in step S309), the CPU 21 rewrites the
data 303 of the record specified by the command 800 to data stored in the
data portion 807 of the command 800 (step S310). If the rewrite process is
correctly terminated, 15 the CPU 21 transmits a response indicating
correct terminal-ion to the reader/writer 5 (step 3311) and -ht= mates the
process. Further, when the state identifier of the record specified by

the command 800iis 1'sharegt! (shasedhin20ster 3309), dhe &PUYRd of
reads address information as the data 303 of the record specified by the
command 800=(step S312%Aly desdrivethfreviclss!the address
information is information indicating the head address of a shared

destinatio {iffk détinalibhfas Shafed 25dadlof thE ré&5ar Therstore, - ¢
e CPU 2 rewgies shared daaiang an address eachas e ead )

s and used as data of the record to data stored in the data portion
807sefdpecommand 890 (ste 331 3h e tewdte proeess fargata of the
shared destination is correctly terminated, the CPU 21 transmits a
resoonsecimtlioating Cowect tEnination te theoBreadeFgitecs dsiepra3aagr
and terminates the process. According to the above data rewrite

processS iFPesponae 6 4 revite dotimiand 1 el 16 Teititd A F6E5H Serts®
be shargd. data of {he specified.regorc.of the shared destination can be

rewritten to data specified 10by the command based on the head address

of the shargflen the state identifier of the record specified
by the command 800 is “already written” (“already
written” in step $309), the CPU 21 rewrites the data
303 of the record specified by the command 800 to data
stored in the data portion 807 of the command 800 (step
$310). If the rewrite process 1s correctly terminated,
the CPU 21 transmits a response indicating correct
termination to the reader/writer 5 (step S311) and
terminates the process.

Further, when the state identifier of the record
specified by the command 800 is “shared” (“shared” in
step S309), the CPU 21 reads address information as the
data 303 of the record specified by the command 800
(step S312). As described previously, the address
information is information indicating the head address
of a shared destination (link destination) as shared
data of the record. Therefore, the CPU 21 rewrites
shared data having an address read as the head address

and used as data of the record to data stored in the
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destination written to the data of the record. =~ Next, a modification of the
above embodiment is explained. The above process of setting snared
data is not limited to the method for specifying the shared destination by
using an address and any method can be used if it can specify the shared
destination. For example, the shared d%s/tinagion can be specified by a OF
name (or OF inherent namber), EF-ID and record 20number. :n the
method for specifying the shared destination by using an address, the

shaged desfingtion,can be directly, spegified bysusing apaddsessy) | 1

Therefore, it is considered that an access speed is high. That is, since the
sharec:destination is:2behirectly specified byfusing anraddsessidtsisimottion
considered that the process time becomes longer even if the state
identifief OF HRCFecord $$TSHEEFS - 48< GrfthelotheF ARAB LA Method
for srpecn‘glngea re%ord chia shared destination bXPL@i%aI,laa%E pame, EF-ID

and Tegsrd iumber; it is n&%e%%%gﬁ/tto%ea%ntha &-an address of the

shared;destination-at the shadpgsetting time. Further, i the methed foress .
specifying the record of the shared destination by using the OF name,
EF-ID and zecarddiumber; itissotinecessarydo resset rfopmaticres, in
indicating a record of
response to a rewrite command used to rewrite a record
set to be shared, data of the specified record of the
shared destination can be rewritten to data specified
by the command based on the head address of the shared
destination written to the data of the record.

Next, a modification of the above embodiment is
explained.

The above process of setting shared data is not
limited to the method for specifying the shared
destination by using an address and any method can be
used i1if it can specify the shared destination. For
example, the shared destination can be specified by a
DF name (or DF inherent number), EF-ID and record
number. In the method for specifying the shared
destination by using an address, the shared destination
can be directly specified by using an address.
Therefore, it is considered that an access speed is
high. That 1s, since the shared destination is
directly specified by using an address, 1t is not

considered that the process time becomes longer even 1

the state identifier of the record is “shared”.
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the shared destination even if the address of the shared destination is
changed. That is, in the method for specifying the record of the shared
destination by using the OF name, EF-ID and record number, it is
considered that the process of setting sharing for a record can be easily
performed and the degree of Isfreedomyin the operation can be made
high. Generally, the data memory management technique is a
technique for optimizing a memory area of the data memory. The memory

management technigue-continugushydinksiaemesy areassthat begame a
unavailable or memory 20areas lying in gaps between various data items
and reconstructssars avaitablel aremop/tarea. As aresult, in the memtory
management technique, the arrangement of various data items on the

mefrfory thay'Be FrREUEA Rt “Thattis1h e mEmoRy ifdnmagement
techigus, addresses ghiie meon/ 1 vl ¥arious A tarBa afe. e

stored may be frequently changed. Therefore, data used to refer to
addsgsses gn the mamporyimust berupdated,ati n49ndhe samadtimeras
data reconstruction (optimization) in the memory area. ~ For example, a
programming fahgulige catled Java (feyisteradt tddemard)is previded as
a programming 5language applied to the IC card#.orlﬁn Java, a f.LgCnc:tngnnot

callbd YaPbage cofectiohSs providéd a8 funchd memary
management. Garpage collectionds a techpigue Qf increasing the aked ob s

an availlable continuous memory area formed by collecting memory

70areas that ore netysed any dengerdry the programandss of the
shared destination is changed. That is, in the method
for specifying the record of the shared destination by
using the DF name, EF-ID and record number, it is
considered that the process of setting sharing for a
record can be easily performed and the degree of
freedom in the operation can be made high.

Generally, the data memory management technique 1is

a technique for optimizing a memory area of the data
memory. The memory management technique continuously
links memory areas that become unavailable or memory
areas lying in gaps between various data items and
reconstructs an available memory area. As a result, in
the memory management technique, the arrangement of

various data items on the memory may be frequently re-

set. That is, in the memory management technique,

addresses of the memory in which various data items are

stored may be frequently changed. Therefore, data used

to refer to addresses on the memory must be updated at
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memory areas lying in gaps between the programs. The Java virtual
machine (JVM) itself has a garbage collection function so that the Java
programmer will not be required to pay any attention to the memory
15management. That is, In a IC card having a memory management
function for optimizing data such as the garbage collection, it is necessary
to recalculate an address of a shared destination each time data is
optimized if 20a method for directly specifying an address of the shared

destinatian is applied. As aresplt, diakes along time (o perform the data;
optimization process itself or the address data re-setting process
accompamnied by the-data optimization. On the other 25hand, in a IC card
to which a method for specifying a record of a shared destination by using
a DI namet 9| B axdretorcRn @b F iiappled! e tinecregiredd- sp1a

for erformigl(? th%hdgta tggtimi%(ation sprocess, ar t(gle data re-rset'&jg rocess
acc Jrfn":”pqalnsie 536/3 edata omﬁt}ljmi’za%ion%’gﬁ%le reeduacléd.aN%x?,ga method for

specifyingdhe shared; adestinatiop bycusing ADE name”, JEFID :@n%inct ion

"record number" is explained.
called garbage collection is provided as a function of
the memory management. Garbage collection 1is a
technique for increasing the area of an available
continuous memory area formed by collecting memory
areas that are not used any longer by the program and
memory areas lying in gaps between the programs. The
Java virtual machine (JVM) itself has a garbage
collection function so that the Java programmer will
not be required to pay any attention to the memory
management.

That is, In a IC card having a memory management
function for optimizing data such as the garbage
collection, it is necessary to recalculate an address
of a shared destination each time data is optimized if
a method for directly specifying an address of the
shared destination is applied. As a result, it takes a
long time to perform the data optimization process
itself or the address data re-setting process
accompanied by the data optimization. On the other
hand, in a IC card to which a method for specifying a
record of a shared destination by using a DF name,

EF-ID and record number is applied, the time reqguired
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FIG. 19 shows an example of the configuration of a record when the
shared destination Is specified by using "DE name", "SF-ID" and "record
number”. In this 10example, it is assumed that information configured by
"DE name", "SF-ID" and "record number" indicating the shared destination
is used as shared destination information. Data of a record other than a
record in which a 15state identifier shown in FIG. 19 is "shared" may be
kept unchanged to have the configuration shown in FIGS. 1 to 11, for

example, In the record inwhichthe state identifier js sshareds, shared.

destination information ("DF name", "SE-ID" and "record number") is
20wrtten as data 8303 @ndrintorationdadicting dhe tength of thershared
destination information as the data 303 is written as data length 302 as
showatitd FédordBXsoWs iy FIG.CED! - Next, various processes

performed when the shaﬁzd 25 estinationF ?%edtci%d by.the sgared
,as

destination formatisty are gxplgﬁleﬁ?fzﬁ% aredda gaéléﬁlng process

pmﬁ%@%ﬁ%ation by using “DF name”, “EF-ID” and “record
number” is explained.

FIG. 19 shows an example of the configuration of a
record when the shared destination is specified by
using “DF name”, “EF-ID” and “record number”. In this
example, it is assumed that information configured by
“DF name”, “EF-ID” and “record number” indicating the
shared destination i1s used as shared destination
information.

Data of a record other than a record in which a
state identifier shown in FIG. 19 is “shared” may be
kept unchanged to have the configuration shown in
FIGS. 1 to 11, for example. In the record in which the
state identifier is “shared”, shared destination
information (“DF name”, “EF-ID” and “record number”) is
written as data 303 and information indicting the
length of the shared destination information as the
data 303 1s written as data length 302 as shown in a
record R2 shown in FIG. 19.

Next, various processes performed when the shared
destination is specified by the shared destination
information are explained.

First, a shared data setting process performed
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- 51 - when the shared destination is specified by the shared destination
information is explained. In the shared data setting process, when the
shared destination is specified by the shared 5destination information, the
process of step 3114 in the Process shown in FIGS. 13 and 14 is omitted
and the process of step 3123 is changed to a process of writing shared
destination information to data of a record in which the state identifier is
set to "shared". 10The shared destination information is "DE' name to

whigh shared EFbelongs=202,,3818.0f shargd EFR'1208 ard tshargdared

record number” 504 in the data portion 407 of the shared data setting
commandr400 as shawnindtGod0ihisspéansthiat "DI name”, "33-ID"
and 15"record number" in the data portion 407 of a received command are

written as Hatd BEtHEREBR Pthe sHalréd ot S8RmYSrot8ss Tt is,
Wher}lthee%h%redtdensgigation is specifiequt?g éh%ghgﬁ%d g%%\tp&gion
e

info?maaﬁon, a&&_relss cajrccﬁrfat%osn ggne Bé ma unnecessary in the
shaged data selting 1recessand i is enly reauireddowriteetihedata in

portion of the command to data of the record. This means that the shared

data settingoprecessissimple. FIGS. 13 and 14 is omitted and the
process of step S123 is changed to a process of writing
shared destination information to data of a record in
which the state identifier is set to “shared”.

The shared destination information is “DF name to
which shared EF belongs” 502, “EF-ID of shared EF” 503
and “shared record number” 504 in the data portion 407
of the shared data setting command 400 as shown in
FIG. 10. This means that “DF name”, “EF-ID” and
“record number” in the data portion 407 of a received
command are written as data of the record in the shared
data setting process. That is, when the shared
destination is specified by the shared destination
information, address calculation can be made
unnecessary in the shared data setting process and it
is only required to write part of the data portion of
the command to data of the record. This means that the
shared data setting process 1s simple.

Next, a read process and rewrite process performed
when the shared destination is specified by the shared
destination information are explained.

When the shared destination is specified by the
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Next, a read process and rewrite process performed 25when the shared
destination is specified by the shared destination information are
explained. Whenthe shared destination is specified by the - 52 - shared
destination information, it becomes necessary to perform a process of
specifying a record of a shared des_tinagi n based on shared destination
information as data of a record in which the state identifier is 5"shared" in
the read process or rewrite process. FIG. 20 is a flowchart for

i"“%??éip&cih&efm of.a processofspacifying a regard ofashatedssary to

destination when the state identifier of a to-beprocessed record is
"shaked! o Thatisptheqarosess 18showh in Ga 20 s aprocdsspetfarmed
instead of step 3213 in the read process shown in FIG. 15 or step 3312 in

the FERFTE PloE@ds 3hBRM iATFIB AT forSamPia LR prodesd(’ as
3400 to 3410) shown in FIG. 20 is simjlar to_t f.steps 3100 t
a OlIO. aFﬁfofCﬁ 11 V?H%ﬁs’f:lml:%% OSPetpéo%%gei%%l%t?8§ 9 0

311 asthown in owevetr, the process (steps to 3411) shown

in HGy204s differentfromdhe precrsssef sleps $1004e 3310shown in
FIG. 13 in that a record of a shared destination is specified based on

shared destirtatiohGinfosmatidho20Thattisf wheh the state idertifier of &l ow

qugé a process of specifying a record of a shared
destination when the state identifier of a to-be-
processed record is “shared”. That is, the process
shown in FIG. 20 is a process performed instead of step
S213 in the read process shown in FIG. 15 or step 8312
in the rewrite process shown in FIG. 17, for example.
The process (steps S400 to S410) shown in FIG. 20 is
similar to the process of steps S100 to S110 shown in
FIG. 13. However, the process (steps 5400 to S411)
shown in FIG. 20 is different from the process of steps
S100 to 8110 shown in FIG. 13 in that a record of a
shared destination is specified based on shared
destination information.

That is, when the state identifier of a to-be-
processed record is “shared”, the CPU 21 performs a
process of detecting “DF to which shared EF belongs”
indicated by the shared destination information as data
of the record (steps S400 to S5404). It is assumed that
“DF to which shared EF belongs” 1is specified by a DF

name. In this case, the CPU 21 sequentially reads

definition information items from the file definition
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processed record is "shared”, the CPU 21 performs a process of detecting
"DE to which shared EF belongs" indicated by the shared destination
information as data of the record (steps 3400 to G404). It is assumed that
25"DE to which shared EF belongs" is specified by a DF name. In this
case, the CPU 21 sequentially reads definition information items from the
file definition - 53 - information region 22b shown in FIG. 4 (step 3400).

If the read definition information is not DF definition information (NO in

step,3401),.the GPUZL detesmines whether nextdefinition information is
present or not (step S402). If it is determined in the above determination
step that next definitioadnfosnation i present (YESinsteE3402), e
CPU 21 returns the process to step 3400 and reads the next definition
infotmatioht Farthér Horsadeterminéd fothatféxtefinttionShforrtdtionlis
noté)resent, NO in ﬁtgg, gﬁ%éé@e&FPUr@lﬁt{%@Fmﬁ%an error response

ind %'ﬁ&% Sah &rorhas occdre ?nffhelabove proccenéﬂrsn?(i)C the

reader/writer 3 (step S403) apddenninatesithe;progessilaltthedeadin the
definition information is DF definition information (YES in step S401), the
CPuRlvdetesminesi whethen os nep thenHt nametdefmedrbyttherabove IF
definition information coincides with "IF name to which shared EF

beldRds SpRkifide By tHersRial 209estinatic Mroridatioh (stdiF S4BY4).4f
it is determine?ﬁn the above d term&natio&ﬁtgp at%t tpg -RE ngme of
reaa%tlgagﬁni ion informatio %O S POt coi

mation does not coincide with the [F name of the

shaged dgstination:ipformationdNO in-stepr2404) theiGPUs2 L katuiis thed
25process to step 5402 and detects next definition
that next definition information is not present (NO in
step S402), the CPU 21 transmits an error response
indicating that an error has occurred in the above
process to the reader/writer 5 (step S5403) and
terminates the process.

If the read definition information is DF
definition information (YES in step S401), the CPU 21
determines whether or not the DF name defined by the
above DF definition information coincides with “DF name
to which shared EF belongs” specified by the shared
destination information (step S404). If it 1is
determined in the above determination step that the DF
name of the read DF definition information does not
coincide with the DF name of the shared destination
information (NO in step S404), the CPU 21 returns the
process to step $S402 and detects next definition
information.

If it is determined in the above determination
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information. If it is determined in the above determination _ step thatOF
name of the read OF definition information coincides with the OF name of
the shared destination information (YES in step 3404), the CPU 21 stores
a OF inherent number of the OF definition information in the working
memory 23 (step S405). When the OF inherent number is stored in the
working memory 23, the CPU 21 determines whether or not next definition
information is present in the file definition information region 22b shown in

FIG. 4 (step 103406). #fit js.determineddthat nextdefinition.infarmation is
not present (NO in step 3406), the CPU 21 transmits an error response
indicatingrthatiamerrot has @esumed!lin thespivicessne the rédderAvritee§

(step 5403) and terminates the process. 15Further, if it is determined that
nexteetintoniaforiaiionts present (PESHR sté5R406Y the CPO 2FU 21

reads next definition information (step S407). If th t definit]
T o I'E)EI, lnhteJéeéh 7?\%#28% Lj) 1%)% %Eeéeﬁhﬂt‘&%n

. STOores .
information is read in ‘ste P etermines whether or not

the rgad definition 20inforation is B definition information (sters5408)itkn

it is determined that the read definition information is EF definition

infarmation. (¥ES restepnumber is stored in the working memory
23, the CPU 21 determines whether or not next
definition information is present in the file
definition information region 22b shown in FIG. 4 (step
S406). If it is determined that next definition
information is not present (NO in step S5406), the CPU
21 transmits an error response indicating that an error
has occurred in the process to the reader/writer 5
(step S403) and terminates the process.

Further, if it is determined that next definition
information is present (YES in step S406), the CPU 21
reads next definition information (step S407). If the
next definition information is read in step 5407, the
CPU 21 determines whether or not the read definition
information is EF definition information (step S5408).
If it is determined that the read definition
information is EF definition information (YES in step
S408), the CPU 21 determines whether or not a DF
inherent number indicating a DF to which an EF defined
by the EF definition information belongs coincides with
the DF inherent number stored in the working memory 23

in step S405 (step S409). 1If it is determined in the
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3408), the CPU 21 determines whether or not a OF inherent number
indicating a OF to which an EF defined 25 by the EF definition information
belongs coincides with the OF inherent number stored in the working
memory 23 in step 3405 (step S409). If it is determined in the - 55 above
determination step that the OF inhe_rené umber in the read ET definition
information does not coincide with the inherent number stored in the
working memory 23 (NO in step S409), the CPU 21 returns the 5process

to step, 5406 and detectsinext defipition ipformatien. ; nylf tds defermined i n
in the above determination step that the DF inherent number in the read

SF definiieadnformatien coincidesi with the OFoinheteryt I0numbemstored

in the working memory 23 (YES in step 3409), the CPU 21 determines
whéth&Rof A6t SF-IDNGfthe ST deRRificn FifekAaticn cofRidEs kith YSF-1D

of shared ES” in the shared destination information (step S410). If it i
QetBRHIREN 17 thel ABove dElSTRINalen dtep ot Be-s 4 b6 Soineis

e above natlor? step s do not coincide

with,each other (NQ i step 3410} othe-CBU:21 retumnsitheiprocess to step

3406 and detects next definition information. If it is determined in the
above tetermination step that SF-ID of the read SF definition information
20coincides with EF-ID in the shared destination information (YES in step

$410), the CPU2T Befi6itfis BlgtoEeds of Si5ecifyitta Hebb akdiess 6F'a

el e Coalen e AL Fo P UL

numpers specifiad bythesharesh coincides with the DF inherent
number stored in the working memory 23 (YES in step
S409), the CPU 21 determines whether or not EF-ID of
the EF definition information coincides with “EF-ID of
shared EF” in the shared destination information (step
S410). 1If it is determined in the above determination
step that EF-IDs do not coincide with each other (NO in
step S5410), the CPU 21 returns the process to step 5406
and detects next definition information.

If it is determined in the above determination
step that EF-ID of the read EF definition information
coincides with EF-ID in the shared destination
information (YES in step S410), the CPU 21 performs a
process of specifying a head address of a record of the
shared destination (step S411). For example, the CPU
21 calculates a head address of a record shared based
on “shared record number” specified by the shared
destination information.

In this case, the head address of the record of
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destination information. In this case, the head address of the record of the
shared destination is calculated based on the head address of the EF data
area and data length of each record. The EF data area can be specified
by the head address of the data area of the EF definition 5information
shown in FIG. 6. Therefore, the head address of each record in the EF
data area is calculated by adding the length (data size) of the whole
portion of each record lying directly before the data area to the head

address of the data.area, The J0whole length of onegecard is,equal to, they

total sum of the lengths of the state identifier 301, data length 302, data
portiery 383 anskfilercherk hyte 304 rivthisncase; the lengih$ ob thesstaite
identifier 301, data length 302 and file check byte 304 are preset lengths
and-thededgth Gththeldats pbrich 363 fthelengiemdicsted by thedabead

length 302. ccording to the above processes, the head address of the
_rec%’r%%ﬁﬁé shared de _ﬁlr?zftio%rseﬁecglfiag ﬁ)? t%%sségifejcfl&équt%%tion
information can he spegified ana29a data read or Fewte pracess £an be
performed. As described above, setting of sharing of a record can be

madelaéven if thé shared destinatiaminfdrmationdistusedrHdhere is a

possibility that the address of the shared destination may be changted, the
effiGert2BmERTOrY Inatkgerierttantse rdlizedasP makiy thelsettify of

Sharing pL e fesord by Helna e, 2B9ye, shaeg destnalion Jniorpation. re
data area to the head address of the data area. The
whole length of one record is equal to the total sum of
the lengths of the state identifier 301, data length
302, data portion 303 and file check byte 304. In this
case, the lengths of the state identifier 301, data
length 302 and file check byte 304 are preset lengths
and the length of the data portion 303 is the length
indicated by the data length 30Z.

According to the above processes, the head address
of the record of the shared destination specified by
the shared destination information can be specified and
a data read or rewrite process can be performed. As
described above, setting of sharing of a record can be
made even if the shared destination information is
used. If there is a possibility that the address of
the shared destination may be changed, the efficient
memory management can be realized by making the setting
of sharing of the record by using the above shared

destination information.
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As described above, the IC card according to this embodiment has the
data memory that stores data files in which data is stored in the record
unit. When receiving a command that requests access to the specified
record stored in the data memory from the reader/writer, the IC card
determines whether Of not the recard that is_requested to be accessed is
shared data. If it is determined in the above determination step that the
record specified by the above command is 10shared data, access is made

to data of the shared:destination speeifiedy the data of theirecord @asthes
data of the record. As a result, in the IC card according to the above

embodimentetie management of datmintthe teedrdiit stored irptheldata
memory can 15be efficiently performed,  Additional advantagﬁs and
f

modificHtidiS wilPreadiy otEar e thbie SkilelSh tE alt TherefBre: the
invention. in.its broa cts,is not limi t ific details and
repfe%s%%aka%v}ége%bggﬁﬁegﬁt% ?()i%gw%]ga@ﬁig %g%clr% te)\ce%eﬁgre(i&rg @:%rdingly,
varigysanedifigatiensomay he-magdeiwithows depastingfrom,therspiritore
scope of the general inventive concept as defined by the appended claims
andriheifeeinivalents, MESUR WHAT IS2CEAIMEDSIS 1S Ahsertatlenot
electronic device comprising: a storage un% which stores a data file

havintf d&faCor&irdcdid uhft StoEUtRERSIn -5a REnthaicAoh tiiit WHicH
Conggygpm%§ﬁ§%“%@1QQtermined in the above determination

step that the record specified by the above command is
shared data, access is made to data of the shared
destination specified by the data of the record as the
data of the record. As a result, in the IC card
according to the above embodiment, the management of
data in the record unit stored in the data memory can
be efficiently performed.

Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the
spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.
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external device, a determination unit which determines whether a
record that is requested to be accessed is shared data when a command
that requests access to a specified record is 10 received via the
communication unit, and a processing unit which accesses data of a
shared destination of the record basegon information indicating the
shared destination as data of the record when the determination unit
determines that the record specified by 15 the command is shared data,
wherein the storage unit stores a state identifier indicating whether each
record stored in the data filE 4 sHared datdafdthé determination unit
determines whether the record specified by the command is.shared data
by LSy 2008 STB G ET L 0B e SonEle SLETOme Hevice

according:tg.clajm Lfupthgr compising.a sharing settingdinitawhich writes of
information indicating a shared destination to data of a specified record
awhen@arcommandshatrreguestsrsetting 25 of shared data in the specified

record is received via the communication unit. 3. The portable |
dchén@QﬂﬂMﬁ?&&ﬁﬁ&ﬁg%Eit which communicates data with an

external device,

a determination unit which determines whether a record
that is requested to be accessed is shared data when a
command that requests access to a specified record is
received via the communication unit, and

a processing unit which accesses data of a shared
destination of the record based on information indicating
the shared destination as data of the record when the
determination unit determines that the record specified by
the command is shared data,

wherein the storage unit stores a state identifier
indicating whether each record stored in the data file is
shared data and the determination unit determines whether
the record specified by the command is shared data by using
the state identifier.

2. The portable electronic device according to
claim 1, further comprising a sharing setting unit which
writes information indicating a shared destination to data
of a specified record when a command that requests setting
of shared data in the specified record is received via the
communication unit.

3. The portable electronic device according to

MCSLLP




10

15

20

25

claim 2, wherein the sharing setting unit writes address information of a

record of the she rod destination as information indicating the shared

destination to data of the specified record. 54. The portable electronic

device according to claim 2, wherein the sharing setting unit writes MCSLLP
information indicating the data file tba%gtoles a record of the shared

destination and record identification information in the data file as

information indicating the 10 shared destination to data of the specified

record. 5. The portable electronic device according to claim 1,
Avherein thevprocessinghumityyerfornts & process of reéading dags ofddress

shared destination and transmitting the read data as data of a record

Isplecifietf byl command ﬂ%ﬁ?ﬁ%q&@%tssﬁéﬁﬂﬁ% e Ekternalidévice
;When ihe. deerminationunit deleunines 1ot eJecqietisahared datd, o

. The por ectronic device according to claim 1, wherein the

forecessing eni pertorns@, process of 20 rewriting data of a shared
destination to data specified by a command that requests rewriting when
the determifiatiory anit deternfines that tHe rekord Spedifie@ Bylthe t°
command that requests rewritin%js shared data. __.7. The. partable

Célééﬁ‘brﬁc d‘é@ﬁ:@ed&oﬁiﬁg e, ?S&ﬁérngorﬁﬁlﬁstmgralr%%aule which
ingldss (e AayR ualk: 20 Ameinibody inthat themoduleiesMES bodta

of the shared destination and record identification
information in the data file as information indicating the
shared destination to data of the specified record.

5. The portable electronic device according to
claim 1, wherein the processing unit performs a process of
reading data of a shared destination and transmitting the
read data as data of a record specified by a command that
requests reading to the external device when the
determination unit determines that the record is shared
data.

6. The portable electronic device according to
claim 1, wherein the processing unit performs a process of
rewriting data of a shared destination to data specified by
a command that requests rewriting when the determination
unit determines that the record specified by the command
that requests rewriting is shared data.

7. The portable electronic device according to
claim 1, further comprising a module which includes the

above units, and a main body in that the module is
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embedded. 8. A data processing method in a portable electronic device
which includes a storage unit which stores data, a communication unit
which communicates data with an external 5 device and a control unit MCSLLP
which performs a data process, comprising: storing a data file having
data of a record unit stored therein_in the storage unit, determining
whether a record that is requested to he 10 accessed is shared data when
a command that requests access to a specified record is received via the
communication unit, and accessing data of a shared destination of a
ergcotd ddsed on information indicating the shared destination as 15 data

of the record when it is determined in the abave determination s '

_the r(_agz_:orq ép@é?i_ﬁ@d %f/?ﬁg ¢ommant %s %aréa d%t ,S'Il:,ﬂjgw%?egin %e%tg}? one
qidentifier indicating whether each record stared invthe-datatfile issshared, a

data is stored in 20 the storage unit and the above determination
cdeterminestwhethen the record specified byahe Toffhand istéhared datgrnat

by using the state identifier. = 9. The data processing method in the
darasleBleCtforie Bbvice deRording te Blalif IBWLP Sdrifer comprisifg 25°°°

Coggr}q gr}fgrgn?atlon indicating a shared destination to data

storing a data file having data of a record unit
stored therein in the storage unit,

determining whether a record that is requested to be
accessed is shared data when a command that requests access
to a specified record is received via the communication
unit, and

accessing data of a shared destination of a record
based on information indicating the shared destination as
data of the record when it is determined in the above
determination step that the record specified by the command
1s shared data,

wherein a state identifier indicatihg whether each
record stored in the data file is shared data is stored in
the storage unit and the above determination determines
whether the record specified by the command 1is shared data
by using the state identifier.

9. The data processing method in the portable
electronic device according to claim 8, further comprising
writing information indicating a shared destination to data

of a specified record when a command that requests setting
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- 61 - of shared data in the specified record is received via the
communication unit 10. The data processing method in the portable
electronic device according to claim 8, further comprising writing address
information of a record of a shared destination as information indicating
the shared destination to data of a _spggifigd record when a command that
requests setting of shared data in the specified record is received via the
communication unit. 1011. The data processing method in the portable
electronic device according to claim 8, further comprising writing ‘
cififormation indicating atdeta fileeinithied reeerrof o sharedestifafidr isthe
stored and record identification information in the data file as information
Ciritating the 95 sHaréd destination to data of the specified record when a
command that requests setting of the,shareddata in the-specifiedsrecord
is received via the communication unit. 12. The data processing
emethodhinitbeportable electroricrdevice ateanding, tofolainh8 rwherein thei ng
process 20 is a process of reading data of a shared destination and
wrdnsmitting thesread data B8 aate bf & reBordPSpadiet by a Tdmmfidnd
that requests readin the external devic enitjsd ined in the
AS5ove ettlecr)r%inaé%ioﬁq%%}pr %az% the ré‘cno% ?sg g%%%d%}ﬁa%%%g@he data
Juocessing methad in the pertableglectranie devies Becarding ko elaimSid
wherein the process MCSLI is a process of rewriting data of a shared
rdestination ¢e datesspecified by asommmadndahat requests repgiting wsen it
is determined in the above determination step that the record specified by

nRECOMMANd A rBg e sts Fewhfing REEHEred gty Wit

11. The data processing method in the portable

N

electronic device according to claim 8, further comprising
writing information indicating a data file in that a record
of a shared destination is stored and record identification
information in the data file as information indicating the
shared destination to data of the specified record when a
command that requests setting of the shared data in the
specified record is received via the communication unit.

12. The data processing method in the portable
electronic device according to claim 8, wherein the process
is a process of reading data of a shared destination and
transﬁitting the read data as data of a record specified by
a command that requests reading to the external device when
it is determined in the above determination step that the
record is shared data.

13. The data processing method in the portable

electronic device according to claim 8, wherein the process

MCSLLP




MCSLLP

is a process of rewriting data of a shared destination to
data specified by a command that requests rewriting when it
is determined in the above determination step that the
record specified by the command that requests rewriting is

shared data.



