MULTI - THREADED NETWORK PROCESSOR  BACKGROUND Thi's invention r

net wor k packet processing. Parallel processing is an efficient form of

i.nf ormati on processing of concurrent events in a conputing process.
Paral | el pwvooesssesy demands concurrent execution of many preijvsoeE271a a
conputer, in contrast to sequential processing. In the context of a
paral |l el processor, parallelisminvolves doing nore than one thing at the
sanme time. Unlike a serial paradigmwhere all tasks are perforned
sequentially at a single station or a pipelined machi ne where tasks are
performed at specialized stations, Wt | ng, a plurality of
stations are provi GHBEWSEW%B@W%E“%A@%B%% %‘r](%&ﬁg&g tasks. That is,
in general all or a plurality of the stations work sinultaneously and

| mdependently on the sane or common el enents of a problem Certain problens
are suitable for solution by applying parallel processing. ' SUMVARY
According to an aspect of the presBAECKERGENPi on, a nethod for processing of
net wor k packets includes receiving network packets and operating on the

net wor k packets wrhhsaipvemalon yrefatrsdianaticrddPackesf RRAceH e si ng of
t he packets. 2 4 JUN 2004 WD 01/48606 PCT/US00/ 42716 BRI EF DESCRI PTI ON
OF THE DRAW NGS FParallet progerkimg ok &n ¢t dGntufiadm ich infaxaation

enpl oyi ng a hardwar e-based nul tithreaded processor,.
processing of concurrent events in a computing process. Parallel

;.e3e*Tn26T*]12 4 JUN 2004 WD 01/ 48606 PCT/ US00/ 42716 THREAD Sl k! Ny %dgl‘
el at es

processing demands concurrent execution of many programs in a -
coﬁputer, in contrast to sequential processing. In the context
of a parallel processor, parallelism involves doing more than
one thing at the same time. Unlike a serial paradigm where all
tasks are performed sequentially at a single station or a
pipelined machine where tasks are performed at specialized
stations, with parallel processing, a plurality of stations are
provided with each capable of performing all tasks. That is, in
general all or a plurality of the stations work simultaneously
and independently on the same or common elements of a problem.
Certain problems are suitable for solution by applying parallel
processing.
SUMMARY

According to an aspect of the present invention, a
method for processing of network packets includes receiving
network packets and operating on the network packets with a

plurality of program threads to affect processing of the packets.
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FIG 2 is a detailed block diagramof the hardware based nultithre%?egwﬁ
processor of FIG 1. FIG 3 is a block diagramof a m croengi ne £ éneiN I
unit enployed in the hardware-based nultithreaded processor of FIGS. 1 and
2. FIG 4 is a black diagramof a nenory controller for enhanced bandw dth
oper ati on used1ussos he hardwar e-based nultithreaded processaicrdsoéu7ps | S a

bl ock di agram of a nenory controller for latency |imted operations used in
t he hardware-based nultithreaded processor. FIG 6 is a block diagramof a
comuni cation bus interface in the processor of FIG 1 depicting hardware
used in programthread signaling. FIGS. 7A-7B are a pictori al
representation and flow chart useful in understandi ng programthread
signaling with a . clear on read register. FIG 8 is a flow chart of an
inter-thread signaling schene. -2 2 4 JUN 2004

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a communication system
employing a hardware-based multithreaded processor.

FIG. 2 is a detailed block diagram of the hardware-
based multithreaded processor of FIG. 1.

FIG. 3 is a block diagram of a microengine functional
unit employed in the hardware-based multithreaded processor of
FIGS. 1 and 2.

FIG. 4 is a block diagram of a memory controller for
enhanced bandwidth operation used in the hardware-based
multithreaded processor.

FIG. 5 is a block diagram of a memory controller for
latency limited operations used in the hardware-based
multithreaded processor.

FIG. 6 is a block diagram of a communication bus -
interface in the processor of FIG. 1 depicting hardware used in
program thread signaling.

FIGS. 7A-7B are ‘a pictorial representation and flow
chart useful in understanding program thread signaling'with a .
clear on read register.

FIG. 8 is a flow chart of an inter-thread signaling

scheme.



WO 01/ 48606 PCT/ US00/ 42716 FIG 9 is a flow chart of a progranwigrﬁﬁduu
status reporting process. Architecture: DESCRI PTION Referring J (ﬁ ﬁ, a
comuni cation system 10 i ncludes a parallel, hardware-based nultithreaded
processor 12. The hardware-based nmultithreaded processor 12 is coupled to a
bus such asveofsmsog@her al Conponent |nterconnect (PCT) bus BRer/ustomeTory
system | 6 and a second bus 18. The system 10 is especially useful for tasks
that can be broken into parallel subtasks or functions. Specifically

har dwar e- based nul tithreaded processor 12 is useful for tasks that are
bandw dth oriented rather than [ atency oriented. The hardware-based

mul tithreaded processor Z2 has nultiple mcroengi nes 22 each with nultiple
har dware controll ed programthreads that can be simultaneously active and

i ndependently work on a task. The hardware-based nultithreaded processor 12
akso includes a cEAfral® dener sllpur cherthaf asbregxam rthused mFawuer ocode
control fox other resources of the hardware-based nultithreaded processor
12 and pePP&taBdoPKeCe§eneral purpose conputer type functions such as
handl i ng protocols, exceptions, extra sug ort for packet  processing where
the microengi nes pass the packets BEPCREF E@We detai |l ed processing such as

i n boundary, -3 2 4 JUN 2004 WD 01/ 48606 PCT/ US00/ 42716
Architecture:

Referring to FIG. 1, a communication system 10 includes
a parallel, hardware-based multithreaded processor 12. The
hardware-based multithreaded processor 12 is coupled to a bus
such as a Peripheral Component Interconnect (PCI) bus 14, a
memory system 16 and a second bus 18. The system 10 isl
especially useful for tasks that can be broken into parallel
subtasks or functions. Specifically hardware-based multithreaded
processor 12 is useful for tasks that are bandwidth oriented
rather than latency oriented. The hardware-based multithreaded
processor 12 has multiple microengines 22 each with multiple
hardware controlled program threads that can be simultaneously
active and independently work on a task.

The hardware-based multithreaded processor 12 also
includes a central controller 20 that assists in loading
microcode control for other resources of .the hardware-based
multithreaded processor 12 and performs other general purpose

* computer type functions such as handling protocols,'exceptions,
extra support for packet processing where the microengines pass

the packets off for more detailed processing such as in boundary.
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conditions. In one enbodi nent, the processor 20 is a Strong Ar”?QAUUNgﬁ a
trademark of ARM Limted, United Kingdom based architecture. The gén %I
pur pose m croprocessor 20 has an operating system Through the operating
systemthe processor 20 can call functions to operate on m croengi nes

22a- 22f . Theyop§seeesor 20 can use any supported operating spSiesooreiser ably
a real tine operating system For the core processor inplenmented . as a
Strong Arm architecture, operating systens such as, Mcrosoft NT real-tine,
VXWor ks and uCUS, a freeware operating system avail able over the Internet,
can be used. The hardware-based nultithreaded processor 12 also includes a
plurality of m croengi nes 22a-22f. M croengi nes 22a22f each nmaintain a
plurality of programcounters in hardware and states associated with the
program counters. Effectively, a corresponding plurality of sets of program
threads cendie¢ishneul t adeowsiy eabbiiirent, eritd Pfoddsdl @®eNgi NSt Bddg 22f
while only one is actually operatjng at any one tinme: In one enbodi nent,
there ararsl’x(&miwrbengi eesd@rarl B rsarchibdviedy vapebil Kingdohdr pRlseeessi ng
four hardware programthreads. The six m croengi nes 22a-22f operate with
shared rasehicestiufrel. udiThe Femery1Sysipoad tnintbitiscd s faTagmL4aand 28.
The nmenory system 16 i ncl udes a Synchronous Dynam ¢ Random Access Menory
(SDRAM) epetraatihgr sgSaecand ahBSbaghct RansoerACNeS sygtem the phdbedsdr W
011 48606 PCT/ US00/ 42716 Menory (SRAM controller 26b. SDRAM nenory 16a and
SDRAM conrtnokhél ZGacaiensy picapéyatsesh frdcyseaneiyse @ d=o420ef vol riges of
data, e.g., processing of network payl oads from network packets. The SRAM
control | prozéssamd 28Rakhmaser yngtbupper tsd opart ited Worddeny prefer@piptson
for low | atency, fast access tasks, e.g., accessing |ook-up tables, nenory
for the rerd pimeesperaf@ngasgssemf orFdr tHe dvere msdendors iRl étgegfad! es
ot her contexts with unique programcounters to execute in the sane

m cr oengasea Biardngr Armoatekit tsnbppe hgopd st yn dysrene sswepd st | on of
tasks. For exanple, two programthreads could request the same shared
resour ceMécyosoSRANT Eesh-bameof VKliesks sephnatis f imcrenerendperaeigg, the
FBUS interface 28, the SRAM control |l er 26a, and the SDRAM control |l er 26b,
when t hegyetnepl avaidabdgueverdthaskntenmetonecart hehersads oengi ne program
thread contexts reports back a flag signaling conpletion of an operation.
Wien the flag is r&bei hagdparenbanedrmeh thxeadad pxyessgpnel Zanlset er m ne
whi ch programthread to turn on. As a network processor, e.g., a router

t he har dhBFéuBased RUVrRLAEFagEdnpeRensires 23am22F acdéiexoengimes 2w+ ces
such as a _nedi a access controller_device e.g., a 10/100BaseT OGCctal MAC 13a
or a G gdBft eEFheMAdNtEdD| 8ePivrality o regram caH@prin fraedeane  ande

har dwar e- based nul ti { hreaded processor 12 -5
states associated with the program counters. Effectively, a

corresponding plurality of sets of program threads can be
simultaneocusly active on each of the microengines 22a-22f while
only one is actually operating at'any one time.

In one embodiment, there are six microengines 22a-22f,
each having capabilities for processing four hardware program
threads. The six microengines 22a-22f operate with shared
resources including memory system 16 and bus interfaces 24 and
28. The memory system 16 indludes a Synchronous Dynamic Random

Access Memory (SDRAM) controller 26a and a Static Random Access
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2 4 JUN 2004 WD 01148606 PCT/US00/ 42716 can interface to any type of
comuni cation device or interface that receives/sends | arge anolihtd/Nopmi
data. The network processor can function as a router 10 in a networking
application route netwrk packets anongst devices 13a, 13b in a parall el
manner . W tWwad haiesévar dwar e- based nmul tit hreaded processor 12PCEAISHO/4RF16001 K
packet can be independently processed. The processor 12 includes a bus
interface 28 that couples the processor to the second bus 18. Bus interface
28 in one enbodi nent couples the processor 12 to the so-called FBUS 18
(FI'FO bus). The FBUS interface 28 is responsible for controlling and
interfacing the processor |12 to the FBUS 18. The FBUS 18 is a 64-bit w de
FI FO bus, used to interface to Media Access Controller (MAC) devices. The
processor 12 includes a second interface e.g., a PCl bus interface 24 that
coupl es ¥MeherysySREM ceprpurrdidier (263, r SORAY vemehy PER agdp8§BRAY t he
processor 12. The functional units are coupled to one or nore internal
buses. Thentneblenl2busare dnwidedly 3seli fosupracessing bargsuvolumesecad
and one for wite). The hardware-based nultithreaded processor 12 also is
const r ucg@Bd@suehd t nRTIRETING off meEwezkdrprrlazdsffrere natwenkl phgketsi.n
the processor 12 exceed the bandw dth of external buses coupled to the
pr ocessoFhe 2SRAf econtreksktsr 260 iandl FREY anemarer help abeeupedcéBsar bus 32,
e.g., an ASB bus (Advanced System Bus) that couples the processor -6 2 4
JUN 2004n€¥vork ies genmemanset/isy forcdow 2etescy hefaghorgcesat taskers 26a,
26b .and to an ASB trans|ator 30 described bel ow. The ASB bus is a subset
of the s®-%al | 2EceMWBENDUCKTAP tahlesd WemRTYhECSt EBRgCAre processor 26ne.
The processor 12 also includes a private bus 34 that couples the :
m cr oeng?R@ &R £artl- SRAM control ler 26b, ASB translator 30 and FBUS
interface 28. A nenory bus 38 couples the nmenory controller 26a, 26b to the
bus interfaces 24 Wﬁ?QﬂﬁPnﬁéﬁﬁrf“@F@ﬂéﬁlEBabxéﬁuGthrfF8§§?6ﬁ91@étbsed
for boot operations and so forth. Referring to FIG 2, each of the
ni cr oengPR&IUEIRTIIHAN (RIURFEF 8 FOa FRiecE et ARt BR afPRESMEFEGSNEdNEet er ni ne
the avai |l abl.e programthreads to be operated upon. Any programthread from
any of tRRTAVRFSerRpLReEE %%P%éﬁSé’c@é’§§hﬂ’ﬁ€lSBF?AF/PE‘BEFFEJPPePfZGé,SkSDRAM
control |l er 26b or_ FBUS interfaceﬁﬁg: The SDRAM controller 26a and SDRAM
cont r ol | BP¥ 28%amRtey iHHY RROSF T Hhsady §Pu Geﬁ@guFStngFeSBGFSFQHHFﬁg
menory reference requests. The eues eith%r mai_nt-ai n orger of, negnry
r ef er encEEEONTEE ranye ety Enee St 5PGEi AFPRTAEROFYREEAGRRY h. | f
the nenn{xXiglsJPsg.sé.e,mt]lPe IESBJS| 98‘1 eecri'fvgcteh Zg‘?”g{'lg SRAM controllexr 26a, and
the SDRAM controller 26b, when they complete a requested task
from one of the microengine program thread contexts reports back
a flag signaling completion of an operation. When the flag is
received by the microengine, the microengine can determine which
program thread to turn on.

As a network processor, e.g., a router, the hardware-
based multithreaded processor 12 interfaces to network devices
such as a media access controller device e.g., a 10/100BaseT
Octal MAC 13a or a Gigabit Ethernet device 13b. 1In general, as a

network processor, the hardware-based multithreaded processor 12
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requests that are independent in nature, the processor 12 can peQngmgz
menory reference sorting. Menory reference sorting reduces dead tine rmg
bubbl e that occurs with accesses to SRAM Menory reference sorting all ows
t-he processor 12 to organi ze references to nenory such that |ong strings of
reads can Regg14sg0e¢ JUN 2004 WO 01/ 48606 PCT/ USO0/ 42716 folpbqﬁggo 1d °Ng
strings of wites. Reference sorting hel ps naintain parallel arémare
context programthreads. Reference sorting allows hiding of precharges from
one SDRAM bank to another. If the nenory system 16b is organized into an
odd bank and an even bank, while the processor is operating on the odd

bank, the nenory controller 26b can start precharging the even bank.
Precharging is possible if nmenory references alternate between odd and even
banks. By ordering nenory references to alternate accesses to opposite
banks, tdwn pimoestare 12 2y aase SRAMSmANEWatlon AdHdoOrY it sk

optim zations can be used. For exanple, nerging optimzations where

oper at i oftsatt hadcetiare dyts el kb rod CaniRIGRd oF idRfta.0 MR MERERS proR8dopage
optim zati ons where by exam ning addresses, an opened page of nenory is not

r eopenecsarc Maimdtignvischa atduivesr fXo iapecimdt weanding Gyl ict iU Hes tEENDr Y
references and refreshing nmechani sns, can be enpl oyed. The FBUS interface

28 suppatdtavchriansitide tan cankReesity addv iagss f1aa ,eadh {9 a tPitala JIAGaAaehce
supports, along with an Interrupt flag indicating when service is

war r ant étf. t i eh e Bl dviateetzacel i It itthreaclad] es-ctea@tin Ald elfeada nekabrk
perfornms header processing of incom ng packets fromthe FBUS 18. The

cont r ol |prckBa aat rec tinnddpenphaitely haadesseand perforns a m croprogranmmabl e
sour ce/ desti nation/ protocol hashed | ookup (used for address _g 2 4 JUN

2004 WD 01/ 48606 PEE HS@Mietht sminidliud®s ian KRANInddr idue hashigdees not
successfully resol ve, the packet header is sent to the processor core 20

for addiddupials hec gasiceRschedRlE isdoaddtm28 supPEid St fadld 0w e

internal data transactions: FBUS unit (Shared bus SRAM to/from

m cr oengimee .embodiment couples the processor 12 to the so-called FBUS 18
(FIFO bus). The FBUS interface 28 is responsible for controlling
and interfacing the processor 12 to the FBUS 18. The FBUS ia is
a 64-bit wide FIFO bus, used to interface to Media Access
Controller (MAC) devices. The processor 12 includeé a second
interface e.g., a PCI bﬁs intexface 24 that couples oﬁher system
components that reside on phe PCI 14 bus to the processor 12.

The functional units are coupled to one or more

intexnal buses. The internal buses are dual, 32 bit buses (i.e.,
one bus for read and one for write). The hardware-baged
multithreaded processox 12 also is constructed such that the sum:
of the bandwidths pf the internal buses in the procesgsor 12
exceed tﬁe bandwidth of external buses coupled to the processor

12. The processor 12 includes an internal core processor bus 32,

e.g., an ASB bus (Advanced System Bus) that couples the processor
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FBUS unit (via private bus) wites from SDRAM Unit. FBUS unit (vbg.hﬁpg@
Reads to SDRAM The FBUS 18 is a standard industry bus and includes a fa
bus, e.g., 64 bits wi de and sideband control for address and read/wite
control. T i nterface 28 provides the ability to inp nount s
of data ushﬁaggkggﬁies of input and output FIFO s 29a-29b.i;| ?@ﬁggﬁg%Fchs
29a- 29b, the m croengi nes 22a-22f fetch data fromor conmand t he SDRAM
controller 26a to nove data froma receive FIFO in. which data has cone
froma device on bus. 18, into the FBUS interface 28. The data can be sent
t hrough nenory controller 26a to SDRAM nenory 16a, via a direct nenory
access. Simlarly, the mcroengi nes can nove data fromthe SDRAM 26a to
interface 28, out to FBUS 18, via the FBUS interface 28. Data functions are
Jistri Duad BF0RASEHENGenBko! ABROLOPPer COMEC N Land Ocd e FRAM 262, SDRAM

26b and FBUS 28 is via co nd requests. command request can be a nenory

request q : | e, r S - 4 J U
N. 2004 a(gl% §§g§65§$%%%665§§7§é%ve 'lgget afroma J?%z;?sétueﬁr} occa?ﬁ e%higns%

| ‘ 5 A . : .
Tocat | 0Nt IpraoAuER BuEnERAE ESHEA nith ne Ml e d i odhact e
each of qth@egm%ggsgahzuauga ?Hglﬁ Ss S%‘a%ﬁnﬁfé@é%g%x 0 V@éu%{‘ﬁe@@r ed

resources do not need to marntarn loca ering of the data: t he

shared 4a301c83nacaastE <di8! hith! edadAl PdocAled Ads! CRanl1dd8r 30 ana

m cr oengl nes. I'S enabl es m Ccroengl nes to have c access to

d ] . . B B 1 1
ata rathefs LhaR 20RL! H3LI NG hiohofFOsSS O @mpgfeggﬁé;@érsnsmﬁﬁ%ef&ig

t he bus., I's feature, ereis a 0 cyc S or~ dat a

internalyel0 bhag FLCEARNGLECInRERE24Es JE 4R £ PLR ?ﬁéﬂér%ﬁ%@&nc access

the shared résources. The core processor 20 has a direct nrcation to

' the SDRAMIGRNLEOKFhEEh2ER LBct 18e8UBok NbESE a55e24tr P8RS t andRAM EQRLK Ol | er

26b via bus 32. "To access the m croengi nes 2Za-22f and transfer registers

| ocated at any of pblteFiaG0eBORRGS 22324dn SHCLRENR1LES 5550ks 28 8cseps the
m croengi nes 22a-22f via the ASB Transl ator 30 over bus 34. The ASB

Trans! ati@fc13ReRBebhoEND i 8B radfheSSxihfRS af 1 s DEL VB8 e FRUS: N gL OENgi ne
transfer register |locations and core processor addresses (i.e., ASB bus) SO

that t hemuem@o%eegeamZQheaadaptzes}se r 6Pt sA€ES BELANYI Aflyt BrdfBam
m croengi nes 22a-22c. Although m croengi nes 22 can use the regirster set to
-10 lh%eﬂdﬂf26&4any of the microengines 22a-22f can access the SDRAM
controller 26a, SDRAM controller 26b or FBUS interface 28. The
SDRAM controller 26a and SDRAM controller 26b each include a
plurality of queues to store outstanding memory reference
requests. The queues either maintain order of memory references
. or arrange memory references to optimize'memory bandwidth. '

If the memory subsystem 16 is flooded with memory
requests that are independent in nature, the processon'lz can
perform memory reference sorting. Memory reference sorting
reducee dead time or a bubble that occurs with accesses to SRAM.

Memory reference sorting allows the processor 12 to organize

references to memory such that long strings of reads can be

-7 -



WD 01/ 48606 PCT/ US00/ 42716 , exchange data. A scratchpad nenory 27 is al so
provided to permt mcroengines to wite data out to the nmenory f25 JoNhg,
m croengi nes to read. The scratchpad 27 is coupled to bus 34. M croengrines
Referring to FIG 3, an exenplary one of the m croengi nes 22a-22f, e.g.,

m cr oengi new®¥dl/48a@6shown. The m croengi ne includes a cont r oPCHEUSI0E2716
which, in one inplenentation, includes a RAM of here 1;024 words of 32
bits. The RAM stores a mcroprogramthat is | oadable by the core processor
20. The m croengine 22f al so includes controller logic 72. The controller

| ogi ¢ includes an instruction decoder 73 and program counter (PC) units
72a-72d. The four mcro programcounters 72a-72d are maintained in

har dwar e. The m croengi ne 22f al so includes context event switching |ogic
74. Context event logic 74 receives nessages (e. g., SEQ # EVENT RESPONSE;
FBlI EVENTo RESPEASEY gwwl EVENTIRESPONSE; eS5SDRAM EVENT RESPONSE; end ASH
EVENT RESPONSE) from each one of the shared resources, e.g., SRAM 26a,
SDRAM 26b, or prockeSerengeesoptirmmelns arrintaimtprralddlsthardwaned so
forth. These nessages provide ' information on whether a requested function
has conpfeRieeikt pEegrapntineader dclefpiencd (XY N0 ralumes duidipnga ofr poeam
thread has conpl eted and si gnal ed conpl etion, the programthread needs to
-11-  2ckaygee 2@%\@91@%&%6@@/@5@7%@ waﬂéJ the mewaryt sysitem di6b
signal, and if the programthread is enabled to operate, then the program

t hread i5S pPagaRf 27F ahREQ ar aPf@ Rawgrand 13 &iten ikank nothisieowde. The

m croengi ne 22t can have a maxi numof, e.g., 4 programthreads avail abl e.

| n addi tPEPCEPW ekt WPPRAFsngheR e crt%ﬂ:gtpartl@ diheeanamnheontagddert R6kad,
the mcroengi nes 22 enpl oy signaling states that are global. Wth signaling
states, FP eXeR%H | PRLPRIGIHRY t Hre RVIhPHHoad BRechaxginth| i s npseibdea 1

m croengi nes 22. Any programthread in the m croengi nes can branch on these
si gnal i NBERRLY geetayfiees| ahbeTrRE S thatean PdR ‘U@%cﬁ‘{@ dankey n8y
availability of a resource_or whether a resource is due for servicing. The
~cont ext SR LIND JRMGY BT aF eRER AT R H T Idee fRfFesses to opposite

banks, the processor 12 improves SDRAM bandwidth. Additionally,
other optimizations can be used. For example, merging
optimizations where operations that can be merged, are merged
prior to memory access, open page optimizations whefe by
examining addresses, an opened page of memory is not reopened,
chaining which allows for special handling of contiguous memory
"references and refreshing mechanisms, can be employed.

The FBUS interface 28 supports Transmit and Receive
flags for each port that a MAC device supports, along with an
Interrupt flag indicating when service is warranted. The FBUS
interface 28 also includes a controller 28a that performs headexr
processing of incoming paékets from the FBUS 18. The controller
28a extracts the packet headers and performs a microprogrammable

source/destination/protocol hashed lookup (used for address
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(4) programthreads.. In one enbodinment, the arbitration is a round robin
mechani sm O her techni ques could be used including priority que%ﬁn@NoﬁWG
wei ghted fair queuing. The m croengi ne 22t al so includes an executi on box
(-EBOX) data path 76 that includes an arithnetic logic unit 76a and general
pur pose regh?%%&mﬁgt 76b. The arithnetic logic unit 76a peptouRp/anid hnetic
and | ogical functions as well as shift functions. The registers set' 76b
has a relatively | arge nunber of general purpose registers. In this

i npl enentation there are 64 general purpose registers in a first bank, Bank
A and 64 in a second bank, Bank B. The -12 2 4 JUN 2004 WD 01/ 48606
PCT/ USO0/ 42716 . general purpose registers are wi ndowed so that they are
relatively and absol utely addressabl e. The m croengi ne 22f also includes a
wite transfer register stack 78 and a read transfer stack 80. These

regi stersmasenhgp phndrmad softipd hdsly dieds nmejtatsuctlepsindlgbsesolety
addressable. Wite transfer register stack 78 is where wite data to a
resourcerhg posREEIneSiEY! 25! Yent ed tiegimicdesiacicdi® 29 for additdordala
froma shared resource. Subsequent to or concurrent with data arrival, an
event si @éeéé@ﬂ%ﬂ heTheSPRUL| Vet shpaes 1esnipmearts ¢he tfod 16RAMGcont rol | er
26a, S M controll er 26b or core processor 20 will be provided to context
event ar bht&ndf ahtshewahkatbesnaltert the programthread that the data is
avai l abl e or has been sent. Both transfer register banks 78 and 80 axe
connected to the execution box (EBOX) 76 through a data path. In one

i npl ementation, the read transfer register has 64 registers and the wite
transfer regisduerultits 64 registaeed bukasiaMin cr oengl/ e Abcr2hgingpport s

mul ti-threaded execution of four contexts, One reason forSB i Uis to all ow
one program tTH%SattD start ECECBETRGS|RYE! af t er*™ aRst FEP™ SPOY 3R hr ead

i ssues a MenDgyysl ghAr ence angd spugbudai t ountil t hakas efcesmame conpl et es
before doing nore work. This behavior is critical to nmaintaining efficient
har dwar e execution of the m croengi nes because nenory latency is

significant. State%hélgBUS 18 is a standard industry bus and includes a

data bus, e.g., 64 bits wide and sideband control for addresg and
read/write control. The FBUS interface 28 provides the ability
to input large amounts of data using a series of input and output
FIFO's 29a-29b. From the FIFOs 29a-29b, the microengines 22a-2§f
fetch data from or command the SDRAM controller 26a to move~data
from a receive FI?O in which data has come from a device on_bus;
18, into the FBUS interface 28. The data can be sent through
memory controller 26a to SDRAM memory 1l6a, via a direct memory
access. Similarly, the microengines can move data from the SDRAM
26a to interface 28, out to FBUS 18, via the FBUS interface 28.
| Data functions are distributed amongst the
microengines. éonnectivity to the SRAM 26a, SDRAM 26b and FBUS

! 28 is via command requests. A command request can be a memory

request or a FBUS request. For example, a command request can
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2 4 JUN 2004 WD 011 48606 PCT/ US00/ 42716 differently, if only a single

program thread execution was supported, the m croengines woul d s34 JUdI 20f or
a significant nunber of cycles waiting for references to return and thereby
rreduce overall conputational throughput. Milti-threaded execution allows an

m croengi negyg @/48kgde nenory |atency by perform ng useful i ngepgwdaiiewor k
across-several programthreads. Two synchroni zati on nmechani snms are supplied

in order to allow a programthread to i ssue an SRAM or SDRAM r ef erence, and
t hen subsequently synchronize to the point in tine when that reference
conpl etes. One nechanismis I mediate Synchronization. In imed ate
synchroni zati on, the m croengine issues the reference and i medi ately swaps
out of that context. The context w |l be signal ed when the correspondi ng
reference conpletes. Once signaled, the context will be swapped back in for
execut i orowé edatza chidre xd R tere lbcatedr Snaadmitroéngifet 228 e wun. Thus,
fromthe point of view of a single context s instruction stream the

m cr oworshaafédrréssurew, teey . yemn sDRASNIecdadsnNOSRANt 16xatioa]d fnkish t he
reference conpletes_ A second nechanismis Delayed Synchronization. In

del ayed nsytnsady oo Zedmed 'MAC haidriessaengihee cosmaadst heer eéatenue, tandach of

continues to execute sone other useful work independent of the reference.
Sone ti rghd afwict ioraiuluhinec iRl theeshaiydt @esolfces. However, the
shared resources do not need to maintain local buffering of the
data. Rather, the shared resources access distributed data
located inside of the microengines. This enables microengines
22a-22f, to have local access to data rather than arbitratiﬁg for
accesé on a bus and risk contention for the bus. With this
.feature, there is a 0 cycle stall for waiting for data internal
to the microengines 22a-22f.
The core pfocessor 20 also can access the shared
resources. The core proéessor 20 has a direct commﬁnication to
" the SDRAM controller 26a to the bus interface 24 and to SRAM
controller 26b via bus 32, To access the microengines 22a-22f
and transfer registers located at any of the mic;oengines 22a-
22f, the core processor 20 access the microengines 22a-22f via
the ASB Translator 30 over bus 34. The ASB Translator 30
performs an address translation between FBUS microengihe transfer \
register locations and core processor addresses (i.e., ASB bus)
so that the core processor 20 can access registers belonging to

the microengines 22a-22c.

Although microengines 22 can use the register set to
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2 4 J UN 2004 WD 01/48606 PCT/ US00/ 42716 . synchroni ze the progﬁgnh
thread' s execution streamto the conpletion of the issued referén JUN 206 e
further work is performed. At this point a synchronizing mcroword is
executed that will either swap out the current programthread, and swap it
back i n sonwbioirsdoat er when the reference has conpl et ed, OPCT/USIO42TIS
executing the current programthread because the reference has already
conpl eted. Del ayed synchroni zation is inplenented using two different
signaling schemes: If the menory reference is associated with a transfer
regi ster, the signal fromwhich the programthread is triggered is
generated when the corresponding transfer register valid bit is set or

cl eared. For exanple, an SRAM read which deposits data into transfer

regi ster A would be signaled when the valid bit for Ais set. If the nenory
r ef er encax¢hangs clatd -ed Aviadratepadanshery R TG dralse preeldrd RF@ermit ead
of a transfer register, then the signal is generated when the reference
conpl et &8l GyPenEinsERAN ¢ErHtteoBpER 2Bh. tonthe oremayynEPT sRER®Y per context is
hel d in the m croengines schedul er, thus only one outstandi ng signal can
exi st, iM-erRNSERFEC RERS-r | et BCFREFhpRd t 22 SHREMHRED 5P R rifi er 26a
i ncl udes nenory reference queues 90 where nenory reference requests arrive
fromthe various m croengi nes 22a-22f. The nenory controller 26a includes
an arbiter 91 that selects the -15 2 4 JUN 2004 WO 01/ 48606

PCT/ USOQIMEXOendHdIasS & he rii cr oengi ne reference requests to go to any of the
functioning units. Gven that one of the mcroengines is_providing a
reference request Raffe g% tonFdCr cduedh SXETPLEINE OBR RFHtR%e address and
command queue 90, inside the SDRAM controller 26a. |f the reference request
has a bi%@egenginesd 23% 2%5pt BBz ed™MVENPRRIENE &2 F B FRY R ef F¥ice request
wll be sorted into either the even bank gueue 90a or {he odd bank queue
S0b. 11 RHETRIEIRF FOeohElnge o COIEE . ABEST 0 HBLCR rEREPYe opt | m 24t | on

cont ol (4T SAR A ono tred hPo FRMSE, Ba Arbr 024 HOFBOST i Sr7Hs- 26,
ol 0. o T O P A AU RESPOF Bk POl rf Rt PN RETPEVE IR TE & o o
Cquest SHCTRGE Aom AT TRENPREr 20 ChE- S0t RRIATR, RRIPREL brficrogte
banks 1 olhr i SRR e Pogac SHOHRARS 48 gRarFE FEn londi8eR > i

compl et g 0f, 2 SRIMRNCE R WRYRLY 75EL 55 8NCeR,L Op Bk Mnk B0 Offlo gl eV en

banks. e mCcroengi né Sort he“nenory erences | bank and

even baQ§oJé§é¥§”yﬁ§i7§Q€5§g§nﬁgnEQ§nQ&nfﬁ’hgrgwaréhe @HS“mP@Péeﬁéiﬂéaéﬂfd

of nmenory references be
also includes context event switching logic 74. Context event

logic 74 receives messages (e.g., SEQ_#_EVENT RESPONSE;

FBI_EVENT RESPONSE; SRAM _EVENT_RESPONSE; SDRAM _EVENT RESPONSE;
and ASB - EVENT RESPONSE) from each one of the shared resources,
e.g., SRAM 26a, SDRAM 26b, or processor core 20, control and
status régisters, and so forth. 'Tbese messages provide
information on whether a requested function has completed. Based
on whether or not a function requested by a program thread has

completed and signaled completion, the program thread needs to

-11 -



the odd bank but the signal is asserted on the |ast even -16 2 4 JUN
2004 WO 011 48606 PCT/ US00/ 42716 reference, the menory control |l er 2263UN @gkd
concei vably signal back to a mcroengine that the nmenory request had

conpl eted, even though the odd bank reference had not been serviced. This

occurrence ﬁ@Hﬁﬁs&%“se a coherency problem The order queuepaggﬁ %h%%s a
m croengi ne to have nultiple nenory references outstanding o I nly

its last nenory reference needs to signal a conpletion. The SDRAM
controller 26a also includes a high priority queue 90d. In the high
priority queue 90d, an incom ng nenory reference fromone of the

m croengi nes goes directly to the high priority queue and is operated upon
at a higher priority than other nenory references in the other queues. All
of these queues, the even bank queue 90a, the odd bank queue 90b, the order

queue 906, gAdedhe: i O he Gifb PLE § Y ILE 1%&1@ npt eg{?{]tggfog{g@“%i nal £ RAM

structure that is logically segnent I'nto four ows, Each

Wi ndow Naped o yPetpddl, Aikr ke RO ChitSs 14d IRLANGALG NI N

operations are only "a single input and & single output, ey Cah Bk pl aced

i Nt 0 t hey $AMEa YA SESHUCI Nt Ond nﬁ&@%ﬂé@ﬁé%ﬂ s %ﬁiré%e‘ixg%?reé%%ous

SDRAM control | er Z6a al so includes core bus i1nter ogi C

92. The 4= joakfe | Nt ARE | O0) Ge 37, | %{1%;{%%5 FLeESSY. 20 to the

SDRAM control ler 26a. If there is i1nco om t he core processor 20

via ASB -17- 2 ) DOV G AR6A6 el VUA 2D 10cal to an

executing program thread, the microengines 22 employ signaling
states that are global. With signaling states, an executing
program.thread éan broadcast a signal state to all microengines
22._ Any program thread in the microengines can branch on theée
signaling states. These signaling states can be used to
determine availability of a resource or whether a resource is dué
for servicing.

The context event logic 74 has érbitration £or the four
(4) program threads.. In one embodiment, the arbitration is a-
round robin mechanism. Other techniques could be used including
priority queuing or weighted fair queuing. The microengine 22f
.also includes an execution box (EBOX) data path 76 that includés
an arithmetic logic unit 76a and general purpose register set
76b. The arithmetic logic unit 76a performs arithmetic and
logical functions as well as shift functions. The registers set
76b has a relativeiy large number of general purpose registers.
In this implementation there are 64 geheral purpose registers in‘

a first bank, Bank A and 64 in a second bank, Bank B. The
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i.nterface 92, the data can be stored into the MEM ASS devi ce 98 and
subsequently renoved from MEM ASB device 98 through the SDRAM i ntienfpogsll0
to SDRAM nenory 16a. Although not shown, the same ' queue structure can be
provi ded for the reads. The SDRAM controller 26a al so includes an engi ne 97
to pull datwofoimses he m croengi nes and PCl bus. Additi onal paqesesi2irac| ude
the PCl address queue 94 and ASB read/wite queue 96 that nmaintain a nunber
of requests. The nenory requests are sent to SDRAMinterface 110 via

mul ti pl exes 106. The multiplexes 106 is controlled by the SDRAM arbiter 91
whi ch detects the full ness of each of the queues and the status of the
requests and fromthat decides priority based on a progranmabl e val ue
stored in a priority service control register 100 . Referring to FIG 5,
the menory controller 26b for the SRAMis shown. The menory controller 26b
i ncl udegeareradd pesposrd regiwied sqaraewliigowddesaehbay thelf rad er 26b i s
optim zed based on the type of nenory operation, i.e., a read or a wite.
The addnesistdve lgoamdndbgedusely0addreadabla. hi gh priority queue , 120a, a
read queue 120b which is the predom™nant nenory reference function that an
SRAM per forms, anfhenmdcaoengisge22£08lahi éhclndgenarvring |transfiame all
wites to SRAM and reads that are to be non-optimzed. Al though not shown,
t he addnessisied coacknd 8- 88d a 2ead)tkangber\Werack48606 ToTpe)S0MigtEnss
gueue 120 could also include a wite queue. The SRAM control l er 26b al so

i ncl udesmord ssuwvindewelase itbgiccthey. arASBebative2y Fné als®lukeliwnt erf ace
| ogic 122 interfaces the core processor 20 to the SRAM controll er 26b. The
SRAM coraddddsmakdeh aMgd tientiradesexnreggeherizrack pal isdehere romitde

m croengi nes and PCl bus. The menory requests are sent to SRAMinterface
140 vi a dafla gy exeesoRceTlis hgicatpbexeSintdardyeoners| redipyer hetBRAM 0
arbiter 131 which detects the fullness of each of the queues and the status
of the rigyust sedvanf dakat Haomdec shasedr reePLyCBas e §uBfegupRbgEANPRDbI e
value stored in a priority service _control register 130. Once control to
the nul t¢piameeny @il data anrivedy ABf EVERSe SigfgesErophEhaerpsRective
reference request, is sent to a decoder 138 where it is_decoded and an

addr ess shaxachaeaAFCeTIfe SBRARNGN SRANaCARETRS 1880268 SPRANeCRBEEPYI®E pped
of f-chi p SRAM and Expansi on ROM The SRAM control |l er 26b can address, e.g.,
16 MByt e26b \@1 [Foxe procgavmn &0 wigdedef Bro¥RARK1 65, CIRESEEMBYERE reserved
for special functions including: Boot space via flash Oﬁ]é?C' and, Consol e’
port accRsaibgey Wﬂwﬂhigh<ﬂi¥¥t§%eniﬁﬁe§ﬁdt§€c§§§9F@ma§g6€P Ehat RipR) daca

counters, -The SRAM i s used for |ocal |ook-up tables and

queue panagenent
functionkS Nl laRAR SBntrd Ree 8 Supp&rtd FH@DFJFFbﬁFﬂésfﬁﬁnggE? on8: -19

and 80 are connected to the execution box (EBOX) 76 through a
data path. In one implementation, -the read ;ransfer register has
64 registers and the write transfer register has 64 registers.
Each microengine 22a-22f supports multi-threaded
execution of four cbntexts. One reason for this is to allow one
program thread to start executing just after another program
thread issues ; memoxry reference and must wait until that
reference completes before doing more work. This behavior is
critical to maintaining efficient hardware execution of -the

microengines because memory latency is significant. Stated
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2 4 JUN 2004 WD 01/48606 M croengi ne requests (via private bus) to/from
SRAM Core Processor (via ASB bus) to/from SRAM PCT/ US00/ 427162 ¥hiiNadlit ess
and command queue 120 al so includes a Read Lock Fail Queue 120d. The Read
Lock Fail Queue 120d is used to hold read nenory reference requests that
fail becauswoodi/4g6deock exi sting on a portion of menory. Refmormuswi4tnéFl G
6, commruni cation between the m croengi nes 22 and the FBUS interface Logic
(FBI') is shown. The FBUS interface 28 in a network application can perforns
header processing of incom ng packets fromthe FBUS 18.. A key function
which the FBUS interface perforns is extraction of packet headers, and a

m cr opr ogr ammabl e source/ desti nati on/ protocol hashed | ookup in SRAM. |f

t he hash does not successfully resolve, the packet header is pronoted to
the core processor 28 for nore sophisticated processing. The FBI 28

cont ai nSisf flexersrly, A FONIBY, a o= iRerled \perdgria® tBIead eSHuudbh ¥88 and FBI
control and status registers |189. These four units communicate wth the

m cr oengiupr2Zed vitha niceeendirigd exad dediessdiie fhe SRANLhH€id8nehich is
connected to the transfer registers 78, 80 in the mcroengines. That is, .
all commwiikel i @hscyolemdwditving Hominafexegicres tar veviant hedt theskedy - 20

2 4 J UN 2004 WO 01/ 48606 PCT/ US00/ 42716 - registers 78, BO. .The FBUS

i nt er f aczeRBe mvexbl scpuptt at e Inddirionghpot . f oMupbshthgedded i nto t he
transfer registers during the tine cycles which the SRAMis NOT using the
SRAM datexsmist {graral bdws an I8)crorhginms [toshide mawhirmelad2ntyr biyet chi ng
dat a ' -
performing useful independent work across several program

threads. Two synchronization mechanisms are supplied in order to
allow a program thread to issue an SRAM or SDRAM reference, and
then subsequently synchronize to the poipt in time when that
reference completes.

One mechanism is Immediate Synchronization. 1In
immediate synchronization, the microengine issues the reference
and immediately swaps out of that context. The contéxt will be
signaled when the corresponding reference completes. bnce
signaled, the context will be swapped back in for execution when
a context-swap event occurs and it is its turn to run. Thus,
from the point of view of a single context's instruction stream,
the microword after issuing the mem reference does not get
executed until the reference completes.

A second mechanism is Delayed Synchronization. 1In
delayed synchronizatioq, the microengine issues the reference;
and continues to execute some other useful work independent of

the reference. Some time later it could become necessary to
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fromthe transfer registers in the respective m croengine. The Hashing unit
includes a pair of FIFO s 188a 188b. The hash unit determni nes thaé JUNe20BBI
28 received an FBlI hash request. The hash unit 188 fetches hash keys from
the calling mcroengine 22. After the keys are fetched and hashed, the

i ndi ces ar aygokmisses ed back to the calling mcroengi ne 22. Rr/usootddTiee
hashes are perfornmed under a single FBI hash request. The busses 34 and 38
are each unidirectional: SDRAM push/pull data, and Sbus_push/pul | data.
Each of these busses require control signals which will provide read/wite
controls to the appropriate mcroengi ne 22 Transfer registers. Cenerally,
transfer registers require. protection fromthe context controlling themto
guarantee read correctness. In particular, if a wite transfer register is
being used by a thread_ 1 to provide data to the SDRAM 16a, thread 1 does
not oversyridltecdrtiize rdy stregramt thread' sigredutdank strearsSBRAM®Ntrol | er 26a
indicates that this register has been pronoted and may now be re-used.
Every wddmplbeoomaf rdguilssuadsigheatrenes kdfare thurtdws iwvertk oke i ndi cati ng
that the function has been -21 2 4 JUN 2004 WO 01/ 48606 PCT/ US00/ 42716
conpl et gyriveveade At tthdsppognanat Ayechirerni zing tolanawardel s cemesuttedueue
at that destination with nultiple requests, the order of the conpletion is
guar ant edmwniviiiln eitdter awapneuguthe, cuhrenbvyegyam |Hyteadmard swapi ks
the signaling back to the programthread. However, if the programthread
uses multagk elrc crammtd e deder( whear thadrefemgnce ae t%@l%%‘gar@r requests
are broken into separate context tasks, so that ordering is maintained via
cont ext aomipiiugy exERItdRe fhieoFUEESBL | PEPERR dt¥eaddoereRsmi B of this
paragraph is relative to a certain class of_operations using an unsolicited
PUSH t o nefgrdnge haf laieadyr eempheted; {Belayed SYRERKORRFBEHERI R, In
order to protect read/wite determ nismon the transfer registers, the FB
provi desimplenentad maingtocedi tépgnar ahenal oS cSCRRBESRI FBI push
operations are set up. Any mcroengine 22 that uses the FBI unsolicited
push techni que nusktf ttde mameryr seEBrPBRef LARPFPoHater dbtklsRnprRRREEBUS

interface/ nm croengi ne agreed upon trapnsfer registers. If_ the flag is not
assertecﬁeﬁmﬁlf:hg'—hq FHomal fagmsBishniheppragratsklresdi he Freveergfines

22. If the flag is asserted then the cqntext should wait N cycles.prior to
rocessi i RAGERE ] oMen e CCBEREDPEIIR FRANRHCS TevbPrery VRRLIhkber o

M or oengihastosts TSR ng TEe R RBVIS. A HBRH From 5soR 8eReSty 368 w
© oll 486:Pr?tcl>:)CJx/'altJnSso e/r42r7e196ister A would be signaled when the valid bit for
A is set. If the memory reference is .associated with the
transfer FIFO or the receive FIFO, instead of a transfer
register, then the siénal is generated when the reference
completes in the SDRAM controller 26a. Only one signal state per
context is held in the microengines scheduler, thus only one
outstanding signal can exist in this scheme.
Referring to FIG. 4,.th¢ SDRAM memory controller 26a
v includes memory reference queues 90 where memory reference

requests arrive from the various microengines 22a-22f. The

memory controller 26a includes an arbiter 91 that selects the
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the read transfer registers to GPR s in contiguous cycles, so the push
engi ne does not collide with the mcroengi ne read. Thread si gna #nd/N &0
packet processing Special techniques such as inter-thread comrunications to
comuni cate status, a self destruct register 210 to all ow programthreads

to self as%ggllgﬁﬁgs and a thread done register 212 to pr 0‘5(.‘4%330/9)7?&?_6"
program t hread comruni cati on schene are used for packet processing. The

destruct register 210 and a thread done regi ster 212 can be inplenented as
control and status registers 189. They are shown in the FBUS interface 28
outside of the block | abeled CSR for clarity. Network functions are :
i npl emented in the network processor using a plurality of programthreads
e.g., contexts to process network packets. For exanple, schedul er program
t hreads coul d be executed in one of the mcroprogramengines e.g., 22a

wher eas n t0¢ eSS hieridedgiad toreadnceotkduexesuts b tBeah9mBENLAE engi nes
e.g., 22b-22f. The programthreads (processing or scheduling program

t hr eads)re® jontielr URRead CeIReR edbitOBhet BFCRRBURALGRLENgEALES 15Pr 0gram
threads are assigned specifi¢ tasks such as receive and transmt

schedul i@vikeeg Ye refesesieNGeqar@dt!, 2AsNrkefRi-e6ees reguestCwilaskome
assi gnnent and task conpl etion are conmmuni cated between programthreads

through tihi@uight ehet BEERE s523nd cdmthahidNg4@04 VO, 01h486e6 tReTEDRAN 42716

signaling, régisters with specialized read and wite characteristics, e.qg.,

the sel icdesbiuel pedi.st af 2h@ edchRackhieadedenaaseai pier sét2cabRol 160
and data stored in the internal scratchpad nenory 186 (FIG 6) resulting

from opeial ivgpe ifdeRdaMEN biset thand nkichiabedefeTbaceeteailser age3spe 10
i ncl udes a general context communication signaling protocol that allows any

cont ext de3-t2@t iars eidhetrhdheaByen! BankCalbas! s0an cttettdet odEhbank! hAwse

cooperating programthreads to use a semaphore and thus. coordi nate using

M cro- Ca@d® .conkr ehleefiepbRyeeiféence request does not have a memory
optimization bit set, the default will be to go into an order
gueue 90c. The SDRAM controller 26 is a resource which is shared
among the FBUS interface 28, the core processor 20 and the PCI
interface 24. The SDRAM controller 26 also maintains a state
machine for performing READ-MODIFY-Write atomic operations. The
SDRAM controller 26 also performs byte alignment for fequests of
déta from SDRAM.

The order queue 90c maintains the order of reference
requests from the microengines. With a series of odd and even
banks references it may be required that a signal is returned
only upon completion of a sequence of memory references to both
the odd and even banks. If the microengiﬁe 22f sorts the memory
references into odd bank and even bank references and one of the

banks, e.g., the even bank is drained of memory references before

the odd bank but the signal is asserted on the last even
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Processi ng of network packets can use nultiple programthreads. Typically,
for network processing there is a receive scheduler; a transmt s JUNe2004
and processing programthreads. A scheduler (either receive or transmt)
program t hread coordi nates anmounts of work to be done and sequence of work
by processi mgp pri43gdeam t hr eads. The schedul er program t hr eadpefgs@ns7isasks
to processing programthreads and in sone cases processing programthreads
can assign tasks to other processing programthreads. For instance, a
schedul er determ nes which ports need service and assi gns and coordi nates
tasks to processing programthreads to overcone inherent nenory |atency by
processing nmultiple programthreads in parallel. In sonme exanples, wth

sl ow ports one processing -24 2 4 JUN 2004 WD 01/ 48606 PCT/ US00/ 42716 -
program thread may perform processing on a portion of a packet and a second
precessi ngfipregeam tie esengry cesstesot ler r2wmiqulald afortded eaddlyetsiaghaln sone
cases the schedul er uses the next avail able programthread. Wth faster
ports e.back Ggabini@oversgivherehdd the engrecketrecarest deal emhpletyd|, agivent he
schedul er can assign Mpackets to the next avail able programthread. The
progr am theoeghistlse grédd lsach vt¢Herems thadvhait ardn ofexvipssket Thide program
thread has processed and its status. A programthread can be assigned to
process bheutrente cdoblid ezawie aa paaiieatenapharraliienpr odremdarndesaduiesef i9icsh,
the programthread has data to set signals to wake up the next program

t hread hadloeena asstxpengine prodewee tthel bigdte Grenmatye sce fRermresgr am t hr ead
may wite a register and an address of the register in a pre-assigned
menory | oetstamding f which cdnleditst drastThenmmgreef e reeds siognal s to
wake up the next programthread that has been assigned to work on the next
byt es of sigrapazketnpRetfiorning to FIGS. 7A-7B, the self-deatruct register
210 all ows one schedul er programthread S, (230 in FIG 7B) to request
services from mul tThe SPREYreontivklas e Rildahdngrulsaia thigh pouiestiey
service. The first programthread, e.g., Pi that accesses (232 in FIG 7B)
the sel f quewer@d. r e sthe @@tmitt}hemﬁewe%qd. Fre irednfinde semeaty

regi ster” 210 zeros, i.e., -25 2 4 JUN 2004 WO 01/ 48606 PCT/ US0Q0/ 42716
reference from one of the- -microengines goes directly to the high

priority gqueue and is operated upon at a higher priority than
other memory referenceé ih the other queues. All of these
queues, the even bank queue 90a, thq odd bank queue.90b, the
order queue 90¢ and the high priority queue, are implémented in a
single RAM structure that is logically segmented into four
different windows, each window having its own head and tail
pointer. Since filling and draining operations are only a single
input and a single output, they can be placed into the same RAM
structure to increase density of RAM structures.

The SDRAM controller 26a also includes core bus
interface logic i.e., ASB bus 92. The ASB bus interface logic 92
interfaces the core processor 20 to the SDRAM controller 26a. If

there is incoming data from the core processor 20 via ASB
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clears (234 in FIG 7B) upon being read by a programthread. her,  program
t hreads capabl e of servicing that request will no | onger be pr ééﬂ#ﬁ@w ith
an active request. For exanple, a program context can request a task be
assigned to the first context that is ready, by witing to the

sel f-destrugboiagdost er 210. A context checks for an assi gneemiusbys27endi ng
the "selfdestruct register” 210. If the value of the self destruct register
is 0, there is no new task presently available to assign to the program
.thread. This could indicate that there are no new tasks or that another
programthread may have assigned itself to the task and cleared the self
destruct register 210. If the value is non-zero, the contents of the self
destruct register are interpreted to determne the task, and the register
is cleared upon reading by the context.. Thus, contexts reading this

regi st eririoerface gfZentheadatéoran hee ramirsderinte hewMEM: 88BsdbvéqechBl y
with the next task instruction. Referring to FIG 8, for networking

appl i catamdisstlypegachyl i fépoeed frogMEM AER sevicar 88usbaonghpthéoBSPRAM
specific systemtasks. Tasks include receive scheduling, receive processing
cont ext sintenfsee t 170 bt © eBPRAY amemoty sifsadulAlitgioughaneti shbivhl, i hjeasdme -
processor core comruni cations. The receive scheduler initiates 242 a

recei ve qp=uatstomaoture gecancide aprdeBidy/ tfey dfhe meadsdafChebgDBBMdI ng a
command to -26 2 4 JUN 2004 WO 01/ 48606 PCT/ US00/ 42716 the FBI interface
28 t hat epeerdllsr a2paralseomekudes tan enging Ihéodprd lafdgtehrpacthee

FI FO el enent to use to buffer that data as well as the m croengi ne cont ext
to be notidyeenginrestdedr BEEihesdata has been fetched. The receive
schedul er thread 244 sends a signal to the specified m croengi ne program
thread that activadédibiepaliquedesoinebude e A&t eddressdguene pB| and
Receive Control register to obtain the necessary receive information for
processiARpP (¥Yead/woite qRevei 9 FAFO rdigtmnin |poambey, By reaveshe, sThet of
packet, end of packet, error status). If a start of packet is indicated the
recei ve mohexlyl| xeqpe o aareheenll te FRRPbASItsLacer 1dét avim mudgimdexen n
SDRAM to store the data, (i.e., the output queue to _insert the_ packet) and
writing Y- pathetmablbPl axer SHRAM s | gontrqlslamhion fdes SRRAMRIRiSSRK 1,
then the receive programthread determ nes where the earlier data of this
packet ik ReEEFHS oFler frbleest i At dito Qs Shfy DYSS andke thecBERt URen
the end of packet indicatign_is received 248 (or, after the first 64 byte
section 9% F%%e?%u?%t?r%ﬂ‘gnf¥oma€}é?ﬁ‘i: 5 i(Hﬁ%d)tl‘t fRaseg @& program

header . B SREAHIIGT SR hBaREo R o0 i P I o e e o S5 o

t hrough a Qi{ set and bit clear mechanismthat provides a bit vector. This
mechani sT @1 | ows setting and clearing of -27

Referring to FIG. 5, the memory controller 26b for the
SRAM is shown. The memory controller 26b includes an address and
command queue 120. The memory controller 26b is optimized pased
on the type of memory operation, i.e., a read or a write. The
address and command queué 120 includes a high priority queue
120a, a read gqueue 120b which is the predominant memory reference
function that an SRAM performs, and.an order queue 120& which in
general will include all writes to SRAM and rxeads that are to be

non-optimized. Although not shown, the address and command
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2 4 JUN 2004 WD 01/ 48606 PCT/ US00/ 42716 individual bits and performng a
test and set on individual bits to control a shared resource. TiHet DUN 2004
vector signals the nonenptiness of output queues. When a receive program
thread enqueues a packet, the receive scheduler sets 250 a bit. The
transmt schaslol/geoscan exam ne the bit vector to determ ne gdwyusioatasal |
queues. The bit set and bit clear operations on the bit vector, can occur
in either scratchpad RAM or SRAM |f the schedul er is comrunicating between
programthreads on the sane mcroengine 22, the bit vector can be stored in
the regi ster set because each context can read the other context's
regi sters. For exanple, an enpty or not enpty status of each output queue
is support by a bit vector in internal scratchpad nenory. Wen a receive
program t hread enqueues a packet, the receive programthread uses the
scrat ch padubi t.29etonddmaddot dnsdtde &iwrite tcheewgueue status bit vector to
i ndi cate the queue now has at | east one entry. The transmt arbiter scans
270 the queue bit Taet SRAMoconbmokhet y2uais (imaudds tcorsethus 0 det er mi ne
packets that are ready to be transmtted. Wen renoving 272 a packet froma
queue fointezfisgiet lobiche . gueudSBnpts e32274, THehA SR dmvsniintamfatorr licgsites
276 a bit-clear command to the corresponding bit of the queue bit vector.
Ref erri ng2Roikt&riaceshéhehread dooeessgr sAkrta shel SRAM &ontrd14 elUige104
WO 01/ 48606 PCT/ US00/ 42716

The SRAM controller 26b also includes an engine 127 to pull data

from the microengines and PCI bus.

The memory requests are sent to SRAM interface 140 via
multiplexer 126. The multiplexer 126 is controlled by the SRAM
arbiter 131 which detects the fullness of each of the queues and
the status of the requests and from that decides priority based
on a programmable value stored in a priority service control
register 130. Once control to the multiplexer 126 selects a
memory reference request, the memory reference requést, is sent
to a decoder 138 where it is.decoded and an address ié generated.

The SRAM Unit maintains control of the Memory Mapped
off-chip SRAM and Expansion ROM. The SRAM controller 26b can
address, e.g., 16 MBytes, with, e.g., 8 MBytes mapped for SRAM
16b, and 8 MBytes reserved for special functions including: Boot
space via flashrom 16c; and Console port access for MAC devices
13a, 13b and access to associated (RMON) counters. The SRAM is
used for local loock-up tables and queue management functions.

The SRAM controller 26b supports the following

transactions:
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on the FBI 28 and is a register where bits can be set fromdiffergey;twN
program t hreads. Each programthread can use, e.g., tw bits to connunlggfe
its status to all other programthreads. Al so one schedul er programthread
can read 292 the status of all of its processing programthreads. Upon
conpl eti on Wb odv4de8cei ve task, 282 a "receive" programthreagrwsodgene8s a
conpletion code into the "thread done" register. The receive programthread
beconmes inactive 286 after witing the thread done register. That receive
programthread waits for another signal fromthe FBI that indicates another
recei ve task has been assigned. Programthreads 1-16 have 2 bit fields for
"thread done 1", and programthreads 17-24 have 2 bit fields for "thread
done 2". The 2 bit field allows a programthread to conmunicate different

| evel s of task conpletion. For exanple, the schedul er can use the two bit
status "OLl" to indicate that data was noved to SDRAM processing of packet
is still in progress and pointers were saved; bits 10 can indicate that

dat a was novedctoen8DRANeqEIstsessSi(vip pfiyaekiats)i so/ifreh [SRAM. pr ogr ess and

poi nters were not_saved; and bits 11 can ipdicates packet processing is
conpl et ed. THTE® FRESELHt es 296a VAR BESUsed b‘i/sffﬁ ei ver schedul ed
programthread to assign 297a another thread to process a task when data
beconmes avail abl e, whereas, states 296b can be used by the receive -29 2

4 JUN 2004 WO 01/ 41&@0@a@?ysgsgﬁé4zzﬂaﬁaﬁshaqgher 156 i@ﬁ%&iagﬂnéﬁx?&@st Qteaéaﬁe

thread to continue processing when the data is available. The exac

| nter pr el gAuof diecRIRA0e ¢AR Reahl X8HKDKaS1SGLLUET £208NYENLEER to

det erm ne etween a schedul er programthread and processing program

threads ald ed Ry oeh® %&*u%eﬁcer egggagtereagt_ fh21 bechhiBeSLAt USigRESages

can change dependi ng on whether the nvention is for recelive, as above,

transm t_. .aJ] Jront LB ogeBer abmol-Pe status nessages include "busy",
"not bug?g} ﬁ%f bugyggﬁf ﬁait?ng.mnge st at us nmessage of."not busy, but

wai ting” signals RhgkrtRegCubl #RE. PEQOEaMMLALeaH 1 BASHEPWREAL 8HePT OCESSI NG
of a portion of a packet and is expected to be assigned to performa

subsequeptciaslyioRs he RaskeheWpeisdahael-gaBBIE8YAI (BB S, 1kt shdlnbe yhed
when the programthread is expecting data froma port and has not saved

cont ext @fyd tinthauladepbacessat Retwesk abplhaktpaakehn phersehednkaterr 0gram
thread reads the "thread done" register to determ ne the conpl etion status

of taskpidcernsingned tacekhiay pregess ehopadse FBEs"tbreadadpag” ruaeksbar
is inplemented as a wite one to clear register, allowing the scheduler to
clear jugtidheHd ¢lpds ihtkafacecpgpidesls Oshextkabedbaesfspacket
headefs, and a microprogrammable source/destination/protocol
hashed lookup in SRAM . 1If the hash does not successfully
resolve, the packet_header.is promoted to the core processor 28
for more sophisticated processing.
- The FBI 28 contains a Transmit FIFO 182, a Receive FIFO
183, a HASH unit 188 and FBI control and status registers 189. |
These four units communicate with the microengines 22, wvia a
time-multiplexed access to the SRAM bus 38 which is connected to

the transfer registers 78, 80 in the microengines. That is, all

communications to and from the microengines are via the transfer
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[t is to be understood that while the invention has -30 2 4 U mﬂé 04
WO 011 48606 PCT/ US00142716 been described in conjunction with t éd Qhed
description thereof, the foregoing description is intended to illustrate
and not limt the scope of the invention, which is defined by the scope of
t he appendesiool/siéns. Ot her aspects, advantages, and nodi f i PETTUSHE423 6
within'the scope of the followng clains. -31 2 4 JUN 2004 32 What is
claimed is: 1. A nethod for network packet processing conprises: receivVving
net wor k packets at a network processor having nultiple engines 5

coll ectively executing nultiple programthreads; and operating on the
networ k packets with a plurality of the programthreads to process the
packets. 2. The nethod of claim 1 wherein operating conprises: t 0 using at
| east one programthread to inspect ,a header ortiogggf t he packet. 3. The

met hod FFesishiare? MRneBdi-n Fher EBUSy inkerharecsRptPsdudes; anRPrhgShbtehe at
| east one programthread that a packet header has heen prqcessed.
machine 200 for pushing data into the transfer registers during
the time cycles which the SRAM is NOT using the SRAM data bus
(part of bus 38) and a pull state machine 202 for fetching data
from the transfer registers in the respective microengine.

The Hashing unit includes a pair of FIFO’s 188a, .188b.
The hash unit determines that the FBI 28 received an FBI_hash
request. The 'hash unit 188 fetches hash keys from the calling
microengine 22. After the keys are fetched and hashed, the
indices are delivered back to the calling microengine 22. Up to
three hashes are performed under a single FBI_hash request. The
busses 34 and 38 are each unidirectional: SDRAM push/pull_data,
and Sbus_push/pull_data. Each of these busses require control
signals which will pfovide read/write controls to the appropriate
microengine 22 Transfer registers.

Generally, transfer registers require_protectién from
the context controlling'them to guarantee read correctness. In -
particular, if a write transfer register is being used by a
thread 1 to provide data to the SDRAM 16a, thread_1 does not
overwrite this register until the signal back from SDﬁAM
controller 26a indicates that this fegister has been promoted and

may now be re-used. Every write does not requiré a signal back

from the destination indicating that the function has been
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15 4. The nmethod of claim1l, wherein the plurality of programthreads
conprise a scheduler programthread to schedule task orders for prggessi ng
and a processing programthread that processes packets in accordance wth
task assignnments assigned by the schedul er programthread . 20 5. The
met hod of ev@bnassosvherein the programthreads wite a nesspgeRUs@/a@7reegi st er
that indicates the programthreads’ current statuses. 2 4J UN 2004 33
6. The nethod of claim5 wherein interpretation of the nessage is fixed by
a software convention determ ned between a schedul er programthread and a
processing programthread called by the schedul er programthread. 5 7. The
nmet hod of claim5 wherein status nessages include busy, not busy, not busy
but waiting. 8. The nethod of claim5 wherein a status nmessage includes not
busy, but waiting and wherein the status of not busy, but waiting signals
t hat t heowpletad, ppeganaet hifeatiehpsogoapl eheehdrvaciasss nop afhea gamiet i on of a
packet and is expected to be assigned to performa subsequent task on the
packet etmnaddt guesenatethabi Habkénhoiconnyi muempltoigelss iregnuodstishe treogr am
thread. 9. The nethod of claim5 wherein the register is a globally
accessi bréeregfstbe completion is guaranteed within that command queue,

thus only the last command requires the signaling back to the

program thread. However, if the program thread uses multiple

command queues (order and read), then these command requests are

broken into separate context tasks, so that ordering is

maintained via context swapping. The exception case indicated

at the beginning of this paragraph is relative to a certain class

of operations using an unsolicited PUSH to transfer registers

from the FBI for FBUS status information. In order to protect

read/write determinism on the transfer registers, the FBI

provides a special Push_protect signal when these special FBI

push operations are set up. |

Any microengine 22 that uses the FBI unsolicited push

technique must test the protection flag prior to accessing the

FBUS interface/microengine agreed upon transfer registers. If

the flag is not asserted, then the transfer registers may be

accessed by the microengines 22. If the flag is asserted then

the context should wait N cycles prior to adcessing the

registers. This count is determined a priori by the number of

transfer registers being pushed, plus a frontend protection

window. The microengine tests this flag then moves the data from
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15 that can be read fromor witten to by different ones of the program
threads executed by different ones of the multiple engines. 10.2%héUNd8Aod
of claim4 wherein schedul er programthreads can schedul e any one of a
plurality of processing programthreads to handl e processing of a task. 20
11. The ne{ps/@éosc! ai m 10 wherein the schedul er program tkreesbomriites a
register wwth an address corresponding to a |l ocation of data for the
plurality of processing programthreads. 2 4 JUN 2004 34 12. The met hod
of claim 11l wherein a selected one of the plurality of processing program
threads that can handle the task reads the register to obtain the |ocation
of the data. 5 13. The nethod of claim 12 wherein the selected one of the
plurality of processing programthreads reads the register to obtain the
| ocation of the data and to assign itself to processing the task requested
by the shéedeadrtpangfam tbgkatierd o TRR nethwdaiticheous K¥rollesr,ciso the
sel ected one of the plurality of 1 o processing tasks reads the register to
obt ai n phehl engihendoésthet devh] iddiwith hehe egistaengine |wsrded by readi ng
the register by the programthread to assign itself to process the task.
15. The met hod of claim 13 wherein when another one of the plurality of
processi ng programthreads assignable to the task attenpts to read the
regi st erhaésdrsidmaling for packet cesgin
Special techniques such as inter-thread communications

to communicate status, a self destruct register 210 to allow

program threads to self assign tasks and a thread_done register

212 to provide a global program thread communication scheme are

used for packet processing. The destruct register 210 and a

thread_done register 212 can be implemented as control and status

registers 189. They are shown in the FBUS interface 28 outside

of the block labeled CSR for clarity. Network functions are

implemented in the network processor using a plurality of program

threads e.g., contexts to process network packets. For example,

scheduler program threads could be executed in one of the

microprogram engines e.g., 22a whereas, processing program

threads could execute in the remaining engines e.g., 22b-22f.

The program threads (processing or scheduling program threads)

use inter-thread communications to communicate status.

Program threads are assigned specific tasks such as
receive and transmit scheduling, receive processing, and transmit

processing, etc. Task assignment and task completion are

communicated between program threads through the inter-thread
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15 has been cleared, it is provided with a null value that indicates that
there is no task currently assignable to the processing progran1t%+eWU.ﬂﬂB.
A parall el hardware-based nultithreaded processor for receiving network
packets conprises: 20 a general purpose processor that coordi nates system

functions; wiyéh/@egel Ural ity of mcroengines that support migddpddapf1g9r am
t hreads, and operate on network packets with a plurality of programthreads

to process the packet's. 2 4 JUN 2004 35 17. The processor of claim 16
wherein one of the plurality of mcroengi nes executes schedul er program

t hreads and ot her ones of the m croengi nes execute processing program
threads. 18. The processor of claim 16 further conprising a global thread
status regi ster wherein each programthread wites a nmessage to the gl oba
status register that indicates its current status. 19. The processor of

cl ai m 18i yhL1 €hy, | PeglipEeirat woBnhObpédita TRARRGRAAS ahidxedilky 10 a software
convention determ ned between a schedul er programthread and processing

progr anchidreatercatied, by .she srbesel rdgumaiaimdeyieadr 20.0 Tha phecessor
of claim 16 further conprising: a read once register, wherein the schedul er

progr anthiréLaddvhét eagtibeetread2 pnsram Hey egic iRitaVisttbrad aedi@ss
corresponding to a | ocation of data for the plurality of
internal scratchpad memory 186 (FIG. 6) resulting from operations
such as bit set, and bit clear.

The network processor 10 includes a general context
communication signaling protocol that allows any context to set a
signal that any other context can detect. This allows
cooperating program threads to use a semaphore and thus
coordinate using micro-code controlled processing.

Processing of petwork packets can use multiple program
threads. Typically, for.hetwork processing there is a receive
scheduler; a transmit scheduler and processing program threads.
A scheduler (either receive or transmit) program thread
coordinates amounts of work to be done and sequence of work by
processing program threads. The scheduler program thread assigns
tasks to processing program threads and in some cases proceséing
progfam threads can assign tasks to other processing pfogram
threads. For instance, a scheduler determines which ports need
service  and assigns and coordinates tasks td processing program
threa@s to overcome inherent memory latency by processing
multiple program threads in parallel.

In some examples, with slow ports one processing -
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processing programthreads and when a selected one of the plurality of
processing programthreads reads the register to obtain the | oca?#ofUNoR00% he
data, assigns itself to processing the task requested by the schedul er
programthread, while the register is cleared by reading the register by
the prograwoowssaeh. 20 21. The processor of claim20 wher #FQT/UR9H27A00t her
one of the plurality of processing programthreads assignable to the task
attenpts to read the read once register after it has been cleared, it is
provided with a null value that indicates that there is no task currently
assignable to the processing programthread. 2 4 JUN 2004 36 22. An

appar atus conprising a nmachi ne-readabl e storage nedi um havi ng execut abl e

i nstructions for network processing, the instructions enabling the
apparatus to: 5 receive network packets; and operate on the network packets
wth a ProgaPm: fheeag: BgYaReT FPEFARIAILAT B ¢ poskigad ofy anpadksite

engi nes of a network processor to affect processing of the packets. 23.. The
appar at 889oP ERSPRA2PTRAEEELRT | PEOYHAN | dieadh mpsessest fhensemedmngan «f0

i hstructjons to: use at |east one programthread to inspect a header

porti ontBe PREXBECRE: 1n2omehgaspp e (Fchadudiesi mess fhier ReXte avadilakie

instructions to Rrovide , : ) ) -
program thread. With faster ports e.g., Gigabit ports where 64

byte packets are received very fast, the scheduler can assign M
packets to the next available program thread. The program
threads signal each other as to what part of a packet the program
thread has processed and its status.

A program thread can be assigned to process the first
64 bytes of a packet. When the program thread is finish, the
program thread has data to set signals to wake up the next
program thread has been assigned to process the next 64 bytes.
The program thread may write a register and an address of the
register in a pre-assigned wemory 1ocation,.e.g., scratch
register. The program thread sets signals to wake up the next
program thread that has been assigned to work on the next bytes
of the packet.
| Referring to FIGS. 7A-7B, the self-destruct register
210 allows one scheduler program thread S, (230 in FIG. 7B) to
request services from multiple program threads P,-P, that provide
the requested sexvice. The first program thread, e.g., P; that
accesses (232 in FIG. 7B) the self destruct register 210 takes

the request. The “self-destruct register” 210 zeros, i.e.,
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schedul er programthreads to schedule task orders for processing and
processing 15 program threads to process packets in accordance W 4 RUNa2lh
assignments assigned by the schedul er programthreads. 25. The apparatus of
el aim 22 wherein each programthread wites a nessage to a register that

I ndi cat es woiigedeent status. 20 26. The apparatus of cl ai pe2gsoeti®i n the

regi ster

Is a globally accessible register that can be read fromor witten

to by all current programthreads. 2 4 J UN 2004 37 27. The apparatus of
claim 22 wherein the schedul er programthread wites a register with an
address corresponding to a |ocation of data for the plurality of processing
program threads and a selected one of the plurality of processing program
threads that can handle the task reads the register to obtain the |ocation
of the data, and 5 clears the register after reading by the programthread.
28. Thechpprsafssoin cFEE m ) wrorilbe e reabtthera @rogfan Hehydadal ity of
processi ng programthreads assignable to the task attenpts to read the

regi st ePthéreprogramstivesads | capaklle iof iseprisiingedhat regurstt wialluexd hat
indicates that there is no task 1 o currently assignable to the processing
pr ogr ami-ehgendbe 2oresgrtektwdth AIn Al Ve reguassin oy eexampiey & t he

engi nes conprises an engine to execute nultiple ones of the nmultiple
t hr eadsprogram context can request a task be assigned to the first

context that is ready, by writing to the self-destruct register

210. A context checks for an assignment by reading the “self-

destruct register” 210. If the value of the self destruct

register is 0, there is ho new task presently available to assign

to the program thread. This could indicate that there are no new

tasks or that another program thread may have assigned itself to

the task and cleared the self destruct register 210. If the

value is non-zero, the contents of the self destruct register are

interpreted to determine the task, and the register is cleared

upon reading by the context. Thus, contexts reading this

register for assignment wait for the register to be written

subsequently with the next task instruction.

Referring to FIG. 8, for networking applications

typically different program contexts are used to perform specific

system tasks. Tasks include receive scheduling, receive

processing contexts, transmit arbiter, transmit scheduling,

transmit filling and processor core communications.

The receive scheduler initiates 242 a receive operation

of e.g., 64 or 128 bytes of input data by sending a command to
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15 30. The apparatus of claim 22, wherein at |east one of the engines
conpri ses an engi ne to execute rrul tiple ones of the nultiple thedaddhN 2004
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LlOO/‘&( 9 10% & ()-Y'@0% & ()- @il0% & () - Y°/<10°/‘&
d3$10%&qniduédetermined by processing the Sacket hea

10% & ()-/10% & ()--10% & () -$10% & () 910% & () - ylofV& (0)- ch3$10%&f

10% & () %10% &'1hle- Prob@aklthireld¥ &l coiml@i®atle with a shared
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a bit vector. This mechanism allows setting and cleariné of
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emptiness of output queues. When a receive program thread
enqueues a packet, the receive scheduler sets 250 a bit. The
transmit scheduler can examine the bit vector to determine the

state all queues.

The bit.set and bit clear operations on the bit vector,
can occur in either scratchpad RAM or SRAM. If the scheduler is
communicating between program threads on the same microéngine 22,
the.bié vector can be std?ed in the register set because each
context can read the other context’s registers. For example, an
empty or not empty status of each output queue is support by a
‘'bit vector in internal scratchpad memory. When a reéeive program
thread enqueues a packet, the receive program thread uses the
scratch pad bit-set command to set a bit in the queue status bit
vector to indicate the queue now has at least one entry. The
transmit arbiter scans 270 the queue bit vector for non empty
queues (e.g., bit, set) to determine packets that are ready to be.
transmitted. When removing 272 a packet from a queue for
transmit if the queue empties 274, the transmit arbiter issues
276 a bit-clear command to the corresponding bit of the queue bit
vector. |

Referring to FIG. 9, the thread done register is also
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different program tgfeads. Each program thread can use, e.g.,
two bits to coﬁmunicate its status to all other program threads.
Also one schéduler program thread can read 292 the status of all
of its processing program threads. Upon completion of a receive
task, 282 a “receive” program thread writes 284 a completion code
into the “thread done” register. The receive program thread
becomes inactive 286 after writing the thread done register.
That receive program thread waits for another signal from the FBI
that indicatés another receive task has been assigned. Program
threads 1-16 have 2 bit fields for “ﬁhréad_done_l”, and program
threads 17-24 have 2 bit fields for “thread_done_Z". The 2 bit
field allows a program thread to communicate different levels of
task completion.

For example, the scheduler can use the two bit status
“01” to indicate that data was moved to SDRAM, processing of
packet is still in progress and poiﬁters were saved; bits 10 can
indicate that data was moved to SDRAM, processing of packet is
still in progress and pointers were not saved; and bits 11 can
indicates packet processing is completed. Thus, the states 296a
can be used by the receiver.scheduler program thread to assign
297a another thread to process a task when data becomes

available, whereas, states 296b can be used by the receive
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thread and processing program threads called by the scheduler

program thread. That is the status messages can change depending
on whether the convention is for receive, as above, transmit, and
so forth. In general, the status messages include “busy”, “not
busy”, “not busy but waiting.” The status message of “not busy,
but waiting” signals that the current program thread has
completed processing of a portion of a packet and is expected to
be assigned to perform a subsequent task on the packet when data
is made available. It can be used when the program fhread is
expecting data from a port and has not saved context 86 it should
process the rest of that packet.

The scheduler program thread reads the “thread done”
register to determine the completion status of tasks it assigned
to other program threads. The “thread done” register is
implemented as a write one to clear register, allowing the

scheduler to clear just the fields it has recognized.

Other Embodiments

It is to be undexrstood that while the invention has
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been described in conjunction with the detailed description
thereof, the foregoing description is intended to illustrate and
not limit the scope of the invention, which is defined by the

scope of the appended claims. Other aspects, advantages, and

modifications are within the scope of the following claims.
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10H 10H 1. A method for network packet processing comprises:

receiving network packets at a network processor having multiple engines

5  collectively executing multiple program threads; and

operating on the network packets with a plurality of the program threads to

process the packets.

2. The method of claim 1 wherein operating comprises:

10 using at least one program thread to inspect a header portion of the packet.

3. The method of claim 2 wherein operating further comprises:

signaling by the at least one program thread that a packet header has been

processed.
15
4. The method of claim 1, wherein the plurality of program threads comprise a
scheduler program thread to schedule task orders for processing and a processing
program thread that processes packets in accordance with task assignments assigned
by the scheduler program thread .
20

5. The method of claim 1 wherein the program threads write a message to a

register that indicates the program threads’ current statuses.
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5 7. The method of claim 5 wherein status messages include busy, not busy, not

busy but waiting.

8. The method of claim 5 wherein a status message includes not busy, but
waiting and wherein the status of not busy, but waiting signals that the current program
10  thread has completed processing of a portion of a packet and is expected to be assigned
to perform a subsequent task on the packet when data is made available to continue

processing of the program thread.

9. The method of claim 5 wherein the register is a globally accessible register
15  that can be read from or written to by different ones of the program threads executed by

different ones of the multiple engines.

10. The method of claim 4 wherein scheduler program threads can schedule any
one of a plurality of processing program threads to handle processing of a task.
20
11. The method of claim 10 wherein the scheduler program thread writes a
register with an address corresponding to a location of data for the plurality of

processing program threads.
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5 13. The method of claim 12 wherein the selected one of the plurality of
processing program threads reads the register to obtain the location of the data and to

assign itself to processing the task requested by the scheduler program thread.

14. The method of claim 12 wherein the selected one of the plurality of
10  processing tasks reads the register to obtain the location of the data, while the register is

cleared by reading the register by the program thread to assign itself to process the task.

15. The method of claim 13 wherein when another one of the plurality of
processing program threads assignable to the task attempts to read the register after it
15 has been cleared, it is provided with a null value that indicates that there is no task

currently assignable to the processing program thread.

16. A parallel hardware-based multithreaded processor for receiving network
packets comprises:
20 a general purpose processor that coordinates system functions; and
a plurality of microengines that support multiple program threads, and operate

on network packets with a plurality of program threads to process the packets.
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5 18. The processor of claim 16 further comprising a global thread status register
wherein each program thread writes a message to the global status register that indicates

its current status.

19. The processor of claim 18 wherein interpretation of the message is fixed by
10 a software convention determined between a scheduler program thread and processing

program threads called by the scheduler program thread.

20. The processor of claim 16 further comprising:
a read once register, wherein the scheduler program thread writes the read once
15  register with an address cotresponding to a location of data for the plurality of
processing program threads and when a selected one of the plurality of processing
program threads reads the register to obtain the location of the data, assigns itself to
processing the task requested by the scheduler program thread, while the register is
cleared by reading the register by the program thread.
20
21. The processor of claim 20 wherein when another one of the plurality of
processing program threads assignable to the task attempts to read the read once register
after it has been cleared, it is provided with a null value that indicates that there is no

task currently assignable to the processing program thread.



10 10%& ()-Lmi0%& ()-y 10%& ()- f10%& ()- 10%& ()- FU0%& () ¥
101 1092 & ()-!10%& ()- -#10%& ()-3: 10%& () - @0%& ()- 10%& () 2f JEopt
100810%&' ()-. 10%& ()-,f10%& ()-Y(S10%& ()-, & 10%& ()-$ 10%& ()-
L. 1| bC 10f 10%& ()- 10% ()-1 %40% ()- 10z 10z 107, 510%& ()-

3g10%& ()-| 7dEbC 10y3: 1098 () - 1098 () - ye! 10%& () -f &L0%' ()-y& 10%&' ()- vy
- 10%' () - K[ dEbC 10Y( 10%& () -s, &10%& () - f $P0%& ()-f!

109 ()-: 109%& ()-s "10% ()-[: dEbC 10S59! 10%& () - y&310%& ()- s

110%' () -. 10%& ()-, Z10%& ()-*10% ()-: *bC 10@ 10%& ()- 10%& () - Y40%& () -
10 109 109%&' ()- 710%& () - *NdEDC

10

15

20

22. An apparatus comprising a machine-readable storage medium having
executable instructions for network processing, the instructions enabling the apparatus
to:

receive network packets; and

operate on the network packets with a plurality of program threads collectively

provided by multiple engines of a network processor to affect processing of the packets.

23. The apparatus of claim 22 wherein instructions to operate further comprise
instructions to:

use at least one program thread to inspect a header portion of the packet.

24. The apparatus of claim 22 further comprising instructions to provide
scheduler program threads to schedule task orders for processing and processing
program threads to process packets in accordance with task assignments assigned by the

scheduler program threads.

25. The apparatus of claim 22 wherein each program thread writes a message to

a register that indicates its current status.

26. The apparatus of claim 25 wherein the register is a globally accessible

register that can be read from or written to by all current program threads.

10
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threads that can handle the task reads the register to obtain the location of the data, and

5  clears the register after reading by the program thread.

28. The apparatus of claim 27 wherein when another one of the plurality of
processing program threads assignable to the task attempts to read the register after it
has been cleared, it is provided with a null value that indicates that there is no task

10  currently assignable to the processing program thread.

29. The method of claim 1, wherein at least one of the engines comprises an

engine to execute multiple ones of the multiple threads.

15 30. The apparatus of claim 22, wherein at least one of the engines comprises an

engine to execute multiple ones of the multiple threads.



