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t Wo Peblicken@ipoa@hy. posifttedn avgstoRETe aReeelg PseyTve ALy keys- J8e two
Gt hedys LrognnpaGiy fehtedisah « Waens uyf@oe: cogbmigusithier &b omenly be
al | gééﬁrpt@ugxg e btﬁkgkeg.%ﬂé Ghed fy 6 Edd IphbBishel, \E'}ﬁgih&ﬁhet! ifkeRd Bxlﬁi'ata They are
t ag & E‘%Stol téeo leigalﬁllgil rﬂ/ge ae Bsuercﬁvlely.'l{'l%ﬁlﬂils ke&ﬁwtgw&y %Iag iffended
cod EFE i ArREote B E Y T RG & " Il ok or tap on a_coded
sur foneholdspfiiy priyatpyfiey; Oncg 5“‘“??%*8 Uife g’e %"ghcrll“@'t FEGE SipPageored e
c oditha grivitskey] Bl two prsiits famsepnply sxchrage Ajesasps 1 B g rignee 2 seoret
QO ey diongup it @8 brivapl iscatrt, ¢rioemal 538k hd@f & HE phgF key to generate the
(dog&gg&pﬁgg@@?& HYGOO US), entitled "Qbtaining Product
Assistance" filed on 2vd April 2004; and USSN

10/ 8 @0ByPioEgbkcet be ey ETeait MRS tigndyre: T Py gidhe Py £ prees 2
Sc aRie# hafbeyi meesads oud then énorvresdhe hish wilg the Priveielsy, it a8yppq cgyverify that the
Cod'enclyprda@sln SstirkicSthdBigdature 2604 holleRUFAEQEHFAARESYwiB AGKERINEticular

1%0 %%s}lég, QAR taé{:ryhtﬁg e ngryﬂ%ee b RELEGS puBIRkS) dd WBfying the hash against the
or mat bot

I nf 1.on,. a1 [. a9 .e ciple: .etmess B LRty both tha
aut MEFFES Eg‘f L fplpeél%eﬁ%ogh glgst %ggﬁghadé?f %ng%er e%gr a Tao

cl adewesgsis eI Tlt B o9 *WPGBE B ead use: secret - key
cry EECQ%MO e Rk 4 &gitkl@i&naﬁ&,}bﬂth&@femyﬁnmge that signature verification
Secr eglgolgg%ﬁ% gtsa%gl;yt%ﬁ‘gydme@cé%e}[ eferred to as symmetric

cryptogra same key to encrypt and

fec Iy phke AubIRSS@GSgraphyVBorp et he So Wiastay molistrigutenublisdiryg ehich prevents
E'S $ A& Rt Ss ishbdusily dRE fRP@RiGIRs HEGiifideE yutheraed) A pgiBicate Aghority is a
Sec rt‘n?s&d tﬁ:ed arty EVHIQ‘! aluﬁéngcgtys tl%ragéataﬁ)g %m 2 puﬁic ﬁcQ a{d%..fp&{oﬁ’ﬁﬁl othd? entity’s

as asynmetrrc cryptogr [ es. WO . [ Kk

The Sy Teeege iy TP e S e P R o s
way adisigns 2 digis) coificaergisings ke Yt dpalspd Ryblg e R ‘%F&_H“S%ﬁfz“ cate
Be ashedy ypisebe nuidic ky intthvaerificdtreyith k bigh degtyq of cerfeingy faldids srmipg They Just
I S &hen vidllat Bh@RkficatdMhds lirfdect been Ghdday the sertiicyptautrrityydibse public key is
They AL&n referred to as the public and private key
respectively. The public key is used to encrypt any

es Sagievé pmprblegeurity rsecehiey ¢nptogey, pblickscrypopgrayt ligsdy lengths an
ONC grad rGksipiasieet) S6. Ngw thbv@mdHildoingrel @ith 2 feiv hidsdliige can

only be decrypted using the private key. T t .
Dot Hiws: B ibee CrErgrBn e G e B U8 SR AP s o coate
hav disegssitnof ertodraigfechrdquessecr et 10 key. To ensure that the
priyate ' it is normal for the hol der of
theSW%KféFtéeEy&t%gMgéﬁer ate the public-private key

pair Public-key cryptography can be used to create a

di gintadifst aspotfhreptegentanventidn plofides $@biertsempsising frrbeofsf PA7Siseeseh giyprin e

Cr e akfRSthedof, said first coded data identifying a plurality of locations on the surface and 2 layout of at least

35 one interactive element associated with the surface.



known hash of a nessage and then encrypts the hash
using the private key, then anyone can verify that the
encrypted hash constitutes the "signature" of the
hol der of the private key with respect to that
particul ar 15 nessage, sinply by decrypting the
encrypted hash using the public key and verifying the
hash agai nst the nessage. If the signature is
appended to the nessage, then the recipient of the
message can verify both that the nessage is genuine
and that it has not been altered in transit.
Secret-key can al so be used to create a digital
signature, but has the disadvantage that signature
Ver infalfGddr hsgott the et filkthe @miiBes P@yhicad infydeltioh yringd qaatie buyfacy sdidgyaphical
to &u%ﬁmﬁo%%a%g 1R ¥rleadt Bhe hRrad¥ReRmAMD! | C-key crypt ography
wor there has to be a way to distribute public keys
whi ch prevents _inpersonation. Thi§ I S onnallyddgnqmmWof
dsi Refopsty b ppbinideaihed iyg YT WAL “RUPIEF gt R 2P
cer bhiff.cate authority is a trusted third party which
aut henti cates the associ ati on between a public key and
a Pe&f.3@er aQSpeQﬁ:her@Is B@ﬁde@ﬁ%ﬂj&%&l’hﬁh is 4 AR Het froduct ibhe
certificate authority verifies the identity by
exam ning identity docunmepts etcg. nd then creates
91 d OEjopsite ety f"&fidf%ﬁ f"ngeé %dtenlng“is o ?%‘gﬁ‘?ai ni ng the
identity details and public key. Anyone who trusts the
C er Dptfohala thecladt rmadtchiosntifipd yamrodye class nbenTpifpria gangfaspre fmpdh o
certificate wwth a high degree of certainty that it is
9eN iy, FOEY: of hsaticr is BANRA byQ UMREhbYakitBde dlip
gertlflcate has i ndeed been signed by the certificate
uthority, whose public key is mell-5p0$qf To achi eve
c onPefosiY: e Wile iy detngd by plateh pragne e PRI TR G aphy ,
publ i c-key cryptography utilises key I engths an order
of opDmRilY, thelfst boded g finthér identifica a flag fur distivzuishing e fiyit eoded den om0y types
W t Bregued 8 hundred bits. 30 Schneier B. ( Applied
& yptography, Second Edition, John Wley & Sons 1996)

provides a detajled  discussion of cr ! ' s
B
as pletbicstieid yiawddapifior eipg APFBHPIHTE e daieods ta By dgpondently readable.
conprising first coded data di sposed on or in a

sur bpkeny engefidnisaidehifds £ sdatmased data i dentifying a
Rlurality of locations on the surface and a | ayout of

at as 35. one .iLnt.er [ ciated with

¢ he OBRR e YL LERAE L ke FURRLosREGT, B 01

further conprises graphical information printed on the
sur Peticwlly, Gernigue dfensifisn fompifses sqoenfl eppokda sppsad &) {1 prace ¢ T piecs seid
at lesdddoded e idetilylg exolgievdentigl f@festiect. 5 Optional [y the
dpayout is identified by a | ayout nunber, and one

! aygé{l%naﬁw&psg&nd Ico%eﬁ%%eﬁ&eﬁﬁes xgl s%anxl‘eler alla lm_iqye i&fxﬁty,
objects.” In a further aspect there is provided an

object which is a consuner product item 10 0 dod
Opt Pesinalish Yo firg gqded fteridentifies g faedpr distpayishing e frseodr i ey osgorg
cl a&s. of product. Optionally, the class of product is
ssdentified by a product class nunber and/or a

ma HHJ Bl khdthiq 2 [JasaT-18 comprmta kaftidid E}Jﬁé{n didob38 o6 braSurde ofdHe@BJELE faid
is | entlgdg 'bXE%tQQhﬁgkﬁ%lm roduct Code (UPC). 15
Cpt?@ﬂ%ﬁ?y, e surfaceé 1's I hed by a | abel,
packagi ng or the product itemitself. ) )

Optionally, the random pattern is defined by a taggant randomly dispersed in ink printed on the surface.



Optionally, the first coded data further identifies a
flag for distinguishing the fast coded data from ot her
types of coded data 20 In a further aspect there is
provi ded an object further conprising a unique
identifier for uniquely identifying the object, said
uni que identifier being distinguishable fromthe first
coded data and i ndependently readable. Optionally,
the unique identifier identifies a serial nunber. 25
Optionally, the unique identifier identifies an

El ectroni ¢ Product Code (EPC).g-Optionally, the unique
identifier conprises second coded data di sposed on or
in a surface of the object, said second coded data

i derdplidadiy, Rg urRud ilbhihues chnfiRaatid &b gribag. t he obj ect. 30
Optionally, the second coded data further identifies a

di gi t al e for .t . ¢ ¥ the
the Gripay of B efCiag Sl PSP R0t bRk
i stsirfigyanddn arny of et lfaF‘ P‘§ t“te‘é‘iﬁ‘é"é&mﬂ’é"(“8°‘3‘ g 3 ﬂfe [{&*%€econd
coded data. 35 Optionally, the unique identifier

C ONMplicaABS, eadh theHMEO Rt £ Rsiaf pEhidSpode dflag for Getinghispingthefingt foded data

of the P RCdcodca@iedl random pattern defining at |east
one fingerprint for the object Optionally, the random

Pk Tt P pRE el p e g G v BEL Sl

i de repuwfiding firsticadeddamdisgpspiapiorin sufpre ﬂeﬁf%satdaﬁg“ co %arﬂ &FP&TYW plvaliyof
t he Idciting tn teewted ard a taputiofat lehetforeriptaghettyyelement hsgopigiddivith thegiriace,

t 20 %aid BRklalagrdngenti fying its own | ocation on the 5
surface gnd.j J;ﬁorlfo@%%% at st Sl @r Rl rd GRBEONE i Nteractive
{e 5I ement a?o%egs%r a‘or ﬁ?ner?tmgelag/out ga Iusmg H1e se%‘é"decbdegg{:a,l sgcn%lnlt %ta 1d€1ﬁ§'lﬂ

f ur tHe
{1 g in et TRy “pi R Py oLl du s bl s
ot her t yyrens fopformmpidetioe tetdyent dotd § a FAPPUFAHEPRRr aspect the
present invention provides data reader for interacting
Wit Ry aﬂ&eﬂgﬂeﬁﬁg meseﬁfﬂ:lv@im& BloR&! data CQRTbrlinetattBlg Fith xfobjedt Gliblect
g)at 3 dn%gsz 90§e%gata%po d oxl oin qu?d& Jlé’?égpsafd Ucﬁgd%gi xdeﬁ@}ug fpluf‘aﬁ:;' of locations

codé ent

ot L LA e o
el eruifye dad e gicgd mnth the surface, said data reader

C onpatd detk vagjer cgmprisppt | cal sensor for sensing at | east

some Of & Bftcaf seriscs tor RIBEANIAtadnR of thebodad dars0cessor  for

generating lavouigdat a using the sensed coded data,
sai d | ayo ut Q?t %‘%nlé gv?ﬁx rlth]; Xz ?cg:oc%d dag@ﬁéx{nkés aﬂheq yth 9%2 g@ttnﬁue

reader relative e surtace and [ ayout of

| east ori®™ht eractive el ement; and means for

COMMUNI cat i nepnetaiins ldyex e psingliaq ssused Goded datp A oy doa {feniifyipg qpppition
anot her obsqyee feadérietiye foats eumfbce and vither (i) triaypit ofthe d kst ageiptegactive
feader Qgﬁmhp&ﬁ&@&@km%ﬁMﬁilan obj ect, said object 20

compri sif JQ&Q.S,@%&%. RO 6D cRPuPLyska) @ sur face
t her eof sal code ata identifying: a plurality of
| ocat i ons
Optionally the processor determines whether the sensed coded data identifies (i) the layout or (ii) the unique

" identity, based on the presence of a flag in the sensed coded data.
35
In a further aspect there is provided a data reader which is selected from any one of the group comprising: a

fixed scanner; a handheld scanner; a mobile phone; a pen; a stylus; and 2 personal digital assistant.



on the surface and either (i) a layout of at |east one
interactive elenment associated with the surface, or
(ii) a wunique identity of the object, said data
reader conprisin& an optical sensor for sensing at

| east sonme of the coded data; 25 a processor
configured for. determ ning whether the sensed coded
data identifies (i) the layout or (ii) the unique
identity; generating |layout data using the sensed
coded data, said |layout data identifying a position.
of the data reader relative twthe surface and either
(i) the layout of the at |east one interactive 30

el erfegethegrspeg {he Brestbipventipn pepiides # iRy injeractingelth preohiprs sefd@ystem
commubpkiggt i Ng the | ayout data to a conputer system
Qpt i Onal & Bojded2EmpRERGRESRN dadl @pBEI Th BES: BRI, fid 1ot S@A&Rd
co d %inn%%: gll&%% io idion gxl: )urf d J l%ylﬁ)&ﬁat 184 ong #n{el)acti%elgﬁment associated
uni que. 1dentity, based on the presence of a llag in
the "SRAEEEtBYed data. 35 In a further aspect there is
provi ded? e geersompesiger which is selected fromany one
of the groupaeptivdsanwi fprgensing at lepst somebf hefmpdeddatn handhel d
scanner; a nMpRéckstdr PBMRRLINg RyolR Q#t usifk ttsdhbetl Goited Adftlkaidlayout data
per sonal sisfeh fdsitieBrheihtiBier rela@e to kiR sufbkO ol £ihyo SR Gilicast £1E

resent jnventlon provi des a systemfor interacting
with an ot%J ect, sard system conprising: an object
conpri sing f Presior cuqutraaby=at g"ﬁ‘é“f@&f“"d‘ﬁ BF™in a

surface thereof, said first coded data identifying: a
pl uiahdtnspef thd peeatiiveria povidet d3estes e fdatRingan titedctibrentd ahtobj@f, said
at  bgasbmpRIRR fikstibded B bilpWsd of br@f TRHace A& GdiPHr Ll ded Mta\Mediling: 2

15N€ isbhyf B Gtion e BreHlhPa 1hy SRR Gcae &Q?&Ja%mgﬁen%oc%& evig@al:

sensor for sensing at |east sonme of the first code

dat &7°°& processor for generating |ayout data using the
sen&EgrsEp erprsgst cgrresygrraliest Ptdata i dentifying a

posi t i oneceivingtapnut deta froam ardetanehder interadtipet Vit the furface, baid lagquirdhtpidetifying a
andpdaitidnasfi@ dita reifier telitve @tthe budi@&dnd Q18But of H3 atildad @F AEhdtive@lement;

% ement AR HRE Bipdtd fystGDRIEHA 158tk xR Chn bRBosbANMB L obdat a

to a conputer system 1n another aspect the present
invention provides a systemfor identifying an

i nt 8PEY; 3E°°W“fe?fyséeﬁ“sc? B ™ sai d  object conprising
first ceodietnegaleouiddenifeidrte Bhcodnd ditapsing telpyridsa andher eof vy
sai d fi idstifyppitkeaergtdndy intehmeting theyppsitign of the redi&y wit referenbeitd ayzone b the at
2k OCdstiofaferaiVe didient SUpcfide & maREead hygyrout of at | east one
interactive el ement assocjated with the surface, said

SYSE &G BB e Bredtt iy ouLe Ipedip §}m‘?£ct%g HARe H)Ee?tgail Piecs
r_ecelv.l.n ayout data Troma aar.eaerln‘eac._ng_
wi t KRR Tt fofed e disrosetl of of I3 Ruthee tBrmpteret el edrd it g itpe: o plurality of

locations on the surface and a layout of at least one interactive element associated with the surface,

30  said method comprising the steps ofs

sensing at least some of the first coded data;

penerating layout data using the sensed coded data, said layout data identifying a position of the data
reader relative to the surface and a layout of the at least one interactive element; and

communicating the layout data to a computer system.

35

In another aspect the present invention provides a method of identifying an interaction with an object, said
object comprising first coded data disposed on or in a surface thereof, said first coded data identifying; a
plurality of locations on the surface and a layout of at least one interactive element associated with the

surface,



position of the data reader relative to the surface
and a layout of the at |east one interactive el enent;
20 identifying in the conmputer system using the

| ayout data, an interaction with the object

Optionally, the conputer systemis configured for:
retrieving the layout identified by the first coded
data using the |layout data; and identifying the
interaction by interpreting the position of the reader
with reference to a zone of the at 25 | east one
interactive elenent as specifigd in the retrieved

| ayout. I n another aspect the present invention

pr ovsidaiesedaontpiing Gestepfof:i Nt eracting with an object, said
obj ect  LQRRih SdoGited shstes layubdie Bontlakiaredibr SBEBREIWIRIhe Orface, srid
a s rofut%ctaeidetmﬂ‘)glgg%g{siﬁon%%e%tz teddet I'elaﬁ:@ Q%{é suﬁﬁ:@ #hdh ﬂy%ﬁ{'bf tlie)‘ﬂ 143§ one
a p_ﬁraflt 0 ocations on the surface and a | ayout
of HfELE"Bne i nteractive el enent assocj at. g with
Bhe sur fidseidne Bhe eompyer HETh GRS LONDY P4 A gPH "é‘f HS°Of
sensing at |east sone of the first coded dat a;
genepRaily)gid idayifis stfl admpristssi Ng t he sensed coded dat a,

sai d | ayQibinQRtout ElEEEd o b £ ciecld@Sisihd tRbya datefa dat a
reader r'z? l t L gxeeintl:e ocﬁén'%? igt?rérretfngtge%oﬁﬂgof the J’eﬁyr% rei@ffmc«l 1920 lof the at

| east oﬁénln eraé?lve ,unentkdpnq communi cating the

10y dset ongippragtive glement APRSEF YR SFEYR™ 35 1 n anot her

aspect the present invention provides a nethod of )

i e ntaisdanil gpoteba prsert Bvestion irayideswi dbject epmprising fsg podedg3yg dipposed onor ina
0bj Gfrce GO kbt kdidThst @l @6 ity Re Cilsio sBeation opthe sirficegnd
SUF {6 ol 8 3he Aol el S QAR gat a | da:t i L yi ngg a

ural 0 cat 1 on .

e b e e e Tt P e
sur fegfede- - 10- said net hod conprising the steps of:
receiving, in a conputer system |ayout data froma

dat aptoemias iddttkedoRifitsia Rfalwimbds t he surface, said |ayout
data identifying a position of the data reader

ﬁ)el 8&!01\1{1@ tthgldentl&igri H{iizs%lﬁec@oglgPradult @yd.Q#ﬁ’C)pf the at | east

I'nt'érac

one Ive elenent; 5 identifying in the

£

conputer system using the |ayout data, an interaction
Wi t Betiolatly, ©bjlentifer furthenjdenfifispadigit) siznature Jr e PP ng st ep
conprises: retrieving the layout identified by the

f i I BftiomBBdekdkRomkpRieferotdaa disposd ai or thabustice efitiet object.
%dent!fyin? tEe intgraction by interpreting the Cen
positjo re t  of the
L L T e i R S A S
the retrieved layout In a second aspect the present

i NV ertbiatnthqrecondicefiedsiamermpslsgs @bscodeonpri sing first coded
data di sposed on or in a surface thereof and an

3o e Btodaiiyibio barSl #la ifokat Sikcods 6 d-aekatsanai tdedat.i f yi ng a
plurality of l|ocations on the surface and said

o Bt e i D e b v s
i dek Phaeinthe riendsreend inkgay s pme iR EHER 88%er and

i ndependently readabl e.

35  Optionally, the first ink is substantially invisibie to the unaided buman eye and the second ink is visible to the

unaided human eye.

Optionally, at least a portion of the first coded data is coincident with the second coded data.



Optionally, the identifier identifies a serial nunber.
20 Optionally, the identifier identifies an Electronic
Product Code (EPC). Optionally, the identifier further
identifies a digital signature for the unique
identity. Optionally, the identifier conprises second
data di sposed on or in a surface of the object. 25
Optionally, the first and second coded data are

di sposed on the sanme surface of the object.

Optionally, the second coded data conprises a barcode.
30 Optionally, the barcode isjja |inear barcode or a

t wo- di nensi onal barcode. Optionally, the first coded
dat eptiafllyphd fitt @dbd BiatrlheRidéntifest flag forkiistmdbhibd e fiserodahdiz Eevekagecond
dat gyadaGa2r i Nted with a second ink, wherein the first
and second i nks nay be the sane or different fromeach

ot her, onal S _su
S e TS b S
Ps éxir e to the wunaided human eye. Optionally, at
| east a portion of the first coded data is coincident
Wt Bpiibday, theass el O es) athfduthumber] ahd one @Rbtingibderlislayeqoiated Wit a plurality
firgtugeded data further identifies a flag for
dlstlngU|sh|ng the first coded data fromthe second
coded dat a. tionally, the first code
10 d e Artipphygle objeq wemmew%ﬁ itepn gd &P B 5 g %5‘5% ““ﬁ“ e s
el ement associated with 5 the surface. Cptlonally,
t heoptiayigithe pioBuct e B idedtifi@tly dpyod@t dagiyebtr amdigrdrenufactarergumbere
| ayout nunber is associated with a plurality of
ObJ T L8R8t Gadusnsuner
ﬁ& T oite %?%%%Qghg%??rgfjcoéed gata further

dentlfles a product class. OQptionally, .the product

c| aQusiorally, thedistrpdef dais Gty idegtifiss tpapae pF e Niher and/ or a
manuf acturer nunber. Optionally, the product class is
i degdubbiyast iddyifia cdolpiiswan B tafr oduct Code (UPC). 15
Cptionally, the first coded data further identifies
25 h e l@vl{t% uierglgerpc:mlmt Xses(%franéog%tt%phl&&gd on (o)rg&t?ltlr?% %}adlle?é?ecg Jtaﬁ random
| delﬁf‘?nfdf’ﬁéi“g %B‘iﬁﬂ“i fiogerpring for B3 AH8Th paf tern di sposed on or

in a surface of the object, said random pattern

def oAy, t@trando@aSitm B Aefingt bmmaptrrinmnlﬁdignersetdhenl@bl}wé @1t the surface.
Cptionally, the random pattern is defined by a taggant

a nlg 9&%&’%}%& fﬁa%?egeﬁt%genlmﬂl p}onkes 2 BJ ;[H (ﬁxgpn% ﬁst@de@&fathﬁb@ﬁd on o2

s e ent o
e 6 SO, RO 0 e e
sur$@B@Dﬁh@W¥§H@aﬁﬁﬂwHﬁ“ﬁﬁWDdFﬁb sald flrst coded data
identifying a plurality of |ocations on the surface

an doptisnally,dhe RFbRg taagfics slemd dufaek.Nng @ uni que identity of
sphe object. Optionally, the RFID tag identifies a

S€ répgonalpy,lﬁx% tag xdengﬁes an Electronic Product Code (EPC).

Optionally, the RFID tag further identifies a digital signature for the unique identity.
35  Optionally, the digital signature is a public key signature.
Optionally, the digital signature is a random signature.

Optionally, the digital signature is a secret-key digital signature.



Optionally, the RFID tag identifies an Electronic
Product Code (EPC). Optionally, the RFID tag further
identifies a digital signature for the unique

identity. 35 Optionally, the digital signature is a
public key signature. Optionally, the digital

signature is a random signature. Optionally, the
digital signature is a secret-key digital signature.

12 Optionally, the RFD) tag is di sposed on a sane or
different surface of the object relative to the coded
data. Optionally, the first .qpded data further
identifies a layout of at |east one interactive

el ement associated wwth 5 the surface. Optionally,

t he ok, thar g it dipdsediofl st of diftfentanrh@ yiis bbj@f relgite td ipasipd data.
one interactive elenent associated wth the surface.

H ot ek roslallge I.rggr s 1)t S bl o iy P @b wit
|§I ur“‘&F‘Ifffcff of Obj ects Optionally, the object is a
consuner product itemand the first coded data further

i defiohdllg fie BFIPEORHbatidetifia s Byout ofldbleashotieiimarrative afement fygciated with the
prodygd. class is identified by a product class nunber
and/ or a manufact urer nunber Opti onal I y, t he product

e e L S e B

t heofmiiefue i dentity of the object. 20 In a farther
aspect there is provided a data reader for interacting

W t RopiRaig) B @it is 2 Soaduler friu Bdm 2BOHETFst Sdei@ptafithiesitlentifeagi@dhct class.
data disposed on or in a surface thereof and an RFID

1( g’O t%)g dth!c:I L c%class 1S 1%4:@9(1%5'9 r&ﬁ& Q;sé Mexndgd/@a Binﬁﬁcﬁl‘e?nﬂbepf
ocafi ons face’ and sal Dtag i dentifying
a uni que |dent|ty of t he obj ect, sal d dat a reader

c omewtiowln the proAB:t g injdsntifieddy 2 YnivisR P Fode @RSk ng at | east
some of the first coded data; an RFID transceiver for
S eNghghi, ASarRRUIRD adiArGHher Rieifidd HEG S idehtBiof WaBEt. At | NQ

jondi cating data usi ng t he sensed coded data and the
;gg?’% e[r:| ?Egctt 1s a{g‘\? ar détlgllgae Ier orrg n%n%/watk ol)_]chEHd o&ééi c&%m&lg first
and caed e drasedionis e pfpe Groof b R g cd ﬁf%\??&*’déﬁa #&"&ﬁ‘% a prggy of
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sysbig@gan€ONpPri sSi ng: an object conprising first coded
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fixed scanner; a handheld scanner, a mobile phone; a pen; a stylus; and a personal digital assistant.

35  Inanother aspect the present invention provides a system for interacting with an object, said system
comprising:
an object comprising first coded data disposed on or in a surface thereof and an RFID tag, said first
coded data identifying a plurality of locations on the surface and said RFID tag identifying a unique identity
of the object; and



of the object; and -13- a data reader conprising: an
optical sensor for sensing at |east sone of the first
coded data; an RFID transceiver for sensing the RFID
tag; a processor for generating indicating data using
the sensed coded data and the sensed RFID 5 tag, said
indicating data identifying a position of the data
reader relative to the surface and a unique identity
of the object; and nmeans for comuni cating the
indicating data to a conputer system In a further
aspect the present invention provides a nethod of
interacting with an object, said object 10 conpri sing
fast codedtaegaderromgiriizstosed on or in a surface thereof
and an RFI D taagticaSabotlfofsénkitptat lex0 shenel ofttka it codedtiomt i f yi ng a
plurality of .} RGEhORS: 12 endild @e Ritih h@ce and said RFID
tag identi fyl glgcegor%ﬂée&%&gm %@éﬁd&tyusiggthe sgged co%hﬁa%d’the%e@ée&jRFlD
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a position of the data reader relative to the surface
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sent
T VIS &R Lot Sh G s TR e Qe Sy o
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sai Gaid memsd comppiglechedlagt & | dentifying a plurality of
fiduci al gnsBfut feddi@onp WF deFRfo®ifta; SaI d random pattern
gefinin Urefthe tk%ﬁ} one fi ngerpr| nt for the Obj ect.
Opti onal I
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Product Code (EPC). 30 Optionally, the random pattern

iOS @Pﬂffé e@}ﬁe ﬁesénﬂgtgﬁghtpronl@é] QQMmQﬁrﬁ%@t%@d Habh aﬁdra kandom pattern
pr I gtép%gd (gr)lr(])r ntl :D G S l{{ereoaﬂ Sﬁd first % I’% %‘P‘%‘J of %ﬁdls%)l fﬁe sg‘f’acee and
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35 Optionally, the first coded data further identifies
a | aytoutly, tf or edth fngasit idarifes bt idetty. ve el enment
Associated with the surface. -14- Optionally, the

2y Bl £501 ol ol LAk NUTDET . AN ONE

| ayout nunber is associated with a pl urallty

Optionally, the or each fingerprint identifies an Electronic Product Code (EPC).

30 Optionally, thf. random pattern is defined by a taggant randomly dispersed in ink printed on the surface.
Optionally, the fiducials are all distinct from each other.
Optionally, each fiducial identifies a unique location on the surface.

35

Optionally, the first coded data further identifies a layout of at least one interactive element associated with
the surface.



of objects Optionally, the object is a consumer
product itemand the first coded data further
identifies a product class. 5 Optionally, the product
class is identified by a product class nunber and/or a
manuf acturer nunmber. Optionally, the product class is
identified by a Universal Product Code (UPC). 10
Optionally, the first coded data further identifies a
uni que identity of the object. In a further aspect the
present invention provides a data reader for
interacting with an object, saiud object conprising
first coded data and a random pattern di sposed on or

i N aopsull.aie dydutieineaifid by 8 Byont ninbersind cnplebewd mukddr & associated with a plurality
I dendrbfemtd Ng a plurality of fiducials on the surface
and said random pattern defining at |east one

SRk o s Al 200 e BPLL B B SRURE o
| tast sone of the first coded data; a second opti cal

S e ns@ptonlip the grodvgticlrgis dentified by prodyes igss eyfuber pyd/orre Ry fypiyrer number.
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m-any one of the group conprising: a fixed
scarifitf@ reafentompitingl d scanner; a nobile phone; a pen; a
styl us; #ftionticalyensas fyrarisingiit kepistisqae of thediegt cededdiz: 30 | n
anot her osdo@@pticdl keasorior &5 bt Ichsisvedvf homndpr BY¥Eles a system
for i _nt _ear;ﬁ{égsé.oﬂgnﬂé{lﬂtd for ébﬂera@]@lﬁ@g@ﬁ)mnt &a luﬁhg By Shs@Ithded data and the sensed
5P §1'r%£181&1,s O Gl i QR b de ihS LndGRHEGh Ak Bus@fiducial;
a random pattern di sposed on or in a surface thereof,
said first coded data i dentifying a plurality of
fiduci al Smpricttpmean; poiiguied fopsepmusisafie fhs FRsEPHAFATE 0 & poppputer system.
defining at |l east one fingerprint for the object and
35 @phbadin the £ cRsectO Biifal sSrisdiGie thasafué dpdal sei bralBibrens @HigIednsors.
jor sensing at |east sonme of the first coded data; a
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AN pAbothed 2§8Bhe fIXGt ifvbriblshGloRibies 2 SHRE for interacting with an object, said system
comprising:
an object comprising first coded data and a random pattern disposed on or in a surface thereof, said
first coded data identifying a plurality of fiducials on the surface and said random pattern defining at least
one fingerprint for the object; and
35 a data reader comprising:
a first optical sensor for sensing at least some of the first coded data;

a second optical sensor for sensing at least some of the random pattern;



conmuni cati on nmeans configured for conmmunicating the
fingerprint data to a conputer 5 system|n another
aspect the present invention provides a system for
identifying an object, said object conprising first
coded data and a random pattern di sposed on or in a
surface thereof; said first coded data identifying a
plurality of fiducials on the surface and said random
pattern defining at |east one fingerprint for the
object, 10 said system conprising a conputer system
configured for. receiving fingerprint data froma data
reader interacting with the surface, said fingerprint
dat a identiigwwwyqmﬁﬂm@&sﬁwg@n@mﬁwmtﬁ@u@aﬁdaﬂwbakt@¥HMﬂw
and at | g8 tandom Partérd, ShAGhgddprint B3 entifing v ledstsbrt@f thd tantidiepattern and at
conmput ersysk&M; M1 Ng the fingerprint data an obj ect

i dentity. 15 L3 a ot hegnrs ARG orct heumpam %&Y&%' ng]puter
provi des a s¥s or aut fent 1 cat 1 ng 5 0

dbj ect cBHPri si ng first coded data and a random
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fi r standt@deek wkaptesentiml@idn ployideGysam fopidentifpihg ab ybjeof saifl pbibet cimptising
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| eastntifyiogaeleatfsontelaBheradpchntierp ankd btdepshongfificigtand east one
fi duci alidentifyihg Rt Eoybipid@ systths ishgtnd tagerpkibt dgLamprjechiieni@t a, an
obj ect identity; and aut henti cati ng the object using
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OS idgn 18 lertg n:@tnl tﬁé?an&oﬁ pﬁ&m !mg Q%Lst &Qﬁiuctzfl i duci al 30

st coded urther identifies a
product t‘gg‘%’“smé%ﬁ'tg gty gjé"trtﬁes‘fy f8mis configured
for. ré?f‘é?‘\?‘t“?ﬂghel°‘?1ﬁ?"éla€tﬂteﬁ5°°b‘daﬁf“5yfrom the data reader,

~said indicating data identifying the product class;
i deojtbdai thGomputrisign ish@fduemger print data and the

5k ndi cat |Jg,gifyglg;,@ferenu}ggeg,mt the B8 riheladta; andD 1 N anot her
aspect tlgl%vu{%r eo‘%% identl %’Qsé gn% toq{e%fé{egcg%ng@mx%ﬁg%d of

recordi ng a £as ference Ingerprint for an

obj ect, said object having a unique object identity
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di spesed on or in a surface thereof, said first coded
sfata identifying a plurality of fiducials on the
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fingerprint conprising at |east a portion of the
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co ra%@b?e@@&xg l)bﬂeg thQg ﬁ@iqge object identity and comprising first coded data and a random pattern
disposed on or in a surface thereof, said first coded data identifying a plurality of fiducials on the surface,

said method comprising the steps of:
sensing and recording the first coded data and the random pattern;



portion; associating the object identity with the or
each reference fingerprint. 5 In another aspect the
present invention provides a nethod of interacting
with an object, said object conprising first coded
data and a random pattern di sposed on or in a surface
thereof, said first coded data identifying a
plurality of fiducials on the surface and said random
pattern defining at |east one fingerprint for the

obj ect, 10 said nethod conprising the steps of sensing
at | east sonme of the first caded data, sensing at

| east some of the random pattern; generating
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pl U&QLbjeEV of fi du0| als on the surface and said random
1§ er m%ef' ni, ngle | east one fingerprint for the

bj EEemodSHPEE e iRt Hiod i sing the steps of

recei vi ﬁ@smgiaﬂeaﬁs"e’ﬁﬂfﬁﬁﬁ@wdé%%em fingerprint data from
a dat a resigaerieajt prme pighe tandog paerish t he surface, said
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aspect the present invention provides a nethod of

aut et esneel thegresrt inyisfoa previdesapietiodofijleatifyine @rvisetisaid ghiget comprising

fi r &t cdoidetkndartreonggmaisyoset chonin paitiicetharpoliiaig firorseell damideptifying a
I N Rurdithof AGRLs bl &Y s@ 8 .andSdad rehdénl Ifaﬁet'n deiidefieSidheSingerprint for the object,
ob deé;l{dlnﬁtﬁ(oh%px%mgﬂé Esq,; ity of fi du0| aI s on the surface

:I‘alprl Lfang,fmg:n comy utersyo%np\, ﬁQ%%Ip}mQI a {aﬁgdgrtmteractmg thh the éurface said
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f i nger prdpmfymzjlathawfnm@mmemdlahafhﬁrfem datarpn Siegiddeitivg Wi t h

the surface, said 30 fingerprint data identifying at
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identit cation request from
t he dat %{fﬂl?“gcaa ?"bect "%gﬁ%be?té" ystem ‘sai d request
conpri si ng the identity data; -17-

In a fifth aspect the present invention provides a method of authenticating an object comprising an identifier,

35  said method comprising the steps of:
reading the identifier using a data reader to generate identity data;
sending an authentication request from the data reader to a computer system, said request
comprising the identity data;



receiving, in the data reader, an authentication
nmessage fromthe conputer system said authentication
nmessage conprising an indication of authenticity, a
description of an object associated with the identity
data and a digital signature of the authentication
nmessage; verifying the digital signature; and 5
conveying the description of the object to a user if
the signature is valid. Optionally, the identifier
conprises or is contained in any one of coded data

di sposed in or on a surface ofi7.the object; an RFID
tag; a linear barcode; a 2D barcode. 10 Optionally,

t he i dentereiving jin e dayeailes exautbeniésatiof messags [fropp thy compyitensystem.agids

di Spasattdiin@agelcnpsing bififd@gien dfuthtonery, @ Bis@ion of @At asb@lpd with
cont gl ,&atmﬁi&?ongagname S8Phuinfddaite mbshige; Obj ect identity.
Optional |y mg'gmm”‘tla%k e tifies its own location on

the surfacg |or’1a ly, the ital signature is
a> publ i cREYedegripin o te oys ftf°6‘r‘fs§1‘f es‘%?aﬁ“@‘sﬁﬂ‘ﬂl i c-key
signature was generated using a private key associ ated
Wi t hopidually, it et toopridds or0f contdinkin @ipgve oft code@Bta Bppbsedinmexlor asyrface of
t he §dGaatikre tigh M vurbdagehbakdag a public key

associ at ed with the pri vate key. Optionally, the data
Efi? Id(%e)nrﬂog ,)}he 16?1%.5;1- Dogq; es neo hral}/t%of oposeg ?enro%:f}l;s ato?ﬁee object, each
man Lffgd?,“falm“%‘i"deéi’a‘aéﬂe@@l“‘ﬁ ‘ih‘f‘lbl%ldi‘é‘m&ut hority. 25

Optionally, the authentication nessage identifies the
Ma.N Udpadadliy le£21 tag idefdifibsl itOsvalideagion oh thesuhed @ r eader verifies

the certificate. 30 Optionally, the certificate

ihcl ude n nuf act ur er.

&;t i%ﬁ%?%‘r’?‘? Slgndag%egg ubf?ol(e}r ELgaéuglg\l?eys the description of

t he manuf acturer to the user. Optionally, the

des Qriigptly: S public-kestsiguagisraseenciatesvping e gidvate key aspogisied ity hmagpfacturer of
35 amobj@entity of the object; a nane or description of
a manufacturer of the object; a manufacturing

gﬁt Q!p&oln‘ﬂ? thQLgnM}@is @Qﬂe@&fng a [ﬁbh@ ﬁely Ls!so@nged%ﬁ &l ﬁnbamﬁcey()f the
objeCt; ~a sold status of the object; -18- a purchased
status of the ob ect; and a pedigree of the object.

Opt i9Bo=ALly- ?e“?ﬁédeﬂ’é'%‘ﬂsrﬂieﬁ‘tbf‘%‘f’\" P2 eHEShj ect is conveyed
to the user visually on a display or audibly. 5

Opt iopwediy, Yie cetiificte A bkbdaigaitvits &d haauhcinepuestificgoaperitses a
sonce generated by the data reader. Optionally, the

aut Renthsal LeR AR 2888 G, 38Sadbae noNCe.

Optionally, the data reader verifies the certificate.
30  Optionally, the certificate includes a description of the manufacturer.
Optionally, the data reader conveys the description of the manufacturer to the user.

Optionally, the description of the object comprises at least one of:
35 an identity of the object;
a name or description of a manufacturer of the object;
a manufacturing date/time of the object;
a selling date/time of the object;
a sold status of the object;



10 In anot her aspect the present invention provides a
met hod of aut henticating an object conprising an
identifier, said method conprising the steps of
receiving, in a conputer system an authentication
request froma data reader, said request conprising
identity data generated by reading the identifier;
sending, to the data reader, an authentication nessage
fromthe conputer system said authentication 15
nmessage conprising an indication of authenticity, a
description of an object assogisated with the identity
data and a digital signature of the authentication
message, a tuiiaseddaus efite ohjgetrgd t he data reader to verify

t he di gi {pdigsbiyRatisdt € and convey the description of

t he obj ect to a user if the signature is valid. 20 In
anoté% o B0 niggot%fhgog%é%%gkra\g%rrue%aﬂm hrg,ﬁgoram%t a
i‘dentifier, said data reader be| ng confr gured for:
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message sfofiegn tur#@ﬁ@mawseffmstWﬁe'mde@aicwpw Sibtemh fddeeteiton
nessagBinCoi@tingktng an i ndi cati on of authenticity, a
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I'tal signature;
con%%@ ﬁgéheg‘é}g‘g’imf“ﬁ‘ﬂeséﬁgof t he obj ect to a user i f
t he si gﬁ%@&ﬁ@e‘?‘ggﬂé‘&@}“ﬁm‘il n anot her aspect the present
appl i catmpyingiredesprigds ofghe ghjstieansd Bthe dandtixdsialidcat i ng an
sobj ect conprising an identifier, said system
C O 1R buforfidr PAGkcthe GrEOM b efton Sk ks MO, Ll s Choi® frione.

gientrgar sarcli d%a reager Qetmé COR:

In another aspect the present application provides a system for authenticating an object, said system
comprising an object comprising an identifier and a data reader configured for:
35 reading the identifier to generate identity data;
sending an authentication request from the data reader to a computer systern, said request

comprising the identity data;



recei ving an authentication request froma data

reader, said request conprising identity data 10
generated by reading the identifier; , sending, to the
data reader, an authentication nessage, said

aut henti cati on nmessage conprising an indication of
authenticity, a description of an object associ ated
with the identity data and a digital signature of the
aut henti cati on nmessage, thereby allow ng the data
reader to verify the digital signature and convey the
description of the object to_g_ 15 user if the
signature is valid. In a sixth aspect the present

i nvent i Qeeifke@YivBl@ScadimGdge &0t theomyed sgstemgaid authenfiqatiog message

i de @&Apiigmggn ilaf R0 de SudbbnlkSly, RaebttibH bR an@BcEsboiatet @ithltie idyhitity data and a
secqnd i Qtohﬁe'aetﬂenéca'?nn&eéslgé(;' ng a first digital
signdture_for the 1dentity; and 20 a mask for masking
at | east" e "5 HePE™=P"t " i dentifier and the second
isdent i f icenveying {risyorstiop oftheabiogt 3 s € the YR HR&Wed

identifier is readable only when said mask has been

I € MP\aSifther aspbapihd prtbbad appYicatiof Ftbvitiesta lyBterh fof sBthenticalipginiotjdcepmprigng an
"HSlﬁﬁn%er,é%s@m&m&ngymmﬁ@s%w&bﬁﬁg%ﬁmnd identifier is
masked. Lonal | bot h. the fj . : denti

i dent i f i'%“%"%a‘? "‘é‘%ﬁ‘% i f“iagaﬁ“a‘%af%?a‘d?ﬂ%%\%/%?‘%g’? vl
Was Renpted by rendise e 4718%Fal i ndi cation of tanpering to a
user.  36ui@p thodrttidpdpr, anpithantipptianiessage. gpid pdeniicdtipp rpgfspee pogpraiRe an
Opt inGitkBdnlofnthchiftity, DdjciBién of 28 olrateiserigedivith thidentim dole alge diigyl signature of
pr ovi dechakavon RaGkagi ng for the object. 35 Optionally,
the at LJEQ‘& tﬂg%%reﬁéﬁ,K% e ggim: sigflalmﬁarandm ke &@oﬁptﬁ@&l ﬁdobject toa

therehy g :

dat a d_’?sp,ose .on.or in"a surface of the object
Bpt PEdera f&¥ "¢ oded data is contained in a linear
barcode, a 2D barcode or a plurality of printed tags.
Ont in@sigth dsyest the bresentrinehtion providgy ancpbiect com@@ng: Cpt i onal |y, t he
coded datsa:idemifictiGRigHetnigRr oadt ileasi; de sur f ace of
packagi Necfu@lientifdBia MY BE brst dighalhighMRIbrtY idertifi@naddt | east

ne. mas lg%gsk %od earsllg.i.lll fagl%srt ong&@ P §<§r§1ﬁ§£}1d BE ;eQImI ié)egl:;ﬁml,5

tionally the r%as? IS .radlLo ye. . tiona Iexwveﬁll he

£i r whercpthyptfoast ongmaged fegfier iy rge %’8?@& &3 T0m any one of a
public-key digital signature; a secret-key digital

Si gogibidliyednly gha érstadentifin damkedunber. 10 In a father aspect
the object further conprises a third identifier for
zgseoéujg URRLY ol eRls:.  Optionally, said third
rdentitier identifies a second digital signature for
the identity. 15 Optionally, the first and second

di gPetiagallyshoty e frsfapdscoopd Wentfep FaPEIf. Optional Iy, said
third identifier further identifies the unique

id e@gﬁbﬂauy, 1ethovdl breaidalfig@tides a visual indication of tampering to a user.

30

Optionally, the mask is a scratch-off layer.
Optionally, the object is packaged, the mask being provided by packaging for the object.
35  Optionally, the at least one masked identifier comprises coded data disposed on or in a surface of the object.

Optionally, the coded data is contained in a linear barcode, a 2D barcode or a plurality of printed tags.

Ontionally, the mask is opaque.



Optionally, the first identifier identifies an
El ectroni c Product Code (EPC). 20 In a further aspect
the present invention provides a nethod of registering
a scan event for an object with a conputer system
said object conprising a first identifier identifying
a uni que object identity, a second identifier
identifying a first digital signature for the identity
and a mask for masking at | east one of the first
identifier and the second identifier, 25 said nethod
conprising the steps of: renmp¢ing the mask; reading
the first and second identifiers; generating
registration data identifying the object identity and
t he ognal, i cddédidad is Gdp@eaai 4ifinSije safad of jBREE ROhdobjet.
registration data to the conputer system 30
Opt i onal he scan.event is. us Q register the
obj e8 u°"%#§’¥li5 ﬁttrlec AE B S SHATT a)’/’%gItDt%aé registration
data further identifies a purchaser identity. 35
Opt i @ricaplly.yhe mpskiis pfliepame- | dentity data is contained in a
data reader used to read the identifier. In a further
asp e@ptionzllp, Ghe %%ﬁmyénﬁ\iﬁsasc&@ﬂmﬂﬁﬁw ofl @ Bub-kERichid) Slon@fre; a secret-key
aut hent LGakd D9, &l thgt conprising an identifier and
a mas or the identifier, said nethod conprising the
eps of. renoving the mask; -21- reading the
i derfe t fupbes pspogidheqijectfortier coppyises g it dentifienforpyee insynaly FrgR pYETSt v
data; sending an authentication request fromthe data
I e ad®tiondll] saRt t16:Q [AfkifieCikientiy Sl s@bRd digil snafu Gdd @Sikentitg ONMPI | Si NQ
the identity data; receiving, in the data reader, an
 RERLLE L b IESS 898 LLAM dGEoTPUl er System said
authenti cati on nmessagé conprising an indication of
authenticity; and conveying the indicated authenticity
t 0 &Ppiipaadly, said@iyd ideprifzer furgher ideiies e ufnasidentiepf boicfressage
conprises a description of an object associated with
t he Cipﬁiﬁdﬂ;, inb st akifer idhids A EddugHidpedducEdogriBrcyr e, sai d
pet hod conprising the further steps of. 10 verifying
L1 BB AR S A0 RKEH D LD E LSRG Bl
a s ERPBIE FYstelts fid Opiect craprisiied %ﬂi@nﬁﬁﬁ\’&d@%{ﬂ% frojgpegbipetigegting a second
met hdedifioientifyipgredimtdigitd jeneslyp fortheddentiyardt modsjfon maskikgatipar pns phthy first
an idkdbifid @end edondadentiilent i fyi ng an object identity, said
et QA Gl Bstepd 2 @ CONpuUt er system the steps of.

receiving transaction data froma data reader, said
transactrlc%nng a a%identif ing the object identity;

i dent i fyTiRE % SEPRITERTER™hi st ory for the obj ect

identit >g;encrating registration data identifying the object identity and the first digital signature; and
sending the registration data to the computer system.
30
Optionally, the scan event is used to register the object as purchased.

Optionally, the registration data further identifies a purchaser identity.
35  Optionally, purchaser identity data is contained in a data reader used to read the identifier.
In a further aspect the present invention provides a method of authenticating an object comprising an

identifier and a mask for the identifier, said method comprising the steps of:

removing the mask;



determ ni ng whet her the object identity has been
transacted in a previous transaction; and either: 20
(i) allowi ng the transaction and updating the
transaction history in the event that the object
identity has not been previously transacted, or (ii)
sendi ng transaction history data to the data reader in
the event that the object identity has been

previously transacted. 25 Optionally, the transaction
history data identifies at | east one previous
transaction of the object idemi-ty. Optionally, the
transaction history data enables a user to concl ude

t hat t her<ipp beidentifisr vainge datdeaprat @noitte ifepty datsdent i fier is a
dupl i cat endingeh a@hticainmekduagt froh fhe dataraadegacdmmiar shrief]sad yquetat a
| dendbigitigshe Wiy e previ ous transaction was made,

Opt i onal kaawmg ﬁ%eﬁ;mmam%ﬁwe%é ﬁ&%@odag@r@;steé 3

revi ous tran a tional
}M*r:e a ﬂr’%‘fﬁ%’ﬁ‘g’f’eﬁaﬁgwpmfn%mm &a%f’“%“%% ''fi%s a data reader
used for“FVéWdef“ﬁfj“efﬂ'ée“bﬁ‘%\?Fﬁﬂs transaction. 35
Optionally, the transaction history data identifies a
US e roptidaaliy/ite mthenithedn Sbsksage oexﬁpn‘eehede@hgjnmtanio@@msbctayd With the identity data
r eCQﬁcﬁ%@m Sl@iﬂl‘é QﬁﬁLtﬁoycomErﬁﬁQtﬁ%erggpsgfmer ship is
g | owabl ‘gn@@tﬁ:%@&egﬂmpe’tge transaction history for

each objec Optional ly, recordal of

owner shi §"F§e 1“’8’%25‘81 °éﬁ“o‘1’ﬂ?§9‘°éf‘sfréfr‘heé‘ﬁ“’ Af TG

purchasi ng transaction in the transaction history
Optionally, the object conprises an interactive

el endibvertiaged thd pesthd inventidd proVi@E Ohickhbd J tr:BMBEY oBibtksbach otffect comprising an
Pt i enad s h 8 oljdtigkACt | ve el enent is masked by a

t anEaldrm&grd%m?pnsmé,maconépugps?ls%hﬂ%eonal11 y, 1 he transaction

dat a i dent Pt sai d user | dentity

bei ng cdfFEEReTascion dfziam a%ﬁaa%afi%%g?nsacﬂ%ta Pt opiget identity;
t he tr aridaiifiiee manfastiat history for e ebiceidlentiner shi p of t he

obj ect ideemtning Whetiv thépbjedd entits e bekrCi@udcied iyl 2 prévioustriiBacty, @ileither:
dohat  t hey) abkhifake whaehSidh nkl YoadhiRsSheeHsackR Biflorih BYdv@URk Ye object identity
tr ansacthgqpt%urgg@{ylu%sﬁ g identifier conprises or is

contain cad a_di sposed jn or on
a surf agg o@ng “f’%aém%ﬁ“’éycdtm t°§’ﬁ§al'§ﬁa%”i‘ eg"“’e“] {haf 15 FRIg identity has been
bar code P BATdode. 15 Optionally, the identifier
conprises one of a plurality of tags disposed on or in
28 SOptibrRIBethdfansichid hiehty @ tdentifa & st dnaevO@ iimsdctivh HfGhe GEk@Mntity.
data ident i fyi ng the obj ect identity. Optionally, each
tcf)‘?(l)ﬂélgnelfl nolnh% er)ﬁcr@ nlabee(rg 91!:186 onc 19: ?etéhgt%zgo erétrlsasgend hanfg‘[%r the
and "(’}Vﬁe’dﬁ dﬁ?‘éafft ronic Pr oduct Code (EPC). Optionally,
the identifier further identifies a digital signature
3¢ or Ogtibmelly OlpjtreGdction bl@dtt dath Yentifehrahet theprdving R&QCHL @Rmgliat a
identifies the digital signature. 25

Optionally, the transaction history data identifies where the previous transaction was made.

Optionally, the transaction history data identifies a data reader used for recording the previous transaction.
35

Optionally, the transaction history data identifies a user to whom ownership of the object identity is recorded.

Optionally, recordal of ownership is allowable only once in the transaction history for each object identity.



In a further aspect there is provided a systemfor

transacti ng objects, each object conprising an

identifier identifying an object identity, said

system conprising a conputer system configured for,

receiving transaction data froma data reader, said

transaction data identifying the object identity; 30

identifying a transaction history for the object

identity; determ ning whether the object identity has

been transacted in a previous transaction; and either:

(i) allow ng the transaction apd updating the

transaction history in the event that the object

| dendpkidnylly, rddatéal 0 SmerltBaYAlIqUEIR\GHIDAR 2y inkiel puB@iBd t@ahactiqyin tifejtrinjaction

sendji g transaction history data to the data reader in

the event that the object identity has been 35

D oy Aok o B B DRSO R N R ol 1

ndw be described with reference to the acconpanyi ng

dr avephigdly, te iuteravtlié eiehent iFingiad &  mpespropfimeshenismpl e of a

docunent including Hyper | abel encoding; Figure 2 is an

exa }.\ &&mdtnaﬁesélﬂér 10! ts!ucnger W:ntttpbeﬁnb @ontamedmthe data reader.
ocunent of Figure 1; 5 Figure 3 |s a

furt her exarrpl e of systemfor interactin g .

I p eQrricapies the Rseactiopigtonroorgsiopgrdp of the objegt Q‘Eﬁt‘%gﬁ". theuger igensy, jn fp event

exanpt@obﬁctlaenﬁtalgs@tww‘um@m@ure 5. is an exanple of

a synbol unit cell for the tag structure of Figure 4;

Fig l-tgpﬁonﬁly tﬂe Sler@Rer EXBER bSs cotkaind In &Y brd Y doded dald Qispo b Glon d,lsﬁkfat:e of

cell Ls an exanpl e of synbol
bi t t%r‘)gmmghgmﬁ q‘ﬁgbﬁljﬁﬁg%‘lg%eblzﬁmg of Figure 5; 10 Fi gure

> Is an exan‘pl e of the tag structure of Figure W t
ev erGptidyplly, ths ientifiqtogprises oy of ajplyralifyiof esAigagped ongf in p %‘tﬁ“‘t %@@W e
Wi t higlRonginihg@ded daguidentifydry thé dhject deptjty.st r uct ure of Figure 4;
Figure 10. is an exanple of continuous tiling of the

t a9 QLMD SacRbs b i€ ovdilocdibd iisulacd. 1S an exanpl e of
|Jtterl eaved codewords for the tag structure of Figure

, igure 12 is an exanpl e of a code word éog L{retag
str lR!’t‘QB?“é th fdenificyifohenp sorp °é"“f“§°"°?‘%m5lﬁ°t fiote of

a tag and its eight imredi ate nei ghbours, each

| abedplicdly, e tabntifick SrideOdetitBisp digidi sizgpulpifdr the ¢bjvel dixntify and thpdransaction data

act i ¥Rin@ e BRaanfl gure 14. is an alternative exanple
9){ tag types within a tag group for the tag structure
0

til Ihh Tr aspﬁghefe és%m&?es &Bgem (ﬁr trgsacth c?b 13 eacb'ffb_]ec? com; }fgguag }é§nt1ﬁer
an édeniyie e obipct @Y or | ent at i on-i ndi cati ng cycl ic
POS istid spapmeaepesivg b chmpltek ystentchopdigwred dpr:gr oup of Figure 20
14; Fi gUkRivideftranshcSon@ile 2% 840 r@def) baidararsoa HataGdali@ng thelobject fdentity;
(e 129 ARAUR Hakldtik f&%odéeagurue 18. is an exanple
Of di st r ut e wl?e d %\é\&_]e 1den§€y has been u'ansarged E ‘a plfe\%’us m%u&aagd either:
group of E‘mﬂm‘
@ allowmg the transactton and updating the transaction history in the event that the object identity
has not been previously transacted, or

(ii) sending transaction history dafa to the data reader in the event that the object identity has been
35  previously transacted.

BRIEF DESCRIPTION OF THE DRAWINGS



Figure 19. is an exanple of a layout of conplete tag
group; Figure 20. is an exanple of a code word for the
tag group of Figure 14; -24- Figure 21. is a second
exanpl e of a tag structure; Figure 22. is an exanple
of a synbol unit cell for the tag structure of Figure
21; Figure 23. is an exanple of an array of the
synmbol unit cells of Figure 22; Figure 24. is an
exanpl e of synbol bit ordering in the unit cells of
Figure 22; 5 Figure 25. is an exanple of the tag
structure of Figure 21 with eyery bit set; Figure 26.
is an exanple of tag types within a tag group for the
t agAs&amploiheprespht if¥enjeywal 19 be desfEibggiwitierefRrgnce th the apppmparyingdiaings, in
of &m@tinuous tiling of the tag groups of Figure 26;
Figure 28 is an exanple of an orientation indicating
cy cFipEe s PRt onemir resPrie st ruct ure of
Figure 21; 10 Figure 29 is an exanple of a_ codeword
f or Figwe iymprampleofAsystsn @ iprecknegih e *?’R"" labelidestipept oFfEued: an
exanpl e of fragments of distributed codewords for the
f agFigreldefiuhacxgolopf gifpdr pipractingyit iy Bypalgeel dpumatptBRE D) o
of continuous tiling of the tag groups of Figure 21;
Fi glfeve 4390 i ample ol APFE= of a tag segnent of the tag
groups of Figure 21, Figure 33. is an exanple of
i ntE‘gufesse‘gﬁﬁ@ﬁ'flpl%“ﬁa%"‘??b‘m‘f‘iﬂf°'t“l‘?é*’£f‘%t§“‘W5‘€ﬁs"" of Figure 21;
15 Figure 34. is an exanple of the effect of
|nt@Weéémpké’ﬁ%‘GF%@f“ﬁW‘é%‘éﬁb?f%?ﬁ on for the tag
groups of Figure 21; Figure 35. is an exanple of a
cod@g‘\%f‘t?nfxé‘ﬁpleﬂﬁ%(m%@”@?”éﬂbﬂ‘%‘P“ elypiii@e1; Figure 36.
i s an exanpl e of tag coordinates for the tag group of
i gisves 890 ppRia pf e tpirucirg o Bl df AR PH¥S t ag and i x
i medi at e nei hbour tags each labelled with its
c or Fige S i Paep e‘(S’if e W&ﬁb‘@)@“’f‘ﬂ“tﬂﬁ B8 YETIRPEFgPda map;
Fi gure 38. is an exanple of a contnguous set of tags
rrakT“ﬁ‘{f1?1#5a“ef’“’d“a’leaf°ﬁﬂ“’6‘&‘kmmg?ffbﬁﬁ¥%°“§9’f ‘5% n exanpl e of
an expanded tag structure, ure 40 is an exanple of
a cOgEWbF @ oppple fﬁ@“‘?‘ﬁ@“@?"i‘fé‘t’g‘ﬂé‘gsﬁ?mﬁ"gﬁ“& '39: Figure
41 is an exanple of fragnments of distributed codewords
f orFigusd2 if s grasply o g tofy wrd§F hetpegicre 8Gieue 45 Fj gure 42 |s
a second exanple of fragnments of distributed codewor
1% orFiguted’ B aePl Aot tufettprepipteacistpous. eptyihplied 3 °§“°éPﬁ“dmg it
ex dndet iethotivameaimeem si gnat ure obj ect nodel ; Figure 44.
Is an exanpl e of Scanning at Retailer i nteracti ons;
Fi (figwe 145 an ajtegnative exarderpfrhedypeswit@nd thergeourSordh His gycture of Figure 4;
interaction detail; 5 Figure 46. is an exanple of
O fHigura &. Boaxmmplnef cinfitues ding of ntagiedugiof Bgue s gur e 47. IS an
exanpl e of netpage Pen Scanni ng interactions;

Figure 16. is an example of the orientation-indicating cyclic position codeword R for the tag group of Figure

20 14;
Figure 17. is an example of a local codeword A for the tag group of Figure 14;
Figure 18. is an example of distributed codewords B, C, D and E, for the tag group of Figure 14;
Figure 19. is an example of a layout of complete tag group;

Figure 20. is an example of a code word for the tag group of Figure 14;



Figure 48. is an exanpl e of netpage Pen Scanni ng
interaction details; Figure 49. is an exanple of a
Hyper |l abel tag class diagram Figure 50. is an exanple
of an itemID class diagram 10 Figure 51. is an
exanpl e of a note ID class diagramFigure 52. is an
exanpl e of a pharmaceutical ID class diagram Figure
53. is an exanple of an bject Description, ownership
and aggregation class diagram Figure 54. is an
exanpl e of an Object Scanning History class di agram
Figure 55. is an exanple of soaoner class disgram 15
Figure 56. is an exanple of an object ID hot Iist

di agrigiapl. is ée@bd e@anpié of a fagstraaree X anpl e of a valid I D range
class diagram Figure 58. is an exanple of Public Key
Li StFighde 2055 anChkadufle efabymbdl ghil el fob8e tegisenciamof@igandil e of a
Trusted Authenticator class diagram Figure 60. is an
€ X arfue 230§ an ksl sfgn @ndf fasadkliuigelObjFeot 22Managenent ; 20
Figure 61. is an exanple of a layout ID class diagram
Fi gigare BRis anl egamplflof ainib@ bitvateding in the idtingllh  Figfre 22y per | abel t ag
class diagram Figure 63. is an exanple of a basic

pg Ochipaik 24, & @i¥xaplt bfeha tog G@tvicOf Figua Rloritaetry birvetdi agr am

Figure 64. is an exanple of a nore secure product item
aut Ireat pCRineoRple 6Tiag yRe ithid A tagliraug Poriitag siRBGure FFigue2; 65. 1 S
an exanpl e of nobile phone displaying a product item
aut rent 2CAncoRpleE saage; tilisgithe the gpups ef FGGe 260 S an exanpl e
of a secure scan event interaction diagram Figure 67
S hOWiwa 28004 Sxafiplé of P’ wiehithgdn iridibaging cydi¢ fositidy prdewlow e the tagsrtugnfFigure
- an BRI D tag; Figure 68 shows a consumer product item
wi th Hyperl abel tags and a separate barcode

e Rtglf 2089 an exmgll B RwE IR Y Srdr PSR  product item
W th Hyperl abel tags and graphic data containing p

ran d@!}t 36 is ol Exﬁlﬁ[ﬁd ob%ﬁé;ts braggRid coRwais: bk BGucf} of AdGre 21;
Hyperl abel tags; and Figure 7D shows a consuner

Pr oG4iGt 311 § BRRaMpIE &F cAhudaiRCok thd teb@RLYs birgtre pde and a
digital signature code having a mnmask |ayer partially
Scr apab0is AlefamplIed A Sdzbht HESGEREEF EMkufl1; SPECI FI C

EMBCDI MENTS 10 The net page surface codi ng consists of
ad @‘@\5@33% A &ahpid df Intedigbriath spholg for thefe@Glouph G@ig@empdes its

own |ocation in the plane. Each tag al so encodes, in
GONJFREI4] OB eWnp1blor B6l}HBE Sriter-te @@ St spadliy oh ERA bdsifidn@dr thokg drdd@ of Figure
regi,pn containing the tag. In the netpage system the
regi on typically corresponds to the entire extent of

e SIS e B i ol 1 STect o

paper. aptation of the netpage

t f ] . . . : £ . f i d
ag%lg{r%Gb #ﬁgﬁr&&eaogg% cg&cﬁna{egf&me &Q&&F l)ffﬂg&gill, on tor a wade

var i I cations, Tncluding security

dgg yxn’eu}{]‘% ip gnoe&a?n%f:e io Iy ancpJQfJ iﬁﬁgdiatg E@gﬁ&m&s ethé»EﬂI@GﬁM& ic&x@sbondjng bit

security, supermarket automation, Interactive product
Paplfm YPFOW8 ng from printed surfaces, paper

il n n
bas IeTigmee3r8r.Bi's an éxagpledof ﬂ:%ntiguous set of tags making up a data block;

Figure 39. is an example of an expanded tag structure;
Figure 40 is an example of a codeword for the tag structure of Figure 39;

Figure 41 is an example of fragments of distributed codewords for the tag structure of Figure 39;



others. Using Menjetm+ digital printing technol ogy
(which is the subject of a nunber of pending US patent
appl i cations including USSN 10/ 407, 212), Hyperl abel
tags are printed over substantially an entire surface,
20 such as a security docunent, bank note, or

phar maceuti cal packagi ng, using infrared (I R) ink. By
printing the tags in infrared-absorptive ink on any
substrate which is infrared-reflective, the
near-infrared wavel engths, and hence the tags are
invisible to the human eye bubsare easily sensed by a
solid-state image sensor with an appropriate filter.
Thi Figak $208aSeconn eahilef fapeednds Hieritiued coderquds fopthe ttegtrigare ffigatied
over a large portion of the note or other surface,

Wi t IFig©43\us a6 éxirhp® ofdh ft@Csignapiy objdvamnodali gi nal note text or
graphics thereon. A 25 scanning |aser or inage sensor
can rgead. i 4 exainfgs Saminga Retaga interagpnsit he surface to
perfornms associated actions, such as validating each
i ndirgirelasait anR@inge & Onlint Sramingimerei@dgrile of such a
Hyper | abel encoded docunent, is shown in Figure 1. In
t hi Figexad examilh@offippSarhiadiadractiogdepilrent  consi sts of
graphic data 2 printed using visible ink, and coded
dat @Figike §70f MGl Dipkly peSlaabeinteectigps 4 The docunent

i ncludes an interactive elenent 6 defined by a zone 7
Whi laurearis £ spopkds netpaee Pdn Scagpainieradion@Gailgx t ent of a
correspondi ng graphic 8. In use, the tags encode tag
dat @igirévd! itk exagplanna iyfperlatiSitagslemdiseny: at | east one tag,
and determ ning and interpreting the encoded I D using
an R DO an adadpla StiemD ctafa figeragd | ows t he associ at ed
actions to be perfornmed. _27_In one exanple, a tag
AP Fighe 1S exta@plahed nordD desddagout of the tags on the
Hyper | abel docunent based on the ID encoded within

t he Figags2dedh exaniief ¢ harpatutial 1B dashdagamgied t o reference a
docunent descri ption which describes the individual

el errint 5. ioh eddyge ofinObjedt Blyeibtionl oengmhinend aggwatiion dpssgiagant cul ar
descri bes the type and spatial extent (zone) of

i Nt Epacitivse eehdrremiobject Scarpig Hisoreclpdiagrann or text fi el d.
Thus, in this exanple, the elenment 6 has a zone 5 7
Whi Glgur€sarisae sqadsscinger tiialisgpat | al extent of a
correspondi ng graphic 8. This allows a conputer system
150 Figid 5813 ebmplavf @rbet IDoN st didstal; t he Hyper | abel
docunent In position indicating techniques, the ID
€NC Bigech7\d ah sxarmpletohevaliddy ragka tias digragach tag al | ows t he
exact position of the tag on the Hyperl abel docunent
t 0 bgurdbetisah et Fublp eyt Ukecldsaigermmap. The position can
then be used to determ ne whether the sensed tag is
P OS Fikird3A.@0n éximpd oz0M@tediuthanticaiondegriagini ve el enent from

t he docunent 10 description. In object indicating

t ec hipirdp0l@Sn extidp® of DegigeddedingDtidi Mpndgdentt ag dat a al | ows
the presence of the tag in a region of the docunent
400 Bgudbe sl shupRaf £ i5yourTit dhe dbgegp; map (t he rel ative
position of the tag within the region may also be

i Ndkigpde 6k altbriktiteRkaBiple ESigneriabdies dhosclizsgrent descri ption can
be used to determ ne whether the region corresponds
t 0 Hihe 67 RRLexfipledrh bhsitipPM@GEn aeengdagrirtactionldaegtary exanpl e
of this process will now be described with reference
t 0 Fiiugéh. 8 Sn oRandRAE a3novhicabpr@ioimaohntgatosensiimdigbayi ce i n
the formof a Netpage pen or Hyperl abel reader 101,
which interacts with the coded data on a printed
Hyper | abel docunent 1, such as a security docunent,

| abel , product packaging or the like. An



product item 200 carrying a Hyperlabel tags is al so
shown in Figure 2. The Hyperl abel reader 101 senses a
tag using an area i nmage sensor and detects tag data.

The Hyperl abel 20 reader 101 uses the sensed data tag
to generate interaction data which is transmtted via

a short-range radio link 9 to a relay 44, which nmay
formpart of a conputer 75 or a printer 601. The rel ay
sends the interaction data, via a network 19, to a
docunent server 10, which uses the ID to access the
docunent description, and interpret the interaction.

In appropriate circunstances, the docunent server

s endguwrassciomersporigphigphene dsplagts 2 product S antpaplicptiopmisegs; and

server 13, which can then perform a correspondi ng

act iFgmre 6625amepmger! ajetue samavintigerstda derarent , t he PC, Web
term nal, netpage printer or relay device my

C O Nigm ¢ altows a colisymmiprdduet it wvith Hyprelgbk! tagyandap P B appl i cat i on
software, including a local or renote Wb server.
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the netpage printer. It can also be displayed on the -
BC @izury\hshove o [mnpvgebr, progyytiiterfwith Hypeniabdl mes@pdographiofite cepfpiniyg a randomly
scr apfinubBasgat dvaidied on thhBpapRpas;alased, or a m xture of

the two. Typically Netpage pen users register wwth a

I €giFRir Aliodk cBrlinéBiroddellitem Wit o bbj @SB 0iGir adde®d 4 dighal sigraure wild Having a
an ifenbd fi@ly s Ored in the respective Netpage

pen. By providing the sensing device identifier as

par tm«:@lmmﬁnslcﬁw&céﬂ Sicrritiisosikgrsal | ows users to be
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erformsd er ] abel cunents are ge at ed. b
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ID, to allow subsequent retrieval of the docunent
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the tag map. Each tag is represented by a pattern
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t heAswmiplotsud 8 Hyngrlabe! mepdgdgostyaaniclis phevyin Figyferl g indlh examiele, fig Hyngrlabel
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o 28 8 PP ST pehe PRI R FLR b e st
| Dsdrtionsfp felperotped under st andi ng that the item|ID
corresponds to the region ID. The surface coding is

desi gned so that an acquisition field of viewlarge
enough to guarantee acquisition of 15 an entire tag

is large enough to guarantee acquisition of the ID of

the region containing the tag. Acquisition




of the tag itself guarantees acquisition of the tag's

t wo- di nensi onal position within the region, as well as

ot her tag-specific data. The surface coding therefore

all ows a sensing device to acquire a region ID and a

tag position during a purely local interaction with a

coded surface, e.g. during a "click" or tap on a coded

surface with a pen. 20 A wide range of different tag

structures can be used, and sonme exanples w Il now be

descri bed. FIRST EXAMPLE TAG STRUCTURE Fi gure 4 shows

the structure of a conplete tag. Each of the four

black circles is a target The tag, and the overall
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15 TAG GROOP Tags are arranged into tag groups. Each

~tag group contains four tags arranged in a square.

Each tag therefore has one of four possible tag types

according to its location within the tag group square.

The tag types are |abelled 00, 10, 01 and 11, as

shown in Figure 9. Figure 10 shows how tag groups are

repeated in a continuous tiling of tags. The tiling

guarantees the any set 20 of four adjacent tags

contains one tag of each type. CODEWORDS The tag

contai ns four conpl ete codewosgls. Each codeword is of

a punctured 24-ary (8,5) Reed-Sol onobn code. Two of

t he TRooleBRREsto gh@atd ititag ded, 45 Gill bdvesctitadfn moFddegikbelay, Gefore the document is

f ef F88) i Byparivd R 6012RH: tpeke bahftod ndecaagl B. The tag
herefore encodes up to 40 bits of infornmation
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f o region, as well as
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y respectively. en the positive x
28X Bigure 5 shows the structure of a symbol. It contains four macrodots, each of which represents the value of

one bit by its presence (one) or absence (zero).
The macrodot spacing is specified by the parameter s throughout this document. It has a nominal value of
143pm, based on 9 dots printed at a pitch of 1600 dots per inch. However, it is allowed to vary by £10%
according to the capabilities of the device used to produce the pattern.

30  Figure 6 shows an array of nine adjacent symbols. The macrodot spacing is uniform both within and between
symbols.
Figure 7 shows the ordering of the bits within a symbol. Bit zero is the least significant within a symbol; bit

three is the most significant. Note that this ordering is relative to the orientation of the symbol. The
orientation of a particular symbol within the tag is indicated by the orientation of the label of the symbol in



points to the right then the positive y axis points
down. The surface codi ng does not specify the | ocation
of the tag coordi nate space origin on a particul ar
tagged surface, nor the orientation of the tag

coordi nate space with respect to the surface. This
information is application-specific. For exanple, if
the tagged surface is a sheet of paper, then the
application which prints 20 the tags onto the paper
may record the actual offset and orientation, and
these can be used to normalisg.any digital ink
subsequently captured in conjunction with the surface.
The wp @ ilgt@f) npe@cBCbritnRti@ of #lgynibgs wighniapetbularrsegment pfghe taf bave the
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position of the centre of the ta lz)get cl osest to the

or | @hinthe FAGlols N CIRWE I EIRNPENTH5in P prpiemn. Theqwrt W of frgmbel
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Tablgwdn.d@ki patferd ofd Qi@’wﬁhré%%ﬁ: fet. RdcsiBut, B@ﬁctlcd; SergMbeanRcalSver be set.
Table 1. Field definitions Field wi dth description
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|nd|cat|n vvheth th . alohabetic
ar e ac Hm}) s %a% eh4 }gs y%a eglgbglroéagﬁl%a%gxtsfsty £n alphabeti

fl agreﬁxmaela&evﬁgfﬂ’vmet her an actlve area nmap i s present

Wi dddicates the presence of a map (see next field).

I'f the map is absent then the value of each map entry

i s Ohes irvasaneddingris ghes: Heh femoupropinsfiuaipss prepeed ipg Wipregg tae therefore
fi ehd bne oRBiriphsEbitiaghes mBPrdiBe trtiplo@tfon witiircthe taxf erquhsuapeg e &g types are

| Mrggnabe 18001, Rehehbeikss. are nenbers of an active
area. b'I" indicates menbership Figure 13 indicates

-t he Figir¢ 10ghodehot gyereyps ate pracaiship § coBRYoss ﬁﬁ%fﬁ R Ging guarggiggs fip any set
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CODEWORDS

The tag contains four complete codewords. Each codeword is of a punctured 2%-ary (8,5) Reed-Solomon
code.

Two of the codewords are unique to the tag. These are referred fo as local and are labelled A and B. The tag

25  therefore encodes up to 40 bits of information unique to the tag.

The remaining two codewords are unique to a tag type, but common to all tags of the same type within a
contiguous tiling of tags. These are referred to as global and are Iabelled C and D, subscripted by tag type. A

tag group therefore encodes up to 160 bits of information common to all tag groups within a contiguous tiling

of tags.
30  The layout of the four codewords is shown in Figure 11.
REED-SOLOMON ENCODING

Codewords are encoded using a punctured 2*-ary (8,5) Reed-Solomon code.



e active area map i s absent. per tag group coding

format 8 The format of the encoding. 0: the present
encoding Oher values are TEA Region flags 8 Flags
controlling the interpretation and routing of region
related information. 0: region IDis an EPC 1: region

is linked region is interactive region is signed

region includes data region relates to nobile

application Qher bits are reserved and nust be zero.
size adjustnment 16 a difference between the actual tag
size and the nomnal g size (3&-7145mm (based on
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Ci r ewtow io Figirn &% padeyoRgeerdsee e NOPedEy copffrient adeprp Jje datagfyt ordering
e atfilsg the tbddwladd bipadkgt node and connected to public d
networks by dedicated circuit, |TlE 10/ 96

Tot s irediia? Boh FbePRe s 2 Rl AL E SRR e e rendnc
cor cesinerieimengd Theganoved evodipaiphy tes matt siggificaiaedpagracy Spopiates pp
actiyve LS. al. LLRhi n which any captured

i nplﬁecgﬁgﬁﬁafo%’gm?‘%?@f el yﬁfor war ded to the

correspondi ng Hyperl apgl = x"sefver for interpretation.

It also allows the Hyperl abel sensing device to signal

100 (Thesodgbrethe follpaing gehacator pepyepingli | | - have an i nmedi at e
effect. Table 2. Mpping of ,fields to codewords

odeword field coBwoFa* s +@*Wdth bits 1:0

Odewra%etgiﬂcp&m(i&;nog 'Rled-g‘ikl;non codes, refer to Wicker, S.B. and VK. Bhargava, eds., Reed-
Solomon Codes and Their Applications, TEEE Press, 1994.

TAG COORDINATE SPACE
15  The tag coordinate space has two orthogonal axes labelled x and y respectively. When the positive x axis
points to the right then the positive y axis points down.

The surface coding does not specify the location of the tag coordinate space origin on a particular tagged
surface, nor the orientation of the tag coordinate space with respect to the surface. This information is
application-specific. For example, if the tagged surface is a sheet of paper, then the application which prints

20  the tags onto the paper may record the actual offset and orientation, and these can be used to normalise any
digital ink subsequently captured in conjunction with the surface.

The position encoded in a tag is defined in units of tags. By convention, the position is taken to be the
position of the centre of the target closest to the origin.

TAG INFORMATION CONTENT

25  Table 1 defines the information fields embedded in the surface coding. Table 2 defines how these fields map

to codewords.

Table 1. Field definitions

Field width description

per codeword
icodeword type 2 The type of the codeword, i.e. one of A (b°007), B (b°01°),
C({®’10°) and D (0’11°).

per tag
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1 16-Di't
nJunctlo

ag infidatiog Wifhibrshe (48 G @erbbiowrlf fmpctive
)Ma’tl hudwéie@ﬂénﬂ;brﬂ@t e

rom regl

“ﬂ'aﬁ 8:1 e&" deRgIde By i ‘-bkesent
b’l’ indicates the presence gf a map (see next field). If the
map is absent then the value of each map entry is derived

from the active area flag (see previous field).

lactive area map

A map'of which of the tag’s immediate eight neighbours
lare members of an active area. b’1” indicates membership

Figure 13 indicates the bit ordering of the map)

data fragment

A fragment of an embedded data stream. Only present if

the active area map is absent.

[per tag group

encoding format A

The format of the encoding.
0: the present encoding
Other values are TBA.

Region flags

Flags controlling the interpretation and routing of region-
related information.

0: region ID is an EPC

1: region is linked

D: region is interactive

3: region is signed

4: region includes data

5: region relates to mobile application
Other bits are reserved and must be zero.

tag size adjustment

16

The difference between the actual fag size and the nominal
tag size (1.7145mm (based on 1600dpi, 9 dots peq
macrodot, and 12 macrodots per tag)), in 10nm units, in

lsign-magnitude format.

Region ID

96

The ID of the region containing the tags.

16

A CRC of tag group data (CCITT CRC-16 (ITU, Interface
between Data Terminal Equipment (DTE) and Datd
Circuit-terminating Equipment (DCE) for terminals




and has not been included in the specification at this
time. 5 EVBEDDED DATA if the "region includes data"
flag in the region flags is set then the surface

codi ng contains enbedded data. The data is encoded in
mul ti pl e contiguous tags' data fragnents, and is
replicated in the surface coding as nmany tinmes as it
will fit. The enbedded data is encoded in such a way
that a random and partial scan of the surface coding
containing 10 the enbedded data can be sufficient to
retrieve the entire data. The.gcanni ng system
reassenbles the data fromretrieved fragnments, and
repor{s to the usel when sufpkmtivg i the pafletargaesend comnprisd fa public d
been retrieved w thout err Ofietworkés i@ie@arircuitITT-alX2e(1896)a
200- bit—dat-a—brockpgncodes— 160 —bits—of data—The brock
data iLs_encoded inlthe d fragnents of A contiguous

gr ougde @five 2Ba riafliydicady whehg thélcoireapopdind 5o a5 eperebere of apbactivg grea. An active area
bel Q0g Sred vRniR ik G kROt il @gRiicdiaSIp e RLIR cbrSspdnligs Hyperlabel
t ag s§rve9 Bpiﬁtg'l)rggigne It Q!so\é.{loqgge Q%erébel sﬂ&ﬁ%ﬂe @@grﬁl thhQ\QJf thht R input will
dat a|s arran Into tags with 15 increasing X
coorFALPE ?%f"n increasing y coordinate. A data
fragment may b&uerﬂmﬁ;bnﬂgoff-dmmcale\mrack where an active

area ..ap ) ﬁi‘c_gd&vordrluvvcvc T the i ssTng dat dgeq
frag#& S |Ik61 be re“qa/erabl e fromanother copy
of t &eﬁqr‘bck Of arbitifry size LS encoded Lnto-al
supetbl ock consi[€ting of a FOAPFEERR®)s@ of bl¥cks
arramged 1 n a rf@etangle. TP@OIS&HPe of tKe superBfock

i s emcoded T egEm bf OcK A Ilsalc@falﬁat&)el ong to a |24

su er?bl—eek——wrosh 20—+ntege whep S the fgrock—s
Cogr( Lhate diwvi rlpod h\/ thgggu_gﬁwg/me)- '23_ -t ,"é'nn eaeh

t&ped into hllm‘ke \/\/i30h

supef bl ock the data is arr
i ncr ¢asi ng x cod¥di nate wi t|arrdip¥icr easi ifg y
coor (i nate. The jsuper bl ock [estyreepl i cated in the!
sur f gcecodi Mg &% rrany [ mﬁcoa&n&et Wi TR t, 1red uding
ar t i-aH-y—at-onrgEhe—edges t t-f-age—coding—The
(at o nchda Lo Phe supor bLBLE et el T .
precise type inflormation, nBPE*ErRREe & ze )
i nf ofmati on, and®®re ext en‘SCP‘(Fefeaé?a? or d@t ecti orf"‘“and/ or
corr gction dat a.fioiB4- Tabl eda&fraﬁnﬂneddedjzdata bltadfick

fi el g-Wdth—escigptionm to tyEEdyidi@iohype of [I’!ﬁ data

in he_superbl nr-I/ Valy i

. oS Idllu A>3 P LERS) 1].
cont oIIed by r gon flag eo primé nfhﬁ A/_a_l_u_%_a_j'_g_,

®h Ve wi dFEdet he suferbl ock’ in

TBA. | uper bl ock i
bl ocks.  uper bl ¢i¢&8 hei ght hjesfresdghpenbf £he supgibl ock,
I n blgIcksTataiI60 The bl Okewdaiymp.0’l8G 6 CRC ddl t he
bl ock—eate: 52 oz size adjustmont |14 152
19:16 region ID 4 3:0
Cro 1:0 codeword type (0°10°) 2 jall
19:2 region ID 18 21:4
Cut 1:0 codeword type (0°10°) 2 jall
19:2 region ID 18 39:22
Doo 1:0 codeword type (0°11°) 2 fall
19:2 region ID 18 57:40
Do1 1:0 codeword type (b’11%) |2 all
19:2 region ID 18 75:58




oral 100 ALTERNATI VE FI RST EXAVMPLE TAG STRUCTURE TAG
CGROUP Tags are arranged into tag groups. Each tag
group contains four tags arranged in a square. Each
tag therefore has one of four possible tag types
according to its location wthin the tag group square.
The tag types are 5 labelled 00, 10, 01 and 11, as
shown in Figure 14. Each tag in the tag group is
rotated as shown in the figure, i.e. tag type 00 is
rotated O degrees, tag type 10 is rotated 90 degrees,
tag type 11 is rotated 180 degsees, and tag type Ol is
rotated 270 degrees. Figure 15 shows how tag groups

are rfepeated in |40 conti nuoukedtioldbRYY Y tPags. T
tiling guar ant eém:2t he any sekionIdDf Tour did] acentp3trags
A AT A G R S

AJLINL B " B B | — g § = SARELENLIL L S B ST LI " B B — Illr t@.g
contdins a 2-aryr{4. 1) cyrfeﬁ‘%“‘%ﬁqi tion Feodeword which
can He decoded at’“any of thERfour possilife |

or | eﬁ&te%a{ tgeng t;?)g uﬁﬁlﬁn&e@ gltota gloﬂpct)@&/m 1 ﬁaﬁnﬁs@ lo@a@cto&@l)rd utilization, This in
n of t t

orientatl a ol i e r he. .
cycl g gifﬁero%“dg%t&séfg\/\%f ?"Eﬁ%ﬁ%‘y"pq? é&?ﬁ%ﬁ}b?o&%@w%ﬁ& lgl%ém vk
nUmheprdite gregispmgHvprergipipregucepihe ipderepdense pogtion fitgfing fromdfpion 1D decoding
The myiesiotrepdslided ipthe poifetpridhisitge. (0, 7, 9, E16) Note

that it only uses four distinct synbol val ues, even

t hough a. L=, four-bit synmbol has sixteen possible

val ues. Ebrlng decodi ng, any unused synbol val ue

shouit tl “rdgibn id@ide G4t disg in eredion Geeb ekt e thymurieqe 9ligy @ntaiff gmbedded data.
maxi 1h &8 if AR i@k bohiteYouOhies'| daVEasRing hihd ibieflicst Qe surface coding as
pat t L NS..GelshRY erasures rather than synbol errors,

t he synbol values are chosen to be as evenly spaced on

t he Thypdredded des ismcofyd Sisichh way thftl eandein pidmutiel gingf therfiiace gfding ¢ppaining
Qy C| theCemPeAGil baaQih 16 QARickt So risieviiBN@Ere HaaSTH SohrDing T resstribiipg) the data

C AP afphlficle® NG S SRR to e used WG skt SGRERntRfve bion rbt@véeR@hout error.
erasure, and no synbols in the presence of two or nore

er asAsswsn in FebIePhe20p-bif g blodsfencederl 6 vits efiptar Thechipek defais eagecpehipy the data
CY Cl frafmefOdf i cdnbgaos 161 W25 elgsiasangMid whks squard-A g1 belongd @ a blo® Fhose integer
L%r&@%‘%ﬁ@@ﬂ&&dﬂa@%ld&%kl wéﬂﬁxoath?hdalsm@w i EHARbEH® tags with
e . . e information unique to
?Tgwje %%.gg%%r&gtgg evvoc?é mlggcogr?&g' punctured 24-ary (13,
7) Reed#50k0 rmyrbe cbsie. foil h dlodaterd devtief avr @apdnzode Hovgpyr thy missing
28 ik Sagiat is 1k ©beTRbVEAVTE i bt cpPortbidock.ag. 5 The
| ayout of the |ocal codeword is shown in Figure 17. )
DI STHRe BlabitEy GaTs enppimirte Freerblogioronsistiog ofatigiow S° P blogaresd in 2
of freurglecThel gwof e supdrilah s arcedediin sach biprigt Aeblock belavgsdo ¢ pyperblock whose
BOUrint@d kRRRRAL is héX@Ek’d dordinate Afided Gy B kpedIack sisd) Wallin @theuperSlek] the data

to & inko Bo@E R ik o bihinBucsfhe yRbor@fL | gUOUS
tagg{bﬁgach codeword isgcxg:fw;mglgt 24-ary (gl)%, 11)

Re e (b Seedlawris repticded in i jurfice epdinged many dimes at iy iy ingdidiag psyiglly along the
t ogeliherncnaadaingp to 176 bits of 10 information

common to a_set of contiguous tags. The | ayout of the |
f ourthctfrgnetsd it g exRerbiors  may inelide; Poft BSEFsh BPO L™ iRl Foguprecse size
2dj drdommrtiont apdysord exfengivetenqy depetpupd/oricaregtipisigm i n Fi gure 18.

The order of the four tags in the tag group in Figure

18 is the order of the four tags in Figure 14.



Figure 19 shows the | ayout of a conplete tag group.
REED- SOLOMON ENCODI NG - LOCAL CoDEWORD 15 The | oca
codeword i s encoded using a punctured 24-ary (13, 7)
Reed- Sol onon code. The code encodes 28 data bits
(i.e. seven synbols) and 24 redundancy bits (i.e. siXx
synbol s) in each codeword. Its error-detecting
capacity is six synbols. Its error-correcting capacity
is three synbols. As shown in Figure 20, codeword
coordi nates are indexed in coefficient order, and the
data bit ordering follows thgscodeword bit ordering.
20 The code is a 24-ary (15, 7) Reed- Sol onon code with
two r edundanesieamEubeisdahte Blokenoved. The renoved

coorgimates—arethe-npst—sig g&hﬁant reaunaancy
coorndinates. The code hasth |_owi ye

pol yA®¥nal :  (EQ p(x) = TH+Q¥T Ee code s pigperblock
f ol ljowi ng gener at or| pol ynoni ffaresidlss (EQ 2) §(x)

(x+3q) (x+a2)...(x+as]) -36- RERED- S OVONCEREIDD| NG region flagy
DI STRI BUTED CODE DS The diistmvebut ed codewords are
encgoded using a 2-ary (15, 15&m3g@gm§ﬁhpnnn code The
code - ¥ arret
16 dsg)aralﬂ ¥i v bits \ Thew1d lO ﬁeiﬁpéfbﬁo&dplg?\‘l o)
codewgblerkhdigits errorf det ect i ITQC"E‘&}’FS%WC puperblagk, in Blggks-
sympeks. [ts error-j@orrectinffhddpdedeety is two synbol s.
5 Cigtgword coordin ES are T piacedhdbkad@er 1 ci ent

or def——and—the—tat-gpt—ordering—fottons—tte Todeword

bi t i icode -has-the sane primtive

pol ynom nal as the | ocal codeword code. The code has

t he Avoiklowe FigsT §emeredpe$TRpOPRENONM nak (EQ 3) g(x) _

(x+a) (x+a2)...(x+a) 10 TAG COORDI NATE SPACE The tag
coordi nat.e space has two orthogonal axes |abelled x

and y respectively. Wen the positive x axis points

t0 (Theare ingl3id itdterrotrs Gach 08 brovp yataips T 12gs ApyOEehH TR & SERFWFRCh et fgrefore
sur fihace £ QQ"p&gbld%em&rd&@ BGts foyatidnvethih @C 8% grawp sqdre. TiR@ag types are

t29 16007l e S RAGE M e b ON @ particul ar tagged
surface, nor the orientation of the tag coordinate

S pa®Eeh g in Fhe esqups totatedes shiqen is thy fizgie.de. taF FpedO jsppfasd hiseres e fyee 10 1s
15 aqedeh boGiedrebsOhL-tfpP BIGH rbtitdd .1 80Mdepreesca0btagy L@ 01 if htatbc 220 dbaegsg ed
surface is a sheet of ﬁﬁ? then the ?bl%at ees the any set
whi EFpiSisithoy e e PR - Bmfﬁe“”ﬁ%wg%’*g &Cof %1‘“?% Y
act withur gifefent @gs contpids @f Refitagttirton, and t hese can be used

to normalise any digital ink subsequently captured in

RO NG R Ao Il & DR pSiNRES:

The tag contains a 2*-ary (4, 1) cyclic position codeword which can be decoded at any of the four possible
orientations of the tag to determine the actual orientation of the tag. Symbols which are part of the cyclic

position codeword have a prefix of “R” and are numbered 0 to 3 in order of increasing significance.

H}

The cyclic position codeword is (0, 7, 9, Ej) Note that it only uses four distinct symbol values, even though a
15  four-bit symbol has sixteen possible values. During decoding, any unused symbol value should, if detected,
be treated as an erasure. To maximise the probability of low-weight bit error patterns causing erasures rather

than symbol errors, the symbol values are chosen to be as evenly spaced on the hypercube as possible.

The minimum distance of the cyclic position code is 4, hence its error-correcting capacity is one symbol in

the presence of up to one erasure, and no symbols in the presence of two or more erasures.

20 The layout of the orientation-indicating cyclic position codeword is shown in Figure 16.



The position encoded in a tag is defined in units of
tags. By convention, the position is taken to be the
position of the centre of the target closest to the
origin. 20 TAG | NFORVATI ON CONTENT FI ELD DEFI NI TI ONS
Table 4 defines the information fields enbedded in the
surface coding. Table 5 defines how these fields nmap
to codewords. Table 4. Field definitions field width
description (bits) per tag x coordinate 9 or 13 The
unsi gned x coordinate of the tag allows maxi mum
coordi nate val ues of approxiogtely O 9m-37- and 14m
respectively. coordinate 9 or 13 he unsigned y
coomﬁ,«mrevow the tag allows rmaxi mum coordi nat e
;llal/ g:%ﬂgfa r1p gr Cs))i(xlxefrcr?l}:glgte Xodearl n}nch 1snugeximlg'{)i{rxpﬁ£ ?n%é %on um%ue X) (I{e ﬁlé The
di aFPé‘tWé’F is of a Pupqpeed araé/éB Béfff‘ é?@dn - Pﬁéﬂgfhaf@m prigodes up to 28 bits of
nonquadatioymﬁ;utttomg t he d| agonal size of the tag)

lL,ate rroundi n I ntersects an active
Snmlehe ay°f'°wel°cf%{°°d weorrsllsls%’ 2P lléetllgon data fragment flag 1
fI ag i ndi cati ng whether a data fragnment is present
(sepsmewtpfopatoeds. b' |' indicates the presence of a
L et o
abs&eTp 2o hich apepyred to giiogde fofmation pmumep-e asetfof copfigiopt taey Eggh °°8°W°fd B ofa
f r a2 1015,1 D fRe@iSolemb edel ey Gartadjacertt ragsothareforepyepether sugodg pRYId 76 bits of
10| . BformPRE comR@itdH I oRbEQGsAg. f ormat 8 The format of the

encodi ng. the present encoding Oher values are
re S’g\e {7@& of the four complete codewords, distributed across the four adjacent tags in a tag group, is shown

in Figure 18. The order of the four tags in the tag group in Figure 18 is the order of the four tags in Figure 14.

Figure 19 shows the layout of a complete tag group.

REED-SOLOMON ENCODING - LOCAL CODEWORD

15  The local codeword is encoded using a punctured 2%ary (13, 7) Reed-Solomon code. The code encodes 28
data bits (i.e. seven symbols) and 24 redundancy bits (i.e. six symbols) in each codeword. Its error-detecting
capacity is six symbols. Its error-correcting capacity is three symbols.

As shown in Figure 20, codeword coordinates are indexed in coefficient order, and the data bit ordering

follows the codeword bit ordering.

20  The code is a 2%ary (15, 7) Reed-Solomon code with two redundancy coordinates removed. The removed

coordinates are the most significant redundancy coordinates.

The code has the following primitive polynominal:

EQD

plx) = x*+x+1
The code has the following generator polynominal:

25 (EQ2)

g) = (x+o(x+ad)...(x+ o)



gion flags 8 lags controlling the interpretation of

region data. : region IDis an EPC 1: region has

signature region has enbedded data enbedded data is

signature they bits are reserved and nust be zero. g

size 1D 8 The ID of the tag size. the present tag size

the nomnal tag size is 1.7145mm based on 1600dpi, 9

dots per macrodot, and 12 macrodots per tag O her

val ues are reserved. region ID 96 The ID of the region

containing the tags. signature 36 The signature of

the region. -38- high-order cegrdinate 4 The width of

the high-order part of the x and y wdth (w) )

C 00 Irghipi3atoR&y ERfopinbreDitragyrep cgiewarnsler X coordinate 0 to 15

i gh-order part of the x coordi nate of %lile tag me)éﬂgqg§esM

t he THeeSiPHFA FOTEF AR Ve 4452 (b PSSR RETEr V° 27 akm

and 488t fie-relwp eabils) @idy16 hedupaney ritedie. youp Ebols) fStcR gevey- Hprror-

Hi glaetodngl@pacify &tfdur sprhiboks.k@yrociodrtilg q@atie isofo synivels. t ag expands

t he maxi mum coordi nate val.ues_ to . appr.oxi.nat 41T, ..

And CHBIEFPTER T 1pET § oo Rt I O G °€?18%%h%'5%%c.°&exﬁd bt

act iodaingarea is an area within which any captured input

shoul d [ I &t e. COrrespondi ng

I—Npg{r‘elccédg%f &%\?@B‘?ﬁ@nﬁaﬁgggdﬁgﬁ?&mi s also all ows

t he Thiy@iekab idfallowisgpeng@tor poignosipginal to the wuser that the

i nput _has had an i nmedi ate effect. Since the server

has ®3tess to preci se region definitions, any active

area indication in the surface coding can be inprecise

so long as it iseEhTaNeee)I5ETRe wi dth of the

hi gh-order coordinate fields, if non-zero, reduces the

i dt h of Lgnature field by a corresponding

ir/(lylun‘té"éGrcg‘%(eulﬁp&gllgfsijl‘.agFulI coordi nates are conputed by

pr eprngicheiine@apite s gio-ofioghed axesOgridd natl @ rebrieatively. Wheg the pogitive x axis

C_Or?&%Mdihﬂ@ﬂen%%sﬂ%@@hﬁaoiﬂ&&m. Tabl e S. Mapping of

fields to codewords codeword codeword field width |

f i ekt surfae oasling flqessnot spepifigyhecleperiop| i iag copyiingiyspace origin on a particular tagged
surface, nor the orientation of the tag coordinate space with respect to the surface. This information is

15  application-specific. For example, if the tagged surface is a sheet of paper, then the application which prints
the tags onto the paper may record the actual offset and orientation, and these can be used to normalise any

digital ink subsequently captured in conjunction with the surface.

The position encoded in a tag is defined in units of tags. By convention, the position is taken to be the
position of the centre of the target closest to the origin.

20 TAG INFORMATION CONTENT

FIELD DEFINITIONS

Table 4 defines the information fields embedded in the surface coding. Table 5 defines how these fields map

to codewords.
Table 4. Field definitions
field width description
(bits)
per tag
x coordinate 9 or 13 [The unsigned x coordinate of the tag allows
lmaximum coordinate values of approximately 0.9m




12:9 data fragnent 4 :0 15:13 coordinate 13 all 25:22
data fragnent 4 1:4 16 active area flag | all 7 data
fragnent flag 1 all B 1:0 encoding format 8 all 15:8
region flags 8 all 3:16 g size ID 8 all 9:24 CRC 16
all 3:40 high-order coordinate 1:0 wdth (w) C 35:0
signature 36 all 35-w):(36-2w) hi gh-orderxcoordi nate
all -39- 35:(36-w) igh-ordery coordinate all 3:36
region ED 8 7:0 3:0 region ID 4 51:8 13:0 region ID
44 95:52 EMBEDDED DATA If the "region has enbedded
data" flag in the region flags;is set then the surface
codi ng contai ns enbedded data. The data is encoded in

mul gTpte—cont i gHous [ﬁgﬂmrﬁﬂ&wﬂragnents and 1|s
replicated-in the sur . as it

wi | I PFEe 5 The 3?{‘8&8‘&8‘5‘8‘%” |Es[%;m§(r’1¥cog "13_ "n such a way
thaf a random ahd parpiares wedppEgtive Heeregrdd™ dodi ng
cont ai ni ng t he| enbe eﬂmdatetaiveéyan be sufficientjto

ret ..c enftHre—ga T
1 A mmdaHﬂ‘g whetifdy fhd aﬂe‘a&{méd(ambt& 'Jf
rea sengrr)cia § t he ?a

dat a omrefr ra and
reports to the user vﬁheeaﬁea’?u??&@liheetﬁ ® 0rmaIll %E Pave

beem retrieved |t hoytie@plsigof the tagiimmgd BR‘?W“F‘??“‘*’I“&B‘Fe 6, a
2004{bit data bl pck erfeidescskédtivprtas of data. The bl ock
data is encoded in ther daitaasmtérfea@rrents of a contl guous
gr ol : A

bel qf‘ﬁ‘@@“g‘l’e(‘itﬂég bI oC is the

g c
tag]s coordinatle divi k the

coofdinate within i nclgigea %%ﬁn%“?ﬁq A?ﬁep ‘ﬁdthdlf\thg,gta

fragnent may be| m ssijn re. an tive
arefq map is present. V‘E‘f“‘eﬁ?“ﬁl—fg ARG (e g
fragment is likely tqgvidielsBecoverabl e from anot Her copy
of therbharck Bt i Fiint I AleHbeitd®h rsamenicOded into a
superhbl ock consjisting of a contiguyous set of bllocks
arr g&s@h a [5 rectangle “The~ size-of the
Sup gkehieoredion) s enceded i-n each bl ock A: o] ock beljongs to

a s-@;@,—m—maq Tt BT or i idigmat € 175 the bl ock' s
coofdi nate divif{ded by the superbl ock size. Wthin each
super bl ock the |data [ thepresentencoding
Other values are reserved.

region flags 8 Flags controlling the interpretation of region data.
0: region ID is an EPC

1: region has signature

2: region has embedded data

3: embedded data is signature

Other bits are reserved and must be zero.

tag size ID 8 The ID of the tag size.

0: the present tag size the nominal tag size is
1.7145mm, based on 1600dpi, 9 dots per
macrodot, and 12 macrodots per tag

Other values are reserved.

region ID 96  [The ID of the region containing the tags.

ignature 36  [The signature of the region.
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In an offline (or online) environnent the entire
signature can be recovered by reading nultiple tags,
and can then be validated using the correspondi ng
public signature key. Signature verification is

di scussed in nore detail below 20 SECOND EXAVPLE TAG
STRUCr uRE Figure 21 shows the structure of a conplete
tag. Each of the six black circles is a target. The
tag, and the overall pattern, has six-fold rotationa
symetry at the physical |evel. Each di anond-shaped
regi on represents a synbol, amngd_each synbol represents
four bits of information. Figure 22 shows the
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25 Tags are arranged into tag groups. Each tag group
contains three tags arranged in a |line. Each tag
therefore has one of three possible tag types
according to its location within the tag group. The
tag types are labelled P, Q and P, as shown in Figure
26. Figure 27 shows how tag groups are repeated in a
continuous tiling of tags. The tiling guarantees the
any set of three adjacent tags contains one tag of
each type. 30 ORI ENTATI ON-1 NDI CATI NG CYCLI C PosnoN
CODE The tag contains a 2s-ary,,(6,1) cyclic position
codeword (this work is currently t he subject of two
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posijtiaon codes”land "ICrientationindicating—eyelic
posi[ERBIRckEEdEs" | Wi t NP EST e R RIsSPs 10/ 120, 441
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comon to a set of contiguous tags. Each codeword is
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25 shown in Figure 31. As shown earlier in Figure 27,
the tiling guarantees the any set of three adjacent
tags contains one tag of each type, and therefore
contains a conplete set of distributed codewords. The
tag type, used to determne the registration of the
di stributed codewords with respect to a particul ar set
of adjacent tags, is inferred fromthe x-y coordinate
encoded in the | ocal codeword of each tag. 30 TAG
SEGQVENT GEOMETRY Figure 32 shows the geonetry of a tag
segnent. Figure 33 shows the spacing d between tag
segnents, required to maintain consistent spacing
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pl'I cat ! éElE Press, 1994. TAG COORDI NATE SPACE

The 2785t 5°S‘8°n Aate space has two orthogonal axes

| abehdh §ehbot siavaclin Yhe tap Saeed h Vigdry/21 hibfaeumique bbel. [ fabell wogsisx an alphabetic
axi Sremfd Alnl Qesf.he right then the positive y axis

poi nts down. 25 The surface coding does not specify

t he Thef@ratri on of the tag coordi nate space origin on a

Psal‘ tI‘Lg(s: zli'lrle éax‘rl;mggdauggtze g groups. Each tag group contains three tags amranged in a line. Bach tag therefore

has one of three possible tag types according to its location within the tag group. The tag types are labelled P,

Q and R, as shown in Figure 26.
Figure 27 shows how tag groups are repeated in a continuous tiling of tags. The tiling guarantees the any set
of three adjacent tags contains one tag of each type.

30  ORIENTATION-INDICATING CYCLIC POSITION CODE

The tag contains a 2%-ary (6,1) cyelic position codeword (this work is currently the subject of two pending
US Patent applications, entitled “Cyclic position codes” and “Orientation indicating cyclic position codes”
with application numbers 10/120,441 and 10/409,864, respectively) which can be decoded at any of the six



surface, nor the orientation of the tag coordinate
space with respect to the surface. This information is
appl i cation-specific. For exanple, if the tagged
surface is a sheet of paper, then the application

which prints the tags onto the paper may record the
actual offset and orientation, and these can be used

to nornmalise any digital ink subsequently captured in
conjunction with the surface. 30 The position encoded
in atag is defined in units of tags. Tag coordi nates
are arranged as shown in in Figgure 36, where the tag
with coordinate (0,0) is a P type tag. By convention,
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Tab'z?busofm'f:o'm? m‘% Def | 8‘| Lions field width description

)ertag coor ate 10 no unsi gned x coordi nate of the

tsag mdliymmemmmmshmmrmhmaﬁ e val ue of

apprOX| mat e%% 2.1 (based on EQ 4). coordinate 10 a
unsiCGTrE™ Ui nate of the tag allows axinumy
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20 168 bits of information common to a set of contiguous tags.

The layout of the first four fragments of the six codewords B through G in tag type P is shown in Figure 30.
The layout in the other tag types follows the layout in tag type P, with symbols 4 through 7 in tag type Q, and

fragments 8 through 11 in tag type Q.
The layout of the six complete codewords B through G, distributed across the three tag types P, Q and R, is
25  shown in Figure 31.

As shown earlier in Figure 27, the tiling guarantees the any set of three adj\acent tags contains one tag of each
type, and therefore contains a complete set of distributed codewords. The tag type, used to determine the
registration of the distributed codewords with respect to a particular set of adjacent tags, is inferred from the
x-y coordinate encoded in the local codeword of each tag.

30  TAG SEGMENT GEOMEIRY
Figure 32 shows the geometry of a tag segment.

Figure 33 shows the spacing d between tag segments, required to maintain consistent spacing between

macrodots, where d is given by:



Live area map flag 1 flag indicating whether an active
area map i resent b'1l'" indicates the presence of a
map (am next field). If the map is absent then the
value of each map entry is derived fromthe active
area flag (s -45- previous field). active area map map
of which of the tag's imediate s' neighbours are
menbers of an active area b' 1' indicates nmenbership

Figure 37 indicates the bi ordering of the nap data

fragnent fragnent of an enbedded data stream Only
resent if the active area nag45§ absent. per tag group
coding format 12 The format of "the encoding. : the
present encoding O hgr valugs are TBA. acrodot
spaci ng adj ustnment 16 The difference between the
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As shown in Figure 35, codeword coordinates are indexed in coefficient order, and the data bit ordering

follows the codeword bit ordering.

A punctured 2*-ary (12,7) Reed-Solomon code is a 2*-ary (15,7) Reed-Solomon code with three redundancy
coordinates removed. The removed coordinates are the most significant redundancy coordinates.

The code has the following primitive polynominal:
p(x) = xtrx+l
The code has the following generator polynominal:
g(x) = (x+ o)+ az)...(x + as)
For a detailed description of Reed-Solomon codes, refer to Wicker, S.B. and V.K. Bhargava, eds., Reed-
Solomon Codes and Their Applications, TEEE Press, 1994.

TAG COORDINATE SPACE

The tag coordinate space has two orthogonal axes labelled x and y respectively. When the positive x axis
points to the right then the positive y axis points down.

The surface coding does not specify the location of the tag coordinate space origin on a particular tagged
surface, nor the orientation of the tag coordinate space with respect to the surface. This information is
application-specific. For example, if the tagged surface is a sheet of paper, then the application which prints
the tags onto the paper may record the actual offset and orientation, and these can be used to normalise any

digital ink subsequently captured in conjunction with the surface.

The position encoded in a tag is defined in units of tags. Tag coordinates are arranged as shown in in Figure
36, where the tag with coordinate (0,0) is a P fype tag. By convention, the position of a tag with an even y



server for interpretation. It also allows the

Hyper | abel sensing device to signal to the user that

the input will 5 have an i medi ate effect -46- Table

8. Mapping of fields to codewords caideword field

field odeword pits width its field ;p 10 | coordi nate
19: 10 10 coordinate 10 1 Il active area flag 1 I

al-1- active area map flag 17;22 6 all active area

map 17:22 all data fragnment 3 11:0 12 all 3ncodi ng
format 7:12 16 all acrodot spacin adjustnment 11:0 12
all egion flags 17:12 16 7:12 pegion ID D 17:0 18

55:28 1 17:0 18 83:56 17:0 18 11184 3 11:0 12 11:0

RC 184 @nait @ datihdd to bEMBIIAINED DA of the t451T8e positogéfong withed dddheordinate
dat & mfleAuehidda & BEmL SR r did AlbSint btwRLThe Lk s Gy RS RS of its
codlrg ,eoNt ali gleslegrrbedded data. The data is encoded in
nul t'?%lfe tontiglious tags' data fragnents, and is

r epl sicgiabhtR hd vdtich] REunBd ) Baked Qoo odier t@ S spEeingRdmEivtd RS  AS

it will fit The enbedded data is encoded in such a way
that a random and par t akedEaiedsf4she surface coding
contai ning the enbedded data can be sufficient to
retrieve the entire datasedh dﬁ)aenm'sng system

reassenbl es the data fromretrieved fragnents, and

rep Lo .1he MQ,@@ ufficient fragnents have
beeﬁxh%rgf%?e(el{l}ggw\%&t%hagu e'}b?or. As shown in Table 9, a
216-bit data bl ock encoded2460 bits of data. 10 Table

9. Enbedded data block field width Description data

t y par dbmrdhe: pyre Qafd R heasdqtdavalis 0,t ihed Supetvelnltga the type © of a tag is

V@' Liﬁ&red ﬂﬁlim,%:coordinate as follows. If'y is even, then:
t = x modulo 3
if y is odd, then:
t = (x-—1) modulo 3
TAG INFORMATION CONTENT

15  Table 7 defines the information fields embedded in the surface coding. Table 8 defines how these fields map

to codewords.

‘Table 7. Field Definitions

field’ - o width ldescription

péré!g A ,b o L S

X coordinate . 10 The‘ unsxgned x coordinate of the tag allows
Imaximum x coordinate value of approximately 2.1
(based on EQ 4).

Y coordinate . (10 The unsigned y coordinate of the tag allows 2
maximum y coordinate value of approximately 1.8m
(based on EQ 5.

Jactive area flag 1 A flag indicating whether the tag is a member of an
lactive area. b’ 1’ indicates membership.

ctive area map flag 1 A flag indicating whether an active area map i

present. b’1’ indicates the presence of a map (ses
next field). If the map is absent then the value of each
map entry is derived from the active area flag (ses




type is controlled by region flag 1. MM O her

val ues are TBA. perblock width 12 The width of the
super bi ock, in blocks. -47- uperblock height 12 the
hei ght of the superblock, in blocks. to 160 the bl ock
data. RC 16 CRC of the block data otal 16 The bl ock
data is encoded in the data fragnents of a contiguous
group of 36 tags arranged in a 6X6 square as shown in
Figure 38. A tag belongs to a block whose integer x

and
di vi

y coordinates are the tag's x and y coordi nates
ded by 6. Wthin each block the data is arranged

into tags with increasing x coordinate within

i ncrleasing y coordi pate. 5 A dadvieusfilgagnment may be
m sqing froma bl ock where anj|active area map i s
present. However, the mssing| data fragnent is |likely

to

of grbitrary size ip encoded ifl@od SRR GE K active area. b'1°
congi sting of a configuous set, of
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5

, Novenber 1996), RFC 2046 (Freed,

The active area map indicates whether the corresponding tags are members of an active area. An active area
is an area within which any captured input should be immediately forwarded to the corresponding Hyperlabel
server for interpretation. It also allows the Hyperlabel sensing device to signal to the user that the input will

have an immediate effect.



N, and N. Borenstein, "Miltipurpose Internet Muil

Ext ensi ons (M ME) Part Two: Media Types", RFC 2046,
Novenber 1996 ) and rel ated RFCs. The M ME data

consi sts of a header followed by a body. The -48-
header is encoded as a variable-length text string
preceded by an 8-bit string |length. The body is
encoded as a variable-length type-specific octet
stream preceded by a 16-bit size in big-endian format.
The basic top-level nedia types described in RFC 2046
i ncl ude text, inage audi o, vi,deo and application.

RFC 2425 (Howes, T., M Smith and F. Dawson, "A M M
Cont ent - Ty perfy's. Niphifldr fidyto kdafwdragmt i on”, RFC 5 2045,
Sept enber 1998) and RFC 2426 (Dawson, F., and T.
Howes, "vCard MNE Directory Drnflln"’ RFC-2046-

Sepf enber 19@85%Hescri b d% t ext subtype for directory
i nf @eaewrd on i t abl e, f Fidthexangt®, for™¥ncodi ng
confa@act 1 nf op:erat 1 on whi gh m ghtellappear,
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allowing for arbitrary alignment between the surface
coding and the field of view G ven a macrodot spacing
of 143pm this gives a required field of view of 5. 7mm
-49- Table 10 gives pitch ranges achi evable for the
present surface coding for different sanpling rates,
assum ng an imge sensor size of 128 pixels. Table 10
Pitch ranges achi evabl e for present surface coding for
different sanpling rates, conmputed wusing Optim ze
Hyper |l abel Optics; dot pitch = 1600dpi, macrodot pitch
= 9 dots, view ng distance =30mm nib-to-FOV
separation = 1mm inage sensor size = 128 pixels
anpllshﬂaxgloJka&get [ tchgrange haigatottﬂ&uperbﬁckzwdcn 36 10 to
+18 Heor—the—sttfage—coti g afatdie Frst—exampte; ’Ine
CorrPanndl ng decaodi ng-s. nee—is ac fol-lewns-: 5

| ocd®E targets of conpl et amwm“¥ per spective
trangﬂorn1fron1t&ﬂ§ets snpl e and decode any one of

t ag T?le !I{loc!l(I ata %gng;o [ tge dam ﬁag'lﬁéng @c&&gﬂ&?&&%3gm§s¥rg.§‘ge(ﬁm g6X6 square as

hence orien and decod
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on| yeootdmateidivided bs‘ia Wishit spobflagds fatadyapagged into Wﬁa BEGHE "é?"‘i"k??‘e within
f | agnchadlg yposditaie.on sanple determne tag x-y |ocation,

with reference to t.ag or tation inf er.
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referenc in ong the
B N e
CRC @EPPFFE&F“@WgMAII detect erroneous error

COr gL Edtaoerﬂcode\f & b )éupgxﬂgsk Gaf) lﬂﬂudé adord [ﬁ?&% tyﬁbnmﬁﬁﬁtﬁﬂ Gnofe[ grdoie size
fl agnformagonr g ellxt!engve e%m degnon Q@&%Jn@u&%a& ncodi ng type,

and T € ect unknown encodi ng

15 GENERAL CONSIDERATIONS

CRYPTOGRAPHIC SIGNATURE OF REGION ID

If the “region is signed” flag in the region flags is set then the surface coding contains a 160-bit
cryptographic signature of the region ID. The signature is encoded in 2 one-block superblock.

In an online environment any signature fragment can be used, in conjunction with the region ID, to validate
20  the signature. In an offline environment the entire signature can be recovered by reading multiple tags, and
can then be validated using the corresponding public signature key.

MIME DATA

If the embedded data type is “MIME” then the superblock contains Multipurpose Internet Mail Extensions
(MIME) data according to REC 2045 (Freed, N, and N. Borenstein, “Multipurpose Internet Mail Extensions
25 (MIME) - Part One: Format of Internet Message Bodies”, RFC 2045, November 1996), RFC 2046 (Freed,
N., and N. Borenstein, “Multipurpose Internet Mail Extensions (MIME) - Part Two: Media Types”, RFC
2046, November 1996 ) and related RFCs. The MIME data consists of a header followed by a body. The



25 determne region flags determne region ID

encode region ID, nib x-y location, nib active area
status in digital ink -50- route digital ink based on
region flags Note that region ID decodi ng need not

occur at the same rate as position decoding. Note that
decodi ng of a codeword can be avoided if the codeword

is found to be identical to an already- known good
codeword. 5 For the surface coding of the alternative
first exanple, the correspondi ng decodi ng sequence is

as follows: | ocate targets Qf_conplete tag infer
perspective transformfromtargets sanmpl e cyclic

POS iLkdid B efSaEls 2 AREIO R th CyGibePropa by dn 8-6it riBglength (he body is encoded as a
det gL i euga P8 o Bhrehiek RIS b 16%bit RS bheleRihn GRAGE

sanpl e an ecode | ocal Reed- Sol onon codeword

det dhetasirdoptleag)msdiayypés decibed BRFC POAT ipdude3 (. imagy, 2pdicayides a9¢ pplication.
ffO%é?Ebf@:%Gd ot B 954 S £ IRSL UL HRY Bertole i o Qo i e

tag X- Beion term.ne actiye
(20 ettt it el e o e, L SRILIS cL s Rec
ar e &04Gieptembey AP deaeribe 4 tesbsalityps etirpsiey infayarsencuitatle: 141 ampiefer grgoding
ar e @onsitt @ifothBtion GBSt appear breapudngsperd. sanpl e di stri but ed

Reed- Sol onon codemords (nmodul o wi ndow al i gnment, with
reference 1o ta %l decode di stri buted

Ree ‘§Hwonnn emor i) verify tag group data CRC

on deceetengle I‘CG:&roIfeJ- @EC) lpwtikh is@pi s@tfectloDa S:&bg0 bfpendple US paehtragplications,
RNC el 05/){’}3 Qos; AR, I62hRES, 116blERYE; RENRSIsPE,573; 6leb, %m@@m the
900, eddtgé{ o g&m g E%gf{e%ioﬁ?m%%ew&c@ gnqqo%r {58 Q-ag) 2%

I D, active area

di g i(]ls’& Ree[d-r??(lomon fosﬂvt)rgs, :atfn'@lghtogilar ninﬂJﬁs tg 50 wards Cﬁ[ﬂ)e ésed tlgrralﬁf,rrnt schemes

Reg T\Qﬂenll& r@@le REBE3Oes A G Wotaridhlar Ehﬁ:elﬁm dyait 8 c@ﬁant (per
pOSI ; I 31'2 o% %rq d: rﬁanggomocrn 1§nt G&W}g Pﬁ@-ﬁ‘oe&ggt allow unit
avo?&é evvor ound to be identical to an

Bir é%ﬁ]‘f/°"ﬂ?6\‘)\ﬁea’8%‘&"°&%"é“ SFE- 1f the high-order

coonQhital c@mﬂ&&b@tvdﬁh PR cHRls ZBEtag 4rdup EondBR Of folr taf3 Alh€tagd Prbid contains a

be 2;@%%%&3%@8}4&‘3@&4 t&% ;roh}:%%ﬁ&te& Bd Bmes 3@11&@“@& @ro&phﬁd four unique B

le?\rN- eworﬁ%'rhezbe by %ncogeg Cn gve OFI]{!E\M sas‘gS o e!:d Qa%%b‘@ Bdewdrd! %MJ ggmp also
contains eight fixed C and D codewords. One of these can be engoded using the remaining one of PEC’s

20  wvariable codewords, two more can be encoded using PEC’s two fixed codewords, and the remaining five can
be encoded and pre-rendered into the Tag Format Structure (TFS) supplied to PEC. '

PEC imposes a limit of 32 unique bit addresses per TFS row. The contents of the unit cell respect this limit.
PEC also imposes a limit of 384 on the width of the TFS. The contents of the unit cell respect this limit.

Note that for a reasonable page size, the number of variable coordinate bits in the A codeword is modest,
25  making encoding via a lookup table tractable. Encoding of the B codeword via a lookup table may also be
possible. Note that since a Reed-Solomon code is systematic, only the redundancy data needs to appear in the

lookup table.

TMAGING AND DECODING CONSIDERATIONS

The minimum imaging field of view required to guarantee acquisition of an entire tag has a diameter of
30 39.6s,ie.
@ % (12 +2)) /25

allowing for arbitrary alignment between the surface coding and the field of view. Given a macrodot spacing

of143um, this gives a required field of view of 5.7mm.



detected fromthe |loworder x or y coordinate (i.e. it
contains all zero bits or all one bits), then the
correspondi ng hi gh-order coordi nate can be adjusted

bef ore codeword decoding. In the absence of genuine
synbol errors in the high-order coordinate, this wll
prevent the inadvertent introduction of codeword

errors. -51- EXPANDED TAG The tag can be expanded to
increase its data capacity by addi ng additi onal bands

of synbols about its circunference. This appendi x

descri bes an expanded tag wi tRoone additional band of
synmbols. Wiile the tag described in the main part of

t he 1aRabIgRRfitc@Ses achi-amt Bapdeichtyuriade c@lific SiydidBht Sampling @tes, assuming
exPandediadiads fds@W S5 capacity of 60 symbols. The
capacity of the expanded tag is precisely sufficient

to all ow thegj,pgd usion of a conplete 160-bit digital
signature in each tag group. This allows conplete

di gi Piggh raniey pehicvable foy erejeftsexfaed qofingdipr differegt sprpliag fafef, cyuputed

I Nt elksg topiize Wypdriavel O@ics Ustfpade: 1WWdpi.NgpcrodoApitehF RIGT YRFEng O

Fi QUGHanaL 3900 \Wib-t5-BEV apak446d Lifih, Ragedenon i - £139ixdP t ype)
expanded tag. Apart fromthe additional band of_
synbgm;nugmethe relatygghghange in the positions of the
targets, it has a.gsimlar physical structure to the
tag pdescribed earligf+9! n the expanded tag the

maer pdot spaci ngs has a noninal value of 111m based
on 7pdots printed $§7t@3g)itch of 1600 dots per inch.
15 Ajmacrodot is nomnally circular with a noni nal

di angter of (3/ 7)s*gtﬁ,lgar get is nomnally circul ar
with a noninal diafeter of (10/7)s. The expanded tag
i k%ortthp&fgc?ogd' %ts&erﬁ*spe%gnpﬁ,q{(elc&n@%@nﬁ@%ﬁé@ﬁ%ﬁeﬁ& sRAbBws: | N &
tag group, and each expanded tag has one of the three
pos3i bleetatagpfioppesasP, Q and R The expanded tag, |ike
t he «t ag pll@atverbeBim@at fdg@®y , CONtai Ns an

ori eniﬁﬁﬁéam"&qj’y%’t& S Shdwbrad?0si tion code. 20 LOCAL
* eerlx:l)lin;l-clg«]) W%E'%Qn\?ﬁmn ttz?‘ rielngtg:oan‘l ! y contal ns. one .

conpl et'e codeword "'Ch 1.5 used to encode information

uni quigsriegnddprade rqargd loogp and BYFAdRB¥Y i s of a punctured

1R4- ar spdeprPredmydarRpiseilySHbigipmly ddrde™orsThe tag t herefore

eNnC e d@Fecoip ertofla@@d poitidn Samptt | Nf or mat i on uni que to the

tag. &Gk @é’@l&ca’cﬁﬁ, wftlh-&'er&n@eﬁ&iag m@demord is shown in

Fi gur e 40 .0 srfaord ko RLER CODEVIORDS The expanded tag

contains, ffa nts_of twelve c words, |abelled B

t hr SulF™Hf ml{/%ﬁq%ﬁm‘é?@ fa&ixé’l,\?"rca:{f nuaf'%g’%ané%?oss t hree

14d]j acerming sy arepsauspfiitipratiop Bithefaect G RHEBH® i nf or mat i on
C OMeDganetale logel feadackphsedpp b aciga@erstaitags.  Each codeword i s
of @ PuAGEYREfdds @lsporil2, 7) Reed- Sol onon code. Any '
thre esm@p@ a@dcfi@:g& reﬁlﬁ'g&ﬁglofoam & B 135 E(ﬁewo&i.@(gl@tfun Shnd ANERES:, Wit réfence to

336 thats of information comopn to a set of contiguous

tags. -B3- o
20 g e although codeword redundancy is only 12 bits, correct errors; subsequent CRC verification will detect

erToneous erTor correction
s verify tag group data CRC
e ondecode error flag bad region ID sample
o determine encoding type, and reject unknown encoding
25 * determine region flags
e determine region ID
o encode region ID, nib x-y location, nib active area status in digital ink



The layout of the first four fragnments of the six
codewords B through G n tag type Pis shown in Figure
41. The layout in the other tag types follows the

| ayout in tag type P, with synbols 4 through 7 in tag
type Q and fragnents 8 through 11 in tag type Q The
| ayout of the first four fragnents of the six
codewords H through Ivi in tag type P is shown in
Figure 42. 5 The layout in the other tag types
follows the layout in tag type P, with synbols 4
through 7 in tag type Q and _ghagnments 8 through 11 in
tag type Q As shown earlier in Figure 37, the tiling
guar anuResial ik@salyresi@ilagdf t hree adj acent tags cont ai ns
one tag of each type, and therefore contajins a

c ottt rgior IDGeodipe B oigerrrabe ST ERAHIL " 48 ag t ype,

us e%&%ﬁ&&@ﬂg{yf D& can hEBbidkl ErMeicuBwRf is Tol@ totte Serfita i e lkeady-
codelgo‘;ndood\c/gt 4 espect to a particul ar set of adjacent

t ags, PEI T ed fromthe 10 x- y coordi nate encoded

i 5 tlhl.emel s@B@ kodROA BYNELHG firste mable, thagprresToAiB s GOPRBIAATFES as follows:
SPACE The tag coordi nate space encoded in the expanded
t ag i Socitdenk bfealplet 8 t hat encoded in the tag descri bed
ear | § ftr porgibibdbradsRien RAGERAL i ON that tag units are
dlfferenltec due. both to the change in tag structure and
the ¢ I'h ro dot spacing). 15 Horizontal and
vertl éﬁf’dgf”él@p‘ti‘ﬂ?“t“?e based on center-to-center tag tag
dpact dgemineapcattgh fagpydigposiiogeode= 5( 2, 53s) +2d- 17. 6s Uy =

7. 5( 2x3mple {nd deg)e local Reed-Belomopdeverdd 1S t he i nter-segnent
Spaci R@en@he@Ry Byicd=(1- 512). 20 TAG | NFORVATI ON

C(]\rrﬁl\{grg@glu%sfgrglﬁg@gdegg%gwe information fields
enbedcetenﬁugmbx?ﬁcauon%?ngl d'loca%gna?c'nhjggtgg%m?om ng. Tabl e 12

definé ese ewords. Table 11

B el d deramireAstiyganens ofap H%ﬁ“&tﬂﬁef?f&eé? FRE ST per tag

c oor diemeretedocdl Gredhask based fngivettiverree®®e di nate of the tag -

al | owsersmmii¥@typs coor di nate val ue of approximately 2.0m
(base Qamglgdls%lbutéd Red 806k RALEdsLBodNE wikDS LIGRAA:, With eRRfictlo Ratye)

of th el Naxig coordinate val ue of
a pro%"gﬁig(gsetﬂbuté ) % ased on 0 -53- dive area fl ag I A

9 ag’ FHETEEEP pﬂ”éa%et her the tag is a nember of active
ar ed. ofylecofieerrqr frgpad zpeiendD pEpiper shi p. dive area map fl ag
fl ag derchigeafcidmgtymived Hietrmiapwogopdinge area nap i s present

¢ determine region flags

o determine region ID
25 « encode region ID, nib x-y location, nib active area status in digital ink
* route digital ink based on region flags

30

Region ID decoding need not occur at the same rate as position decoding and decoding of a codeword can be
avoided if the codeword is found to be identical to an already-known good codeword.

If the high-order coordinate width is non-zero, then special care must be taken on boundaries between tags
where the low-order x or y coordinate wraps, otherwise codeword errors may be introduced. If wrapping is
detected from the low-order x or y coordinate (i.e. it contains all zero bits or all one bits), then the
corresponding high-order coordinate can be adjusted before codeword decoding. In the absence of genuine

symbol errors in the high-order coordinate, this will prevent the inadvertent introduction of codeword errors.
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In the expanded tag the macrodot spacing ° has a nominal value of 111um, based on 7 dots printed at 2 pitch
of 1600 dots per inch.

15 A macrodot is nominally circular with a nominal diameter of (3/7)s.
A target is nominally circular with a nominal diameter of (10/7)s.

The expanded tag, like the tag described earlier, also participates in a tag group, and each expanded tag has
one of the three possible tag types P, Q and R.

- The expanded tag, like the tag described earlier, contains an orientation-indicating cyclic position code.

20  LOCAL CODEWORD

The expanded tag locally contains one complete codeword which is used to encode information unique to the
tag. The codeword is of a punctured 2*ary (12,7) Reed-Solomon code. The tag therefore encodes up to 28

bits of information unique to the tag.

The layout of the local codeword is shown in Figure 40.

25 DISTRIBUTED CODEWORDS

The expanded tag contains fragments of twelve codewords, labelled B through M, which are distributed
across three adjacent tags and which are used to encode information common to a set of contiguous tags.
Each codeword is of a punctured 2%ary (12,7) Reed-Solomon code. Any three adjacent tags therefore
together encode up to 336 bits of information commeon to a set of contiguous tags.
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TAG COORDINATE SPACE

The tag coordinate space encoded in the expanded tag is identical to that encoded in the tag described earlier,
with the exception that tag umits are different (due both to the change in tag structure and the change in

macrodot spacing).

15  Horizontal and vertical tag units, based on center-to-center tag tag spacings, are given by:

u, = 5(24/3s) +2d=17.65
- J3) .
u, = 7.5(25)+ Z(d—:—z—) =152s

where d is the inter-segment spacing given by

d=(1-3/2)s

20 TAG INFORMATION CONTENT

Table 11 defines the information fields embedded in the expanded tag surface coding, Table 12 defines how

these fields map to cadewords.

Table 11 Field definitions
'i?ield width description
' Iper tag
jx coordinate 10 The unsigned x coordinate of the tag - allows a maximum
coordinate value of approximately 2.0m (based on EQ
by
v coordinate 10 The unsigned y coordinate of the tag - allows a maximum|
ly coordinate value of approximately 1.7m (based on EQ;
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scanni ng | aser can also easily acquire all of the
fragnents of the signature. Both kinds of devices may

be progranmed to only perform authenticati on when the
tags indicate the nresence of a signature. -58- Note
that a public-key signature may be aut henticated

online via any of its fragments in the same way as any
signature, whether generated randomly or using a

secret key. The trusted online authenticator may

generate the signature on dengnd using the private

key and | D padding, or may store the signature

eX plrhtt thdn Yandoﬁily,tttéﬁ its lehigth R@Ndiso 6alirgeGidugl & ppoac. forgbhoml datuding fthe key
app rtﬁﬁ%l)wﬁ) Eyglggnﬁépaﬂshﬁgnaﬁé Qf 1 O Bhda BitstaRQonkideRA Si@hrﬁ&hethé generated
Not e .al so t hat S|gnature based aut henticati on nmay be

used e BE SEE™0F*f r agnent - based aut henti cati on even
whenwigie l imByEbe pRaERS & ihciideda tdsdibly@euratiidae Sipriat0re inGi tag (r local tag group),

ayal pla.raéaiaxﬁ"lf th-E‘?epéﬂ?of &Smﬁsrr&\{deﬂtﬁ Emvﬂie REPRE Yr Rfsignadie, Ghhay be impractical to
* 9N 58 BOUE S ALERAD ol ¢ Rl Bhiveh Do, we can instad

fore90|nq I SCUSSI 0

L
onl ithedD,g¥ep the gaal of |swpq_-rta§] guhprru@ﬁqntvﬁggt @ﬁ@g 81[5 Feeqxpg device field of view is
aut hertdl.cad sty afutichignatie ca ttlicinrive fpalthe Tl laigiuef thk sigpateretathes fijm from
100 Sie@hgn @@ Bfaghda, sidcb| 1OrE N BbroBedict WBIE fRfmelt @ YiserSHIDHAbntlY dBooke@dDverify.
Und aShulidd Qllﬂ%nttca(?or gﬁh gwrzlys ;;elq’orxp ﬁagﬁ&%ﬁﬁ@atmcht sQEe%ef‘lﬁ@era@Ess 45 &Y Ry and/or the
B PGt D dayeor St 1 iy 2o P S iR« gt g
|npﬁﬁﬁﬁﬂkal private key k inpractical full randon1ok
I n‘p rF ehiGHicatilre Jﬁx@ythakwé p%@o%e'f&@laﬁacks RlidaVidlaBrae@its, Oervise a forger
I o' th Sptlre altur%-)ll-la acacmF ea eﬁ%l tﬁ‘ﬂ %Vglsute%ce @&%@J’EBJ b@ prevented

|temS| ure o

ot hE¥ dpe ks A BRI 2y E‘°W615ft f By A 5 it Bfstne
Si greatingd: és g Z)emative to rogiye Hipoiheiaion Yo authedcatar o itsiad cufegy imit on the
Si gmaibetofverifichion PaubsiitGs Wiling 16iegona tolir @ given Grapmels numhe. Even if the limit is
Si ghade l«i{‘uﬁ srﬁaﬁ)xt i€ melyﬁllai 4 dsmauis b lexbiu@ GiGrd SivéniRgmef Aehehi e} will be
401 Jnad}Siihebd b G :E uct@amﬁagmnhch&my Pk QuE0 Gk Bnecan e
ZIS g g%%n%i. g/ﬁre ﬁlgrl‘?' e IHlt sg {ﬂé bti(pe(%nrgonalll %ze%ezlg’ 6%’!1 _Frﬁgmerﬁ, i.e. t:he smaller the
is &umer Fhafn@EFr i . e e B e P e Bepomiuias AR fegmat
Ty piigea Bbty throgling @nds enffcing diggmeit tvirifichie imitn (eply aygplisation of requests to the
P h a Rtk i ACRbrentNerdiflcatibt Tinditi nSe@ oy teaitg@d @fe Jel@Batibrofails, Le. an unlimited
.'iSd e QHbgr)éf RocksH g@iﬁ&tions can occur before the first failure. Enforcing fragment verification limits
further requires the anthenticator to maintain a per-fragment count of satisfied verification requests.

A brute force attack can also be prevented by concatenating the fragment with a random signature encoded in
the tag. While the random signature can be thought of as protecting the fragment, the fragment can also be
thought of as simply increasing the length of the random signature and hence increasing its security. A
30 fragment verification limit can make verification subject to a denial of service attack, where an attacker
deliberately exceeds the limit with invalid verification request in order to prevent further verification of the
item ID in question. This can be prevented by only enforcing the fragment verification lmit for a fragment

when the accompanying random signature is correct.

Fragment verification may be made more secure by requiring the verification of a minimum number of

35  fragments simultaneously.



docunents or the like. Followng this, the issuer wll
then use these details to generate respective IDs for
each item or docunent to be marked. -59-

Aut hentication of the product can then be perforned
online or of H ne by sensing the tag data encoded

within the tag, and perform ng the authentication

usi ng a nunber of different mechani sns dependi ng on

the situation. Exanples of the processes involved

wi |l now be described for public and private key
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f r agRdffteptsdisivierminkiinly s*@mdéﬂn BBy itis wortkleshi r e I D (A
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fra
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f r acpaedity. TRSPA ebipcharf peapgpgmem ned Yt @ signatyre ugingtarsepeet key] securely held in its
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QSS susi;eﬁt%le to,a -messarg] cErThéJ go Irs[ ?s%}n% %@ Epc?l?c;nht}r o@g 6}& g]qu)ased trusted

abase by re- génerate

S|gﬁﬁ¥ﬁP%T&“ aﬁaﬁ?%m%%@grvaa fragment (Ti) with
corrnge &Qegam qésﬂg b Exﬁﬁéﬁ%&tmtpdff a.@' p@lﬁ@la\l'ltﬁﬁed(ogln)e autheftRIUS device, creators of
aut Ilgcpr te%? :gre lQ(leefgfe ryilx tanttm nMﬁt%[elr grgt :?&e §éy9t9 @t:tpc{e@cep ﬁﬁ ﬁxg is again

aut henti c uire fromtags (X)

ach$¢%°%ﬂ§?ﬁ? Qi ofue 5?“%%?f pllna‘fure fragments (T|)

ﬁd‘ o rﬁy‘étﬁgast, offline authentication of public-key signatures (i.e. generated using the corresponding private
keys) is highly practical. An offline autbentication device utilising public keys can trivially hold any number
of public keys, and may be designed to retrieve additional public keys on demand, via a transient online
connection, when it encounters an ID for which it knows it bas no corresponding public signature key.

Untrusted offline authentication is likely to be attractive to most creators of secure items, since they are able

25  toretain exclusive control of their private signature keys.

A disadvantage of offline authentication of a public-key signature is that the entire signature must be
acquired from the coding, violating our desire to support authentication with a minimal field of view. A
corresponding advantage of ofiline authentication of a pubﬁc-key signature is that access to the ID padding is
no longer required, since decryption of the signature using the public signature key generates both the ID and

30  its padding, and the padding can then be ignored. A forger can not take advantage of the fact that the padding
is ignored during offline authentication, since the padding is not ignored during online authentication.

Acquisition of an entire distributed signature is not particularly onerous. Any random or linear swipe of a
hand-held sensing device across a coded surface allows it to quickly acquire all of the fragments of the
signature. The sensing device can easily be programmed to signal the user when it has acquired a full set of
35  fragments and has completed authentication, A scanning laser can also easily acquire all of the fragments of
the signature. Both kinds of devices may be programmed to only perform authentication when the tags

indicate the vresence of a sienature.
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full random ok limpracticalb
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private key ok ok

10 SECURITY SPECIFICATION
Figure 43 shows an example item signature object model.

An item has an ID (X) and other details (not shown). It optionally has a secret signature (2). 1t also optionally
has a public-key signature. The public-key signature records the signature (S) explicitly, and/or records the
padding (P) used in conjunction with the ID to generate the signature. The public-key signature has an

15  associated public-private key pair (K, L). The key pair is associated with a one or more ranges of item IDs.

Typically issuers of security documents and pharmaceuticals will utilise a range of IDs to identify a range of
documents or the like. Following this, the issuer will then use these details to generate respective IDs for

each item, or document to be marked.



RSA encryption is described in: Rivest, -L.,

A. Shanvr, and L. Adl eman, "A Method for Obtaining

Digital Signatures and Public- Key Cryptosystens”,

Comuni cations of the ACM Vol.21, Not, February 1978,
pp. 120- 126 -61- Rivest, RL., A Shamr, and

L. aAdl eman, " Cryptographi c communi cati ons system and

nmet hod", U.S. Patent 4,405, 829, issued 20 Septenber

1983 RSA Laboratories, PKCS #1 v2.0: RSA Encryption

St andard, October 1, 1998 RSA provides a suitable
public-key digital signature ghgorithmthat decrypts

the signature. RSA provides the 5 basis for the ANSI
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securely tag andmitlPa0lfagmeit [feand frepehtrsimber (ftsrusted pighegiteator
trayel |l er' s checks, deman eposits, passports,

cheérgf‘? 3 %ne’ét'tb‘(’:s‘.ga PP ot g*’a‘%? nr%ij, with the netpage
system prowi Gesved BEedaani §hnd REmeaaaibie) forwadk i dat i ng
2§nd tracking rc%éyegigdaﬁlggﬁﬂ'omm%t @b%o;xageﬁerwﬁigﬁaﬁﬁ)
surface of an QbleCLs al AUl windBbldite 4 SnQPlSlile o
Each Hyper| ab&1™Ftag contar ns. I ntormati oh 1 nciudi ng
the object's ERTGHE It SHHtHe tag' s | ocation on the
Hy RSl ARG lbRAORE RIS @e$. A Hyperlabel tag al so
contains a signature fragnent which can be used to
aut hent i cat e wdyareBhjomtaes DA scanning |aser or inage
36ensor can r-eaduit pusitidnd(g $); @dsighddye fAguichts @ fdult® Obj ect to
identify the @RiflagmeMadnivetod)@oh RGERNE S, and 30

all ow t raclglﬁg[(xgj)i]t e obj ect.



CURRENCY TAGAE NG Currency may be tagged with
Hyperl abel s in order to detect counterfeiting and
al ow tracking of currency nmovenent. Hyperlabel tags
can be printed over the entire bank note surface or
can be printed in a smaller region of the note.
Hyper | abel tagging can be used in addition to other
security features such as hol ograms, -62- foil strips,
colour-shifting inks etc. ‘A scanning | aser or inage
sensor can read the tags on any part of the note to
validate each individual notegA Hyperlabel currency
tag identifies the note currency, issue country, and
not e Flenog]onatgegeﬁtesig,{matssﬂm(ﬁ)dgﬁinisﬂ‘i es the note's
serial number, the note si 1S front or back), and
it may contai nre%?vﬁ%’plcflﬁ’f‘%%%g@gn ((X% or 5 exanple, the
exact printi nglewot Renatp &P @sitenblis dpreEhips bR IRtn(g’?j)’*‘?d padding (P':
Ther]c:: are two xngteDdk®s for each physical bank note -
one for each, sj de of 08 BHUbiecrp@fB kj M @ note is
scanned its I‘oga%e ir?u%es r(gl% rugeezed. Tr(1ids | ocati on
i nformation tafBE EEPTBETed T'h a central dat abase
al | QuinRGhcRAGNEYSD 6n REertientdrfiecat i on of abnormal noney
novenents and detection of counterfeit notes. For
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mg(regl \z;\mble: ggtgﬁﬁﬁ%ge%tgﬁ are exagt Iy 1?| du]E)I [ caged,

i 11 be [ ie - ctly forged notes
tat a nini rrumsmfeﬁee“eg%’%‘zgd%%%mgeﬁeg ytxﬁ)é'ef orgery). If
mul tiple i deht¥EHPH s (BRSSO f f erent pl aces at
t he SRAPBulbiiR mdliaibiepne of the notes nust be a
forgery. Al can then be treated as suspect Hyperl abel
currency tags xaieBe)Ffapeesby any Hyperl abel scanner.
These scanner sseadsedae(zi) faqosgoor ated into a variety of
gevi ces to facihdhs @b abdd@ntysati on and tracking, for
exanpl e, autpn@&ggﬁﬁéﬁgcﬁ{@ggmg&m&%tgﬁncy 15
counters, and vendi ng machines. Scanners may al so be
kncmmreg&wedl auteiccti@\(nesisutisntcdolas: Currency counters
utomated tel |l er, machi nes sh registers POS
checkouts 20° rﬁ?ﬁ_%ﬁq)@t} i’)"ﬁ’“ét(Zv'&lgt(?’l *T'nbui I t scanner
Net page pens® TERFFRGEHERENTTHEE™ Rifber | abel Super mar ket
heckout Mo biokugrePomind seiettF) Hithisertt (3 Scanner 25
Halnd_hel d Val i digoyaufienadatig fesubte@itr Scanners are
mul ti - purpose since they can al so be used.t.o scan
Hy pée |datend. ediffg Eaeobtts HBIR BT Prerured W agment-basd
mat euwthegiicaion. A simal | hand- hel d scanner may al so be used
to scan and validate currency. Wien a scanner scans a
not _Wm%??%%%e currency server of the note
thet mbnShe philliSkeg bifnbierB s atiRftRatdd ik, itiser'scaaientcation davigrtypécplly does not
| oc Bt Q0 ,(ddtﬁe pkdﬁ@/wae)afwh&m L@RRL k¥ oty §6aNRAEhe HFiMur@leaMation step
Sen mustt Egefcl)re (?epr}pt tEuy signoaturg tp gﬂog %lre %\%nti%&l d\Gke Ubﬁm;&@%a@ ID in the signature

with the ID acquired from the tags. This precludes the use of algorithms which don’t perform the signature
verification step by decrypting the signature, such as the standard Digital Signature Algorithm U.S.

30  Department of Commerce/National Institute of Standards and Technology, Digital Signature Standard (DSS),
FIPS 186-2, 27 January 2000.

RSA encryption is described in:

e Rivest, R.L., A.Shamir, and L.Adleman, “A Method for Obtaining Digital Signatures and Public-
Key Cryptosystems”, Communications of the ACM, Vol.21, No.2, February 1978, pp.120-126



30 transaction, if known. This information would be
avai |l abl e in respect of bank transactions, currency
exchanges and | arge cash transactions. Currency
tagging is discussed in further detail in copending
pat ent application nunbers 111041, 651 (Docket nunber.
HYNOO US), 11/041, 609 (Docket number: HYNOO2US)

11/ 041, 652 (Docket nunber: HYNOO3US), 11/041, 649
(Docket nunber. HYNOO4US) and 11/041, 610 (Docket
nunber: HYNOO5US), the 35 contents of which are al
incorporated herein by referenge. - 63 -
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30  allow tracking of the object.
CURRENCY TAGGING

Currency may be tagged with Hyperlabels in order to detect counterfeiting and allow tracking of currency
movement. Hyperlabel tags can be printed over the entire bank note surface or can be printed in a smaller
region of the note. Hyperlabel tagging can be used in addition to other security features such as holograms,



have i medi ate access to the central database, or it

may be off-line. Scanners may be specific to a

particul ar product application, such as a currency
counter, or may be a generic 30 Hyperlabel scanner.
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Security issues are discussed in nore detail above.,
OFF- LI NE PUBLI C- KEY- BASED AUTHENTI CATI ON 25 An

of f-1ine authentication device utilises public-key
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Secr et - based aut hentication can be used in conjunction
with on-line fragnent-based authentication is

di scussed in nore detail above. 25 PRODUCT SCANNI NG

| NTERACTI ONS Product Scanning at a retailer is
illustrated in figure 44. \Wen a store operator scans

a Hyperl abel tagged product the tag data is sent to

the service termnal (A). The service term nal sends

the transaction data to the store server (B). The

store server sends this data, along with the retailer
details, to the manufacturer sgrver (GQ The
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al so cached wthin the scanner. Periodically the

scanner connects to the central database, upl oads

it's object scanning history, and downl oads the | atest
public key list, object ID hotlist and valid ID range
list This connection may be automatic (and invisible

to the user), or may be initiated by the user, for
exanpl e, when the scanner is placed in a docking
station(charger. 20 Product scanning with a netpage

pen or Hyperlabel reader is illustrated in Figure 47.

When a user scans a




Hyper | abel tagged itemw th their netpage pen, the
input is sent to the netpage System fromthe user's
net page pen, in the usual way (A). To scan a product
rather than interact with it, the pen can be placed in
a special node. This is typically a one-shot node,
and can be initiated by tapping on a <scan> button
printed on a netpage. Alternatively, the pen can have
a user-operabl e button, which, when held down during a
tap or 25 swipe, tells the pen to treat the
interaction as a product scanggather than a normal
interaction. The tag data is transmtted fromthe pen
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Comon 0 ject, or whether the tag is on a special
type of object such as a currency note or a
pharmaceuti cal product A signature fragnment has an
opti onal fragment nunber which identifies the
fragment's place within the full signature. 15 As
descri bed above, a product's unique itemI|ID may be
seen as a special kind of unique object ID. The

El ectroni ¢ Product Code (EPC) is one energing standard
for an itemID. An itemID typically consists of a




identifies a particular instance of that class, i.e.

an individual product item The product IDin turn
typically consists of a manufacturer nunber and a
product cl ass nunber. The best-known product IDis the
EAN. UCC 20 Universal Product Code (UPC) and its
variants. The Item|ID class diagramis shown in Figure
50. Currency notes are identified by a note ID. The

note I D conprises note data and a serial nunber. The
note data identifies the type of currency, the

country of issue, the note degem nation, the note side
(front or back) and other currency-specific

i Nf ChaiBttrican detalll@ o lind pedittwaming e thtier if shywndpltigire §hryThq og operator
ban kR @k GyperlabNBeeldQrodRATH scafhér dAds@e sl MPiink RE @0l tortits@vice terminal.

The ngrgcelt Bm%l s@lﬁ?@gbaa%&% tHe t B Wﬂ) dnf sckmhed 16a8on Bokhe st1@ server. The

Phar maceut I ca tifl J o (biler itsc
Typlstergfefvv t}thsglds ere u&st C(,)é u[t]al.eca | D WI v@aEﬁe%sed% htft‘:ﬁlt) (LQ itself

pha et P%‘f“ﬂl‘f“f_’fa@& PRy 1g defgpmings ‘b‘fr°8'a°u%“f“s %% TREe 5 g i e st backc o
ser |ﬂabtormndae¢dont¢heoppptermmmﬂr n turn typically

C 0 " ef'ugtesra.l:?%n detail fci:r OE Hne \ﬁﬁ) uléltrscea%nm léﬁ%&ﬁ;ﬂ@ﬂovﬂ 1Pf‘1Q)g:u!§ tThetho@estﬁcrator

p F odtite H’(P%'labef e RO TS ﬁ’éds eorE RS e ‘At g m“‘?pq%“"gs to the
and sadbrrierpinglt Ty srictygrming gends)dyis patas tong Witk ﬂﬂm&gnai 1D and scanner location, to the
Adisto Sdrerd ieGire sdire therPlvairnaatint atwiticdi®, &l dsdedin Sepfigi 2, and
IS SDOMIRs ihd obFei;tMsG;hr&%h 1ts%Qh@BJ>tBC taliDeGec D fitd A public key list. The store
ovvn gerré\n' rds%qcaﬁlgegiﬁselg ﬁg l.l:ltg’l!l-;ll &Je&%ﬁnngé BEdA ﬁ‘%'répcﬁsg 2\ der® back to the

gure his Is described in nore detail above.
The °’E§3f°reg8f’°e§8’3’ﬁhl ng History class diagramis shown in
Fi gUk Qefadive AR EOR]pREilct i @dirs OBjreab scaBieaindhamichelty istgrd @long scanner. In
[Se c %S%SQ ﬂe &@t&h authlenqatutn hﬁa 8 Qé}mﬁam% a&&eﬁﬁelipblh @c EcannE-@ﬁ"Brms the
0 J ea(.ilgatl G ev & ntscar?n?n 1stor_y$ § %so c%ﬁedﬁiglﬁrl;ga EamlexDPensdn,ﬁl the scanner

dat Salidaion uttema ,
t he eopepfpto &t cefnﬁléia@esg ﬁploagfﬁta oby Eﬁ“eﬂc tt)r& ﬁnd g?wnfohdg tthé'llsiest I,‘)ubhc key list,

at  tobiet I3 Botlist aprevalid fRRragsp fise Ehis cppaestion gy atpmatpifad ‘B‘Ef}bl% &*tthe user), or may
St atbisitiaFRly tie @se/fad ckalpleSthalie Fanng Gniadedin f doplting getlsrp&é@&ee d,

etc. If known, the object ) P&er scans a
P B a5l SEogten TR ORI o e HR 7 B & e

net Woneleod tee it it Al FEPas Py ﬁ"a’ln?“bﬁ St 4 negaggy ey E"“’gﬂ‘e user's
0N- hétgag penpifi fhe hsirafredy (A). T sezg aprviest rathey thew intFrect with itpibyier} qan be placed in 2
Sca E;fa&di modWIRISE tan@E;aet dn®4hot Ermé al@day/he iBtiate@byftippigathn & SeaFni@tiqn printed
who 3t net9 @Mtegll;hvélys mk FL W hav -G[Qﬂalﬁé 1a#th, whith, $5ea RRIbwnl ¥ahg @tap or

%utr Fvﬁjg;tfl 5%? en to eat the mtgpc{lon Indzg)dlbcb sgan lra%gr%alx Q&mﬁﬁﬂtéiclwﬁ. ‘Iﬂ@tgg data is

e
whi &t éonr o i 4 4 SUE B €01 PSR o B IR T o e e
r ec awidle phpuear Riparriigray bysong fthaf tefrge ddviee gchygs p PC.|Jagippuidfyelayed to the
0b] @Gderlabel @R E) Gndlttiess bn0b yignufecrucr aaivér (C) dq:thq ugnlatay. Pn tept o thy input, the
pubL L Ge. &Y seJ'vér %Rhenh@atey Al dofdct belle @GR is b u—@tﬁﬂiut&iﬂncatﬁbﬂ}lt&ﬁhhvely the

D ggnuila%.)éer sex?cﬁ' gasse? §1{ to 8i ﬁé&h&&oﬁi@iﬂ Jez?fy &Q E 4Ad signature (D).

igure acturer

aut ﬁ'?ir%“‘f‘if‘““%.swaf% i e r seryer (B). The
eac maopfcurer srvershegle &e satys of thq opject %a{rﬁﬁ is \[alildrFB hftshaéd frof hg)( a% ds the
| as tespbijscka the Hyperatiarvix §F). Thi iperbbphrvirse gartaf he npipaggfystem, can know the

Sus Qﬁl% afd RvRS lof thdWer. TEOMPELISI sbiger will Ry @B n@@actrddservela tregponse to the

3tS | g br s %ﬁo?%(%ﬁ%t(v&%g ﬁ%ﬁ% @glcec(ﬁ% taﬁfoéﬁ{e tIf th(-,S’JSQ’L Gdtbage @&Qlas)ng.ﬁﬂtden the
d i ab“’“‘ o SEVE RO dgti’J r Jeus% Bre H!él? te e r‘fpg%et%?(é)ﬁb?

ot her central authorlty, maintains a list of valid ID
ranges. Each valid object IDrange entry in the |ist
conprises the start object ID and end object ID (the
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authority, maintains a public key list. The public key
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15 nunber of entries identifying the public key for a
range of Qbject IDs. Each valid object ID range entry
conprises the update tine for the entry, the start

object ID for the range, the end object ID for the

range, and the public key applicable to each object
IDin the given range. The Public Key List class
diagramis shown in Figure 58. (bject authentication

may be perfornmed by the manufacturer, or by a
third-party trusted authenticator. A 20 trusted

aut henti cator has an aut henti.ggat or 1D, nane and

details. A trusted authenticator holds a list of
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Hyper | abel s provi de custonmers with the neans to

protect their privacy. HYPERLABEI S AS | NTERACTI VE WEB

PAGES 15 A distinctive and uni que feature of

Hyper | abel technology is that Hyperl abels provide the

opportunity to design packaging |abels as interactive

"Web pages' - and thus nake it possible for a whole

new range of product-I|inked custonmer services to be

i ntroduced by the pharnaceutical industry. Wen

di gital pen use becones w despread, product graphics

can be added to labels to indggcate interactive areas

and pronpting custonmers to wite or click using a

Net RaGherBR uniqfle skt D2 netiEt @dree oyperrinfarmation anfiyitsf(§e. enHie, off-line).

20 A &nngr%sé' tlte} o2 rs]catﬁcrl VbR hocaticiiably Qﬁ'&b b @xe@scdnier) Whdsedochten is known

est a%' SE e SOSLAES bl Gl O é 8ol el sheABhestamHCkcanmer
a

a ge velr e et r ine,
cuseerrérnetptre B mr%f‘értﬁétvﬂ%%aﬁsé’ P Seprey Cr%ﬁ??é‘%i““g E}‘?’ff:nda;
tshr @iligkep an obied prpmaing Histary chad Vil eptielyjiioy & P‘B““ﬁﬁﬂr‘r BB FEE oF

C O NBYjdeAD hotlisiSTheiganser ddestdjpargpeis fren it Riguieft er act with t he

| abel , custoners can bhe offelggn%ng% ) ihQ Gnique
on a]zed@nu&gtré'er or ?ﬂ?eg q gwﬁiamté dnam H)b? Qt% &t Egtg Em q

i nt dist B wof ptimede lishws Jst mdﬂﬁsEachlhet 118 6clfpréfes é'llhg 8fasus¥ect objrat IDs compnsmg
0P P @ b, Yiatd e, setus(busnatisd sount@Sit, pigjeny efsg) png piaey i) °'Bta“°& The ObJe“ ID Hot
RAT tLisGladd dlgkaRlDs shon A EpirLg trials, to enter pronot i ons,

to participate in Wb chat session € range
“fr é‘hemagugﬁbﬁprég oﬂlevwdﬂgb()étg r&agrﬁmb%hstc g%a%lcp ran es E%g h&/ %jGCtID I

CuS bowrtheift ofipfisesshe srbebistt Tand gd 1) @rﬁ‘hed'a‘td&" Tagsf) ab et e cary
USi Rgs ukabANEea0fD RaizTistclbss dipplsyphowhiaFigraat a such as

geographi c | ocation erl abel s t erefore ] mmw oa
pos ey pagtaetyrpr, Trﬁtéerbeﬁ%{n}%% {nfug%t‘trsapub ke¥f9rl‘gop Ic(gy ts of

U's e noifberyf eptfiescifentifirs diie SubHNESY fop & ERes §F Thiet S F‘ﬁ‘ttﬂ%‘g é”é“ r%& entey
St I eutiss theapile ine i@ Sit @ind, ihe ftartobietT for thi wes thoypog ppject ID for e range, and
CUS R BRfickey aayﬂéiﬁe to ¥ibH oBjecdryaethd gararings. The BlidHreLig tlsst dagrm is shown in
can becane an integral part of the product supply

chai i, and supply chain data can be |ntegrated W th

C US t0Bjae uthoeidatict: imay 18 e forommi rafyera e R @ SFHERFEicypa e 4
£hat 3as Sdekiiol WA RithentitaREIDONBE Al detailsf 4 iructbdantpticgigy Holds By ¢f] jpublic-
0 @aﬁ\{;&g ird [ L8kl icd DenChbSE QRED Sanget iR 118 BEdject IEnges (identified by

e en an Ia@tzot‘re on%m f’%b ;i)vgtg Ll@l@fﬁ'l} ke azg'g.@ gm@&'{uthaﬁ@tor also
car PlP&& R o%%wﬁuous ¢% m$m§8ﬁé£ﬁg<ﬁmﬂxme

e o 3 U S P B ;
( e. gctuaﬁig@)ure&p@or & quthw us§|t@ gpamt@(sgyann'eagacw??t s1g§tur§ and pubhc ey
$5WO sighiaklie B Sdsdiaed by 6ol iwittet ugique gbiéct| The Frugted rthrgisates folass fiagragds shown
pflﬁﬁmﬁwﬁprocesses are used to produce | abels and
packagli ng, including gravure, letterpress, offset,
flex@gnapﬁ%e and digital. Some packaging is produced
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packiage otipésgs- | aser marking or inlrjet. 10 Hyperl abel
tags may be printed digitally using an add-on digital
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Xellron, Agfa.dotrix, Videojet, Mrk Andy, etc. The
prerlabel digital printer can be web-fed or sheet-fed
according to the line to which it is added.




15 The add-on digital printer nmust be synchronised
wWith the colour press to ensure registration between
printed graphics and Hyperl abel tags. This can be
achi eved by conventional neans, for exanple by
generating an electronic signal in the col our press
synchronised with the printing of an inpression, and
feeding that signal to the Hyperlabel printer-
Alternatively, the Hyperlabel printer can optically
detect printed fiducials produced 20 by the col our
press, as i s sonetinmes used tgsynchronise die cutters
with a colour press. The Hyperlabel printer can be
Mer QbyAnAARROOHYPRILAREL Y synchronised with the col our
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pr oduct graphics A colour press is adapted to print
Hyper | abel tags throu th rovision of an extra,

|an3?@%ABPh ﬁgﬁﬂgwglﬁYggTE'?bugh t he provision of

an extra plate which bears the imge of the Hyperl abe

tags. The Hyperl abel plate can be produced by

conventional neans, such as conputer to film(CF) or

direct conputer to plate (CtP). 15 Note that although

Hyper |l abel tags are ideally printed using an invisible

ink such as infrared ink, they can also be printed

using a visible ink such as a col oured, black or gray

i nk. And al t hough Hyperl abel tags are




ideally printed over the entire product package, they
can also be printed selectively in specific areas. And

al t hough Hyperl abel tags are ideally

position-indicating, they can al so be

obj ect-indicating as described elsewhere. 20 If

Hyperl abel tags are printed using an anal og press,

then it is inpractical to provide each product item
package with a uni que serial nunber. However, the
Hyper | abel tags can still encode the product

identifier portion of the itemidentifier and the

usual two-dinmensional coordinate grid. In addition,
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Hyper | abel reader to the Netpage server as "l ayout
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product itemidentification) via the product

identifier they encode. ldentification of individua
product itenms is still inportant. It confers the

vari ous supply chain benefits 15 discussed at |ength

el sewhere, and plays a role in various interactive
scenari os. For exanple, sone product pronotions may
ideal ly be single-use, such as entering a conpetition

or redeem ng a token.



In addition, itemlevel identification, coupled with a
digital signature unique to the item allows product

item authentication. In the follow ng discussion,
itemindicating Hyperlabel tags typically carry the
digital 20 signature(s) of the itemin the usual way.
LOCATI ON- | NDI CATI NG TAGS | N CONJUNCTI ON W TH

ALTERNATI VE | TEM | DENTI FIERS |Item| evel

identification can be provided in a variety of ways in
conjunction with |location-indicating or 25

| ayout -i ndi cating Hyperl abel tags. For exanple,

| ocation- or layout-indicating tags can be printed
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( RFI I'mensi onal bar code
211 PR TR (G- and 68) . Even if such carriers are
present on a 35 package, it can be convenient to al so
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user _can be pronpted to click in n n the temlt sati g}dumtem
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wp%iuah@om Eh%g‘f;&mﬁlﬁ{}Q&Wnﬂmnd' cating dant, which
dentifiées the itemID a
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Hy p EigtrafePurinezpgubscqueptiniraption wihiaglduetiien Wag Iﬁymjlabf’cs%fba&g layoptyigentifier

Net pagse toS@deveathe co@espondohe pfokitfty allpw te in@ryationt to berigpmrdtdd én thetuguphway. For

I D Q&%@Jc%defé.r 1 sichByphriasdi bﬁ‘g@ﬁs i“l@)gutdﬂi:a’ﬁng (&4 WikBingdlish then from item-indicating
d .- {;l %p ?Lﬁ sp ¥19 Eg Jia E%t ﬁroﬁ a t—lﬁ:érﬁgzl ﬂeJd@ {p'ﬂle ﬁ&ﬁhe server as “layout data”..

on can be 1 nplenented via a conbi nation of
Iocatlon- or | ayout-indicating Hyperlabel tags 4 and
an RFD) tag 210. Accordingly, the Hyperl abel reader
101 may conprises an optical sensor for sensing the
Hyperl abel tags 4, an RFID transceiver for sensing the
RFID tag, a processor for generating the indicating
data and nmeans for comrunicating with the Netpage
server (e.g. by 15 wireless or wired comunicati on)
Equi val ently, a device already enabled with an RFID
reader to provide gross interactivity with an RFID




tagged object or surface can be augnented with a

Hyper | abel reader to allowit to support nmuch nore

fine- grained interactivity with an RFID and

Hyper | abel -t agged obj ect or surface. 20 If the

itemlevel identification carrier is a visible barcode
211, then invisible itemindicating Hyperl abel tags

4can be provided in the same area as the barcode. This
all ows a user of a Hyperlabel reader -101 to click on

the barcode to obtain the itemidentifier, even though
the Hyperlabel reader 101 may7be unable to read the
(arbitrarily large) visible barcode. Alternatively or
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; ot
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reference data. In some systens this relies on
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of authentication, and elimnates the need for human

gui dance. The taggant may be mixed with either the




infiared ink used to print the Hyperlabels, or it may

be m xed with the colored inks used to print graphical
user information. In Figure 69, the ink used to print
the word "TEA' contains a randomly dispersed taggant.

20 Alternatively, if the taggant is applied by m xing

it wth an infrared ink, then the high density and
(typical) full coverage of the Hyperlabel tag pattern

4 ensures that the taggant is al so densely present on
the entire tagged surface. Although the random

pattern formed by the taggant;g£an be nmeasured across

the entire tagged surface, at a 25 mnimumit can be
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aut hentication 1s available. The random pattern can be
characterised for each product package as it passes
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léon‘pmleFSﬁgwﬁeiWW‘t“ﬁa“P%e refer ence hash. 35 A Hyperl abel
reader 101 may i ncorporate a reader for reading the
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Hyperlabel” tag images, or it can incorporate dual
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al | SMRED i Pphendeset eporihe sapeeifem idertifier prfd digitel MepRT(R) peyan tem-indicating
I t efypibetthe. | dentifier is available (e.g. froman RED
?ag 210, barcode 211 or Hyperlabel tag 4), then the

eference data (e. hash) can al so serve an.it
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| ayout -i ndi cating Hyperl abel tags which encode a
product identifier, the random pattern 15 only needs
to map to a serial nunber, not an entire item
identifier. A serialised product itemcarries a unique
itemidentifier which typically consists of a product
identifier and a serial nunber. The itemI|D nay be
carried by the product itemin a nunber of ways. For
exanple, it may be
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carried in a linear or two-di nmensional barcode 211, a
RFID tag 210, or a Hyperl abel tag pattern 4. The 20
product itemmay also carry a digital signature
associated with the itemID which allows a reader to
verify wth a certain degree of certainty that the
itemis authentic. VER FI CATI ON OF PRODUCT

AUTHENTI CI TY W wi sh to all ow peopl e who purchase and

use a product itemto verify its authenticity. They

may use a 25 dedicated device to read and verity the
itemI|ID and digital signature7sarried by an item or

they may use a nore general - purpose device such as
NDbiskcla dsmired thepgrictrafismpation ted by tritapgent gan peaised aythe bapjs & athentication
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to communi cate with services on the network, which may

itself be separate fromthe device which incorporates
the indicating nechanism However, a counterfeiter

could foil a binary pass/fail indicator by tagging a

counterfeit product itemwth a

ucagon, dtge pattern is



valid item|ID and digital signature harvested froma

di fferent product class and possibly manufacturer. To

20 prevent this exploit, the reader nust confirmthe
manuf act urer and/or product class of the itemto the

user to allow the user to correlate this information

Wi th the actual product item Again, the indicating
mechani sm can produce audi bl e or visible output, but
structured to convey the manufacturer and/or product
class of the product itemto the user. For exanple,

the indicating nechani smcan-725 play back a spoken or
synt hesi sed audi o nessage via a speaker, or show text
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aut leesical paths, opfiepally peing abrem fifjeto %‘R‘b?%‘f?ﬁe{nﬂé’%nt erfeiter
nmust be 30 prevented from spoofing the nane of the
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backed by a hierarchy of trust, and a CA can itself be
authenticated with respect to a 15 parent CAin the
hi erarchy, and so on back to the root CA. The reader
typically caches the authenticated certificates of
recently-encountered manufacturers and their CAs.




As described earlier, each product item can have a
record of ownership and a history of scan events,
possibly relating to aggregates (such as cartons or
pal | ets) containing the product item These constitute
the product 20 itenmls pedigree. In general there is a
one-to-many rel ationshi p between ownership records and
scan event records, and changes in ownership are
typically triggered by particular scan events. The

aut hentication result nmessage sent by the product

service to the reader, and subsequently played back or

di spl ayed to the user, can include pedigree
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0bj metfaciusr ssiablefrblaptaskar dplay; Th ortifiqts issigned hyihe (G 2nq g Ghgfarantees not
harvested, in which case the object is probably a
counterfeit If the user purchases a counterfeit item

t hrough an unconventional channel, then they may have

no expectation that its pedigree will reflect their
purchase, since they nmay have an expectation that the
itemis being re-sold or is being sold by someone who
does not record sales. To protect such a user froma



20 counterfeit they can be given the power to register
their purchase of the item possibly anonynously.

Since only one user can register the purchase, al

but one purchaser of a duplicated itemcan detect the
duplication. To prevent “denial-of-service' attacks

on this nechanism where counterfeiters deliberately

try to undermne the system by registering product

items on the retail shelf as purchased, purchase
registration can be 25 restricted to product itens

al ready recorded as sold Harvegting and

deni al - of -service can also be prevented if the digital
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counterfeit scan events from being accepted. For

exanpl e, each reader can be registered w.th the
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signing scan events, and the product service can =
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$52 2GR 1sioR of@ A KaEHRARhR it pidtita fokeRYumbrefid fo@rodccapinienty itamrerying

rec %Elcg'!al ri]%n [gl% c&xtﬁt@r{ﬁli't]er £ YeliRldto duﬁli_c’éﬁﬂlé al'l %tmetreﬁQ%ﬁSﬁe itexb’ePedigree can be

appreciate i res i nvention en
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nodi fications of detail nmay be nade within the scope

of the invention, which is defined by the 15

acconpanying clains. -81- CLAIMS 1. An object

conprising first coded data di sposed on or in a

surface thereof, said first coded data




identifying: 5 a plurality of |locations on the |
surface; a class of product; and a | ayout of at | east
one interactive el ement associated with the surface,
wherei n each class of product has one or nore
corresponding | ayouts. 10 2. The object of claiml
further conprising graphical information printed on

the surface, said graphical information relating to

the at |least one interactive elenent. 3. The object of
claim1, wherein the layout is identified by a | ayout
nunber, and one | ayout nunber79s associated with a
pIurallty of objects. 15 4. The object of claiml,
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first coded data is deflned by a pl urallty of ta %y
eachro prafglt ‘denial-of-service’ attacks on this mechanism, where counterfeiters deliberately {o undermine

the system by registering product items on the retail shelf as purchased, purchase registration can be

25  restricted to product items already recorded as sold.

Harvesting and denial-of-service can also be prevented if the digital signature which confers the power to
register the purchase of an item is protected (or masked) by a tamper-proof mechanism. For example, in the
case of a printed carrier such as a barcode 211 or Hyperlabel tag pattern 4, the carrier for the digital signature
30 can be hidden under a scratch-off layer 220 or it may simply be printed on an inside surface of packaging
containing the object. The scratch-off layer 220 or the packaging serves as a visible indicator of tampering.
The product item 200 then typically carries two digital signatures: one used to authenticate scan events in the
supply chain, and the other used by the end user o authenticate the item post-purchase, and register the item
as purchased. Alternatively or additionally, the user can also use the public digital signature to authenticate

35  the item, and use the tamper-proof digital signature to register the purchase.

A reader in the supply chain can use the digital signature associated with an item (or aggregate) to
authenticate the jtem before generating a scan event, or can transmit the digital signature as part of the scan
event to allow the product service to authenticate the product ftem, 25 shown in Figure 66. This prevents



5 identifying its owm |ocation on the surface and the

| ayout of the at |east one interactive el enent

associated wth the surface. 12. A data reader for
interacting with an object, said object conprising

first coded data disposed on or in a surface thereof,
said first coded data identifying a plurality of

| ocations on the surface and a | ayout of at 10 | east

one interactive elenment associated with the surface,

said data reader conprising: an optical sensor for
sensing at | east sone of the fgprst coded data; a
processor for generating |ayout data using the sensed

C 0d exluntdididt acan evaritiromabyiog tecodsitaa partchE pit fefrpipprigreg Le. ioaqvants grpounterfeit
of tR@erddalod vhigodERIlishbdehnd bourttiDor tdivertes it JC®s Fignrectheprasiugy frervice

pro dr}fi:?e@en@tﬂ?dxs@'bdté)!e@&tsupﬁi chdid \Ervildt, ron ByPidnu tAHGrs, IafaditRfoR Gdd ireth@ers, which
15 e r anrcl serve m?om%a[xr&a{]oﬁt Qurct ltg OS”XE‘@J r%@t; Jarﬁeg tktergﬁn LvWﬁéﬁLﬁes the reader
dat a°t0%a"¢6 em 13, ata reader

for
|ﬁtéFﬁ@WNﬂmeF?ﬁmﬁﬁmﬁﬁ?ﬁdﬁ’ sald obj ect conpri sing
coded data disposed on or in a surface thereof, said
c oderke Baérandiptb@iatsbrfigsicaaglso wlispéncryraibni apdfor difital siguiest i tgqifg:or@ﬂmications to
t he p?é'e’e!}nif Bnkrfdt R&n Sk IR béuig)accébteli 3YObidmpe feach keadeiX@n be@@Bired with the
O n e I g&c?sgr%(% fand\ﬂg'e W&e gc@rpevéﬁ!s talnl e Br@du& \vicBl6a8 anthenticate
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- for ®&@hsing at | east some of the coded data
processor configured for. 25 determ ning mhether t he
sen Slﬁvdll 66l béiﬁtr@xatkdiﬂﬂﬁei plede® ﬁlve@ilo)x hs been deseribed purelp by v(a'y ¢fpxample and
the din GH&riond H&RE Jnly)ée mBENEH AL dcpd ot }@kiton, hitiAs ddffkd 1 tht he
nsed code? data, said | ayout data identifying a
303|?“?ﬁ1 8*®he data reader relative to the surface
and either (i) the layout of the at |east one
interactive elenent and the class of product or (ii)
the unique identity; and 30 neans for comruni cating
the |l ayout data to a conmputer system 14. The data
reader of claim 14, wherein the processor determ nes
whet her the sensed coded data identifies (i) the
| ayout and the class of product or (ii) the unique
identity, based on the presence of a flag in the
sensed coded data. 35 15. The data reader of claim 13
or 14, which is selected fromany one of the group
conprising: a fixed scanner; a handheld scanner; a
nobi | e phone; a pen; a stylus; and a personal digital
assi stant. HYGOL9 25 -83- 16. A system for identifying
an interaction with an object, said object conprising
first coded data disposed on or in a surface thereof,
said first coded data identifying; a plurality of
| ocations on the surface



and a layout of at |east one interactive el enent
associated with the surface, said system conprising a
comput er systemconfigured for: 5 receiving |ayout
data froma data reader interacting with the surface,
said layout data identifying a position of the data
reader relative to the surface, a class of product and
a layout of the at |east one interactive elenent;
identifying in the conputer system using the |ayout
data, an interaction with the object. 10 17. The
system of claim 16, wherein th& conputer systemis
confi d for: retrieving the layout identified by

t he coded data using the | ayout data; and
identifying the interaction by interpreting the
posi tli on ‘ofobi¢ctremprigugdistcodpd dathdispestdon eriegurfags thereos, epitidinstrpded daia
at lieaigtg:one i nteractive el enent as specified in the
r%trleveqphamggkwmgﬁmggmm&,wethod of interacting with
an objecgkm§g.mmgpkgct conprising first coded data

di sposed of 1h a surface thereof sald first coded
data ide rﬂlﬁy‘f"ﬁff A5t OB TR E Y 2B ERE on the

sur f abseingieiclas of pagfestiies B or mere owearsrding YRS nt er act i ve

el ement associated wth the surface, said nethod
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fir anfo&sas?oﬁfila&gto@m 12 SERELAL bR, ayout data using the
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an Electronic Product Code (EPC).
9. The object of claim 7, wherein the unique identifier comprises or is contained in any one of:
second coded data disposed on or in a surface of the object;
35 a random pattern disposed on or in a surface of the object, said random pattern defining at

least one fingerprint for the object; or
an RFID tag.
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10. The object of claim 9, wherein the unique identifier is contained in second coded data and the first

coded data identifies a flag for distinguishing the first coded data from the second coded data.

11. The object of claim 1, wherein the first coded data is defined by a plurality of tags, each tag

identifying its own location on the surface and the layout of the at least one interactive element associated

with the surface.

12. A data reader for interacting with an object, said object comprising first coded data disposed on or in
a surface thereof, said first coded data identifying a plurality of locations on the surface and a layout of at
least one interactive element associated with the surface,
said data reader comprising:

an optical sensor for sensing at least some of the first coded data;

a processor for generating layout data using the sensed coded data, said layout data identifying a
position of the data reader relative to the surface, a class of product and a layout of the at least one interactive
element; and

means for communicating the layout data to a compulter system.

13. A data reader for interacting with an object, said object comprising coded data disposed onorin a
surface thereof, said coded data identifying: a plurality of locations on the surface and either (i) a layout of at
least one interactive element associated with the surface and class of product, or (ii) a unique identity of the
object,

said data reader comprising:

an optical sensor for sensing at least some of the coded data;

a processor configured for:
determining whether the sensed coded data identifies (i) the layout or (ii) the unique

identity;
generating layout data using the sensed coded data, said layout data identifying a position
of the data reader relative to the surface and either (i) the layout of the at least one interactive

element and the class of product or (ii) the unique identity; and

means for communicating the layout data to a computer system.

14. The data reader of claim 14, wherein the processor determines whether the sensed coded data
identifies (i) the layout and the class of product or (ii) the unique identity, based on the presence of a flag in

the sensed coded data.

15. The data reader of claim 13 or 14, which is selected from any one of the group comprising: a fixed

scanner; a handheld scanner; 2 mobile phone; a pen; a stylus; and a personal digital assistant.
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16. A system for identifying an interaction with an object, said object comprising first coded data
disposed on or in a surface thereof, said first coded data identifying: a plurality of locations on the surface
and a layout of at least one interactive element associated with the surface,

said system comprising a computer system configured for:
receiving layout data from a data reader interacting with the surface, said layout data identifying a

position of the data reader relative to the surface, a class of product and a layout of the at least one interactive

element;
identifying in the computer system, using the layout data, an interaction with the object.

17. The system of claim 16, wherein the computer system is configured for:
retrieving the layout identified by the first coded data using the layout data; and

identifying the interaction by interpreting the position of the reader with reference to a zone of the at

least one interactive element as specified in the retrieved layout.

18. A method of interacting with an object, said object comprising first coded data disposed on or in a
surface thereof, said first coded data identifying: a plurality of locations on the surface and a layout of at least
one interactive element associated with the surface,
said method comprising the steps of:

sensing at least some of the first coded data;

generating layout data using the sensed coded data, said layout data identifying a position of the data
reader relative to the surface, a class of product and a layout of the at least one interactive element; and

communicating the layout data to a computer system.

19. A method of identifying an interaction with an object, said object comprising first coded data
disposed on or in a surface thereof, said first coded data identifying: a plurality of locations on the surface
and a layout of at least one interactive element associated with the surface,

said method comprising the steps of:
receiving, in a computer system, layout data from a data reader interacting with the surface, said

layout data identifying 2 position of the data reader relative to the surface, a class of product and a layout of

the at least one interactive element;
retrieving the layout identified by the first coded data using the layout data; and

identifying the interaction by interpreting the position of the reader with reference to a zone of the at

least one interactive element as specified in the retrieved layout.
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