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CLOUD COWPUTI NG GATEWAY. CLOUD COWPUTI NG HYPERVI SOR,
AND METHODS FOR | MPLEMENTI NG SAME PRI ORI TY CLAI M Thi s
w@ppbi1ssrd on clains the benefit of and i ncor poPEr/@S2009048052
reference U. S. Provisional Application No. 61/074, 027,
fG1.d DO NiPhE [ING; GAO"(EBVAHdCemUD CerVPOIroud FCOPERIVISTOR, AND
Gateway and Cl oud. . - BACKGROUND
Field of the I|#edtS AEARIVER pertains
generally to the fleld of cl oud conputl ng. More
particularly, the invepRiQORrperiains to systenms and
met hods for managing cloud infrastructure and
comuni_cating with cloud provisioning and managenent

t ool s. ThecHm %lOnBﬂm@iweMﬁllwm&K% Iegpdirence U.S.

, 4 [ I I u )
P B O A S T e S B P, PR RS B omputing
(Jate\mwaaddatinhd (‘ymputl’li’ﬁgﬁy@i}vﬁ@ﬁi ability, and reduced tine

to depl oy new applications. These conpani es act as

managed service providers that rent virtual conputer,

storage, and Internet c ’ services for

vari abl e periods on a pay-per-use basis froml arge

pool s of repurposabl epidbtiretigNaRb, coOMputi ng

resources. Such cloud infrastructure providers include

Amazon \Web Services, Joyent, and Mdsso. Many

busi nedSesreReuavEntion Eeféfmmqrmmlailv tmtiblfeld of dswel cmlmmmlino More

partmgfr%.ﬂg ,atﬁ% gnl{/gxtétgc;q pe@%?n%l%g' ?}hs? s zﬁ)éiuwgth éség%@{klt%gf %lﬁs(l 81 rastructurc and

comnﬁmimnmg]mtb klud plrmfl;ﬁaﬁhg Hed thaBadRhRWi ©61sS. These
probl enms prevent such businesses from maxim zing their

use of cloud infrastructure, which includes virtual
server instances, st of@é!él—cél:@@ﬂk&%ﬂﬁet bandwi dth In
particular, many enterprise | P netwrks deploy a
prot eCCbM@aﬁ@@ﬁaﬁ@'beLlﬁy @ﬂferg{g blﬁﬂ)fe?s'ép b 'né\g Lfb%td%{r}ﬁutmg outsourcing
menbrane" to repel external threats, detec
optior thﬂtrmgm@ﬁgredamdmﬁqsz@m@@sas@ gmwtsr mnmm@:da;udnblhty and reduced time
1.Vl nd ensure rmna eabi nl es
to derf et A0 BB Rt O 2o 3FE RGO g rent virual
compwikrt ktofalgre ldab@rient srasti Ut MHEc ROV LB hle ﬁch@dse(m £pB-b&€use basis
netvvork menbr ane does not extend to the cl
from lpsge paels ofiapurrosatle.ipulg- témumnmémpmmeat édchc dlomd infrestructure
AdeRrig td t.h here is a need for an
provi : n‘plrggégp gﬁ?/.g(ifc‘xgmcgn 9\[}@ S 5’303 ét S”‘FMﬁ’gsé) ng cl oud
infrastructure and cormunl cating with cloud
provi sMeny bigsimmsksnianagemant citreatls uhitat taddrcessiastid@cture

di f.fi CIIJ(| ti es descrjbed above. The
because of a'lack of security, control, and manageability of the computing capacity rented from

the cloud infrastructure providers. These problems prevent such businesses from maximizing
their use of cloud infrastructure, which includes virtual server instances, storage, and Internet
bandwidth. In particular, many enterprise IP networks deploy a protective control layer or
“enterprise network membrane” to repel external threats, detect intrusions, authorize access,
govern and audit activity, and ensure manageability. Unless the business has an administrator or
other agent working with the cloud infrastructure provider, the enterprise network membrane

does not extend to the cloud infrastructure.
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present invention satisfies this need and provides
further related advantages. SUMMVARY OF THE | NVENTI ON
WO poogassrdance with an enbodi nent, the presentPCT/US2009/048052
i nvention provides a cloud gateway system a cloud
hy per vilsthns shysitdetrg appradiatel e shd e doiild ®@ABMHAGhS IR is a need
at eway system extends t he securlty
for a1 TP ARG B T P et Py B @yge ke manisating with
cloudero@sxGx‘HhQ Qﬁ@%nﬂéﬁlp{obﬁ(?hﬂ%ﬁwgg& lt f‘i:cluﬁ}ég deseribed above. The
infrastructure provider networ ena
preseptrifiycagon a&tItSﬁﬁeﬂmxnebé ahdpenvides édtlas rdlitecﬂ bd\kf&ﬁt‘agaﬁ n the
enterprise network. The cloud hypervisor system
provi des an integéﬁgﬁghgﬁihgpijiE&}az%ﬁgiture provi der
managenment syste tances t hat
enabl es existing enterprise systens nmanagenent tools
to man agmofdaueb with bRSbuGEnE tsulsianinvaidon frbedSaBoud
as they ma e local virtual machines via conmon
gatewgy pYSEML G EFY f?QPFSS“(Im)@Idlf@@M@rfOpnm@ﬁamhngg;amc The cloud
nvent
gatew%?t(})\\%r egﬁgﬂc%s é‘cﬂ%%f‘”gﬁ n&%ﬁ‘%[%q blaré(g qu?ltlgb 81“ Service t (6]05 ") membrane of
a corpom‘tfr astnpuist mmefotkunhﬁcladﬂme‘aﬁﬁbh&c IBYo vikEe hStwadifliEk, enabling cloud

ni s rators f on-prenises software systens and
v g b i rNGBRDA 10 StE B e G Hghe At dlisdud hypervisor
systenh PfdvaRt hY GHeHR WO LBl ?rrcfhgﬁ'ﬁ‘étur'egwmlhé’x"’}hﬁmgakgﬁt%g§t§1%S and
dat acenters on the business rivate enter
infrastieqtyie resancThidat eehlee bmgtynga&dt@msd)&;&teﬂﬂ&ﬁz&&gérﬁedt@&ﬂs to manage
t
cloud ﬁ)q}él%{]mc%grg 5}‘%’%5@ AL gelé-??ﬁllﬁlals ue?fd%%{a%g gczgcggzrdemgghgnggldla common

server agBabAP[st lﬁsﬁﬂo AWmAL iAdALspt rat or or ot her
gggnt to mo#%p%nth t e@cloud |nfrastfucture provi der.

O her features and advantages of the present invention
shoul d! BEchenbppaeaiat the myerti prr@mﬁem teghrehéegyr thpttanobles cloud
con
mfraqtmctﬁrp?o gcr g{:a‘g%%%dg% ggﬁge‘#%%dﬁnlglsﬁ >rs % nl—;i»re 1{&?‘%?03\& 269 systems and
systcnwayarxagerema pdtems, tak ehquigh mied cﬂbt&ﬁmﬁﬁ%&d&;ﬁ)rb eI HekidBnt i BRlERe

PTI ON THE DRAWNGS FIG, 1A is a block diagram
enterpEC GG 6 (g BVHATT (PBCEGEARGE WOt hEkan [embebmatest alows

busme@s];es thRKPLESRRLC 'op&?rﬂxtnbtc&'f&l cfuPint: txjuauﬁe B tl‘?@% ugéhﬁg L& ficing

a network systemomtting a c
securityyermgnad, apch maoegeabiding enm\tltﬂloalmnel’dnndlsﬁﬁﬂt 01O(fthérhﬁunt to work with
? FIG 2 is a block diagramof a

nvent i _
1herBd”%€§%Pm§V§? W? in accordance wi th an enbodi nent of
the present invention. FIG 3 is a block diagramof an

ent er phtheefeg@at\way ady:5tL8% of the PEEORAANGS oML @Become apparent

from the following description of the preferred embodiments, taken in conjunction with the

accompanying drawings, which illustrate, by way of example, the principles of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A is a block diagram of a network system, in accordance with an

embodiment of the present invention.

FIG. 1B is a block diagram of a network system omitting a cloud hypervisor

system, in accordance with an embodiment of the present invention.

.
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enbodi nent of the present invention. FIG 4 is a block
di agram of an enterprise gateway database for the
wepioenpisise gateway systemof FIG 3, in accorB@nts2009/048052

wi th an enbodi ment of the present invention. FIG 5 is

a bl ockidi Agravdd diagra@nitae ogpueWaYst&Y SheBorddhce with an

ccordance with an enbodi nent of the present
embO&Wé‘h?fi RProgergingnfign.g pl ock di agram of a renote

gat eway database for the renpte gateway system of FIG

5, in apgorg : ' o ! 0

Cnvent fon PG AL AR IED ka@lspt AR R A ordance with an
embodigwatel thgpresentiimveateor dance with an enbodi ment of the

present invention. FIG 8 is a block diagramof a

nobi | ependr user dat.abase for the. client access _.agent .

of "Fi oG MR 3b AR of e iRisC G n i or MR enterprise
gatewpy &gt of INED inakcordhfae With 8n émBbRGmKnii AR FALHE irRention.

first enmbodi ment of a cloud hypervisor system in

accor d Ege W th %n_en‘oodi ment of the present

i nvent 1 6h.° EpElockgliagsary ob p serotgicaigarsftera. iolagenddance with an
emboJleQﬁﬂ'é@t&%re%tt%gﬁﬁmfor_ the cloud hypervisor system of

FIG 9, 1n accordance with an enbodi ment of the

present invention. FIG 11 is a bl ock di agram show ng

t he i ntEr.&ct b bincheliageen of hecrodto gdtehyp danabse forsis Famt@©fateway
oud ste FIG 12 is. a block

FI -and a cl .gat e
systeni bHICE 3 By B GRS oA o1 (b REF5E NGB sor
system in accordance with an enbodi nent of the

pr esenkl(i.MieabicRR didpkden o 3 clignt dcdeb OB 2 Qb rBnEEENRY,
or managi ng cloud infrastructure, in accordance wth

embodimert i A PrEYRNL BRVeRtiRR. present i nvention. FIG 14 is a
flomchart of a nethod for conmunicating with cloud

S? ggg 21:1‘(7“1 gbg%?ﬁa‘gﬁ rdg%ﬁiil_‘? B%H%EE%@:%E@%%P@?&?&H@Q €lient access agent
of FIGE @) inewéardardte sGth ot dnahrodiraerprodicdeckehoineqalne any person

skilled in the art to make and use the invention.
i ments are possi bl e,

Vari o dificati,ons to.the enbo g ]

and ¢ HaCgaies PERbHARGIRDHE T RRGATIFGY e i Spervisor sstem, in
accordafe! wigtlad @nbhBSenATdhObREMmt fRBRGIEeNt s and

applications wthout departing fromthe spirit and

scope of the invention. Thus, the invention is not
i nt enddf- 19 iEblpehilinedm of a Heudlntpstiisre Wegbaador the cloud

hyperv3f3P E‘ls?cqltx 'opﬁﬁ}Sj:' ﬂl%’cox%lﬂlcei with Qn%bg&&%gtdfﬁqhg Sr%sent invention.

FIG. 11 is a block diagram showing the interaction between the cloud hypervisor

system of FIG. 9 and a cloud gateway system.

FIG. 12 is a block diagram of a second embodiment of a cloud hypervisor system,

in accordance with an embodiment of the present invention.

FIG. 13 is a flowchart of a method for managing cloud infrastructure, in

accordance with an embodiment of the present invention.

FIG. 14 is a flowchart of a method for communicating with cloud accounts, in

accordance with an embodiment of the present invention.
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wi dest scope consistent with the principles, features

and teachi ngs disclosed herein. Netwo rk System
woredoensismg now to the drawi ngs, and parti cul arPgI/us2009/048052

FIGS. A and IB, there is shown a block diagramof a

net work system 100, DEMAACEDITORSCRIPVMION an enbodi ment

of the present invention. The network system 100

conpri ses enterprise network 102. at | east one
cloud prEd BTk deRBPROTLO AoviRRS 8 cHAlde iy Bersqputlilas in the art o

makeRBY WO the LR ESH OV isis bIRI fﬂﬁlgﬁsnfwttﬂc Erﬂ%dxﬁlg% afd osgltaﬁe and the
enterprise network 102 to the cloud provi
UCHCYWUC(D@ dsfingrbhaeinoipiyl te e@pdecumethesdemd od®r &.ﬁiBodiIBy:nt@ and
vi.a the c. network 106 to
dpph(ia 1gnSC gllb dAY sg%vrﬁ%%gﬁ?&ﬁtéﬁ%ﬁfwa 45@0 ;éxhcrr_qogs Thug, the,pvention is
not intdBds@ViedthiyedaB ehCd btaliRE QY hl@@ﬁpﬁ%&th ighéw@ﬁ' bu't fs Wbk laccorded the
be appreciated that the enterprise network 102 may
widest gione eensiptend wathghe prindiplys, dfaterko add maolmngemsdemmm
The enterprise network 102 conprises a plurality of
net wor k end- user devic 0kg .8 enterpri se gat eway
appl i ance 112, and a CIUU%&ﬁyp%rvrsor system 114,
which will be described in further detail below The
ent er pRe&erigatewaythagpiviagnc end Rty e KOS i guihad Baﬂlere is
a Ilanc as i al |l abl e software,

ooy IR P P B

preserft AhENBEL BilAHw &?{Cslﬁﬁgﬁdl 0B ofhpYisEL dbAn RGN B \{MZ) at least one

Mul tiple enter sé gat eway gbp [1ances 112 on th

cloud @mvectep higwrln é@‘&@n& a ¥0de-emn pubir«ndtwgm &r(suah 29 I‘th)i&/]ndﬁn et) that
i.ance fail ur

connckE SRR 1B n00eS IR RuGER onristeucT Pie cepsprmonit

end- uiw r:ieﬁstl@B rﬁ%x&ipﬁﬂhélﬂy%d@)‘x‘m@&e&ﬁﬁ @ﬂlee&lﬂﬂé @R Y06 to the cloud
pervi sor database 116. The cl oud pervi sor system

Pm“df!l&etﬁﬁ?( Hist i el FiaS clohpndy Ui é@f’\agn (pwg}umpro\odetrhemork 104, it

il OB L A Y BRI £ B L, S 95 B

pmwmwhmﬂmbdud provider network 104 conprises a plurality
of virtual machi nes 118. The virtual nmachines 118 are

ft Iewmﬂau a conmputer that can be
3gpl oy }EF TN TR eV W@gﬁ C§V’§’f 1855 B Hragelutcev ork s aey devices

110, a® bﬁ“i’ehﬁl&e bReRa Pyt 11009R1L ?. oud rgigo L@mOf 148 Q‘ﬁlchymll be

virtual machines 118 are configure renot e
descrifppgda surtlzro detwil |bt:]|op)| eTheeqmmrylsgtgammympﬁhezmcﬂzzm Wmus /loe configured as a
t.her to edundanc ngl.e node
phvsuftlo%%u grice, ds ng%lgd[ éebﬁq X{aye, 0f a3 ag f iar ap @P%edggance such as an
applicdthimaghatd stackipaditaped 8€a gRt@VAYC IR NVAT9E(diLAlel dhterprise gateway
nultlfle enterprise networks 102, and renote gateway
appliangsgé 2 e the;sammantcrpise netvoul 192 e derk tngttivortisrabide redumdancy
. e h to create e y
rom sl S99 % LB TESD 0 ERLBEGRYGEARY e coe
hy pcrxmse)t Wmtém S &4 wiag &8 cdifed foad clspiRgedvifdratbhdey 16f The cloud

enter ?? net wor ks 102 and cloud networks 104 in
hypervisor sys em 4 may optionally be configured as a plug-in to the enterprise gateway

appliance 112 or omitted altogether (as shown in FIG. 1B), as the circumstances warrant.

The cloud provider network 104 comprises a plurality of virtual machines 118.
The virtual machines 118 are software implementations of a computer that can be deployed by a
hypervisor system and execute programs similar to a physical computer. One or more of the

virtual machines 118 are configured as remote gateway nodes 120. Multiple remote gateway
4
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a secure and redundant manner. In one enbodi nent, the
enterprise gateway appliance 112 incl udes hardware,
waofwassses and/ or firmavare general |y operati veP@DUS2009/048052
upl oad renote gateway software for the renote gateway
nodesn@fesril Rether toheodtendupdany dem sieglaable ddie MadcilBhility to
install the rennte gateway software on one or nore
suppoffiipgriased HeghREs %@‘Pﬂﬁ%ﬂ%‘rﬁ%%p@#f?%@%déﬂ? sy iRt e
twold21 02 S eRSlUBeS N AV R) ; h [ ouddRi8e: o WP 64 can all
neWLgenerally op§%%t|j§q¥% esta ﬁ?% ﬁﬁ(%é% elv%}Fu cana
work feethert ia arme¢sivee kreétb\dﬁl\lv):lld}Q@mvlqm\mtaelqmbﬂkl vaitihasseaiitkd plug-in

el SR M B S G 0B, 95 For 04

a secutdghdaBl@idRit Benet.r t ual nachlnes 128. Once the virtua
private network 122 has been established, the

enterprise gateway appliance 112 functions as the
pri mar {p Qﬁ?@ﬂé@@*% t @?fég@ﬂp@Ea’wwmﬁpféllahcmblwmcrlkdes hardware,

softwgré %fnﬁ Jof hgnfx Je?%\z}pg B}\?ﬁ‘ € to%bg? %%ﬁc %g%%tenm%té PB{thgrngr the remote

gatew@aﬂc&i&ayﬂamhe ame plds2daraytwagk ¢O4phedo trtadnh&RhRPLAtSRay software
at eway qﬁé se 124 capable of storing the renote

on Onfg%t‘a%éyl% FiRahigcs bhs. (HE cpiswne ggterenayphvged 11 20 ingludes
hardexlcUQQﬁMrce ARG OYRFEWSRS h&%ﬁ? bgéfgtrwgrt? fsagllﬁr PYAR Ry, private
112, supportlng

the enterprise gateway appliance
networl (i§PNAS 1226ves thehpuddic wictvtoulall 0@ rcbnmcangl etewmn depriseqiav®val appliance

112 to%gﬁ: eﬁi %artg\g%clha(%d:qg%% a&@ é?lg)nggﬁ e(en{ﬁlpé@?s}g@n!mal lmdcgmes 128.

Once @6 &BHAT Filiva@netivBik U 128 hel&t @s‘t"ib'h@ﬁbdaﬂﬁ P fH3 (Qi{bway appliance 112
prevention services ("TPS"), deni al of service

functigpstag ghei A engresyedil agncmpmmévmii ketaodewsificonyelolg, be8Sten the

. cC ti : jII re n - based

cnterpﬁsevlgrtvﬁg%cl e(ﬁ gl}]lg Itt? 9@& % iy %3 VPH\ I;,]Oé n@ﬁ,eﬁ%%ﬁf Sét%ak%x ay appliance

112 mawcba: anpledlto anBLeHTRO gmaaa& dathh@e N el @bead fawhoNRIARSote
120 i ncl de hardware software. and/or firmware
gatewgyeyedMarg ipr Bisdpmpieidiawyewdanl I 1 shiegnte éntc\mlps@wces lay er may be

prowd@&’ BPaRdLR éste%tdﬁgx%?c gﬁ lx\lm% M Sy orP Hg pl%tg fPY 5 Lvlg':fl Ay Al tual private

I nes ver ing
netwoﬂglﬁetwnﬂmcbirﬁtse tpnsl e Vi NAJE), rowcia] ﬁﬁﬁvallZ Bald ﬂbalah@ng | @Qulgng, wide-

mork 104.. The renote gateway nodes 120 are
area n‘d‘éﬁﬁ%(dg‘;d‘\ﬁ G FralPR D& adderdipn Sbd BB RS SadR-services
(“IPS P\Rhial HEscPHR! ddGedtiShWRY Kcn;lé?i@atfc%oﬁ@t‘%&gﬁ( KL BhESCsSI, f)ccclcra’non

gateway appliance 112 and are con |gured‘as viftua
logfileapgiebatmesnd prdicy rasedogpvomenor amipuditinigraf uadr amd elinhésrative actions.
118 in the cloud provider network 104. Chce i nstall ed,

the r odes 120 nmi nt

or vat s hepABEMES OR R ol SR (0 g Rvare sottwae,
and/or @pphianeacthll? ophiditdhe snbRIHNeLeR evbivbibalconRehbReS ohe8 VPN

in the cloud provider network 104. The -vrenote

agents @apé%wﬁwé@u@ perchigs | 5% s dosFeriing dheseigeal machines 118 into
enterpl‘?s@tv‘?ﬁ llm?a@hl &t Y%]?é@?gﬂﬁ] eBlr%vild%E n&L3 ?04 hleh egztn%%g&tcway nodes

virtua I nes enot e gat eway no
120 dreacﬂm}hdfltom the rereomtggteway software uploaded over the public network 106 from
the enterprise gateway appliance 112 and are configured as virtual appliances that run on one or
more virtual machines 118 in the cloud provider network 104. Once installed, the remote
gateway nodes 120 maintain the virtual private network 122 with the enterprise gateway

appliance 112 and the enterprise virtual machines 128 in the cloud provider network 104. The

-

-5-
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conmponents of plug-in network services 126 that nust
be local to the cloud infrastructure. Further, the
WO 200otsssgat eway nodes 120 may conpri se a renpt BCHSEOMY48052
dat abase (see FIG 6) capable of storing the renote
remotg ghieway nsddsti2anieys ccbfishgur @tdrasd e@bfhrist att@orlasic®ldne 330 around
h sof twar.e, caniguration, and state for the renote
the enigpmsnentd mypchings Lo ubhe rme st keysdes Eelkaliolost the romete
comp&IERRH R in dehGorfRbiVi&s ?@Gj ﬂif‘éf‘ flusAMLES 1 -OR c?o%%litlilgaaes%mcture.
hardwar e, software, and/or tirmnare generally
Furthgspiée agmote ghiowes hatdsi 19 nanyseayrde pohhbte puichiay dhtaPise (& EFIG. 6)
appetiork 132 between the nobile end-user device 108 and
capabll0r foe e ‘65@% CHBAROLED COBMIREPT RRA T, Bt} as software,
configok PB4 et 16 FMARK BRIV i bl St808-
g%evice 108. The nobi|e&gﬁ§ﬁﬁgﬁ°EP?Gg%éh%§?ﬁ§%£%§%%S&%9
be established by a client access agent (see FIG 7)
resi di Hyemsembediteni the mobie sed-usteeeiec 10BinciTides edriemt, software,

| ndi.vi dual users..to. access
P58 9 OB L O L B A 2
betwew thi nidbilercadote @aiceway andde $erh3@ Ay tlbesPIVD! ki to provide other

| Ztmork 106,. wi t hout %Ping through the enterprise ‘
p “gg@g’ & RAgRagspYipederthe raobilyigad-wemiderice B8 u ke mabilG visludlggivate

netW’QH@VB;Ma)labé @s@éﬁ?i@{)&p@péjsl?erm a&z:?sg%ghl;)(@%cﬁ@gp gg ?c{shiénag on the mobile end-

personal digital assistant
user d@riex KBe rirhg cBaatrdcpése ngery ynRésciadiehluahudvht th @6ceds Balitbdibidud services

hone, or any other conputing system or device _
through EF P08 “BOHREETRYC BRI 2t HighK pubfisenetwork 106,
without@Bing@h@neh Hﬁz%'nte@&‘(sie%%tel@@ aPBar2€ 1$2UPheR obe &d-’%# b&ice 108
end- user dat abase 134 capable of storing software tor
may bg pdapiingpgaibites, néeskinmicosmuier cepersohabdigitlespstaste“ Ransyayh as the
| ' nel. renDt € teway nodes thus function to .
Black pr gv?@g&% O\q} ¥ (f%?/ _ua‘fF edﬁ(ﬁ} %}(I%U?{éf\ﬁﬁ ‘E[a%t\’}}é’lnFa(if a0% RHIE £91RRuLing system
or devizh@onfigui®l © Herdoviad@edetagublié B&wWIelt WPRKSi0biR QRICuRF dEREE1 08 may
] cgoud g&gylder net works. Because the renote gateway
be coupisd dg 2 Biabus gnd-Heer slatabpssrlidd sapabl et stotinentoftaves far enduggable
na“m&ngﬂggﬁerprise virtual machines in the cloud provider
networks, the enterprise virtual nachines appear and
behave as if they were part of the private enterprise
net wor ke, enirptieigatesvlysippiidricalaind ahuat boBwhNnddRe thus function to
. .dsec%ii[é.or manageabi | ity of the enterprise network.
providef L1rag rr‘]éﬁ_l‘f D WGE: AVsley aé‘a}%%@?f‘a%n?ré P 8l GRtcEwEey networks to
one or RAAESlo R PrIVELR T hB JREC GRS A% tﬁ@feﬂo@@@at@x@a# EF‘A%S Fﬂend the enterprise
ensuring that the privacy, security, avdilability,
networguadmirgneodrosied Yic eaterraisd viranhgedbnds inyhofloahgrovider networks, the
, t i network is.extended to the enterprise .
enterp 2 ik biathheh (el A ey e d BB vietioh P DoP T e prdprarise
network@itho@r subbfahitidl@ERICEBE & the sédulty & mAiRES NS TR @ prise
Egoﬁk di agram of a conputer systen1205. Each of the
networky B¢ ghigipdise SdpvaR RRdescel D, remetagstkvamidespr vide viccesessary

serviced %(phclﬁm &lsRiih g hat the privacy, security, availability, quality of service, and
manageability of the enterprise network is extended to the enterprise virtual machines in the

cloud provider network.
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gateway appliance 112, cloud hypervi sor system 114,

and renote gateway nodes 120 may be an instance of the
w@opaser4s system 200. I n ot her enbodi ments, eaR¢iI/v§2009/048052

these elenments, along with the virtual nachines 118

and enterprise virtual Gaehil tesmph28, may be configured

as a software inplenentation running on one or nore

conput gyf,. tens 2 The conput er tem 200 i ncl udes

o pr 00 SUUBITHEER €005 ZdReah R ol Geam of u Eompurcr system
200. Wae SPhOEBSHFOEnPlised dMAtRNOR andPAWR! enB Gser devices 110, enterprise

m cr oprocessor, coupled to a conmmuni cati ons channel

gatewpy @pplpmec &bhpsltudhyBysisensy2Bo | ik ahereniate badesy aories ApUitmay be an
. s ( eyboard or use), .an ouf put .
oY) B8 SHpEEHERE20E RNl SRl B EFBthes. atone wiv

the victaslhod@ineay 18 uiterdirpibeyitualanameyn g ahdyost dontighkaesa software
. 225, .a data storage device 230 (such as a magnetic or
implegispiatign rynNER)ON P! MHBFYIPEE YEGER 289 r andom access
menory (RAM ), each coupled to the conmunications
channel 1810y TE SATRUNSALLAR c um®
~ coupled to trﬁ% ensfer prise net \Aéll}ﬁg%go?zgs’é%g}ﬂg@{nﬂ%l Pentium
microprogesseierr avdoinelik Po04; PANdiiooptoesswi, deudedm qpeddhienications channel
twork 106. killed in the art will recognize
210, PRI RS toh DAG b Tl agavitborvte 0 o ricksbgard or
mous@3n @ltButROWE 226 (dih hek BRlid YRIsES dishRS of AL AhSHLL3Isbe display).
devi c;eé]zso and m(sm)ry ZBE&na{_/ysbe lsgr s? of t]he sdamae isplay). a
commygicatiorgingrfacd died dahi twagd davical 230 mwhyas etncagnBiie thatical disk), and

[ ' I ated that “dterm™ ry: herein. .
et 244 bl APRIE 18 b O3L 08 L PR s Mo
channpleX 19 T&0 tcommunGapion astfactnes dal desheslage BevhesHRRdNork 102, a

the. pmenory maé al so store an operating system (not )
cloud gty netiork A& pnépodisrridemivaublionamark 100n e skilbediiBie art will

reco g&g %ap Bﬁﬁ(ﬂ&h ek $N2 %ttsm\%nE lﬁ?\/t%@é‘g@zd r%m{)xnfe? 3{5‘]3'5\1% gﬁown as difterent

~~operating system appreciated'th
units, grtyioth sengsdofcet136 apd esentry RAY enl ibo paray! @k s@mbenit, distributed

. inpl enmented on platfor and operating systens other
anits ¥ HEATPRECE" HEnd PRttt Al D6 BRI HERENBh g peset herein i
intendbdWERIVEORN] BRY stBEagWlddf £ W hEgHe PBerd AYA optengiaﬂr nguage,

and/ or ot her progranmm ng | anguages possi bly using

obj ect_oriented progranmm ng net hodol ogy. The present
i nvent Tendaimstotsae Beyibe amshorRhdneonrRail slsostons imgpefjting system

o e iQ:1he art wll rec [ that the
ou SO AL B IS  t BEBBOL A8 R .
MAC osnpohe INTX Gleeing Sy ieWor kil CppedciaasthadthBddaialts of the present
) nmenory additional processors, |ocal area networks
nventjop g alsorimmgaeneliepietpiniendiaperating Aefesns pthey than those

mentidn@fi B e 1 R i d NG sl U Lo Ok,
entidnBf ONFRLIRA ﬁ&dﬁq g?glk ?)Im}lg]étq%’x\ﬁern?ﬁg ang't%% T t:ieng}ss(% VR O+

an I ntranet.
language cogdfr pthet hagranheingragiuags, podibilatidndehjchericeee pMREamming
h %ﬁ glnd}_%tr ored in the conputer system 200 inalternative
mehogR0sy: FErPIEeAh{INEntion BEnptE opgatiaEn e of HYBe AR um
(CRSM reader 245. such as a negnetic disk drive, hard
dis kl C%Ihet ék‘ﬂtlégﬁﬁmlﬁt £t ORI ce@dniF CRIARe oM sy IR AR may also
coupl e 0] e
include additional components, such as network connections. additional memory, additional
processors, local area networks (LANs), and input/output lines for transferring information
across a hardware channel, the Internet or an intranet. One skilled in the art will also recognize

that the programs and data may be received by and stored in the computer system 200 in

-
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conmuni cati ons channel 210 for reading a
conput er -r eadabl e storage medi um (CRSM 250. such as a
worepngsised4 di sk, a hard di sk, a nmagnet o-opti cal PEi/EE2009/048052
RAM Accordingly, the central server nay receive
altempiiv:t’gwm Fan chmandait@)mpua?rtrbfeiaﬁlaSMmmdedlumEﬂ‘lR%MIﬂe&&r 245, such

Renot 4 stens Wth reference to FIG 3,
a5 & PR T GG KGR Co R A B PRt B P s®a be coupled to the
comngicauens Eysicd M GRY reddin AS S AARCR A b 518 EFRAALMR A SM) 250,
of the present invention. The enterprise gateway
such agyamegncBo diskayhdsé diskpt maertedpor! tive. @Rt &M rAcs:erdmgly, the central
| i.ance 112, The rls gat eway system
setve %f%%%Wg gﬁn%nﬁgﬁérdamw??ﬁgqg§$ §F%efer 305 and an
enterprise network services tool 310. The renote
sof twar e i nst al E@erp3ebaidRérole G AarAvgstmss of t war e,
and/or firmvare generally operative to upload the

te te sof re for the renote eway nodes
rlggo t ov\gﬁbr ga d t‘b% i‘dEierhistovR a ek ﬂg%ﬂam@f b §itgIprise gateway
systerh D80 i€ AR EIHBE GWVBYun SRIbURL St Qf]thg%oesgﬁt RGN *T{'néjéx}\tergizéc gateway

machi nes 118. The enterprise net services
systerl Ag0 de de h‘apldmn@d og it mqrrprlseagnﬂdmy driptinwaarie 2 g dihe eatetrise

e S Y81 E TR S P AT reork s
tool ggfat ‘ENEY md RS whADinstalEd J0Bl i Bl 8GRIV 2€ sgﬁtvgﬁ@a&?d/or firmware
appliances 112, and nultiple enterprise virtual
gener dﬁﬁﬁ@éeIQEﬂ@vﬁﬁeﬁﬁ@ﬁp@bkﬁ©yﬁ@ﬁv@tkmmﬁeﬂamdegchd}nmksl20to
- r es. supporte )
the clcﬁ{d%\%\ggerq}fgg&k[}%h ngrc#(é ?rbsga?fs gle rene, AP gilteg»?% t‘%iﬁ‘%‘ﬁ gn ﬁ}ﬂ?/ opgore
Vlrtuabmamin&ﬂ 1U8. dhe emtHiipe haeogateways al AasEudSHaRvdge tsBBware,
enterprise gateway database 400 shown in FIG 4. The
and/ordmyydse %%f@fﬂgﬁtmwa&% atyddish doceewaprd selyndans gfrtupbprévate network
2 wilR hat, 5 e
122w o?ﬂ?ﬁggﬁéﬁ'&?% ga?yz&gd;/eg‘;iogre}guf g??etngergﬁsug_y@(wa%g %Vyamceq 112, and
nlultimai@tctrhme gttoulesachofes Wa8 evdrahe pitdicplettgerk n86 22610 @odida other
i ent datab % %5 t hat tores enterprise virtua

nﬂ“@ﬁﬁ%ﬂﬂﬁébemﬁ> ? b F%d@hlgk connection state, routing

tabl es, credentials, and consolidated log files) ’

 eqUI Bk dneerpRAAGR ey MEN FR2 @mca; R930LE AL Kareway

servi ces 1ZéﬂﬁVVth\refgrence tg FI G g therg g) E wn
databage. |5pecas the @gﬁr@ﬁﬁ%gatawme%@@sg é@%ﬂwmyéﬂ@nzﬂ 5@6@ enterprisc gateway

f th res

st RO NIGR Y B R TR0 0l S5y ot for e
remotd gqndmyanideﬂlm atphe-ine AptaBasgal 0\WaY sReEeSs (thaf: fol I plug-ins 126, and

y system 500 includes a virtual nachine
a C“enb%ﬁ ﬁh&%%m cEgerpide Hirfehpadhineelivor fats érugh eesonmgaion state,

routin®thBes -El?&lemlzﬂ% ugly cgﬁs%'ﬁldgfd ?@%@%‘mﬁﬁr&iqg lma%%c th ‘W‘r@?fz and
“har dwar e ‘twar e or

pluggablpereavirksetvacced @bl i sh enterpri se V|rtual nachlnes 128
in the cloud provi der network 104 andextending the
\?lntr te L a It e%tgﬁ%ﬁ%é) te?zlge g?&hgrre]?s S ro%%ng b}toc edl?agrtaglr (?fri Isegmte gateway

system 500, in accordance with an embodiment of the present invention. The remote gateway

system 500 may be implemented on the remote gateway nodes 120. The remote gateway system
500 includes a virtual machine connection tool 505 and a remote network services tool 510. The
virtual machine connection tool 505 includes hardware, software, and/or firmware generally

operative to establish enterprise virtual machines 128 in the cloud provider network 104 and

-8-
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renote network services tool 510 includes hardware,
software, and/or firmmvare generally operative to
WOoraoatsism t he secure virtual private network 1PQI/U82909/048052
the enterprise gateway appliance 112, over the public
extcndnet; \N'mdntme rlemctrh en@emhrerrqcﬂrow i rcntuavlmﬂucmdhmsdﬁmﬁ 1i28. The

cl.oud netmo d to ecut e
remotp dE R PRC BTN & B HE Tordigte S lio PR SERb e Byassly
operafifiafo maishinBe b&@@] vittQaltphiRa@letdork NDP &St e bhterisd BSeway
renpt e gateway system 500 may be coupled to a renpte
appliagae blvayverdbapede, neéwh 158, tpﬁ%u PrierptiEe gavévvaganhm aB&ethe cloud

netwo@l@ oy QQMOL* relng OGé ute reifn%%oéo e;%%&?%’%mgthg%ﬁ%e% Df& (())1‘9 services 126

enent e Iremnot

tmﬁnﬁhﬁhﬁbﬂﬁt@ﬁgak&Mayﬁﬂ@m@mmse 500 conprises a sof t war e
dat abase 605 that stores the rennte gatemay softmare

a plug:-jns database 610 th res tware for th
pl uggagh%r%t?/\ﬁ?‘ﬁwé%ﬂﬁ%g Eié%u tlof?é'e?“@f‘?o%‘léﬁ“’ ay database,
such &Qﬁé@ﬁ%t@@a‘cé@eﬁ%ﬂb@% 6@5@10%%@5’ F?Gcé Bt re ARk y@dPibase 500

that stores enterprise virtual machine 128 ¢ |ent dat a
may b(csmphmsted(wnrﬁb@tenmc siteway mcnlcns i1y Thbicesie gzrta@l:@rﬂatmasq 500

and qui ired to age the VP
comp5 2 SR e e e e ot RLb bt Elsn® (PR o BFebaaabase
610 tHaPsthleGso (fwart: M@ tBe pRigBIINVRetd ol Q¥ 38Via B 1R r&hb®Metwork
access agent 700, in accordance with an enbodi nent of

SemC@fh@Ob? Wsand a Pl detabare 6Thehag foesstentseiss 3 irfigé hactiioo liﬁwhmt data
(such % con %&t%ﬁﬁ%@ qou?(ﬂ)ﬁ;[ a%g c%e%e?tlag YR§ wns@y?l(ﬁed ]]C)g\?\%ﬁr:i required to

access age
numagﬁhwN@esunamhlﬂﬂgmbwhenﬁﬁbBh@uﬂeﬁmmrk servi ces too

705 incl udes hardware, softmare, and/ or firnmare
generall. erativ stapljsh th ecure
virt uajlW é’rfe AR ﬁ‘éf%%% VAds} %‘P’nf‘ﬁg’ E@maﬁeﬂ tl\‘ixb‘?lﬁ access agent

700, 114- Q@:o@fﬁqeé QiR amém@sdﬁw%f Mk Yegahlisy eﬂﬁ&wom SRV LEES agent 700
for the nobil e end-user device 108. The client acces

may bagtenhemmmd way rhebiboughed degica 198bilhe ckerd ausey agent 700 includes a

at.abase, .such the nobi.l e end-user dat e 0
mobilg ARARF PO st I T s R RuT G SE T eaS Db AEERgBcs hardware,
softwONMRAlIos BsmPaR! dédeiaN$ ofabaRa®esBOhsH ﬂﬂ@hec%?@ﬁﬁ&l@ﬁ?tbﬁﬁfrﬁ« ate
for the pl uggabl e network services provided by the

netwopphi? @epdrewyplke Betmprle 80 ansldp proddaeiticraplugdabletnetiaerhiyaryeces for the

nmmﬂ§e&£5§£§%u§: £s virtual nachine client data (such as
connectiron state routing tables, credentials and

consol idated | og files) reqU|red to manage the VPN and
pl uggabheclivet xeds apentvittasay €d auglcHypeanvitsio ren(SYlSdreiEndbdse such

W reference to Fl t he shown a bl o
as the mOQBF i1 S-S OB ot eC & hedy Ay é‘if\fﬁa%ﬁ% 800
compri¥$h BMoIBdathBhs@8GP[HARRER s W ilad B0 CRD ?Q pRNL né-’t(k ohb?erx ices
present invention. Thecloud hyperviso §ys tem9
provided by tidbasokileswtwok strares-t@i dOphoda chent 6% pasa 836 nlw steres virtual
machir?eucslie%\;l gzita %Q}gh 8 goentnection state, routing tables, credentials, and consolidated log

files) required to manage the VPN and pluggable network services.

Cloud Hypervisor System

With reference to FIG. 9, there is shown a block diagram of a first embodiment of

a cloud hypervisor system 900, in accordance with an embodiment of the present invention. The

9
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of back-end plug-ins 915. Each front-end plug-in 905
i ncl udes hardware, software and/or firmmvare generally
W@p®@pAsisve to establish one or nore pseudo- hypRCWUSIHNI/048052
i nstances 920, to expose the pseudo-hypervi sor
cloud ﬁlﬁgqr*alﬁ@essfstglz(})()@omtlh@esmpb@tﬁrqv@@nﬁ etugoink 900 2, setvacd biust9é, and a set
ofbdcjx " d 'ﬂums@% ve hypervisor APl calls 925 from
|p M se " systens nmanagenment tools 930, to translate
rece| ved hypervisor APl calls into internedi ate
r epr esEathatornrad By in@04 ihdudak aeiwabhe sbiind ﬁﬁ:rmﬁli/c&tf“ﬁ'mwam
re resentations 935 on the service bhus 910 as
penergl BHHSRANT BesaBbEh BB TP RO BIRCTESE B B to expose the

pseud§ %Qﬂéﬁﬁoﬁﬁéax%g 02@d B3 BRI E 99&%0 (%2 b5l WinGg ﬁ(écgwe

pseudo- hypervi sor 920 't hat WI passed bac
hypernh@f A:%II dalln@25eﬁ0mrqntdrme30$y$txenmanmgaamh G3olo @BBlateTaceived
ow- | evel

|, .a. server ervisor is 0
hyper Al S e R et B G B o g e
represPRYSd G 5 DY LBy it Ol BBLR aQﬁ%seQﬁoﬁmf&" SALR tdfdaction issued to the
machi nes, each virtual machi ne capable of hosting a

servichbgh? dy e Irese@rlﬁwpéfr wilpbe wturne wyibe praufohepaviicpio®X that will be

/ N or .Lin A server tions
passed SRR S R L o e S Thap e € erver
hypersiy&tietovk- m@nafnq)uaers)!pe@hﬁg PhryEh ealfi edid te@ful &Y 8HE€HA more physical

wi thout interfering with each other. Conmerci al

SyStengsdg FFAESONGfOr SENEG éFtuﬁkﬂﬁé‘r}W@o?%hlVﬁ@#a& sachimgrablagy hosting a high-
level %ﬂ{&\ﬁge% ggé\{lagx%@%{&n Wﬁ?ﬁrlcrgs f@%c@v&srdr )férﬁgﬁ 3¢ Ly ha perv 1sor thus

are re erre t o as pseudo- hypervis
functibmgd amﬂﬂsmhhmmghﬂh@ f:clfmplttexemérzpilng gystemO@hshiage a single physical

e e A

hy per\tlgdr§ KR g went esRI8Rr IMRIABR HBRAGCHRNE iQ @de?t?%@r Instances
into believing that they are comfunicating wt

920 are oetemed Wt@omypseuwemsmynp@rhmmc thanfseeaad q»iugt itmé90:> 1s

ervi sor system900. ln o enbodi each .
emulafie i SR oF 86 TS BsBb B e TGS AT Py B Pervisor,
effectiREWREKNd 2 chR$prave 6041688 RRARSIAENT 10ONRL3 @riﬁltoF?JeHQWh?th%Q@ev are

I n"general, a hypervisor exposes a nmanagenment AP

commpglc@gwxﬁya mlamogpgmpwgc@rﬁgnmhmwgmmth o theycloud hypervisor
Sym]ﬂg tor the virtual machines associated with the
ypervisor and to instruct the hypervisor to create,
destroy, or change the state of the virtual machines.
Thus, Inronerebedinodit.reacl sert d’té}lypeﬂv's;ooﬁ@l fuppotte® ot thel cugirprise

05 for each su port ed rver, ervisor API. It wll
netwogg 12015 acParwanE RaLon ) Fbp Hern 0D ool AgAP§FVSBRERIPCS 2
manadePRnSAPPAALL S ts S84 V}?r(mh%ﬁ%rvah\ﬁ %mﬁatﬁeﬂﬁ"tédls AU Enifbr the virtual

“correspondi ng front end plug-in . Each front-end
nlachlmsgﬁgsqcmt@b&ﬂu Hedhypsrvsonfindyieriedr ttcothekxpp@emon@ weatqyolegroy, or
c]‘;angel.J Rl A% of the virtual machines. Thus, in one embodiment, there is one front-end plug-
in 905 for each supported server hypervisor APL. It will be appreciated that, in other

embodiments, only some of the supported server hypervisor APIs will have a corresponding

front-end plug-in 905.

Each front-end plug-in 905 thus is configured to exposc onc or more unique
pseudo-hypervisor instances 920 to the enterprise network 102, to translate cach received

hypervisor API call 925 into an intermediate representation 935, and to place the intermediate
-10-
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pseudo- hypervi sor instances 920 to the enterprise
network 102. to translate each received hypervisor API
W@2000/1883% i nt o an i nternedi ate representati on BGBEUS202048052

to place the internediaterepresentation 935 on the
repressRiAE® Sousthe 30vigs bas P HarsatuisaetionOfdwethretransasivadis been
exew%ﬁ%ygﬁe&r\%xe&?’stef@r ﬁx)é s‘é{\]zgcseﬁqer gg S éﬁ) tr&ulinha x’esulp SRE M‘lﬁ) pseudo-
hyperps@Uadibytpertid siofe of figh eakidigntiberesiaketothe tilng enterprise systems

transactlon for response to the calling enterprise
managemenpiog! Yath dgone smbpdigiend smeh preudagdiyepiyisgr imstance YLk associated

pﬁgy? n [
with a STy %CQ%@%E% ﬁ%{& 'gug egu? %1?1%8?%%@1%?9@ z?%sg?dé%§&n%or instance
920 mapbodsspented with zpﬁlﬁtﬂﬂmy biygerd/prooider msbameend2@1amyprbeder account

assocj ated with ralit of.clqud der
may bg ¥ 0hiAtes Wlﬁhﬂp’araﬁ%aﬁmﬁmIvlﬂama%fdau héé

associated with a plurality of pseudo- hyperV|sor

I NSt aneRS s 3P ol dSRhg-als 908 Ay Bk 82 'a%b%ﬁscﬂ@%@ that

al so conprise a web consol e 943 t hat graphlca
graphl@%bb@@@mlcmmi mﬁﬁsﬁa@w@mm@mmhﬁ@emtmﬂ ariepdlegysmanpger 945 that

mclud?s i11) II% I‘UOC%.YI‘F: éo&o e oL #8 nf}rpcl:'lx%qg%(lﬂ nﬁ“ﬁ%&/&@\é@&@fﬁ)l&o and

topolog® mhger%S paidntoope b@'gb(:e Bﬁ@ﬁgﬁ an@éBhddlidsde inRtrQctidn€ directly using
servi ce bus 910, and either issue instructions

the infgineskigs (EPIRSENGUEINES T ot Brpidte Hee A Riods ene anerasdogBrepsentations
a t

935 sd REALELE IpRELT wilanf SR oe PRl MEHERL A roueh g pervice bus 910
andbakﬂmdph@anspﬁud i nfrastructure through the service bus

910 and back-end plug-ins 915. The service bus 910

i ncl ud har.d soft and/or, fi ener a

oper at T B ey i eI i s e T LaCRERT TG dencrally
operatd@o kR hfihRRhe@Nd rdréignialo® 995 fr@maanfr@tﬂanQ RIit®05 to an

back-end plug-in 915. Each internedi ate representatlon
appro|g8#e bagkeeng @h@mc‘?lr‘ie pragls evierateidmie ltep@serﬁarpnﬁé Sundeestrisod

of the b .8

represe%{[t%tm that an b¢ ua P ﬂg g? grﬁy patlhgrs%a‘e?nq % ugel e91 da- V{P PRe embodiment,

a desti@a@dh ;bdﬁirﬁétﬁﬁ@ ipa¢sed K\erc@&@ﬁﬁ@tﬂe@ﬁt&\%ﬁreséﬂﬁﬂkﬁaHS NGdfdagng the cloud
cl oud provider network account to ich th
provideppprBccap e e ryrhe%léh@ BYgredogsregivstitaion B rhew yltheately be

routedr QH Bﬁlgf e&ﬂmﬂ Iaﬁ{s t%QJB ng%“ ?arzu%lgt%{ ﬁx%? ta&ers] %é r%gte ptf) th&_ llbaﬁk-end

anet er |n|ca°[est e rou acke
plug- 18953 toowlnbh die ihteemeditte repeckcata@on OpF elseind piok 0Matd3 e routed. Routing

shoul. d proxi mat el e .routed, Routlng the i nt er medi at e,
the intg %W@&SF‘&H‘I@?%{) MRS SHHSHOS N b3FT YRR Due? M dsé ttsaction

throug?JEQC B kénd IE]@% %@QH Oﬁhet ReQuoth L e 19?&?@1@%1@%&@@&111%]@6 success of

he service i's responsib or ensuring t
theck@dddﬁssﬂaﬁQﬁmdcoﬂmum@A@hwdahhgQﬁowmanmvwow&e@ﬁ$ﬁgxouxwdunng

the exi?ﬂitgglg)zgﬂ%? ‘ﬂéﬁr}gl?lr S r'@i g)%aan gﬂtoré%lgatcgg% clijzlron%Lfl the c(‘i’oud AP1

call 99UGLEESIIbuen 16 & Aeq%ngl@moﬂoetré&%@fo ahBeotin@Ude fhsCa@lde back to
950. the service bus 910 is respon3|ble for generating

the calling praydeihiperaisoe8gbimge insuvediaie keresentidoral | i ng
pseudo- hypervi sor 920 in an internedi ate

represenahliolyg lug-in 915 includes hardware, software, and/or firmware
plug
generally operative to translate an intermediate representation 933 into a cloud API call 950. In
one embodiment, each unique supported cloud provider network account (such as the EC2 cloud

provider network account 955, the Rackspace cloud provider network account 960, and the
“11-
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Each back-end plug-in 915 includes hardware, software,
and/or firmvare generally operative to translate an
WO pioensestd at e representati on 935 into a cl oud PEI/US2NN/048052

950. In one enbodi nent, each uni que supported cloud
Sungapt deidiovidet mswkikascoun 06§ shash tasueH e [ROg apgegponding back-end

o 0B 5P BEDYAH o BSGRTSoBgBem M FRELSRRERSFL Py i

providef @é\thﬂﬂi acoeieiikhiaecou @Iurélﬁfbbt b@@cs@oz&tﬁng}b@k#&lﬁﬂ pandin@ 915, or one
correspondi ng back-end plug-in 9 15. It will be

back-ead phugcingt! ddnightauppert éphJé@ht@ﬁB@l@p%fﬂvgler @(gt@ﬁ)rluﬁqcaa%ts It will also

I

e s UEREY IR ELEK AP R LGS R o

mterrn@di]@tcb‘é@i&s@ttdmpl%@ into tig1AP nfoghtocal@pad, FSUd‘I ol locadlclonngd 930. The

I T X A A T NE—

represSRM S, DRI RARE LQUERD R t??fr@ﬁ@ia@t &I@E‘t}ﬂg‘é\%ﬁmmnﬂh% cloud API, and
representation 935 into the APl for  ocal cl oud,

reportmgdie fisl sogadf thd vadagitd, bathée wa@kt-vqump%@ n 915 is
responsi bl e for executing the transaction specified by

R A

manag@f@ni ©PRIthdt A thﬁm&i toStark Qvit setee ht/ﬂsa'iﬂls@CAPE@n@ aekAPIs
to the service bus 910. The cl oud hﬁferV|sor system

providefh by clag Prergsianipg and/ mBBtaREERA! WAtsEr sHqud dnfedpipetiie providers. The
clovd ORGS0k OB AR IR Ny ik

provispun@ny sidanirmgeaad spaaag emtém itmﬂysamlatdﬂ cothid wxdcly suppoﬁed
infrastructure prOV|ders cl oud, hypervi sor, s
ProviSIHRS PSR Gt BTG Of R A FABE TGP S0Eh L. UM Ware

ESX anBMRRI6H @aty&aelevp TR¥hS ARG AN theBNRARFBRL 508 ¥k @BnANY

services by enulating the w dely supported
enterppsa)wsgmnncmgigandlmaria@ienb nt VMiVeref Yices! GéntgepdI|Lab Manager,

YNNG B TN A e

Novel YREEMhSOMISYSE BAPNGRA bxeguﬁ’ﬂén@ rEiSTelesY 8¢ BfGact with cloud
managenent tools (suc VMMre Virtual Center and

infrastregurvaragesment A dlosoeh a@@wﬂ\nf f@rmwxwyéeﬁ@énﬁe&témc IBM Blue

I | BM. T
CIoudpéfrg(t)ésg,l%th%} Jtcrlzly(?)g%ﬁglrﬁg%\!le RN en?ﬁ@ i Cfvgg y! zlnd L)ucalyptus)

The clb@d hiiceviastsyweihioes by erhtilaghy set an@pmmagammakﬁgs he
(such as those of Amazon Web Servi ces.. Rackspace, |BM
enterpBp Y SENBUBNIGHBEH o NP BEHYF MY 23¢ ePBMUpiSEIGY ¥1th ggpmmon server

hy perﬁ\q{w&ﬁ N t%g}aufé%é séngl?’ﬁy &?ﬂscﬁu&ﬁl MRE HRd e%u-wﬁuﬁlc%g API calls.

ervisor syst OeS Yy emul at | ng server
The clhycphypumsm sARES, emrakiENg hiveh @ntieh prrvadypystserts API as is required to

s TR TER 0P B 86! BB e SO CAL B IAA Brions
may Hﬁﬁ[&éeﬁut@x’@ﬁgt\{hﬁﬁﬁ tORlis@Rbl, Srehfdt Qo8 Uinyalseipt sshad re@ﬁ’ﬂnu get
I's. The cloud hypervi sor systen1enu|ates as nuch

conhgeathSQtveﬁ%hymanvuﬁaﬁtﬁm@ APl as is required to
satisfy the requirenents of known enterprise systens

manageprnt; Lo Py pervmm w%’}%md;oﬁ%‘,aé ora:%led to a cloud hypervisor database,
such as the cloud hypervisor database 1000 shown in FIG. 10. The cloud hypervisor database

1000 comprises a front-end plug-in databasc 1005 that stores software for set of front-end plug-
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may include, but are not limted to. discover, create
del ete, start, stop suspend, resune, get
W@ owbiisasr4at i on, set configuration, and get st arEI/UII989/048052
cl oud hypervi sor system 900 may be coupled to a cl oud
ins 903yand bagloendiplughad@abase d il (idat fieres kadftwhrhypehases of back-end plug-
- .odat abase 1000. shown in FIG 10. The cl oud hypervisor
ins G HARARE: GG RORAT e i o Greire bl AN D St shyRGh e
1005 that stores software for set of front-end plug-
- 17- 1 nWigDRf@aatedo BEGK-1e i@k UBowina BRIcR BRG] HAvihR e interaction
stores software for the set of back-end pluqlns 9 15, .
betwegn agiaud hypergisarsysicsn! 1P8taad g sdandastesvea syttt 175gdhe clements of the
. . ¢ it 1o
cloud B B3 S, B0 SERGHRY R sy Nl SBRERRER o Bystem 00,
excepi thiheindd6i bhtheetebeensade ¢l4auchdnypdoyy sanaggy $14mrd 3;Ii)cﬂzlwaﬁudiools that
.a. ¢l oud gate system 1175. The el enents of the clou
w%(hﬁVﬁE$WW§g’dQ@@%ﬂW%T%GGYEQPﬂéggond to the el ements of
t he cl oud hypervisor system 900, except that in FIG
11 t hemvebii&0aSAkeIckl4pantol QRO OYOIRORIE o i 4PH8H & nd plug-
) shown as tools that aré distinct fromthe cloud ‘
ins 1Ry sereniisopussly $0.eamd n1000f hanksad plugtihat |15t Hack fiontdend plug-in 1105
o BRI PORLIEL G000 8k BT e ot
hypertia@kinenttepl 1), towkpbdldhe pRaeb-HyponisoeidtaRbdda-120 1d 482 nterprise
I ncl udes hardware, software, and/or firnware generally
netwoph Ki%atq Yden tor aad gspive Rypersiser AP gadls dddhirparepiaspiise systems

ariord e t Y REer Vi ~di
e ASHERCER 0 10RO ORISRt
represemigti@ns 1165, aaddo placeiheenthypeliae spresAithtieal 1S5 bh ke fei@6d bus 1110.

enferprjse e mapagenent tools 113Q, to translate
Fach Bk S T DB e TR L b b My o et
trans]dt€ R ﬁ}%&ﬂl‘b@fﬁiﬁq@ﬁrege]&ﬁi’onqri 95 1,00 Rl.RRA AMQall N %.”ﬁ%&%&%bodiment,

representations 1135 on the service bus 1110.
each upapk sepredrioH gpuil pravides netvalrkidesuhafsodkersahe BOP tolwarlgyrovider network

/ fi ..y operative t ans| ate an
sccouf o bR A P st G K VT gg et e |10 RBR U A cegefoud
providbd Blwolkac0Bigt 8 THDHBB Ahique 21 aHAL AHReHURPAL bEA -Gl POMby-in 1115, Tt

rovi der network account (such as the EC2 cl oud

will bﬁg%wcéi?é@d Hhat eisrk nzue begkrentigBe-inshid 1 RaeWld pacentiguedito translate an
VRN o] Zo)VA 2 A t 0,,and . the Sungard,c]o
eSS SSEABRTKSSEEPURL 10, ORLALE SNBSSk

correspondi ng back-end plug-in 1115. It wll be

appr ecllat @dud fradwongsem hinsendiadds-ardtepbrisgchRsvad hppliance (such
coul d be conflqgéggato transl ate an i nternedi ate

as entqiRIhie Y AP B 1524 RSP GARMap S des (Fadils remeiscgateway nodes
120). $HEN 1R%1d evedyQeteh1i105 i8S lhg%*agé}ts?%Xre,sé/rftf/(?rrfhmware

1175 includes an énterprise gateway appliance (such as
generadpitoperpivse ayabbviayseaprel vidmd @rivd2 neamok veernt @ibjanewayk,

nod such as .re at eway nodes 1 Q&H Thus, the
comedtgite GRHE RS ayRhY 195 b SESOHES i o't vt accoun.
Once BONQE] frivafVai®ork has been established, the cloud gateway system 1175 functions
as the primary ingress and egress point for all network traffic traveling between the cloud
hypervisor 1100 and the cloud provider network accounts and associated enterprise virtual
machines 128. The cloud gateway system 1175 extends the enterprise network membrane

around the cloud provider network accounts and associated enterprise virtual machines 128,

providing a secure, high-quality, well-managed network connection between the cloud

13-
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generally operative to establish a secure virtua
private network over a public network, connecting the
W@ k@ads3Isyper vi sor 1100 to each uni que support eRCTUS909/048052
provi der network account. Once the virtual private
hyperyietnsystkmhd §0 Bedsmmmwbﬂ ickhddnfrastrectotecund noglktiegndy regysttem

1175 funct rimary ingress and egress point
infras i RGE LA 0T P PR RE BB woen ¢ he- ol oud
hyper vi sor 1100 and the cl oud provider network

ac c ounpsthantirags acF . ad, gpteak plidveea Biotk dagrmsm fesnd
The cl oud gat eway systen11175 extends th

CmbOmecéwﬁ deuddutrgioiser sETer 4480 ap aerrElanpe weh go 6“‘&?6%%?f the

te I
presed?rgl{c:\ﬁ?%%ls aﬂ%%&}cf%\@)?g?%g §g§%rgéu?0e %Lu%%ﬁ& gs%%db! hrvﬁé'i@ sor creation tool
1205, \mLAIPJ neElhagedngetohd? ), a@nypcawisboAPbeeﬂl/\mnlanhﬁ tool 1215 5, a routing tool

udh ryi stem nd conmerci al cl oud

IZZ)PH ?é@¥$§@¥ﬁ%g”§ﬁ tWﬁQ?ﬁggkﬁe renote infrastructure

appear to be |ocated on the enterprise network. Wth

r ef er engepde@ddhiperdidor LORIA 1S 1DOMRHhAQK kR 3GERAF, and/or

of a second enbodi ment of a cloud hypervisor system
firmwazqgnerhly epasdivtan @@tdb\h shreng ot eebopichenhypf vistrieinpaecse fituch as
p@eudo ﬂ\éﬁeg%sﬁrQnset:ﬁrrgﬁe% g?&c nd 1 er(}g? oolr ps%%%% yrgeg'vzl%glmstaqcfgs £3né enterprise
netw oh¢ Ba2eni H@gxmcvall 1520w t@olhl)me findlsdek hAkdlaeakdithdrangldadrifemware

tool 1215, a routing tool 1220, and a cloud APl cal
generglbyAperagve Briisteoior apdcervp Byprgisero Rl gle e b catesriisE skstems

i r
manabéagr%'gtr %’F%“‘gg gJF gt | éﬁ?gﬁs‘é‘g{xg@ﬁﬁgﬁ%ﬂﬁglﬁaﬁﬁ Rthd hLUBESpervisor
instangse Uthe hiyyrersyi APF callnstnaldes tios U2 msluﬂsselwﬂdm iy peftwiaso kand/or

- i nst ances 920) and t expose seu hyper vi.sor
firmwhne geneplig opegatiygdo érri{l PEF ?éveﬂg%\i}’?ﬁ@ﬁggl C%’Eémﬂﬁ‘lﬁe{{’&?qme
represlcmﬁ&wmh t0 Rlterhlifhid {é?{éé&%uh@ lod WRLRL to $h MR E}% intermediate

/or firmvare generally operative to listen for and
GCresm@teomeo Hypeuntuigstopl NQD dak Ircsﬂtsgrtoo by 2@ micdedss hgielware, software,

st ens nan (such ,as ente rise
andlor T e Be Py 154 et fuliuS il Saforh e
hyperViftstANGaR trafdl&idnyoer Vi1sas tMlomI tanskRtib®bol 0015, The cloud
1215 includes hardware, software, and/or firmnare
APT cqjeinemslatipy tashé? a inglidesphardwers| sfevare cailve Ay persgnerstly operative
te re t (such as
to warfle e I8 o SU IR 24t GRS RNPBT 0 et Che
|nterned|ate representations to the routing tool 1220.
The routing todlethib220r Machgicke € hdridianectusof t war e,
and/or firmware generally operative to route each

i nter i at tation .fromth ervi sor AP
el R R R g S It LR agrod 1300 for
manag‘iﬁ@é@ucﬁﬁﬂ HAfricRRt, ih2éRrdAie valhomdnMIdimd tlor iR sdet inOfhtion. The
tool 1225 includes hardware, software, and/or firmare
methogéﬁ@ sihulty increr B0D weitlt e establshaicat efrani antespmsdicaverk (such as
0. Met

enterpf% ﬁﬁ%ﬁﬁ@%}?}%g % S éj)g "l 1@} zrleatxsx toxfku gnt%dligsgtP s!”lewces (sucg as netw ohk end-user

devices 110) are connected to the enterprise network. In step 1315, an enterprise gateway

apphance (such as enterprise gateway appliance 112) is also connected to the enterprise network.
In step 1320, network service plug-ins (such as plug-ins 126) are connected to the enterprise

gateway appliance.
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Wth reference to FIG 13, there is shown a flowchart

of a nethod 1300 for managing cloud infrastructure, in
waewonsksmce with an enbodi nent of the present PCT/US2009/048052

i nvention. The nmethod 1300 starts in step 1305 with

t he eﬁﬂé@pu@ﬁﬁsmwceﬁfunérﬁ cstibliliseivegh %@P\%PW{‘%MW sip 1330, the
e R Gal L bl Rhas! B BPABR0e 1Bk 88k o sevey
nodes {sLOH aﬁ’feﬁxo(éogmfﬁa@fiyad)dttmlﬂ‘)eﬂ éﬂtcéwmirpreedﬂetwwmk I siep fl 85, the
1315, an entetgrlse gat ewa ppliance (s

remotegtarpiodes @%9( B BB ¥® cppp§etiogs i n‘{gﬁkﬁ BEPEL G oF

more Jl{ﬂl? l%l&,ﬁt'n? cﬂ% 5£theicnv1§tﬁ§lan§&?r@b 1NSIUNO Ete §RIEY LB Rl
ug-ins ug I ns are connected to the

machuesmt(arch ras Sﬂegmlsemwdbxppd:hlmdé%?} m tht eloud prBjdey nemﬁe uh’t step 1340,

s R PR Pe Th oRy F BB bR B, e
remotdSHEVWAYnIR!, AR dnferP RFudlRhLhiGHDt e gat eway nodes
(Ssuch"as renote gateway nodes 120) in the cloud
provi der network. In step 1335, the renote gateway
nodes losteadl st setstarainsdoyigges hesoiecniong descs 6e‘ﬁ’dc the
, nt n
ety B0 3t e 0E P B S Bl GRRE el 300 e o
step 13/65r tIﬂﬁJeref‘iB@ﬁ bkl cgdiaberaevent @ichus s@bile Bmd;lasier dedbd HE, then a
128) in the cloud provider netwo [ n st

‘ﬂmnt§éé%F@€Wﬂ¥?%%ﬁab¥1 S OBSHECRBIRET] V%%Phﬁﬁ?g d BéﬁﬂgéESthc
outsidk Q%{ 0t Qé\g&! ﬁ%oﬂ@éc%\eﬁx a?@ghé ﬁ‘&%rl@ hg sf$Mke, DRL&WAYrtual private
es, e enterprise virtual machines. In step

netwoil34 Bstabltshéd baeter the pedidsratihser dedveeanil sheammetrdzateyeyy nodes.
device outside the enterprise network. If there are no
out si nd- evices,, then the
pr oc eg]glss?et gl g?e%lug;é%getwlofk FEhgves argsta stgﬁécg an dss]ég Mce sr%)gmhc ser:ssmns
bctwcéi?ﬂﬁb GRiglinY 6MhRstcARDile @ nRAsHd $alcwd @ ipsiintO&)d tht henota Uateway
client access agent is enabled on the outside end-u

notes gregiteldishad. stleip sttasan be ng@t@% fo_[;gzggl plagdn. o lhsmnggod 1300 then ends.
end-user device is connected to a public network. In

step 1360. SR8 & MdhhHAlca®ld YR B1IRRIARL N S
est abl i shed -user device and

the renote gateway nodes. In step 1365, plug-in
netmorkhﬁeeﬂm@msuaFﬁ}§ﬂaﬁ&eﬂsahdmseﬂvwcbns@%tmfmed1400ﬂﬁ
sessj ons, bet i,ns capnect

comméwtc@}rﬁ;r\ln gléc ﬁwif éMnﬁp‘Bl ch(ﬁ cgmgmg e ekg %nt é)g tthe \A%esent invention.

The m@@fo@sl 4@(5 QafshAR] shgdwhdiaxiGidaR peaisdpsysi@peatrds & Oloud
each plug-in. The nmefhod 1300 then ends. Method for

hyper@emmusteo00nyl Ot IR0G) 6 wanmRetedunes evietise agtsioghcld st 1410. a
serviceF 13% (é% trﬁhsgg\fur% uqstﬂ% or 1?(1)& J° \é\ﬁ%{sk%cp {n tﬁe %h@ 9% d&é’i@& system. In

wth C acco I'h acco

step 13 3, RygtviesDQp ermithiods (sh&}ﬁa%ﬁhﬁﬁeﬁﬁ plugvlamt)(i):onr 1 I'Dhbaare connected to
met hod 1400 starts in step 1405, where a cl

the seiyjqedy Bbwe%&% Asld g presth figat- PB4 ve ?C%%? g#fj and
topolo%gt%%lr%écq 9| n) %l‘t%gg%riéﬁ%gqg g{ées%lﬂﬁ& 5. 3R st%ﬂtl g9 fhhS€end pl plug ins (such

as back-end plug-ins 915 or 1115) are connected to the service bus.

In step 1430, the hypervisor API emulators establish one or more pseudo-
hypervisor instances (such as pseudo-hypervisor instances 920 or 1120). In step 1435, the
pseudo-hypervisor instances are exposed to the enterprise network. In step 1440, a pseudo-

hypervisor instance receives a hypervisor API call (such as a hypervisor API call 925 or 1125)
-15-
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service bus (such as a service bus 910 or 1110) is
established in the cloud hypervisor system In step
wa2mw9/1535yper vi sor APl enul ators (such as front PERtiS2009/048052
plug-ins 905 or 1105) are connected to the service
from pyenterprisstyspnbir@iagaddittodnd sttp dits, drcbsphdighyrsvif@ tindtance routs
as web consol.e 940 and topol.ogy manager 945) are .
the ref SRR T8 A L OF el BT hnPS By AkbSmlpREewep 1450, the
hypePIsHBAPNEM§I81€ RradSaBaGK r&RH B |h5‘?6rlv‘ﬁ§l‘ RBPc AN indblahahtcRh &diate
connected to the service bus. In step 1430. the ‘
represepisEpy (sseh asnpreraadintgtaorspressneddion SRS onél By. Frostep 1455, the hypervisor

Vi ' uch gs pseudo- hyper vi .
API e?ﬁuz#grﬁgéécgg g‘fdﬁfggméi(ﬁ%%?é}:&%%néa ue)rg 03%54_%1*&%1%0 DUS. P Step li(?d’, the service
bus rqusaubomiypedidiesopresdnsitian ¢ thealp fropKRRIREk-t& HINE-in. In step 1465, the
ent%rptlse network. In step 1440,_a_pseudoh'£erV|sor
back-¢rlp a%wétr%@éwé%méerﬁvé@megr@fsenmoncam>|a O(I%LE% P faﬂ_éﬁﬂa(SUCh as a cloud
API cRIYDSH ¥i 5% AR Sﬁ%ﬁ’t 47098 Rud WE A &%ﬁ%@eﬁ ttﬁ 2111 G5Mbpiifte cloud account.

syst ens nmanage tool. In'step

In step$€TUld thehhppleend plig-in wstifickediceads bBthe RutdeddicuBdIn step 1472, the back-

, pervisor AP| call to the ropriate hypervisor API
end pBRF RS ri bl toab®scrt e DR el GuneuBE reieakgp. Instep
1473, haRs)iad B rbhiensitRE RisYIREL dIMB Y hs3 Bllo-ANerGidd:! 1h Qltc? 184 the pseudo-
internmedi ate representation (such as’internmediate an
hyperyisgirteanelatea theointegdsdiate rdir8&)itatibn restib podABs) a hjyervisor specific result

. r M, SOr, | emul at or..pl aces the internedi at .
code. JHBRD ST o Tp BB b LaF rREE Sl rornEi By Rene emerorise
systerSEmihagembitSosloutesmbihed ihenaedi ate representation to

the appropriate back-end plug-in. In step 1465, the

back- end g%ugﬁin transl ates the internedi ate ) '

r epr es &Pt KEsEINg drseripiion o ter mpferied lembedigeditsaf the pressid invention
is by \6\51 (ﬂcc%laﬁlp%%iyo fand S8 varldliofil SRy r}xégi?matg tx]l% of h}%%%oﬁlehcscribed

call is routed to an appropriate c oud account . I n
cmboditnepts 14T inetltode atvgoksibledn pikhigyfithe foerdofr gesachiigc €8s vafious

.h | oud I 1. 1 t 1472, the backend plug-i
enmol BEgF 2 ko PRt bR Py s
combinfd &Y b ALIE SR HESEN Lat .{}%@ of Hég@ﬁﬁ? bd ﬁtgl%zedt\wﬁcﬁ %rc\é{;zﬁjqe of
_ bus returns the result code tothe pseudo-hypervisor.
implemnpntgigehe 1aias fuvgops sy dotiyple huicsorCdmanshanes tehmplemented using

o pos AT SR PR S B BaPl g v, or
using hy@eow sohtes@RGEd @ SilidnaC@F8pdrsnt @hYERERst @ ohR&tions may be
. calling enterprise systens nmanagenent tool. The nethod
wired pEgessngedeTitéc. f breegioliadgmenss descpbedlrerein atdheot prtefidadrie e
b BE e i pvention s, by way of, .

exhan SORIHIRAS Ale drOSpPLESE R, AR AR 0 Badlo e hens

t he above-descri bed enbodi nents and nethods arc

possible in Iight of the foregoing teaching. The

vari ous enbodi nents set forth herein may be

i npl enmented utilizing hardware, software, or any

desi red conbi nation thereof. For that matter any type

of logic may be utilized which is capable of

i mpl enmenting the various functionality set forth

herei n. Conponents may be inplenented using a

programed general purpose digital conputer, using

application specific integrated circuits or

-16-



using a network of interconnected conventiona
conponents and circuits. Connections nay be wred

wWoReel1s35%4 nodem etc. The enbodi nents descri bRCT/H8I069/048052

are not intended to be exhaustive or limting. The

WHARAS E4 A IMEAY &Nt i on is linmited only by the foll ow ng

1.

10

b

clainms. WHAT IS CLAIMED |I'S: 1. A cloud gateway system

cgrm)(gdds(ia%aﬁ,gg?“gﬁtcggﬁgﬂsﬁg: gateway system | ocated in an

ent er pri se wor Kk conprising a software installer
configured to upload renote gateway software to a
c hoerderprisvgaderayrasieor kcaadintan dnhspasd netherkredodmprising
gateway software on a first virtual machine in the

cl oud provi der, net wo and a network services tool.

cont 1 gur ed 1 5 BUFaIRIBRr Eelih Rl BN RS vare 0
bet weegflotdprofiteLidiivoBCardiab a1 ¥ sérBdk ai@dwhheofiwairslon a first
virtual machine and to provide plug-in network

ser vi cestulauadhineria i dowbprpsienta Wodndnd renpt e

gateway system |l ocated in the cloud provider network

and conpri sj i.rt-ual [ .00 o ,
conf i gured | ARuBrR YT o ERIRGE ARERILAR VARl iyt nevwork
t he fiba&tvean the éaterprae hateeaganghtan apd trdirvt vitturd machiohianéto
in the cloud Provider,netmorg,.and a renote netmq{k

ser vi cRIVIIEHIUSCBHCHYRIF SB VS 8XERY TR EOPRIHSTE: an
conponents of the plug-in network services 2. A cloud

hy ReRME SREWSY SR kRARA iSiHRG10ud rE&¥id@ nef W @R an@B8mprising

pl ug-ins, each configured to establish a

pscudo- hypcrvi sor instance and to translate a__

hyper vi sor APrtughinpchireeinpedionyogltenpaeead i eabliply p sespre

I nst .ango%gleptbgl 13y eﬂttﬁeg HF? ln?{ug% ha8ifS! da’lelc drﬂj \{iﬁual machine in the
service bus configured to route an internedi ate

r epr es€ohdpiooilet petavoblaakd end plug-in; and a set of
back-end plug-ins each configured to translate an
internedi ate representation into a_.cl oyd API ca%l. 3.

A net hod f of "RHGBFHGHiesaeS He QEfiRwE it & ccridn by
CO”Dfl&hﬂ&th@b@ﬁ%&ﬂ&;h@ﬂ?&&kﬂéhﬁ&%y software from an
enterprise network to a cloud provider network;
installing the renpte gateway software on a first

virdlerdll hypeoiioneystam torepasiogid provi der net wor k;

a set of front-end plug-ins, each configured to establish a pscudo-hypervisor instance and

to translate a hypervisor API call received by the pscudo-hypervisor instance into an

intermediate representation;

and

a service bus configured to route an intermediate representation to a back-end plug-in:

a set of back-end plug-ins, each configured to translate an intermediate representation

into a cloud API call.

3. A method for managing cloud infrastructure, the method comprising:
uploading remote gateway software from an enterprise network to a cloud provider
network:

-17-
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establishing a virtual private network between the
enterprise network and the first virtual machi ne;
w@210ah5iszhi ng a secure connecti on between t he PCT/ES2009/048052
virtual machine and a second virtual machine in the .
cingakding thevemele SRR VAR ek BBt Y Irwg! BRULS 1# (fogifle provider
na“mﬁfrViC?S on the.first virtual machine. 4. A nethod for
comuni cating with cloud accounts, the nethod
conprising: establishing a pseudo-hypervisor instance
orstablisléng evjriaberivaet nowkrk wonédnghe cntgrprisenetwork and the first virtual
b seudo- hypervi sor instance to receive a hypervisor AP
maclis| | from an enterprise systens managenment tool on the
enterprise network; translating a received hypervisor
ARtabfiihg b BéQradbninBEtRIREI&hehd AR eRAl @hdhiR andoltettgl virtual
~the internedi ate representation to a back-end plug-in;
maching iarik¢ eloidhprovitier hefverknedd at e representations into a
clord APl call; and transmtting the cloud APl call to
a.cl I LAEL .a. cl oud
53%8%#%}9@?X#%%W%Q$%§@&§ng?%ﬁﬁ#Z?ﬁ?%P%%g%'conprising
the step of verifying successful execution of the
4. chandhdPlor cahiunBatiftheithretonddcafunts| tiemdéhod epmphistng:
conprising the step of reporting verification

R BGOSR PP Ps G S'th EfipREL herhBnd e
configuring the pseudo-hypervisor instance to receive a hypervisor API call from an

enterprise systems management tool on the enterprise network;
translating a received hypervisor API call into an intermediate representation;
routing the intermediate representation to a back-end plug-in;
translating the intermediate representations into a cloud API call; and

transmitting the cloud API call to a cloud provider network for delivery to a cloud

account.

5. The method of claim 4, further comprising the step of verifying successful execution of

the cloud API call.

6. The method of claim 5, further comprising the step of reporting verification information

concerning the cloud API call to the pseudo-hypervisor instance.
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