24 Sept enber 2004 DESCRI PTI ON STORAGE AREA DI VI DI NG METHORA4 BeptchRERT ABLE
DEVI CE 5 TECHNI CAL FI ELD The present invention relates to a data processing
nmet hod enabl i ng provision of a service of a plurality of 10 service
providers by using a solitary IC (integrated circuit) card and a system of
the same, a portable device, data processing apparatus and method of the
sane, and a program BACKGROUND ART 15 In the past, in an IC card system
an I C card carried by an individual has been recorded with various

personal information etc. and used fq&gg ' éhrough subway and train
turnstiles, controlling entry to and éﬁ?ﬁéﬁh omroons, etc. 20 As

opposed to this, as simlar kinds of card-shaped nedia, for exanple,
pre-paid cards, service cards issued by various stores, and user cards

' d by sof f ' . _Th ds, incl udi he 1C
cards, are 28 CRACD: BUGHI PIVICIEG HRAMOUOBPReHORBAELSCDRY FRe 24 Sept erber

2004 - 2 respective service providers (businesses) relating to the cards.

5

TECHNICAL FIELD
The present lnvention relates to a data processing
method enabling provision of a service of a plurality ofb

10 service providers by using a solitary IC (integrated
circuit) card and a system of the same, a portable
device, data'prqcessing'apparatus and method of the same,
and a program.

BACKGROUND ART

i5 In the past, in an IC card system, an IC card
carried by an individual has been recorded with various
personal information etc. and used for passing through
subway and train turncstiles, controlling entry to and
exiting from rooms, etc.

20 As opposed to this, as similar kinds of card-shaped
media, for example, pre-paid cards, service cards issued
by various stores, and user cards issued by software
manufacturers are in use.

These cards, including the IC éards, are

25 individually issued and supplied for use by the



Note that by nmaking it possible to give an IC card a capaéiSepteental2DOg it
to sufficient store information 5 relating to several services inits
built-in nenory, several businesses could share use of an IC card. In this
‘way, businesses which had issued cards up until now could reduce the |oad
In issuing cards and could secure a |arge>2nunber of users which are
difficult 10 to secure by individual businesses. On the users' side, by
enabling a reduction in the nunber of cards they carry and nanage, they
are relieved of the trouble of carrying and managing a |arge nunber of
cards. Wien anre€pegitdvis seirarice provdderal (busiimesses ) relistiny stavayhe
however, it becones necessary to deal with a variety of requests conpared
with a case of cemdshusi ness issuing an exclusive IC card. That is, sone
busi nesses mght desire the convenience of an IC card as if issued by
itself even when ushbgeshaaitn®yamak@ngaid wolslioleeto2ibusidie SxescaiM S8,
speci fic businesses mght not want to share an IC card. Furthernore, a

reduction of tBapheadyaknablanghaki i Sudei®end $202@ HEFHASIAd ol e
present invention was nmade in consideration with the above points and has

as an obj egt tPpeigefinkOthl Q¥vdPall3edvdded RMOGESS LA 1RO heatfhR System
of the sane, a 24 Septenber 2004 3 portable device, a data processing

apparatus and getled: BhstifesSa%E oo 3nArRIWAY S GPledlRR! ing with a

In this way, businesses which had issued cards up
until pow could reduce the load in issuing cards and
could secure a large number of users which are difficult

10 to secure by individual busilnesses. On the users’ side,
by enabling a reduction in the number of cards they carry
and manage, they are relieved of the trouble of carrying
and managing a large number of cards.

When an IC card i1s shared by several businesses in

15 this way, however, it becomes necessary to deal with a
variety of requests compared with a case of one business
issuing an exclusive IC card. That is, some businesses
might desire the convenience of an IC card as if issued
by itself even when using sharing an IC card with othef

20 businesses. Also, specific businesses might not want to
share an IC card. Furthermore, a reduction of the load at
the sharing side may also be requested.

The present invention was made in consideration with
the above points and has as an object thereof to provide

25 a data processing method and a system of the same, a



vari ety of demands including security aspects of a servié&Spplenibge2Ohen a
plurality of businesses share a single IC card. D SCLOSURE OF THE

| NVENTI ON To attain the above object, a data processing nethod of a first
aspect of the present invention conprises a data processing nmethod for
dividing a nenory area in an integrated circuit of a portable device

i ssued by a first service provider providing a first service using the
menory area, said jntegrated circuit storing nenory area division key data

and first ardBCTRaRAGeRBNECRey2daREE REPECTRIRT pRRes3 Wy Fad Hagthod
conprising the steps of: providing a first nodule data to the first
servi ce provi@&rthgafane; r apd ndddT @UHM aCaPRP by @hcisPpt Bag byl thea nenory
area division key data_ which is managed by a nenory area operation unit,
said first nmsaduletdadh feeands njnebedhno afeaunbiageseettkeyf aat a;
receiving a second nodul e data generated by the first service provider,
sai d second neeuvecdapnovedey weesryppbdrdyitheof ipysinessearshanamgenent
key data, said second nmodule data including the encrypted first nodule
data; providisagnghe Bdcegpfed second nodule data to the integrated
circuit; and dividing the nenory area 24 Septenber 2004 4 to a first nenory
area to be used foPISGROSUREBtOBETNE cCENVEITION first service provider and a
second nmenory area
To attain the above object, a data processing

method of a first aspect of the present invention

comprises a data processing method for dividing a memory

area in an integrated circuit of a portable device

issued by a first service provider providing a first

service using the memory area, said integrated circuit

storing memory area division key data and first area

management key data, sald data processing method

comprising the steps of: providing a first module data

to the first service provider, said first module data

being encrypted by the memory area division key data

which is managed by a memory area operation unit, said

first module data including second area management key

data; receiving a second module data generated by the

first service provider, said second module data being

encrypted by the first data area management key data,

said second module data including the encrypted first

module data; providing the encrypted second module data

to the integrated circuit; and dividing the memory area



to be used for a second service of a second service provi 8&Sgpeaibdr 2g8dbr y
area division being perforned in the integrated circuit by the steps of:
decrypting the second nodule data by using the first area managenent Kkey
data; decrypting the first nodule data ingthe decrypted second nodul e data
by using the nenory area division key data; and dividing the nenory area
by using the second area managenent key data obtained fromthe decryption
of the data. In the_ above first data processing nethod, the second nenory
area used fort8epvieEShbfMERRr¥edbAd Serbpcesedr 60r dehei Bisgktadryi¢er ned
condi tional on the second nodule being decrypted in the integrated circuit
and the integfatkd Eirehi sevptarnPrgvider seednd aeeanduns@erenirekey dat a.
At this tine, since the first module is encrypted by key data for
di vi di ng, theteoheensedf Loheaseeonddasenvinanafeaenecirey satrwui¢acl uded in
the second nodul e can be kept secret fromthe first service provider.
Therefore, theovidst, seavidceepopyi deeacdimosion| beingypgeherned ihe
second nodul e without the perm ssion of the nmenory area operation unit. 24
Sept enber 2004hé& Fotegeatefheisecdndopotnéestspenctypdedrpytingsthe area
managenent key data, and the first area managenent key data is kept secret
fromthe secosdcsedvicéupeodatdaerby using the first area management

key data; decrypting the first module data in the

decrypted second module data by using the memory area

division key data; and dividing the memory area by using

the second area management key data obtained from the

decryption of the data.

In the above first data processing method, the

second memory area used for service of the second service

provider is suitably formed conditional on the second

module being decrypted in the integrated circuit and the

integrated circuit obtaining the second area management

key data.

At this time, since the first module is encrypted by

key data for dividing, the content of the second area

management key data included in the second module can be

kept secret from the first service provider. Therefore,

the first service provider canncot illicitly generate the

second module without the permission of the memory area

operation unit.



Therefore, the nenory area operation unit cannot illicitB4Sgpeaibat 2064
second nodul e without perm ssion fromthe first service provider. Nanely,
since the second nodul e cannot be generated w thout using both the first
managenent key data and key data for diwyding, the integrated circuit
cannot obtain second area managenent key data necessary for generating
the second nenory area. Further, since both of the key data for dividing
and the first area managenent key data are kept secret from the second

service provider, ¥HetRetontl@ et griiteris hfioPtRthdmatel s Second
nmodul e. Due to this, insofar as the first_service provider, nenory area
operati on uni 3% SR TPRIGYPRLS FGY (&R o\ARferthe of i3t \A1e% RANAIERRAE or m
processing, the second nmenory area is not fornmed in the integrated
circuit, so aK®¥ girtasdeuliepf carreb Feamni Hedl seumtharertilfe ®aoyigescessi ng
met hod of the first aspect of the present invention preferably has the

i ntegrated. cTreweforevitdes thememnmsearezeytion il regannagtenory ar ea
wherein at |east one of a wite operation of data and a rewite operation
of data is authbré¢kely 20erSespa earbers 00 gnednd: twiditxubrperyeisfiahe first
area managenent key data and the second nenory area wherein at |east one
of a wite opermtilnn Dirsiatsemanitca pwwider operation of data

Namely, since the second module cannot be generated
without using both the first management key data and key
data for dividing, the integrated circuit cannot obtain
second area management key data necessary for generating
the second memory area.

Further, since both of the key data for dividing and
the first area management key data are kept secret from
the second service provider, the second service provider
cannct generate a second module.

Due to thig, ingofar as the first service provider,
memory area operation unit, and second service provider
suitably tie up to perform processing, the second memory
area i1s not formed in the integrated circuit, so a high
security can be realized.

Further, the data processing method of the first
aspect of the present invention preferably has the
integrated circuit divide the memory area into the first

memory area wherein at least one of a write operation of

data and a rewrite operation of data is authorized



is authorized conditional on use of the second area nmanagéReptentey20@a. A
data processing nethod of a second aspect of the present invention for
dividing a nenory area in an integrated circuit of a portable device
issued by a first service provider provigling a first service using the
menory area, said integrated circuit storing nenory area division key
data, first systemkey data, and first area managenent key data, said data
processi ng nethod, conprising the steps of: providing a first nodul e data

to the first SeRJLEECPROVPAHSEsaf dther Eirfboarea JarRaogaeny kacrgptad by
the menory area division key data which is managed by nenory area
oper ation uni 82dshhg SereRd WeHErE dhea Vherednngt sbeand eyste key data
and second area managenent key data; receiving a second nodule data
gener at ed by vhete|preraereilcet pdava dend asuedr seeorpenadive dbtdabai ng
encrypted by the first area management key data, said second nodul e data
i ncl udi ng t helgnaryberdzédrsondbdubratiata wed df vile oneconddatéan
i nformation which indicate the condition for dividing the nmenory data;
provi di ng t henaneggperd segod@tanodul e data to the integrated circuit;
di viding the 24 Septenber 2004 - 7 nenory area into a first nenory area to
be used for the fArdatsepvocesoingheethodtosesvieeopd ovspert avfl shsecond
menory data to be used for a second service of a second

present invention for dividing a memory area in an

integrated circuit of a portable device issued by a

first service provider providing a first service using

the memory area, said integrated circuit storing memory

area division key data, first system key data, and first

area management key data, said data processing method

comprising the steps of: providing a first module data

to the first service provider, said first module data

being encrypted by the memory area division key data

which is managed by memory area operation unit, said

first module data including second system key data and

second area management key data; receiving a second

module data generated by the first service provider,

said second module data being encrypted by the first

area management key data, said second module data

including the encrypted first module data and division

condition information which indicate the condition for

dividing the memory data; providing the encrypted second

module data to the integrated circuit; dividing the



service provider, said nenory area division being perforngdSeptettrer 2004
integrated circuit by the steps of: decrypting the second nodul e data by
using the first area mnmanagenent key data; decrypting the first nodul e data
in the decrypted second nodul e data by_uging the nenory area division key
data; and dividing the nenory area by wusing the second system key dat a,
the second area nanagenent key data, and the division condition
information obtained fromthe decryption of the data. A third aspect of the
present i nverfBEBALY oRHPTE sERTRA 2 nkiFod BINPENRF IR O neotsedrier i Hhean
integrated circuit of a portable device issued by a first service
provi der providfsly 2e¥vice @brihecfimshgserel pemrgviderandai dcesendr at ed
circuit storing nmenory area division key data and a first area managenent
key data, sdhemeeyhhdateomprisiugpd Hostepsahd meowiidiengfa of isestondrodul e
data to the first service provider froma nmenory area operation unit, said
first nodul e sletrel dei pyoveder ypsadd byerndrey nenes ydiv sai i Vibsimn key dat a
which is managed by a nmenory area operation unit, said first nodule data
i ncl udi ng secoedft @read nam ageeeit t &eya dad acirquidyildy ntha sesendfmdul e dat a
generated to the nenory 24 Septenber 2004 8 area operation unit, said
second nodul edelatgp behdgothe nesyqpic dndiulteheaftiar by aséagmahageiest deeaa dat a,
said second nodul e data including the encrypted first nodul e

management key data; decrypting the first module data in

the decrypted second module data by using the memory
area division key data; and dividing the memory area by
using the second system key data, the second area
management key data, and the division condition
information obtained from the decryption of the data.

A third aspect of the present invention comprises a
method of managing a memory area in an integrated
circuit of a portable device issued by a first service
provider providing a first service using the memory
area, said integrated circuit storing memory area
division key data and a first area management key data,
said method comprising the steps of: providing a first
module data to the first service provider from a memory
area operation unit, said first module data being
encrypted by the memory area division key data which is
managed by a memory area operation unit, said first
module data including second area management key data;

providing a second module data generated to the memory



data; providing the encrypted second nodule data to the RhSegieated2@04 cuit
under the control of the nenory area operation unit; and dividing the
menory area into a first nmenory area to be used for the first service of
the first service provider and a second nenory area to be used for a
second service of a second service provider, said nmenory area division
being performed in the integrated circuit by the steps of: decrypting the
second nodul e data by using the first_area managenent key data; decrypting
the first nmoddF83daPar#hlPhetnecr §ptedSSERBAIID LS e33R LB Usi ng t he
menory area division_key data;, and dividing the nenory area by using the
second area nERGHERERE REythat 5iHHE AR m@%%ﬁ?mﬁptd%%Yy%%?%n $1dhe data.
A portabl e device cco&d'ng to a_forr%h aspect of the_ present invention is
2 portabl o deVFEERArTOTH Bgiatadi BF FRTHRS (Sks FRFrYPYFF ohiket VIRGHHR ovi der
providing a first service, m@erein@the inte r@ted c'rcq%t copprises: a
memory for stOFFAg menmoPyO%HEEY dF T sTRT KRSt S Rt S 125 nedhagenent

key data, sajd nenpry area division k data bein naged by a nenory

area operatio hﬁn?gg?%?aﬁ?€iﬂ?ﬁ@u%Eéu%i%ﬁrgh%r%%pEgoggﬁgéﬁﬁéﬁxﬁﬁﬁﬁy9 into a

first menory area for first ser%%qﬁ.prgvider and a second nenory area
i gV H

t
for a second %5?3i%%65?€§?%e?n15i0@? T8 o JEFTP TR 2%F | HpR Freans

for inpu“ingfirst memory area to be used for the first service of
the first service provider and a second memory area to
be used for a second service of a second service
provider, said memory area division being performed in
the integrated circuit by the steps of: decrypting the
second module data by using the first area management
key data; decrypting the first module data in the
decrypted second module data by using the memory area
division key data; and dividing the memory area by using
the second area managemeni key data obtained from the
decryption of the data. |

A portable device according to a fourth aspect of

the present invention is a portable device an
integrated circuit used for a first service provider
providing a first service, wherein the integrated
circuit comprises: a memory for storing memory area
division key data and first area management key data,
said memory area division key data being managed by a

memory area operation unit for dividing the memory area



a nodul e data including second area managenent key data Z&Sepnipgr 20t
menory operation unit, said nodule data being encrypted by using the
menory area division key data and further encrypted by using the first
area managenent key data; a processing ngans for decrypting the input
nodul e data by using the nenory area division key data and the first area
managenent key data; dividing a nenory area of the nmenory into a first
menory area and a second nenory area by using the second area nmanagement
key data in thHet@edr{prel Houerye @¥uea, fTandthe | BiFsly Lrvse PF@aleper ati on
to the first nenory area or the second nenory area by using first and
second area #WARageheptlfcyeHary, a¥espber @l yecFud thrrvice darevidetessi ng
apparatus according to a fifth aspect of the present invention is a data
processi ng appapaidsngor peocedsieygvioet han Wyt makine fdeviovpubetnges
capabl e providing a second service of a second service provider by
di vi di ng a meaongdwreaddts cireclydinygt grmmdy saceambopgamnént skegedatixe
provi der and a second nenory area in an integrated circuit of in portable
devi ce after sasweddryt aiile mawirye chasaliéen undsuedaly tmbdufler shtservi ce
provi der, and said 24 Septenber 2004 - 10 - integrated circuit being
storing a nenbeinareacdyyvtsddoy keingatlae memnsysy earend®i Figidwlaady fying the
first service provider, and first area managenent key data

data and further encrypted by using the first area

management key data; a processing means for decrypting
the input module data by using the memory area division
key data and the first area management key data; dividing
a memory area of the memory into a first memory area and
a second memory area by using the second area management
key data in the decrypted module data, and allowing a
write/read operation to the first memory area or the
second memory area by using first and second area
management key data, respectively.

Further, a data processing apparatus according
to a fifth aspect of the present invention is a data
processing apparatus for processing so that a portable
device becomes capable providing a second service of a
second service provider by dividing a memory area into a
first memory area for a first service provider and a
second memory area in an integrated circuit of in
portable device after said portable device has been

issued by the first service provider, and said



which is authorized to performa wite/rewite operation 24 Septembael@idy
area, said apparatus conprising: a nenory mneans storing rejection

i nformation specifying a service provider which can provide service by the
sanme integrated circuit indicated by thegfiLrst and second service

provi ders; a processing neans for encrypting a first nodule data including
second nmanagenent key data by using the key nenory area division data; an
i nput/output peans for outputting the encrypted first nodul e data to the
first servicePFeoraerd FEEERYT LT | $ipRf12Y s CBAICTRORIe® Y hsior! udi ng
the encrypted first nodule data encrypted, by the first service provider by
using the fir¥eYaresd naAndyeheht CReS g%?a}d%%ﬁlgﬂ%%%t¥@%gf%%%tsecond nodul e
data to a nenory area divjsion apparatus for dividing the nepory area
under control SBFViHe BECHH Eer@@@ebe%Qi%Eﬁa BRFeR kb e menor y
area of the integrated circujt _can q%agsed by the fecond service%frovider;
and wherein ¥BIGR pFO LS ARANEC R AR T LR AT Y EhFR B Pdde

li st indicatig tﬂe s%$ten1code assjgned to the first. service provider

whi ch can probf dE"S YL B The SR 2RRRERTEE ccPTRT LI 1Y as? tTHMYet ond

service provider based on 1t ectiopn information;, and said i nput/output

he rej .
means 24 SeptBRBEF DHOGILY ST QT PR LRI ST ¥ SR FY K9 13 FOVER it to

gggoggrﬁéytOaéfgvgag£S%gfdﬁpggﬂq%fg%i é”éé%%fcgi5§§Eﬁepggggsfﬁggg§£8§§atUS

circuit indicated by the first and second service
providers; a processing means for encrypting a first
module data including second management key data by using
the key memory area division data; an input/output means
for outputting the encrypted first module data to the
first service provider, receiving as input a second module
data including the encrypted first module data encrypted
by the first service provider by using the first area
management key data, and outputting the second module
data to a memory area division apparatus for dividing the
memory area under control of the second service provider
s0 that the second memory area of the integrated circuit
can be used by the second service provider; and wherein
saild processing means generates a registerable system code
list indicating the system code assigned to the first
service provider which can provide service by the same
integrated circuit as the second service provider based on

the rejection information; and said input/output means



si xth aspect of the present invention is a data processi afSapjeabat 2804 or
processing so that a portable device nounting an integrated circuit
storing distribution key data, a systemcode for identifying a first
service provider, and first area nmanagengnat _key data which is authorized
to performat |east one of a wite operation of data to a nenory area of
said integrated circuit and a rewite operation of data to the nenory
area conditional on the use of the first area nmpnagenent key data nakes a
second servi c@MREVE dete FHRAUECLCs &S FcEOUBTARL Partt dfo iy BBy ar ea
of said integrated cjrcuit when issued by a first service provider

provi ding a fiFe}? EEFAFiQR FOPRFEESd nemory area, wherein the apparatus
has a nmenory neans i nput/out put nmeans, and processing nmeans; the nmenory
means stores a modiWEERAE| (R FYLR RBPTEEF HAT NMPRYEHER AKeYTFRS FQsted by
a menory area operation unit for managing processing of the data
processi ng apperel udsReet @hcFyPtRECHYNE hEnYieRbE9n atea@ opek&ti on unit by
using the key data for dividing and a registerable system code |i st

i ndi cati ng tHerRyS$aRE PRI tfen maociessingepei Ebat pr awwtedbMhi ch can
provide service by the sanme integrated 24 Septenber 2004 - 12 circuit as
the second sed§Yiec prowieny amelphpordoed ptircuransteetedves as input the

system code fromthe integrated circuit; and the processi ng nmeans outputs
t he distribution key data, a system code for identifying a

first service provider, and first area management key
data which is authorized to perform at least one of a
write operation of data to a memory area of said
integrated circuit and a rewrite operation of data to the
memory area conditional on the use of the first area
management key data makes a second service provider
provide a service using part of said memory area of said
integrated circuit when issued by a first service
provider providing a first service using said memory
area, wherein the apparatus has a memory means,
input/output means, and processing means; the memory
means stores a module including second area management
key data issued by a memory area operation unit for
managing processing of the data processing apparatus and
encrypted by the memory area operation unit by using the
key data for dividing and a registerable system code list
indicating the system code added to the first service

provider which can provide service by the same integrated



nmodul e to the integrated circuit via the input/output neahSepieeber 2094idges
that the input systemcode is indicated in the registerable system code
list. Further, a data processing apparatus according to a seventh aspect
of the present invention is a data pracggsiing apparatus for perform ng
processing to wite file data in a second nenory area of an integrated
circuit having a first nenory area wherein at |east one of a wite
operation and rewite operation of file data used for_ providing a first
service i s auFhbFP2Ed2scbhai FPEARE BATVSESOPTPVideTr ar BRe nbRBgbARREPRBY dat a
and a second nmenory area wherein at |east one of a wite operation and
rewite operalPPBRSoFefpiEedata tBRALf BRe pyoveMi agda ErednthService is
authorized conditional on use of second area managenment key data,
conprising a 1RERBEPLAREaAZTSUSEF ngnehihe Breacpahageneans davbpunsd theée key
data which is issued by the second service provider, used at the tine of
writing the finpdudiat ot bhe inhtedranedocyrauned, vaadteaciypuedobypthe third
area nmanagenment key data when a plurality of third nenory areas are
defined in thwegsagsowdenenbr yudges, thatr theeiopyt swsbgeneodekey data used
for performng at |east one of a 24 Septenber 2004 - 13 wite operation of
data to a thiiddireabeg anethandegistemnble spstani oodeflilata in the third
menory area is defined for each of the plurality of third nenory areas,
Further, a data processing apparatus according to a

seventh aspect of the present invention is a data
processing apparatus for performing processing to write
file data in a second memory area of an integrated
circuit having a first memory area wherein at least one
of a write operation and rewrite operation of file data
used for providing a first service is authorized
conditional on use of first area management key data and
a second memory area wherein at least one of a write
operation and rewrite operation of file data used for
providing a second service is authorized conditional on
use of second area management key data, comprising a
memory means storing third area management data and file
key data which is issued by the second service provider,
used at the time of writing the file data to a third
memory area, and encrypted by the third area management
key data when a plurality of third memory areas are
defined in the second memory area, third memory

management key data used for performing at least one of a



and said integrated circuit stores said third area nanagéhSapterdprddddh; an
out put nmeans for outputting the encrypted file key data to the integrated
circuit; and a witing neans for witing file data to be used for

provi ding the second service to the second oenory area of the integrated
circuit by using the file key data. Further, a nethod according to a eighth
aspect of the present invention providing first and second services by
using data stored in a menory area in an integrated circuit of a portable
devi ce, sai d WelROORYAPEI AR gL tFrta skepy Prird Jaenery taedpandi e devi ce
including an integrated circuit for storing nenory area division key data
and first areaewahiogepera kg daf datagesthagtic graraszeapet at i on
unit managing the nenory area division key data to divide the nenory area
into a first detimey Evrasecackeebntheapbinebi e, o aihfi ri menomy earead vi di ng
bei ng perfornmed by decrypting a nodule data encrypted by the nenory area
di vi si on key @ad asahd iheegfited arrauhmrsigenemtskisy tdatad mresing t he
first area nmanagenent key data and the nenory area division key data in

t he i ntegrat ethwageuent tioey hdnisby amabhiepun RdarBe pf@nbert@ 00t ng lizhe provi de
the first and second services to a portable device holder. Further, a

pr ogr am accorehayhioednt il e et dry adpect tof thé hentpe@sendd iaiveniiton 4l &
program for maki ng a conputer

writing means for writing file data to be used for
providing the second service to the second memory area of
the integrated circuit by using the file key data.
Further, a method according to a eighth aspect of the
present invention providing first and second services by
using data stored in a memory area in an integrated
circuit of a portable device, said method comprising the
steps of: issuing the portable device including an
integrated circuit for storing memory area division key
data and first area management key data; requesting a
memory area operation unit managing the memory area
division key data to divide the memory area into a first
memory area a second memory area, sald memory area
dividing being performed by decrypting a module data
encrypted by the memory area division key data and the
first area management key data by using the first area
management key data and the memory area division key

data in the integrated circuit to thereby enable to



execute processing so that a portable device nounting an 24 Reeighieed004
circuit storing key data for dividing, a systemcode for identifying a
first service provider, and first area managenent key data which is
authorized to performat |east one of _ajwite operation of data to a
menory area of said integrated circuit and a rewite operation of data to
the menory area conditional on the use of the first area nmanagenent key
data nakes a secon service provider provide a service usi n%fart of said

menory area OPTS%idSi hRBgFafal ¢ ctREoRhetereseRs BY & Pert@plaervice

provi der providin first service using said nenory area, conprising
maki ng t he coﬁlarﬁﬂf‘g?a]%QLé@fe a routine for receiving as input the system
code from the integrated circuit; a routine for referring to a

regi sterabl e syst efWEDDRT | i 3tPT P ¥Rt FAPIRES ST eif oty 38Rt 2he
first service provider which can provide a service by the sane integrated
circuit as theRScRPRCNEIITRRIPIBOVIE? RFRETUHGE PG MR MEr2 t HRIPWHERE

system code is indicated in the registerable systemcode list; and a
routine for OB¥PEEESBreeetHENY rﬁ‘ég‘%ﬁ”‘edﬁ RoEtalle dermhis aoyet ey it second
area managenent data issued by a 24 Septenber 2004 - 15 nenory area
oper ati on uni INhegERFRY ekeewtt ortofindickeyrdrfrant ahdentdipged by t he
menory area operation unit by using the key data for dividing and further
encrypted bysysken|¢ade skoyi c@eprbiydey dyfimssngsetel ¢¢ rstoarder,
and first area management key data which is authorized
to perform at least one of a write operation of data to
a memory area of said integrated circuilt and a rewrite
operation of data to the memory area conditional on the
use of the first area management key data makes a second
service provider provide a service using part of said
memory area of saild integrated circuit when issued by a
first sexrvice provider providing a first service using
said memory area, comprising making the computer execute
a routine for receiving as input the system code from
the integrated circult; a routine for referring to a
registerable system code list indicating the system code
given to the first service provider which can provide a
service by the same integrated circuit as the second
service provider and judging whether the input system
code is indicated in the registerable system code list;

and a routine for outputting to the integrated circuit a

module including second area management data issued by a



managenent key data when judging that the input system céHgepiembgazelst ed
in the registerable systemcode list. Further, a data processing nethod
according to a tenth aspect of the present invention is a data processing
met hod for processing so that a portablejsdevice nmounting an integrated
circuit storing distribution key data, a systemcode for identifying a
first service provider, and first area managenent key data which is
authorized to performat |east one of a wite operation of data to a
menory area OFCBATY 2THAE cQPRfREI R rienl t BRI ReVeTeeubpber 2% oF®f data to
the menory area conditional on the use of the first area nmanagenent key
dat a nakes a BEeOHYN SR | eRCHYRYVEdPY ProviieRonyY sa¥9d cedelsi higopainibf said
menory area of said integrated circuit when issued by a first service
provi der provhdiwgingfihstkerrdate for ndlvhdingremnd yfuatieer eorqyptedg a
routine of inputting the systemcode fromthe integrated circuit; a
routi ne of refberthagfiosa sergice pudvedeyshemsone thetfins cateag t he
system code given to the first service provider which can provide service
by the sane imdeggatedt ckeyuildtaswhde Hedohdy 24hBeptieabenp@00dys t&b
service provider and judgi ng whether the input system code is indicated in
t he regi st er abbéesyst andteaeed | it ; thande@i ¢ oattdalvbe ofyotdmputddeagliott he
integrated circuit a nodul e including second area nanagenent data issued
by a Further, a data processing method according to a

tenth aspect of the present invention is a data
procegsing method for processing so that a portable
device mounting an integrated circuit storing
distribution key data, a system code for identifying a
first service provider, and first area management key
data which is authorized to perform at least one of a
write operation of data to a memory area of said
integrated circuit and a rewrite operation of data to
the memory area conditional on the use of the first area
management key data makes a second service providexr
provide a service using part of said memory area of said
integrated circuit when issued by a first service
provider providing a first service using said memory
area, comprising a routine of inputting the system code
from the integrated circuit; a routine of referring to a
registerable system code list indicating the system code
given to the first service provider which can provide

service by the same integrated circuit as the second



menory area operation unit managi ng execution of the pro%?§ﬁ?@ﬁ@eéggybpted
by the nenory area operation unit by using the key data for dividing and
further encrypted by the first service provider by using the first area
managenent key data when it judges that flge_i nput system code is indicated
in the registerable systemcode list. Further, a program according to a

el eventh aspect of the present invention is a programfor nmaking a
conputer execute processing for witing file data to a second nenory area
of an integraf@EVEFRCRFPVAASr ngnd I Rdging neherhenr ehe whepet nsustemast one
of a wite operation and rewite operation of file data used for providing
a first servfedejssaimfioriized tonthei vealsberake otyitentcedeal istanagenent
key data and a second nenory area wherein at |east one of a wite

oper ati on andanéwhi reubpeeatfooubputtine tatehestotégrapedvitdiragia gecond
service is authorized conditional on use of second area managenment key
data, conpri siagubekingltfingospoted axesunanagement i detofissweditlbyng to
the integrated circuit file key data which is issued by a second service
provi der, usedematythaecti opendtivntunygt thenddgirgdatachlentdt richeenory 24
Sept enber 2004 - 17 area, and encrypted by a third area nmanagenent data
when a pluraprdyrah &hidrdnoepptydabeasharreetefy ne&ted nopdea t 5@t omgi renor y
area, a third nenory managenent key data wused for perform ng at |east one
of a wite oppyatisNgothe key data for dividing and further encrypted

by the first service provider by using the first area
management key data when it judges that the input system
code ig indicated in the registerable system code list.
Further, a program according to a eleventh aspect of
the present invention is a program for making a computer
execute procegging for writing file data to a second
memory area of an integrated circuit having a first
memory area wherein at least one of a write operation and
rewrite operation of file data used for providing a first
service is authorized conditional on use of first area
management key data and a second memory area wherein at
least one of a write operation and rewrite operation of
file data used for providing a second service is
authorized conditional on use of second area management
key data, comprising making the computer execute a
routine of outputting to the integrated circuit file key
data which is issued by a second service provider, used

at the time of writing the file data in a third memory



data to a third nenory area and a rewite operation of d4t §ePiEMPRE20%4 r g
menory area is defined for each of the plurality of third nenory areas,
and the integrated circuit stores the third area managenent key data and a
routine of witing file data used for prqwiding the second service in the
second nmenory area of the integrated circuit by using the file key data.
Further, a data processing nethod according to an twelfth aspect of the
present invention is a data processing nethod for perform ng processing
for witing @Fe2 daR@ €RCEYRERGNDY nenbRyrdrabedfnapayenen acg@aa wherui t
having a first rrermri/ area wherein at least one of a wite operation and
rewite opera®ibhubdlityeofathirdseemdny areas ding defined berthee is
authorized conditional on use of first area nanagenent key data and a
second nmenor ysateadwhereiy ared eadt tipined ofemoxy i nanageeent i loey atmtaewr it e
operation of file data used for providing a second service is authorized
condi ti onal owsedsEonfpsefondiag cat nbergeneme &Bya det bt e capgratsiony af
routine of outputting to the integrated circuit file key data which is
i ssued by a sésobadtsesvikerdrosmaey, avsedazd Sepdenbes QOOdatidB ot the
time of witing the file data in a third nenory area, and encrypted by a
third area nadagentnt tidat eéhivh@memopy uiadat s oflefhhed PENosyclarenstias e
defined in the second nenory area, a third nmenory nmanagenent key data
plurality of third memory areas, and the integrated

circuit stores the third area management key data and a
routine of writing £file data used for providing the
second service in the second memory area of the
integrated circuit by using the file key data.

Further, a data processing method according to an
twelfth aspect of the present invention is a data
processing method for performing processing for writing
file data to a second memory area of an integrated
circuit having a first memory area wherein at least one
of a write operation and rewrite operation of file data
used for providing a first service is authorized
conditional on use of first area management key data and
a second memory area wherein at least one of a write
operation and rewrite operation of file data used for
providing a second service is authorized conditional on
use of second area management key data, comprising a
routine of outputting to the integrated circuit file key

data which is issued by a second service provider, used



used for performing at |east one of a wite operation of 2H3eeMEeL2994 rd
menory area and a rewite operation of data in the third nenory area is
defined for each of the plurality of third nmenory areas, and the
integrated circuit stores the third aceggmanagenent key data and a
routine of witing file data used for providing the second service in the
second nenory area of the integrated circuit by using the file key data.
BRI EF DESCRI PTION OF THE DRAWNGS FIG 1 is a_view of the overal
configurati onrfte EbRenMmt &t} oHg yshent ke datidglt ¢ dihierfb gt of the

present invention in a first enbodinent; FIG 2 is a block diagramof the
functions of @a¥edC 22d SpeEesd 2004 -thord cafep JHEWUSHEIR Gatla ien 3 i s
a view for explaining data stored in a menory of the IC card shown in FIG
2 after issuancelysaligy | diidd generyandedefdre &pummd dm phecessi ng by a
S card nenory area operator 22; FIG 4 is a block diagramof the functions
of an i ssuerseormmdmentivreagparattisidd sy imerEigenant G ddda s a
bl ock di agram of the functions of an operator communi cation apparatus 11
shown in Fl Guded Adr B fdEnisich dil delesdi ageaofod whetd unmtradrisrofofa
menory area division apparatus shown in FIG 1; FIG 7 is a block diagram
of the functidmsa dfo an third memory area and a rewrite operation of

data in the third memory area is defined for each of the

plurality of third memory areas, and the integrated

circuit stores the third area management key data and a

routine of writing file data used for providing the

gsecond service in the second memory area of the

integrated circuit by using the file key data.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a view of the overall configuration of a
communication system according to an embodiment of the
present invention in a first embodiment;

FIG. 2 is a block diagram of the functions of an IC



operation file fegistration apparatus shown in FIG 1; FRMESe@eimben2004
flowhart for explaining an outline of 15 an overall operation of the
conmmruni cation systemshown in FIG 1; FIG 9 is a flowhart for explaining

package data generation processing of step STl shown in FIG 8§;

FIG 10A -

FIG 10B, and FIG 10OC are views for 20 exp®atni ng package data Pf and P1;
FIG 11 is a flowhart for explaining delivery and setting of a nenory
area division apparatus at step ST2 shown in FIG 8; FIG 12 is a view
for explaining first issued data; 25 FIG 13 is a flowhart for explaining
what foll ows 2gasdpsbaWer 1R0B4G- 20 fromthe setting of the nenory area
di.vi sion apparatus 14 at step ST3 shown in FIG 8; FIG 14A is a view for

expl ai ning an area E&@e &cdei & viiew feguesplainingG datB istoxred eéwm faor
expl ai ning an apparatus code list; FIG 14Cis a view for explaining an
ar ea managenennemgogeoki the ECGocatBAshewa ineWIGOr 2enfitemiisgumnce by

regi sterabl e
regi stration

5

10

15

20

25

10 systemcode list; FIG 15B is a view for explaining area

gerICseapd dlek@er and before operation processing by a
card memory area operator 22;

FIG. 4 is a block diagram of the functions of an
issuer communication apparatus 11 shown in FIG. 1;

FIG. 5 is a block diagram of the functions of an
operator communicatlon apparatus 11 shown in FIG. 1:

FIG. 6 is a block diagram of the functions of a
memory area division apparatus shown in FIG. 1;

FIG. 7 is a block diagram of the functions of an
operation file registration apparatus shown in FIG. 1;

FIG. 8 is a flowchart for explaining an outline of
an overall operation of the communication system shownrin
FIG. 1;

FIG. 9 is a flowchart for explalning package data
generation pfocessing of step ST1 shown in FIG. 8;

FIG. 10A, FIG. 10B, and FIG. 10C are views for
explalining package data Pf and Pj:

FIG. 11 1s a flowchart for explaining delivery and
setting of a memory area division apparatus at step ST2
shown in FIG. 8;

FIG. 12 is a view for explaining first issued data:

FIG. 13 is a flowchart for explaining what follows



FIG 16 is a view for explaining data stored in the neno§Septermber aedrbry
area division apparatus after 15 conpleting step ST3 shown in FIG 8; FIG
17 is a view for explaining what follows the setting of an operation file
registration apparatus at step ST4 shown in FIG 8, FIG 18 is a view for
explaining data stored in the 20 operatiompfile registration apparatus
after conpleting step ST4 shown in FIG 8; FIG 19A and FIG 19B are views
for explaining file registration perm ssion data; FIG 20 is a flowhart
for explaining nenory area 25 division processing of the I1C card by the
menory ar ea 24f£Sept thbese2@@dg- o] thed memsirgn aajepa ddivis ijoey fappmrhtais SL€p
ST5 shown in FIG 8, FIG 21 is a flowhart continued fromFI G 20; FIG
22 is a view fat sxppasmBnghawat aheFabtew; dividing the nenory area of the
ICcard; 5 FIG 23 is a viewfor explaining a state after defining an area

"AREA" in the menoryrerea4af ikha bCewC@bd ekb®aiAdnigS ot WrdW f¥aeeXxpl ai ning
registration processing of file data to the IC card by the operation 10

file registratiggudgpaishusegaekermed at step ST6 shown in FIG 8, FIG 25
is a view for explaining the nenory area of

5 FIG. 14B is a view for explalning an apparatus code
}ist;
FIG. 14C is a view for explaining an area management
code list:
FIG. 15A 158 a view for explaining a registerable
10 system code list;
FIG. 15B 1s a view for explalning area registration
prermission data;
FIG. 16 is a view for explaining data stored in the
memory of the memory area division apparatus after
15 completing step ST3 shown in FIG. 8;
FIG. 17 1s a view for explaining what follows the
setting of an operation file registration apparatus at
~ step ST4 shown in FIG. 8}
FIG. 18 is a view for explaining data stored in the
20 operation file registration apparatus after completing
step ST4 shown in FIG. 8:
FIG. 19A and FIG. 19B are views for explaining file
registration permissibn data;
FIG. 20 1s a flowchart for explaining memory area

25 division processing of the IC card by the memory area



the 1C card after the registration of the file data; FI G4 8eplegbar BiQsck

di agram for explaining division 15 of a nenory space in an | C card system
explained with reference to the enbodi nent of the present invention; FIG
27 is a block diagramshowing the IC card systemshown in FIG 26; FIG 28
Is a sinplified diagramfor explaining thel20 nenory space of the IC card
showmn in FIG 26; FIG 29 is a sinplified diagramof the nenory space

after division; FIG 30 is a sinplified diagramfor explaining pre-
processing of rejection processing in the IC card system 25 shown in FIG
26; 24 Sept enb@&ivieddn -apparat® BérFermedi apl stepd SHbaghamnf dn &4 .ai8y ng
processing continued fromthe processing in FIG 30; FIG 32 is a
sinplified di agram¥DbD&. expl as nanflopehaesscngtdoneidn fedmf Fak.t 2@ ;pr ocessi ng
in FIG 31; and 5 FIG 33 is a sinplified diagramfor explaining

regi stration procesBitg 22 i8eal ¢iear fosyskpiuihawg anstbte aZzGerBEST MODE
FOR CARRYI NG OQUT THE | NVENTI ON 10 Bel ow, the best nobde for carrying out the

present inverdiendimdg!l the sxpbiynaden bl tREereneary the attached
drawings. FIG 1 is a view of the overall configuration of a
5 FIG. 23 1s a view for explaining a state after
defining an area "AREA" in the memory area of the IC
card;
FIG. 24 is a view for explaining registration
processing of file data to the IC card by the operation
10 file registration apparatus performed at step ST6 shown
in FIG. 8;
FIG. 25 is a view for explaining the memory area of
the IC card after the registration of the file data;
FIG., 26 1is a block diagram for explaining division
15 of a memory space 1in an IC card system explained with
reference to the embodiment of the present invention;
FIG. 27 is a block.diagram showing fhe IC card
system shown in FIG. 26;
FIG. 28 is a simplified diagram for explalning the
20 memory space of the IC card shown in FIG. 26;
FIG. 29 1s a simplified diagram of the memory space
after division;
FIG. 30 is a simplified diagram for explaining pre-

processing of rejection processing in the IC card system

25 shown in FIG. 26;



communi cation system 1 according to an enbodi ment of the 245epieg¥eng004

I nvention. As shown in FIG 1, the comrunication system 1l conprises, for
exanpl e, an issuer conmunication apparatus 11 to be used by an IC card

i ssuer 21, an operator communication apparatus 12 to be used by a card
menory 20 area operator 22, a manufacturerzgommuni cati on apparatus 13 to
be used by an apparatus manufacturer 23, and a nenory area division
apparatus 14 and an operation file registration apparatus 15 to be used by
a card menory area user 24. 25 In the conmunication system 1, when the IC
card 24 Septenber 200¢.- 3231isi asgempl]fieduddagramCioar @xpA dimimgar d

hol der 26, it registers file data related to services provided by the

card nmenory arpaouessild contheukd@ czooh thebpsedensipgedes &mE nexb;
conditions so that the card holder 26 can 5 receive services fromboth the

| C card issuer 21 arailcthe2 dard senplyfaedadiagiradd toy wSiplGitdiend C card 16
al one. As shown in FIG 1, in the comrunication system1l, the issuer

comuni cati on gppaeakifigléonthfueAcFabal theo PG altngN APt UL 12nd he
manuf acturer 10 commruni cati on apparatus 13, the nmenory area division

apparatus 34, and thegopgsaikon kilgiiegdeat BahgPaAm 2BRALMHS 1A A €
connected via a network 17. In FIG.El, the IC gard issué% leisgﬁ%s the I C
card registration processing in the IC card system shown in

FIG. 26.

BEST MODE FOR CARRYING OUT THE INVENTION
10 Below, the best mode for carrying out the present
invention will be explained wilith reference to the
attached drawings.
FIG. 1 is a view of the overall configuration of a
communication system 1 according to an embodiment of the
15 present invention.
As shown in FIG. 1, the communication system 1
comprises, for example, an i1ssuer communication apparatus
11 to be used by an IC card issuer 21, an operator
communication apparatus 12 to be used by a card memory'
20 area operator 22, a manufacturer communication apparatus
13 to be used by an apparatus manufacturer 23, and a
memory area division apparatus 14 and an operation file
registration apparatus 15 to be used by a card memory
area user 24.

25 In the communication system 1, when the IC card



16 and provides its own-service by using the I C card 16. 245entgambenze04
menory area operator 22 receives a request fromthe I1C card issuer 21 and
provi des a service of lending the card nenory area user 24 a nenory area
that the IC card issuer 21 does not use in the nenory area of the nenory
(sem conductor nenory) in the I1C card 16-2¢3issued by the IC card issuer

21. The apparatus manufacturer 23 receives a request fromthe card nenory
area operator 22, produces the nenory area division apparatus 14, and
delivers the sane to the card nmenory area user 24. 25 The card nenory area
user 24 issuesiasueguest itoutheaddIBephenbes 2004 caz2d hoL@RrM@Wr Vi tAr ea
operator 22 and provides its own service by using the nenory area of the

| C card 16. Theegastehs! fele28ata resueddt e ker¢atdslproywiidert pyCtaas d
i ssuer 21 and receives the services provided by 5 the IC card issuer 21.

When the card betdenerbrgesreaSubker bRCEHVEn8EHY 6AFAPNEYLAE W he card
menory area user 24 after the issuance of the IC card 16, it is possible

to store fil epfaliaréshahed aenah!eiaﬁrsvgse%gt the card ndRERLY 23 eayyiser
24 in the I1C card 16 by using the menory 10 area division apparatus 14 and

Lhe oner at bon £bbexve ogbayi BboR-ARPAERHUINOTEOCERA! §5R4E! U3 L 9311 cos

by the card nmenory area user . I'n providing services

i ssuer 21 and g,rg memory area user 24 by using the IC card 16 alone.

As shown in FIG. 1, in the communication system 1,
the issuer communication apparatus 11,-the operator
communication apparatus 12, the manufacturer

10 communication apparatus 13, the memory area division
apparatus 14, and the operation f£ile registration
apparatus 15 are connected via a network 17.
In FIG. 1, the IC card issuer 21 issues the IC card
16 and provides its own . service by using the IC card 16.
i5 The card memory area operator 22 reéeives a request
from the IC card issuer 21 and provides a service of
lending the card memory area user 24 a memory area that
the IC card lssuer 21 does not use in the memory area of
the memory (semiconductor memory) in the_IC card 16
20 issued by the IC card issuer 21.

The apparatus manufacturer 23 receives a request
from the card memory area operator 22, produces the
memory area division apparatus 14, and delivers the same
to the card memory area user 24.

25 The card memory area user 24 issues a request to the



services by the card nenory area user 24 by using the 15245aBeBbeC20%4 d
16, the comrunication system 1l is configured so that it is difficult for an
unaut horized person to illicitly wite and rewite data in a nenory area
where the file data related to the services of the 1C card issuer 21 and
the card menory area user 24 is 20 storedpgNote that In FIG 1, the case
"where there are only one of each of the I1C card issuer 21, the card nenory
area user 24, and the card holder 26 is shown as an exanple, but one or
nore of each of them may be provided. 25 Al so, the correspondence of the

conponents of thed?thehRRieriea Y atodb 22 RIS GHovaIi TEN o cdPRice
conponents of the clains Is, for exanple, that the I1C card issuer 21 and

the issuer CcopURARly @hedRRAMoI W arkh GF rewParRd ddd-d hes first service
provi der of the present invention. Also, the card 5 nenory area user 24

corresponds to the gReOR FEhY IR RV tled P RE WUrd WMEWY Ofhe The
operator commruni cation apparatus 12 and the card nenory area operator 22

correspond 10 4BC HBIDL. SR AP Yechly el crl SAENAdY S Aled Gl O

the area managenent Key data K AM (I corresponds to the Tirst area

Tanagement key ¢fla! 3ol e 1 LEsenl | AN 190, A4 he SR JENASIEN K6V

data K_AM E corresponds he second ar ea managenen

receive services provided by the card memory area user 24
after the issuance of the IC card 16, 1t is possible to
store file data related to the services of the card
memory area user 24 in the IC card 16 by using the memory

10 area division apparatus 14 and the operatlion file
registration apparatus 15 so as to receive the services
by the card memory area user 24.

In providing services by the IC card issuer 21 and

services by the card memorylarea user 24 by using the
15 single IC card 16, the communication system 1 is

configured so that it is difficult for an unauthorized

person to illicitly write and rewrlte data in a memory

area where the file data related to the services of the

IC card issuer 21 and the card memory area user 24 is
20 stored.

Note that in FIG. 1, the case where there are only
one of each of the IC card issuexr 21, the card memory
area user 24, and the card holder 26 is shown as an
example, but one or more of each of them may be provided.

25 Also, the correspondence of the components of the



present invention. 15 . Furthernore, the IC card 16 corredhsreismbgr 24
portabl e device provided with an integrated circuit of the present

i nvention. Note that In the present enbodinent, the I1C card 16 is shown as
an exanpl e of the portable device of the 20 present invention, but for
exanpl e the portable device of the presengsinvention nmay al so be a
portabl e tel ephone device, portable information term nal apparatus, etc.
‘provided with an I1C (integrated circuit). Al so, package data Pf corresponds
to the first 25 nodule of the present invention, while package data P} 24
Sept enber 2004pres2ht- embioddmestdand thee coageneniad Wi e tdibajnmesea]

I nvention. Al so, an uppernost area AREA MJ (i) corresponds to a first
menory ar ea of folre epagpdrt, thadntihen IOMUdrel dssndiper sd theai Mty MJ F
corresponds to a second area nenory area of the present invention. Al so, a

| oner |ayer otohi@nakcat iSREApYaridttisiaedtisiesyam ARFAN) firs€orresponds
to the third nenory area of the present invention. 10 First, the

conponents of LRevge o9aldedN oY WrRMpPresetOWhvedhtilda. amd ] B cara
explained. [ICcard 16] FIG 2 is a block diagram of the functions of the
5 memory area user 24 corresponds to the second service
provider of the present invention. The operator
communication apparatus 12 and the card memory area
operator 22 correspond to the memory area operator of the
present invention.

10 . Also, the area management key data K_AM_ (i)
corresponds to the first area management key data of the
present invention and the area management key data K AM_F
corresponds to the second area management key data of the
present invention.

15 - Furthermore, the IC card 16 corresponds to the
portable device provided with an integrated circuit of
the present inventilon.

Note that in the present embodiment, the IC card 16
is shown as an example of the portable device of the

20 'present invention, but for example the portable device of
the preéent invention may also be a portable telephone
device, portable information terminal apparatus, etc.
provided with an IC (integrated circuit).

Also, package data Pf corrésponds to the first

25 module of the present invention, while package data PjJ



card 16 shown in FIG 1. 15 As shown in FIG 2, the |C ca?#iSeptesbepeides,
for exanple, an input/output interface 31, a nenory 32, and a processor
33. The input/output interface 31 is an interface for inputting/outputting
data and requests by a non-contact 20 nethod or a contact nethod between
the menory area division apparatus 14 and bge_operation file registration
apparatus 15 when nounted in the nenory area division apparatus 14 and the
operation file registration apparatus 15, respectively. 25 The nenory 32
is for exanple a sem conductor nenory 24 Septenber 2004 -- 27 which stores

data rel ated t@oxglewpoerisptey itlirRd su¥tde nddulerdsE i19sgrddeapd the card
menory area user 24 and data related to an operation by the card nenory

area operator i2Featiwn. be explained later. 5 The processor 33 perforns
processing related to the functions of the ICcard 16. FIG 3 is a view

for explaining dataagtQy eGnd hggEmnd B D04 P (O B Frd Spsh@¥nthNa

FIG 2 after the issuance by the IC card issuer 21 and before operation

10 processi N0 BY -k reilolly IR B hLRAAN]: Savdit ARl El &, 3. the

menory 32 stores a system” code SYSC (1) asslgn to t card issuer 21

and  syst ey ke%pg%trﬂ’lo@és—a&g )Psréﬂhllfﬁe_ﬁ’mc}o@ée%%oﬁyéé %0 @ dgecond area
memory area of the present invention. Also, a lower layer
of the area AREA of the uppermost area AREA_MU_F
corresponds to the third memory area of the present
invention.

10 First, the components of the communication system 1
shown in FIG. 1 will be explained.

[IC card 16]
FIG. 2 is arblock diagram of the functions of the IC
card 16 shown in FIG. 1.

15 As shown in FIG. 2, the IC card 16 comprises, for
example, an input/output interface 31, a memory 32, and a
processor 33.

The input/output interface 31 is an interface for
inputting/outputting data and requests by a nOn—contacf

20 method or a contact method between the memory area
division apparatus 14 and the operation file registration
apparatus 15 when mounted in the memory area.division
apparatus 14 and the operation file registration
apparatus 15, respectively.

25 The memory 32 is for example a semiconductor memory



SYSC (i). 15 Also, as shown in FIG 3, the nenory 32 for #kafpeBbengdsy

hi erarchical structure wherein the uppernost nenory area AREA-MJ(Il) is

t he uppernost layer and a plurality of areas AREA-(I) are defined as | ower
| ayers thereof. An area AREA (i) may be furthernore defined as a | ower

| ayer 20 of the area AREA shown in FIG 3.2The uppernost area nmanagenent
key data K MJ (i) is assigned to the uppernost nenory area AREA-MJ (I).
The areas AREA (i) are assigned the area nanagenent code AMC (i) and area
managenent key data K AM (i). 25 Also, a plurality of file data FILE (i)
for 24 Septenbehi2B04tor28 dayer redmted froeessiivgs glatveddad tgerthe eEC
provided by the IC card issuer 21 are set (stored) in the area AREA (i).
Al so, in correspeidéseeaeto 2ihanid bhedataad-imemofry) area tdsemewrandistar es
service codes SC (i) assigned to 5 services provided by using the file

data and file panageaenb key ofhairdtdonMbly )hiés et rd mesridy nrddheoddtetodat a
FILE (i). [Issuer Conmunication Apparatus 11] FIG 4 is a bl ock di agram of

the functions gb hBewill beSeSp1GAMSINIIGAQN apparatus 11 shown in FIG 1.

As shown in FIG 4, the issuer comruni cation apparatus 11 conprises for

exanpl e a gomMmuni caiph@N prbe@shaC 83 berd TR0 PhobdsAMY FAEF Y e
functions of the IC card 16.

FIG. 3 1s a view for explaining data stored in the
memory 32 of the IC card 16 shown in FIG. 2 after the
issuance by the IC card issuer 21 and before operation

10 processing by the card memory area operator 22.

| As shown in FIG. 3, the memory 32 stores a system
code SYSC_(i) assigned to the IC card issuer 21 and
system key data SYS_K_ (i) linked with the system code
SYSC_(i).

15 Also,‘as shown in FIG. 3, the memory 32 for example
has a hierarchical structure wherein the uppermost memory
area AREA_MU (i) i1s the uppermost 1éyer and a plurality
of‘areas AREA_(1i) are defined as lower layers thereof. An
area AREA_(1i) may be furthermore defined as a lower layér

20 of the area AREA shown in FIG. 3.

The uppermost area management key data K _MU_ (i) is
assigned to the uppermost memory area AREA MU_(i).

| The areas AREA_(i) are assigned the area management

code AMC_ (i) and area management key data K_AM_(i).

25 Also, a plurality of file data FILE_(i) for



The issuer comnunication apparatus 11, as shown in 15 FI€& Sgptepber 304ds
processing for encrypting the package data Pf received fromthe operation
comuni cation apparatus 12 by using the systemkey data SYS K (i) stored
in the nenory 32 of the IC card 16 in a secured state (secret state) so as
to generate the package data 20 Pj as wi Ll ge.explained |later. Note that
the system key data SYS K (i) is known only by the I1C card issuer 21 and
kept secret fromthe card nenory area operator 22, the apparatus '
manuf acturer 23, and the card nenory area user 24 shown in FIG 1. 25 The

conmuni cati on pRkebiaaeyt briccedting ddiated o FerSapiantefoRidd -b¥9%the
sendi ng/receiving data with the operation conmuni cati on apparatus 12 via

the network 17zcTherieiahed? 290 QS S i@ Shame idrdd GriBa_pipred
in the IC card 16 issued by the I1C card issuer 21. 5 The processor 43

per forns prOCESSingAﬁg%ne@ﬂﬂdy}fgéﬂ%dhéﬁﬂéﬂggigﬂé|fﬁ¥£rﬁhfg Fhes NEPry 32

of the ICcard 16 wth the operation conmunication apparatus 12 as wl!l be

expl ai ned 1 at ety ol Qekat 0t LCOI| L Yz APRANAH -4 3ol Gynl 892 DI Ok

di agram of the operat or communi cation apparatus 12 shown

0 el o a0 g, S A e AU B0 PR U0 12
management key data K_FM_(i) used for setting the file
data FILE_(41).

[Issuer Communication Apparatus 11]

FIG. 4 1s a block diagram of the functions of the

10 issuer communication apparatus 11 shown in FIG. 1,

As shown in FIG. 4, the i1ssuer communication
apparatus 11 comprises for example a communication
interface 41, a memory 42, and a processor 43.

The issuer communication apparatus 11, as shown in

15 FIG. 3, performs processing for encrypting the package
.data Pf received from the operation communication
apparatus 12 by using the system key data SYS_K_ (i)
~ stored in the memory 32 of the IC card 16 in a secured
state (secret state) so as to generate the package dat&

20 Pj as will be explained later.

Note that the system key data SYS_K_ (i) is known
only by the IC card issuer 21 and kept secret from the
card memory area operator 22, the apparatus manufacturer
23, and the card memory area user 24 shown in FIG. 1.

25 The communication interface 41 1s an interface for



interface 51, a nenory 52, and a processor 53. 15 The opeféBgptember 2004
communi cati on apparatus 12 nmanages a variety of processing for lending a
menory area of the nenory 32 of the IC card 16 to the card nenory area
user 24. The communication interface 51 is an interface for 20
sendi ng/ recei ving data between the issuer ggnmuuni cation apparatus 11, the
menory area division apparatus 14, and the operation file registration
apparatus 15 via the network 17. The nenory 52 stores a system code SYSC F
related to 25 a new nenory area to be fornmed by dividing the nenory 24

Sept enber 2004 gznddn@rRefvilie FRDWAIE e R dde L bdndiiSyHbeM key
data SYS K F corresponding to the system code SYSC F etc. Al so, the nenory

52 stores divigg B8 Vis0aba D thel M tdA§eSSPr 53 performs vari ous
processing for  ending a nenory area of the nenory 32 of the I1C card 16

to th d | .d§¥¥ -in MBF@
Diovi s?o(r:]a,rbxppgreg?lrjg. %‘%alg%égréziﬁszag%ﬂlﬂéc Q’%I%Jrua% of t hAe ﬁ]cifrl{ ons {)1}/3 ﬂ]ga
10 menory ar eas%b%'eﬁ‘ilﬁks%ﬁx%a&%t ‘G 1%“‘1%d§e’hdﬂyeuﬁe I@eciéf%?f%?l?%lﬁazl.

di vi si on appar atus or “exanpl e ~ provi 0 a store e card

hao Yy areg user 2% phe O3 et % TR Ghclledsiny ARRAAI od 4By
Pj) related to lending of the memory 32 of the IC card 16
with the operation communilcation apparatus 12 as will be
explained later.

[Operator Communication Apparatus 12]

10 FIG. 5 is a block diagram of the functions of the
operator communication apparatus 12 shown in FIG. 1.

As shown in FIG. 5, the operator communication
apparatus 12 comprises for example a communication
interface 51, a memory 52, and a processor 53.

15 The operator communication apparatus 12 manages a
variety of processing for lending a memory area of the
memory 32 of the IC card 16 to the card memory area user
24,

The communication interface 51 is an interface for

20 sending/receiving data between the issuer communication
-apparatus 11, the memory area division apparatus 14, and
the operation file registration apparatus 15 via the
network 17.

The memory 52 stores a system code SYSC_F related to

25 a new memory area to be formed by dividing the memory



be provided at a store etc. of the operator communicati on24 $spigppgr 800k 12.
Al so, the nenory area division apparatus 14 is produced by the apparatus:
manuf acturer 23 and delivered to the card nmenory area user 24. As shown in
FIG 6, the nenory area division 20 apparatus 14 for exanple conprises a
communi cation interface 61, a card interfgge-62, an operator 63, a nenory
64,, and a processor 65. The conmunication interface 61 is an interface for
sendi ng/receiving data with the operator comrunication 25 apparatus 12 via
the network 17. 24 Septenber 2004 The card interface 62 is an interface
connected to tlreal wBfuttheumertioxryntier fodcahl If daisl 116 cardl sysisdmvitey n

FIG 2 which inputs/outputs data and requests fromto the i nput/output

interface 31 waamtat B¥sl & Faicdriespondiny ad THen dyfrtdieiyde ag€3C dif VéB&0Nn
apparatus 14. The operator 63 is used for exanple when the card hol der 26

who visited a storeadisol,N@heAMrBRAPEE HtRdred! TV JNMEF @dtd NeLpUcti on.
The nmenory 64 stores data required for processing of 10 the processor 65.

The processor 65 peghar g&owe%%%&siywﬂe&rfdﬁﬂe Gt od G BERE 3 g efoLf t he
menory 32 of the IC card to forma nenory area for witing file data

rel ated togthe;SaELESS mndrde a5 ST 'S & the IC card 16

to the card memory area user 24 as will be explained
later.
[Memory Area Division Apparatus 14]
FIG. 6 1s a block diagram of the functions of the
10 memory area dlvision apparatus 14 shown in FIG. 1.
The memory area dilvision apparatus 14 is for example
provided to a store etc. of the card memory area user 24.
Note that the memory area division apparatus 14 may also
be provided at a store etc. of the operator communication
15 apparatus 12.
Also, the memoxry area division apparatus 14 is
produced by the apparatus manufacturer 23 and delivered.
to the card memory area user 24.
As shown in FIG. 6, the memory area division
20 apparatus 14 for example comprises a communication
interface 61, a card interface 62, an operator 63, a
memory 64, and a processor 65.
The communication interface 61 1s an intgrface for
sending/receiving data with the operator communication

25 apparatus 12 via the network 17.



15 [Operation File Registration Apparatus 151 FIG 7 is a2bhPeeRMPLage@m of
the functions of the operation file registration apparatus 15 shown in
FIG 1. The operation file registration apparatus 15 is for exanple
provided at a store etc. of the card nmenory area 20 user 24. As shown In
FIG 7, the nenory area division apparatusil4 for exanple conprises a
comuni cation interface 71, a card interface 72, an operator 73, a nenory
74, and a processor 75. 25 The communication interface 71 is an interface
for 24 Septenber 2004 - 32 sending/receiving data with the operator

conmuni cation apparhtusatd lnteklfacecweodls hn ibherFacd ictmiddaosi AZoi s an
I nterface connected to the input/output interface 31 of the IC card 16

shown in 5 Fl £heZinphehoupultsiatepiasedatia ondheequeHasd A/d r4ibwhein
i nput/out put interface 31 when the IC card 16 is nounted in the operation

file registratiyes. appahabis 1AputENeutpeitat aatsd and FeRfdit? Gty | ties 26
who visits a store of the card nenory area user 24 to input 10 an

i nstruction. Tbﬁ IBVBLYpét IheeFafa! 31" GRLL 4ol e KPS NG Houdfia
processor 75. T 8 proceSsor /5 perfornms processing for witing file data

used for péoceiﬁiﬁﬂerﬁkﬁ5§9 %Qeghﬁi%ﬁﬁﬁbﬁe§pparatus 14.

The operator 63 1s used for example when the card
holder 26 who visited a store of the card memory area
user 24 inputs an instruction.

The memory 64 stores data required for processing of

10 the processor 65.

The processor 65 performs processing for dividing
the memory area of the memory 32 of the IC card to form a
memory area for writing file data related to the services
of the card memory area . user 24.

15 [Operation File Registration Apparatus 15]

FIG. 7 is a block diagram of the functions of the
operation file registration apparatus 15 shown in FIG. 1.

The operation file registration apparatus 15 is forxr
example provided at a store etc. of the card memory area

20 user 24.

As shown in FIG. 7, the memory area division
apparatus 14 for example comprises a communication
interface 71, a card interface 72, an operator 73, a
memory 74, and a processor 75.

25 The communlcation interface 71 is an interface for



15 provided by the menory area division apparatus 14 in t#bSerembey2tea

di vided by the above nenory area division apparatus 14. Below, an exanple
of the operation of the comunication system1 shown in FIG 1 will be
explained. 20 First, an outline of the overall operation of the

comuni cati on systemshown in FIG 1 will b explained. FIG 8 is a
flowhart for explaining the outline of the overall operation of the
comuni cation system| shown in FIG 1. 25 Step ST1l: 24 Septenber 2004 -
33 The operator conmmuni cation apparatus 12 generates package data Pf

I ncl udi ng a syseamiogdeeB¥3I€ihgusiataatvithheéhe opeafataizy ichimginive tmsmor y
area of the nenory 32 of the IC card 16 and uppernost area managenent key
data 5 K_MJ_F, agpatypios it kiadithes netwoak dat.a K D and sends it. The

I ssuer conmuni cation apparatus 11 encrypts the package data Pf by using
the system key dat arf¥Schr@l initerfaereral 6 spackagh eldadPicotttiadted sent to
the operator communi cation apparatus 12. 10 The package data P3 is held by

t he operator eamag /oA paRPaAndedFabe 33 &F $he rcThad®enmy sidwa in

di vision apparatus 14 is delivered fromthe apparatus manufacturer 23 to

the card MOl ¥1G. 2 which inputs/outputs data and requests to/ffom the
input/output interface 31 when the IC card 16 is mounted
in the operation file registration apparatus 15.
The operator 73 is used by a card holder 26 who
visits a store of the card memory area user 24 to input
10 an instruction.
The memory 74 stores data required for processing of
the processor 75.
The processor 75 performs processing for writing
file data used for processing related to the services
15 provided by the memory area division apparatus 14 in the
memory area divided by the above memory area division
apparatus 14.
Below, an example of the operation of the
communication system 1 shown in FIG. 1 will be explained.
20 First, an outline of the overall operation of the
communication system shown in FIG. 1 will be explained.
FIG. 8 is a flowchart for explaining the ocutline of
the overall operation of the communication system 1 shown
in FIG. 1.

25 Step STI1:



15 area user 24. Also, the systemcode SYSC (i) and the patR&pentar 80043
etc. are sent fromthe operator communi cation apparatus 12 to the nenory
area division apparatus 14 and stored in the nmenory area division
apparatus 14. 20 Step ST3: A registerable systemcode list RPSL and area
registration permssion data | NF_ARP are-sgpt -fromthe operator

communi cati on apparatus 12 to the nenory area division apparatus 14 and
stored in the nenory area 25 division apparatus 14. 24 Septenber 2004 - 34
- The registerable systemcode list RPSL includes a systemcode of the IC
card 16 to which fi Imhedaip®reft ors efoninaesl dadtl iaire chipcaddion < ar2l gemerytas ea
user 24 can be registered by using the nenory area division apparatus 5
14. The area r @@ickagal idutapeaTiissilnaidai &a |\stARP dade BRI fOrusedi stering
an area AREA -F defined in a new nenory area obtained by dividing the

menory area of thiae tile &F GikG.diHYy e rMebry Hiedldm tidaganeny k2yofat a
KQMF is provided by a secured path fromthe operator comrunication

apparatus 12 @t he Qpei@tieohdd Aot alddd) idiRafeiidis: 1oy Hed€a the
area managenent data K AMF is used at the
5 K MU_F, encrypts it by division key data K_D and sends
1t. The issuer communlcation apparatus 11 encrypts the
package data Pf by using the system key data SYS_K_(i) to
generate package data PJj which is sent to the operator
communication apparatus 12.
10 The package data Pj is held by the operator
communication apparatus 12.
Step ST2:
The memory area division apparatus 14 is delivered
from the apparatus manufacturer 23 to the card memory
15 area user 24.
Also, the system code SYSC_(i) and the package data
Pj etc. are sent from the operator communication
apparatus 12 to the memory area division apparatus 14 and
stored in the memory area division apparatus 14.
20 Step ST3:
A registerable system code list RPSL and area
regilstration permission data INF_ARP are sent from the
operator communication apparatus 12 fo the memory area

division apparatus 14 and stored in the memory area

25 division apparatus 14.



15 tinme of witing file data in one or nore areas AREA F 24 gePier@gr 2604 he
new nmenory area fornmed by dividing the nenory area of the I1C card 16.
Also, file registration perm ssion data FRP is generated in the operation
file registration apparatus 20 15. Step ST5: For exanple, when the card
hol der 26 | oads the IC card 16 in the nenggy-area division apparatus 14,
the nenory area division apparatus divides the nenory area of 25 the
menory 32 of the I1C card 16 by perform ng 24 Septenber 2004 - 35 -
predet erm ned processing to define a nenory area used by the IC card

i ssuer 21 (the upperhresireatisteddbieMdydtem cEBMList HESL I)neniies new
menory area used by the card nenory area user 24 (the uppernost area

nmanagenent keysbsdamacadeaothle ISeprdSiG toMendhercias didwd der | oads
the ICcard 16 in the operation file registration apparatus 15, file data

related to theggeiVbed ReQWhdd H Anedbr ddi§Aldheal hdBDIY 4 apalser
24 is witten by using the file registration permssion data FRP in the new

MENory ar ca dﬁEb@%‘ée%dS ?pugi%g e et larddQGAH JIP| Hf8ar2b6an
recei ve services oth he 1 Ccard issuer 21 and the card nenory area
5 14.

The area registration permission data INF_ARP is
used for registering an area AREA_F defined in a new
memory area obtained by dividing the memory area of the
IC card 16.

10 Step ST4:

The area management key data K QM F is provided by a
secured path from the operator communlcation apparatus 12
to the operation file registration apparatus 15.

Here, the area management data K_AM F is used at the

15 time of writing file data Iin one or more areas AREA_F
defined in the new memory area formed by dividing the
memory area of the IC card 16.

Also, file registration permission data FRP is

generated in the operation file registration apparatus'
20 i5.

Step ST5:

For example, when the card holder 26 loads the IC
card 16 in the memory area division apparatus 14, the

memory area division apparatus divides the memory area of

25 the memory 32 of the IC card 16 by performing



15 user 24 by using the IC card 16 al one. Bel ow, each of 2heesieapsr 2ftwn in
FIG 8 will be explained in detail by using a flowhart. [Package Data
Generation Processing (ST1)] First, package data generation processing of
the 20 step ST1 shown in FIG 8 will be explained. FIG 9 is a flowhart
for explaining the processing. Step ST21:35The processor 53 of the
operator conmmuni cation apparatus 12 shown in FIG 1 and FIG 5, as shown
in FIG 25 10A, divides the nenory area of the nenory 32 of the I1C 24
Sept enber 2004 - 36 card 16 and generates the package data Pf including
the " system cogeeB8¥SErminkd peonemarimgs ttoarded iNEA Ménforyf arearewmmed byea
to be newy fornmed in addition to the uppernost area AREA MJ (i) and the
correspondi ng syet em cariey sdaled SYS (Khle uppledimoSE22ireENAREHNQESSOL) 53 of

t he operator conmmunication apparatus 12, as shown in FIG 10B, encrypts

the package dghawhf iaerecat @) aindSlEReR hdibrysidt@edivded Wy kigye dedad 10
K Dread fromthe nenory 52. Step ST23: The package data Pf generated at

step ST22 is Sﬁlﬂﬁlor}voaijé% SBHE R 1€ QIR pdraid AP R Ysanklgdthént Neey
comuni cation interface 51 of the operator conmunication
5 data area MU F).

Step STé6:

When the card holder loads the IC card 16 in the
operation f£ile registration apparatus 15,;file data
related to the service provider provided by the card

10 memory area user 24 is written by using the file
registration permission data FRP in the new memory area
defined at step ST5.

As a result, the card holder 26 can receive services
both by the IC card issuer 21 and the card memory area

15 user 24 by using the IC card 16 alone.

Below, each of the steps shown in FIG. 8 will be
explained in detail by using a f£lowchart.

[Package Data Generation Processing (ST1)]

First, package data generation processing of the

20 step ST1 shown in FIG. 8 will be explained.

FIG. 9 is a flowchart for explaining the processing.

Step ST21:

The processor 53 of the operator communication

apparatus 12 shown in FIG. 1 and FIG. 5, as shown in FIG.

25 10A, divides the memory area of the memory 32 of the IC



15 apparatus 12 and the network 17. The package data Pf i44PeRleMpPEH2@RA t he
comuni cation interface 41 of the issuer conmunication apparatus 11 shown
in FIG 4. Step ST24: 20 The processor 43 of the operator conmunication
apparatus 11 shown in FIG 4 generates the package data Pj including

di vi sion bl ock nunber data for defining a zgenory capacity of the nmenory
area which is requested to be operated by (lent to) the card nenory area
operator 22 25 in the nmenory capacity of the nenory 32 of the I1C card 16 24
. Septenber 2004 -- 37 and the package data Pf received at step ST23. Step
ST25: The proeassioné4dqnd deieradiertiRopacskaznd idata aupaimdlisdddg ebkeypt s
t he package data P} generated at 5 step ST24 by the uppernost area

nmanagenent key sgatramK dddel igvsead I aifd hpparimist 4rea A 26 dbea
processor 43 of 'the issuer conmunication apparatus 11 sends to the

oper at or CoMURieaRiryORirek) RO Helddl vl Z driifed YS! BB e, Tej ection
I nformati on R (|) and the package data P} encrypted at step ST25 via the

communi cation P%Hn%%ﬁt‘: 4N AREE MmqtivyoréhalEneT%%ﬁr@g&ﬁmV@ps#)amt he
communi cation interface
5 key data SY¥S_K_F.

Step ST22:

The processor 53 of thé operator communication
apparatus 12, as shown in FIG. 10B, encrypts the package
data Pf geﬁerated at step ST1 by using division key data

10 K D read from the memory 52.

Step ST23:

The package data Pf generated at step ST22 is sent
to the issuer communlcation apparatus 11 via the
communication Ilnterface .51 of the operator communication

15 apparatus 12 and the network 17.

The package data Pf is recelved by the communication
interface 41 of the issuer communlcation apparatus 11
shown in FIG. 4.

Step ST24:

20 The processor 43 of the operator communication
apparatus 11 shown in FIG. 4 generates the package data
Pj including division block number data for defining a
memory capacity of the memory area which 1s requested to

be operated by (lent to) the card memory area operator 22

25 in the memory capacity of the memory 32 of the IC card 16



15 of the operator communication apparatus 12 shown in FI & SsptemPep20@he
rejection information RI-(1) is information for specifying a party for

whi ch provision of services by using the sane IC card 16 is rejected by
the 20 IC card issuer 21. Step ST27: The processor 53 of the operator
comuni cation apparatus 12 shown in FIG- S7wites in the nenory 52 the
system-code SYSC (i), the rejection information RI_(i), 25 and the
encrypted package data Pj received at step ST26. 24 Septenber 2004 - 38
[Delivery and Setting of Menory Area Division Apparatus 14 (ST2)] Next,
processi ng for add ither pazkchgeetdatag Paf ridoeivweehorty sregqn K24 Si on appar at us
14 at step ST2 shown in 5 FIG 8 will be explained. FIG 11 is a flowchart
for explaining the spegpcayestg. Step ST31: The card nmenory area user 24
orders the nmenory area 10 division apparatus 14 fromthe card nenory area

operator 22. Step StThe pWrieddid 0 GATHHY W iRar Gimiica¥idecei ves the
order at step ST31, it issues an apparatus code AC

apparatus 11 encrypts the package data Pj generated at
5 étep ST24 by the uppermost area management key data
K MU (1) read f£from the memory 42;

Step 8T26:

The processor 43 of the issuer communication
apparatus 11 sends to the operator communication

10 apparatus 12 the system code SYSC_(1), rejection
information RI__(1), and the package data P3i encrypted at
step ST25 via the communication interface 41 and the
network 17.

These are received . by the communication interface 51

15 of the operator communjication apparatus 12 shown in FIG.
5.

Here, the rejection information RI_(1i) is
information for specifying a party for which provision of
services by using the same IC card 16 is rejected by thé

20 IC card issuer 21.

Step ST27:

The processor 53 of the operator communication
apparatus 12 shown in FIG. 5 writes in the memory 52 the
system code SYSC_(i), the rejection information RI__(i),

25 and the encrypted package data PJ received at step ST26.



15 (registration machine code) to the menory area divisi of* SERSIPEE 89044 to
be delivered to the card nenory area user 24 and notifies that to the card
menory area user 24. Step ST33: The card nenory area user 24 uses the
apparatus code 20 AC notified at step ST32 to request delivery of the
menory area division apparatus 14 to the_appacratus manufacturer. The above
steps ST31 to ST33 are performed by using a personal conputer of the card
menory area user 24, 25 tel ephone, and nmail. 24 Septenber 2004 - 39 Step
ST34: The apparatus manufacturer 23 inquires about the Ilegitimcy of the
appar atus code AC t qDield vearyd amhn®et tiare D pEminy Ak avrenyiensed in
accordance with the 5 delivery request received at step ST33 and delivers

the nmenory arappdireitasonag@saratius 14 storing the apparatus code AC to
the card nenory area user 24. Step ST35: Wen the card nenory area

operator 22 recei vefieh®, ptocsiRle fordaldMerer Jecaﬂﬁ@émwtdﬁetm the

menory area division apparatus 14 fromthe card nenory area user 24, it

reads the syst ﬁ@}n%%e a%%cd(iw)i,simﬁa?%ﬁ pHtRI NAGER MR efai® Rinowdidi rst
I ssuance data INF_1fromthe nenory under the control of the processor
53 of the @perghel g will be explained.
FIG. 11 is a flowchart for expialning the
processing.
Step ST31:
The card memory area user 24 orders the memory area
10 division apparatus 14 ffom the card memory area operator
22,
Step ST32:
When the card memory area-operator 22 receives the
order at step ST31l, it issues an apparatus code AC
15 (registration machine code) to the memory area division
apparatus 14 to be delivered to the card memory area user
24 and notifies that te the card memory area user 24.
Step ST33: |
The card memory area user 24 uses the apparatus code
20 AC notified at step ST32 to regquest delivery of the
memory area divisilon apparatus 14 to the apparatus
manufacturer.
The above steps ST31 to ST33 are performed by using

a personal computer of the card memory area user 24,

25 telephone, and mail.



15 conmuni cation apparatus 12 shown in FIG 5 and sends t#bSerigmeet 80¢4he
menory area division apparatus 14 via the conmunication interface 51 and
the network 17. The data is received by the comrunication interface 61 of
the menory area division apparatus 14 shown in FIG 20 6. Here, the first

| ssuance data INF_1 is, for exanple as shosnm-in FIG 12, data obtai ned by
encrypting nodule data including the uppernbst area managenent data K MJ F
and the system code SYSC F by the upper nost area 25 nanagenent key data
K MJ F. 24 Septenber 2004 -- 40 Step ST36: The processor 65 of the nenory
area division appasgkpgsstd4ashown in FIG 6 wites in the menory 64 the
system code SYSC (i), the encrypted package data Pj, and 5 the first

i ssuance data inforapki apphbEtisr paturadtairers @D 1K red Guditugié on of
Setting of Menory Area Division Apparatus 14 (ST3)] Next, a continuation

of the setting;ghithiRab®BEY the0adpadatiuy Tode ARPAAHEe hil wdeprPT3
shown in FIG 8 wll be explained. FIG 13 is a flowhart for explal ning
the processingreaSheRratét 22 when needed in accordance with the
5 delivery request recelved at step-STBB and dellvers the
memory area division apparatus 14 storing the apparatus
code AC to the card memory area user 24.
Step ST35:
When the card memory area operator 22 receives :Eor
10 example a delivery completion notice of the memory area
division apparatus 14 from the card memory area user 24,
it reads the system code S¥SC_(1), the encrypted package
data Pj, and first issuance data INF_1 from the memory 52
under'the control of thé processor 53 of the operator
15 communication apparatus 12 shown in FIG. 5 and sends the
same to the memory area division apparatus 14 via the
communicatioﬁ interface 51 and the network 17.
The data is received by the communication interface
61 of the memory area division apparatus 14 shown in FIG.
20 6.
Here, the first issuance data INF_1 is, for example
as shown in FIG. 12, data obtained by encrypting module
data including the uppermost area management data K_MU_F

and the system code SYSC_F by the upper most area

25 management key data K_MU_F.



15 The card menory area user 24 operates the operator 632hPePREGEABH4
area division apparatus 14 showmn in FIG 14 to input an area managenent
code acquisition instruction. Due to this, an area nanagenent code

acqui sition request REQ AMC shown in FIG 14A is sent to 20 the operator
communi cation apparatus 12 via the comuniggation interface 61 and the
network 17. The area nmanagenent code acquisition request is received by

t he conmuni cation interface 51 of the operator comrunication apparatus 12
shown in FIG 5. 25 As shown in FIG 14A, the area managenent code 24

Sept enber 2004 - 41 staequmtsaé: on request REQ AMC i ndicates the apparatus
code AC, rejection information R _F, nunber of registration areas, nunber

of bl ocks of each offHeh@ror@issiorAtdORE altRaSnenanty Hirderdfi sponi ce codes
by in correspondence. 5 Here, the apparatus code ACis notified to the card

MeNDry area us@ppddati@Midhenewn IR Q. & eA-iORE alidlthe? methoBy P4 SEBE
shown in FIG 11. The rejection information Rl F is infornation for

speci fying a pagk¥ehdiooddl Sy Qul JSI thepfexﬁ:ﬁf ddt Usd ¥ BHe sage | C
card 16 is rejected by the IC car | ssuer The nunber of registration

et U ket ghe S, Ui Iy S sastied o (o
. step ST35.
[Continuation of Setting of Memory Area Division
Apparatus 14 (STB)]
Nextit, a continuation of the setting of the memory
10 area division apparatus 14 at step ST3 shown in FIG. 8
will be explained.
FIG. 13 is a flowchart for explaining the
processing.
Step ST41l:
15 The card memory area user 24 operates the operator
63 of the memory area divislon apparatus 14 shown in FIG.
14 to input an area management code acquisition
instruction. Due to this, an area management code
acquisition reguest REQ _AMC shown in FIG. 14A is sent to
20 the operator communication apparatus 12 via the
‘communication interface 61 and the network 17.
The area management code acquisition request is
received by the communication interface 51 of the
operator communication apparatus 12 shown in FIG. 5.

25 As shown in FIG. 147, the area management code



15 defined after division of the menory 32 of the IC card248erteReehetfer of
bl ocks of each of the registration areas is the nunber of bl ocks assigned
to the area AREA. The nunber of service codes is the nunber of service 20
codes which the card nmenory area user 24 desires to use for storing file
data relating to its own services. Step ST42:- \Wen the processor 53 of the
operator conmuni cation apparatus 12 shown in FIG 5 receives the area
managenent 25 code acquisition request at step ST41, it generates an 24
Sept enber 2004 - 42 apparatus code |list MCL and an area nanagenent code
list ACL and stqnésithensaeguestt REQUAMS \Lnsidcafles dfysarcpnaraioue ¢éde ACL
I ndi cates, as shown in FIG 14B, the apparatus code AC assigned to the
menory 5 ar eaadi, Vvirgtjertappadatfiosmhtlonh®IaFea nmatege e tregpicet M3 o1
(application code) assigned to one or nore areas AREA defined in the
Menory nmanagenagkaar, eautiberded bjochke ofemach afeaht wesgicrtisppaomat us 14,
and the rejection information RI_F received at step ST41 in

correspondencearé@sFuahiiehimber e sared deRREREENy dede:dirdspiiddense. as
shown in FIG 14C, generated for every area managenent code AMC F

(applicati@n code) padisCated Rypaha tRPYRIIAC Qe dti Alltd Nl GaddB
and indicates the area nmanagenent code AMC F (application key), the area

memory area user 24 from the card memory area operator 22
at step ST32 shown in FIG. 11.

The rejection information RI_F i1s information for

specifying a party for which provision of services by
10 using the same IC card 16 is rejected by the IC card
issuexr 21.

The number of registration areas 1s the number of
areas AREA_F the card memory area user 24 desires to use
for storing file data relating to its own serviceé and

15 defined after division of the memory 32 of the IC card
l6.

The number of blocks of each of the registration
areas is the number of blocks assigned to the area AREA.

The number of service codes is the number of service

20 codes which the card memory area user 24 desires to use
for storing fille data relating to its own services.

Step ST42: |

When the processor 53 of the operator communication
apparatus 12 shown in FIG. 5 receives the area management

25 code acquisition request at step ST41, it generates an



15 management key data K AM F corresponding to the corredhopefengeased AREA
F, and file data witten in the area AREA F in correspondence. Step ST43:
The processor 53 of the operator comruni cation 20 apparatus 12 shown in
FIG 5 uses the sane IC card 16 as that of the card nenory area user 24 to
specify the IC card issuer 21 which can-pgpvide services based on the
rejection information RI _(i) stored in the nenory 52 at step ST27 shown in
FIG 9 and the rejection information 25 R _F stored at step ST41. 24

Sept enber 2004 - 43 Step ST44: The processor 53 of the operator

comuni cati on apppfbaings cbAeuddstt NELS yide mnC @de aa saingyethend: tdveld Q.dcai d

| ssuer 21 specified at step ST43 to generate a 5 regi sterable system code

li st RPSL. Theateghateckablessthlec®ameddn ithle MBMoryndizcates, as shown in
FI G 15A, the apparatus code AC assigned to the nenory area division

apparatus 14 and thensyappahaed® S6der13isdNA¢I! A ndI®aVed DI |dhdiai din
| ssuers 21 specified at 10 step ST43 in correspondence. Step ST45: The

processor 53 oﬁIghelqger%hgr apPAFARLEAH R A@O@l%réfg%%dla:cﬁ%{é’Me‘inéﬁ ar ea
managenent code [ist AMCL génerated at step ST42 and shown in FIG 14C by

the 5 area division apparatus 14, the area management code

AMC_F (application code) assigned to one or more areas
AREA defined in the memory management area divided by the
memory area division apparatus 14, and the rejection
information RI_F recelved at step ST41l in correspondence.
10 Furthermore, the area management code list AMCIL is,
as shown in FIG. 14AC, generated for every area management
code AMC_F {application code) indicated by the apparatus
code list ACL in FIG. 14B and indicates thg area
management code AMC_F (application key), the area
15 management key data K_AM F corresponding to the
corresponding area AREA_F, and file data written in the
area AREA_F in correspondence.
Step S5T43:
The processor 53 of the operator communication
20 apparatus 12 shown in FIG. 5 uses the same IC card 16 as
that of the card memory area uéer 24 to specify the IC
card issuer 21 which can provide services based on the
rejection information RI_{(i) stored in the memory 52 at
step ST27 shown in FIG. 9 and the rejection information

25 RI_F stored at step ST4l.



15 uppernost area nanagenent key data K MJ F to generate 24P8BieFbgr 3094t i on
perm ssion data INF_ARP. Step ST46: The processor 53 of the operator
comuni cation apparatus 12 sends the regi sterable systemcode |list RP SL
20 and the area registration perm ssion data | NF_ARP generated at step
ST45 to the nmenory area division apparatug3l4 via the comunication
interface 51 and the network 17. These are received by the comuni cation
interface 61 25 of the nenory area division apparatus 14 shown in FIG 6.
24 Septenber 2004 - 44 Step ST47: The processor 65 of the nenory area

di vision apparatusstépsisaad:in FIG 6 stores the registerable system code
list RPSL and the area registration 5 perm ssion data | NF_ARP received at
step ST46 in the nener prodeshiort 158 sifagheofopzargticat icwgnidrel adiolen st eps up
to the step ST3 shown in FIG 8, the nenory 64 of the nenory area

di vi si on appar apparid4ust Qpesseds tHe0Wy st ldodel Gissitidie wncn@ted gaclage
data Pj shown in FIG 10C, the encrypted first issuance data |INF_1 shown

in FIG 16, thegshed Shekpall ravsl &P Gady I9-i3 RRSlgeshvard a FI G 15A, and
the encrypted area registration permssion data INF_ARP shown in FIG
158B. 5 registerable system code 1list RPSL.

The registerable system code list RPSL indicates, as
shown in FIG. 15A, the apparatus code AC assigned to the
memory area division apparatus 14 and the system code SC
assigned to one or more IC card issuers 21 specified at

10 step ST43 in correspondence.

Step STA45:

The processor 53 of the operator communication
apparatus 12 encrypts the area management code list AMCL
generated at step ST42 and sﬁown in FIG. 14C by thé

15 uppermost area management key data K MU_F to generate
area registration permission data INF_ARP.

Step ST46:

The processor 53 of the operator communication
apparatus 12 sends the registerable system code list RPSL

20 and the area registration permission data INF_ARP
generated at step ST45 to the memory area division
apparatus 14 via the communication interface 51 and the
network 17.

These are recelved by the communication interface 61

25 of the memory area division apparatus 14 shown in FIG. 6.



15 [Qperation File Registration Apparatus 15 (5T4)] Next<* §°Ri§APCREEM on
of the setting of the operation file registration apparatus 15 of step ST4
shown in FIG 8 will be explained. FIG 17 is a flowhart for explaining
the 20 processing. Step ST51: The processor 53 of the operator

communi cation apparatus 12 shown in FIG bssends the area managenment key
data K AM F issued at the tine of generating the 25 apparatus code |ist ACL
at step ST42 shown in FIG 13 via 24 Septenber 2004 - 45 the communi cation
interface 51 and the network 17 to the operation file registration
apparatus 15 or usestephemr4yyeans to notify the card nenory area user 24.
Step ST52: 5 The processor 53 of the operator communi cation apparatus 12

sends the area nmanagagepkocedsoAMESsF ofs Thed meniortyh@ridaRiiofi sgesrer at i ng t he
above apparatus code |list ACL and the service code SC via the

comuni cation apphekiase 131 sadtnt A TEEI0EK stores e Rejiitanblide 10
regi stration apparatus 15. Step ST53: The processor 53 of the operator

comuni cat i on sgRPaRALLEE1 1 1SROWPSLN JHiCthb GeRel Hetflstastshawn in FI G
19A, the file registration perm ssion data FRP indicating
5 permission data INF_ARP received at step ST46 in the
memory 64.

At the stage of completing the above steps up to the
step ST3 shown in FIG. 8, the memory 64 of the memory
area division apparatus 14 stores, as shown in FIG. 16,

10 the encrypted package data Pj shown in FIG. 10C, the
encrypted first issuance data INF_1 shown in FIG. 16, the
 registerable system code list RPSL shown in FIG. 15A, and
the encrypted area registration permission data INF_ARP
shown 1n FIG. 15B.
15 [Operation File Registration Apparatus 15 (ST4)]

Next, a continuation of the setting of the operation
file registration apparatus 15 of step ST4 shown in FIG.
8 will be explained.

FIG. 17 is a flowchart for explaining the

20 processing.

Step ST51:

The processor 53 of the operator communication
apparatus 12 shown in FIG. 5 sends the area management

key data K_AM_F issued at the time of generating the

25 apparatus code list ACL at step ST42 shown in FIG. 13 via



15 the service codes SC and the file managenent key data 2KSERIFP§ELRMi ned
by the card nenory area user 24 in accordance with the service code SCin
correspondence for one or nore the service codes SC received at step ST52.
Step ST54: 20 The processor 53 of the operator comunication apparatus 12
shown in FIG 7 encrypts the file registréabien perm ssion data FRP
generated at step ST53 by using the area managenent key data K AMF
received at step ST51 and stores the sane in the nmenory 52 as shown 25 in
FIG 19B. 24 Septenber 2004 - 46 At the stage of conpleting the above
processi ng up the chemundgafionsiahernface @1 &nd Hdhemalvipdp bf thethe
operation file registration apparatus 15 stores, as shown in FIG 18, the
area managenentpesdsiANCER let e gdisdaral Lo apomamtuee\l dam useaMdthemd t he
encrypted file registration permssion data FRP shown in FIG 19B.
[ Menory Area DmersisoroPnotdSy dpeofcar@ @emebryo aneaveraey 24 ea D vi sion
Apparatus 14 (ST5)] Next, the nenory area division processing of-the IC
10 card 16 by the nmeswepys@sea division apparatus 14 perfornmed at step ST5
shown in FIG 8 will be explained. FIG 20 and FIG 21 are flowcharts for
expl ai nings the progassphgcesisolr SBObFf the operator communication

apparatus 12 sends the area management code AMC_F issued

at the time of generating the above apparatus code list

ACL and the service code SC via the communication

interface 51 and the network 17 to the operation file

10 registration apparatus 15.

Step ST53:

The processor 53 of the operator communication
apparatus 12 shown in FIG. 7 generates, as shown in FIG.
19A, the file reglstration permission data FRP indicating

15 the service codes SC and the file management key data
K _FM_F determined by the card memory area user 24 in
accordance with the service code SC in correspondence for
one or more the service codes SC recelved at step ST5H2.

Step ST54:

20 The processor 53 of the operator communication
'apparatus 12 shown In FIG. 7 encrypts the file
registration permission data FRP generated at step ST53

by using the area management key data XK _AM ¥ received at

step ST51 and stores the same in the memory 52 as shown

25 in FIG. 19B.



15 The 1C card holder 26 visits a store of the card nenofdySarErbaEE04 4
carrying the 1C card 16 and loads the |1C card 16 in the nenory area

di vi si on apparatus 14. Consequently, the system code SYSC (i) stored in the
menory 32 of the IC card 16 is read and output to the 20 nenory area

di vi si on apparatus 14 via the input/outputg4si nterface 31. The system code
SYSC (i) is input to the card interface 62 of the nenory area division
apparatus 14 shown in FIG 6. 25 1 Step ST62: 24 Septenber 2004 - 47 The
processor 65 of the nenory area division apparatus 14 shown. in FIG 6
reads fromthe nmenomt Ghe tagenciagmongdiet iRjg ditte tdteode rstocsssimg eupat a
| NFY1 corresponding to the systemcode SYSC (i) input at step 5 ST61.
Step ST63: Theaoprdeeswp GTOfsHduh NBNELG area tthey insdnmory appas fit tise 14
outputs to the 1C card 16 the respectively encrypted package data P1 and

first issuanceogairadiNn ¥ilel @dgastitisdie mppha i 15 es€atds | NASr ER6RN62.
Step ST64: The processor 33 of the IC card 16 shown in FIG 2 first uses

t he uppernost apeg@nageNBie kedlMahadenrMaH idod® MeEIyptLideapagkage
data Pj input at step '
5 management key data K_AM F, and the encryptgd file
registration permission data FRP shown in FIG. 19B.
[Memory Area Division Processing of IC Card 16 by
Memory Area Division Apparatus 14 (ST5}1]
| Next, the memory area division processing of the IC
10 card 16 by the memory area division apparatus 14
performed at step ST5 shown in FIG. 8 will be explained.
FIG. 20 and FIG. 21 are flowcharts for explaining
the processing.
Step ST61:
i5 The IC card holder 26 visits a store of the card
memory areé user 24 carrying the IC card 16 and loads the
IC card 16 in the memory area division apparatus 14.
Consequently, the system code SYSC_(i) stored in the
memory 32 of the IC card 16 is read and output to the
20 memory area division apparatus 14 via the input/output
interface 31.
The system code SYSC_(i) is input to the card
interface 62 of the memory area dlvision apparatus 14
shown in FIG. 6.

25 ' Step ST62:



15 ST62 to obtain division condition information included®} RePtemEedage
data Pj and the encrypted package data Pf. Next, the processor 33 uses the
di vision key data K -D to decrypt the package data Pf to obtain the system
key data SYS K F and the uppernost area nanagenent key 20 data K MJ F

I ncluded in the package data Pf. Step ST657 dhe processor 33 of the IC
card 16 encrypts by using the system key data SYS K-F and the upper nost
area mnagenent key data K MJ F to generate degenerate key 25 data K -Al,
perforns nutual authentication with the nmenory 24 Septenber 2004 - 48 area
di vi si on appar at us THebprosesgorhé5defebeamemiosry adaiaa ddvAlsicand proceeds
to the processing of step ST66 when both of the I1C card 16 and the nenory
area divi si on appasadtiaslidsbowhi dm FiG.| égireadac from d¢heh memvary 6 1tthe he
above nutual authentication, for exanple, the nenory area division
apparatus 14 epsackays GgtdasPrigankbietheysiewtkdystanseSUata Arnm¥d t he

upper nost area managenent key data K MJ F to .generate .degenerate key data

K_A2. Then, &bpr8Epbhidgetodichess9RtappabaleusYSst qdneraiprt atlGyendom
nunber Rl and encrypts the random nunber Rl by using the degenerate key
data K_A2 to gefgiate data Rla. Then, the nenory area division apparatus
14 outputs the random nunber Rl and the data Ria to the IC card 16. The

I C card 16 verifiesgphgt Begsthe data obtained by

The processor 65 of the memory area division
apparatus 14 outputs to the IC card 16 the respectiveiy
encrypted package data Pj and first issuance data INF_1

10 read at step ST62 via the card interface 62.

Step ST64:

The processor 33 of the IC card 16 shown in FIG. 2
first uses the uppermost area management key data
K MU_(i) to decrypt the .package data PJj input at step

15 ST62 to obtain division cbndition information included in
the package data Pj and the encrypted package data Pf.

Next, the processor 33 uses the division key data
K_D to decrypt the package data PE to obta;n the system
key data SYS_K_F and the uppermost area management key

20 data K_MU_F included in the package data PEf.

Step ST65:

The processor 33 of the IC card 16 encrypts by using
the system key data SYS_K_F and the uppermost area
management key data K_MU_F to generate degenerate key

25 data K_Al, performs mutual authentication with the memory



15 decrypting the data Rla by using the degradation data 2kSepiembgf ¢hed
with the random nunber RI and, when it matches, certifies that the nenory
area division apparatus 14 is the legitimte party. Al so, by performng
processi ng by an opposite standpoint fromthe above 20 processing by using
t he random nunber generated by the IC card816, the nenory area division
apparatus 14 certifies that the ICcard 16 is the legitimate party. Step
ST66: The processor 33 of the IC card 16 shown in FIG 2 25 divides the
menory area of the nmenory 32 and, as shown in 24 Septenber 2004 - 49 FIG
22, forms the appéer A3yisdong appRxalUsS( il byssisgmed the dggenedate dkessuer
21 and the uppernost area AREA MJ F assigned to the card nenory area user
24. Step ST67: dBtFHE_pdocavdoprd@esidst o [HBec prp okt sing axf (stap)SThe
upper nost area managenent key data K MJ F in correspondence with the
upper nost ar eawARBABMUhF off thiee ICTewmody 152 angt diheSTeMork0 ditea plichsson 33
of the IC card 16 uses the uppernost area nanagenent key data K MJ F
stored at stepappadtiie ddcicpptfitrine thier dle gitInmugye diatemdﬂ\ﬂ%tﬂe:shom in
FIG 12 input at step ST63. Step ST69:

5 In the above mutual authentication, Ffor example, the
memory area division apparatus 14 encrypts by using the
system key data SYS_K_F and the uppermost area management
key data K_MU_F to generate degenerate key data K_AZ.

Then, the memory area division apparatus 14 generates a
10 random number R1 and encrypts the random number R1 by
using the degenerate key data K_A2 to generate data Rla.
Then, the memory area division apparatus 14 outputs the
random number R1 and the data Rla to the IC card 16. The
IC card 16 verifies whether the data obtained by
15 decrypting the data Rla by using the degradation data
K_Al matches with the random number Rl and, when it
matches, certifies that the memory area divlision
apparatus 14 is the legitimate party. Also, by performing
processing by an opposite standpoint from the above
20 processing by using the random number generated by the IC
card 16, the memory area division apparatus 14 certifies
that the IC card 16 is the legitimate party.
Step ST66:
The processor 33 of the IC card 16 shown in FIG. 2

25 divides the memory area of the memory 32 and, as shown in



15 The processor 33 of the IC card 16 stores in the nenpfdySsptefber Ik em
code SYSC F included in the first issuance data |INF_1 obtained by
.decrypting at step ST68. Step ST70: The processor 65 of the nmenory area
di vision 20 apparatus 14 judges whet her the system code SYSC (i)

received fromthe IC card 16 at step ST61 g FIG 2 is included in the
‘regi sterabl e systemcode list RPSL shown in FIG 15A stored in the nenory
64 at step ST47 in FIG 13 and, when included, judges that data related to
25 services provided by the card nmenory area user 24 can be 24 Septenber
2004 -. 50 reBiIetered iforimiseth€ apperindsanereao @®EAS MUD (tihe agprigpessitng at
step ST71. In the communication system1l, as explained at steps ST43 and
ST44, Dbased obheh&Cr epedt iesuenf @lmanidonthiel uppermosthyarsa @REMet G card

i ssuer 21 specifies a party for which provision of services by using the

sane | C card léssigned ¢ot eledddridhtmem®ir§Chirea waledr mat.i on R _F by which
the card nenory area user 24 specifies a party for which provision of
services by using tBeepaggehc card 16 Is 10 rejected, an IC card issuer 21
capabl e of providing services by using the sanme IC card 16 as that of the

card menmoiy area UgRk piobessBEChh 6% MY Tee caNH 48 GRe AHANE det he

specified IC card issuer 21 to generate the registerable system code |1 st

RPSL. uppermost area management key data K_MU_F in

correspondence with the uppermost area AREA MU _F of the
memory 32.
Step ST68:

10 The processor 33 of the IC card 16 uses the
uppermest area management key data K_MU_F stored at step
ST67 to decrypt the first issuance data INF_1 shown in
FIG. 12 input at step ST63.

Step ST69:

15 The processor 33 of the IC card 16 stores in the
memory 32 the system code SYSC_F included in the first
issuance data INF_1 obtained by decrypting at step STe68.

Step ST70:
The processor 65 of the memory area division

20 apparatus 14 judges whether the system code SYSC_(i)
received from the IC card 16 at step ST61 in FIG. 2 is
included in the reglsterable system code list RPSL shown
in FIG. 152 stored in the memory 64 at step ST47 in FIG.
13 and, when included, judges that data related to

25 services provided by the card memory area user 24 can be



15 As a result, the IC card issuer 21 and the card menor$?* SFREMREREOMY can
avoi d an undesirable party from providing services by using the sane IC
card 16. Step ST71.: The processor 65 of the nenory area division 20
apparatus 14, when judged it can be registered at step ST70, outputs to
the IC card 16 the encrypted area registr@a®ion perm ssion data | NF ARP
showmn in FIG 15 stored in the nenory 64 at step ST47 in FIG 13 via the
card interface 62. 25 The IC card 16 receives as input the encrypted area
24 Septenber 2004 - 51 registration perm ssion data | NF-ARP via the

i nput/ out put Fregdstered3insiibenICnchRir@ 1B. and pypicgiedesd tabdve the area
regi stration permssion data INF-ARP is encrypted by the uppernpst area 5
AREA- MJ- F. Sbepc8sEingTht ptepeSTFL.33 of the I1C card 16 shown in FIG 2
decrypts the encrypted area registration permssion |Information |INF-RP

I nput via the inputfauthet conmenfieatidbd 8¥stemstlep aST ekplaimeidigt heteps
upper nost area nmanagenent Kkey data K MJ F read fromthe nenory 64. Step
ST73: The procgpaerand sfratthebhGedandd thesewecition Enfdrn@itdioes RN &y ea

managenent key code AMC-F and the area
5 by which the IC card issuer 21 speclfies a party for
which provision of services by using the same IC card 16
is rejected and the rejection information RI_¥ by which
the card memory area user 24 specifies a party for which
provision of services by using the same IC card 16 is

10 reijected, an IC card issuer 21 capable of providing
services by using the same IC card 16 as that of the card
memory area user 24 is specliflied and the system code
assigned to the specified IC card issuer 21 to generate
the registerable system .code list RPSL.

15 As a result, the IC card lssuer 21 and the card_
memory area user 24 can avoid an undesirable party from
prbviding services by using the same IC card 16.

Step ST71:
The processor 65 of the memory area division

20 apparatus 14, when judged it can be reglstered at step
ST70, outputs to the IC card 16 the encrypted area
reglstration permission data INF_ARP shown in FIG. 15
stored in the memory 64 at step ST47 in FIG. 13 via the
card interface 62. |

25 The IC card 16 receives as input the enorypted area



15 managenent key data K-AMF in the area registration p&fRteEmbar 2004
I nformation | NF-RP decrypted at step ST72 in correspondence with the
uppernost area AREA-MJF forned at step ST66 in the nenory 32 as shown In
FIG 23. [Registration of File Data to IC Card 16 by 20 operation File
Regi stration Apparatus 15 (ST6)] Next, thglregistration of file data to
the 1C card 16 by the operation file registration apparatus 15 perforned
at step ST6 shown In FIG 8 will be explained. FIG 24 Is a flowhart for
explaining the 25 ' processing. 24 Septenber 2004 - 52 - Step ST81: The
| C card hol der regigitzatdon pesmdssiophdadar FNFIdRF wia dheusap it/ @yt ng
the 1C card 16 and loads the 1C card 16 in the operation file registration
apparatus 5 l15inbesfaoet Bils shoma dgmoFd$sor2.75 of the operation file
regi stration apparatus 15 shown in FIG 7 sends a file search request
i ncl uding informati as eaplajeeid waboyet, hdheC anre: anaegiys tatada. ors grexili sssumln  as
a service code SC or 10 systemcode SYSC F, via the card interface 72 to
the 1C card l8atst eNFSAR?: 1Whemndriye tiedp by ahiepuppetimersfiacaedl recei ves the
file search. request at step ST81, the processor 33 of the IC

' 5 AREA MU _F.

Step ST72;

The processor 33 of the IC card 16 shown in FIG. 2
decrypts the encrypted area registration permission
information INF_RP input via the input/output interface

10 31 at step ST71 by using the uppermost area management
key data K_MU_¥ read from the memory 64.

Step ST73:

The processor 33 of the IC card 16 shown in FIG. 2
stores the area management key code AMC_F and the area

15 management key data K_AM F in the area registration
permission information INF_RP decrypted at step ST72 in
correspondence with the uppermost area AREA_MU F formed
at step ST66 in the memory 32 as shown in FIG. 23.

[Registration of File Data to IC Card 16 by

20 Operation File Registration Apparatus 15 (ST6)]

Next, the registration of file data to the IC card
16 by the operation file registration apparatus 15
performed at step ST6 shown in FIG. 8 will be explained.

FIG. 24 is a flowchart for explaining the

25 = processing.



15 card 16 shown in FIG 2 searches whether or not file datSeBEMbEF $P%ks
relating to the card nenory area user 24 is stored in the nenory 32 based
on the above information included in the file search request. Step ST83:
20 When it is judged that the file data of the services relating to the
card nmenory area user 24 is not stored it 52he nenory 32 by the file search
at step ST82, the processor 33 of the IC card 16 notifies that the file
does not exist to the operation file registration 25 apparatus 15 via the

i nput/out put interface 31. 24 Septenber 2004 -53- Step ST84: \Wen a notice
of no file is recei 8tdpatT8llep ST83, the processor 75 of the operation
file registration apparatus 15 shown in FIG 7 outputs file registration 5
per m ssi on data FRPThacIgptatdbjrollderaréa viieddge oe mttorey ofddtte KcadM F shown
in FIG 19B stored in the nenory 74 at step ST54 shown in FIG 17 via the
card interfacemérot9 atrbe hEepaprd darriiag €heald barshawn dnd Aldad< the
receives as input the 10 file registration perm ssion data FRP via the

i nput / out put i nteghage181linStaR 9H8TatibAe FANCCesYAlstIatdlod hpddzLaisl 16
shown in FIG 2 decrypts the file registration permssion data FRP input
5 15.

Due to this, the processor 75 of the operation file
registration apparatus 15 shown in FiG. 7 sends a f£ile
search request including information for specifying the
card memory area user 24, such as a service code SC or

10 system code SYSC_F, wvia the oapd interface 72 to the IC
card 16.

Step ST82:

When the input/output interface 31 receives the file
search request at step ST81, the processor 33 of the IC

15 card 16 shown 1n FIG. 2 searches whether or not file data
of services relating to the card memory area user 24 is
stored in the memory 32 based on the above information
included in the file search request.

Step S5T83:

20 When it‘is judged that the file data of the services
relating to the card memory area user 24 is not stored in
the memory 32 by the file search at step ST82, the
processor 33 of the IC card 16 notifies that the file

does not exist to the opération file registration

25 apparatus 15 via the input/output interface 31.



15 at step ST84 by using the area nmanagement key data K AR} Perigawer g0Rd | e
managenent key data K _FMF in the decrypted file registration perm ssion
data FRP, and wites file nmanagenent key data K FMF related to the
service of the card nmenory area user 24 in the uppernost 20 area AREA MJ F
shown in FIG 23. As a result, the uppernd3t-area AREA MJ F becones as
showmn in FIG 25. Step ST86: The processor 33 of the I1C card 16 shown in
FIG 2 wites the file managenent key data K_FMF and the 25 service code
SCin the file registration pernission data 24 Septenber 2004 - 54 FRP
decrypted at step SP&8Pi BT8drrespondence with the. file data witten at
step ST85 in the nenory 32. [Charging Processing] In the comrunication
system 1, for exanpWbent he noddde Dfmmepfiller d& opeedved 2t sHiom STBFI G 1
pays for the cost of receiving the |oan of the nmenory area of the nenory
32 of the |IC thedpi6cessblre 75Cofarthel opeeratidbnf @ilex agyisstirationts of

bl ocks of the nenory area. Also, the card nenory area operator 22 bills the
10 cost for usappirpgus a6 shewmedn FI&.ed oftiphtsrdEiliey r¥Eyigfrdticon C card
16 for the service of the card nenory area user 24 as a |license fee, a

~service code Speipgkstibat data IR perydted &F /%B@d&:% stariidemed€eept C.
to the card nenory area user 24.
data K AM F shown in FIG. 19B stored in the memory 74 at
step ST54 shown in FIG. 17 vié the card interface 72 to
the IC card 16.
The IC card 16 shown in FIG. 2 receives as input the
10 file registration permission data FRP via the
input/output interface 31.
Step ST85:
The processor 33 of the IC card 16 shown in FIG. 2
decrypts the file registration permission data FRP input
15 at step ST84 by using the area management key data
K_AM F, uses the file management key data K_FM_F in the
decrypted file reglstration éermission data FRP, and
writes f£ile management key data K_FM_F related to the
service of the card memory area user 24 in the uppermosf
20 area AREA_MU_F shown 1in FIG. 23. As a result, the
uppermost area AREA_MU_F becomes as shown in FIG. 25.
Step ST86:
The processor 33 of the IC card 16 shown in FIG. 2
writes the file management key data K_FM_F and the

25 service code SC in the file registration permission data



15 As expl ai ned above, according to the communication sy&tefriemeGRe4% he

| C card issuer 21 issues the ICcard 16 to the card holder 26, file data
relating to services provided by the card nmenory area user 24 can be

regi stered in the unused nenory area of the nenory 32 of 20 the IC card 16
based on predeterm ned conditions. As a fe84l¢t, the card hol der 26 can
receive services of both the IC card issuer 21 and the card nenory area
user 24 by using the IC card 16 alone. Al so, according to the conmuni cation
system 1, as 25 expl ai ned above, the package data Pl is generated through
24 Sept enber 2BBR deBFyptkd ptostep SF8Sf inheorgespondemaeniviiditi drhe.
apparatus 11 by using the Pf generated by the operator comunication
apparatus 12, pidei datat ertihecenCatarsdedt STiBE tlne tiyee meimery G@uni cati on
apparatus 12 and the nenory area division 5 apparatus 14, and decrypted in
the IC card 16, cofshgwgihhy Prbeesyingh code SYSC F and the system key
data SYS K F necessary for witing the file data to the nenory area

(uppernpst. area AREA- MbeFphouws@aibntibs @stemmNDE raledmnpdes, 2hd redd@ | C -
card 16 can be kept secret 10 fromthe IC card issuer 21. Also, since the

package datsa Rbmb%ydﬁ‘s‘réﬁpbgéra!oﬂs 220 shbens Yot eTakey fRivd $6 Kid )odsit
the IC card 16, the system key data SYS K (i) necessary for witing the

file data to tge EEEB&%iﬁbe%h@U&BﬁhmB%t thR’ fRmORFAaMdaMo Uk Meddisy 142
card issuer 21 can be kept

of the IC card 16 to the IC card issuer 21 for example in
units of blocks of the memory area.

Also, the card memory area operéltor 22 bills the

10 cost for use of part of the memory area of the memory 32
of the IC card 16 for the service of the card memory area
user 24 as a license fee, a service code SC registration
use fee, an area AREA registration fee, etc. to the card
memory area user 24.

15 As explaiﬁed above, according to the communication
system 1, when the IC card issuer 21 issues the IC card
16 to the card holdex 26, fille data relating to services
provided by the card memory area user 24 can be
registered in the unused memory area of the memory 32 of

20 the IC card 16 based on predetermined conditions.

As a resulit, the card holdexr 26 can receive services
of both the IC card issuer 21 and the card memory area
user 24 by using the IC card 16 alone.

Also, according to the communication system 1, as

25 explained above, the package data PJj is generated through



15 secret fromthe card nenory area operator 22 and the cé&t&epigewsr J0%k ea
user 24. Also, according to the conmunication system 1, by respectively
defining the areas AREA-(1) and AREA -F in the uppernost area AREA MJ (i)
and the AREA MJ F and by 20 using the area nanagenent data K AM (i) and

K AMF to wite the file data to the AREA¥,-illicit witing to the
menory area can be further effectively prevented. Nanely, according to the
comuni cation system 1, by dividing the nenory area of the I1C card 16 and
keepi ng 25 secret the key data used for a wite operation of data on 24
Sept enber 2004the5proegsking pffe thievildstemre sompuadead ono mppenathey ilded
persons, unauthorized access to the nenory area can be prevented. As a
result, it becbwesspogsitbee Pfo ggaeraltedubyséiie Spareioxhicommumnivsticged by
the IC card issuer 21 in the nenory area of the I1C card 16 used safely by
a card nmenory apparases 22,opheritedn tbheheCICakdridsdbevial taed oyrassidat e
to inprove the convenience of the I1C card 16. The present invention is not

limted to thecahmifaich®ienbagparatusFaz andthe, memolriye adteey @ isnimicbmrent
a case of setting various data to the nenory area division apparatus 14

and the casd nEpph¥a2h8a14sehndsd decepitha iaPehal At eardnieat i on apparatus
12 after delivering the
consequently the system code SYSC_F and the system key
data SYS_K_F necessary for wrliting the file data to the
memory area (uppermost area AREA_MU_F) used bﬁ the card
memory area user 24 in the IC card 16 can be kept secret
i0 from the IC card issuer 21. Also, since the package data
Pj is decrypted by using the system key data S¥S_K (i) in
the IC card 16, the system key data SYS_K_ (i) necessary
for writing the file data to the memory area (uppermqst
area AREA MU_F) used by.the IC card issuer 21 can be kept
15 secret from the card memory area operator 22 and the card
memory area user 24.

Also, according to the communication system 1, by
respectively defining the areas AREA_(1) and AREA_F in
the uppermost area AREA MU_(1) and the AREA MU_F and bj

20 using the area management data K_AM (i) and K _AM F to
write the file data to the AREA_F, illicit writing to the
memory area can be further effectively prevented.

Namely, according to the communication system 1, by

dividing the memory area of the IC card 16 and keeping

25 secret the key data used for a write operation of data on



15 menory area division apparatus 14 and operation file +hyeRIEMRET HiP4
apparatus 15 to the card nenory area user 24 was expl ained as an exanpl e,
but the information nay be set before delivering the nmenory area division:
apparatus 14 and the operation file registration apparatus 15 to 20 the
card nmenory area user 24 under the contrelsef-the card nenory area
operator 22. Also, a case of configuring the nenory area division

apparatus 14 and the operation file registration apparatus 15 as separate
apparatuses was expl ai ned as an 25 exanple in the above enbodi nent, but
they may be reehrhedf24h8egiizdided e ry RFeazs farom mnylamtdppalzadis. Al so,

I n the above enbodi nent, a case of setting the nenory area division
apparatus 14 apdrshasopenauntboriizied acegisst tal ithe aprenyt wscelb dan det ore
of the card nenory 5 area user 24 was expl ained as an exanple, but they may
al so be set inpgeskatedof the operator comruni cation apparatus 12 etc.

Al so, in the above enbodi nent, exclusive apparatuses were used as the

menory area di Vi si OAsappaesuilt, 14 tamécbhelsh®oipdmnild ao fgdte Hrgiwidsdd on
apparatus 15, but the apparatuses may be realized by a personal conputer

etc. of the cardanpBEh 2ECACHSHsed? by dtle MRE daiildsRied BAl id tede an
apparatus having a function of keeping secret data in accordance with
need. memory area of the IC card 16 used safely by a card
memory area user 24 other than the IC card issuer 21 and
- possible to improve the qonvenience of the IC card 16.
The present inventlion is not limited to the above
10 embodiment. ‘

For example, in the above embodiment, a case of
setting varlous data to the memory area division
apparatus 14 and the card memory area user 24 from the
roperqtor communication apparatus 12 after delivering the

15 memory area division apparatus 14 and operation file
registration apparatus 15 to the card memory area user 24
was explained as an example, but the information may be
set before dellivering the memory area divislon apparatus
14 and the operation file registration.apparatus 15 to-

20 the card memor§ area user 24 under the control of the
card memory area operator 22.

Also, a case of configuring the memory area division
apparatus 14 and the operation file registration

apparatus 15 as separate apparatuses was explained as an

25 example in the above embodiment, but they may be realized



15 Bel ow, an | C card system of an enbodi ment related to #héeeriEoper 2004

comuni cation system1 will be explained. (1) Configuration of Enbodi nent
(1-1) Basic Configuration FIG 27 is a block diagram of the configuration
of 20 an IC card systemaccording to the present enbodinment. In FIG 27,

an I C card 3A/ 3B corresponds to the IC <ad 46 shown in FIG 1. Also, a
card provider 2 corresponds to the card issuer 11 and the issuer

conmmuni cati on apparatus 11. 25 Also, a |l ending business 5 and a nanagenent
server 24 Septenber 2004 - 58 5A correspond to the card nenory area
operator 22 andst hesipgéeabpparvetmeni cati on apparatus 12. Al so, an area
user 6 corresponds to the card nenory area user 24 shown in FIG 1. 5

Al so, an operation agsoinih 8heoabevpondbofidmehnd, arwasy afcaelibdrgy othe
apparatus 14 and the operation file registration apparatus 15 shown In

FIG 1. In theméfoegr drajstietitdn hppatatdspraviafd the bpeietidn file
non-contact type I1C card 3A/3B free of charge or 10 by purchase by a user

and perforns pregesséragibh hppaexédBl e5CaahhngtoRass#Jenel dadd Henldisy at
train stations, etc. by access fromthe provider termnal 4A to 4N by

using the kC Cafrda3QkadB: 247488 e®pTBIREY 8B2GR @kahBiel, ChutafithedNmb, | ef t
over after the above use for a service
also be set in a store of the operator communication
apparatus 12 eto.
Also, in the above embodiment, exclusive apparatuses
were used as the memory area division apparatus 14 and
10 the operation file registration apparatus 15, but the
apparatuses may be realizedlby a personal computer etc.
of the card memory area user 24 under the condition that
it is an apparatus having a function of keeping secret
data in acoordance #ith need.
- 15 Below, an IC card system of an embodiment related to
the above communication system 1 will be explained.
{1l) Configuration of Embodiment (1-1) Basic
Configuration
FIé. 27 is a block diagram of the configuration of
20 an IC card system according to the present embodiment.
In FIG. 27, an IC card 3A/3B corresponds to the IC
card 16 shown in FIG. 1.
Also, a card provider 2 corresponds to the card

issuer 11 and the issuer communication apparatus 11.

25 Also, a 1ending business 5 and a management server



15 relating to its own business is lent to a area user 6 2488pteMbg" 2P Use
it by managenent of the |ending business 5 or by Its own nmanagenent. Due
tothis, the C card system 101 becones capable of providing a variety of
services not only to the card provider but to the area 20 user 6 by the IC
card 3A/3B. Note that In the IC card systggn 101, a series of processing Is
executed by a conputer under managenent of the card provider 2, the

| endi ng business 5, the area user 6, etc., however, In the explanation

bel ow, for sinpler explanation and easy 25 understandi ng, the configuration
of the | C cardsaysbepegpobdpteonbre 2084 mem8rylA@tew bbebatexplla med Mhe
suitably setting each of the <card provider 2, |ending business 5 and area

user 6, etc. @pefAtBrcobpAlAntatibamabparatukhe2l.C card system 101, a card
5 manufacturer 7 produces the IC card 3A/ 3B upon order by the card

provider 2 and delixess,i hnt @rbReusatdePbe¥rd8ponds Ab thieS chirt® meldty C
card 3A/3B is issued by recording a card code Cad notified fromthe card

provider 2 and;fen,dh¥bsi 9B Bh8GARS$hn#zkeynotified fromthe I ending 10
business 5 etc. Here, the card code Cad is an identification code unique

to the IC gard 3A 3?1@%(9@?5?85:2@19}{ tBengARyd Er%k%ﬁggn% o gl

expl ai ned "procedure sion processing ke que to the IC

card SA'38 rel gL 0g,t 2-RL0§F93LIgn" BhpREERAE' 9 @nd the operation file

registrﬁtion apparatus 15 shown in FIG. 1.
In the IC card system 101, the card provider 2

issues a non-contact type IC card 3A/3B free of charge or

10 by purchase by a user and performs processing of fqr
example cashing, passage of turnstiles at train stations,
etc. by access from the provider terminal 4A to 4N by
using the IC card 3A/3B. Also, a memory space of the IC
card 3A/3B left over after the above use for a service

15 relating to its own business 1is lent to a area user 6
desiring to use it by management of the lending business
5 or by its own management. Due to this, the IC card
system 101 becomes capable of providing a variety of
services not only to the card provider but to the areaj

20 user 6 by the IC card 3A/3B. Note that in the IC card
system 101, a series of processing is executed by a
computer under management of the card provider 2, the
lending business S, the area user 6, etc., however, in
the explanation below, for simpler explanation and easy

25 understanding, the confilguration of the IC card system



15 system area separately. Wien the card provider 2 entrud?SepipawggdeRdnt of
enpty areas of the I1C card 3A/3B to the | ending business 5, the card
provider 2 notifies the card code Ccd to the | ending business 5, pays a

| i cense fee, obtains perm ssion fromthe |ending business 5 and 20 issues
the IC card 3A/3B. On the other hand, the ®ard provider 2 is the entity

i ssuing the IC card 3A/3B and selects the card code Ccd, notifies the sane
to the card manufacturer 7, and receives the IC card 3A/3B fromthe card
manuf acturer 7. 25 Also, when the I1C card 3A3B is delivered fromthe card
24 Septenber 2004 widd beeewpdetoedr by, suiéadbdydsprdingekazhacdeddes the | C
card 3A/3B by an exclusive access apparatus, that is, a reader/witer,
and sets the seavdcpsotvddbe @sabkadhygt basih€ssas] AAA3BreHersser .t he
processing, the card provider 5 2 sets a systemarea in the nenory space of
the 1 C card 3&t3B hy mananstempohedtsa encrypted by using a predeterm ned
key and sets a user area of a predeterm ned nunber of blocks (n bl ocks).

The card provider 2naRedf(sifdatBengcesazay siatehl10aGesasicagdt he user area,
data necessary for updating the systemarea, data for specifying records

of the systemmah@Racthferi B bk}@dﬁ&éheﬂhér €@ 8add’ 88958 ubbhCSrHRGeRAN Y
for services expected to be provided in the user area. Nanely, the card
provider 2 recghdscaraap,BPaEENeh! and delivers it to the card provider
2. At this time, the IC card 3A/3B is issued by recording
a card code Ccd notified from the card_provider 2 and a
division processing key notified from the lending
10 ‘business 5 eto. Hére, the card code Cecd 1s an
identification code unique to the IC card 3A/3B and
selected by the card provider 2 by a later explained
procedure. The division processing ke? is a key unigue to -
the IC card 3A/3B relating to processing for preparing a
15 system area separateiy. When the card provider 2 entrusts
management of empty areas of the IC card 3A/3B to the
lending business 5, the card provider 2 notifies the card
code Ccd to the lending business 5, pays a license fee,
obtains permission from the lending business 5, and
20 issues the IC card 3A/3B.
On the other hand, the card provider 2 is the entity
lssuing the IC card 3A/3B and selects the 6ard code Ccd,
notifies the same to the card manufactu;er 7, and

receives the IC card 3A/3B from the card manufacturer 7.

25 Also, when the IC card 3A/3B is delivered from the card

N



15 information indicating the recording positions of the 2fPBEMheH200%

recorded areas in units of block in the

desired files

i nformati on. Al so,

to the files,

files, an area managenent key as an key for rel easing encrypting

correspondi ng
processi ng of
t he bl ocks of
3A/ 3B, encrypt
rel eased by a
key, the area

possi bl e to wrezdén/wrptedet andi setisnther yespdces tél be, ushblieyblerhikey,

to the card provider 2, and a system key for encrypting
all data, to be input/output are recorded. 25 As a result,
pFrufaetureBa’ sekhencaRd providespReptoesse64thecIC camd
ing of data input fromthe provider termnal 4A and 4B is

system area and enabl es access to
requested froman external apparatus by the area nmanagenent
a file key for encrypting processing 20 corresponding
an application key applied t& one service by a plurality of

in

neYi am ekclheiveoarespsndpngravusenthay, isheaapplication

managenent key, and the file key so that It is nade 5

t he area managenent key, the application key, the area nanagenent key
serving as a kBYy cédnd 3®NzEigetrde inl ehkeproebssinge tReocded, pikbeigpst em
key etc. is updated only by access using the file 10 nanagenent key, and
the applicati an &eys addsyseehi 4fekeyn BhE MBHEry"BHssEbbE tRel 88 Shelq Of

update. Al so,

application codes unique to the services and a system code

for specifyi n3xesorsh ner@hstbe ¥ S&gfhabRarypteal Bgohdedgta enable the
vari ety of services provided

10

15

20

25

predetermined key and sets a user area of a predetermined
number of blocks (n blocks).

The card provider 2 records data necessary for
accessing the user area, data necessary for updating the
system area, data for specifying records of the system
area, etc. in the system area and records files necessary
for services expected to be provided in the user area.

Namely, the card provider 2 records area management
information indicating the recording positiocns of the
files and not recorded areas in units of block in the
system area and enables access to desired files requested
from an external apparatus by the area management
information. Also, a file key for enorypting processing
corresponding to the files, an application key applied to
one service by a plurality of files, an area management
key as an key for releasing encrypting corresponding to
the card provider 2, and a system key for encrypting
processing of all data to be input/output are recorded.

As a result, in the bBlocks of the user area set in the IC



15 by the IC card 3A/3B to be Identified by the applicati&hSeri§aeensep4
system code. Note that the I1C card 3A/3Bis configured so that files
relating to one service are recorded in successive bl ocks, an address of
the head block of the successive blocks is assigned to the 20 application
code, and thereby corresponding files areeslrecorded in the nenory space by
using the application code as a reference. They are made to be accessible
by the area managenent information after being recorded. If the IC card
3A/3B Is made to be usable by 25 configuring the system area and user area
as expl ai ned Zp1SkpikMRr Qi@uiypbing, of hdatar tnpubvidem Ehprpyrogédetrhe | C
card 3A/3Bto the card user for a fee or free of charge. Furthernore,
when there is tasrmbceEls4iAisand) 4bels Gebeas3d/ B 4reombihratpsavodethe
termnals 4A and 4B serving as termnal 5 apparatuses of services offered
by the card prevasiedpéndng Pspsiednrepediaer ¥hpeitstPbAVkEed. thBusrekhe
provider termnals 4A and 4B nodulate information to be used for

transm ssion yarpagdhatieties Pl nata cané i £114 kaybyb | tnbp ieads gkt er to 10

drive a built-in antenna so as to repeatedly enmit a call to the |IC card
3A/ 3B at a5 pr edelefl deth GYel fe {74 J‘.“@&é‘tehﬂfm%&: fiéhdrdAspiche! d close to
the antenna and a response to the call 1s sent fromthe | Ccard 3A the

e T koS U0 PIORE S} ok Yo PV LR dred hRERLLABRERY. ' Bnk"® 1 C
application key, the area management key serving as a key
for managing the file key, etc. are recorded, the system
key etc. 1s updated only by access using the file

10 management key, and the application key and the file key
are made impossible to register or update.

Also, application codes unigque to the services and a
system code for specifying recording of the system area
are recorded to enable the variety of services provided

15 by the IC card 3A/3B to be identified -by the application
code and system code. Note that the IC card 3A/3B is
configured so that files relating to one service are
recorded in successive blocks, an address of the head
block of the successive blocks is assigned to the

20f application code, and thereby corresponding files are
recorded in the memory space by using the application
code as a reference. They are made to be accessible by
the area management information after being recorded.

If the IC card 3A/3B is made to be usable by

25 configuring the syst@m area and user area as explained



not nutual data communication with the 1C card 3A is posdt Bertempge?Pq4 s -
judged by the nutual authentication that nutual data communication is
possi bl e, the provider 20 terminals 4A and 4B detect a response of the IC
card 3A/3B to the call using the systemcode and thereby judge whether it
Is an 1 C card 3A/3B having a system area gprresponding thereto or not.
Furthernore, by obtaining a response of the IC card 3A/3B to the cal

usi ng the 25 system nanagenent key and the application code, it is 24

Sept enmber 2004 - 63 judged whether the IC card 3A/3B relates to its own
servi ce. \Wen ahoged tbebeard pfochddr32/ BBovtiaki thet IC chsdoBR/IB WHoce as
expl ai ned above, the provider termnals 4A and 4B access the user area by

transferring Stleaceypiiedsent fobyaareenbrnateenodf chegeysiramkeymozdeca
managenment key, application key, and file key. For exanple when offering a

service by el eghé®niKeFBNEY, ahhg¥ce 88 CaYIRgPERECERI BETBOBAJEBEELLRT tR
anount recorded on the IC card 3A subtracting an anount used by the user

10 fromthe ba)peeLier CeOFRiNGLENER bRat B8 L6r6RhE 34 tEhminadl SO, when the
card provider 2 issues points for an anount of purchase by the user and

of fers a vari ejynOfatS€EYI GESs&PyAEELT SRREL M b fcﬂ@l ggi:at ﬁrob&g%e%qt es

processi ng for updating points etc. recorded on'the 15 card

accordance W tl-ihe. SR 0L VLEL2EE PobiGeq.

Thus, the provider terminals 4A and 4B modulate
information to be used for tranémission by a
predetermined carrier in a bullt-in reader/writer to

10 drive a bullt-in antenna so as to repeatedly emit a call
to the IC card 3A/3B at a predetermined c¢ycle. Here, when
the IC card 3A is held close to the antenna and a
response to the call is sent from the IC card 3A, the
reader/writer executes processing for mutual

15 authentication with the IC card 3A and Judges whether or
not mutual data communication with the IC card 34 is
possible.

When it is judged by the mutual authentication that
mutual data communication is possible, the provider

20 terminals 4A and-4B detect a response of the IC card
3A/3B to the call using the system code and thereby judge
whether it 1s an IC card 3A/3B having a system area
corresponding thereto or not. Furthermore, by obtaining a
response of the IC card 3A/3B to the call using the

25 system management key and the application code, it is



user. The IC card 3A/3B is a non-contact type |1C card whiftReRiEEPES2QQY
operate by power induced by the built-in |oop antenna and perforns '
processing on a high frequency 20 signal induced to the |oop antenna by a
predeterm ned signal processing circuit so as to receive the call from
the reader/witer. The 1 C card 3A/ 3B serds3a-response to the call, further
executes processing for nutual authentication upon request fromthe
reader/witer for 25 the response, and thereby judges whet her data exchange
I's 24 Septenber 2004 - 64 possible with the reader/witer. Furthernore, it
transmts a cdudgedrwhetshen ilie tI2 cand I IBdeebanbesphd i thsi owncode
recorded in the system area to the reader/witer in response to a call
using the 5 systmnmoaoddailend hpjdedate dre cad eI resrd heA f 2B deelatihgr toand
therefore can execute a series of processing only when relating to a

servi ce schedultad dvn beepriow desl dypldiwed estslerd W th€rprédsideresul t, when
confirmation is obtained by the 10 reader/witer in this way, the I1C card

3A/ 3B accesses e OfKlidigl 48 Efodds ACON Aaee abéd B CEBanyBbPPihge
successi vely i nput system key, area nmanagenent key, application key, and

file key and (RS SK I L DR a KIS 10 WL SO IsPyediekd)| €ardhso, it
secures an 15 area for recording the file by updating the system area
management key, application key, and file key. For
example when offering a service by electronic money, they
execute processing for detecting an amount recorded on
the IC card 3A, subtracting an amount used by the user
10 from the balance, recording thils in the IC card 34, etc.
Also, when the ocard provider 2 issues points for an
amount of purchase by the user and offers a variety of
services in accordance with the points, it executes
processing for updating . points etc. recorded on the IC
15 .card 3A in accordance wlth the amount of purchase by the
user.

The IC card 3A/3B is a non-contact type IC card
which starts to operate by power induced by the bulilt-in
loop antenna and performs processing on a high frequencf

20 signal induced to“Fhe loop antenna by a predetermined
signal processing circuit so as to receive the call from
the :eader/writer. The IC card 3A/3B sends a response to
the call, further executes processing for mutual

authentication upon request from the reader/writer for

25 the response, and thereby judges whether data exchange is



by access using the area nmanagenent key and the system n%%gﬁaﬁﬁﬁ?r§@¥1and
updates the system area by receiving registration of the file key,
application code, and application key. 20 (1--2) D vision of Area The card
provi der 2 yields the managenent right of the unused areas of the nenory
space of the I1C card 3A/3B to the |endingshusiness 5 or |ends the nenory
space to the area user 6 which desires to use the I1C card 3A/3B by 25 the
| endi ng busi ness 5 while holding the nanagenent right 24 Septenber 2004 -
65 in its own hands. As a result, in this IC card system 101, even a
term nal of thepogsdblesenlty, thieatreasiert/maritemerati on term nal 8, can use
services provided by the area user 6. Due to this,' services of electronic
money, 5 ticketing, Ferdhegfbeesd ity tdiahfbariest abusiliatden asdia Jdi idiged
as desired by the user by for exanple the I1C card 3A/3B of a commuter's

pass. Thus, thsyspematbde aednappllidaitdcnnsball eddordera IO eetdrsiQfn t he
user 6, provides services relating to 10 an operation by the area user 6,

and sets the | &rear do3fhdBreades /aRhieelrO 14Seekponsel oCaS cafl 1t Re il Laiser
6 etc. by an operation by the user in addition to the provision of these

services. bl G sgftbf 80Bk0Gkadbppiatheion SpHLECErBh RLACERIFAY /i ddk t e
case of transferring the nmanagenent right of the
and therefore can execute a serles of bProcessing cnly
when relating to a service scheduled to be provided by
the reader/writer.
As a result, when confirmation is obtained by the

i0 reader/writer in this way, the IC card 3A/3B accesses
corresponding files in accordance with access using the
successively input system key, area management key,
application key, and file key and thereby executes a
series of processing by.the file. Alsco, it secures an

15 area for recording the file by updating the system area
by access using the area management key and the system
management key and updates the system area by receiving
registration of the file key, application code, and
application key.

20 (1-2) Division of Area
The card provider 2 ylelds the management right of

the unused areas of the memory space of the IC card 3A/38
to the lending business 5 or lends the memory space to

the area user 6 which desires to use the IC card 3A/3B by

25 the lending business 5 while holding the management right



unused areas therein to the |ending business 5. Here, in 2% Rerigrdepsgo4
enbodi nent, as shown in FIG 28, the processing divides an enpty area of
the nenory space into a predeterm ned nunber of blocks, separately sets a
20 system area (hereinafter, referred to as a new system area) fornmed by
setting the nmanager as the lending busiqhess in the divided areas in the
sane way as explained above with reference to FIG 27, and nmanages the
di vi ded areas by the new system area. 25 Thus, the | ending business 5
records data necessary 24 Septenber 2004 - 66 for formng the new system
area in the | Cieatts3¢w@BhbndsacBesa restht,| Encahds3BChyatride sgmdfeat i on
termnal 8 wusing the systemarea set by the card provider 2. At this
tinme, the |endloy, berséneastérmtnal esfathacarancasercearr ehpendisng the t he
nunber of bl ocks authorized by the card provider 2, furthernore prevents

the secret indperation bérimibpalew,Ssyahedsar earvilbak pFovildedsyst ele
managenent key, area nanagenent key, etc. from being kept secret froma

third party ingtedi @gethe. cord B60¥hE8] Zert?cadBdoENen BBYrERkes mbagyuser
area used by the area user 6 unaccessible even by the card provider 2.

Therefore,stheti@mgtgg%pUéfa?S§f§e§930? i&ﬁkereﬁ%”Bﬁggngeégg"%%hO%e

relating to a file t e recorded on e user area and encrypts

information coppiifidd 40Cad8Ved ooy EhEMBEEALY £8D ERGRYRL! REKSY

corresponding to a
card 3A/3B of a commuter’'s pass.

Thus, the operation terminal 8 i1s installed in a
store etc. of the user 6, provides services relatiﬁg to
10 an operatlon by the area user 6, and sets the IC card
3A/3B to be able to use the services of the area user 6
etc. by.an operation by the user in addition to the
provision of these servicés.
FIG. 26 is a block . dlagram of a series of processing
15 in the case of transferring the management right of the
unused areas therein to the lending business 5. Hére, in
the present embodiment, as shown in FIG. 28, the
processing divides an empty area of the memory space into
a predetermined number of blocks, separately sets a
20 system area (hereinafter, referred to as a new system
area) formed by setting the manager as the lending
business 1n the divlded areas in the same way as
explained above with reference to FIG. 27, and manages
the divided areas by the new system area.

25 Thus, the lending business 5 records data necessary



di vi si on processing key to generate a package Pf and sen%%s?wgwﬁﬁﬁﬁgﬁb Pf
to the card provider 2 together with information specifying the IC card
3A/3B. Note that the information here is prepared by information obtained
by 20 renoving information related to specific services, such as a file
key, application key, application code, €et& -fromvarious information of
the above systemarea explained with reference to FIG 28 arranged in a
format corresponding to the configuration of the systemarea. 25 Due to
this, the | ending business 5 keeps the area 24 Septenber 2004 - 67
managenent keyfo¥yfpEmilpankbennaw Rygtemt gregetini khehdC wewrds \B /@B drsea
secret fromthe card provider 2 and provides information used for
generating theasgssentar the L6 thrdc3Bdbpr thiedepe2ati.ofoneenienill \8 i n the
| C card system 101, by inputting/outputting information encrypted to
enabl e rel easesbhgt hbeengsyphi rgeby satkby the veardapiregideRcr.ptAtnGthis
recorded in the systemarea, that is, the systemkey, with the first

term nal appartims, 16heoLendpagdbngiheskhe seeardsna akeirhareyst em area
explained with reference to FIG 28, that is, the provider term nal 4A/ 4B,

the | C card 3AbePréspuhiichgt B8 tABMRONDERPAEE bIoBkEEaHEHOzRC HWAAe W th
the recording of the systemarea by the first termnal apparatus is 15
desi gned to engaxftpiov 28Rt 2ONFAbthBEMBLY pYaLERLE! fle secret
information of the new system area, that is, the system
management key, area management key, eto. from being kept
secret from a third party inocluding the card provider 2,
10 and thereby makes the user area used by the area user 6
unaccessible even by the card provider 2.
Therefore, the lending business 5 specifically
removes information relating to a file to be recorded on
Jthe user area and encrypts ilnformation comprising the new
15 system area_by an encrypting kéy corresponding to a
division processing key to generate a package Pf and
sends the package Pf to the card provider 2 together with
information specifying the IC card 3A/3B. Note that the
information here 1s prepared by information obtained by
20 removing information related to specific services, such
as a file key, application key, application code, etc.
from variocus information of the above system area
explained with reference to FIG. 28 arfanged in a format

corresponding to the configuration of the system area.

25 Due to this, the lending business 5 keeps the area



corresponding to the systemarea to enabl e rel ease of the24 8aRtpypei Py a
predeterm ned area di-vision key recorded in the IC card 3A/3B to generate
encrypted information. After the predeterm ned server adds dumry data to
20 the thus notified package Pj in accordance with blocks Ilent to the

| endi ng busi ness, the card provider 2 gemarates encrypted information by
encrypting by the area managenent key and the system key and further
encrypts by setting the application code etc. and system nanagenent 25 key
etc. so as to record the encrypted information in 24 Septenber 2004 - 68
successi ve pr aeanagenert keycksysen nanasgement peey, bgtcrasayeisnthef the
system area expl ai ned above with reference to FIG 28. As a result, the
card provi der rew ganctat csrea peedege £romethm | ogrd optdreldane2candli gurati on
5 as a data stream sent fromthe provider term nals 4A and 4B when
recordi ng a figmovided i hyfdrmatad g caleé@rhonegenapptingt the spstbr hreaks
lent to the | ending business 5 and provides the package Pj together with

the nmutual awdetlie cedrdnpieyidér system code to the | ending 10 business
5. Consequently, the card provider 2 keeps the area managenent key and

system nanggenent kesh#dgueRfiyhein OEhdi 1@l c&¥Et SPsBéRaL o Chyi t manages
itself secret from the [ending business 5 and provi des the package Pj

generat i ng thqw%%ﬂ@ﬁ@&%ﬂ?ﬁgﬁ&mﬁfmd&@&rﬁﬁéd 48 8h8R1LO the

| endi ng busi ness 5 together wt mut ua
release of the encrypting by a key for releasing

encrypting recorded 1in the system area, that is, the
system key, with the Ffirst terminal apparatus

10 corresponding to the recording of the system area
explained with reference to FIG. 28, that is, the
provider terminal 4A/4B, the IC card 3A/3B in which the
memory space is accessed 1n accordance with the recording
of the system area by the first terminal apparatus is

15 designed to encrypt information of the new system area
correéponding to the system area to enable release of the
endrypting by a predetermined area division key recorded
in the IC ca;d 3A/3B to generate encrypted information.

After the predetermined server adds'dummy data to-

20 the thus notified package PJ in accordance with blocks
lent to the lending bﬁsiness, the card providep 2
generates encrypted information by encrypting by the area
management key and the system key and further encrypts by
setting the application code etc. and system management

25 key etc. so as to record the encrypted information in



authentication key etc. As a result, the |ending busi ness?%S8BEaPRE29Hom
the card provider 2 the package Pj relating to the area setting
processing for a predeterm ned nunber 20 corresponding to the charging
processing together with the nutual authentication key etc. by advance
processing and provides the sanme to the. agga- user 6 conditional on
executing charging processing for setting areas at the card provider 2 and
obtaining perm ssion fromthe card 25 provider 2. 24 Septenber 2004 - 69
As opposed to this, the operation term nal 8 executes processing for

mut ual aut hent$eatéssivel predgteomingd hiockysinnmtheememorly tphackCohbgard 3B
in the sane way as the provider termnals 4A and 4B by settings in 5
advance and r emmagsméht ofit thé ayshemt acahi erpkaynédonabot-Bewdtha user 6
and executes processing for nmutual authentication with the I1C card 3B by

the mutual aurdeatécesdi Do Keg. Wwen ABtaatesuibentheabhed pfok@terobt ai ned.
Here, when mutual authentication has been 10 achieved, the IC card 3B

notifies that @sérifeshs PacRagdSEY BeBabeRgi tol 8naNshireCabAFE GubhialrA
new systemarea is not yet set. Accordingly, the area user 6 instructs to

secure an sar égs C@%&é&%@f@&nt Qeﬁ@eff&n C@ﬁé pPobYasfndbPRi hA¢s19aPaGkA0e
Pj to the operation termnal 8. Due to
AB when recording a file relating to a predetermined
application to the blocks lent to the lending business 5
and provides the package PJ] together with the mutual
authentication key and system code to the lending
10 business 5. Consequently, the card provider 2 keeps the
area management key and system management key etc. of the
original system area which it manages itself secret from
the lending business 5 and provides the package Pj
generating the new system area and a corresponding user
15 area to the lending business 5 together with the mutual
authentication key etc.

As a result, the lending business 5 obtains from the
card preovider 2 the package P} relating to the area
setting processing for a predetermined number

20 corresponding to the charging processing together with
the mutual authentication key etc. by advance processing
and provides the same to the area user 6 conditional on
executing charging processing for setting areas at the

card provider 2 and obtaining permission from the card

25 provider 2.



I nstruction, the operation termnal 8 uses the record of 24ﬁ8p%F@@f§%¥
systemarea related to usage of the provider termnals 4A and 4B and
records information of the package Pj in a predeterm ned area of the IC
card 3B. As 20 aresult, inthe IC card system 101, the IC card 3B is
made to secure a user area correspondi ng-t&®the new system area. Al so,
corresponding to the encrypting processing of the package Pf by the card
provider 2 at this tinme, it releases . encrypting by the system key and 25
area nmanagenent key set in the ori%inal system area of 24 Septenber 2004 -
70 the IC card 3B, AfhepPpegeddéobfhisl.eibengremartyon tgrninalhé di vi si on
processi ng key and thereby forns the sane new system area as the system
area of the pre¥edateseprnpaebsing fpd mBtublAbsdhenitd capdioenmredtat ifte tuser
area to.be hard to access even by the card provider 2 by various kinds of
keys set in ththeenewysyetremr ezeandlébcahdi Igl yaedn 3BC Amp ithlee lsam@n ayst
“managenent of the nmenory space to the |Ilending business 5. 10 As a result,

in the | C cardasyshenpt6¢idby serhiingist ha aad apsbgmsateandy tike | endi ng
business 5 in the nenory space of the IC card 3A/3B and dividing the

menory space adv&xPeaan@drabeyfest BReMBag8TEALthedRl caftibhe kelhYS o Vi ded
menory space is transferred fromthe card 15 provider 2 to the ['ending
busi ness 5. the area user 6 and executes processing for mutual
authentication with the IC card 3B by the mutual
authentication key when mutual authentication is not
obtained. Here, when mutual authentication has been
10 achilieved, the IC card 3B notifies that fact to the area
user 6 since it is an IC card to which a new system area
is not yvet set.
Accordingly, the area user 6 ilnstructs to secure an
area corresponding to the IC card 3B by sending the
15 package PJj to the operation terminal 8. Due to the
instruction, the operation terminal 8 uses the record of
the previous system area related to usage of the provider
terminals 4A and 4B and records information of the
package Pj in a predetermined area of the IC card 3B. Aé
20 a result, in the IC card system 101, the IC card 3B is
made to secure a user area corresponding to the new
system area. Also, corresponding to the encrypting
pProcessing of the package Pf by the card provider 2 at
this time, it releases encrypting by the system key and

25 area management key set in the original system area of



Due to this, in the IC card system 101, in the sane way asSeR&Eewer 8804y
the card provider 2 by nmanagenent of the nmenory space by the original
system area by using the provider termnals 4A and 4B, for exanple, by
managenent 20 of the nenory space by the new system area using an
exclusive term nal apparatus by the | endi ritp business 5, the |ending

busi ness 5 can al so provide a variety of services by managing the IC card
3A/3B. In the above way, in the IC card system 101, a 25 managenent
conputer at the card provider 2 side conprises 24 Septenber 2004 - 71 a
second encryptthg FeafardofBf uthaereeardypbingelhasingcepprywtimigobyat i on,
that I's, the package Pj, to enable release of the encrypting by the area
managenent keythe edbvistionnpraeepsinygokeysgsdehharehy forgendhat eatee 5
second encrypting Information, that is, the package Pj, conprises an

| nput neans f oreansypeent aveatesnthel sstem anpat ofhehpapkagdder to the |1 C
card 3A/3B by access of the IC card 3A/3B corresponding to the recording
In the first syshimabsedd ahdt4Bs, the previous systemarea, by 10 access
of the I1C card 3A/3B using the nutual authentication key of the provider.

term nal s dA and 4Babyo, tHige OPLEBéMmOBet Sl thahs8r abdar ebedeenatride to
encrypting of the package Pj in the I1C card 3A/3B and records information

of the new sysd@sess e@vén bYeriEBAYd SPAcE18Er15 bPevhEisakdx3fudBoy
access of the I1C card 3A/ 3B
keys set in the new system area and accordingly can
completely entrust management of the memory space to the
lending business 5.

10 As a result, in the IC card system 101, by setting
the new system area by the lendilng business 5 in the
memory space of the IC card 3A/35 and dividing the memory
space as explained above, the management right of the
thus dlwvided memory space 1ls transferred from the card

15 provider 2 to thé lending business 5.

Due t§ this, in the IC card system 101, in the same
way as execution by the card provider 2 by management of
the memory space by the original system area by using the
provider terminals 4A and 4B, for example, by managemenf

- 20 of the memory space by the new system area using an
exclusive terminal apparatus by the lending business 5,
the lending business 5 can also provide a vépiety of
services by managing the IC card 3A/3B.

In the above way, in the IC card system 1Cl, a

25 managemeni computer at the card provider 2 side comprises



corresponding to the first terminal apparatus. (1-3) LendtRgrlembresdiidy
Space The | ending business 5 |l ends nenory space to the area user 6 which
desires to use the IC card-3A/3B with 20 respect to the divided nenory
space when dividing the menory space of the |1 C card 3A/ 3B and receiving
part of the managenent right In this way Tr swith respect to the entrusted
menory space when the |lending of the nenory space Is entrusted by the card
provider 2 while the card 25 provider 2 keeps the managenent right at its
own hands. 24 Septenber 2004 - 72 - As aresult, in the IC card system 101,
even nore types sefohdseénesyptinanmesher farvinrtheroénerypitdayg ddieng t he
|C card 3A/3B in comon. In the | ending processing, when the card provider
2 5 and area emerypted hoformatieniothbabvide tbevpeekagei BJg,atosiengbdd C
card 3A/3B in comon, the lending business 5 limts the |ending of the
menory space byeleasetobntherenesgphingDug thet Area manhagemgpltekelyhe nenory
space of the IC card 3A/3Bis not lent for a service of a certain 10

provider in a révatdéd! fihi Bhe hppewdblist Bestandapeayi €6r gederbtet ek,
| endi ng processing is selectively performed for an I1C card 3A/3B rel ating

to a rate gesig@sody éNGryptLlgUERFotmatlién] OthltSys! hEhérﬁﬁckéﬁta gjcan
reject lending for exanple for an IC card 3A/3B of a high 15 endlng rate.
comprises an lnput means for an operation terminal 8 to
input the package Pj to the IC card 3A/3B by access of
the IC card 3A/3B corresponding to the recording in the
first system area, that is, the previous system area, by
10 access of the IC card 3A/3B using the mutual
aufhentication key 6f the provider terminals 4A and 4B by
the operation terminal 8, and releases the encrypting of
the package Pj in the IC card 3A/3B and records
information of the new system area in the memory space of
15 the IC card SA)BB by access of the IC card 3A/3B
corresponding to the first terminal apparatus.
(1-3) Lending of Memory Space
The lending buslness 5 lends memory space to the
‘area user 6 which desires to use the IC card 34A/3B with
20 respect to the divided memory space when dividing the
memory space of the IC card 3A/3B and recelving part of
the management right in this way or with respect to the
entrusted memory space when the lending of the memory

space is entrusted by the card provider 2 while the card

25 provider 2 keeps the management right at its own hands.



(1-3-1) Registration of Service FIG 30 is a bl ock di agraff FPepteBwsr 2944 ng
pre- processing of the rejection processing in the IC card system 101.
Nanely, in the I C card system 101, the 20 | endi ng business 5 obtains from
the IC card issuer 21 I|ending conditions together with the card code Cod
as to the IC card 3A/3B entrusted to be lsnt. at the tine of requesting
production of the IC card 3A/3B to the card manufacturer 7 by the card
provider 2 etc. Here, the 25 | ending conditions include rejection
conditions of the 24 Septenber 2004 -73- application (APL), price of the
area, and expiixsita anesulbt £; i hehe ef€ctand spstéeni DS, obvan mppki ¢gbiean

I ncl ude sectors and busi nesses for which lending is rejected and ot her
dat a speci fyi ngf Seliyigessés ofaRXafPeL, a anabiappl b£aseprieadensingd thhe
price of the area includes data for specifying a fee of one block rel ating

to lending. AcoatdesexPblhi @omAahe 1S conposed of data for specifying
a lending period. As a result, when rejecting lending in this way, for

exanpl e, a case of 40 PRoON bhding dﬁﬁscgésmg,I&&ﬁréhé%éﬁabﬁrabmlar 2

busi nesses etc. may be considere The | endi ng business 5 records the thus

obtai ned gar d,gpde,Lad, a0d § hgo Lxg&gi&stfgftégﬁﬁév%geas&PG%ESEEBEéng;e%V”

5A and thereby prepares a card code |1 st recording t ard

code Cad and tNg LN A%LELEUAI DS PL common, the lending business 5

limits the lending of fhe memory space by rejection
processing. Due to this, for example, the memory space of
the IC card 3A/3B 1s not lent for a service of a certain
10 provider in a rival relationship with the card provider
2. Further, lending processing 1ls selectively performed
-for an IC card 3A/3B relating to a rate desired by the
area user 6. Due to this, the area user 6 can reject
lending for example for.an IC card 3A/3B of a high
15 lending rate.
(1-3-1) Registration of Service
FIG. 30 is a block dlagram for explalning pre-
processing of the rejection processing in the IC card
gsystem 101. Namely, in the IC card system 101, the
20 lending business 5 obtains from the IC card issuer 21
1ending conditions together with the card code Ccd as to
the IC card 3A/3B entrusted to be lent at the time of
requésting production of the IC card 3A/3B to the card
manufacturer 7 by the card provider 2 etc. Here, the

25 lending conditions include rejection conditions of the



the 1C card 3A/3B. Furthernore, the lending business 5 afprerenbenddard
code Cad for access fromthe card nmanufacturer 7. Furthernore, the | ending
business 5 has the area 20 wuser 6 which desires to use the I1C card 3A/ 3B
set the operation termnal 8 and nakes the operation termnal 8 function
as a registration apparatus so that the -arga - user 6 can register services.
The area user 6 can access the IC card 3A/3B fromthe operation termnal 8
and use 25 it for a variety of services. 24 Septenber 2004 - 74 The

| endi ng business 5 records information of the services to be registered
fromthe operapmhitationalABL) | npthee rafiagkeecatescr anld bApitagenar ate a
regi stration machine code |ist and an application code list shown in 5

FIG 31 and ex@stiéesthéeregeetionncphatesshigobyanudgplEsatiBae ibylude
conparing these lists with the card code list. Nanely, when the |ending

busi ness 5 autdwditdes 4h@ basLieds6s HoiOwHEEnt Denitngald 3843BtkY ana
contract with 10 the area user 6, it issues an unused registration machi ne

code Mcd to therdeaqass! sfedePihfeseriscad [BsHaBLEmpigguaat of a unique
regi stration machi ne code Mcd from the area user 6 to the operation

termnal 8 VVgggiféa%fﬁh bb8e § £0hRET Bhé OPrIBENb ReLRQUS-NED 1 HhBI LRLS WY,
the 15 managenent server 5A records a business code I ndicating
data for specifying a fee of one block relating to
lending. Also, the expiration date is composed of data
for speclifying & lending period. As a result, when
rejecting lending in this way, for example, a case of
10 prohibiting use of the IC card 3A/3B by rival businesses
etc. may be considered.

The lending business 5 records the thus obtained
card code Ccd and the lending conditions in a management
server 5A and thereby prepares a card code list formed by

i5 recording the card code Ccd and the lending condition of
the IC card 3A/3B. Furthermore, the lending business 5
approves the card code Ccd for access from the card
manufacturer 7.

Furthermore, the lending business 5 has the area

20 ° user 6 which desires to use the IC card 3A/3B set the
operation ferminal 8 and makes the operation terminal 8
function as a reglstration apparatus so that the area
user 6 can register services. The area user 6 can access

the IC card 3A/3B from the operation terminal 8 and use

25 it for a variety of services.



that the operation terninal 8 relating to the registrati&hSREERINEE2He
Md is related to the area user 6 and an application (APL) code of the
services which the operation termnal 8 is schedul ed to operate and
prepares 20 a registration nmachine code |ist thereby. Note that when
starting a new services of the area user-674y-the existing operation
termnal 8, this can be dealt with by wupdating contents of a correspondi ng
regi stration machine code at the tinme of requesting to obtain the
application 25 code related to the new services. 24 Septenber 2004 - 75 1In
the I C card systemThe, Llepdhnghbusdyessr t repordec hnfferoadd okt efi theot i fi ed
fromthe lending business 5 to the area user 6 as expl ai ned above, the
area user 6 oskxvicesgtstbatiegighehedefmamuthet operatlobhotermdelailver i ng
~an operation termnal 8 by the registration machine code Mcd. In this
case, by the rimues¢ hamageeentssepwmetr bM thegengirateahl @egigethialdon

manuf acturer 10, the |ending business 5 approves production of the

operation ter mashise wodet best eghdt ant AppliBahioa eede 19sMoEnowmUSn i N
the IC card system 101, the registration nmachine manufacturer 10 produces

the operatson pre M PRl ada S¥es@ES0tRE +8§ebLUbLAL pabLRBsTRENLYE code Mod,
the operation termnal 8 is delivered to the area user 6, an a license

Igrerrg ﬁalchar gedyidydhest Gidfe By sSmbREi1hG €RELeSYEEER 49in tAE BB@Peration
code list.
Namely, when the lending business 5 authorizes the

area user 6 to use the IC card 3A/3B by a contract with

10 the area user 6, 1t issues an unused registration machine
code Mcd to the area user 6 when there i1s an issuance
request of a unique registration machine code Mcd from
the area user 6 to the operation terminal 8. When issuing
the registration machine code Mcd in this way, the

15 management server 5A records a business code indicating
that the operation terminal 8 relating to the
registration machine code Mcd 1s related to the area user
6 and an application (APL) code of the services which the
operation terminal 8 is scheduled to operate and preparés

20 a regilstration machine code list thereby. Note that when
starting a new services of the area user 6 by the
exlsting operation terminal 8, this can be dealt with by
updating conténts of a corresponding registration machine

code at the time of requesting to obtain the application

25 code related to the new services.



8 delivered to the area user 6 explained above, when the 24Pgateqwsr 2604
requests i ssuance of an application code relating to the new services by
the operation termnal 8, the |lending business 5 selects an unused
application 20 code, notifies the sane, and updates contents of the

regi stration machine code |ist by the appliscati on code. Furthernore, the
nunmber of bl ocks of the IC card 3A/3B relating to | ending set by the
contract, rejection conditions of the IC card (rejection conditions of a
card 25 code) which the | ending business 5 does not desire to 24 Septenber
2004 - 76 use, etcInatkerBeoraed systém h@hagehent ther vegiBbratdoeg with a
correspondi ng application key so as to prepare the application (APL) code
list. Note thataching¢ Godd Medels rmpetfied Loodi thendendinpebouaidessd® are
records of card 5 codes of the I C cards which the | ending business 5 does
not desire to tusethspeced iwselry6 aarexpbabsednabogsagethéeasepenskioek for
use, etc. As a result, as such a case, a case where a rival business of

the area user #£slis d heegigttapionifechine amavsLactufehi gb B68ge rate, etc.
may be 10 considered. When preparing a list in this way, as shown in FIG

32, the | endi bDUSESS &n COPOPAEPoR ORI RAE 8 Oby tREOFEGRgtk-atiba card
code list with conditions for recording to the application code |ist for

every 15 appl iggatd ke COSEe aca Card €RES Shde! NGy ehNe PFERRESE 2or

permission from the registration machine manufacturer 10,
the lending business 5 approves production of the
operation terminal 8 wilith the regilstration machine code

10 . ﬁcd. Thus, in the IC card system 101, the registration
machine manufacturer 10 produces the operation terminal 8
by recording the registration machine code Mcd, the
operation terminal 8 is deiivered to the area user 6, and
a llicense fee is charged in this case.

15 In the IC card system 101, for an operation terminal
8 delilvered to the area user 6 explained abofe, when the
area user 6 requesté issuance of an application code
relating to the new services by the operatlon terminal 8,
the lending business 5 selects an unused application

20 code, notlifies the same, and updates contents of the
reglstration machine.code list by the application code.
Furthermore, the number of blocks of the IC card 3A/3B
relating to lending set by the contract, rejection
conditions of the IC card {rejection conditlions of a card

25 code) which the lending business 5 does not desire to



list of registration permssion information for registerfhgeREMPPEEY4 o
the 1C card 3A/ 3B except for conbinations of registration of services by
the area user 6 which the card provider 2 does not desire and 20

conbi nati ons of registration of services to the I1C card 3A/3B which the
area user does not desire etc. At this tinme ihe | ending business 5 sends
the registration permssion information fromthe operation termnal 8 to
the IC card 3A/ 3B, records an application 25 code and an application key
corresponding to the IC card 24 Septenber 2004 - 77 3A/3Bin the IC card
. 3A/ 3B, and prepseesetcti srebyecordeddingthhemaaggemeati aerpermsasialong

i nformation so that the nunber of blocks for recording corresponding files
can be securedwitbte tbareshendihg hppillibgthuai Regssb as Toopepeitis Udied
with lending of a nmenory space, since the area nmanagenent information

system key, angppyst&UlLoRR(APENEBbAKEY1EECONEBed tRathensysicemzar eane
necessary for preparing such registration permssion information are

known only by +&e68i6nPEoiideiods bBf @hBBLRER B8babherdl rakRiigsalisonGafe,
application key, and nunber of blocks are notified to the card provider 2

and regi stsatighdes "L tRE 98 bar88NGHEALAILAY iaﬁaXHblﬂquhQ%%S%' Wy the
card provider 2. As opposed to this, when providing “services in a nenory

space Cor r espapgl ek rk Ngo SUSL EMhpBcREE8aRYy! ©Bh3keEbALS! URd REQLERL I ON to

the system area
fees per block for use, etc. As a result, as such a case,

a case where a rival business of the area user 6 is the
card provider 2, a case of a high usage rate, etc. may be
16 consldered.
When preparing a list in this way, as shown in FIG.
32, the lending business 5 compares conditions for
recording to the card code list with conditions for
recording to the application code list for every
15 application code and card code and thereby prepares a
list of registration permission information for
registering services to the IC card 3A/3B except for
combinations of registration of services by the area user
6 which the card provider 2 does not desire and
20 combinations of registration of services to the IC card
3A/3B which the area user dées not desire etc.
At this time, the lending business 5 sends the
regilstration permiss;on information from the operation
terminal 8 to the IC card 3A/3B, records an application

25 code and an application key corresponding to the IC card



managed by the |ending business, since area managenment i #f oFPEIPEH20%y st em
key, and system managenent key recorded in the system area are known only
by the lending business 5, the registration information is generated by 20
processing of the |ending business 5 by itself. Wen data exchange is
started between the operation termnal 8 Bnd-the IC card 3A3Bin a state
where the application registration list is prepared in advance as
expl ai ned above, when the systemarea relating to the 25 operation term nal
8 is not fornmed in the IC card 3A/ 3B, 24 Septenber 2004 - 78 the system
area |s forned3andBtientksi $€CcnsedoBAA3Becand poépaneappl iLdati by code
relating to the services of the operation termnal 8 Is confirned In the
operation termeoatdBngHehe, ragtatirhtianppecalssnofodfafofmatioch secenadad in
the 1C card 3A/3B, it is considered that files relating to the services of

the operation tigs nwdber 8ol B1O6ksyEbrl £@b6+81LAE bOrtBepbhatagd£3AeaB. At
this tinme, when a plurality of services are provided by the operation

ternmnal 8, theawpesatésiré@l "kBE BhhtSWREnatAl LeANRAY bAsiReskCscard
3A/ 3B to successively read the application code and detects services which

are not yet rogigtenesuitom &b@nrséﬁiafﬂglbfaalﬁemsegespﬁaét hgm%ethe
exi stence of provision of thus detected Services whith “are not yet

registered | s L0 IfiEdolRint "ent5Ehat LA d9sE8R kEY, | BRal GybREA SN 3B I

t he user desires serv
management key recorded in the system area necessary for

preparing such registration permission information are
known only by the card provider 2, information of the

10 application code, application key, and number of blocks
are notified to the card provider 2 and registration
informat;on is generated by encrypting processing by the
card provider 2. As opposed to this, when providing
services in a memory space corresponding to the systém

15 area by registering the’information to the system area
managed by the lending business, since area management
informatlion, system key, and system managemenf key
recorded in the system area are known only by the lending
business 5, the registration information is generated b'y

20 processing of the lending business 5 by ltself.

When data exchange is started between the operation
terminal 8 and the IC card 3A/3B in a state where the
application registration list is prepared in advance as
explained above, when the system area relating to the

25 operation terminal 8 is not formed in the IC card 3A/3B,



here, the registration machine code and service code are 2h3EPEMeEr €4 he

| endi ng business 5 via the area user 6. Furthernore, when searching through
the application registration |ist by using a search result of the 20

regi stration machi ne code list by the registration nmachine code as a
reference and recording registration permsssion information as a

regi sterabl e service, the registration permssion information of the
corresponding application is notified fromthe application registration 25
list to the operation termnal 8. On the other hand, when 24 Septenber 2004
- 79 regqistrdtheorsypsren ssrem 1sfHormed oandf thém enistepoadefiga appbirdati on
IS not registered, since registrationis difficult due to the above

rej ection procdssmg@gpiticaisbrn ¢ede ntelaetngftotthe aséheiopsr afi the
terminal -8 5 1In the IC card system 101, a registration key K used for

regi steri ng adpdminBoesisaryidal $riyicombi Pms@r im cehe i épatadiantified from
the area user at the tine of notifying the registration perm ssion

i nformati on t Gcdfingipes aAtHeérre | efiemathd. agphelOpeieh i eddéeisi nat 8 accesses
10 the IC card 3B by the registration perm ssion information to enable

registratinn glecbrdddd® BtHd | fckoyrd 381389 10 18 884¥i8EredNERaLbY
accessing the IC card 3B using the registration key Knotified fromthe

area user 6, idhged 'z.lef'fl.a?lfﬂ'ld;offtf G&P&@éf@iééé eof‘%é%%éié‘ﬂi&ﬂ LoemgRLY! Ce
15 are registered. Thus, 1n the IC card system 101, e area
8 are not yet registered in the IC card 3A/3B. At this
time, when a plurality of servilices are provided by the
operation ferminai 8, the operation terminal 8 issues a
10 command to the IC card 3A/3B to successlvely read the
application code and detects services‘wﬁiqh are not yet
registered from the read application code. Furthermore,
existence of provision of thus detected services which
are not yet registered is confirmed for the user which
15 carries the IC card 3A/3B. If the user desires a service
here, the registration machine code and service code are
notified to the lending business 5 via the area usex 6.
Furthermore, when searching through the application
registration list by using a search result of the
20 registration machine code list by fhe registration
machine code as a reference and recoxrding registration
permission informatlion as a reglsterable service, the
registfation permission information of the corresponding

application is notified from the application registration

25 list to the operation terminal 8. On the other hand, when



user 6 uses the nmenory space lent fromthe |ending busi né$SeBEPef 8804 ea
user 6 uses the nenory space lent fromthe card provider 2 and the |ent
menory space is mnmanaged by the file key kept by the area user 6, so a 20
vari ety of services can be provided. Wen the services becone available in
this way, the operation termnal 8 print§9a-sticker indicating the newy
usabl e service by a built-in printer and provides the sticker to the user
of the IC card 3B. As a result, 25 in the IC card system 101, even in the
case where a |large 24 Septenber 2004 - 80 nunber of services are recorded
in the | C car dedgstnatianempission i infermaticn | abl thegecoirtespbpdadlber i ng
the stickers on the IC card 3B. Note that instead of printing such a
sticker, it i amdsigiddiion dalinatttegintienred hesne¢afoegbstoatbont s | C card
3B. As expl ai ned above, when a service becones available by the IC card
3B, the | endi ngfifiisiuigs e pey fiiersabakargg Pt bt pigcéos Lof | eeheotselr
fees at the tine of registration in the area user 6 and charging rel ating

to 10 payment ief itrfformegi siff att onld ehé ropdeatben psaviser & Furthernore,
the registration is listed for each card code of the IC cards and records

left. The d ending musHeIT a4 fGfert NEUD] N F&146La 0ok RegakdubRl
exanple in units of nonths by periodic tabulation of the 15 records.
for registering a file necessary for providing a service
is also notified from the area user at the time of
notifying the registration permission information to the
operation terminal 8. The operation terminal 8 accesses
10 the IC card 3B by the registration permission infoimation
to enable registration of a file and file key relating to
a service. Then, by accessing the IC card 3B using the
registration key K notified from the area user 6, the
file and corresponding file key relating to the service
15 are registered. Thus, in the IC card system 101, the area
- user 6 uses the memory space lent from the lending
business 5 or the area user 6 uses the memory space lent
from the card provider 2 and the lent memory space is
managed by the file key kept by the area user 6, so a
20 variety of services can be provided.

When the Services become available in this way, the
operation terminal 8 prints a sticker indicating the
newly usable sexrvice by a bullt-in printer and provides
the sticker to the user of the IC card 3B. As a result,

25 in the IC card system 101, even in the case where a large



Note that the series of processing of the data processing REREBREHE e
present invention can be executed by hardware, but can al so be executed by
software (progranm. Wien executing the series of 20 processing by software,
it is possible to install the software froma storage nedi umor downl oaded
it via a network into a conputer incorpomati-ng a program conprising the
software in exclusive hardware or a general -use personal conputer capable
of executing a 25 variety of functions by installation of a variety of 24
Sept enber 2004 - 81 prograns etc., As explained above, according to the
present i nvemumirer iaf i sepobetd| are orevended in dbita PCocasdi B, tbehod and
system a portable device, a data processing 5 apparatus and nethod, and a
program whi ch wser deal eonffiem tias | @yl bibDe nsewsi ves | igi adheetngi the
aspects of a service provider when a plurality of businesses share a

singl e | C car Gteickerd Geptialiec 2008 3B 32No€d AN lindtéad aopr pLEating
method for dividing a menory area in an integrated circuit of a portable

devi ce issued ducin 4 idistcledr VitEe 18 QoSLIbIE Ovd diNBedt1§ i pSinEeEMECE USI NG
the nenory area, said |ntegrated
5 information on the IC card 3B.

As explained above, when a service becomes available
by the IC card 3B, the 1end;ng business 5 performs
charging relating to collection of fees at the time of
registration in the area user 6 and charging relating to

10 payment of the registration fee in the ocard provider 2.
Furthermore, the registration is listed for each card
code of the IC cards and records left. The lending
business 5 performs charging for use of the card for
exémple in units of months by perliodic tabulation of the

i5 records. |

Note that the serles of processing of the data
processing method of the present invention can be
executed by hardware, but can also be executed by
software (programj. When executing the series of

20 processing by software, it is possible to install the
software from a storage ﬁedium or downloaded it wvia a
network into a computer incorporating a program
comprising the software in exoclusive hardware or a

general-use personal computer capable of executing a

25 variety of functions by installation of a variety of



circuit storing menory area division key data and first 4 @gPtRERaGeINt
key data, said data processing nethod conprising the steps of: providing a
first nodule data to the first service provider, said first nodul e data
bei ng encrypted by the nmenory area division key data which is managed by

a menory area operation unit, said first- rdd e data including second area
managenent key data; receiving a second nodul e data generated by the first
service provider, said second nodul e data being encrypted by the first
data area nmanagenent key data, said second nodul e data including the
encrypted firBrogmainseeti@ta;, providing the encrypted second nodul e data to
the integrated circuit; and dividing the nenory area to a first nenory

area to be used forAshexplatnedecabove, ohctobedingsto thevpeespnavi der and a
second nmenory area to be used for a second service of a second service
provi der, sai diderSeidmnbet 200do88ibkavty preeidevasdababprogepenher med in
the integrated circuit by the steps of: decrypting the second nodul e data
by using the nétisdéd aed spobgeeatpkeyablbé adedeceyphi agtahprbeskingdul e
data in the decrypted second nodul e data by using the nenory area

5 apparatus and method, and a program which can deal with a
variety of demands Including security aspects of a
service provider when a plurality of businesses share a

single IC card etc.



di vision key data; and dividing the nenory area by using %%gepst(%@g%zooér ea
managenent key data obtained fromthe decryption of the data. 2. A data
processing nethod as clained in claim 1, wherein said first nmenory area is
accessible by the first area managenent gkey data, and said second nenory
area i s accessible by the second area managenent key data. 3. A data
processing nethod for dividing a nenory area in an integrated circuit of a
portabl e device issued by a first service provider providing a first
servi ce usi nd¥MM¥renory area, said integrated circuit storing nemory area
di vision key data, first systemkey data, and first area nanagenent key
data, said data processing nethod conprising the steps of: providing a
first nodule data to the first_ service provider, said first nodule data
bei ng encrypted by thel menth [afre P1icgssiog Reyhadt Sonndtnidsngemaged by
24 Septenber 2004 - 84 nenory area operation unit, said first nodule data
i ncl udi ng sedRPLEY AR Kay aatHegraeednel zewkt ahrageeriabley dat a;
receiving a second nodul e data generated by the first service provider,
sai d second nirii e degsedding ehicrspteerbice herdvider e indinagenent key
dat a,
first service using the memory area, said integrated
circult storing memory area division key data and first
area management key data, said data processing method
comprising the steps of:
providing a first module data to the first
service provider, said first module data being encrypted
by the memory area division key data which is managed by
a memory area operation unit, said first module data
including second area management key data;
receiving a second module data generated by
the first service provider, said second module data
being encrypted by the first data area management key
data, said second module data including the encrypted
first module data;
providing the encrypted second module data to
the integrated circuit; and
dividing the memory area to a first memory
area to be used for the first service of the first

gservice provider and a second memory area to be used for

a second service of a second service provider, said



sai d second nodul e data including the encrypted first no@thPerigEPs" 2004
division condition informati on which indicate the condition for dividing
the nenory data; providing the encrypted second nodule data to the
integrated circuit; dividing the nenory area into a first nenory area to
be used for the first service of the first service provider and a second
menory data to be used for a second service of a second service provider
said nenory area division being perforned in the integrated circuit by
the steps of ;MgBe¥YpaFay fheélgtenndehpduper Harmedylinsihy imeeorated area
managenent key data; decrypting the first nodule data in the decrypted
second nodul ecgticalbybvisthg sherse@bry area division key data; and dividing
the nenory area by using the second system key data, the second area
managenent key data, 24dSepyebtbey P004sec@zd moduldeldaifailsy oms comdilie on
information obtained fromthe decryption of the data. 4. A data processing
met hod as cl afnedti areh anandgenent, kehedatia; sai d encrypted second nodul e
data is provided to the integrated circuit by a nenory area division
apparatus for providi ngdébeysetondelser ¥icet saddl e ndamoe yimartetae di vi si on
apparatus being controlled by the
decrypted second module data by using the memory area
division key data; and
dividing the memory area by using the second
area management key data obtained from the decryption of
the data.
2. A data processing method as claimed in claim
1, wherein said first memory area is accessible by the
first area management key data, and said second memory
area is accessible by the second area management key
data.
3. A data processing methed for dividing a memory
area in an integrated circuit of a portable device
issued by a first service provider providing a first
service using the memory area, said integrated circuit
storing memory area division key data, first system key
data, and first area management key data, said data
processing method comprising the steps of:
providing a first module data to the first

service provider, said first module data being encrypted

by the memory area division key data which is managed by



menory area operation unit. 5. A data processing nethod a® CPRFHEE W% ai m
3, further conprising the steps of: area providing a third area nanagenent
key data to the nmenory area division apparatus, said third area
managenent key data encrypted by the secgnd_area managenent key dat a,
wherein said third area nmanagenent key data is for accessing a third
nmenory area defined in the second nenory area capable of defining a
plurality of third menory area; providing the encrypted third area

managenment  KBGMPRY A¥ R t FRETRE LR atetlt ci T4 t £1eRle Mgk daHed encr ypt ed
third area managenent key data by using the second area managenent key
data; storinfR¢hedIng reeered TRTaRReRY daba did WA har ey t he
decrypting the data to establish correspondence with the third nmenory area
defined in tHeanagemeRlt Mesriattd ea. 24 Septenber 2004 - 86 6. A data
processing nmethod as clained in claim 5, wherein said second nmenory area
includes a plurality ofeténevimd ral $eeory medaks daith fasndmwateddiwdi ng t he
steps of : assigning a service code for identifying a service provided by
usi ng the respeetfiest Wedviesmwyoviaieas; saidl second module data
being encrypted by the first area management key data,
said second module data including the encrypted first
module data and division condition information which
indicate the condition for dividing the memory data;
providing the encrypted second module data to
the integrated circuit;
dividing the memory area into a first memory
area to be used for the first service of the first
gervice provider and a second memory data to be used
for a second service of a second service provider, said
memory area division being performed in the integrated
circuit by the steps of:
decrypting the second module data by using the
first area management key data;
decrypting the first module data in the
decrypted second module data by using the memory area
division key data; and

dividing the memory area by using the second

system key data, the second area management key data,



storing an area code list indicating an area code for i d&htERIGIMRE" 2GR
respective third nenory areas, said third area nanagenent key data
corresponding to the third nmenory areas, and the service code assigned to
the corresponding third nenory area. 7.gA data processing nethod as
claimed in claim 4, further conprising the steps of: providing the
encrypted second nodule data to the integrated circuit froma nenory area
division apparatus; providing a first reduction key data encrypted by
usi ng the sec®ad %@%t@ﬂk%w@a@@%@%el%@mmtm%@bmm@%@mm k&ye dat a
to the nenory division apparatus; generating a second reduction key data
encrypt ed by @8F¥gPEhen seEorike s§at@m key data and the area managenent key
data obtained by decrypting the data in the integrated circuit; and 24
Sept enber 2004 - 8%. pekfdrte mprecensiad neithehtasatiamdedtimerniaite 1
integrated circuit and the nenory area division apparatus by using the
first and secondreduetéon s@yd eatmypi8ed Adatal prnodessidataretdhod as
claimed in claim 6, further conprising the steps of: providing an
operation fileroeyiedriatitdne appesedttsd wiltciie bhia dnanesy resgenent key
data from
division apparatus for providing the second service, said
memory area division apparatus being controlled by the
memory area operation unit.
5. A data processing method as claimed in claim
3, further comprising the steps of:
area providing a third area management key
data to the memory area division apparatus, said third
area management key data encrypted by the second area
management key data, wherein said third area management
key data is for accessing a third memory area defined in
the second memory area capable of defining a plurality
of third memory area;
providing the encrypted third area management
key data to the integrated circuit;
decrypting the encrypted third area management
key data by using the gsecond area management key data;
storing the third area management key data
obtained by the decrypting the data to establish

correspondence with the third memory area defined in the

second memory area.



the menory area operation unit: providing the operation %% 8°REEPEt 24 on
apparatus with the service code in the area code list establishing

correspondence with the area code fromthe

menory area operation unit;

providing the integrated circuit with tikg _registration perm ssion data
indicating the service code and file managenent key data issued by
second service provider, said file registration perm ssion being
encrypted by using the third area managenent key data; decrypting the file
regi stration perm &si on* @REa BYOUSTHEHY Heekred dear eba Mapdgbre@taidy dat a

inthe integrated circuit; witing file data relatug% to a service

second servi c2: preordEr $ald hectdind dnememy yare@almyl

using the file managenment key data in the decrypted file registrati
perm ssion dath. te Fhikd angnocesaieys nethddiastioéni ecluding afme 3,

further conprising the steps of,

specifies

a peepy O6r which provision of services fromrespective

t he

of the

eSeptehberl 20p4 - 88

on

receiving rejection information that

service

provi ders by using the sane integrated circuit is rejected fromthe first
and second service provaskergimgerersatnigea awlp ster dhlentsyStiery code | st

service provided by using the respective third memory
areas; and

storing an area code 1list indicating an area
code for identifying the respective third memory areas,

said third area management key data corresponding to the

third memory areas, and the service code assigned to the

corresponding third memory area.
7. A data processing method as claimed in claim
4, further comprising the steps of:
providing the encrypted second module data to
the integrated circuit from a memory area division

apparatus;

providing a first reduction key data encrypted

by using the second system key data and the second area

management key data to the memory division apparatus;
generating a second reduction key data

encrypted by using the second system key data and the

area management key data obtained by decrypting the data

in the integrated circuit; and



i ndi cating a systemcode for identifying the first servi¢bSppighnbges004
capabl e of providing a service by the sane integrated circuit as the
second service provider based on the rejection information; and providing
the registerable systemcode |list to thgymenory area division apparatus so
as to judge whether or not to divide the nenory area of the integrated
circuit base on the systemcode stored in the integrated circuit and the
regi sterable systemcode |ist before dividing the menory area of the
integrated circuit. 10.PArEHFBIRYoR cBEFWYl ndt Hornbhcat vrdeetweet aike 1 or
3, wherein said portable device is a card. 11. A nmethod of nmanaging a
menory area |hnéﬁgr@ﬁ@@g¢ax@@lb|a@@|th©fm%mQEWt%m¢@ @evigeon ssued by a
first service provider providing a first service using the nenory area,
sai d i ntegratapbaiacestbstesing teeofirdd Sapt esdern® dAduc8bon dren
di vision key data and a first area nmanagenent key data, said nmethod
conprising thdasaeps of: providing a first nodule data to the first service
provider froma nenory area operation unit, said first nodule data being
encrypted by the n&noryaadsta dovoseoningayetlat@ adi chaimedraiagelhtyy a
menory area operation wunit, said first nodul e data including second area
managenent ke§, détather oyombnis bng ecloads t@ski| €f dat a generated to the
providing an operation file registration
apparatus with the third area management key data from
the memory area operation unit;
providing the operation file registration
apparatus with the service code in the area code list
establishing correspondence with the area code from the
memory area operation unit;
providing the integrated circuit with file
registration permission data indicating the service code
and file management key data issued by the second
service provider, sald file registration permission
being encrypted by using the third area management key
data;
decrypting the file registration permission
data by using the third area management key data in the
integrated circuit;

writing file data relating to a service of the

second service provider to the third memory area by



menory area operation unit, said second nodul e data bein64§ﬁBWVEPéao%§ t he
first area nanagenent key data, said second nodule data including the
encrypted first nodule data; providing the encrypted second nodul e data to
the integrated circuit under the controggof the nenory area operation
unit; and dividing the nenory area into a first nmenory area to be used for
the first service of the first service provider and a second nenory area
to be used for a second service of a second_servjce provider, said nenory
area divi si ontHErAgtRRr fblPrgtRne et NERgréddtedl 0 riehe tdepvRrird stids of
decrypting the second nodul e data by using the first area nmanagenment key
data; 24 Septea®He?tpabyon DErmpeekqiptdagithe first nodule data in the
decrypted second nodul e data by using the menory area division key data;
and dividi ng the nenoryA gilake [receseinhaechohrarelimuhagensitinkey dat a
obtai ned fromthe decryption of the data. 12. A managi ng nethod as clai med
in claimi1l, 3wheweiresateousecoint nBmerstepeaofs used by paying a fee to
the first service provider fromthe nmenory area operation unit.
recelving rejection information that specifies
a party for which provision of services from respective
service providers by using the same integrated circuit is
rejected from the first and second service providers;
generating a registerable system code list
indicating a system code for identifying the first
service provider capable of providing a service by the
same integrated circuit as the second service provider
based on the rejection information; and
providing the registerable system code list to
the memory area division apparatus so as to judge whether
or not to divide the memory area of the integrated circuit
base on the system code stored in the integrated circuit and
the registerable system code list before dividing the memory
area of the integrated circuit.
10. A data processing method as claimed in claim 1
or 3, wherein said portable device 1s a card.
11. A method of managing a memory area in an
integrated circuit of a portable device issued by a

first service provider providing a first service using

the memory area, said integrated circuilt storing memory



13. A managing method as claimed in claim12, wherein saftSseemihar 2ifory

area is used by paying a fee to the nenory area operation unit fromthe

second service provider. 14. A portable device including an integrated

circuit used for a first service provideggproviding a first service,

wherein the integrated circuit conprises: a nenory for storing nmenory area

division key data and first area managenent key data, said nenory area
area operation unit for
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unit, said first module data including second area
management key data;
providing a second module data generated to the
memory area operation unit, said second module data
being encrypted by the first area management key data,
said second module data including the encrypted first
module data;
providing the encrypted second module data to the
integrated circuit under the control of the memory area
operation unit; and
dividing the memory area into a first memory area
to be used for the first service of the first service
provider and a second memory area to be used for a
second service of a second service provider, said memory
area division being performed in the integrated circuit
by the steps of:
decrypting the second module data by using the

first area management key data;



operation to the first menory area or the second menmory &f 88PIS{PEEZPRY
first and second area managenent key data, respectively. 15. A portable
device as clained in claim 14, wherein said processing neans authorize a
wite operation of a file used for pracegsing of the processing neans in
the first menory area on the condition that the first area managenent key
data is used and authorize a wite operation of a file used for processing
of the processing_neans in the second nenory area on the _condition that
the second area nef@gevehin®ell@afirss modede datachnchperdogmvpoedis. A
portable device as clained in claim14, wherein said nenory, neans further
stores first $5SPRth MREY1aafata by qusHpdt ChedRemPEEefvRd AsVispom  keyi d
nodul e further including second systemkey data; and said nmenory area is

di vi ded into $RE2fi#8% and second nenory areas by using the second system

key data together wﬁtg.the second area nmanagenent key data in the
decrypted nodul e dStBL9AHY HGPEIOFYREST Y appHrdt HRe FRPCHRdcRESRng  dat a

so that a portable device becomes ca ablg f provigip a second service of
a second servW@%a%?%9PHe$eyb§aH?v?%F o ngWﬁPyt%Fe e?ﬁYQF%P?l?gttﬂ%nDry
area for a data.
12. A managing method as claimed in claim 11,
wherein said second memory area is used by paying a fee
to the first service provider from the memory area
operation unit.
13. A managing method asgs claimed in claim 12,
wherein said second memory area is used by paying a fee
to the memory area operation unit from the second
service provider.
14. A portable device including an integrated
circuit used for a first service provider providing a
first service, wherein the integrated circuit comprises:
a memory for storing memory area division key data
and first area management key data, sald memory area
division key data being managed by a memory area
operation unit for dividing the memory area into a first
memory area for the first service provider and a second

memory area for a second service provider providing a

second service;



first service provider and a second nenory area in an i nfegeRie@dec20Q4ui t
of in portable device after said portable device has been issued by the
first service provider, and said integrated circuit being storing a
menory area division key data, a systemgqde for identifying the first
service provider, and first area nanagenent key data which is authorized
to performa wite/rewite operation to the nenory area, said apparatus
conprising: a nenory neans storing rejection information specifying a
servi ce provi der wha@hlgRipt giearisdESeiyippétiby aheodahe datagrated circuit
indicated by the first and second service providers; 24 Septenber 2004 -
93 a processingluweing serordoangn immpawemenst keyodate dasweed oy utdieng second
managenent key data by using the key nmenory area division data; an
i nput / out put meresy fepenalt por tumgt t heai@modptedidia dteirmdwrecdaitzed o t he
first service provider, receiving as input a second nodul e data including
t he encrypt edb¥i usingotdoé emenday eacey pdiedi bionthey fdasd med viwvetipeovi der by
using the first area nanagenent key data, and outputting the second nodul e
data to a nenengrgpeaddbyissbng apipar At nst f oredi mankhdgenétie koendeya ar ea
under control of the second service provider so that the second nenory
area of the integratgdoces€imyy means for decrypting the input module

data by using the memory area divisilion key data and the

first area management key data; dividing a memory area

of the memory into a first memory area and a second

memory area by using the second area management key data

in the decrypted module data, and allowing a write/read

operation to the first memory area or the second memory

area by using first and second area management key data,

respectively.

15, A portable device as claimed in claim 14,

wherein said processing means authorize a write

operation of a file used for processing of the processing

means in the first memory area on the condition that the

first area management key data is used and authorize a

write operation of a file used for processing of the

processing means in the second memory area on the

condition that the second area management key data is

used.



can be used by the second service provider; and wherein s&t 3eprEREE<HHYy
nmeans generates a registerable systemcode list indicating the system code
assigned to the first service provider which can provide service by the
sanme integrated circuit as the second sepyice provider based on the
rejection information; and said input/output means outputs the system code
list to provide it to the menory area division apparatus. 18. A data
processing apparatus as clained in claim17, wherein said processing neans

defines a pluralit§- o PRAlardes¢a ahe kudnd Herpraimrkd, issues

third area nmanagenent data for the third nenory area and encrypts the
third area tsa@% pepEEpteeds ogdher gruroxka £ st My Swond ar ea
managenent key data, and said input/output neans outputs the encrypted
third area dﬁﬂﬁg@ﬂ@ﬂt key data to provide it to said memory area division
apparatus. 19. A data processing apparatus as set forth in claim 18,
wherei n said processi ngsam&ms’lplsisuwras seeagicees cotlelrfiort i demtd fyi ng a
servi ce provided by using the third menory area for each of said third
menory ar eas medl gener@hes anchrdng odscdndtsysike denglam aragal code  for
identifying said third nenory areas, said third area mnanagenent data
corresponding to the thsaid meawry ares isaddvidied setw checddesasaingned to
the third nenory area
second memory areas by using the second system key data
together with the second area management key data in the
decrypted module data.
17. A data processing apparatus for processing
data so that a portable device becomes capable of
providing a second service of a second service provider
by dividing a memory area into a first memory area for a
first service provider and a second memory area in an
integrated circuit of in portable device after said
portable device has been issued by the first service
provider, and said integrated circuit being storing a
memory area division key data, a system code for
identifying the first service provider, and first area
management key data which is authorized to perform a
write/rewrite operation to the memory area, said
apparatus comprising:
a memeory means storing rejection information
specifying a service provider which can provide service

by the same integrated cixcult indicated by the first

and second service providers;



in correspondence; and said menory neans stores said area?t8aRieMPEF 20040 A
data processing apparatus as clained in claim19, wherein said

i nput/out put means establishes correspondence between said area code
included in said area code |ist and saidzservice code and outputs the

same to provide it to a file registration apparatus for witing file data
used for a service of said second service provider in said third nmenory
area of said integrated circuit, 21. A data processing apparatus for
processing so that a pdrPEBFeSTHEVY CBEFBUNEPRECRACYE B ot efil %S % cui t
storing distribution_key data, _a systemcode for 24 Septenber 2004 -- 95

i dentifying aPRrLe d@FFi LRCHIGVRdeFeCoid Taragenera KemrdRfere key data
which is authorjized to performat |east, one of a wite operation of data
to a nenory areRRdofhe JreY i ReReFht ¥Rt iamdia-#ewr it e operation of
data to the nenory area on the condition that the first  area managenent
key data i s used nakes &° sHERWE LeFRY D VE HeroprIvG oei® SR8 vi ce usi ng
part of said menory area, of said integrated circuit when issued by a first
service provi FRFrPresd df Heeta Madusie st & GhengisardsemelRfy area, wherein

the apparatus has a nenory neans, input/output neans, and processing
means: provider, receiving as input a second module data

’ including the encrypted first module data encrypted by
the first service provider by using the first area
management key data, and outputting the second module
data to a memory area division apparatus for dividing the
memory area under control of the second service provider
so that the second memory area of the integrated circuit
can be used by the second service provider; and

wherein sald processing means generates a
registerable system code list indicating the system code
assigned to the first service provider which can provide
service by the same integrated circuit as the second
service provider based on the rejection information; and
said input/output means outputs the system code list to
provide it to the memory area division apparatus.

18. A data processing apparatus as claimed in
élaim 17, wherein said processing means defines a
plurality of memory areas in the gsecond memory area,

issues third area management key data for the third

memory area and encrypts the third area management key



the nenory neans stores a nodul e including second area Hﬁ%ﬁﬁ@ﬁ@ﬁ?r%¥V'data
i ssued by a nmenory area operation unit for managi ng processing of the data
processi ng apparatus and encrypted by the nenory area operation unit by
using the key data for dividing and a -regi sterable system code |i st
indicating the systemcode added to the first service provider which can
provide service by the sane integrated circuit as the second service
provi der; the_input/output nmeans receives as input the systemcode from

the integrat e@@ERreYi the afRCOME PR dR TR KBUt ks tard e to the
integrated circuit via the input/output nmeans when it 24 Septenber 2004 -
96 judges thEEPLRECTHRYE BSRRBrRERIEES sthefrERedh Hherd rageat er abl e
system code |ist. 22. A data_processing apparatus for_ performng
processi ng t oN@RIgement ckelat @Rt ﬁomﬁeémwo ikl gremeiry | diteyr at ed
circuit having a first menory area wherein at |least one of a wite
oper ati on anddteihglee ampeawaten. of file data used for providing a first
service is authorized on the condition that first area nanagenent key data
is used and a secoh¥. nehvigtarpeovkss giq) appataast anesef fowkh te operation
and rewite operation of file data used for providing a second service is
aut hori zed oncihiencbhdi wheneimhatasdqumktescamgrEanxEgeneidsues a service
code for identifying a service provided by using the
third memory area for each of said third memory areas
and generates an area code list indicating an area code
for identifying said third memory areas, said third area
management data corresponding to the third memory area,
and said service code assigned to the third memory area
in correspondence; and
said memory means stores said area code list.
20, A data processing apparatus as claimed in
claim 19, wherein sald input/output means establishes
correspondence between gaid area code included in said
area code list and said service code and ocutputs the
same to provide it to a file registration apparatus for
writing file data used for a service of said second
service provider in said third memory area of said
integrated circuit.
21. A data processing apparatus for processing so

that a portable device mounting an integrated circuit

storing distribution key data, a system code for



key data is used, when a plurality of third nemory areas &t 8ePgEWRHERN4 n
the second nenory area, third nmenory nanagenent key data used for
perform ng at |least one of a wite operation of data to a third nmenory
area and a rewite operation of data ingghe third nmenory area is defined
for each of the plurality of third nmenory areas, and said integrated
circuit stores said third area nmanagenent key data; conprising, said data
processi ng apparatus,,conprising: a menory mnmeans storing third area
managenent  dat@REhEYIRY ed kEYTHht BRI ER PEOYEdGEd 39t hErSBCRFRR service
provider, used at the time of witing the file 24 Septenber 2004 97 data to
a third nenor§eRtealcnhd<aYicfyhbedibylt he anFheriapdatoarelErEntakey dat a;
an output neans for outputting the encrypted file key data to the
integrated cit+e®PE;0RAICH arVvEihy PRerRtion oF i dihy £P|@ Wemeryoapea used
for providing the second service to the second mnenory area of the
i ntegrated cieEubaifylucearatee ¢lreuikeyndat arevsite opetwdietr ¢f ovi di ng
first and second services by using data stored in a nmenory area in an
i nt egrat ed ci#atdttof thepoemaby eadexi er, thai donéi bhodn Clonpriléenfitde steps
of :
area management key data is used makes a second service
provider provide a service using part of said memory area
of said integrated circuit when issued by a first
service provider providing a first service using said
memory area, wherein
the apparatus has a memory means, input/output
means, and processing means;
the memory means stores a module including
second area management key data issued by a memory area
operation unit for managing processing of the data
processing apparatus and encrypted by the memory area
operation unit by using the key data for dividing and a
registerable gystem code list indicating the system code
added to the first service provider which can provide
service by the same integrated circuit as the second
service provider;
the input/output meang receives as input the
system code from the integrated circuit; and

the processing means outputs the module to the

integrated circuit via the input/output means when it



i ssuing the portable device including an integrated circti PRBTPE: g
menory area division key data and first area managenent key dat a;
requesting a nenory area operation unit managing the nmenory area division
key data to divide the nenory area inLO'% first nenory area and a second
menory area, said nenory area dividing geing performed by decrypting a
nodul e data encrypted by the nenory area division key data and the first
area nmanagenent key data by using the first area managenent key data and
the nenory ajedgdsvikaontheyidaua systée codegiatondid¢atedtintithe her eby
enable to provide the first and second services to a portable device

hol der. 24 SeptgibeerZ0Dd 98s2dm dodethibsitas clainmed in claim23, wherein
said portable device is an integrated circuit card. 25. A program for
maki ng a conput er 2Xecubledaps osesSedging ippdratyor fabl ed®yitengrount i ng an
integrated circuit storing key data for dividing, a system code for
identifying apfotesstrgvicewpli o¥i fltle dard inrstsece@ad mangefentek eyt dat a
which is authorized to performat |east one of a wite operation of data

to a menory afieanoégsatddi o £ght elaglifg Ut £ BAGk an&Ryry t Eredptiaténn of
data to the nenory area on the condition that the first area nmanagenent

kgytdg;a I's usediaakesole SECHNGHrSEE Vo EEr HF Dih URKd PF &Y Thee 20,5&F ¥t L& USi Ny
P of file data used for providing a first service is
authorized on the condition that first area management
key data is used and a second memory area wherein at
least one of a write operation and rewrite operation of
file data used for providing a second service is
authorized on the condition that second area management
key data is used,
when a plurality of third memory areas are
defined in the second memory area, third memory
management key data used for performing at least one of a
write operation of data to a third memory area and a
rewrite operation of data in the third memory area is
defined for each of the plurality of third memory areas,
and said integrated circuit stores said third area
management key data; comprising,
said data processing apparatus, comprising:
a memory means storing third area management

data and file key data which is issued by the second

service provider, used at the time of writing the file



said nenory area of said integrated circuit when issued HYSEPEMPEL2Q% vice
provider providing a first service wusing said nenory area, conprising
maki ng the conputer execute a routine for receiving as i nput the system
code fromthe integrated circuit; a rogt%‘e_for referring to a registerable
system code |ist indicating the system code given to the first service
provi der which can provide a service by the sane integrated circuit as the
second service provider and judgi ng whether the input systemcode is

i ndi cated in date teosstietadl memysy et eodeahd Séricayst 3 1Septlereii 2004 99 a
routine for outputting to the integrated circuit a nodul e including second
ar ea nmanagenestedah@nadeneiet byy adaEapry area operati on unit nmanagi ng
execution of the program and encrypted by the nenory area operation wunit

by using the key data fai slivbai ngeans for therpuendiypiies dycthecddrst
service provider by using the first area managenent key data when judgi ng
that the inpfilsyséendgoalecd sthadicedeehtsd tdersept staidbl e system code
list. 26. A data processing nmethod for processing so that a portable
devi ce nounting an i nt egraittighiog roedts star iwvigi t thet £i butdate key sata, a
system code for identifying a first service provider, and first area
managenent keysed for providing the second service to the second

memory area of the integrated circuit by using the file

key data.

23. A method of providing first and gsecond

services by using data stored in a memory area in an

integrated circuit of a portable device, said method

comprising the steps of:

issuing the portable device including an
integrated circuit for storing memory area division key
data and first area management key data;
requesting a memory area operation unit

managing the memory area division key data to divide the

memory area into a first memory area and a second memory

area, said memory area dividing being performed by

decrypting a module data encrypted by the memory area

division key data and the first area management key data

by using the first area management key data and the

memory area division key data in the integrated circuilt

to thereby enable to provide the first and second

services to a portable device holder.



data which is authorized to performat |east one of a wdte UpEPEIIWH of
data to a nenory area of said integrated circuit and a rewite operation
of data to the nenory area on the condition that the first area
managenent key data is used nmekes a secog? service provider provide a
service using part of said nenory area of said integrated circuit when
issued by a first service provider providing a first service using said
menory area, conprising: a routine of inputting the systemcode from the
integrated circuit2424 Scpeeheerapoobaimed o @labutihe Wrereiersddd to a
regi sterable system code |list indicating the systemcode given to the
first serviceoprabldefdevhiehlearn pinvedeated i techit t¢wrdame integrated
circuit as the second service provider and judgi ng whether the input
system code is i nd2tat edl proghan feyistleindl 2 cysrererogecdutse; and a
routine of outputting to the integrated circuit a nodule including second
ar ea nanagenepntodasaingssoedthdy a penovzalyl ardéavoperetuoningmidn managi ng
execution of the program and encrypted by the nenory area operation wunit
by using the keyedatted ocidtwidi sigoaimy fkey hddita efier ydiedtwgt he first
service provider by using the first area managenent key data when it
j udges that téesteémpobdeysdenidodel feingmdh cilesk | vethicds agrstdab) e system

and first area management key data which is authorized

to perform at least one of a write operation of data to

a memory area of said integrated circuit and a rewrite

operation of data to the memory area on the condition

that the first area management key data is used makes a

second service provider provide a service using part of

said memory area of said integrated circuit when issued

by a first service provider providing a first service

uging said memory area, comprising making the computer

execute

a routine for receiving as input the system
code from the integrated circuit;
a routine for referring to a registerable

gsystem code list indicating the system code given to the

first service provider which can provide a service by the

same integrated circuit as the second service provider

and judging whether the input system code is indicated in

the registerable system code list; and



code list. 27. A programfor making a conputer execute pfbeerismRgr 24
witing file data to a second nenory area of an integrated circuit having
a first nenory area wherein at |east one of a wite operation and rewite
operation of file data used for providingga_first service is authorized on
the condition that first area nmanagenent key data is used and a second
menory area wherein at |east one of a wite operation and rewite
operation of file data used for providing a second service is 24 Septenber
2004 - 101 authorized anroheleentdt i oatphhtinecondthe etnbedxgeadnt key
data is used, conprising neking the conputer execute a routine of
out putti ng toctheulhntagnradedecinclidifg| sekeyd datea whitchgesen s sdeith by a
second service provider, used at the tine of witing the file data in a
third menory asseed dryd ®mEmmiyedriep apehatiloareai raragenert aasdcautiltan a
plurality of third menory areas are defined in the second nenory area, a
third nmenory ofrariagemesgrdee andattacugedetioby pehé anemartyy sdrdeagierana gaf a
wite operation of data to a third nenory area and a rewite operation of
data in the ttmid bepmasinareheisey d@dtaefof ofi ebdinefatdespteiati ty of
third nenory areas, and the integrated circuit stores the third area
managenment keyndaiparefdoqd tiodt fhesof servidagpfoteddatisy usetnd ofhe

first area management key data when judging that the

input system code is indicated in the registerable system

code list.

26. A data processing method for processing so that

a portable device mounting an integrated circuit storing

distribution key data, a system code for identifying a

first service provider, and first area management key

data which is authorized to perform at least one of a

write operation of data to a memory area of said

integrated circuit and a rewrite operation of data to the

memory area on the condition that the first area

management key data is used makes a second service

provider provide a service using part of said memory area

of said integrated circuit when issued by a first service

provider providing a first service using said memory

area, comprising:

a routine of inputting the system code from

the integrated circuit;



provi ding the second service in the second nenory area of24§W@emH?%a¥5ted
circuit by using the file key data. 28. A data processing nethod for
perform ng processing for witing file data to a second nenory area of an
integrated circuit having a first nenory, @& ea wherein at |east one of a

wite operation and rewite operation o ile data used for providing a
first service 1is authorized on the condition that first area nanagenent
key data is used and a second nmenory area wherein at |east one of a wite
operation and rewite operatiiore off 2efeeptiagber 2004gisti@Pable |sysdmtm used
for providing a second service is authorized on the condition that second
ar ea nmanagenentde Keis tdatrallicstisgd theospstemngede rgieme-coftheutfputstd ng t o
the integrated circuit file key data which is issued by a second service
provi der, usesentitdeptovbded wildhngam herdvid@e dedavide doy ttthe dsampaory
area, and encrypted by a third area nanagenent data when a plurality of

third menory hieagrate® defcntd 49 the secomnd HErplye avedvidet Mitdl menory
managenent key data used for performng at | east one of a wite operation

of data to a jldgthdBmythal ehealfipat EQWEEhecORSr Bl | Hifatdd ani Rhkhe
third nenory area is defined for each of the plurality of third nenory

areas, and thegistegsviedsgirahitogsorestihendghird area nmanagenent key
data and
a routine of outputting to the integrated

clircuit a module including second area management data
issued by a memory area operation unit managing execution
of the program and encrypted by the memory area operation
unit by using the key data for dividing and further
encrypted by the first service provider by using the
first area management key data when it judges that the
input system code is indicated in the registerable system
code list.

27. A program for making a computer execute
processing for writing file data to a second memory area
of an integrated circuit having a first memory area
wherein at least one of a write operation and rewrite
operation of file data used for providing a first service
is authorized on the condition that first area management
key data is used and a second memory area wherein at

least one of a write operation and rewrite operation of

file data used for providing a second service is



aroutine of witing file data used for providing the setbREPIEEPRG €4 n
the second nenory area of the integrated circuit by using the file key
dat a.

- 101 -

authorized on the condition that second area management
key data is used, comprising making the computer execute

a routine of outputting to the integrated
circuit file key data which is issued by a second service
provider, used at the time of writing the file data in a
third memory area, and encrypted by a third area
management data when a plurality of third memory areas
are defined in the second memory area, a third memory
management key data used for performing at least one of
a write operation of data to a third memory area and a
rewrite operation of data in the third memory area is
defined for each of the plurality of third memory areas,
and the integrated circuit stores the third area
management key data and

a routine of writing file data used for
providing the second service in the second memory area of
the integrated circuit by using the file key data.

28. A data processing method for performing
processing for writing file data to a second memory area
of an integrated circuit having a first memory area
wherein at least one of a write operation and rewrite
operation of file data used for providing a first service
is authorized on the condition that first area management
key data is used and a second memory area wherein at

least one of a write operation and rewrite operation of
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file data used for providing a second service is
authorized on the condition that second area management
key data is used, comprising

a routine of outputting to the integrated
circuit file key data which is ilssued by a second service
provider, used at the time of writing the file data in a
third memory area, and encrypted by a third area
management data when a plurality of third memory areas
are defined in the second memory area, a third memory
management key data used for performing at least one of a
write operation of data to a third memory area and a
rewrite operation of data in the third memory area is
defined for each of the plurality of third memory areas,
and the integrated circult stores the third area
management key data and

a routine of writing file data used for
providing the second service in the second memory area of

the integrated circuit by using the file key data.



