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" COLLI SI ON DETECTI ON I N A NON- DOM NANT BI T RADI O
NETWORK COVMUNI CATI ON SYSTEM' 5 TECHNI CAL FI ELD Thi s
invention relates to a network of devices that

conmuni cate with each other via radio frequency. 10
BACKGROUND OF THE | NVENTI ON A networ k of devices can
be created by arranging a group of devices which
communi cate with each other via radio frequency (RF)
means ‘fCOLLIGION DEEEGTION Tived NONeDOMIANT BIDRABID

that each of UNETWORRESOMMUNITATICON Sygwaaef the 15
maxi mum conmuni cati ons range of each device, each

,ligé;ﬂ\@ Aialgllﬁﬁéﬁectivel y comunicate with each other

Vi I'h networ k. The present invention nmay be
used ina "point to multipoint" systemas opposed to a
"point to point" systemin which conmuni cations occur

Thicinveationrkblatésne deativerk ofdevids that cfRmiiicatedRithleabR other via
mul ti poi nt communi cati on system conmuni cations occur

ragigtfreq@rersyie devi ce and two or nore of “the ot her
devi ces in the network sinultaneously. A reliable
"point to rrul ti poi nt" communi cation system allows the

Iﬁﬁmm work variable. This is a
varleﬂb |ch I'S "'known oﬁtall of the devices in the

netmork. For exanpl-e, if one device wants to change
the value of the shared network variable, it nust
A netavarki of devicegwas beanehted bg warzangitegpal gronapp ofitievides ivhich
recelve ang proce s the t ed var| |l e
woRnicateasithiep qrtyda at RERADERIYanesgsfo transmit data

B BBOASH T b SSED A e
md%ih&uﬂﬁt@nﬂnﬁﬂi@ﬁﬁén@ﬁidgﬁrdf eH &M HEPLE each d@b&@%ﬁn'@ﬂe\éﬁ{r@g

variabl es allow the creation of a network which has n
coamymighte withteach béher davicedf thtvseossrdnt i al dat a about

t he operation and control of the network is known by

each device in the network sinultaneously. The data

11§ SRR, By BN 05, IR s B opposed o

“point to point” system in which communications occur between only two devices at
a time. In a point to multipoint communication system, communications occur
between one device and two or more of the other devices in the network

simultaneously.

A reliable “point to multipoint” communication system allows the creation of a
shared network variable. This is a variable which is known to all of the devices in
the network. For example, if one device wants to change the value of the shared

network variable, it must transmit a request and be guaranteed that all devices

" receive and process the updated variable simultaneously. If the update cannot be
‘made simultaneously, or not all other devices in the network receive the update, then

the network does not have a shared network variable.
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5 their data accordingly. This allows the control of
devices within the network to be sinplified, nore
flexible, and | ess costly when conpared w th networks
having a central controller. A single comunication
action between each of the devices is herein referred

AT b
shak 8 Aok BeE RSO, Bk oA RS RR e SR
conflallar, tAll@i*Qh@éss@ﬁﬁ&l d4139B66E H8 I BRIV SL S &fltrbpgf 8t Rtwork is

The Transaction also 1 ncludes data sent rom

knowreby eactvdevire iretheatawiopk sineultartnssk. VEHe d4taRanibetgidated by
as to each other of the transceiver/receiver

wel |
aﬂY%’f@W‘@é&‘ the neEoricatayktime @nrlraﬂmhgr devicenare guadaviced to update

theif daElaccBicefl. o finalPnaREe eiohal e Kes Puthiadhe segubsk to be
SimpAAISHBHBLBIARRANLL Bhetly el BmlFed SAMRLS ks having a

ecei ves that data W thin*t 'S returne
cenfral comteollerr anscei ver/receiver. It will be understood
that within the sane Transaction, a given
transcei ver/receiver rray al so transrri t an acknow edge
Signal . In.the next Transacti op,
A smg%r@mgfqapggl@cy@p %@q\fg@ft the devxces is herein referred to as a
T ﬂsﬁéﬁéﬁeA"P{a&:&{l ore
ra @cﬂﬁm&ﬁﬁ d betwiBR R &erv? @r%\%ué;l??f(%g mitter) which

han one transcel ver/recei VEr si nmu

trankmsimdaa@ tohe ORHR2E tradbediVér/r6@Bleks of thd dath ”H‘%W%Qﬁselcﬁon also
know that all transceiver/receivers have successfully

inclydescdata genthfzonaihg trarisceivery recaivas to Hanirensceirery amasméiter as
l e

not, s cce recei,ved, t he data_(for exa
Weu@éi'g&eghta ?%f‘% @%F‘&“"%?étﬁ:?ﬁﬁ@r ggvises it theetwiorkn one
transcei ver/receiver), then all other
transcei ver/recei vers nust be infornmed that not all of

In thiiheorttekt & devideswRIWEOE b GERINVEfaSisadtHe tansHBEIhE da¥a 1o be
received the data. 30 Such networks usually use a

sharge thesnghout dag netwark isleferrbd ts as o “benscavearittansthitt@iewhile a
devify Rtk SR bl iR s0pb u ?&Q&;&@é@ﬁ&%@%@; Rt
tran&%ﬁ*ér/ ?éE%ﬁ;e? WQJ @éuﬂé&&t&?& %é&%éfﬂasaacﬂan, a given

Commonly used codi ng types inc ude
transoeilerj/ tecelvet bhaygalst Brag@RiEsnt h(ﬂﬁﬁiwlﬁag@.%l al. PR #he next
conmuni cation protocols, ‘a general procedure is to
Trangaghors dbe transeedvery r@mgmrtln@nbmdnm@thed:dgmceiv&téhmﬁmmer

sonme tinme after receipt of the

When transmitting to more than one transceiver /receiver simultaneously (also

_known as a broadcast or multicast), it is important to know that all

transceiver /receivers have successfully received the data. If even one

- transceiver /receiver has not successfully received the data (for example because of a
bit error causing data corruption in one transceiver/receiver), then all other
transceiver /receivers must be informed that not all of the other transceiver/receivers

- have successfully received the data.

Such networks usually use a method of coding the data bits to be transmitted. The

coding method is chosen as a compromise between the transmission technology

2
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data. This has the drawback that the transmtting

devi ce nust know exactly the nunber of receiving
devices within the network, and how to contact each of
them The reliable transfer of the sanme piece of data
to nultiple receiving devices requires many

%\é‘?rﬁm sgi ons of the same data, and a correspondi ng
ayalia ? 1 THONEG Fepiiessandhsuah asadada kalewnespeditivitye

transni ssi on,of e sane data to  pmny
CoBfbhly 148 LRSE L s SBytite Mo edRe oot Snd Phgtuting.
communi cation nmedium This approach also requires the
transmitter to obtain and store data about exactly

wtoroientionakpoing ¢ peivit eemniiic iforBSAABOIS, dfMfRal rprg%:e%ure isto

transm ssion. This approach allows the creatio
hateeach drvigeoiransmait aaticknowiedgestaementsomt timeefiessrelpt of the

c0 exjty.angd 15 pogr use of the available bandw dth

d%*ﬁ% ia%‘%%ﬁﬂ‘e&'?ﬁaslﬁ thatdhe, mranmnitEing slevice muat loowiexadly the
L RPERL L .55, 98 ; be used to transfer dat

bk BOFRE I SIS Lt PR 086 o b TP Caict Badh of them.
The lalpbleggngrat oPieMnebitéd Whatd i : vk -

transfer unrel?abl e, a dlgf he tﬁ%ﬂ%ﬁ{l@%&ﬁvﬁ%?&%&@smqms
maRy dransiissienndfithe 2ometdathemdad toreésponeingagiinvfongach

recei ved the data.

devi ces Qa e SE{C\CG sful | lat.
URHTRISHIeR, 1 Peacknawisdgsd- Hhe renetisive transmission of ghe same data to
e ' Q created. .The situation is _. .
B MK RO LRI O S o IS SHEMELL b S, This
appROBNAIa ke ites thatamsalit@AGIbIthiCInd d95d tialll dloulBractly which
appreci at ed, each device has a maxi rrum]é fransm t1s nd’
receiviyy deldcasrare e dodept degvantribaahizsion. Thiyl apfirBgciballoNsthe
limte ransm.t power, receiver sensitivity,

cregiiath Ef‘@"ﬁ@,é NeHWORK ¥rraablprad the exprysapfunnemssiry complexity and
Pl TR UL S8 4 A G o LS A RO et BtiRs e

t he maxi num range and therefore cannot conmmunicate

W th _each ot.her. 30_3 _The creation of a shared network
Allematively 4 poiak soniulfipdied tlapsmisi@cen bease] Bf transfer data to many

collisi.ons between transm ssions from vari ous devi ces.

TeEBltS HgHEtansop e Kithert @by ackrowledgmeantbeing returned. This

i j J t. th t L toig .
ref QTR Sala o e b AhLle WA IS o IV iRt el o determine
witheér sl 6theaReeidR devibds hdvedRREQABRIIB RLYived¥hl data. Unreliable

appropriate
transfer of data means that a shared network variable cannot be created.

- The situation is compounded when two or more devices are out of communications

range of each other. As it will be appreciated, each device has a maximum
transmitting range (determined by design factors, including but not limited to -

transmit power, receiver sensitivity, antenna type, and signal processing algorithms).

Communications, and synchronising communications is made more complicated

when some devices are outside the maximum range and therefore cannot

communicate with each other.
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5 action may include informng the transmtting device
that its transm ssion was interrupted, as well as
inform ng other devices in the network that a
collision has occurred. Traditional nethods of
reduci ng the likelihood of collisions include

S e Rl 1S o
TSR R Rl S5 1  AOR BSA R Rt e

sucdessfué mmphﬁss_i@hbﬁdmrt'h%gﬁodtitﬁ@n&l@ibrk?lt@ﬂﬁgélﬁhﬂ% be able to
for each device by using the devices' unit address

detqcfithe-pcayazence ofe co andrdeah evitheiv iapﬁrdp&id:tely. Batlyuppyopriate
ddres This can be scal ed_by the duration of a

et RISERE e ingomnie The eSSl fob b ammiion s
. i i . ti t i,
eV Ol IR T o ko

occlbed.t est tine can start transmtting (and the other
devices will see this transm ssion, receive it, and
retry their own transnmission at a later tinme). 20
nificantly reduces the |ikelihood of

LA h si
Tradifippy phgoaqc*f’cﬂffg@aﬁ?ingéhﬂ bkekibpad ofenllisiansliidudmmonitoring the
' i at e .when .qul tipl t s
medBATOF A Reriod BT e RS feiinlMine FRt ook i omylaged in

b

- L ect: f.cts .
 trandi@ssRABy aHREES §andddén SJ%;%B 8P4 E%%w& of e a?gsfﬁélgue for each

invention to provi sfem prot oco
deviperjn the mejwdrk. Bomexanipdet thispedied vegmedanitanaia _U@ﬂ%lfé:)for each
ticast co ni catjons system particularly in the

devigg, E)ﬁt‘lslﬁg thedavices| unit geleluessi (whidehastorbe wnique fonthe device to be

s S84 ons. .SU THE | .NVENTI QN . 30, .
g e B TG bR Blen s Rk phaleit o, hat i
seveidlle¥ides WKRW aféthft ; a4 .

fr equenc;ﬁ%omgg%?f:gt [ Onsﬁ%&%&&({&fﬁtﬁé Sgg}%a regtrlrlézg%ﬁ)l then wait
for different pagodatWhidhesier it ohe shertest SiniOcREstRE BRI RY (and
th ‘gﬁyicere iviq?%the data frame, as a collision

€ T $6e this pnamigsionetaspiverity andtretryrtbairaaven her
nan%&i‘éﬁat%l@fe%‘?ﬁﬁé)ng to a second aspect of the present

I nvention, ere‘is provided a nethod of

This approach significantly reduces the likelihood of collisions however, is not fail
safe and is not necessarily appropriate when multiple networks are used in which

devices in different networks may use the same address.

It is an object of the present invention to provide a system and protocol for

Improving the communications between devices in an RF multicast communications

system, particularly in the event of a collision occurring between two or more data

transmissions.
SUMMARY OF THE INVENTION

According to a first aspect of the present invention, there is provided a data frame for

4
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detecting a collision between two transm ssions in a
radi o frequency network of devices, the nethod
including; transmtting froma first device, a first
data frame according to the first aspect of the
present invention; 10 transmtting froma second

ugeﬁh%e .8€second data frame according to the data 1} .
¢ AhEragio featenrg commpunicatians ieswork dhadatmtrameiipeluding data
' S fr t he second . .
5T BRIGEL AP pUBa BB YD AU fePer il $at8 7ERe g o collision
wheaabsidevive it ARes i CHARRIG .ndi cati ng
a col lision g%tggtred'iﬂn%a?%aqg&?lhird G sonred t the
present invention, there is provided a radio
conmuni cation systemincluding at |east three devices,
Aceerding tq g geqandsaspeetofdhe present invientian; these isqerostidedharmethod of
ect of the i nventi on,

SRS b B ol SOy e hhorco

d@ﬁ@ﬁ%@&&ﬁo@h{dﬁ(ﬁh aspect of the present 20
i nvention; and a t |ﬁb| device receives the first and

secotrdnstaittingiforms fistidewite et st Hhea feafedoditimg fPMRe first aspect
the set%lgnd data frame while receiving the first” data

franef Ryeserd dRyAnties the resulting data sequence as

i ndi cat i nt ol I'ision. urth aspect

of 1 FEBHBUBR I pontrish deTidk seron dBta famecCording to the data
SRR B s B BB ST L0

system | ast _ ransceivers, in
use,deteétingh codled Hataticlibndd RB80RE EBEShd ANRTFATHE V\?hﬂe receiving
e

first data frane according to a first aspect. of
thgfisstedataifmmaatanshrecagnisingsthe eesdting datr saquense es ireticating a
Q?lubsequently transmts a second data frame according
CHEFEY i r st aspect of the present invention, the

transcei ver, in use, upon receiving the coded data

fromthe second data frane while 30 receiving the
Aédordingdiat @tiirdagpect ef d@presmtifttedtiay théreds faddded a radio

sequence as indicating a collision. 5 According to a
copuppRicasivady stem inmdugingsd Aeast threa dievives, tiherse, the first device

J d i cati | f ' di
treﬁ{sogaﬁ%w % %sﬁ@%%gc%alé@q%s & ’raof:‘ér%ggspeci? of ti!lsé%rlegena’} hggei{tgon, a

second device transmits a second data frame according to a first aspect of the present

invention; and a third device receives the first and second data frames and detects
the coded data from the second data frame while receiving the first data frame, and

recognises the resulting data sequence as indicating a collision.

~ According to a fourth aspect of the present invention, there is provided a transceiver

for use in a radio communication system including at least two other transceivers, in

use, a first of the other transceivers transmits a first data frame according to a first
aspect of the present invention, and the second other transceiver subsequently

transmits a second data frame according to a first aspect of the present invention, the

- transceiver, in use, upon receiving the coded data from the second data frame while

30

receiving the first data frame, recognises the resulting data sequence as indicating a

collision.
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protocol having a frane including; 5 a first time sl ot

for transmtting data; a second tinme slot, after the

first time slot, for transmtting a first

acknow edgenent state; a third tinme slot, after the

second tinme slot, for transmtting a second

acknow edgenent state; and 10 a fourth tine slot,

after the third tinme slot, for transnmtting a
Acconlinggoerfifth aspetit ofithepreséeionShfin, ther is ?&ﬁd@é%e‘:t

of the present invention, there is provided a radio
ConpiGAHERt PEosgifor iee irch natlindrequency network of devices, the

probb 8RB E heb b ner i n the
trgmgﬁwﬂ&gﬁgwjﬁ&h{é@?m ts data in a first

tinme slot to t nsScel I/feceivers, and wherein

upamsecaubtipie s1bt, after et Bust Gacds16f, forl @E?snﬁttt-ing a first
transcei ver/receivers return either a firs
acknpwledgemegd mate; state in a second tinme slot, after the

firsg. tinme slot, a second acknow edgenent state in a
. th??%lrfiitﬁﬁe §1°3¢5}ftef £ gpcaneietime sntaforitransmiting asecand
ac jeaggﬂ{&n@ggéwv%%jgenent inafourth time slot. 20

Accorting to a“seventh aspect of the present )

| na fodithinimé bt @ifley (R kgl Shslol BNSGRNREL SXBILSL
. .for use in a radio comunications systemincPu |Hb5%’il
indi¢adtpst. one transceiver/transnitter and at |east one

ot her transceiver/receiver, in use, the

transcei ver/recei ver upon receiving a data packet in a

: : . . . Jtransmtter.
Accdrisil (6 8 SBtR abpect b M Blelednkk RIRE hiis pravides mdio
comsenddrtiornt $y¥eerflindludad ah@@ei{férrﬁfantsﬁﬁﬁeﬁ Eﬁa gt lﬁaﬁf two

#
transnmts a second ac n(E)rV\A edgenent state’l
franﬂciewréI@B;V%,tVehereheﬂmdcmxdeivieﬁﬁtraﬁsﬁi&ee trah ARG LS ifa first
Hm Cf| | %i'aon acknowl edgenent state in a fourth tine
e §lqito tae franseqier/geceavers rands whereismpancercelphaf the data, each of

- . .t of ' ti,on, th IS
the B0 eRPrRE el rel R SRR Al oI P dberigl fifedn a second
time ehutnaféCicl (RBSLAY ST, séwﬂ@admowleégﬁﬁﬁg%@%e i aPhilef time slot,

transceiver/receiver, wherein in USE;
after the secomd idmetsiatnens colbisicrr adkswitledgement in a fourth time slot.

- According to a seventh aspect of the present invention, there is provided a

transceiver/receiver for use in a radio commumications system including at least one

transceiver /transmitter and at least one other transceiver/receiver, in use, the

transceiver /receiver upon receiving a data packet in a first time slot from said

transceiver /transmitter, either transmits a first acknowledgement state in a second

time slot, after the first time slot, transmits a second acknowledgement state in a

third time slot, after the second time slot, or transmits a collision acknowledgement

state in a fourth time slot, after the third time slot.

- According to an eighth aspect of the present invention, there is provided a

transceiver/transmitter for use in a communications system including at least one

6



10

15

20

25

30

data packet in a first tine slot to the at |east one
transcei ver/recei ver and receives either a first
acknowl edge state in a second tinme slot, after the
first time slot fromone or nore of the

transcei vers/recei vers, receives a second

ow edgengnt state in a 5 third tine slot after .
Ot%ﬁéé‘r@geﬁs&ﬁ%eﬁ TrEe P, Whersin Wo&wmcwetﬂmmltter transmits a

- i ver | i . i 1] .
] GO T T T —

either 4 firstikab@ladgl’s#fe 3G seborPlithedllod Ber the first fime slot from one

transcei ver/receivers. According to a ninth aspe

ot eoneraf she transneévers Hrceivbes, edeivasatiet stetlacknbWvledgement state in a
conmuni cati ons _protocol for use in a radio frequéncy

thizd Feng sl attes thesscondimerslet faewl oreami mgresofi thane

' ' first time slot for transmfting data, a .
e Re R e e retflTesa oS Rinack ApwiRdashihe s in & fourth time
TopdieAtH B 98 S ' | [ i

Saf ter the second ﬁthigbgﬁ%l%@ii‘ggﬁar% Ee}{ {rﬁaén%éﬁg???%grteﬁeewem'

data transmtted in the first tine slot and a fourth

time slot, after the third time slot, for allow ng
Agequding &elg simthraspectof the poedens inventionvibere isyrrooidet e
ctransm’ SSions. AC(f?rdi ngnto ,tg_nth aspect of -the .

5P B IHeatonsaorR! Fanisedniagagi freadency ekupek of devices, the

i ' i-ncl ueli il ranscei ver.. a

AR QRS RIIIRE e . £10¢ B} pp AR e, Ssccond

tismecdo aftentiediicyBig diet, A inARALAEAGepEAMRAGHA Al A Be slot,
a 20 distance greater than at |east one of their

afferdheserend Hime sietnfarratrensritting the dgstransmidtedhia the first time siot
r at bei | gcated..i.ntermedi ate the first and
anl R Sth e B ERE YR iR Bt i er ko persgknandedgesment of a
SRS ' ' - d transceivers, in a
Cfi rg?fae%&gf‘g%&tﬂi%%?{éaﬁgg%ﬁ&%ansm ts a repeater
flag in a second tine slot, and then in a third tine

slot _transmts the data received in the first tinme
Agasding® ptenth aspast obthapresendnyentiopehereds provided a radio
resent .inveniion, ,there js provided a repeater for
oA ARl R Birhie tapseelyen A Pepiidigantcelvesand a
Bxek, RBSESY Mfel i i | '
e epaer ated from %ggﬁagx{ eFe:lgg%;ﬁEélltl %ﬁ%@gﬁ%ﬁ ra%%%&goy a
distiance geestiethanait ldaseonespHwls egpédtiRsithkinuig tFaResssion ranges,
in use, the repeater being disposed 30 internediate
anchihegeppaigs beingdoeated intermed intether fiishang secondctramsaeiyers,
ﬁlatainafir.s.t tiage sl ot }here&g%er transpmits a . .
WPSEL PP ARCSIviNg date fiom ppkee! either the firakon sesond teansceivers, in a

firkPifrf} slot, the repeater transmits a repeater flag in a second time slot, and then in

‘a third time slot transmits the data received in the first time slot.

According to an eleventh aspect of the present invention, there is provided a repeater
for use in a radio communication system including at least two transceivers, the at
least two transceivers being separated from each other by a distance greater than at
least one of the respective transmitting ranges, in use, the repeater being disposed

intermediate the at least two transceivers wherein upon receiving data in a first time

- slot, the repeater transmits a repeat flag in a second time slot, transmits in a third

7
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7 time slot, the data received in the first tinme slot,
and then transmts, in a fourth tine slot, a
collision acknow edge, if a collision has occurred
between two or nore transm ssions. 5 According to a
twel fth aspect of the present invention, there is

P 0| VA scelver .. for use.in radi o . .
tr 80t SRR bR i i ot A e tsnaien dn 2 fourth time
slof, b @BHERHY fékrvled Se, 1EPESNIBIon Ad¥odhARE HRtwein gﬂ? ok Bore

at | east one other transcelver being separate rom
tramemnissionker by a di stance greater than at | east one of

their respective transmtting ranges, in use, the

repeat er being di sposed internediate the transceiver
ot her transceiver, wherein

.th | t
AC"{?’E%W& @%M%lﬁta agséfé gﬁe Presgnt Fomenting, theprismepyided a transceiver
for fi%e i} A¢adBBRtnhidR ik Rbstehl MR APleAEl ot SR H3ppcetver ana
a rephater ciheatasceiver and Hie & lbidFons|@her t%&eﬁ@f‘ﬁell*g%fseparated from

originally transmtted by the at |east one ot

each ptheydayt & distance greatesthan aideadtone of diar respbetivenanshitting
time slot. 15 Acc%rdin .to a , thirteenth aspect of the

ranges. Oy Hse ithe ieheatsy beingdisposed mierraediate thedtansceiver and the at

eas AU 83 0% L2 ALY B 305 o Bl epester, n
the sdventl gk sld’tﬁ&h‘é‘%fﬁrbé@éivéf‘é’usﬁ:’&ﬁd§ ?ﬁﬁﬂé’r dRPAGRIMRE tR8s0 ver

separated by a distance greater than a naxi num
recefvesfsainsthiesepeadery in athiad timaslot,afwa diattie ori inally transmitted
b t{,lrap?qce'évers the repeater being disposed internediate
Y thpat fgaskone;other iagsreivay indfinst Smaslat, befgsh thewacong dime slot.
recei pt of a data transm ssion fromthe first
transceiver, the repeater re-transmts the data
According b aghirfeehtloMpdatof iHeShrebErdIRGEAYRT thoaqs Ek&'id d a radio
upon receipt of a'data transm ssion fromthe econd .
comppgrsaaony systemfinrladingpat lepstat first tragbreavanitesseebad dairdceiver

glr ansm Sijmo%rf romthe first transceiver, the repeater
and g repegfer.dhg firgf frapsceyeeaad theseconditrangceizenbeing separated by a

sl RRestek Bhart £ KRL F PR e 1 oF FroBl RO Rive
trangaeierssibe repedtecbaify diRRiska diceRRdidle ﬂmﬁégs@ bhié afcond

donestic, industrial and office applianc
tranggeiems BRchtharupErORPhofiEsta3a transmission from the first transceiver,

the repeater re-transmits the data transmission from the first transceiver, wherein,
upon receipt of a data transmission from the second transceiver before the repeater
retransmits the data transmission from the first transceiver, the repeater transmits a

data sequence instructing each transceiver to ignore the transmission in progress.

The system and protocol of the present invention have many uses including

applications in controlling domestic, industrial and office appliances.

'BRIEF DESCRIPTION OF THE DRAWINGS

- Figure 1 shows a data frame structure according to the present invention;

8
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Figure 1 shows a data franme structure according to the
present invention; 8 Figure 2A shows an illustrative
exanpl e of three devices in a network with a first

device transmtting a data packet of Figure 1; Figure

2B shows an illustrative exanple with a second device
{rans %{?I ng a_ data packet of Figure 1, and causing a
Fegire waatrlingtative example ofithree devigesim anetwrarkduith a first

k g Ftted i Fi A d 2B; Fi 3
d ﬁ%ﬁgan r nsn%é%%d@éﬂ%‘l?-&érggfer ?buflgd anong It%ggg
-3 11Ei A hit
FRRAEUOR Showd ot 1k Gt SABNO ARG QEOMR I RE HALETIE data

pheket of Fiiire Fj g ensind) Q\Wdliisikh;net wor k prot ocol nodel
used in the environnment of the present 10 invention;

F}gu:cfa glrie geir?rbhn@\g&agraﬁn abffrﬂlesdahaqxaaketsammrdttad it Higures 2A and 2B;
referred enbodi.nent, of the. presen i nvention; Figure
F%‘-‘gﬁg oysnefuaTkedevines Avﬁ Cllg'a&’yé@& smongtheseretwarks, d-3;

§ j ; £ ntion, 15 Fi.qure
R o RR R N K ar B Bl E e R gt epfbdent of the
Pfésgﬂ(ﬁvzhﬁ&iugure 9 shows a preferred structure of a

transcei ver device used in the present invention; and

Fighge 5 eha@s thonstveankiprotded eodebiséd kaskes ertvaetaimert of the present
.which certain functions of the transceiver device of
MYegllPs; 9 are performed. 20 DETAI LED DESCRI PTI ON OF THE

P RED E NT. Accor di,n 0_an .aspect .of..the
Rl B o g TS Riruiyy 6Bk i BRfBRBa einbodjinent phthe present
ir@ehgehed through the use of coding of data franes

transmtted by devices within the 25 network. There
Figuee ¥ sbowy paepedtecand twbdrenstéigbrsodispasedun.a fldterdrkagtording to
is between two devices, which are in range of each
themesentdnyantioly sone reason started transnitting data

Fl%turé BShows a frame structure used in the configuration of Figure 7;

Figure 9 shows a preferred structure of a transceiver device used in the present
invention; and
Figure 10 shows parts of the ISO 7 layer model in which certain functions of the

transceiver device of Figure 9 are performed.
DETAILED DESCRIPTION OF THE PREFERRED EMBODRIMENT

According to an aspect of the present invention, any collisions that occur, will be
detected through the use of coding of data frames transmitted by devices within the

network.

There are two types of collisions that can occur. The first is between two devices,
which are in range of each other, that for some reason started transmitting data at the
same time. In spite of various avoidance method techniques traditionally used, such
‘as monitoring the medium before transmission and staggering the subsequent

transmission of data by devices in accordance with each devices’ unit address, a

9
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same tinme. In spite of various avoi dance net hod

techniques traditionally used, such 30 as nonitoring

t he nmedi um before transm ssi on and staggering the

subsequent transm ssion of data by devices in

accordance with each devices' unit address, a 9

.col lision may still occur. |n this case, the data .
colligipy raay sl g fhigcase; Hie dat Fragemdssions will gerlapygach other in
ﬁnupther type of collision, and one that is nore likely

to occur, is in the case where a 5 device needs to

transmt data to other devices distributed over

several separate networks. Across two of these
The othendy s of collisioamidons ter idswore tikelyi tolocber, doRetHe@ase where a

each other (even though in different |ogical networks)

devigneedsdiorfeansariy detasto athgr devicesdisibuted grensevenalseparate
o8 et B e B e 3 S AR G e
el (90 Ay O B g AL v

out dffrangé obeadh sther Hitheyeiephiysicallgigeated at bppositoatdsiahair
their respective transm ssions sinultaneously.
respegbivernetwerks. because sone devices will be out of
range of each other, it will be nore difficult to 15
detect that collisions have occurred because the data

This SRR A% 18 Qe DR, UF RSl e
multiile deiids shalewhe @amaada\f@sse(é{réﬁﬂﬁ)uv%%ﬁ @ffferdAfind¥ioifls) and
are within range of both devices, [l detect the

can therafoxs bagin dheir ppeeiieptraoymiasions insultantousty: Thartherkene,
advant age of tq th the collisions, .20 Goi

e eal i .
becafig {ping dekises MALPE St of Tge eadh piberrifabil rmore difficult to
dete@4fiEEARS R BERDbeBusE e deih HARELNEGH: hBf the
transm ssions of two devices wthin range of ea
respeitiverdeivives Reill iatldvertup dirRAR S thdSe AReOhBIITet, Qledies sitnated
aspect of the i-nvention, each data frane transmtted
betwiggn thefeve extreineclevikes, andspbidhatreywitbitetingerdf both devices, will
deted!' g.- gg)ﬁgio%s %tun%rg &%glgticlntl zsmc? s Tt can b\ghtlalggn ggsgntage of to deal

with the collisions.

Going back to the first case, the present invention addresses the problem of a

collision between the transmissions of two devices within range of each other in the

. following manner.

According to an aspect of the invention, each data frame transmitted by a device
includes a specially coded portion, preferably at or near its beginning, which when
received by a device that is already receiving another transmission, will be perceived

as a collision.

10
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received by a device that is already receiving another
transm ssion, will be perceived as a collision. 10
Figure 1 shows an exenplary structure of a franme 10
including a data portion 11, an acknow edge portion
12 and a coded portion 13. Exenplary frane 10 al so
includes an "end of data" marker 14. 5 The frane

Figurait showes enexemplapdtivctare ofadnprhai imdtudinga dstagfortion 11, an
in Figure 2 In this exanple, as shown in Fiq@iure

A, 2B. a :

ackRowledgeRoTIoR; 12 and ayerdgd pertion 13 emplery frame ld] #ge includes

c,odecg P%{tt kon 13 ﬁfd data portion 11 to be received by
any SH 8, ta | AIRELI%- o t vat | on, device Cis not already

recei ving anot her transm ssion and upon receipt of

first data frame 10 fromdevice A, will ignore coded
Theofrbirerstditardapbeaged ih ankiepidagatetivioek dathowh ih Figure 2A, 2B,

data frame 10. If, for sone reason, during the '

ot showrdia Rigired, devicedwibiensrsiidata frame 10

.t smt_a,respectjve, data fra 0 to device C, . as .

inhERE Fadd BEREO AL dRe ot tohasertyed by T, n his

. i.ng ! ! ad: Si i .

G480 CO8 i el e e BB receipt o

filsdhidfraenDifein H3vica A AvElighbid Qled pértin"IB SHPEFRER to
illustrating this situationi1s shown in 15 Figure 2C.

priopess tHedata 11oin drta fmane §0.11f, fovsnmel eedson, duvinglthe transmission of

continue.tp recejve the colljded data rames uptil jt
data Efad’é‘i i%t‘feﬁ"i‘if@ RE18% RS agsePadivesfaty @%%g‘i e device C as
hSS LA iyt i -\ .

stEASINERNET, dvice o Rk SR Sl pbrst ropg data
frafib A0NEnd binkd attis dRbady f@@ﬁfﬁ? daoNfride 100TWill 8t caivd cbling
shoul d resend the dat'a packet. Device A, not havin
poréiosi Méds anglliaisndvifiméne d sHggaml illistwatinig this eit@atigre is shogvn in
dransni ssion was conpl eted (because device C was still
FlSB?ﬁf&ui ng to receive the data transm ssion from

device B), wll treat this as a dropped packet and

wll know that it will need to resend its

U%;dh@ defdctish @f the&ollisien pdaripd € wWibemthewd tahevdvadsidilided data
hat the transm ssion of device B was conpleted after

framnes untihit gig detast tite ersl/ofdata thankey 84’ ofithe seeorehisansmission. At

tlruv\s'hggecgigt,ocli%gf?cef will send a collision acknowledge indication to device B which

informs it that data transmission was corrupted and it should resend the data packet.
Device A, not having received any acknowledge signal from device C when its
transmission was completed (because device C was still continuing to receive the
data transmission from device B), will treat this as a dropped packet and will know

that it will need to resend its transmission.

The example described above assumes that the transmission of device B was
completed after the transmission of device A however, in the case where data frame

10 of device A’s transmission is much longer than that of device B’s, then device C

" will detect the end of data marker from device A's transriu'ssion and device A will

receive a collision acknowledge signal. Device B in this case will not receive any

11
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10 of device A's transm ssion is much |onger than that
of device B's, then device C w Il detect the end of
data marker from device A s transm ssion and device A
will 30 receive a collision acknow edge signal. Device
Bin this case will not receive any 11

o SEISEEORTEI AT P SR b st v

tryk@f@mdli@ddagwéﬂ_i kely event that both devices A and B
begin transmtting effectively 5 sinultaneously
(W thin about'/ of a synbol or |less), one of three
A The data being transmtted in

utc.fvvill occur. A | )
In thi RiikEDH ¢t el tihdewlcqra Agad B begin tﬁﬁﬁ'l@éhng ﬁffe;:twely
' o T This |
s ERE s PTGt B » aFislgh uleiek sl Bue obfsmmepwil

occ@at a streanms being transmtted by the two devices
which will be perceived by device C as a collision.
This is however dependent on the requirenent that
enough data differences exist which cannot always be
gudr ant edd. e datr eingdrangntittechinthe twio trasindssions will collide,
col li .but. devi ce, C..do ot .detect a coll]jsion
(1 Sr et Ry ied ool ioR st atds Bocause there
di Hiebeneatly cish 95 ; i
concl gsi ve Hgt eréﬂﬁﬁgﬁfgﬁcég\fﬁﬂgﬁé%ﬁ?gﬁ%ﬁ?&%%&g&tﬁmmlﬁed by

t hehe oivbideivives sehich ®5lllbe pefcetedd by dedice €OAS 4 BSMIBIHIO This is
the data streamso that the device Cwll respond

wi hieweves dependent orrtbelregigecmeniethat krotighs datef diff2ferides exist
t wo dg]gla transm ssjons is conpleted. If devices A and

B War EB’E“%@WGW\ € guerandssdeans of exactly the sane

| ength, then both devices A and B will receive the
negati ve acknow edge back from device C and w ||

retry tieir Mhepked from theads pakietwill aslEte, Bilt IMEYE does not
the 25 length of the packets of devices A and B were

di fetacs preollisian(fornexaguple cdeecaventhiong atdimotstromughr data differences
transm ssion will be waiting for_ an agknow edge sjgna)_ .

(  BRFRSTHE o frnseiBhe fofd it iud fgtegmingtion of & Collision),
tr Mol | ; ' deyi a
achonavel 08 cofiSichlifoy ke, HRUAGenf R FuPRbn dEind Bia stream so
dr eippralle device C will respond with a negative acknowledge, when the last of

the two data transmissions is completed.

- If devices A and B were both sending data streams of exactly the same length,
. then both devices A and B will receive the negative acknowledge back from

device C and will retry their respective transmissions later. If however the
length of the packets of devices A and B were different, then the device
sending the shorter transmission will be waiting for an acknowledge signal
from device C while the other device is still transmitting. As the first device
does not get any acknowledge signal, it will assume that it has a dropped

- packet and will attempt to retransmit its data at a later time. The device
sending the longer transmission will eventually receive either a negative

- acknowledge (if device C could detect the data corruption, and detect the end

12
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packet and will attenpt to retransmt its data at a

later tinme. The device 30 sending the | onger

transmssion will eventually receive either a negative
acknowl edge (if device C could detect the data

corruption, and detect the end 12 of data marker), or

if the end of data marker was not detected by device

C, wdatamatker)) or ifithe erckofoddte domrkat walk nosddtdcke] by device C,
trangm.tting.device wi|l thus assune that its_ packet

vas SEpped Emetacknowledgs at all anddhe ssmiingrdesrice will thus

ClIf t a itterss both send,.exact]y the .sane

dat 2RO R PAREL el HEopPirt R R FER i tarpgriSSIon later.
unlikely in practice), then both transm ssions wll

be detected by device C as a single transm ssion and

Wi |- resgdnd tlbthedew iransinitteds Bothi dehdeaexaotly the/same data at exactly
acknow edgnent and_each device will then “assune that )

i ts ihgsamedime ehichis bighly unlikelyrinpsactiaepthenboth transmissions
recei

i S LB o R R R R
0 a8 A G L i SR AR B Rl e

Acc oisghii@lthiat it d4th lHas beeh hadcesstilly handbRe@ R fd @eifdd, avhich it
bits will be detected as ON, ON.” For exanple a

col Ihasi on of a single bit followed by nornal data

bits; ON, ON, ON, OFF would indicate a single bit

collision followed by a ONE bit. A collision 20 of

ARy SRR oS U, o Botisons s o
folelist ding bits followed by a ZERO bit. It will be

appreci ated that detectable collisions always lead to
r ec epZEBR kit wikibe Oied @Nap&IHE, OMiipsiri snd vi ol.ati on of

t he est er. . Codi,ng syst [ch,can only encode 25
the-%@%&@hﬁ%ﬁ?gaﬁ@&g}c ditapove. As will be
understood, the frames will begin with a START code
and an END code, being frame markers. These are al so

Actonéingdy Rocolision petvaenGad ZERO Al QNBriata bits willitke detected as
case, advantage is taken of the foll ow ng facts:

ON, ON. For example a collision of a single bit followed by normal data bits; ON,

ON, ON, OFF would indicate a single bit collision followed by a ONE bit. A collision

of multiple consecutive bits followed by normal data bits, ON, ON, ON, ON, OFF,

ON would indicate two colliding bits followed by a ZERO bit.

It will be appreciated that detectable collisions always lead to reception of the ON,
ON pair. This is a violation of the Manchester Coding system which can only encode

the ZERO and ONE bits as described above.

. As will be understood, the frames will begin with a START code and an END code,
' being frame markers. These are also done using Manchester Coding violations. In

this case, advantage is taken of the following facts:

- A coding violation (ON, ON) fo]l_owed by a data bit (ON, OFF or OFF, ON)

indicates a collision;
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devices A and B, will stop receiving for a short period of time, transmit the long burst

30 - Acoding violation (ON, ON) followed by a data

bit (ON, OFF or OFF, ON) indicates a collision; 13 A
coding violati on (ON, ON) followed by nore collisions
(more ON, ON) is still a collision. However, in the
instance of a coding violation (ON, ON) followed by

anot her special, violation (QFF, OFF), this cannot

ever &E‘EFPm&YéolﬁBO@ (@b, QN) fellowsd hytmore callisivnsi(giove N, ON)
follow&%cg 4d data bits. In this case, the

sequence CFF OFF is used as a lead-in.

HoWdver,iif tﬂ@ﬁfé&&@@ of E '&Sd b b EHon' @?\‘?n,bcﬂﬁa@ ?%Ilé‘ﬁéﬁ Rg an%ther special

mar ker i ndi cating tag e

molatme(@fﬂ“e Oﬁ)xmmmnnbt ewhr dctut fge 868 u@ﬁ&@m %r H% lt8 \a%lhsmn

the pair OFF, ON it indicates START OF \
foleH@dsl@w@lpfg@aﬁagmtso iIn ghis ¢asry thensequeree ON, G)NdOﬁ-‘; @f-‘FENElsed asa

F The sequences:; ON . ON, OFF, OFF,
leag‘?-“ TS !?rfget%ﬁtf—'& &Re f%ﬁﬂﬁ’ r@ﬁ@gnms thig a3 aanprkesgaglicating a

P e@ﬁu Iﬁd‘%[gg%%% | Clc}:?.l use ]I"ir@ecg pﬁ zﬁ‘é ‘fclﬂge\f'(e?gtl'r%&’rﬁowe‘i by

the qbem ©OFE, ON itirtitates MARmsFRMeQm@ 28Ghéee is JolliWed by ON
feature of the receiving device (C) tra %lnga !
TR jifglicaipoRNELOEFRAME he initial collision between
the two data frames transmtted by devices A and B.
This signal will be perceived by other devices within
-Ihetgéaué Acge of device C as a collision and these devices
turn, transmt the same si gnal to devices
Wi ONn()NJ@FF G ©FF, OFF #7100 ,
of the devices wthin a net \/vo):rglkdolﬁI %)I?gts??gh?ggmarémegal,
netvvorks will be informed that a collision sonewhere
has occurred, even those devices which

ACC%‘%)“E s Fe1eE Zqzqtyrq Paespst iInvsmtions whighyis particwlarly useful to
upd@?é’ﬂféeotﬁér %@Ul&g Ih%%e%voh( %i' ?fee(gﬂaﬁ%dtr}egwc u{qr, il%fhezﬁeature of the

practice, device upon
recetdhfidevive (0% tiaemitting 4 SiaAMTRH &étéct@ﬁ% &S—:eﬁﬁ?ﬁzﬁscoﬁls"i‘&‘{jbetween
B, will stop receiving for a'short per

the fwo A3t framgs tiansmyithed by devices A and B. This signal will be perceived by
other devices within the range of device C as a collision and these devices will in
turn, transmit the same signal to devices within their respective ranges. In this
manner, all of the devices within a network or distributed networks will be informed
that a collision somewhere in the network has occurted, even those devices which
may be physically located well out of range of the device at which the collision first

occurred.

- In practice, device C, upon detecting the initial collision between the transmissions of

that forces a collision to be detected in other devices, and then resumes its receiving

function. When device C detects the collision, the detectability of data after the

30

collision is interrupted, so from the point of collision detection onwards, the other

t}_:ing that device C tries to detect is the end of frame marker. It will be understood
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| hevf@w

that forces a collision to be detected in other
devi ces, and then resunes its receiving function.
When device C detects the collision, the detectability
of data after the collision is interrupted, so from
the point of collision detection onwards, the other 30
thing that device Ctries to detect is the end of
tha’cath@ end ok érame mavkdrimaenotraleags be decoghidabld intdvergitcumstance
fra Iéer may not al ways be recogni sable in

eV iefs Wik aerpb i losate thisunarkes wi | | attenpt to
| ocate this nmarker. There is the slight possibility
that during the period of transm ssion by device C of

TR RSN A0 O il i o
thelengtnasistullisiowsigentithe @sd of datd nvirker Well Besifinbtted by device A

device C. In this case, the transnm ssion will not be
oxBwdirteensadransmisgion ezm@s Jask) and eviilldze missed hyedbviec€eln this case,

ﬁ?@%r@%m‘%;eﬁbmw%@ Enowlilgnd sl wilEbcregarded as » drepped packet

I
by R Eevicr Wﬁéﬁ@ﬁ%&ﬁ?@?&%@é‘f&eﬁ@# 5Pkt ffrHansmit
the! xge aph Gatepsthye.t 0 each other. Network 1 consists of

devices A, B, and D while Network 2 consists of
devi ces E and F. Netvvork 3 consists of devices G and

H. Agﬁgescrl bed aE%\}/, Jefh'S' on ocgcurs at device
Figure 3 ShPVS AL FXERIp fBufﬂm%? rwl%r@mr which,while separate,
I L d
mBSHWEEk fn oke pIOGARTHD e itk AU 8 WE 8Palfitdia B,C

arREDWvhile Néth@rk aRBARsIOE Q¥ ies @anﬁqy\Wé{Morﬂ%Vdo?&sEs bfevices G
Network 2 and Gand Hin Network 3 will not recelve

anchHs Assieynabeda abeuss & a dudlisian ecout ab ﬂevma gefrofn Heusmission
|nvent|o as the collision

i:@-; Al ing tot q ]
;adﬂ‘g Trdeshady rRd Bededor Cout L@wwtaé@ﬂlé%mrs&mmdpwould be
refiised B Adtithe 1 BRI Uocpled D BEH Mo R e R, Bk Hike of device C

howéwdt, device Flig Nigivoek 2 dn)G 88 1 a8 NEetRBEk Emﬁlﬂatlré&élw this
device E will also detect the collision signal from

sigralibesawsethe evd 0wt &f renganf device Endecartlingg v the: i@vantion, as the
COﬂl%n%@?@%é&ﬁ%@é#@@%@ﬁﬁ@%@ﬁfl eieed) il in e tramsmt
a &ifht alr%bﬁi},xcgt gﬂﬁl ﬁﬁoﬁeﬁ%ﬁ%ﬁ% osRye gﬁ%ﬂtdl F3n AEH 48 which will

ces 'w

e detected by devices F and E. Similarly, device E will also detect the collision signal

from device C as device E is within range of device C and will transmit its own

collision signal which will also be received by devices G and H. In this way, the

collision signal is propagated throughout the network until all devices within the

network/networks have been informed of the occurrence of the initial collision at

device C in Network 1.

The principles of the invention will now be described in the context of a particular

- network structure which is the subject of two copending applications.
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25 networ k/ net wor ks have been informed of the

occurrence of the initial collision at device Cin

Network 1. The principles of the invention will now be
described in the context of a particular network

structure which is the subject of two copending
applications. 30 15 An exenplary architecture of a
Anexenarary architenture of amejwoek 45 shiowmin Bigurké, inewhighithe network

20035 g e B it g b el acend wad 5 ase taaisivingeleyices and
e R A AR S Bl el VR S SRV FR B R T8 Bion. The
net@@rk 208 ngay evauidte withRher AéQwks Q@,Séilg %ﬁw:ﬁﬁ%’l&.

present invention is based on the 1SO 7
and sone termnology is common with that used by | SO

The pr gt pcol din the present invention is
Thec%‘?%@%‘?(il c&ﬂ@b&s tﬁﬁ@ﬁ%ﬁﬂbm("ﬁ’ pfion ickasgd GnifedSQat layer model and
. | t here . expect gti on, of
somld BHiE0IRT Je cLBEER N EorireinasD) e Plodrentased o e
adritehverk I i inbTAVERM EQ0
Pred e Ol MBS T Al s
taka plage, tept iscat éxpestation of additkmhadyestetVitn ts 6d88ter&a8ier before

agrot ocol layer has a virtual connection to the
or al&ti val ent i ayer in the other node. As can be seen, 15
each | ayer takes data provided by the | ayer above,
treats it as a data unit and adds its own protocol
Theqbts @ nhd e OFBid (SHBsdri?G i f i
gfriqt oc_ol‘ dat a uniItﬂB (Pgwﬁerlitis&{e{gtbﬁééd ?ﬁgﬂ%gﬁg?l%&gﬁ odeland is
shoyadkadfgupr bvFeiexppbiratites distibteddeer hay abded REcR Pi&tocol layer
of .the PDU is prefixed by the layer to which it
has 3 yirtuakoqrmeetion snihecequiraient layer ingbe sitler reeld) Ag@rTbeseen,

' |l ayer relates Lo, the nechanical an A .
eactfR3 Fkesi AXEPrasTact 7 che ayef aiovon Bonfit Sy Sotmit and adds its
owrl PEotEYSH Bl it M&S IGRYEN Q%Eh ' ;

Ilg?er. refers to the hgf%l\)/vaﬁr@e@a%g H%ﬁgrr’gb%ﬁeééélf]?lsdatamn
(PDU3 eseitloertthedaits, or apdckageeprovidid by @venexthgher layer. The name

of the PDU is prefixed by the layer to which it applies (For example, SPDU is a
session PDU).

The physical layer relates to the mechanical and electrical network interface in the _

ISO system. In the system of the present invention, the physical layer refers to the

hardware and firmware elements used to transmit and receive bits over the

communication medium.

In the ISO system, the link layer is used for data link control (for example, framing,

data transparency, error control). In the present invention, the link layer is used to
break bytes up into bits, bit stuffing (if required), framing, collision detection,
prioritisation, error detection, positive/negative acknowledge generation, checking,

repeating and retransmission.
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conmuni cation medium 25 In the | SO system the |ink
| ayer is used for data link control (for exanple,
fram ng, data transparency, error control). In the
present invention, the link layer is used to break
bytes up into bits, bit stuffing (if required),
framng, collision detection, prioritisation, error
The hebrodalaypoii theUSORggRir waisad KMW%W@%QMESSE@ call
checking, 30 repeating and retransm ssion. 16 The
satatiandk Cleayiag while inethe goesens insrenitiony fechdtaork dtya ikiseg] for
routing, ..addressing, .call set-up an | earing while
m?tﬁ\'qué% Bpggeﬁféﬁeﬁvg&fréﬁfdacpﬂg Sﬁ%?%"% q‘i er is used
for network routing, addressing, Transaction set-up
and clear. 5 in the SO system the transport |ayer is
IndedSOxystm, the m@pmq&ﬁ% L@ RIr@nd, to‘é?xﬁﬂﬁ@%éag@ transfer,
managenent, error control, fragmentation an | Bw
caygrection mattegemenderpar dort@y dragraemtation aed flow tbetrol. The
envi ronment of the present invention. The session
trangport {ayer penotaesedys theendreranent of the paeseyd invention.
synchroni sation control 10 for application entities
but is not used in the environnment of the present
Theé¥@BiorndRyer in thE'ISO%?_%%ﬁ{‘fs ish@fof %‘éﬁf;desaﬁﬂf chPbnisation control
transfer syntax negotiation, and dat representation
for appiitatioraentities but is het hBd inythe envisbhirent of tHigoresent invention.
environment of the present invention, the
presentation |layer is used for optional encryption of

SR T Lo ol
ref SR HorPRSndTB R AG6nd iRl tRE W03 0Sen %ﬂ%ri?@!?%@ﬂvi?&%ne{lt of the

ni pul ation while 1n the environnent 0 e presen
pliepererihivention, the @pmehmdgyérﬁy ased Esptichat endivptioansd
2Q.receiving application data. Finally, the useér
appliseiientdagm | ayer is used both in the |SO and the
environment of the present invention for whatever is
needed to achi eve a specified function or behaviour.

The application layer in the ISO system is used for file transfer, access management,
document and message interchange, job transfer and manipulation while in the
environment of the present invention, the application layer supports sending and

receiving application data.

Finally, the user application layer is used both in the ISO and the environment of the

- present invention for whatever is needed to achieve a specified function or

behaviour.

It is predominantly in the link layer that the features of the present invention reside.

In the protocol of the present invention, use can optionally be made of a dominant

bit, and an inferior bit. If two devices simuitaneously transmit a dominant and an
inferior bit, then receivers and transmitters (monitoring their own transmissions) will

detect only the dominant bit. This process is described in a copending patent
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25 It is predomnantly in the Iink |ayer that the
features of the present invention reside. 1In the
protocol of the present invention, use can optionally
be made of a domnant bit, and an inferior bit. If
tmo devi ces sinultaneously transmt a dom nant and an
ipfecior bit, then receivers and transmtters

apleh%ﬁ#}% Bgnembhowever, theaprotocod s sipt usd domiiedretcindoipifyrior bits,
R T N R

dedcdipegrotocol will not use dom nant and inferior bits,
and collisions nmust be dealt with by the nmethod of t he
invention as previously described. 5 Media access is
obtained by a transmtter first nonitoring the nedia

Megiz ae;eg%ﬁ cdvdanmadtby a trantimitten €irstimonitaiiy thevinedid fora dpenod that

i . no existing transm ssion is detecte
is O?ﬁé“mq qu'ﬂ?‘tqeé’ﬂce\ﬁ‘lq nth@{z episting tearsesissibn i 1s detected

h nbl
the ttReiRtiet Wil oy AT %@Pi%%%gﬁ hy fTr%h%n@ iBE hEAm AP dcam.
Thispeeaableibitd aatH f9esk Bhk c@fegf’ab_fé ?ﬁsi’ﬁé cﬁrﬂl‘nlfér media access

Transacti on consi sts of al ata trans
defms nbestdyefeTitaraactiore pg ammcatm daiidists OF hll 'Ei‘&@’e?&ah@fef‘

;ivokrmst npni tor the ") _nmedia continually and
%@Efﬁ%@@&d r&PW%‘i‘&ﬁéflﬁf@n Adtnedesiing ndtepriinhlistdrbritor the

e S B RS i R M ——

attedi®t OSIAIBDHRAM ISicesNAWIIGRR c%%%;txcﬁf ¥ c{d#glns Ians asﬁo

time difference 15 fromthe s one .
to the next does not have to be an integral nunber of
bi t per| ods. this application, a Transaction is
Trausactions azg P qneay: ﬂi@yaan@ncwmm tinee iand thé tinhé difference
tp..S ral sl ot s contai ni ng
frongrtg Start f I%p 12 ?c% tgs’cHEAne)El{E E@i@ imboaniniggga lnumber

eren
ofbw;tdmcajspreanble for a set period of tine, followed by
the specific data which is to be transmtted froma

transceiver/transmtter to two or nore
The tinesl ot during which the

t.ranscei ver/receivers.
In this agp; fciﬁ atiqn, ﬁsﬁi"’f’f"’é&‘opés SW@%II}’@ﬂfmeﬂ@ﬁ@tduntmnbus period of

f k
tine AEIIRED e Rdese bty fine o cpbiFing Aiferent Amovdata. A
Trarduetion willibegirPR$thid YRaditle RE9AL: Yeriod of time, followed by the

specific data which is to be transmitted from a transceiver/transmitter to two or

more transceiver/receivers. The timeslot during which the data is transmitted is

~ variable in length, and includes a portion used as a frame check sequence. Following

the data transmission are two timeslots during which positive and negative

acknowledgements are transmitted by the transceiver/ receivers, followed by a |

timeslot during which collision indication is transmitted by the

‘transceiver/receivers, as described above. The structure of this frame is shown in

o __Figur_e 6.

30

As described above, a Transaction is asynchronous and can start at any time.

However, once started, the Transaction has a time-based structure. Special markers
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25 acknow edgenents are transnmtted by the

transcei ver/receivers, followed by a tineslot during

which collision indication is transnitted by the

transcei ver/receivers, as described above. The

structure of this frane is shown in Figure 6. 30 As

descri bed above, a Transaction is asynchronous and can
irsfh@r Tradbachidn drt dERY ég]ﬁﬁm?

Transacti on hagﬁgectlltne bagﬁé%bs ructure. pgf(#@varlablelengthdata
pmstmm r'Ehe tigieishots Herifigankiahtpositiverandusaptive ashavwldizement, and

eglfnl n%ﬂfﬁég end of the variable |ength data
tigryaredranseitted; W@ fieddn tinei By varefulcoding and

‘%hﬁ%‘ ek oh A eBaRE D ned i sglgﬁxéﬁ%ﬁk%%nowdgement by
oﬁ&ﬂbﬁﬁiﬂm %&@v&?‘i’ecef‘feq EH&% v\?%@e nen?gg&ebpgﬁ one or more

ese tineslots, a posi |vea

transddiver/ tdceliveectared éRtRiyear sxllacsfclhé deoRas inklved in the
acknowl edgenent by one of nore transceiver/receivers

Trapsagiioncenahopb of tha ackoowledgment Gwsslots/ol ved in the
Transacti on see both of the acknow edgnent tineslots.
Transcei ver/receivers wishing to positively

d .
TR RS W S B AP Sy LR  speca
cofler dingng e pegavé H@mo@ﬂléﬂﬁ%ﬁ@ht%h&&ﬁilﬂfeceﬁb Au:id the negative
transceiver/receivers wishing to negatively

ackviomdedlgelimeslotl receive during the positive

acknow edge tineslot and transmt a special code

during the 15 negative acknow edge tineslot. The fact
th{}f’atrl ge\ﬂ/ eéMrg ]%Jpl% tE)' %tll‘g }Sﬁatsgm%/mgedege Win receive

transhitiing, nsures t

d@eHH B pEGEVE halafdwied éﬁﬂﬂesﬁﬁ\éﬂlﬁ%m alspetigfcsdd Hﬁfmg the

positive acknow ed es negati ve acknow edges or
negativeacknhetestgertamneslok out the 20 overal |l acknow edge

state of the network. For exanple, the

transcei ver/receiver which transmts a positive

TR A ——
byageal 68 ad&owledge timeslots each device has detected either positive
acknowledges, negative acknowledges or both and can therefore work out the

overall acknowledge state of the network.

For example, the transceiver /receiver which transmits a positive acknowledge will

~ beableto detect some other transceiver/receiver which transmits a negative

'_ acknowledge.

- At the end of the Transaction, all devices do not know how many positive or

negative acknowledges there were, all they have to know is that there were some

positive and some negative.
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At the end of the Transaction, all devices do not know
how many positive or negative acknow edges there
were, all they have to know is that there were sone
positive and some negative. 19 If there were any
negative acknow edges at all during the Transaction,
then all of the transceiver/receivers know this, and

If therr; vegre gy fegrEva acknowledgosat allsiwing the Transaction, then all of the
: i iiter knows. thi,s, and can attenpt t
*‘%@ﬁﬁ%ﬁ@v‘#ﬁ%@ﬂ%ﬁ@%ﬂ ydis ﬁj:P%BFWeS?IVSép ounilatlg the
trar@ekiNew eaein el | of e‘léﬁgr}r ceiving data,. a
' nodle iﬁv\\{l I geng?z}\(tngevasqglc’)ssﬂdl %\eﬂsaa{% mfégggd‘%h?s“w?é‘ 10m.
-the data tineslot has been checked against its
enbedded frane check sequence and found to be valid;

Thegeneratign atiepesisive gcknowladgeivetl berasdelbowisn Upom datining data, a
[ t tches.an .10 addressjng information used by
noa‘teﬁ)gﬁ%%egg& ajpepibive ﬁ@qmalﬁas? 8ﬁf§ WRe® detected. Each
devigr ddta hmesi r ' at l.east. two
different ty pesd‘taasg%g]ﬁ ggéék%gga %g#‘%k ﬂ%ﬁg{vei@eéﬁmﬁeck
Addseqsencalandviongdith edakidegnd 0 be uni quel y addressed
in isolation;, and - A Milticast address, allow ng
t hosateddiessing antprmetinorpresant iretledthts sisesblot matches an
si mul,t.anepusly for, the rpose, of updati ng shared

P

net GBHEESNG Aprmationused erdeyire; #di ces can al so

opt i S\ L Dy twor k Address, allow ng

physﬁg(%m%g&?c%egétﬁgt e&%rouped by the 1ogical network

to which they are allocated. Other variations are

pgossj bl e, but these three address types are
Each devisasiengreivergenezallyicontains at hmsbaso diffarenbiypes offidress, as
foll %hi sticated addressing schenes. The processes

"ol ved in generation of a negative acknow edge are

as fol Coh vice (transceiver/rreceiyer)
11 o AR afard MR BE AEHCS e 1 BB Padiiied i &
t i mesligilaion;deider m ned to be corrupted, by checking
the received data using
- A Multicast address, allowing those devices in a network to be addressed

simultaneously for the purpose of updating shared network variables.

In addition, devices can also optionally contain:

- A Network Address, allowing physical devices to be grouped by the.
logical network to which they are allocated.

Other variations are possible, but these three address types are fundamental, and

used as the basis for other more sophisticated addressing schemes.

The processes involved in generation of a negative acknowledge are as follows. A

- receiving device (transceiver/receiver) will generate a negative acknowledge oniy if

the data timeslot is determined to be corrupted, by checking the received data using

the embedded frame check sequence.
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30 the enbedded frane check sequence. 20 Were a
devi ce determ nes data tineslot corruption, there is
no point further examning any fields inside the data
ti mesl ot. Acceptance of the data transmtted by the
transceiver/transmtter is only made by 5 the
transcei ver/receivers if the condition for generation
WhHer@ a Rleidel de2e@tingo vk 8dgResldf &rﬁgsmﬁ{l Phdie 880 %ﬂﬂfmrther
transcei ver/receiver has generat negative
exackinivg aaly EeldsThsisle ¢hsdamdithesiot. al |
transcei ver/receivers receive a given nessage only
once. For point-multipoint messages, this may nmean

AR e At FeiRd e lerdop Ee pspiptier i only Tade by
ﬂ@cti‘d}%%l@rgﬂﬁ@cew\%\]h% Rﬁﬁ?orpf?ﬁ h@r%?io%n )3 I;']i%)e gﬁr Al acknowledge

envi ronnent e pr esen I nven

ardtrhét GRUI thﬁhéﬁﬁHﬁét@ﬁ&rﬂ&%éﬁfbbﬁﬁ ERRYSed 3 ég'aw'e Béknowledge.
used when each device is within range of thé& other.

This epsues that pibirrsceier { melvemceiteeagwem inesdage enly once. For
transmtti ange, §¥ond whi ch_it, cannot
POt Poath Tpn s Al mHgoress Baf Adndagh a dissarded by a
, ' de fact
e R el 208 1 F aBBLEL PR 53 ey SR lpgea
sensiti vi ty, ant enna type, and signal processing
al gorithnms. For short range (unli censed) devices, the

'Ihea'ﬂgyel destribesthiel genbrad envirosnient in whidhohe presene kredention can be
gre nmetres. A typical maxinumtransmtting range

SRAUERRES &@S?rsqunahq’v@ caneely be usel whenegch davice is within
raggs of AREoUBET B DR IBLS o b (20 e SRR o Z maxiruam

e maxi rrum ransm I ng

.trﬁ@nhl@@ng g AP QIR ealnfot MrdiubRate WAKIRRer devices. The

directly), difficulties in inplenenting the
makiovendeseniibiing rargede deteemined by design dantory, irdtluding but not
Par(&ll cularly, in the case where a
de éqavmfm%%ww&fert%ﬂgm%arﬂw typenandpigap) pisicessing

not. recei t he
=l e Tl phER2RAF (EIRED S0 PFlche tht vt BRERUIT pAFters o,
at dM6kt asevRrliHigd¢ed WdthesBKEpichl mmaﬁﬁjnbdrsn n%bvg #rfre for such a
shared network variables: In accordance wit
deyicesieim thewrteriod 30 meieesp do the cise ddsare dbe ebr aubmeeievsces are located
nodi.fjed tQ
beyond the maximum transmitting range of another device (ie cannot communicate

with that device directly), difficulties in implementing the above-described,

- procedure will be encountered. Particularly, in the case where_ a

transceiver/transmitter transmits data, some or all of the other

transceivers/receivers will not receive the data from that particular

 transceiver/ transmitter and accordingly, will make it impossible to update shared

network variables.

-In accordance with the present invention, the protocol described above is modified to

allow the retransmission of data between devices so as to extend the effective

transmission range of the devices used in the network. The modified protocol is

used in conjunction with a repeater which is placed roughly in the geometric centre
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all ow the retransm ssion of data between devices so as
to extend the effective 30 transm ssion range of the
devi ces used in the network. The nodified protocol is
used in conjunction with a repeater which is placed
roughly in the geonetric centre 21 of devices in the
network and acts as_a relay between devices
of dﬁ‘@@%i ipdhe aebegiand adiens a relayletweermdenisasi distritatiest beyond
h urel shows .an exanpl e configuration of devices X
teg HnglAraNSHUSSIOR kANE8ayi ces X 5 and Y are separ at ed
by a .di stance greater than each of their respective
transmtting ranges: Thus, if device X were to
Fight@p sHbivs Galexaftplé S&Qﬁ%%ﬁﬁoﬁ WH@V:&:@@X'E&\% Vi@ 'ﬁ'e’?wofl@t Devmes X
receive this data and not know how to proceed
andf¥swe separatitbyea distanaeqgreaiea tiean eadhiofttheir pespretive transm1ttmg
mve,gél on gowever repeat device 30 is pI aced between

ranggR;; bous.t davics X vierg ta érassmit dategssleseibedrhaye, device Y would

o458 L R R P .
accéﬂﬁlﬁétvﬁtﬁ resent ihD8HGIEMbRR v ‘Neﬂt)éat H@GE% ‘g% 1§jglé'c8§ between

X's data. Wheh device Y transmts |

deviddssX und Y, hadraetedswebpbyter hEhus i dedite X-Eb@lshﬁﬁf—‘@ﬁtﬁ,r rdpéat
turn transmts an overall acknow{ edge status which

devjgq ?rO wall receive this ynsmispiondiomete and retBansmit the data such

thaf GEEE N e Reoc IR ?&@%@*ﬁ%@g@ e
ackfbl 6RE thid t&lﬁ%‘i‘e&%vé&‘ﬁ ?? dater, %kéife%té iA M transmits

can then proceed in the no nner. cour se,
an akerald acknbwiedpeatiie widddwild belrecetved by both devices X and Y. Both

traﬁgcel ver/rece| ver but may be a
devigegiber kpepy thak ninfersrationiwes relaged by thiewapeatey, and in turn

h K h
acorrh 8 rbiek ety B £ eurhfie o4k HRerery beyikes ¥ang Y can then

proBRIdEh @ldindnal n@RgRerOf device Y would not receive the
transmtted data Agal n, repeat device 30, being

di sposed between device X and device Y, will receive
‘the data transmtted by device Y, and retransmt this
Of qparse, stevicesY forexamplangedinghbe attrassceivet/cecsivinthitrmanbe a

trans@%lgg rﬁﬁ?ésjﬁg%t %Q.M gas%Odt\aA\Afllcé fwﬁletlrgx(lesx:rtut information to the

network however, because device X (for example a transceiver/receiver) being out of
range of device Y would not receive the transmitted data. Again, repeat device 30,
being disposed between device X and device Y, will receive the data transmitted by

device Y, and retransmit this data so that device X and any other devices within the

range of repeat device 30 will receive the retransmission.

It will be appreciated that in practice, repeat device 30 does not need to be placed

- directly between two devices but may be placed in any suitable position such that

devices within the network can be reached.

In some cases, it may be possible that device X will have sufficient range to reach

device Y however, device Y, having a shorter transmission range than device X, will
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- devices in

It will be appreciated that in practice, repeat device

30 does not need to be placed directly between two

devi ces but may be placed in any suitable position

such that devices within the network can be reached.

30 In sone cases, it may be possible that device X

wi Il have sufficient range to reach device Y however,
nétbe e Yo chrarittdcdte WK HEVick XaITA ThBThey)

device X, will 22 not be able to comﬁrﬁ%@?gee\nﬁtéﬁo may be
positibned Rosemiotdevicedthean toegadte X @v brder30 altew tegnsmissions from

positioned closer to device Y than to device X in
deyrige ¥ togeagh ispeatidavien 3bvbich qandhen evepeatad and cenghunicated to
db&Re t device 30 which can then be repeated and

TOHnini cated to device X. 5 Practically, it is

beneficial to construct all devices in the network in

the sane way. This nmeans that each device, whether it
Pretisalbs itis beaskdsl teeohbiradsall déwtes in the network in the same way.

transcei ver/recei ver or repeat device, wll be
This maeansdhateach devices wihethernit agtelaza tkabsceiven imaswiiter,

enabl ed,to .erforn1tp i r. desjred functjaons.. This
CERSSGIEELCERT PF EERRR Jevise i sonstieteddRshe siung vepand can be

' .devi need s
sep B et IR Al Bt NP8l AEGRY R, BRSH AR gnitican
savaRgsihahe c@ﬁ%ﬂbﬁ@cﬁ{d@d& of iRt sihd® $19 ole'dvice need be
frane (see Figure 6), the repeater will i diately
menyfeciiteda repeat flag in a new second 15 tine sl ot
and then retransmt, in anewthird tine slot, the
data received in the fi rst_ti nme sl ot._The netvvor_k t hen
r e : : i . |. .
B¢ BofeuBl i8Rl 38  HEPENER PRI ving iHRRI MK ifGRe first frame
(sé€Figuié 6}, thetbpeaterrimiltingfiediatdly tiahemitd RFRAEI1ASin a new second

_acknow edge the successful or unsuccessful receipt of
timp alotdmﬁat%as retgarnsmuié,sod mbwikird sime slbk the detatreceived fin the first

S o eSS Bk G i
R R ROkl ) o v

thEh g}ﬂb_@ee@ t6laeRhbwicipewhe bhtediful 6F GRGRTeREIRESPE BEthat data as
nodi fi ed repeat tag transaction of Figure 8 and the

diporssed pbave, iand the seprated will hudh fneboGralpepdat istedirs §o inform all

the first tinme .
: fhe network of the success or failure of the repeated data.

The modified protocol frame is shown in Figure 8. A comparison with the frame of
Figure 6 clearly shows the differences between the modified repeat tag transaction of
Figure 8 and the non-repeat tag transaction of Figure 6. Specifically, the first time

slot providing for transmission of data is present in both transaction frames however,

in the repeat tag frame of Figure 8, a second time slot is provided for the

transmission of a repeat tag flag. A third time slot is provided in which the data

transmitted in the first time slot is then reiransmitted. The frame structure then

‘continues in the same way as the frame structure of Figure 6. Specifically, an
-acknowledgment time slot is provided to contain a first sub-time slot for transmitting

a positive acknowledge, a second sub-time slot for transmitting a negative
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25 slot providing for transm ssion of data is present
in both transaction frames however, in the repeat tag
frame of Figure 8, a second tine slot is provided for
the transm ssion of a repeat tag flag. Athird tine
slot is provided in which the data transmtted in the

adQétli:t‘ry e n%tq,]gﬁ d %@h %:1%&? ]tlr %[] mt@@t t eﬁ@d 'itxjg]geaaglggignﬁndimﬂon
Furﬁ{gﬁﬁlo% é‘ﬁg e ‘%:ﬁet%{n% igiim? %?%'1%}1"834, adaglm time slgt is provided
for fhiertgdnssniBsibh 98 asrbgéatfsi%ftué WD (Itahﬂ ﬁ‘?ﬁtf&n t?)talllh%eVéces that

acknow edge, a second sub-tine ransm

t ettegmssmr%sdndena‘ep@igé and a third sub time slot used
for transmtting a collision indication. Furthernore,

in the repeat tag frams of Figure 8, an additional

' vided faor the transm ssion of a
The sid838 Bosdr T Thove I8 relofilzpdo Sutrementiragomplicated even further

repea
that b ated. 5
b e B i 'EEEC'?“.’E‘EE%“SE%&Q&P HRT bPERIbh BaBisionat the same

time: dfbenel deviessiapt wtin dayeBf &dehldiRkr, cOMlistolE at @Rbrrh Y
IS possible that some devi ces can begin t
aVOlfiﬁé wyriaydng fach deviee mmtortthermedmmﬂfoah undlgeé pesodbefore
coII|S|ons are normally

f 4
e g B D Db Pt i B oty
T A

the devic

othep)e'-r eallisiphaan exngeber. mﬁ(tlbeﬁlcﬁge iths gb%me Gbr %&51%?&%
| ocated wi thin range of each a collision c¢an
networkte dgtastia collisiarh but othees chulldshmmlfﬂixhalffﬂhgé @ they do not

k |1 b
deted e S6fisidh,. AnolCHERES e E%e%?%.ﬁé‘@%&méaﬂrﬁégydﬁé possenceof the
collifi6i mmémscmwleaggnnt Thes T—qu/s%\lfe%e thagh $3h Pacome

collision can not e presenc

unreliablelimbomaanumagaes L Tommpt e tHEQURH Sty &*He%eEFF&FPaC_’er

coul d becone unreliable ih some circu ances
notificalippé thareoltigionalbiis propagatatthyall idemices that dietdct k6 Thispreads

the.colljsio ropagat ed by all devices tha
the oQfliplolfFBhen FBipireniaghB rRBveck enesring toht Segknarwledge of the

collisiaYisaapidiy dieiphy rk ensuring that the know edge of
t he cglll ?SI on |gédr/\gp| dly distributed. 20

In the case where a repeat device is used, there is some delay between a device

transmitting and another device receiving that transmission. During this delay

period, it is possible for transmission to begin from another device, out of range of

the original transmitting device. The repeater in this case simply transmits the

collision propagation described above, and if possible transmits the collision

indication as part.of a subsequent acknowledge timeslot. Once the repeater has

started transmission, it cannot detect a collision but other devices within range can
do so and notify the repeater usmg the colhsmn mdlcatlon portion of the
acknowledge time slot
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In the case where a repeat device is used, there is
sone delay between a device transmtting and anot her
device receiving that transm ssion. During this delay
period, it is possible for transm ssion to begin from
anot her device, out of range of the original
transmtting device. The repeater in this case si rrpl y
For eumqp]eswitha'e%em toiFigare 7 ifodevict X bogithe te4risheeting, there will be

%ﬁy and if possnbletransmtsthe collision
apg ?J%atws?p *ptalﬁtremafaieé'mss?é‘cf@@ewesai%nwkedg@mmlsmon and the
sI ot. Ogsttgl :the re eat er. has ?ﬁ’é(t d trgnsm SsSi
it the transpubsion fobe Froeived e DungHAYS time,

{
d%‘i‘@?éﬁ%ﬂ"ﬁ%& (SRl el At L ARERLAN AR M Bopavith the
trahsrhissidh df4lekive Xebafopé eepoat Hbvice b h@@B@gﬁ:@ td:iéiisﬂr@n&t that
i f deV|ceXbeg|nstransmttlng, there Wil be
trapsmission: Reprat device ddeteptsandduopegatss this «:ellmmn
device X' s transmission and the tinme it retransmts
the transm ssion to be received by device Y. During

t hj [ _ t L ng i t,S _own
it e 1954 QBB YeEbE o M Sy bR ne
ddIbPEHRl t8fsAlisstbn SN béﬁxéﬁc@@ﬁ&ﬁ@oﬁﬁﬂ?@i S840 %ghémemces. This

begun to retransmt transm ssi on. Repeat device
caBBegidteamilisiem thas vegsadpeaed td psopagatd thiroagh kive aetworkyThe

the,abg e deﬁcr_i bes detection of a collision by any
regeiying.devines, haging propagated dhe rellision ait uatid the Eppsanission

bl PR S O T Ao e
collision ahdikAe flatd wPite acﬂl@m&edgméﬁ“{@'h%’hﬁgz S 1€ 8%is way, the

havi ng propagated the collisfon wait until the
tramsamidting slevites knowshata collisivhdhas oanyrred ayidicadireatamsait
collisign back to the transmtting device using the

aRREPPrigiedy: If theycaneot indicate the elligior kagk év@msiﬁmwmg device,

[ : t ths the ;tra ces n
thi rEr 3 vl 0 HorS2e eV Rk SRR AT S AR i
redEPRPaé At ate aWaré Be¥heC@Mbn (d8ics %E@az.@&%y 'd'ete%te@lrlhe original
back to the transmtting device, the recei
cOﬂwmm,eE they deteckenithe rppagitad wb&ﬂgn&rﬁmalar@i Ithe transniting

even th recei ving devices ar ware of the
devggesik FRIFERISHER RBURIHeGes Bl 1beeaipechey &ither gfa specific
mgfg Jaloé 'ra? 'gud? ! ?éﬂgi?nfcﬁfﬁfe%g%l?&t Rt ARG %%p%(%c!h &té)ncis through

- the repeater.

A further refinement of this includes the monitoring of the medium when any
transmission starts for a period of time that varies from one device to another. This
helps to reduce the probability of a collision occurring. The amount of time to delay
is generally an integer multiple of the time a single bit takes to transmit. This is a
collision avoidance period. By making the period unique for each device ina
network, collisions would in theory never occur. This is accomplished most
expediently by using the unique address of a device, scaled by, for example, the
duration of a bit, as the time to wait when monitoring the medium. Optionally, the

delay can be increased with each successive collision detected. If too many
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devi ces know the transm ssion was unsuccessful because
they either get a specific 20 indication as such, or
get no acknowl edgnment at all. This approach extends
through the repeater. A further refinement of this
i ncludes the nonitoring of the nmedi um when any
transm ssion starts for a period of time that varies
suceessivenodlisiend are detectatbtfreexariplesab@fe dplerset iarebREMaRImber),
he pr.obability of a colljsion _occurring. The anount
the iR, aleg cansbgeacelled gnd anjapesafer notifiedpl e of
the tine a single bit takes to transmt. This is a
col lision avoi dance period. By meking the period
Accordigty, ftRé lofSsid L{sions uld .
e o e 2 X oidyfch ol Mielbrod Bl B e B8 dRvices
use ¢hpsatne dielay foriods This ddehdpPeniP saHaIRESHRY rRtREMShe within
_ scg}ed by, for exanple, thé 30 duration of a bit, as
rangeef gacheother (kmownscthe ffadjacent aparthentffedtobiem discussed

tionally. the delay can be increased with each

Pre‘?’@b‘%@isﬁ’\%“"ﬁ?%ﬁ% HS%lgttge F%’ZI.SICF\‘ PROpagateRy nshod of the present
inveni#fomessi ve collisions are detected (for exanple, above

a pre-set threshold nunber), the transm ssion attenpt

can be cancell ed and an operator notifi ed.

Accordingly, the only time a collision can occur
As previoseb disenssyl, practitadly, itvie bemeficiato conSiruaeaill devisaa the

del ay period. This .can happen if several distinct
netsyQRK A 8 SHRE WRY- i S Preang dhaieash evisehehettienduartaes & he

=Tl " em di scuss revi.ously), )
ey S, ke e RSP o7 SR B Bacuitf B cdstructed in
the saetdardyGindduls TR RpeRitelyl RUBIN @berfdind o 8 i i

di scu.sg_ed, praqt?gal I y,Y It }yg“g’g)neé‘fi Cl ae?{gé@é%%?tu%ﬁtc?m‘ This
providles significent savingmin the caoitexity e costiof mvaufadibiesince only

. an hat ea devi ce, whether it acts as a
one&%gn@c v\’/‘éer?‘ﬁ%g?%ﬁ‘f“c‘ turedlanscei ver/recei ver or

repeat device, wll be constructed in the same way
and can be separately enabled to performtheir desired
The prefetred impldestatiph of e frafi@idrided it 1991805 récgﬁotljageiver a
.conplexity and cost of manufacture since only one !
radiq {zpaswitterzend @ miscopriveessan Ftest firsdwolibany caf 8pti6Aally be
lLementation of the transceiver_device 100 uses a

coml};ig\gfl 35 AdLanspiter [recerver, 856 gwglrﬁx_tﬁig P whigh show_s device 100
inclugﬁ'éﬁg RBERSREEREor TIRRRI frhhsthidPrd LRI IE&nT?a%tslxrgPtglr) receiver

120 transmits and receives data via antenna 130.

It will be appreciated that use of a microprocessor is not mandatory. For example the

protocol could be implemented in a dedicated integrated circuit, a programmable
logic device or a programmable gate array. Using a microprocessor is convenient

because it allows a readily modifiable software implementation, and reduces the

-overall parts count. However the software implementation is only suitable for low to

. moderate data rates.
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conbined as a transmtter/receiver, as shown in Fig 9
whi ch shows device 100 20 including m croprocessor 110
and transmtter/receiver 120. Transmtter/receiver

120 transmts and receives data via antenna 130. It
wi ||l be appreciated that use of a m croprocessor is
not mandatory. For exanple the . protocol could be

Thewlredtivi eftthetransAidbcAbaGvér20ds & %eﬁzier&r“ct nsofit information. The

progranmmabl e 25 | ogic device or a progranmabl e gate
choicagf trapsmiftar/meiep milldesteteinsined byenizaigle offectatss tncluding

it allows readily nodifiable software
m%oéhfﬁfeéﬁ f, and reduces the overall parts count.

However the software inplenentation is only suitable

for |ow ta Tedegalatonyaireviromirent of Ghelrarketriato whidi the product
the transmtter/receiver 120 is to receive or transmt
i nformati on.W $dfoi ce of transmitter/recei ver will

be det er ni f fact i ncludi pg (but =
ot 11 m 1 e tE6y Lol g sl o0 oy delRFmivg it Theluding

mar ket i nt o gy C - i
Tt 19t DA b O,
i ncludi ng dirhostaites / faceivety\GiiRble for a8 ik boﬂ?@%hntrielzs may be

| evel s and bandwi dth. Transmtter/receivers suitable.
for use in ddegal oather countwiey. be illegal in other

Coa ange 5P EBRABATBAE SoH L AT o, it
different tiRageRl (Rae évﬂzll'diﬂgm%ﬂ&&%n?&ﬁ@s%ﬂlﬁ%ed to be selected,
appropri ate"to eac count ry. . ower consunption; 1n

conj unct i on apptdpréaty t@tgﬁtgfcdmmgi,der ations that
determ ne the anount of power avail able. 15 For

exanpl e, #r %%EB%%@&SM’%Q@@HJ&@Q Witd gng%“éﬁér considerations

consunption nmay be unsuita or battery operation.

c. Tine for thdtelctemingithé 8mouaesf pewet avaitddieh between
receive and_ transmt nodes.
For example, transmitter/receivers with a high power consumption

may be unsuitable for battery operation.

c. Tume for the transmitter/receiver to switch between receive and
transmit modes.

- Jn the communication protocol of the present invention, the time to
switch between receive and transmit is important, because the
protocol includes a set of fixed time slices. Depending on the overall
transaction being performed, a time slice may need to be received or
transmitted.

The time to switching between receive and transmit constitutes an
overhead (dead time). Large switching times have the effect of

wasting bandwidth,

d. Interface type.
| ‘Many types of transmitter/receiver are available. A type that
provides digital data input and output gives the simplest interface

with the microprocessor.
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In the communi cation protocol of the present

invention, the time to 20 swtch between receive and
transmt is inportant, because the protocol includes

a set of fixed tinme slices. Depending on the overall
transaction being perforned, a tine slice may need to

be received or transmtted. The tinme to switching

bet ween @.e&¥tveatand transnit constitutes an 25

over head (qﬁgd tinme). Large switching tinmes have the

ef fect of $rangplitendaoqeines negds fqsupart @ dageeate Bapyopriate to

f ' / ' i lable. A
that . proviTee il ProFEa T reBeRoalfe dhihsite oulda saywhere
si npl est | ngpg&c&ﬁeﬁglﬂcw oﬁ'gﬁtr@}r&ifﬂf cessor. 27 e.

Data rate. The transmt recelver ‘ne€ds to support a

data rat [.0priate t he overal |l product
requirerrfieen?gwSl isézedﬁ?ci%Fea"E@o LPLSRACe 3K e
between extrenely |low or extrenely high. 5 f. Physical
size, ard ©R&Lanount of space available. g. Cost. h.
Amount of design effort. At the very least, the
transm tht.eAmandiof desigaedfort, 0 a. A Transnmit data

i nput, used by the m croprocessor to place a

conmuni cation state onto the wireless nmedium b. A

' t put sed. by the transceiver to
At tﬁ%&sggf%ag ?%ﬁ? ﬁ‘é“g’mtiﬁrZ’fﬁf‘s’e@ﬁ%?%fhe state of the

*irelesss nedium and c. A control input, used by the
mi cr opr 8cedsdrngmitgatenpul, wseddiywthesnicraprocessos bo place a
node of operation glfP tgaﬁ trf\nagtte /receiver. Control
i nput s can Tange BEPREEHE PBIQ/ G WHEESS TRdiwg; v
conpl ex AA t he si npl est

b. A Receive data output, used by the transceiver to indicate to the

microprocessor the state of the wirelesss medium; and

¢. A control input, used by the microprocessor to select a receive or

transmit mode of operation of the transmitter/receiver.

Control inputs can range between very simple, and very complex. At the simplest
extreme, it is used to select between receive and transmit. Some transmitter /receivers

support a low power “sleep” mode. Others allow complex setup and configuration to
be made for transmitter /receiver operating behaviour. o

For the protocol described, the type of control input is not critical.

Some suitable transmitter/receivers include REM ASH series TR1000 to TR3100,

 Chipcon CC1000 and Nordic NRF401, NRF403.

The microprocessor 110 is used to implement the communication protocol, using the

transmitter/receiver as the means of placing communication states onto the wireless

- medium, and receiving communication states from the wireless medium.
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extreme, it is used to select between receive and
transmt. Sone transmitter/receivers support a |ow
power "sleep" node. Qthers allow conplex setup and
configuration to 20 be nmade for transmtter/receiver
operati ng behaviour. For the protocol described, the
type of control input is not critical. Sone suitable
transmtter/receivers include RFM ASH series TR1000 to

TR3100, 5.Chi pcon CC1000 and Nordi c NRF401, NRF403.
THYER, %%m@e%‘ﬁamnr@qe@oa ERPHVETY ffitigateprovitied that it can

PR B ' e USi N e .
péti-r ansr@??%&eiro?l rgg@ (Ee}? ége%?ggs #Wg‘ %gﬁgg{ﬂe Opflpéﬁ?lﬂﬁn only needs to be
ereUFhLIBI 8Rid Breatind baer Rt On tEcM 'on\%ﬁ%it ), and

recei ving comunrcation states fromthe W reless

medi um 28 The type and choice of m croprocessor is
not very critical, provided that it can perform

Thegeioipeal ds begt implsraented in phitorientad nuwgresdbafiuse this allows the
[ECI SiL0 nly needs.to he. enough to avqQid creating
PR higARE tihae Sices hetaito be caa P resoBREed. S The
protocol is best inplemented in a bit-oriented manner,

because this allows the point at which the tine
Thel mivesphrgbdoriordspondblel fpr APRAUVIRRE: at 188t some of the following

m croprocessor i s responsible for inplenmenting at '
sone of the following 10 functions: a. A data
encodi ng and decodi ng scheme used for transm ssion and

recept i or. - Afdata excodihg aniaieebémipachemd iudsd f8r transmission and
Recovery in the receiver of the transmtted cl ock -

for exanpl erésgptieyninesample,gManttestergodmgpl e; 15 ¢.
Detection of collisions; d. Creation of each tine

slice, ahd Rpmvepy irofhe receltendfihe @hndinitté® eRRk-3r example by
during the tine slice to exchange the rel evant

acknow edgeS¥nehsmsing emto a preapblerent ati on of an error
detecti on scheme that can be used by a 20 receiving
devi ce t @ dBeectibmef ¢dllistohs;ansni ssion is received with
or

d. Creation of each time slice, and appropriate transmission or
reception during the time slice to exchange the relevant

acknowledge information;

- e. Implementation of an error detection scheme that can be used by a
receiving device to determine if a transmission is received with or

- without error;

£ Implementation of an error correction scheme that can be used by a
receiving device to correct for some number of received errors

during a transmission; and

g Adding a repeater function that can be used to change the structure
of the transaction, allowing the information packet to be repeated

for the purpose of extending the range.
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wi thout error; L Inplenentation of an error correction
schene that can be used by a receiving device to
correct for sone nunber of received errors during a
transm ssion; and 25 g. Adding a repeater function
that can be used to change the structure of the

j 1alil oW [ mai i on packet to. be )
As prETTARE) HOReiRL, 2o el Rl RE S Fuionaged in
comAtuicelion pstcdR €IS 7 RiyeP MRRL Whiad, §o‘?§w re structure based
describing the functions used in conmmuni cati on
on thisgnodel is niot marelat @, its Liay simpiifits|the Wbﬂaﬂtd@ig%{?f[]éﬁ@% ¢his
ructure based, on this nodel is not mandatory, it
mo etﬂgif\mff‘imsd%erfm%@fbmboa@m faw layeraretshiosyn moig| 10.
the functions performed in the bottomfew | ayers are
shown in Fig 10. 5 The m croprocessor hardware

s ' . 4 . i-cal f , .
The Beetbel B BELE Bld LSRN YR yen) whie
the thinropiamessafsofivarb petfemb al€ isnctiohs BRAN h@gﬂe@ NaydrBe

software MAC-B portion of the Link Layer T1s
responsi ble for all 10 tinme-critical functions of data

U P SESE o B e o
el RS G AR e tsome.

the féBowingit arti ng reception; e. Synchronisation onto the
transmtted data stream and dock recovery; f.

Receptié)'nsai.?jn Godl, ; Dits: g. Reception and )
decodi ng of rger'?e mar Eer%‘?&%@ﬁd“%&&g gﬁfr&egﬂiggogﬁngpreamble),
Ol T 1N Ty Sl 3y RGN 11 Sl cer and

¢. Transmitting frame markers;

d. Starting reception;

e. Synchronisation onto the transmitted data stream and clock

recovery;
f. Reception and decoding of data bits;
g- Reception and decoding of frame markers;
h. Notification of a collision;
i. Starting each time slice; and

j Transmission or reception of data bits inside a time slice.

The software MAC-F portion of the Link Layer is not so time critical. It is responsible

for higher level message-oriented processing, including at least some of:
a. Construction of a packet from received data bits;

b. Packet error checking;
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j. Transm ssion or reception of data bits inside a

time slice. The software MAC-F portion of the Link

Layer is not so tinme critical. It is responsible 25

for higher |evel nessage-oriented processing,

including at |east sone of. a. Construction of a

packet fromreceived data bits; b. Packet error

checki nge. 3etermBeitRbMaht :

and the type of acknovﬁggg%%kﬁwgﬂgdeéeggﬁgﬁggﬁgp

(using t he adkmewdtdgeenadnuibegenefatedMASirR) thedime slice services of
(optionally) Based on packet structure, scheduling the
operation “P% repeated transm ssion e. Starting

the transm ssion of a new packet; f. Generation of

packet edr doptibaally)Bagué pogsickestrodtaies siteduliig @he dperation of a
packet, bit at a tine; } h. Exam nation of

~acknow edgegpgaated teangmigsion si ons, and 10 deterni nation

of whether a packet should be re-transnmtted and when

that re-tr BartdmsthetraBaibdon ot dnew\hitkedi f f erent

m croprocessors are avail able. Sone "have speci al

har dwar ef f (&idrisn O%M@Q%r;gié%gﬁgg%@ sone of the

processor |l oad for ti critic rons, such as

15 generatison of .time dntervals, generation of -pul ses,
and so og'. %P?‘Efssioﬁle‘g@ R%Frlﬁa&rﬂeat%tm@?'i ons are not
mandatorﬁ, their use greatly sinplifies the software
desi gn ahd Exasinaidon sbagknaviedgementssandcollisionsrand

e o N L e A ol nd
the Hi tachiyg ﬁ@@ffe—tﬁ%ﬂsswﬁﬁbﬁﬁ{] Ykefreat ure of an

aspect of the present invention relates to the
accurate detection of the end of the variable | ength
time slice containing the data transmtted by the

MahyaliBR drit thicksHaedisbisre a¢dilable. Some have special hardware functions
available which remove some of the processor load for time critical functions, such as
generation of time intervals, generation of pulses, and so on, Whilst these hardware
functions are not mandatory, their use greatly simplifies the software design and

coding.

Some microprocessors that are suitable for use in this invention include the Texas

Instruments M5P430 family, Atmel Atmega family and the Hitachi H8/3644 family.

A useful feature of an aspect of the present invention relates to the accurate detection .

of the end of the variable length time slice containing the data transmitted by the

transceiver/transmitter.

- Itis desirable for communication media to require some form of balanced
~ transmission to avoid accumulation of a dc offset. This balance requires that the

" number of ON and OFF states on the medium be equal, when considered over a

moderate to long time period.

30
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It is desirable for communication nedia to require
sone formof balanced transm ssion to avoid
accurmul ati on of a dc offset. This bal ance requires
that the nunber of ON and OFF states on the nmedi um be
equal , when considered over a noderate to long tine
l4rod. r r_of _encodi ng schenes .
ThAR are 8t of BB EnG oAl B caR he e o Keplafiothe data bits

into statesowthel ihed el These Wi 8n YérYs bftht Bﬁﬂﬁg‘?{i% tlTlg Sensume on

bandw dt h they consume on” the medium an
the maediyan.yansk the jease obesoveryad thatmanimiteed @5QIMe reckivane

preferred codi ng schenme is Manchester coding, with
sel ective use of coding violations as described

ek SOMRerEREER FlapFREie 1o BkE) Wth stiestivememinteasting

violatiohs dgides@ibedidiiriéy, great Iy sinplifies the process in
the receiver of data 10 recovery and synchroni sation

onto the transmtter dock. In the Manchester code, the

tate pairs (OFF, OFF and ON, are not permtted.
The | RisRsrdealvapehasmsiste gn.pssitibn ¢OFF 0 Olﬁﬂr?r ONeto OFF) in the
g S pajrs are used to 15 convey information
md&%%ﬁ? glbc& ‘?F}qé %b‘!fjw§1°§rﬁf1e?%ﬁea?31f%§éﬁe Preqess ivthearegeivehof data
recoviekgaal S?hmn&%ﬁgﬁ%@ohﬁﬁgﬁf}“ﬁ& { pportant, so | ong
ntly. Prefter

as It is” used consiste Yy, the do
bal ance of the Manchester codi ng should be preserved.

20, A suitable coding to represent the end of the

In t%’?fégsﬁ%sfswqdeo thegttaterpairs (O and ON,IQN) #mendt permitted.
sinple illegal sequence: (ON, ON, OFF, OFF). This
preserves the dc bal ance, and can be easily

The MSQGREES t der . 25 |f additional
©nfor mati ggaﬁgﬁégge %%a%ggéb%/teh%gg?e ﬁﬁg%l YERATSAre é‘ﬁe‘géo
convieyeit fasnation et polrits obeigrificarganpl e, ot her possibl e

sequences mght be: (ON, ON, OFF, OFF, ON, OFF) =

first point of significance (ON, ON OFF, OFF, OFF,
The &Mt h3REP the ﬁfe%ftcﬂ s(%;tessle H!arflclecig not very important, so long as it is
used consistently, Preferably, the dc balance of the Manchester coding should be

preserved.

A suitable coding to represent the end of the variable portion of the transmission is to

use a simple illegal sequence: (ON, ON, OFF, OFF). This preserves the dec balance,

and can be easily recognised by the Manchester decoder.

If additional information needs to be conveyed, this sequence .can be used as a “lead-

in”. So, for example, other possible sequences might be:

(ON, ON, OFF, OFF, ON, OFF) = first point of significance
(ON, ON, QFF, OFF, OFF, ON) = second point of significance
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30 32 When the nmethods and advantages are consi dered
together, the preferred protocol inplenentation is
bit-oriented, synchronous, and exploits illegal coding
to denote points of significance in the variable

part. 5 This has the advantage of providing a high

evel of tipne-based precision in finding the end of

ere themiethnds anet adwamtages arecansdideted togstiet, ahé ppéferredtprotocol

._renpves..an | i ance, on characterjsation_ of UARTSs,

impleRenaton s bikasipnid, syRciionquRed Siplos ilbgakqading to denote
ﬁﬂﬁﬁ I ah: kh0R- hased precision in finding

Potﬁﬁ‘ébgﬁ{ 0 "%{lﬁéeﬂsg{ré:%ay%g#i on also creates a high

| evel of precision in determning the start of the
fixed time slices 10 that follow The fixed tine
Thid hasethe adwantagelof providing & high levehpl timbsbagediprédifioh i finding
trapsptted states, or bits. The received tine slices
th@r%'q:ﬂpfn thegr paxtion, iebdiely aigyHedmplément eembyes any reliance

art.the il.l stat es), and timer in the case .
on SRR isHon o ERR s il ol Bnd epcaersnasianaes o8 birstufting.
Fuitherh8ee e HidH ' i y ; ;
th er agov Iel:ﬂ ‘ﬁljlsgqtﬂggﬁiyg gg‘??f%%s&%hé ﬁhge r gﬁ% tgo(?(o{h% Vahiable portion
alsp cedates £ Highelebelbfipratisivndnidedérniiig thl st iof Ase B06H time slices
nmodi fi cati ons may be nade within the scope of the
thapfallait i nvention. 20 33 34 CLAIMS: 1. A radio

comuni cation systemincluding a first transceiver, a
second transceiver and a repeater, the first and

Th RSB0 ARSE Sl B RS v ATy Bl e

or bies JHet teceivedetithavlivdsiragaire aNeAcHeaR4 fecoddld willfout the need to
repeater. being located internediate the first and

- suppegbihe Tegnkadaiesk aad atiaerimthepase whers nothing kst taariaroitted

ene,.of eith the first or..second transceivers, in a
dusfiig gfe prfind O the rcriveidimeFUSeL T ansm ¢ o
It will be understood that the above has been described with reference to a preferred

embodiment and that many variations and modifications may be made within the

scope of the present invention.



a repeater flag in a second tine slot, and then in a
third tinme slot transmts the data received in the
first tinme slot. 2. A radi @4omuni cation system
according to claim1 wherein the first and second
transceivers transmt, in a fourth tine slot, an

CLABRnow edgenent or collision indication, indicating

the successful or unsuccessful receipt of the data
transmtted in the third time slot. 3. Aradio

comuni cations system according to claim2 wherein the
first and second transceivers transmt a positive
acdkreaiib edgenimication s@terafinélndies & fibst tidngeeist9hseadnd he
fourth tinme slot, or transmt a negative acknow edge

i iramsceieeronl @ repeatasethe first imd seoptlgrasfsceiversthpimg keparated
ti.me sl or_ trapsmt acollilsion i ndi c [

¢ P 2B ¢1her PrrdLsene Sieaterdhon & lRstie itiFEReTharEve
TP AohSRI AP, ARk AR SV B AT VALt Grmediare

t elRnfst hAd kecald trifiReees, YedeBuSMefblvisd ahtsSirbR one of
the repeated transmi ssion. 5. A'transceiver for use

i pither theifsstocraeanid ataineceivyrstiom first o sgt, Hie tepaster dramsmits
ot her transceiver and, a repeater, the fransceiver and,
¢ AEeRsateilag g secanfldime plohraddihpain Ba ¢ thap aloh fregsmits the

gﬁg{gorgg{ipegh@ﬁ{e @%tﬂmdei Sﬁétz?\nce greater than at | east

heir respéctrve transmtting ranges, in use,
the repeater being disposed internediate the
transcei ver and the at | east one other transceiver,
wheradinc@muupaationesysten agecadirgpieatlaith &gviereim thbdirst and
repeater, in the second time slot, the transceiver
sSREpBA dLarpgely ersrtrapsmibaAn @rfpprthttnae sloiraerkpewlpdgeameaior

fr the .repeat.ern, j.n third ti slot, data tha
BT GnalsfG fdicelie uc i Soarl G SnticherRy et aPhef the
t AMAIERIHKB el In d IHiR] tikdFoiS! Ot before the second
time slot. 6. A transceiver according to claim5
wherein the transceiver transmts an acknow edgenent

i ndi cating the successful or unsuccessful receipt of

t Adadin comprvmigaiions eystem adeerding tel claime? wherein dhe fitss and
g%?:éﬁ{l ?}%\%&:ﬁ?&fér% g'c::?g{sln%i zi;z %gsi%%ce: %E: ﬁgv%lecfjg%tirvl\% nrs (\S\p th?'erze sub-

- time slots of the fourth time slot, or transmit a negative acknowledge in a
'second of three sub-time slots of the fourth time slot, or transmit a collision

indication in a third of the three sub-time slots of the fourth time slot.

* A radio communication system according to claim 3 wherein in a fifth time
slot, the repeater transmits to all transceivers an overall status for the repeated

transmission.

A transceiver for use in a radio communication system including at least one
other transceiver and a repeater, the transceiver and the at least one other

'~ transceiver being separated from each other by a distance greater than at least
one of their respective transmitting ranges, in use, the repeater being disposed

intermediate the transceiver and the at least one other transceiver, wherein
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7. A transceiver according to claim®6 wherein the
transcei ver transmts a positive acknow edge in a
first of three sub-tinme slad%s of the fourth time slot,
or transmts a negative acknow edge in a second of
three sub-tine slots of the fourth tine slot, or

t rERPSReEVingchTapeat dag Horm B tepgeter in dhe sgoppd dime plosethe

sub- ti.ne. slots. o he fourth tie slot. 8. A.

+ Hineteil Bl RS b AsBeh sl W EhRbiver redfivesrom the

U irBBeaté:Oin a HYEd HEREALE WaW tHat W A1yt Rafdthitted by the at
transceivers an overall status for *the repeated

t deass ohe sthen tradsceiv el 0fiso fmeglon befone Shksdeeond time slot.
including at least a first transceiver, a second
transcei ver and a repeater, the first transceiver and

t he, second transcei ver, . bei separated hy a di stance

o SIPBRCOREA AOPTINR IAARER BROGIEEl B FMGa YT raBg 8 ag,
p%@kl%wfgﬂgeﬁlre Eﬁfcﬁ#a\fﬁ{ etsggcersgﬁ‘f§¥ %s@&%%ﬂe%@@% %@Rhe data
intermedi ate the Ir and second transcel vers, “suc

t hihshpieed regeithirdaima st @ the dRer&sdeQt a dolibh Becurring
first transceiver, the repeater re-transmts the data

t batysednsisvaoor foogriransreissionst t r anscei ver, wherein,

upon recei pt of a data transm ssion fromthe second
transcei ver before the repeater retransmts the data
LIRSS BR)P Q%E&t}amsget%r‘l:‘faifrﬂ b %hettréfmflﬁ %la\ﬁgéei}g'&ht?aﬁs%‘%ga Fositive
transmts a data sequence instructrrng eac

t AU 8E id @ fik @I HRreRAbIEABSIVLS 6f @R fbOrtRMtRHE 8RY, or

10. A radio comuni cation system according to claim?9
wirenginits agsgetive aekndwlad geirs a semumdodf thive dubriteadhots of the
sggﬁndtran?ceivers are headed by a seauence 36, coded
strtpthimeslofeonppanitea calision afimosvledgein a thisd oé three sub-
recei vi.n he, transm ssions overlapped in tine. 11. A
rggl‘eos‘{%tg%%}ﬁ? fé)éltr{hgtnung)?z(%Em according to claim10

wherein the data sequence transmtted by the repeater
begins with a sequence coded such as to be perceived

as tearsobives aaordingrtochdei ¥ ethebyindn aeifé tinegloie thempeater will
12. A radio communi cation system according to claim 11l
wiHeREnH tapl fransedy ¢isrg o‘feﬁeﬁ/ dtetas edbempeatedbransaission.
repeater, each receiver will immediately transmt the
sane sequence coded so as to be perceived as a

CRlLHR] &ﬂm%n?caﬁ%ﬁ%&rﬂeﬂginduding at least a first transceiver, a second

transceiver and a repeater, the first transceiver and the second transceiver
being separated by a distance greater than a maximum transmission range of

at least one of the transceivers, the repeater being disposed intermediate the

- first and second transceivers, such that upon receipt of a data transmission

- from the first transceiver, the repeater re-transmits the data transmission from

the first transceiver, wherein, upon receipt of a data transmission from the
second transceiver before the repeater retransmits the data transmission from
the first transceiver, the repeater transmits a data sequence instructing each

transceiver to ignore the transmission in progress.

A radio communication system according to claim 9 wherein respective

transmissions of the first and second transceivers are headed by a sequence




11.

12.

13.

14.

- 15.

16.

device, once only, and then ignore further received
information until the end of the transm ssion. 13. A
radi o communi cati on system&cording to claim 12

wherein when the end of the transm ssion is reached,
recei ving devices will transmt an acknow edgenent

i reided sielyas indpe perseiviedsis greollision by addaviceorecqiving et
transm.t . any acknow.edgenment at all. 14. A radio
c&ﬁﬁﬁﬁ?@%??%%v %EF? lﬂggﬁ?ding to claim13 wherein

upon a transmtting device finding either an

acknow edgenent indicating a collision, or finds no

ack pedib edgrnBfica@dn 8y dtemtdteoddiag samtlairh 9 velieMieGethdi ddta
delay for a period before attenpting to repeat its
orsegierse traramdtted biydhe rafeatex hegiicowtbramaequentd anded such as to
system accordi ng.to cl aim 14, rein the delay period

| Pegreaived ayr pyllislonnvhen REBirY 3 EeEBInageriSeandom
nunber and scaling the random nunber according to the
nunber of bits in its respective transm ssion. 16. A

r ad}41i6 QHNLGERAH S s Y Sh RGeS f Aldirh @1 Sh1%drBinl@pon receiving
wherein if subsequerit transmi ssion retries stil

c dh¢ date, sequirsedommtthy repdater, adddredeilveas wilkk imaesliziely transmit
increased. 37 17. A radio communi cation_system o
atROIANAGAUSTIE? EPFEL &P Hhier kg Perasived ag agiodisier Pifiafeeeiving

n er of unsuccessful. re-tries, the r,adio . .
CUTORE, o Bh RSOl e Felb PR rdclf e matignyppil the end
abk 88 SnsnlisdiBn. A radi o communi cation system accordi ng

to claim 17 wherein after ceasing further
transm ssion attenpts, the radi o comruni cati on system

~alerts an operator to the fact that it has ceased

f dy agdQ comynERTaiipsystem according to claim 12 wherein when the end of
the transmission is reached, receiving devices will transmit an
acknowledgement indicating that a collision was detected or will not transmit

any acknowledgement at all.

A radio communication system according to claim 13 wherein upon a

transmitting device finding either an acknowledgement indicating a collision,

- or finds no acknowledgement at all, the transmitting device will delay for a

period before attempting to repeat its original transmission.

A radio communication system according to claim 14 wherein the delay
period is calculated by each transceiver selecting a random number and
scaling the random number according to the number of bits in its réspectiv.e

transmission.

A radio communication system according to claim 15 wherein if subsequent
transmission retries still collide, subsequently-calculated delay periods are

increased.




17.

18.

37

A radio communication system according to claim 16 wherein after a
predetermined number of unsuccessful re-tries, the radio communication

system ceases further transmission attempts.

A radio communication system according to claim 17 wherein after ceasing
further transmission attempts, the radio communication system alerts an

operator to the fact that it has ceased further transmission.




