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(57) Abstract: The present invention provides an Entity Net-
work Translation (ENT) scheme for identifying and authen-
ticating abstract identities using public-private key techno-
logy and PKI concepts such as a certificate authority and cer-
tificate chaining. ENT may grant any number of authentic, in-
definite, abstract identifiers to any number of requestors.
These abstract identifiers are each referred to as a verinym,
which loosely means "verified name". They allow any person
or entity, for any purpose, to establish and control the authen-
tic identities of things electronically, and establish relation-
ships between these identities. According to some embodi-
ments, ENT sidesteps traditional PKI relationship establish-
ment issues by issuing abstract identifiers to users that request
them. It is the use of these abstract identifiers, and the rela-
tionships formed between entities that define their real- world
significance.
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