WO 02/ 052415 PCT/ SGO1/ 00264 ROOT- CAUSE APPROACH TO PROBLEM DI AGNCSI S I N
DATA NETWORKS 5 TECHNI CAL FI ELD The invention relates generally to

noni t or i nyoadssmeagi ng conpl ex data network envi ronnent otaahiiod64
particularly suitable for analyzing and diagnosing problens in an
E- busi ness system 10 BACKGROUND ART Conponent integration and other design
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sites have been created for enabling business-to-business transactions,
busi ness-t o-consuner transactions, and consuner-to-consuner transactions.

Much of the r en in the area 20 of integration, so that a single
system i nEI uié‘ﬂﬁﬂ'é?ﬁg}é d databases used in the ordering procedure, the
order fulfillment capability, and the payment processing capability.
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responsi bl e f [ VN ser requests via the ISPs and directing the 30
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) gle system includes the backend databases used
in the ordering procedure, the order fulfillment capability, and the payment
processing capability. Another area that has received considerable attention
is load balancing to ensure. that one component does not act as a “bottieneck”
for activity.

25 Fig. 1 illustrates one possible embodiment of an E-business
system. To ensure redundancy, the system uses multiple Internet Service
Providers (ISPs) 10, 12, and 14 to connect to the Internet. An access router
16 manages the connectivity to the ISPs. At least one load balancer 18 is
responsible for receiving user requests via the ISPs and directing the

30 requests to one of the available web servers 20, 22 and 24 used by the
system. The web servers forward the incoming requests to the appropriate
E-business applications. The E-business applications execute on middieware
platforms commonly referred to as application servers 26 and 28. A firewall

~ 30is used to provide security.

35 The application servers 26 and 28 enable a number of features
from which different applications can benefit. These features include opti-
mization of connections to database servers 32, 34 and 36, caching of results
from database queries, and management of user sessions. Data that is



other relevant information for the E-business systemis stored in the data-
base servers and is available for access by the application conponents. To
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position to be able to collect a variety of sta’nstlcs regarding the health of the

25 E-business system. The application servers can collect and report statistics
relating to the system’s health. Some of the known application servers also
maintain user profiles, so that dynamic content (e.g., advertisements)
generated by the system can be tailored to the user's preferences, as
determined by past activity. However, to effectively manage the system,

30 monitoring merely at the application servers is not sufficient. All the other
components of the system need to be monitored and an integrated view of
the system should be available, so that problems encountered while running
the system (e.g., a slowdown of a database server or a sudden malfunction
of one of the application server processes) can be detected at the outset of

35 the problem. This allows corrective action to be initiated and the system to
be brought back to normal operation.

Fig. 2 illustrates monitoring components as used with the
E-business system of Fig. 1. The core components for monitoring include



E- busi ness systemof Fig. 1. The core conponents for nonitoring include -2
WO 02/ 052415 PCT/ SG01/ 00264 a manager 46, internal agents 48, 50 and 52,
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agents. Users can 5 access the neasurenment results via a workstation 56.
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25 response time) experienced by users of the website. Since this test does not
rely upon any special instrumentation contained within the element being
measured, the test is referred to as a “black-box test.”

Often, it is maore efficient to build instrumentation into the
E-business elements and services. For example, database servers 32, 34

30 and 36 often support Simple Network Management Protocol (SNMP) inter-
faces, which allow information to be obtained about the availability and usage
of the database server. An external agent, such as agent 54, may execute a
test that issues a series of SNMP queries to a particular database server to
obtain information about the server’s health. Since such a test relies on

35 instrumentation built into the database server, tests of this type are referred
to as “white-box tests.”

External agents 54 may not have sufficient capability to com-
pletely gauge the health of an E-business system and to diagnose problems



obtain information about the server's health. Since such a test relies on
35 instrunentation built into the database server, tests of this type are
ref erred woozeR413nhi t e- box tests.” External agents 54 nmayP@DSGHEWR64
sufficient capability to com pletely gauge the health of an E-business
system and to di agnose problens -3-- , WD 02/ 052415 PCT/ SGO1/ 00264 when
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server process node affects the web service node. According to this model,
the state of the web server process node is determined on the basis of
.25 measurements associated with the node. In turn, the state of the web service
node is determined on the basis of the state of the web server process node.
A user must manually walk through the service model to determine the source
of a problem.
There are a number of concerns with the known approaches for
30 monitoring and managing a data network, such as an E-business system.
One concern is that problems are typically reported individually. That is,
alarms are generated based on individual measurements. Since there are
numerous dependencies among processes, network elements and applica-
. tions, a single problem in an E-business environment can result in several
35 related alarms being generated. For example, a slowdown in a database
server 32, 34 and 36 of a website can result in more connections accumulat-
ing at the web application servers 26 and 28. In turn, the web application
servers can cause the web servers 20, 22 and 24 to slowdown. Ultimately,



30 nonitoring and managi ng a data network, such as an E-business system
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one enbodi negUMMARYOF I TRENVENTIoNEet Wwork ~ health is nonitored using a
web- based user interface that enabl es navigation
A network monitoring method includes storing topology informa-
25 tion and mapping information that allow root causes of network problems to
be efficiently ascertained. [n one embodiment of the invention, network
health is monitored using a web-based user interface that enables navigation
of health conditions of network components and protocol layers. In another
embodiment, the topology information and mapping information are employed
30 to enable automated correlation between detected “bad” states and root
causes, as well as automated prioritization of generated alerts for notifying
personnel of detected "bad” states.
As one key to the correlation methodology, a physical topology
- representation is generated. The physical topology is a mapping of the
35 interconnections among network components. The interconnections
represent physical connections and logical dependencies among the com-
ponents. Preferably, at least some of the interconnections are associated



of health conditions of network conponents and protocol |ayers. |In another
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and the health of the protocol layers. “Health” will be used herein as being
synonymous with the operational state of the component, protocol layer,
25 website, transaction, or measurement which it modifies.
The health of the data network can be monitored by utilizing the
collection of topolagy information and mapping information. In one embodi-
ment, the monitoring is performed using a web-based user interface that
displays health conditions of the components and the protocol layers of the
30 components, using the mapping of the measurements to the protocol layers
as a basis for displaying the health conditions. The web-based user interface
enables navigation through the information that is indicative of the present
operating states of the components, the present operating states of the
' websites, the present operating states of the protocol layers as mapped to
35 the components, and the present states of the measurements. A user of the
methodology is able to “drill down” to the root cause of a problem by navigat-
ing through the "bad” states of the components, websites, protocol layers,
transactions, and measurements.



25 website, transaction, or neasurenment which it nodifies. The heal th of
the data network can be nonitored by utilizing the collection of topol ogy
i nf or mat ivod ozext4rsappi ng i nformati on. I n one enbodi - ment, PCV8GoMIWEOri Nng i S
performed using a web-based user interface that displays health conditions
of the conponents and the protocol |ayers of the 30 conponents, using the
mappi ng of the neasuraneherembedimentmu igIcorrelpiiqnsgengsates #lgds s f or

di spl ayi ng rebardihgahd pa¢widtes. | THSautdhatetvebrrdiatimbrogss ichidesf ace  enabl es

navi gati on : f I : V, { present
operating ﬁr@{;@é@%?&g&@é%pbggfgﬁfsﬁ,eh{l}ﬁég %?%déggpg%%ﬂea‘r%?g%g tgfﬁat es of the
websi t es, tmRsuligddrent orspe Agapyereaisdeingfdetarmingdde be yndesiglies as nmapped to
35 the sonpYOssss theqcbebdR preRpratwistadigsiapthat ingicateathermivetytes. A user of
the nmet hodt%%%\qsi s able to "drill down" to the root cause of a problem by
navigat- ing through the "bad" states of the conponents, websites, protocol
| ayers, transactions, and neasurenents. -6 WO 02/ 052415 PCT/ SGO1/ 00264 In
anot her enbBRIBFEDESCRIPTIONMOFTHEODRAWINGSN generates alerts regarding the
"bad" states. The automated correlation process includes prioritiZzing the

alerts on a basis of identif%ein?%a root cause of a problemthat resulted"
&

. . P !
in one'®r nore nmeasUri@nEhese Vi eithe pRIBPANGNIST 3FaREIaRRe. 5 A user of
t he processEdibssipesssystesd With a display that indicates the priority of the

fhe component s of . Chrveacaaati RIS sbrl bikig: i 8 (ERGEE. ' S chemat 1 ¢
view of |t haMgSERERmanTgg the,oppratoNSeh NecromAOHENS PLINE HEM. noni t or | ng  he
oper ations of the cdfipchieatpsoasss fitve obstepsdior endbling n&wiosk raomptodogss f | ow of

steps f1or epaihbRdheRRhRRKcITRMHE With ik Jres@iishvERiiagement in accordance with
t he present inventl on a physical topol ogy of

. Fig. 4 1s a representation of
an E-busi ness _systen‘gf{'F%a{ﬁ‘ﬂ{??‘?fﬁ%loaﬁPBPEY%f@?tﬂPEE’@ﬁPf?rhventi on. Fig. 5is a
r epr esent at Foysipesssypigqi fenappliegtion eflrepersent inkgndivie supported by the
physi cal topol ogy ofFifi®is adeprdéertdt®n obaidyicantopsiagpioe aafebaitaiser interface
that includ g Melell 1 tates of the websites supported by
t he phygi caﬁﬁ)tpgg%ﬁ g@gg@’g!!/&%l g’%ﬁa)%{ﬁ&& . .
2 ig. 6 is an eXample of a user interface that includes a window
indicating the states of the websites supported by the physical topology of
Fig. 4.

Fig.7 is an example of the user interface with a window indicat-
ing the states of the transactions and measurements that are relevant to the
25 www.abc.com website indicated in Fig. 6.
Fig. 8 is an example of the user interface with a window indicat-
ing the states of components that support the www.abc.com website.
' Figs. 9 and 10 are an example of the user interface with a
window that indicates the states of component layers and tests that are
30 relevant to the www.abc.com website,
Fig. 11 illustrates a plot of response time over time, in
accordance with the invention. ‘
Fig. 12 is a process flow of steps for enabling diagnosis in
accordance with the invention.
35 Fig. 13 is a process flow of steps for maintaining a rebort table
in accordance with a manual diagnostic embodiment of the invention.
Fig. 14 is a process flow of steps for responding to a drill-down
request received in the manual diagnostic embodiment.



Fig.7 is an exanple of the user interface with a wi ndow indicat- ing the

states of the transactions and neasurenents that are relevant to the 25

ww. abc. cvoometrgist e indicated in Fig. 6. Fig. 8 is an exappli/sGofoocéwe user
interface with a window indicat- ing the states of conponents that support
t he ww. abc. com website. Figs. 9 and 10 are an exanple of the user

itnt;erf?ﬁetvw'th a va' ntﬁ@.Wﬁi?é?edréE#n%bﬁSfﬂhB@h?éi@!&ffao{bby@ﬂﬁ_@pﬂem !filyerts a?d
ests tha 3 evant to the . abc.co S illustrates
2pl ot of 1 BB PENEHET el el RBGEIRERRY Fopn B b on. o g
12 is a proc 8f | ow of steps for enabling diagnosis in accordance with

the invention. 35 Fi griglf® ik & pPocREORRS ST dtémvioohaitta@ing 4 Gportaabke ai ni ng a

report table J radance  w di l.c_enbodi nent of the
i nventi og. F?]ga{cgi@gﬁ?%@ _o%‘igég?qa%%€¥%§?§%g%fqg‘?é_rtuég'pondi ng to a
drill-down request rEgelhied praseshiowmplriens foi exgruiingtee aulstaladent . -7 WO
02/ 052415 PGmSedikeMO264 Fig. 15 is a representation of the physical

topol ogy of Fig. 4, bgt wih. - i ' for i menting the
process of Figs. 12- 15‘%#&2gﬁg%@g_ﬁLéél}g"tléésfécéﬁg%%@%%dst&%)‘{hgw of steps for
mai nt ai ni ng #2iesPHWebsilgp incaccerdpncevitoifie reesswitiid.ad. aut omat ed enbodi nent of
the invewtion. Fig. 17 is a process flow of steps for executing the

automated epked| B besER®TIM IS an exanple of a user interface that
indicates the states o WEL)SI'[ES i n accordance with the process of Fig.

17. 10 DETAI LED DESCRI PTI ON The invention autonatically analyzes the
resul ts of measure- nithe mverttion aumpmatics'y anzivresiles edsitnsf nofasaredat a net wor kK,

and then gui Hm%ﬁ}(std?%mgv&éﬁ?seind\tﬁgem@né &%tdacié‘géﬁl&ﬂ{ aﬁd ﬁnﬁ,ﬂ?}h%@% e Problens in
t he data _network. efe are t mechani sns by i C e*nonitoring system
gui des a'Suselsarde fedopisstise efapieple oaPioPlaRISdRine datapetyrtand®™i th a fir st
mechani sm aameivolyeaobdnisise by whinh thefragrétodhd systent beidesse us¢rdo tieawot he st at es
of the indi viglisalof wehstidrR Sin®lccdBande v MESHe@RNIsHDAWRRAtLREd G | ar
environment . ; et AL Lislvs HE Lsdr S M0 She 58 the individual websites of an
E-business environment or similar environment. Detailed “drill-downs” allow
20 the user to zoom into the measurement or measurements that are faulty.
In accordance with the second mechanism, the monitaring
system automatically correlates across the states of each of the measure-
ments and determines the high priority alarms that must be highlighted to
the user via a display, such as an alarm window presented to the user on a
25 workstation monitor. Through this second mechanism, the user is visually
presented with the key problems in the environment. Furthermore, the user
preferably has a list of other alarms that may have been the resuit of the root
cause. The key benefit of this approach is that the data analysis and correla-
tion are done automatically, so that the root cause of the problems can be
30 reported without the need of any manual intervention. This capability can
offer significant cost and time savings for operators of an E-business system.
First, problem diagnosis occurs as soon as a problem is identified in the
system. This allows operators to correct problems soon after they occur,
thereby minimizing system downtime and increasing customer satisfaction.
35 Second, since problems are reported in a straightforward manner, lower
skilled personnel can be used to continuously provide support. When a
problem occurs, the first level diagnosis can be performed by the support
person on duty, and the problem can be forwarded immediately to domain



20 the user to zoominto the neasurenent or neasurenents that are faulty.
In accordance with the second nechanism the nonitoring system

aut omat | oad byo2ers el at es across the states of each of theParacsur@eaent s
and determnes the high priority alarnms that nust be highlighted to the
user via a display, such as an alarm w ndow presented to the user on a 25

wor kst ati on nosxpbas (e.gldatab@be AdhifisBa6@RAd BRGEA RUMMistbles)deebres Vi sual |y
presented with:the key problens in the environnment. Furthernore, the user

preferably has a list of other alarns that ma{ have been the result of the
root cause. The key bdREPth othe feraarissyy adenid the datgranalyes @ed a anal ysi s and
cor [) FI a- tion arelationmethotisiogitis thelde¥omsasition af theEebusieks @mltiksmeﬁt the

probl ens can ‘ d,0 venti on.
Thi's capabt! i ?gtf’?aSSﬁ SPRESertd et I ER " e o B R M VL 2o
of an E- busi né8¥reopagciipns arppaagd uppp beth@ntybias) fensragy serdesestalian aadn as a
probl em i s i dembgicalddpadloyytrigeeseniatiore nd “chiippnait! wilde dpfinegithersn 8® correct

probl ens soon @fe &hind ffY oPHE HEtwork! m%pggacogggmh@szem@o regydgwnt i me and

i ncreasi ng customer, sati sfagt lon. 35

f sl nce pro are reported in
2 'strai ght f or vEIPLCHERABNS f JalapeseSRver BiaRE 2ARMIUISREh AT SRt o
conti nuousPy pereni ldRARssapyepista compenerd. Npivaik eutessand switchémearbialsst | evel
di agnosi s can &msﬂgfreaggmfménfshe support person on duty, and the problem
can be forwarded inmedi ; TRi,N_,- 2/ Q524 P / 00264
experts (e.g., dat;abaseé’éé%rﬁ(%‘%og’f@%Iﬁsatasﬁec?vgsgy&?ep%yga%%ﬁog% i%%’s) for
correc tion. FSNAIGD IS wneielRs. fhe RByficahiepolagyiey lisinagiall gbtha camaeysi s and
correl ati on netentsiofland@bisihethienvitoarnemand tHedmebnidutiods dm&igtess envi ronnent
5intoas;gtonmg ept,s ' car ents and
their inter conénoect [ oﬁg' X 4%%?(;1@@%%56@%%3? %ngﬁﬁg@?quyﬂ? O%%QQ
r epr esent at i on®y¥HGME gb‘ﬁ'é&’? USRI TR BFVARK R e a Ty ent” wll
be defined her@PNSserveph aofebtdervend,tasWAP gateway 66 yowib appligativer ver, such as
a web server, sv®lBs, &PIDAR Sdrved 70 208 ¥ AatabasHHVAR TS E TREpM@Ical NSt ance, a

proxy server, @ E?B@éa%raé%rnﬂg%éﬁrb nﬁ‘? géeér%gtﬁuéﬁi}ﬁ%rofkéui@%@gﬁ@%%ﬂt- Net wor k

Louters a0 UL eER Wbt Wb oy ok T o hund, o ©
The physical t¥P6raedLy begionitwipg systen- al | of the conmpo- nents of an
E- busi ness envi ronnent Hwreghydiel topblegriranie genaaied anstag 58 nelutiSs thenponent s.
Fig. 4 is a phygkrsorhedtBROWRIEY reBlesarit cRHEHPRAYSicd EorfacliorRYS IdgRES
dependencies among components. A physical connection is shown by the
25 link 74 between the web server 64 and the router 60. A logical dependency
would be one in which one component is dependent on another component
for execution of its functions. For example, the web server 64 is configured
to use a specific web application server 68. Many of the links between
the components include a direction arrow. The direction arrows signify -
30 cause-and-effect relationships (if any) between components that are inter-
connected. For example, the web server compbnent 64 is affected by the
web application server component 68, since the web server refies upon the
web application server for proper execution. In turn, the web application
server component 68 is affected by the database server instance 72 for
35 achieving its proper functioning.
At step 76 of Fig. 3, the repfesentation of the logical topology is
generated. Logically, an E-business environment is comprised of one or
more websites. A website is a logical entity that is hosted on one or more

g



environment. In this particular environnent, the network includes a router
60, a DNS server 62, a web server 64, a WAP gateway 66, a web application
server 680amoi2bAP server 70 and a dat abase server 72. TheCpRgei/@ass

t opol ogy can be configured by the user at the tine of setting up the noni
20 toring system Alternatively, the physical topology can be automatically
generated by the nonitoring system The physical topology that is generated
at step 58 i ncl udel semers, sushas duvelcsdren$4whFighd.r Epe welsite oferstame ophysi cal !

connections or | g@rLsErvicstap @SS e PHBDY sGPTBRIRNENArE avANaBRUS LSSk
connection is shgmé)\geﬁ's}}gé% lee'rr@EtJﬁ%{Q‘ﬁ \éﬁ@&sga%mﬁeb server 64 and t_he

router 60. A |ogi Ral ch one corrponent IS
dependent on anot her cOWW\%PHYS'CPB?P%@@(SMW%@PF@@WC{ 3t stemeq densdiot For
exanpl e, theswebcasideewebshes.s Oading otherredd, the logkel taprsip@,cmﬁpw websiteppl i cati on

arrow The direchlhe Gne iSo SERGReb ey 2@*9&@’5‘% PPl i

arrow. The directign arr ni

any) between co @H?ré"'%)bﬁmg? pp%{oez?spe@ AMER SRS Iﬂéﬁw%%gﬁﬁ] g11tSt he web
server conponent the4odieal itdrdenesdensiestdi éhe wabiseamp componanhindbe piysicebnponent |
68, since the wep 5@@ er relies upon the web application server for proper

execution. | turn C. t|on se ent IS ffected by
t he dat abase1raserver i nstance&%',e;bs'% ?ﬁ{g\}ﬁgm? EF%%?CWHEE oni ng. At
step 76 of Fig. HOWEYRE ﬁ“eqﬁrfé‘s'eﬁqfcaﬂr‘%ﬁtrmaﬁfrqrh@el seayer frolpe IpbYpical s

gener at ed. Logi cwpblpgy are rElebart tnalbsf tewebstianthat it srﬂ:p@ﬁﬁde;rSeidmﬁfe @ne or

more websites. Ay ér&ﬁtdga%lo@y'?@%ﬁrsu%’Ba*rrto\fw%@étres or rmore

ervers, .suc b serve 4 of

WO 02/ 052415 PCT, reg.
4. The website oé"f AR %’Hﬁ iy m%qr"zh%%ﬁ”\‘ﬁ ek Q%er%?s ’8 e webslleyar i ous )
services t haf ar kuysghsqoanmay beassseitedurit theputes 58, the webservef & thed t o herei n
as "transact i onsweb dpgicpfynsieprr 68,apOLDAY séhat7d ﬁwdgﬁéaéﬁb&b @rveﬁmraf 58 does
C\gts?t cons onsi dgaewﬁ?%hwéar té})&r&g QhQEng%teWabé ﬂ %gﬁe Q08 R WHRDS &
Wien a par ticul tg' \&g §F¥\@a?’§§@ﬁ§%‘§d"¥%eﬁ’e§é§c "fti’?:p %Lﬂ“{’)’é’@ e wg)l:/)sr te
inherits the | othesthanspesityés he indlyidgg! corwongis miatedto 'fbéwsbﬁﬂ'@nt in the
physi cal t@fol otpg.mdrltolig syispireopeediss brethepripcipmpf &xplitihexchaion. Wb 5ser ver -
conmponent.  Howeer reprséntafontdiehd 1§i64) EpBIRAE tdr tSwilREbLNSLMER,. SBRVEr 1N the
physical 't OpOI Ogﬁrcgirtgp&gdy%éﬁr@ger&&roﬁle&pf%ftlyf&ﬁtrf@ﬂﬁé eec%n‘]:pgﬁénté &1 the!PPOT ts.
For exanple, in
physical topology that do not appear in the logical topology of the website.
Thus, for each website that is represented in the logical topology, there are
25 indications of (1) the transactions supported by the website, (2) the web
server or servers to which the website maps, and (3) the components of the
physical topology that do not form a part of the website’s component list.
In the preferred embodiment of the monitoring system, the
physical and logical topologies are specified manually by the user. The
30 topologies are stored internally in a configuration file which may be specified
in the INI format commonly used for configuration in Windows-based
systems. An example of a stored configuration file for the physical topology
78 of Fig. 4 is as follows:

35 [PHYSICAL_TOPOLOGY]
Network_node:192.168.10.1:NULL=Web_server:sun02.istl.com:80:N,
Dns_server.sun0i.istl.com:53:N

Web__server:sur\02.isﬂ.com:80-\-N“as_s.eri/er:sunOZ’rstl.com:BOBB:L

-10-



t he physical topology 78 of Fig. 4, a pair of websites (e.g., www. abc.com
and buy.abc.com may nmap to the sane web server 64. Wile the website 15
buy. abc. swoomesp4tse associ ated with the router 60, the webPEERRGer0036s t he
web application server 68, the LDAP server 70 and the dat abase server 72 of
t he physi cal topol ogy, the website ww. abc.com may only be associated with
the WAP gat eway 66agshetdue02borsgsyttaptdrerdsthob Recdrber r ed enbodi ment,

rather than speci ty! nayaal s LGkl BoRlo,ganponent s rel ated to the

website, 20 the m)nltorln %‘ qP principle of explicit
exclusion. Fig. 5 anatﬁ”ﬁyéLﬁ'P gliama? OWEbafFeN@'rﬁéﬂqzcﬁF%WOll{ opol ogy for the
websi t e buy. abc. cOracle Bbréer:sunogistooah: 15mpal@Eynu epr esent ati on explicitly

identifieg those gQ grpegP | e, Physi cal topology that do not appear in
the | ogical topolo y 0 i h 'Jﬂ@%ﬁgh réu.” Thus, for each website that is

represented in thé qpé@”?fé‘l‘“o% Bom38yut here are 25 indicati ons of (1) the
transactions supported by the website, (2) the web server servers to

whi ch the website mapsy, %{A tpf? ‘% %er}@éfsa 18@{:5! %l%yéb%he t opol ogy

that do not fp[ma part e S conmpone preferred
embodi ment of tHE nonitori ng system the phy5| cal and | ogi cal topol ogies
are speci'Pied manual |y by the user. The 30 topologies are stored internally
in a configuratiofpoGidag : f@(pbg{bynay be specified in the INl format comonly
used far configur %e systens. An exanple of a stored

configuration file %ﬁpe'qf?\'éﬂ %ﬂﬁ%ﬁé&wﬂfﬂ%%@waﬁé} of Fig. 4 is as foll ows:
35 [ PHYSI CAL TOPOLOGY]Oragiet ssoedeunid st cob@B2 18 BekA00,1: NULL=Web ser ver:

sun02. i st | com 80: N, M’;&Sga&@éy\é@ﬁoz%u%zbﬁé 'Lcéos@'\é%umz ist!. §on§%8_9:|[_) 10 VO

Web_servegg. sun02. com

com. ser
02/ 052415 PCT/ S Eﬁ %m— Bs _server: sun02 lSﬂ com: 8083
server:sun02.isti . com%@%@ﬁl}’d@pﬂ_@@ﬁm‘lﬁ@m@&ha Bti.com389:L, Oracle

server:sunQ2:i sti . comidkie@igtsun0nal bom: 3980, U arL8RY: SHARE com:389:D
istl.com9201= V\ébmﬁﬁ YeEEruy &UQ%% ﬁéglLte&ﬁ?E& gplsncom S.%%‘IebcI €

server:sun02.i st \/\fgtmt erver:sun0l.istl.com 53=null
Ldap server:sun02 Wﬁ%@@‘-’?‘ﬁiﬁewﬂﬁ”’gﬁﬁmoﬁ? :a configuration file of a
| ogi.cal ?Bpol ogy i s aslracegielvengan02.shcom:1521:eGurkha:D,

Ldap_server:sun02.istl.com:389:D

[WEB_SITE_MAPPING]
Web_site:www.abc.com=Web__server:sunOZ.istl.cém:80
25 Web_site:www.istl.com=Web_server:sun02.istl.com:80
Web_sitelinfo.istl.com=Web_server:sun02.istl.com:80
Web_site:buy.abc.com=Web_server:sun02.istl.com:80

[TRANSACTIONS]

30 buy.abe.com;Registration=*jsp/RegistrationForm.jsp
buy.abc.com:Login=*jsp/LoginForm.jsp
buy.abc.com:Browse Catalog=*BookDetailServiet*
buy.abc.com:SearchCaéalog=*SearchServlet*
buy.abc.com.AddToCart="CartServlet?addBook*

35 buy.abc.com:DropFromCart=*CartServiet?*del=*
info.istl.com:StaticPages=*.htmi|* htm
info.istl.com:CgiPages=*.cgi
www.abc.com. StaticPages=*.html|* htm

-11-



(LOG CAL TOPOLOGY] Web
site:info.istl.conENas-server:sun02.isti.corh:8083:D, Oacle

server sumi@o/ekiscom 1521: eGur kha: D, Wap_gat eway: sun02. i B€CT/SGam02201: D,
Ldap server:sun02.istl.com 389: D .15 Wb site: ww.isti.conFNas
server:sun02.istl.com8083rD, Oracl eserver sun02.istl.com 1521: eGur kha: D,

Wap gateway: sun02.isti.com 920 p server:sun02.istl.com 389: D Wb
si te: buy. abc. cofM&E® ﬁ’h’t\pg\ﬁét?"s’llfﬁgf/g .com 9201: 0 Wb

si te: ww. abc. cownﬁ)sg@ehomm’/cg-mwbﬂml stl.com 8083: D, 20
Or acl eserver: SUWabbS&ann@@@ibﬁbgszﬂcgﬁbWelﬁ/B@an&s Ldap

server:sun02. . S TE MAPPI NG
Nwé%g%?*ﬁ%sp er= /r%\%Eﬁ ransfer

VWb _site: ww. a istl. com80 25 Wb
site:w. i stl. CHM-AREESWFages "M‘H@"Z’.‘qfstl .com 80 Web-site: info.

I st1. conFWeb_sewweist. ®oisBcPadest himlthon|1gifBGhg Web_si t e: buy. abc. conWeb
server: sun02. i s{ by &3 8Grade SACTI ONS] 30

buy. abc. com Regi strati on=*] sp/s egi strati onFormjsp

buy. abc. com Logi n=*j sp/ Logi nForm j sp buy. abc. com Browse

Cat al og=*BookDet ai | Servlet* buy. abc.com SearchCat al og=*Sear chServi et *

buy. abe. com AddTO%éWWT@WAﬁWH@@Q&@Q@VOWdé% mapping of the

buy. abc. co I
i nfo.isti ::Ho#rgl Weggggté gﬁéé‘ﬁﬁ\g\weﬁt%wef f%qrg\fn?us%rmtedc& Pages=*. cqi
www. abc. corﬁr§ﬂea\f'¢ ﬁ%g@gmﬂpm'ﬁw IP*BWFwemqrsv@twatushmsdqlwwmou 00264
www, abc. com WwemsemmhMOxylmLﬂﬂpm’\@bsn@ /The PHYSICAL_TOPOLOGY

W, abce. ¢ongaciddtf i ddh urg’tlo'ﬂ/f k9 &té@vﬂ% AR dependencies among the

m ng Cglrﬁei’f?eﬁgrﬁ 3?@5'%' i} 8 l\ftﬁvﬁ nggtprgr Thg directionality associated
WWW. abc. Corwanfhpgg@@dewﬁs@alw u;ﬂmatwjm the anysxcabfomlogstlajtutmﬁa@es-*, htm | *
htm | *. gi fthe Eithit’ toviely IdfSdnd thelenar INNBagEY 7b irsdliohGorte EB S| TE MAPPI NG
section prQhdsfenty. AR GEICAL FM0LOGY section explicitly lists servers that
are not a part of the logical dependency list for a particular website. Finally,
20 the TRANSACTIONS section defines the transactions for each of the web-
sites and how a web adapter must account for these transactions.

The logical topology maps a website to the components on
which it depends. The state (i.e., the health) of a website is determined on
the basis of the states of its dependent components. A “bad” state for any

25 component results in the website itself being regarded as having a problem.
Other state computation rules may also be implemented, such as designating
the state of the website on the basis of the states of a majority of components
in its component list.

The states of the websites can be represented to a userin a

30 graphical user interface 80, such as the one shown in Fig. 6. In the window
of Fig. 8, there are three potential shadings 82, 84 and 86 to indicate whether
a state is “pad,” “unknown" or “good.” Alternatively, the designations may be
color refated. The window shows that there are four websites being moni-

tored. The websites info.istl.com 88 and www.istl.com 90 are indicated as

35 being healthy. On the other hand, the websites buy.abc.com 92 and
www.abc.com 94 are indicated as experiencing problems.

In accordance with the first embodiment of the invention, a user
is able to "drill down” to another level of the E-business system in order to
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different websites to the supporting web servers. As previously noted, a
single website can map to nultiple web servers. Alternatively or

addi ti onavdy2/052a15si ngl e web server can host multipl e websPCESGOTTIvR64PHYSI CAL
- TOPOLOGY section of the configuration file indicates the

i nt er dependenci es anong the 15 different servers in the network

TR st e e s
al so indicated in . , ,
imply left and the9t4rbgtFF£)ré% %}é‘it%é)gj’g'?)ﬂ%yvﬂaé{% %gct{‘? SW%P_G?Pqﬁ?é'"¥%§ﬁ@ﬁ'baé’ncy.
The LOG CAL TOPOLOEFn $ecwindeiv 88 of Figi 1.1 ip this winsloweit isdndicathdthat atthersit a part
$fRA }\1 gi ClT ?%:\1 gal dfpfb@dﬁlﬁ&{sanbécﬁibnsf @%, oﬂiym%‘it]\!nﬂﬂég%][s tmbéétrﬁﬁ-1f05iti@ﬁlobbé{)na%9., E he
cti 0 Qr,. eac t he - sites
and how a vvebsfldag?‘ E,rnq%uggﬁgecnté%ﬁ%é%g%ﬁ%@éﬁ&%"ﬁﬁﬁ?g&r? gleg .'”quﬁégq\e%sgi cal
t opol ogy maps a V\é@ﬁ‘ﬂétﬁt‘%ﬁ thatare cappdnansk 'badi(in thisiceke.inond epthedseastie st at e
( } . _ei , Ej he hgal E himefts i inditeéd &s mirgg@tne'n?amm" state) t Mge Bﬁl?"‘%o@f'r{éagﬁresf tat es
of its dependen ; [ an itponent_results in
the website itsel ?'i%_elagﬁgg%z%féﬁ%éégagéseﬁ'h‘%'ﬁ%gsg{r?ﬁ?%ﬁﬂﬁ% RS iemags -
conput ati on rul es 958gnaled 3s havingran srhasitaustateusincathedeasisyrealtinreyof 4. HeB7st at e
of the websi twl on sbbgp#sas?smfa,srh@lai@ttﬁfesp?d@m@aj ority of COWFOSePtS in
its conponent list. The s be represented to a user
ina 30 graphical_user intBgé{é%zeie@@sh%\%g%%gga\eﬁg&gﬁ%iscﬁ'g‘ﬁﬁm?rﬁs Fig. 6. In

the window of Fi §SSeCiatedwit sitaanddhe derandengieswEON e @mpogantand 86 t o
i ndi cat e whet her tiae sseatcan idstefrhiaeltie complnenttiiat &y likelyao e theMdbecaigbiofal y, t he
desi gnati ons may bi&A! : : : Wk e, _are four
websi tes bei ”?5 m@éz\% g&%%g&giﬁe;ﬁ?g; V\?ﬁﬁ %Y&lggﬁ:tlg F@%‘%goéﬁg{cﬁ}?ﬁv_t?eg{t | . com
90 are indicated a b RAYBhELT 5‘?‘” SPINEr ¢ have hedharovehbta  BEabiasy
buy. abc. com 92 an@taiewiing® thedAP gatemay userthe acb densr,dixgbealttnd ithgggie-obl ens.
{ n ?gc_olr Iclagce W ': vatymeayf b ﬁpa&@?@ﬂiﬁ@d&réﬁﬁg bh_@:eivsfé\beééh}e?,“as iﬁdib‘eﬁ@g by iﬁfe abl iz
o "dri own r . - i ness, system order .to -
VO 02/ 052415 PCT/ %%g’éﬂhwge%ﬁk%@ge &”&o‘%é%l"a?ﬂ%%tso ‘E%P%‘E? Blﬁ'?ﬁflr&g
exanpl e, if the wiKEPMLaRFRsIyHRtemazhtiat the rgpt gauge obthp prafieraig mestilikeiite he
wi ndow 80, th¥® gr &ptiheweb semerGdnt erf ace may open the wi ndow 96 of Fig. 7.
I nI t hlt?] W;A%dgw, it is indi Getesingithe gfocta%ﬁnomffFi@%_ﬁriﬁe%eniwnﬁ@%ﬁé@or%281
only the ages i [ C, e measu S
relevant to this td %gﬁﬂea%t% %g%&aéég’%glné%t%tggi%gﬁ e[;dOtggg 'ﬂ'g\r/sl ﬁtgsq%ﬁ infg‘sa“q?rﬁét are

"good" and "bad" YR UFiECTHETENRHE MEPPehie the yaisat step 114. The layerto

which a measurement maps is specified to the monitoring system in a con-
25 figuration file. An example of a configuration file of the component-to-layer
mapping and the measurement-to-layer mapping follows:

[COMPONENT_LAYER_TABLE]

 format of this section is: <ComponentName><Level>=<Level>=<LayerName>
30 |

Web_server:0=NETWORK

Web_server:1=TCP

Web_server2=APP_PROCESSES

Web_server:3=WEB_SERVER
35 Web_server4=WEB_SITE

Web_server:5=WEB_TRANSACTIONS

Web_server-1=HOST
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ments is indicated as having an "unknown" state). The only "bad" mneasure-
ment is the average response tinme neasurenent 104. This nmeasurenent is

desi gnat edo azof2aus ng an unheal thy state, since the nmeasur PAT/BGHME0RE4 4. 1287
10 seconds is above a preselected threshold tinme. By considering the states
of the individual conmponents associated with a website and the

dependenci es anong the conponents, the user can determ ne the conponent

that is likely to be ' problem In the wi ndow 106 of
Fig. 8, the |ogical t[ggﬁﬁdﬁ%%@ﬁ%ﬁ%gﬁ:s that 15 the WAP gateway 66 and

olo
the web server 64 ha\ié""ﬁ%?ﬁ%ﬁiﬁ‘?@d i§ tegNenes<paspmentrshagerN@igrce .t he WAP
gateway uses the web server, the health of the gate- way may be inpacted by

the operatiorn of the MVer., kigli-cat ed by the dependency arrow 110
| i nki ng the two conpon ﬁ%sé&gl%glhtgé/?é(j%é}{vﬁg nonitoring systemcan easily

interpret that the rd8PTeEERpsRONeF tIPITVESLHFVEM i s nost |ikely to 20 be the
web server 64. Ret ur ritptestTepicheefion eemsilif-wye 6fRVERY. 3, the nonitoring
system deconposes each conmponent into a set of protocol |ayers at step
112. More- over, the neasurenents are mapped to the layers at step 114. .The
layer to which a rred%tweé‘ﬁf@ﬁ{mw&ﬁé'"]%w%%g%?\ﬁ%d to the monitoring systemin
a con 25 figWation fhtpEestSveerappbetimfEwas ceriirgur ation file of the

conponent-to-layer naRpRisREtREE . S - | ayer mappi ng foll ows:

[ COVPONENT LAYER TABIﬂ X f& na"[p,;i be Wg%@gﬁ%ﬁ%%:

<Conponent Name><Lev el S2STLTErRATBFRRFESSES30 Web_ser ver : OSNETWORK e
server:| =TCP Wb serRiespssPesiempROEFERFROCHREESser ver : 3=WEB SERVER 35
Web_server: 4=V\EB S| TEvdbéR T CMREcHOT WRBWERANBACTI ONS  Web server: - 1=HOST -13

VO 02/ 052415PCT/ SGOY 90264, | a@%ﬁ?&—%&%’”“ TABLE] format of this

section is: <TestNane>. <Measu _ Name> 5
Htt pTest: Avai | abi | i t yYahBisTestRejERansmitgated¥EReY Fonse ti ne=WEB SERVER
' . WebSiteTest:Pct_errors=WEB_SITE
WebSiteTest:Pct_aborts=WEB_SITE
WebsSiteTransactionTest:Request_rate=WEB_TRANSACTIONS
20 WebSiteTransactionTest:Pct_errors=WEB_TRANSACTIONS
WebSiteTransactionTest:Pct_aborts=WEB_TRANSACTIONS

WebsSiteTransactionTest:Data_transmit_rate=WEB_TRANSACTIONS

25 As a consequence, each layer maps to a set of functionalities
that an E-business operator is able to understand. For example, the layers
corresponding to a particular web server component of a specific website
could include (1) a “network layer’ which deals with packet transmissions
over the network, (2) a host layer which deals with the central processing

30 unit, memory and disk resources of the server on which the website is hosted,
(3) the TCP layer which maps the TCP connections to and from the server,
(4) the application process layer which determines the states of processes
that are essential for the website to be operational, (5) the web server layer

- which indicates whether the web server application is working efficiently,

35 (6) the website layer which determines whether the website is wofking as
expected, and (7) the web transactions layer which includes all the key trans-
actions executed via the website.
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Htt pTest: Tcp_connection_avail ability=WEB_SERVER HttpTest: Tcp connect

ti me=WEB_SERVER 10 HttpTest: Server response ti me=\WWEB SERVER

Pr ocesSTas0 v ocs_r unni ng=APP_PROCESSES ProcessTest : BpIYSG01/00264

uti | =APP_PROCESSES ProcessTest: Menory_uti | =APP_PROCESSES

WebSi t eTest: Connection_rate=WEB_SI TE 15 WebSit eTest: Requestrat e=WEB_SI TE
WebSi t eTest : Dat a_t r ans sfieps at2a\dEB4SIf Fig. 3\VedeBild\yel asdsstaated mitbors=WWEB S| TE

VeebSi t eTest 1R 'ﬁ@ééﬁ%ﬂ%@lé@-@a I B 8 d Qﬁ'?r%céélg‘éﬁa_é:’rﬂes%?%?ﬁ
r at e=V\EB  TRANSACTI %Saygfg A SiteTransacti ogle ct errors=V\EB TRANSACTI ONS
t

VebSi t eTr and@& P8R SRTECOPROTIOk et ferarchical
WebSi t eTr ans@dbataiaysstat Baeld depandsmin layens esSOEBICTRANSAGET IONST BB As a

Eogsequemce JeRA] hTh@M%hltémg%g&@m%sﬁﬁﬁe&ﬁatfﬂ#@FJrérﬁBﬁ' Iréuxérﬁauctléw an
- DUSI NessS Q

erstan e 'layers
cor r espondi Hgﬁie @cﬁﬁﬁ?cﬁﬁ’@ le% OWEYRS et S%%ﬁ?i&ﬁ%‘?”@%h%f@%fm fic website
coul d i ncl uddnce B prablement taertiost layescan affigat bll dfdhegthmtayelpsacket transmi ssi ons
30 uni 1, BTy AL B B B e o websi e s~
hosted, (3) ﬁﬁ %&&“ﬁﬁﬂ%ﬁﬁs ?Ttélb%St?{]?é Oi& '%%W&‘é%me@ﬁgre%mﬁnd fromthe
server, 10¢( 4)thathéanaqg|dlmswer. avhilpthe stads ofl aagremponkiicih deietreingd nedhet he st at es of

processes tﬂlﬁfs At sﬂété@m.ts%yefr@rvérﬂaﬁs ﬁ&\#&fe's%yt&mléﬁmﬁﬁ@&.hwl (5) the
web server F@&r i cat es l[ication is

er
wor ki ng effi'cl en?f’wlsﬁe‘%nﬁ‘ % AEPRIE C'E"@p? gsrtomeé%atcfg?pe}%o‘ﬁes whet her t he
website is videld ingxepsiteduyimneverdhe manitofing Sywmhanam@dmrm'sal ayer which

Io g/cloggi;?alplnm Vielt! ol i dehe htRO. m@ﬂyaﬁ \»H Ptn Rfwebsite. . |14 Wo
o ayer is

associ at ed %—%% e%?@ﬁdrayﬁ'r] t}ig’pﬁé%é%fgmg w!(‘ﬁn 3"?‘8}%5 iSbe ased on the

dependenci e eéig”F g’ﬂ't q moritorighsystaier | ayers of the same corrponent The

| evel s are hi erarchi (eferrispnévnid Figs. IBaydri 0p4 streiatle indepandsagn | ayers

assoct at ed e Rakifeted 1d A6/ a LA fuhdr @l dobm® 1S ag0Blbb A% d3gersY ST ém assures
t hat the for,tgi probl em

Hovvev er, 20 ﬁg F%{tﬁsoéa sgectlfﬁ; ﬁ%;gger't %lgs the web serverestﬂ at was

ldentlf ed above. The information prowded in Figs. 9 and 10 is consistent
with that of Fig. 7, but the measurements 102 are taken at a slightly later time.
As in Fig. 7, the only measurement that is indicated as being problematic is
the average response time measurement 104. From the portion of the
window 116 shown in Fig. 10, it is apparent that a problem is at the

25 WEB_TRANSACTIONS layer and that only the transactions dealing with the
WML pages are failing (as indicated by the coded box 118).

The state of a layer depends on the state of measurements that
map to that layer. Mapping of measurements to layers may be employed by
users of the monitoring system for further diagnosis of the data network. For

30 example, in Fig. 9, from the WEB_TRANSACTIONS layer, the user is able to
view the individual tests 120 that are executed for the designated-layer. In
the ‘application of Fig. 9, there are five tests for the WEB_TRANSACTIONS
layer, with only the coded box 118 showing a problem with the execution of
atest. Once again, by drilling down to view an individual measurement, the

35 user is able to determine that it is one transaction (i.e., WmlPages) that is
experiencing a problem and that the problem is a result of an increase in
response time. The user can use this information to check the specific appli-
cation corresponding to the transaction and to perform further diagnosis.
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since a problemat the host |ayer can affect all of the other |ayers.
During operation of the nonitoring system the state of each Ilayer is

det er m nado omo2hes basi s of the states of the individual nerepSGer®ass 10
that map to this layer, while the state of a conponent is determ ned on the
basis of the states of its layers. Various policies nmay be inplenented in
the practi cAngherlenes ofdriglowmiaowsihpimegsokemeotnpsuitsitt betpiotiedysr s at step 112

Toni Lor 8 ngy e B T L B i H i hg of 15
measur enent SSEOB%ﬁhrT@%r%C%HeJStA%EXfTEE%fSHQ'f %PE‘T ?@dis\f(h%"ﬁ” §9 Fri'%vﬁt est i s being
desi gned for the nnniffi9$.i1ﬁg1&§ﬂ§timlndeﬂé¢ dostratgcontinuityoffigstepdfoand 10, a
Gown | or Copoireniag theTBt calis Otttk Proberd ONed 128 e bRt rponent
i scer - | specifi, ,
such as the %Béps‘?«?rgxyg&agitatﬁ‘?ﬁf?rwé’%as ?‘HER%“PW%%SYQWHM;) GStATRe or rat i on
provi ded in EngBhysBakinpolagy i ¢ listingsif st ehthe componantesaf the ddtagietwrrk but  t he
meias urenents aﬂ@ﬁue&ﬁt&cb@i@%{br@?anﬁg{n@ﬁh@&ﬁrﬁpbnleﬁfs.e Frh&b im@rc?nrfé‘éticbr& dépg- 7, the
only measure i ndi ca as_being problematic Ls e average
response ti m%%gé%ghnéﬁﬁs'cfg%’%nﬁgﬂ? ?’P\cgloﬂ'ﬁgtC@Bﬁnc{ﬁ”C‘FﬁeF” %\'Pn"d&)'?ﬁ 116 shown in
Fig. 10,9t [k Zdhsiwesithe ruter$0mng theonel servar 6dliea PEyEBCRRERIBACTI ONS | ayer
ang_ t h?t o | whndnaemmaqu 6éri mBSved%@iigiidéﬂoﬂ‘%érber}dB%nFWé—w@%‘géﬁe%ﬁsf ait Ihi "9 (?S
i ndi cated by 18) .. . -a _|layer nds on the state
of rreasurerre%ﬁ%%,taﬁg%% %%g% ér}\?%\g;[th ’2@’2’5&@8@5‘%@“}8 '?H%ﬁ?%&é%@‘nt s to layers
may be enpl off ¥Ry, sothatae physicalorelpdyt repierentey intfign 4 indicates thabthedi agnosi s of
Ithe dat ?ﬂnet web lst_arvEtCBl;iArB@y b it byi the frédlth Q‘?éhef\ﬁéméﬁpm&aﬁ?ﬁ%ewt ACTI ONS Ced
ayer, e user is a v : i vi dua, are execute
for the desi r&séed Jﬁ%‘tgsrt%ﬂ)?zne' *W%\éy%é'g%ﬁ".%%& |’50c}r1é€?1'lc'f?cS E%%egg &Schfe are five
tests for th Y- TRXNagieattenatyay maps webgasHo 8Rg §r MAE weRieV#ox 118 showi ng
a probl em wi e¢mpanentseéthetrhysical topology.c Each IGpical teagy, is bysublsetiof i ng down to
view an i ndi thehadicalespdlon remtwhidHEis Jerikielin the fideRed BmBBLIREAL, Ne that it is

one_transact| L: : > i engin .obl em and t hat

t he prob] em F%ﬁé&#lcagltﬂpto E}%E;é'ﬁ%{roga;\&%gsﬁﬁ aﬁﬁ@%ﬁ?&ghi ﬁ%@sa% user can use
this infor na?‘fp&ﬁf‘?fg e Mebsitrs thegurl sarverafspvhich hamebaite@aPeA98ndi ng to t he

transacti on tedompopants ofithe pysicheppao@athaisdosnot fobin AROZ/BE2415

PCT/"SGOL/ 002¢4bsitésebhebndrglyg] of drill-down allows the neasurenment results

to be plot t ed as a f URCY be2lit 81f thl:‘ Q?gatnfzgﬁonogf i'nqg%atigrb gcr:qeutx)r%d Ifr%(rjnI cating to the
user the ting Lhal 1126, awebbased user
) ased user interface may be used to enable a
25 user of the monitoring system to view the states of individual websites and to
“drill down” in an effort to determine the root cause of a problem or problems.
However, in the preferred embodiment, additional capability is achieved by
following additional steps. At step 128, a hierarchy of protocol layers is
established for each component type. That is, each of the layers is
30 associated with a level, with the levels being indicative of the dependencies
among the layers in the implementation of the component type. Thus, a
layer at level 3 depends on the health of layers at the lower levels. One of
the components of the data network is then selected at step 130. The
selected component is associated with the various layers that are relevant to
35 the selected component, as indicated at step 132. The association is based

upon the dependency of the health of the component upon the health of the
layers.,
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problemfirst occurred. An exanple of such a plot 122 is shown in Fig. 11.
Figs. 12-18 are included to illustrate continuity of the. steps for 5

det er m niwm@ 02/br4r500t cause of one or nore problens. |In steEr/$Qd/ooée physi -
cal topology of a data network, such as an E-business system is

determ ned. The physical topology is a listing of all of the conponents of
t he data network and Odesionrstepr 36rina deieanimatoroofgvhictier temperent s. The

| nt er connect iafaeﬁ-.aﬁmombsmrﬁzﬁg& thobRcBBlfAlack RIMECI:13020d 13001 cal

dependencies. .In Fig. 4, i 0 Tink 74 ween, t uter 60 .and the web
server 64 isoés‘gﬁg@gé'éﬁa é@Wﬁf‘e”t\ﬁﬁﬂI”éapPWQqh? ﬁFRPrB@i%%Mertsﬁ% web
application gk seectéBecangbrichie Wiedn sesgative Gebporsse iaclagialigleadiepanhdency.

Li nks with ar, IcOpLf ; r =t Lps, so that the
physi cal %qop(g{eg%ﬁ%e rﬁjseé{ri:‘lteer%an?%%&ﬂ% %&%g%?g?gﬁﬂséc{c pﬁ%@é\j\&zb server 64
may be aff ectSBaPBY 2 HEPA&KI th of the web application server 68. 15 At step
126, the | ogical topolRepgrdirg Merialdidgfoszm nimitpinssys@m munggdrogy. The

| ogi cal topol Ty ' ; a‘ﬁﬂ“%i onents of the

physi cal topﬁjﬂ%}(s. Eac F%éé(lggglét&ﬁgfﬁ%’g%j%% su ézl?‘ré\é?g“?%ggghysi cal

t opol ogy fro %Rﬁ?@few sk thajis exgruted BYing Rnpeias AN WVheRtidareEs 2 - each

| ogi cal t®polreyymessuspeeitiemortfionaamadesit.t Ehasteps fodingagresntingehis fiestsact i ons 20

Slﬁpported by t&&l@gmbﬂbécﬁmea %?Y&&eﬁfé e 180 T‘é“/@'sﬁ&bﬁd][}@sl%’@@%éﬁemfsy hand

websi te s conaneAEne g ERT e B B dERb 7 sahrone B ¥R 3 nf or mat  on

acqui red frorHsesintgsiacy for mandal tiegnosis.wEte $tapewituesgerd tottiks $enosd task be used to

hebsi Les and e S e T L et er pna, he oot cause of a
sites i | fort . us

pr obl em 8? probl ens. lﬁg\'ﬁe@gﬁ reP?{?{éﬁé '?)F]gﬁg7rerde"ﬂ s%“t?o@(?'r ﬁ':!?rﬁn, addi ti onal

capabi | i ty i $/pdaledeofsawimeastrementiesidt iatrieivedabsteptiépghe manggasp 128, a

hi erarchy of gttensiptectolcohstiet and riaint@fitad tdpphtasblé OThe /pbrtes®Maraes t ype. That

is, each of t PRl ' oW l .14t he | evel s being
i ndi cative offhfs;\g deg?éﬁ%%ﬁ%gé%%ﬁéééo(ﬂtgwwliﬁr@mgﬁ%g K ﬁvuatd Of enant ation of
S,

the conmponent “t§IS4" FAifs 1h5 °°W8§/’g§q"?§gdefr@6% aﬁgtﬁbbﬂatgo%ﬁnﬁ@ Peal th of
| ayers at?thdh¢ é&%m% tge caprongnt is exreutashHeriont ingrertand afit a network is
t hen sel ect echdditiopaleiesdBiion {Exe, the elstnte dleotifiatioreottthe soraps@ni)at ed wi th t he
by 3L St e b g soameatag comanas . e | 1 oo o
e s SR by SRR sl S ARDRA

reference to Figs. 1 and 2. At step 144, the resuit that was received is
25 associated with the appropriate component, layer and measurement. In

decision step 146, the manager ascertains whether there is a report table

entry that corresponds to the component, layer and measurement. When it is

determined that a report table entry does not exist, one is created at step 148,

but only if the sfate of the measurement result is “bad” or “unknown.” The
30 table-maintenance procedure then moves back to step 142.

When an affirmative response is generated at decision step

146, the state of the measurement result is ascertained at step 150. For a

"good” state measurement result, the corresponding report table entry that

was identified at decision step 146 is deleted at step 152. On the other hand,
35 if the state of the measurement result indicated a “bad” or “unknown” state,

the report table entry identified at decision step 146 is updated to identify the

current state, as indicated at step 154. After the appropriate report table entry
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WO 02/ 052415 PCT/ SGO1/ 00264 Decision step 136 is a determ nation of

whet her there is an additional conponent. If so, the process |oops back to
the stepavadgoaames 132 of selecting the additional conponeat/SasdooR&ppi ng
the appropriate layers to the sel ected-conponent. Wen a negative response
Is eventually reached at 5 decision step 136, the manual and/or the

aut omat od df RANASH ddethl ACASS 145or 3BABH 8FiBh 154 e BB BRGARALNG, manual

di agnosi s, a nonitoring s em nmanager nu asks if this
capabi | ity iBrocgdie refHsitester e first task is a background task that is
execut ed by the managétil mérénydo eenanual diagedsiseamiodiifeigihe healtusfenrent r eport

from an agenthe nBfork i€Msplhy th TRLE R Hel rﬂ&nifoﬁﬁis s'.'ttérﬁ.t Forteﬁémgr(%ﬂhtﬂg dbeby he

described with reference to E 13. The se ask 1s ex
manager \(%menfﬂpfeﬁ?aﬁa%éﬁe%%{b!ﬂ #&9 B maydh _ pﬂ%’&ag% ?f‘#SSEPVamE%’?rO % a a user
interface fowehhAsed uwsirifjertasks Fromhige display ofFight ritgparte determinedsecond t ask
will b?._dﬁscmabmé wws‘hesfl%f . A.rgsm @%nﬁh\nﬂvw.éﬂe.c&ﬁgh BreFbld.” The u?err epolrz table
is initializ a n _updated ar new neasyrenent resu i's
received at §ﬁgf5@ﬁ$ﬁqgns€ysﬁgh%§&§pen %#'F@&r%?gnﬁ'go‘%@f]?%g?ﬁ%d mai ntain the
report tabl edefepigd by dor movitashe systarh atiiep 136 IniFig. 1¢f Tousniidhenses and t he
corres p?_m]g! nctlva!sé%rtﬁe wwab%rcemlnﬁgp@rnftﬂ@iaﬁ'g. o thg"étéﬂmewt' thé%%v\eﬁﬁnkﬁhfhcormonent
is identifie ) conbl nati pn 0 .the host an | C e
conponent is e&%gccgéﬁg%%/a Bﬁ'& 0&5}rg%qjﬁgréﬁhe.gﬁdw?ag@reca@&iumddﬂg[ovajgsCri ption
(e.g., the iHethaateinfermation shoawniiohigof. Thie reconfidination)is represaptadbiyenent resul t
that is recesteps168, 150eipd 162 invay. 1ae Agewpr1aB e Compbmdnt, ildlepai@br Or exter nal
agent of the Xﬁﬁeﬂ\%ﬁﬂﬁ'v@ﬁ%&m G- fr@é\%&?g e ik géte in@i0rgs AL step 144,
the result that Vt\%ﬂ rsﬁéel ved IS e%s &m ?edn,vm T Ihe apgrg%:]l ate
conponent, | EPOF 3G ISRg areeRted @t steR 18R & wrgroddanyly tagcurtantstagnager
ascertains whkstaies of thercomponent riayeortd/orahéasurenenty Thédisplepisr esponds to the
cogPonent, Igay@tecaatcbtwa@w CaEBbe rd¥pehsild tol the dAlPa&ITe ﬁélstsrb hat a rep]?rt ]
table entry gogsih LBk, t el ut only if the
state of the rre%tgu%grs‘rt%étﬁ%'eggﬁ%uiné “&@g&"gg’? g}jsﬁ%isnoﬁf "Fhee 30
t abl e- mai nt el?RRCEY Py CedtiprRbef Re Ahosy B ib 8e kMg eRteepNtation of fifen an
af fi rmat#¥ve W@Qb@hﬁpFiQSS genertbdtddthdbe vel ssivertssrapthe VWA gathwapt ate of the
measur enent s@awﬁrom&;aﬁ@.emévaéve@daaé thet RReway b6 iE@épe%deHQ%ﬁ'{hest ate
measur ement pesull e s0R NG . t ntry that, was
identified at Ogeci {sa?ozg“ étﬁggroﬁ%%%}gsk'%l'é%g%@eﬁﬁ%aﬁh%g% xi’%ert'ﬁéheot her hand,
35 if the st e B EHRNETHEILE Penent result indicated a "bad" or "unknown"
st at e, Additional information regarding the root cause can be ascer-
25 tained by drilling down to the heaith displays shown in Figs. 9 and 10. By
navigating the web-bhased user interface, it can be determined that the -
WEB_TRANSACTIONS layer is the layer of interest to correcting the prob-
lem, that the WmiPages transaction is faulty, and that the failed test relates
to the average response time.
30 It was previously noted that there are two mechanisms in which
the monitoring system facilitates determining the root cause of a problem.
Acqording to the second mechanism, the monitoring system automatically
correlates across the states of measurements and determines the highest
priority alarms to be identified to the user. This automated correlation
35 approach relies on the physical and logical topologies and the component/
layer/measurement mappings that were described with reference to Figs. 3
and 12. Since the approach correlates across the various protocol layers of
a compqnent, as well as among the different components of the data network,
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the report table entry identified at decision step 146 is updated to
identify the current state, as indicated at step 154. After the

appropri aveoreperst table entry -17 WO 02/ 052415 PCT/ SGOLPODRGH1/0026¢ €i t her
del eted at step 152 or updated at'step 154, the tabl e-naintenance
procedure returns to step 142. Still referring to the manual di agnosis

enbodi nent , e i ' r of the

noni toring E@@%ﬁ]ﬁﬁé{g? rgétgﬁ%{be?f%%éﬁélﬁ' l?@ps(rggés@n'?éﬁﬁgk%sfﬁgﬁgi n Fig. 6 may
be di spl ayedEfewed toaasibe roprie-baigrs epd-toerndtorislaien apriasch nt er face. From the
display of Fig. 6, i RefeumdsowietRy. mBnathoudihthe dufenaedbsdrtetetiobuy. abc. com 92
and www. abc. co 4 are . ! | i ystem can then
generate a 85?@?3218%@% 18%3%%%nt%§ta%§§5ra§g{ogg? gedé%'i}J OIP%@ %r?s toring system at
step 156 i nnEngorinsysteRy Since p managelsiéd coovestipnalyresevena! Rl abc. com
gyplelrl ijnk | meHittQinfoPmatidhefraae interadl iagentofiee, es hyaoent2 and 114 tidet ect eﬂ ars] aI )
rill-down r 35t : ' ' ¢! i | t he healt

i nformation "%?1‘%&%1 i nglsglpﬁ'}gk@ﬂ%r@é{'}tg@eoéﬁﬁg%&aw g‘%q?irﬂggrﬁ)dr) rg%ﬁted by steps
i e, oo el e S e 1
measur enent theda a nisldn n alidn npgartdag &a m ned. e
report §@bl &Gyl fRaQGERENE TAS inkhrSiBtalif A8 REABAsdd Lo Gietny the current
state or stat escg t he C%HpoLE&nt; Igﬁ%r and/?r neasurenent. The display is
updat ed at diregholgaresyeerdedbyfingre.ans siRar RO IHChRIANES: |4 T8BMeT equest s
detect ed at nsnéparlbs inteDpretddrasi hagingiat“hoad etate @gbad” statepsan 56- 162, t he

t opol ogy mayud@o@hefhed as shown in Fig. 8. This representation of the 20

topology in Fig. 8 shows that th.the web server e WAP gat eway
66 are problematic. H@ﬁé\‘ﬁé\f’?efﬁ%@&"&‘*ﬁ@? é?%ﬁg@g'gén Jgi‘nagﬁﬁgreth ent upon the
web serVer aWplicstesi manymi dievtersdasatibegnvithireferancg 4a figed-t Mg stefe web server
i's the rootforanaistintig tha eahly inltheeantordatdd bpproath anefsbowafn g, Sewdn di ng t he
Shoun' | n Fi qeopsgferaRs REnicghio Rt sibel i LR W L o D Face, 1T
can be det e%ﬁ?‘ﬁ%&’ﬁﬁ%8&'?We%f%e?gﬂﬁ§k%ﬁf%\qgﬁp@?ﬁggershig't'?'gz r of interest
to correcti fySteAd4Br dhe MagagertIfarecelyes amaasyesent @sdhEemeRe s faulty, and

t hat t heo f aitheeithteres tagerth 4 625160top athyhethervseiuagef heslfoinfoemationeas 30 |t was

previously pofieged faked 1187 n 8fcp 144 ERENEIU S rinheWitiLdbmpoRgntToNi tori ng
system facilitat e$ ause of a According to

t he second r[r%yc,eﬁ £V g%gglﬁ%éne%??%%}‘?%r R@g"?ﬁ &t %%WF%?%% ge}e@ult.
At decision step 1486, the manager determines whether there is
a report table entry that corresponds to the component, layer and measure-

25 ment identified in step 144. If no entry exists and the measurement result is
either “bad” or “unknown,” an entry is added into the report table at step 148.
Moreover, the automated diagnosis process is triggered at step 176. Return-
ing to decision step 146, if there is a report table entry, the state of the
measurement result is determined at step 150. A “good” state causes the

30 corresponding report table entry to be deleted at step 152 and causes the
automated diagnosis process to be triggered at step 178. On the other hand,
when the state of the measurement result is determined to be either "bad” or
"unknown,” the entry is updated at step 154 and the automatic diagnosis is

© performed at step 178.

35 The sequencing for the automated diagnosis process of steps
176 and 178 will be described with reference to Fig. 17. Firstly, an alert table
is formed at step 180. The alert table includes all of the entries from the
report table that are indicative of a “bad” or an “unknown” state. In decision

-]19~



correlates across the states of neasurenents and determ nes the hi ghest
priority alarns to be identified to the user. This autonated correlation 35
approachwebter4n t he physical and | ogical topol ogi es anBCTReor@aponent /

| ayer / measur enent mappi ngs that were described with reference to Figs. 3
and.12. Since the approach correlates across the various protocol |ayers of
a conponent, as well as anong the different conponents of the data network,
- | '8 WD 02/ 05gi4p5 8p s Seemmioedeletherdhete ey miltige ehides within trmaert of a

problem this &ReONs AR IIPOIRGERs hehEHES fefd8s 18, ifliiRRe 10- Dot t om
ertg al t hough t he

end-to-end correlatio rogch.. Referr. now to Fig. 1

aut onat ed corr8Fl¥t°P8ﬁp %ﬁ? 8@8@ tE%ﬁOI%E'%WH‘E)B%%WF% tc’ihr‘?tge EOé’g%%%Fe sof t war e

conponent of t hEths netert Boblag adslepdie. A% acesull, anedieysIgeneated@bolent i onal |y

rl %ei vgslgﬁl ?ﬁ% Renotiedl dperdtor Fh@’hbiif@ﬁﬁd‘nrﬁm_ébﬁlts&fdﬂaﬂiticaEt@Iﬂ’iesin\kﬁﬁ, h16|8, %0,

an : r . ch. In the

noni tori ng sysp g%gp?%g%{en'b érreﬁ%nlagg}éghbgtgcsg%ylo%%wéybﬁé‘i}gﬁ%@%%ﬁli ous -

netrics and t hEMILPRRSRIDHStR70CE HESSRE? 07 SHRRsAfenent s and their

interpretation regardi njitihdetérednedrat décisitresta) 18ithiat/theesdre nedipler enent s.  The

't Et er pr et at 't gn%a@r’ 8ntAtd RithiP BRGALrUEOE, e fahsder 164 bs@h@ioctaee_rgen@tﬁsegeg, but
ere are er_kno chni.ques. asure-. e rpreted as

havi ng a "@ood'enélfaar'g?égiggl%%ﬂy gg%@egﬁ}eﬁgh grsplqﬁ%xggﬁ%ngta&\ghﬁofﬁ% manager

164 nai ntai ns AUeY¥HEF indicgisdat pigp 458rafife Pralimiarys e A0eBEagscofasy of t he

st eps descri bethosetaterts ¢zt reate ¢o the HOIY. layss frofhhedertfepthe ofher lapars.nt ai ni ng t he

table in the auhATebedyaPpiaRAR vith HHOUR e ik arbe o iritle aireps that are

identical to those descri refereq to 3 shown with

Flg. . n
dupl i cat e ref ef¥fle PHUHENgPiaiways he aspyped, E?}@rQr"l?"a'gl"@t%iashqsimﬁq’?%‘f fzed at
step 140. The meakigrewitl 6very byei thatdt suppwiss ifeon dhe hest alett enirigaregne of 20 the
i nternal agent $latba inlth€ mediugiprictfyREeus OREGREIIGY thb @dlet Alettitdtts amtieson, as

indi cated at styepdAlarelpiacsll i diftthe ti R JIBORRAY uslfl HoFbdEFniddigng omponent
| ayer and neas%zgjréent afsp nt result. At

SOC! ated wtkl rthes recel vcsld neasur eie
deci sion step PRI TRNLYEPY BN TESYRRTY R TREFE L ®a report table
entry that cor PESgsREWith PRRItCIBYR) 819t indicateaihersexprily pHhg aledto B% nent
i denti fi ed2d n geegateddy thd managentiB4/indha et thatdhe biated dxumeassramendsul t i s

ei ther "bad" ofs ‘hHaKNOYNis pith dEREriNatio tid dRehtdgthe chtbgorizefar df ahabl e at step
148. Nbreover,aéftrpe aut omat ed di agnosi s process is triggered at step 176.
e

SR ? ;;J ;n;)f I ? ﬁ et ° ctsl OnA%Eigé?siolnélst%ép JIJO, tarc]igtlla(ramilngtio% isr %%8& E':ts %oavetlle%he?'nt "y, the

there are multiple entries in the high priority queue. If so, the manager 164

26 performs end-to-end correlation at step 192, First, the manager compares
each pair of alerts within the high priority queue. Each alertis preferably
associated with a component type (e.g., web_server), a component name
(e.g., sun02.istl.com:80), a layer (e.g., WEB_TRANSACTIONS), a website
(if any), a test, and a measurement that results from the test. In the example

30 that fallows, two alert entries will be identified. For simplicity, the variables
of the first alert entry will be presented in the notation [Ct1, Cn1, 11, {{s1, 11,
m1}}]. Ctis the component type, Cn is the component name, | is the layer,
s is the website, t is the test, and m is the measurement made by the test.

. Similarly, the second entry will be identified by the notation [C12, Cn2, 12,

35 {{s2, t2, m2}}1. '
. In performing the correlation of step 192, the manager 164
checks to determine whether the component [Ct1, Cn1] uses the component
[Ct2, Cn2), in the physical topology. If so, the manager checks to determine
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measurenent result is determned at step 150. A "good" state causes the 30
corresponding report table entry to be deleted at step 152 and causes the
aut omat edv@ A2 S process to be triggered at step 178. por/sGer/@kéer hand,
when the state of the measurenment result is determned to be either "bad"
or "unknown," the entry is updated at step 154 and the automatic di agnosis

Is performed at step 178.. 35 The  sequenci for, the automated di agnosis
process of sf K5 ISEREOVE 'T?@”Wq?fhe %BE%%B?%%HP‘W{’]‘MOE\PBP%%e to Fig. 17.
Firstly, an [lterGnijabd those that osertbel campatesp[CLB0zn2Thin thé easestimbl e i ncl udes
an " nknoan e S o e P e PbB64 otep. 162,
it is deterrﬁ“ﬁ%&?r@'ﬁ@tﬁgﬁﬁi ﬁtgmngwgv%y\?meﬁg%mvre{lggﬁf Fﬁpﬁgetrhe alert ’
tabl e.* Bf atrestgtieialert [ gorist, deb it sn Bl as heingsepesedpdtvedpfe algdt (i.e., if
tﬂere s onﬂcxz,cm];ﬁ, &, ge2, o abb .ernitép')94,ttﬂi1£ﬁrsodxlérteﬂ\iy?$rdxcszeda‘bmlrm' ned tlo be

t he root cauge . t ult, an alert

i s generated Sth'i?\%ﬁtﬁ%%g%ﬁ) ﬁ(@ﬁaﬂﬁgﬁl&@p@%@bﬁ%g&ﬁ@:é%lﬁcation process
i s not critierily emaingdn thewdeh prioriyfived possi bl e i npl enent ations, notice nay

be provided by gener afn sip #98, top-toottoriesselgton is pefogrid folRsgAge’ or a screen
ygre multiple '
|

"bad" erPri cBUdiet i 14 NP nEheR e ? B%ﬁése“ﬁ%%ﬁégﬁ@%&*@’éﬁ

L ol C ns' to categorize
the 10 ent rthes prasesdatathemegiupuiriorily aygue Before aHdIpSinadhe B AP ueue, and a

| ow pri orityqagieudVitids eachdiueat gtle atansdezpohPsres Aveqy pairef alertaartiat t he nmanager
segregat es Elﬁ&%e.@cﬁggrétﬂﬂtoffh%la%@ rhdy dda6r SHSRD 19ty SholreQIRgligr ts for-the

ther | . b ith the HOS |d affect
a1 1ot the ofispil Pleyisel g s B iy wAP R eharedat 1 SR o pr obl om

with a Hést teudweslests{GtipCobllbi{shi tt hméland [C &n2t Bafls3, t2.sudPorts. Hence,
the host al effe RaHdgeerlekStheplidaeed in the mediumpriority queue. Regarding

the other alert t(g})llf%c}zgtdt‘?ﬁﬁ'gﬁ %ﬁéa%irzt@ ‘%‘g?ﬁéﬁﬁgéét‘ﬂ?a queue that is

dependent upon pri‘or ter At the't gn i guring the
moni t ori ng sV@F%‘?ﬁde%@ﬁ“ﬁrgﬁsrﬂ?'@%ﬁ?orﬁ‘@"e&tg%E’Y%\?'@HS 4 RA ‘éFepa?i ority level
t hat i ndi cat esmpdrie steresfithe/fooh [GtheCrd, & {{s1.01bp1}482,géne2klk ed by t he nanager
1$3i40ir ndtez{agr event (bhatctl h&:t?'faaa enok ar%z,eamfas»ue,_eamenithe ﬁwﬁna"déadlo'\'/esle';'t i SAE hi s
geci sion st 2} H;%%Ptbg et%ﬁh%gitﬁgﬁ}? b ﬁ% %SJQé\&végtp&ﬁ&e/ %té?@é!t ”%Ir e are
mil tiple ent FABENIR e FReGRIEHFIOR Isetieiens At e dnen B DR, 164
protocol stack are often caused by problems at the lower layers of the stack.
(c) If Ct1 = Ct2 and Cn1 =Cn2, and 12 > |1, then the manager moves
25 the alert [Ct2, Cn2, 12, {{s2, t2, m2Z}}] to the next lowest priority queue. Again,
the reasoning is that problems at the higher layers of the priority stack are
often caused by problems at the lower layers.
A A component name typically comprises a combination of a
host name and a port number. In some cases the tests associated with an
30 alert may not be specific to a port number. For example, the network test
assesses the quality of the network connection to a host and is independent
of any specific application (and its associated port number) executing on the
host. In step 200, for each priority queue, the manager 164 considers each
of the alerts within the queue and, based upon the tests associated with that
35 alert, determines if the port number is relevant to the test under consideration.
If all of the tests associated with an alert are independent of the port number,
the component name associated with that alert is modified at step 202 to
represent the target host name alone. Then, the manager compares every
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25 perforns end-to-end correlation at step 192. First, the manager conpares
each pair of alerts within the high priority queue. Each alert is

pr ef er ablwo ozeRersi ated wi th a conponent type (e.g., web-SPeV8G)1/00a64
conmponent nane -(e.g., sun02.istl.com80), a |layer (e.g., VEB

TRANSACTI ONS), a website (if any), a test, and a nmeasurenent that results

fromthe test. e30th Il b
i denti fi ed. PRIHP ag‘ﬁﬁﬂ' F'(E’f'? WHE P4 (E;\% uZ &V\?ﬁbeﬁw% ‘;betcttﬁ s :f]t \rMy Wi | ? be
present ed i n9% hed tRA. dﬁptonal[ydhle stapy 204 and ?Q?sqccut arior tcrﬁﬁ?}erecmn is the

conponent 1t ypgend b6 shdt19s. corrponent namne, is the layer, s is the
website, t is the te

t t t t
Simlarly, the secon %‘?‘Pﬁ% eft? '%Egh@rﬁﬁf&rt?g&d&% J@ﬁ@“ﬁ%& gp’?one[SCt 2, Cn2,
12, 35 {§ s2 alerig jn he)jedium prigsigr qusHARAG thetew ew%qltéﬁu?oﬁ BMaSEERS 192, the

manager 164 166 hakkiglréd Baletdchtaves whetittes sinfiler aietpanectur Owb, Cnl ] uses the

conponent ] manager checks
to determ n%’”or%%f% 65%@%3%1@9%;@%% 8%&2%§Bgé/?1fm{l erealFa'sBLB an overlap in

terms of thdesieEentiea PloRiSM WithHing 2R SOBBPRFIHRHTS e R TP%nd t hose t hat

use the conpengpte, bt the s@rr@]layelrnFor‘rﬁe<amal§et§lslnﬁ?sswlhlﬂtﬁﬁ’ffterﬁé@@ is no such

overl ap, 10 t h?oﬁﬂﬁﬁlﬂfﬁ {{sﬁe@tm}t}]%c&r‘éﬂm ahigh bforag qlaienmd anngependent of each

Fahir o, \ﬁ{z f‘; égetz och‘frgrA #B ’mednﬁw Sﬁﬁé‘ﬂﬁf%@n{yr@%&%t he ?lc:terzt 2
12, {{s2, t For ﬁ@S’l}ﬁ'eff lnﬁh%me@umwontméelfq tﬁ%‘t's ﬂﬂ@?ftm@ﬁta}%ﬂ indh&pved from the

hi gh pri or i thighcpHRHE queud, ik atedisueagsigned from tipreediumipuibrity lgeeseioond al er t
entry remaing, Io&euﬁﬁﬁtygegfe pfﬂlé)éds@éneorg a;%nﬂeﬂt é&@:@ a&%@ 2pgp-to- bot tom

AR D M e N R
queue bef or eretds es ¥ isruesented tow user. dn thisexagplautherapreiva highch queue, the
manager CONMRHAE aRvE! tiircRahddioh pAdrity alsrts and dratlow guaitealeRe\driéi gur ati on of
'; Bleegl e;\tssaﬁﬁé(h éﬁént?éleﬁé R cé’t%ande-ggﬁ'dern?ﬁ@ﬂ%ifng Wai‘ex:%t' Vithirnk| t L\g' L”OWr fet
[Ct1, Onl, 18"VF ent pgig i WP e%tg@e '?%?rrzpr&’%ﬁff% Zé ifesrﬁ E’é’bge%ne 11, “the
manager 2 ol Itbﬁsa@ Bidects Afdre P'(’ lpmp fndgsajed-by ghehighprorlty #igss- ANET | = 12,
i nst ead of gemndcliak'i angpnyiafelelp ehthinma matecdetailed tihs,cnnmm@éhe wehismes the two
alerts to proadugfedwits HERpst. treor ak@hple Ahe hduitichar destgtibn rfagbe 11, {{sl, t1,
t”%é’ Er;ﬁ‘egérz m%gﬁ%h rgg%rcflpg? thblar&ltbd Wetlditd, ARbRE testWrndﬁ:QfethﬂaP 12, then
the problem existed, or may be the measurement that was indicated as being
25 in a "bad” state. This information provides clues as to what the operator may
do to correct the situation.
A benefit of the invention is that the automatic correlation of
alerts results in a report in which the perceived root causes of problems are
identified with high priority alerts. Other monitoring systems that perform
30 some correlation require users to configure complex correlation rules before
the systems can effectively perform root cause analysis. A key benefit of the
automatic correlation approach described herein is that no special correla-
tion rules are required to be specified by the user. The correlation logic is
~ embedded into the manager component of the monitoring system, so that
35 only the specification of the physical and log;ca) topoiogies of the monitored
environment are required.
Another advantage of the invention is that the high priority prob-
lems reported by the manager are based on the view of the current state of
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the alert [Cl, Cnl, 11, {{s1, t1l, nl}}] to the next |lowest priority queue.
The reasoning for this reconfiguration is that problens at the higher

| ayers ofwo hmos2prsot ocol stack are often caused by probl enBCESGoOt@2640ner

| ayers of the stack. (c) If &l = C2 and Chl = Cn2, and 12 > 11, then the
manager nmoves 25 the alert [C2, Cn2,12, {{s2, t2, n2}}] to the next

| owest priority queue. Again, the reasoning is that problens at the higher
| ayers of the prtmrdysiensbaivkmaniéoredf Aeaurceniserprisyaripeds thevpanager.HBe | oner

and & port nunbe A leP8 SsANSONEN Aakd QN befadded Best nane
and a port nunbe?%ﬁﬁ@é@nb%%gyauﬁ@ét&QHgéeﬁg, : _

me cases the tests associ ate h 30 alert may
not be specific PHPHEPOPE rWk‘r?o?ldé%&%pﬂr%fe@%vgbﬁgm\%’&a@e%gt assesses
the quality of thebrehswerckaddmsastby operaiions pesgonnelnd i s i ndependent of any
speci fic appliication (and its associated port number) executing on the
host. In step 200, for each priority queue, the manager 164 consi ders each
of the alerts within the queue and, based upon the tests associated with
that 35 alert, determnes if the port nunber is relevant to the test under
consideration. If all of the tests associated with an alert are
i ndependent of the port nunber, the conponent nane associated with that
alert is nodified at step 202 to represent the target host nane al one.
Then, the matfager conpares every -21 WD 02/ 052415 PCT/ SGO1/ 00264 pair of
alerts in a priority queue using the rules described with respect to steps
196 and 198. Optionally, the steps 200 and 202 occur prior to the execution
of steps 196 and 198. In step 204, alerts in the high priority.queue are
conpared with 5 alerts in the mediumpriority queue and the low priority
gueue. The manager 164 is configured to detect cases in which a simlar
alert may oceyir at two priority levels. That is, the nmanager detects
occasions in which separate tests identify a problemwth the sane
conponent nane, the same conpo- nent type, and the same |ayer. For exanple,
it is possible that the alarm10 [CIl, Cnl, 11, {{sl1, tl1l, nil}}] occurs in a
high priority queue and an alarm [Ct2, Cn2, 12, {{s2, t2, nR}}] occurs in
the mediumor the low priority queue. For each alert in the nedi um
priority que £ that is simlar to an alert in the high priority queue, the
alert is reassigned fromthe mediumpriority queue to the low priority
gueue. This possible reassignment occurs at step 205.. 15 Fig. 18
illustrates the output 206 of the alarmcorrelation process as it is
presented to a user. In this exanple, there are two high

25

30

35
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priority alerts, three nediumpriority alerts and one low priority alert.
Wiile the high priority alerts indicate independent problens that exist

wi t hi n t veo opeszirsonnent being nonitored, the | ower prioriP@T/aGera264
represent problens 20 that are effects of the problens indicated by the
high priority alerts. A user <can "click"” on any alert to obtain a nore
detail ed description of the problem associated with the alert. For

exanpl e, t heV&Hdi 'S @HAMERdScri pti on may be information regarding the
affected website, may be the test that indicated that the probl em existed,

be th e L] ; b S "bad" state.
This 1 nf & mat| ﬁ%ﬁ%@%ﬂ%’“@%@%@i”’%@%@@??ﬂ@“ggﬁﬁﬁ ay do to corr ect

. ) 0 r ma
the situdtion. A beneHPinGEWeK t9PRipENfogRat0R tﬁ”ﬁégeﬁ RIBYCBIASET ¢ correl ati on
of al ertss r dsnd arsl intardapereieocies amongrooipondnds eaidalajeoetwodt causes of

problems jare identify&ming d Klelictf ofirbt8Ed! layerdlofr Sasis@F BependBR t Or i ng
systens that %erform 38 SQne lcorrel.atll on Sy @.en USEer.s éé)' configure conpl ex
correl at Pon £ F@@OB%?% 8_r° %%a%";iit“é%e%‘% gy ?is\/LéW‘ % ?or m r oot cause
anal ysi s6 A leeperantsfqf saigfdatanetweilst omati ¢ correl ati on approach descri bed
herein ig that no spegisatiafify ézehaaidlprdddtol lbyed withlelcl &fditsragbnex be specified
by the uger. oA RQnEEhahiaAlhel 0k glitior e BROARRY, 2k, Lhe,dmRARgeT component
of the nonitoring systenm so that- 35 on ?{ tfie speciircation t he physi cal
and | ogi Gal tRASHTRA dsalgicompansibhiviths plirality Al saibrieiase! 1a¥essiy equi red.  Anot her
advant age of the i nveidentifying feststaum witieh meagpurgomenty areyndinations dfens reported by
the manager aegthagffsfddtlfetionw of the current state of -22 WO 02/052415
PCT/ S@1/,00264 the system.being nmonitor : . cur t s arrive at
t he mana(&er, the man %Sé’fgh %1%%9@5?51“;8"8%’%%@?33%0_{3?@rl?}%?s%s?%é_t hat new
alerts widl | thesiaafrelptiarshingbsheemsald meageementeand spifl PEIQOHAE S t s are
renoved ®wut ormtli cal |y as problens are addressed by operations personnel. 5
10 15 20 25 30 3Jscertdiding health of said data network, including identifying

16 present health conditions of said protocol layers and said components on a

17 basis of associations between said measurements and said protocol layers

18 and on a basis of associations between said protocol layers and said

19 components.

2. The method of claim 1 wherein said step of storing network topology
information includes generating information that is representative of a
physical topology and logical topologies of said data network, said physical
topology being a configuration of physical connections among said compo-
nents and including cause-and-effect relationships of health conditions
among said components, said logical topologies including a mapping of
individual websites to each said components for which said individual website
is dependent for support of said individual website.

0 N O OB~ W N -

3. The method of claim 1 wherein said step of defining said hierarchy of
protocol layers includes positioning a sequence of (1) a web server layer,
(2) a website layer and (3) a web transaction layer in an ascending order in
which higher levels in said ascending order are dependent upon support by
lower levels.
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WO 02/ 052415 PCT/ SG01/ 00264 WHAT IS CLAIMED IS: 1 1. A nethod of
nonitoring a data network conprising the steps of., 2 storing network

t opol ogy webmeirats on t hat specifies interconnec 3 tions ROTSG01/00264

i nt er dependenci es anong conponents of said data network; 4 defining a

hi erarchy of protocol |ayers on a basis of dependen- 5 cies anong said
protocol layers in inplenenting functions utilizing said 6 conponents of
sai d data netzWUVHe methas ezimt whgrefrasdid step of gssatiatiog katiesaid pratachl each sai d

conponent, 8 g i %&H@%‘iﬂ%ﬁédﬁ&&aﬁé sdéﬁﬂfﬂn SHREfunGibhs Jitg T el ated, thereby
é%%

associ ati'ng st . so onent s t Lit of sai d
pr ot ocol I3I aye‘%P§C' i gpl Br@f?f:?‘ 'i‘)’eFFga"Ld QPR E ‘Q%rﬁﬁ'og?rlg%}% EI a%/e !

i ndi cati ans otb spddficreeal companerts \NhislaB@Cd@tsaldri‘éftﬁhqudefmﬂeﬁwé‘béﬁ“ét| ng said
measur engnt s MhioBol$Aked protocol layers on a 13 basis of relationships

bet ween sai d nmeasurenents and said protocol |ayers; 14 and 15 ascertaining
heal th of said data network, including identifying 16 present health
conditions of said protocol |ayers and said conmponents on a 17 basis of
associ ati1ons betveasthshofctiaire astheesiesdid stap df ssabdatipgstidcntasu@yer s 16 and on
a basis of assgf ahth QA8 pREIBARRSALAIE AARAT indiAR Said Ridasied 19

conponents. & storing network

t opol ogy 3 2 |'P?F'E}F ?Hegﬁc PH PTG 88 ﬁ%‘?"&vg]ﬁrﬁ mqugcﬁ%ﬁp 8‘ﬁg§eﬂat s
repr esent4at i veonarfongnts, subly iataparti |S@@W6@ﬁurem§gﬁtb%tus dgpmirasites of said data

net wor Kk, §al db@ﬁhtﬁatsi@afﬂle is fhdicamel (P g yadrel heplta fara@ath gaid acbmplmeﬁfanghyfs:c cal
Cco t t
nnectio | o O@%ﬁﬁj}i &P‘ Eﬁ It? g&lhf&ﬁ@é\ﬁ path ﬁgulbﬂﬁé%me%nﬂ@% errec

rel ati ons Ions sal conponent ‘sai d | ogi cal
t opol ogi es including a mappi ng of 7 |nd|V|duaI websites to each said
conmponents for which said individual website 8 is dependent for support of

sai d indiyi dug| TM@%{hb@ofé’vanmmé?@ﬁ baid sep othakmihingbad akathsdi d step of
defining 3ai di étgr %mérk%clu s%ﬁgﬁlﬁa%lwa} %@é&u%e’?ﬂt&%@é tr‘%@ﬁfsﬁlaﬁm ng a

sequence ‘of a web

er
transactidn I B Wﬁd‘%sﬁg?é%ﬁq “85”8@ ?{ prﬁ’%ﬂ '@Wrsnl é%ﬁﬁf’evel s in said
ascendi ngt or deqid gerapatepis v rhasig gberid puiremeys thet rgRarpedipaid - 24 WO
02/ 0524155 PCThSE/ 190264

7. The method of claim 5 wherein said step of ascertaining said health of
said data network includes enabling an automated correlation process which
generates alerts of said tack of heaith in response to correlating measure-
ments that are undesirable to components and protocol layers to which said
measurements are mapped.

O A W N o~

8. The method of claim 7 wherein said step of enabling said automated
correlation process includes providing prioritization of said alerts on a basis
of identifying a root cause of a problem that resulted in one or more said
measurements being determined to be undesirable.
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1 4. The nethod of claiml wherein said step of associating each said
protocol 2 layer with each said conponent includes identifying said

functi onsvew2/s2815speci fi c said protocol |ayers and i ncl udeeT/sampiongt each
said protocol layer 4 to specific said conmponents which execute said
functions identified -with said 5 protocol layer. 1 5. The nmethod of claim
4 wherein said step of associating said. neasure- 2 nents with said protocol

layers ingl udes TReRRIRE of BRinYS HHarkinSAldbPaREBIng 3ol iy SPeci fi ¢ said
pr ot ocol %ayegozrem@ §h ar.e m@lﬁﬁed to ?J ecl fﬁdec salg i_ézorrponents, such that a
particul af sard neasdr erent t 9SS aled @7 AR SPg sad BeasHigBeit abl e i s

i ndi cati v& of that isdlefersined &abea ndesirabissartdl isclidisdutiqatingtie prindty obsaidich sai d
protocol 4 ayesnlettoindiephesemtatbrivtchii aihgho geagurement is mapped. 1 6. The

met hod of claim5 wherein said step of ascertaining said health of 2 said
data network includes enabling a web-based user interface that displays 3
heal th conditions of said conponents and said protocol |ayers nmapped to 4
sai d conpbnent& Tie methad iobclailm Sahaleimsaig stepnafrtisblinhatid auemaegaped to said 5
protocol 3 ayeksrelztioh prokass MBLARdeRbsdiny Bhia a\gﬂﬁtalg'ram%feﬁgiagea% of .

ascertaining said health of 2 said data networ es enabling an

aut onat edé cor P‘gﬁr%ﬁ §ﬁ‘k B‘P%‘é&‘?%%}?ﬂm@s a{;%?ﬁ%f@&nam%ﬁﬁ%saﬂ poiacgl [ack of
health i r*res|f¥®Se to correlating measure 4 nents that are undesirable to
conponents and protocol layers to which said 5 neasurenents are mapped. 1
8. The method of claim7 wherein said step of enabling said automated 2

correl ati pn pgocg i hcl.ude rovidin rioriti.zation of said alerts on a
basis 3 gf iﬁjgngi ef/'Ji’0 QOfEPPg?)'%g n%wgrg COMBEs RGeS PEsul ted in one or
nmore sai d® 4 neasur eneni3PRIR] intpragenestionsardongcopwonete sf sabdada - 25 WO
02/ 0524158 PCTheb@0K ety deflnity a fiiicarbpuiskyof clai m 8 wherein said step of
enabl i ng gai d autonmat eg, iwﬁ&ttgé@gab% Qggﬁiﬁg‘a[écrk W@rﬁ o[l goz%rt‘i ng an alert
for each said neasurenen t s determned, oebe undses,l Fabl e and
i ncl udes 3 ndi %’ﬂ}ef’%d”'f'%gs“ﬁfi’%F?'élyebﬁte%éhﬂebﬁd%ﬁ”é‘ﬂt'@g’?%toa‘)’P@ﬁ$iesent ation of
said alerfs to a user.mappim fuTHienatifeshofhaish datd aetwosk tokaid compeents st ep of
enabl i ng sai dwhidh enatfieshid Rinctionaitlestih iy RERBAG s4id AlndsRsiitapnasent i ng sai d
alerts as a V\@é&isbcﬁ?:@%ﬁ&%{y-t&fdd%&&{afng%péﬁa%hcigé %PW%Q&‘&{?W condi tions of
sai d Cowne%éreﬁpgeﬁrﬁﬁ %gg,t'ﬁe Orlh' l'ayers. 1 11. met hod of nmonitoring a
I'S 7 e’ s ef)g %f .

dat a netygork conp I'n

apping each said component to each said functionality which
" said component is enabled to implement, thereby defining component-to- |
12 functionality mapping information;
13 mapping each of a plurality of test measurements to each said
14 functionality for which said each test measurement is indicative of the operat-
15 ing state of said functionality as applied to one of said components, thereby
16 defining measurement-to-functionality mapping information; and
17 enabling identifications of causes of network problems based

18 on utili‘zing (1) said physical topology, (2) said logical topolagies, (3) said layer
19 hierarchy, (4) said component-to-functionality mapping information and
20 (5) said measurement-to-functionality mapping information.
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2 mappi ng i nterconnections anong conponents of said data 3 network,

t hereby defining a physical topol ogy; 4 mappi ng websites available via said
dat a net woo k2/0245ai d com 5 ponents which support said websi/sesi/ooéwer eby
defining | ogical topologies; 6 mapping functionalities of said data network
to said conponents 7 which enable said functionalities, including ranking
said functionalities on a 8 basis of .functionality-to-functionality
dependenci es far ‘i My, ementakodos clain® 11 Wesrelsaideftepofegalaling ideatifidatiensaefchy; 10
mappi ng each sag d c &?o‘?rtb‘ Ll i ! J iSAiof
conponent is e%labl e%@%]ﬁaﬁ?ég%ént . a&i@%pg&gg% %ﬁﬂggé%hmﬂgﬁ teii%méiz ts
functional ity rfappi REPUERITRRAYGNRdicatie %ﬁeﬁ OREIHY S?a egapoglsanﬂgpppgr-%r} 't est
measur enent s t o eacpresait dperdiihofstates dof oaidwebsitesopresdnt eperatiniostates of saidst
measurenent is 4 ndigattioksites aé Mepgaas 8did cdrhpdrd@isHndtpieseht datbslofsantt i onal ity
as applied to one of said cofponent s, thereby 16 defining

measur ement - t 0-F uncTF%sf‘I‘é‘?rF?rﬂ/ "mappi ng i nformation; and 17 enabli ng
identifications of causes of network problenms based 1s on utilizing (1)

sai d physical topology, (2) said |ogical topologies, (3) said |ayer 19

hi erarchy, (4) sai di£OofRONaRbg bQidiHA$ WheRR daid/steppiindslingdtifgdibRsiomnd 20

(5) said neasurenent-to-functional.it i,ng infornmation. 26 :
021 052415 PCT/ SC01/ GREEANCHIasHIOMIRS SRERBEREE paca?srﬁqﬁﬁee\‘?}ﬁ'{‘ rse""idzn"esf‘ég('i‘ step of
enabl i ng i denti¥i capioblemsa@nd prigyiizing said Aetwatiaxoerns PR Rgsiaolasil IB¥ed user
interface that gnabhiegrdhg\aingahit physical drfarienigintdpofogiesmt i on i ndi cative of
present operating states of said conponents, 4 present operating states of
said websites, present operating states of said 5 functionalities as napped
to said conponents and present states of said 6 neasurenents. 1 13. The
met hod of clain 11 WheTles metbad ef daire I3 Grtheneamnrisipoiackéen siueeepingRledt 2
causes i ncl udesz pr owtiatlaragespansive topeibritdatimnat esid nefwodetreldemnag sai d network 3
probl enms and prioritizing said network problenms on a basis of said |ayer 4
hi erarchy and sai d physical and |ogical topologies. 1 14. The nethod of
claim13 further conprising a step of generating alerts 2 that are
responsi ve to pti Ol’lqg'i I@WBW%P“%W&W@?\%?Q{"WSE‘BI ) Of Mapging+H38Siret hod of
claim 11 furthez cospiunsevajlable saspidofebaitasye thyse wabsites threuahivdrd saldi | abl e
via sai d websites tgahdmesshswebaidiase.t hr ough which said 3 transactions are
avai | abl e.

16. A method of monitoring a data network comprising the steps of:

1

2 storing first mapping information that is representative of a

3 physical topology of network components;

4  storing second mapping information that is representative of a
5 logical topology of transaction-related network access points;

6 storing third mapping information that is representative of

7 network protocol layers; .

8 ‘ storing fourth mapping information that is representative of

9 which of said network protocol layers are implemented using which of said
10 network components;
11 storing fifth mapping information that is representative of which
12 network tests provide measurements that are indicative of states of which
13 protocol layers in which components; and
14 enabling detection of network problems using said first, second,
15 third, fourth and fifth mapping information.
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1 16. A nmethod of nonitoring a data network conprising the steps of 2
storing first mapping information that is representative of a 3 physical

t opol ogy vob orfetwisr k conponents; 4 storing second mappi ng Paf/sGoeiozen t hat
is representative of a 5 |ogical topology of transaction-rel ated network
access points; 6 stori ng third mappi ng information that is representative
of 7 network protocol ers 8 stori fourth mapping information that is
repr eserit at|1\7ebe-'“@ﬂWﬁQf a¢m1§mhgre W@frs&rtﬂéélaldls@?@’rds are i npl enent ed

us } ng W{u ch mdppigy itforrd&ionei ek ldéﬁtﬁfﬂ?g’lﬁé[ﬁsites 3d s&t enhatidn-fetdedmappi ng
I NT or mat)] on [ I e rovi de
3 tsﬁelﬂﬂc}rk 'agcesg ?o@?s a{?ltd%dlu\ﬁg? %SP%YF%{S;Q% a\%ﬂ %%@@eﬁg L3t P

measur emen ive 0 pro ocol layers in
whi ch cdnpoﬁ‘é’kﬁhssalchﬁﬁ%ﬂsfﬂ'%‘ﬁ&fﬂ$%§a%t ection of network problens using said
first, second, 15 third, fourth and fifth mapping information. -27 WO

02/ 052415 PCT/ SX01/00264 1 17 The net hod of claim 16 wher ei n said step of
storing said s ond i, nf or ma |on ncl udes ntifying websites as
sai d transactd té‘?g%p WW %%%oﬁé?rﬁ‘@ssa%h” REPRIes " nappi ng

t ransact3 onsnfpmnaanmomsucteetsfym a hiergubliyodi sgidingtwaris pedasol layess ey e avai | abl e.
1 18. The mef b Sdepéiticitidd of RS ihiork Blothedl18per@f storing said third
mapping 2 information includes identifying a hierarchy of said network
protocol |ayers on 3 a basis of dependencies of said network protocol

| ayers. 1 19. The nethod of claim 16 wherein said step of enabling

det ecti on i md. udiesnetRocpofaNdindi1fgvharemedridstsgdf ermabling detestibadelutidésat al | ows

navi gat i,on tﬂ?ﬁ\ﬁcﬂ%‘a%b%agé& &der mté)h’ @%EI&how%%{’ugaanQHfog §n aadndy, f th mappi ng

i nformat] on. in said step of enabling
det ecti oh | rﬁ?FWHgéh’rdQ%HHE\?FgF%mé '%98%& B8 process that prioritizes said
network problenms and 3 generates alerts that are responsive to
prioritization. -28

1 20. The method of claim 16 wherein said step of enabling detection includes
2 providing an automated process that prioritizes said network problems and
3 generates alerts that are responsive to prioritization.
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