Probi ng Method for a Miulti-Station Network BACKGROUND
OF THE INVENTION THI S i nvention relates to a nethod of
wWop@saciseg)y a nulti-stati on comruni cati on net woPKRT/tB2004/@®4111

general kind described in International Patent
appl i cations nos. WO 96/ 19887 and WD 98/56140. The
invention also relates to such a network itself.

Net wor ks of the kind referret-to above can be utilised
commercially, with users being subscribers who are
billed for their use of the network. Alternatively,
networks of this kind may be utilised by security
forces such as police or mlitary forces. A further
application for networks of the kind referred to is in
Wrel ess Local Area Networks (W.ANs), where a wreless
networ k can be conbined with conventional network
structures to service fixed and nobil e network users.
Such networks are usually but not necessarily conputer
net wor ks. SUMVARY OF THE | NVENTI ON According to the
invention there is provided a nethod of operating a
comuni cation network conprising a plurality of
stations each able to transmt and receive data so
that the network can transmt data froman originating
station to a destination station via at |east one

opportuni stically sel ected i Nediate station, the
met hod conpri'%loﬁé?g @fﬁlfé#flgﬁﬁ%qét t?té%&ﬁe pr obi ng
channel , distinct fromat |east one ' data channel; b)
sel ecting, at each station and according to first
predeterm ned criteria, a probing channel for the
transm ssion of probe signals to other stations; c)
transmtting first probe signals fromeach station on
the sel ected probing channel, other stations which
receive the first probe

BACKGROUND OF THE INVENTION

THIS invention relates to a method of operating a multi-station
communication network of the general kind described in International
Patent applications nos. WO 96/19887 and WO 98/56140. The invention

also relates to such a network itself.

Networks of the kind referred to above can be utilised commercially, with
users being subscribers who are billed for their use of the network.
Alternatively, networks of this kind may be utilised by security forces such

as police or military forces.

A further application for networks of the kind referred to is in Wireless Local
Area Networks (WLANSs), where a wireless network can be combined with
conventional network structures to service fixed and mobile network users.

Such networks are usually but not necessarily computer networks.
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signals froma probing station responding directly or
indirectly to thereby indicate to the probing station
W b@sneseai | abi l ity as destination or intermedPEr/E2004/004111
stations; d) maintaining, at each station, a neighbor
tabl e conprising details of other available stations
identified by step (c); e) transmtting, froma
station needing to send data2to a destination station
that is not a neighbor station, second probe signals
to, and receiving second probe signals from stations
i n SUMVARY)RIOTHE HYVENTIONI f) nmi nt ai ni ng as needed,
at each station, a gradient table conprising data
related to the cost of communicating with each
neiAgftboting ttat the nipyéraioa bipeteo isabtavyided ag msthad i dropeceting a
Se'c%%m&qigét@ﬂehé‘tw&w%m'a}fg?@r gfu AR} ©F RgoaL .eea%{]. HPNS
f oronwar fansm ssion o dat 4 1T om an originating
st dtaremitt anch rebedei drdt isorthatt tiei retwark ganntiransmitcdada frofrhan
det gj ) s .. r._avail. [ ' i fi -
(o) P4 o Rt Saft 03t LRG0 bibolieiaRp
r e actedideinttrinediatevstaliabtre rvetabd oosprishasf er abl y, t he
second probe signals are transmtted fromeach station
only while the neighbor table of said station contains
ent ri es.a)Tlefiney kbtaghgnd probindecheang udlistinchfomfaneashone
station inhe.glghbor table, a cost to destination
value for the cost Of transmtting a message from an
originating station to a destination station via each
such staby QBielfhd Ne dieh bk atn@béc%oroﬁ{gefoefi@?bﬂédet%ﬁﬁihed
station dlso maintains a tenporary record of its own
cost to destilaiat # @rohirg orannghier Hestransyizrat pigebpignals
val ue is prebglablbyotde cunulative cost, via each such
station in the neighbor table and any internediate
stations, of

c) transmitting first probe signals from each station on the selected
probing channel, other stations which receive the first probe
signals from a probing station responding directly or indirectly to
thereby indicate to the probing station their availability as

destination or intermediate stations;

d) maintaining, at each station, a neighbor table comprising details

of other available stations identified by step (c);

e) transmitting, from a station needing to send data to a destination
station that is not a neighbor station, second probe signals to,
and receiving second probe signals from, stations in the

neighbor table; and

f) maintaining as needed, at each station, a gradient table
comprising data related to the cost of communicating with each

neighbor station,



transmtting a nessage fromthe originating station to
the destination station. Preferably, the nethod

w0 p@boesgs t he step of maintaining a cal cul at edPCDER20042004111
destination value for each station constant for a
period during which other stations can update their
own cost to destination values, to prevent stations
usi ng obsol ete cost to desti®dati on val ues of other
stations in their own cal culations. According to
anot her aspect of the invention there is provided a
contemebg ato @ioweeawy tationpid selegt @ pragetdrmingdonurmbere of
st afJ 2ac e 1t LV i
¢ habtel ARt Hatii<Cit Sph ARl B8 PR R o B e hating
pl wtatidnttp aodestinationmiasioatas nfinieaimaeesbr i gi nati ng cli ent
station to a- Adestination client station via at |east
one opportunistically selected internediate client
st atheotetaimef atheraiaiakié stariersngertified by Istap Ebmay insdusleghe

Pl UL 1dsX i BREPYRY R RAGPH ol SlBORSBRAESS

points to t or client stations; a plurality
of seed stations with which client stations can

Cprg?éfgrgt?\g,ethe QBEShPGE0e §i§ﬁ£l§ Qe p?ﬁéﬂgﬁtédqfr&rﬁw\%t‘é%ﬁ ORly
wi t'h "at ast one gateway, the plurality of seed

st awhileribe eriobhai tagletdf eaidfstation icoetawe gnsesi vi ty range of
the client stations; and at |east one subscri ber

net wor k manager for nonitoring the client stations;
wheThs methagmay inslide salstiiabing.ifer earlpstasiontiothea)eighber fble,
at | g%tto%%ﬁﬂtfaﬁ'\)%%e%aﬂﬁe&ost df ghhdpGiting O0Me&dagk 8% an
one data channel; b) select, at each client station
anderigiading $1gtiaro t jar destippliefe siatian e eash sEfh statign in the
pr oRlinhfeagel for the transm ssion

Preferably, each station also maintains a temporary record of its own cost

to destination value.

The cost to destination value is preferably the cumulative cost, via each
such station in the neighbor table and any intermediate stations, of
transmitting a message from the originating station to the destination

station.

Preferably, the method includes the step of maintaining a calculated cost to
destination value for each station constant for a period during which other
stations can update their own cost to destination values, to prevent stations
using obsolete cost to destination values of other stations in their own

calculations.

According to another aspect of the invention there is provided a
communication network comprising a plurality of client stations each able to
transmit and receive data so that the network can transmit a message

comprising a plurality of data packets from an originating client station to a



of probe signals to other client stations; c) transmt
first probe signals fromeach client station on the
W@ ed080625a8 pr obi ng channel, other client stati oPCST/VRECH004111
receive the first probe signals froma probing client
station responding directly or indirectly to thereby
.indicate to the probing client station their
avai lability as destination-4r internediate client
stations; d) maintain, at each client station, a
nei ghbor table conprising details of other available
cl idsstinaioat ichery isthdian | Yiredt byagt epe (enposnistiealy npelected
f I OfRefinGdibEtie Rt PNaMPRALBE the nsRdtk ARhér ddidRises
destinafion client station that is not a nei ghbor
client station, second probe signals to, and receiving
second [ | [ ' i
el ghbor” PagT ol S RgR PP EalF s aEp ot to the
st at i on, nedwgikdel dignt statifing; conpri sing data related to
the cost of comunicating with each nei ghbor client
station, thereby to allow each client station to
sel ect & pelotityerafi seed nstatienrs ofith whdehediest estetfanentcan

stat i ons,dngh, ARME! dald 3BSdNsERbAbRy FRESMMUARERA with at
originating client station to _a destination client

st ati on 'a@SinPRf dFRvEYs tthe Bryrglity ot stgRdpsietisesoexieping the

DRAW NG g SorhebfvitgRafeedrahd cipbétsimrdi agram show ng
a WLAN network utilising the nethod and system of the

present invention; Figure 2 is a schematic bl ock

di agram gy at fddseBhe dRMEEDHHIREAVIR rhdlRigBeFokOmkniedring the
Figure 1; Fi %ute 3 is a detailed schemati c di agram of

a si ngl ight Pt 8nscei ver used in the device of Figure
2; Figure 4 is a schematic diagramof the system| evel

architecture of o
wherein each client station is adapted to:

a) define at least one probing channel, distinct from at least one

data channel;

b) select, at each client station and according to first
predetermined criteria, a probing channel for the transmission

of probe signals to other client stations;

c) transmit first probe signals from each client station on the
selected probing channel, other client stations which receive
the first probe signals from a probing client station responding
directly or indirectly to thereby indicate to the probing client
station their availability as destination or intermediate client

stations;

d) maintain, at each client station, a neighbor table comprising

details of other available client stations identified by step (c);



the network of Figure 1; Figure 5 is a schematic
di agram of a network of the invention, in which

W@ k@bsiosss communi cate wi th one anot her via i nt RCTYERMOGW @®4111

stations; Figure 6 is a schematic diagramof a slow
probi ng mechani sm of the invention;Figure 7 is a
simlar schematic diagram of a fast probi ng nechani sm
Figure 8 is a sinplified schematic di agram
illustrating the formation of a loop in a network

enpl oyi ng vector routing nethods; and Figures 9 to 11
are schemmt i drafisadr &ies ial tligst statipmgegdingtthoskndf dathgo a

i nvention for ol (ap=N e f i

DESCR P N PSR EmR ERTR PR 13 2L 2 ey, DL 3RS
rel ates to a sesohbdrape sigrelsaoi anp eecaiving iseeanst prolpe signals
communi cati o t : ] I in
I nternati onaﬁrdr?)]g’tc\g%ﬁtlgg%gp% @g?%(%angr\%ggge\’/\%ﬂgw 19887 and
WD 98/56140, the contents of which are incorporated
herei n reference. ;I ri.ef., L G (| .
such a %t mr'ﬁglﬁ{éﬁgsatf%cﬁod@t ﬁgﬁngﬁ?&%@gts l?l%ndo%rl%g
net wor k conprdaesclated fertiercost ofi gpupancting Wl ga¢tongighbor
whi ch may be fibxed f mobile, each of which can
transmt and recelve data in order to transmt
nmessages fromoriginating stations to destination
stati onsthgr%B)Q'EJ HMSLABAEN iR it 5EEERAbBIGeS iR Rtber
In order for an originating station to be in a

posi t i orpfirerseasinte cipahstaiansdgreonveratraesstissing of gigta from an
station yjomhafing 8leRESta6brAD 8 dRbtiRAY S EiRht R R hfhimum cost.
intermedi ate stations, each station nust at any tine
normal ly be in contact with several other stations.
This applies also to the case where stations are
required to relay a nessage froman originating

st BRIEF PESGRIZION.QF THE BRAWINGS | n order to do thi S,
each station selects one of a nunber of possible

pr obi ng _ . .
Figure 1 is an overall system diagram showing a WLAN network

utilising the method and system of the present invention;

Figure 2 is a schematic block diagram of a client device used in the

network of Figure 1;

Figure 3 is a detailed schematic diagram of a single chip transceiver

used in the device of Figure 2;

Figure 4 is a schematic diagram of the system level architecture of

the network of Figure 1;

Figure 5 is a schematic diagram of a network of the invention, in
which stations communicate with one another via

intermediate stations;

Figure 6 is a schematic diagram of a slow probing mechanism of the

invention;



channels to transmt probe signals to other stations.
The probe signals contain data identifying the station
w0 poogiexses on and i nclude details of its connecPCWiB2p04/®4111
other stations. Qther stations receiving the probe
signals respond directly to the probing station or
indirectly, via internedi ate stations, thereby
i ndicating both to the probimg station and ot her
stationstheir availability as destination or
internedi ate stations. The probing station eval uates
the direct or indirect responses to identify other
st at.i ons, Wi t ! [ . C i gGat [: I .
et 0O ORE B TR B PR s yepleh
the cunul ative power required to reach anot her
St %@8& 8t heriggysirgﬁllﬁqfle'a's%ﬁerﬂa@@a\géramiﬁ%t%ﬂﬁ R fbnﬁation of
ot her "stati ons, w statrons setecting a7 out e
t hrough t he relapirkabetwesleamaleyiogivgétnatdutiog setitodenarhd
a destination station which optim zes the power
gradient. This enables data throughput through the
netRigutest Dt naxi arezedematit Hiagiamamiiostraiingrad ethodeofdhel
contention be.t V\Eenmﬁ%rﬁitoh(?S}Savoﬁﬁ]%ng?c‘%?“aﬁ% bﬂoltJtrHﬁ loops.
network conprises a transcelver "able to receive~an
transmt data fromany other station within range. The
network could be a packet radi o network, as descri bed
i N DESCRIFIVONNEBR ANBMBADIMENTat | onal pat ent
applications, but it will be appreciated that the
invention is applicable to other networks in which.
US €Thes baisenn veatibre oepteni toat enethbé o nepeastoighe rmuiti-atation
internedi.ate stations ip the network, Th
de<OMBEUCHRPH BEVSTS oP pSit mﬂdsgfa%cr@g‘fj a't fnégrgrgrtl\{c%? | pgtent
betappétatehatioond/@®O64 9881 wad RVOOF e 1d0r ted ¢amtdmés ef whiak

Qoportunity Driven |t .

chggn RO P REPI PR BAFRE AP opsiion ofsuch
desetwhds as fdlowef erence to a WLAN system based on the
802.1 1b standard. An exanple of such a W.AN

arrangenent is illustrated in the schematic di agram of
Fi githree miuti-station network comprises a number of independent stations,

which may be fixed or mobile, each of which can transmit and receive data
in order to transmit messages from originating stations to destination
stations opportunistically via intermediate stations. In order for an
originating station to be in a position to send a new message to a
destination station via a selected one of several possible intermediate
stations, each station must at any time normally be in contact with several
other stations. This applies also to the case where stations are required to

relay a message from an originating station to a destination station.

In order to do this, each station selects one of a number of possible probing
channels to transmit probe signals to other stations. The probe signals
contain data identifying the station in question and include details of its
connectivity to other stations. Other stations receiving the probe signals
respond directly to the probing station or indirectly, via intermediate

stations, thereby indicating both to the probing station and other stations



In Figure 1, first and second gateways 10 and 12 each
serve as an access point to the network for a nunber
w@boosuoteses i ber units (client devices) 14, who BCBIB2004/004111
typically network users. The client devices in this
enbodi nent will typically be wirel ess network cards
whi ch can communi cate with the respective gateways 10
and 12 either directly, or ifhdirectly via other client
devi ces, using CDVA techniques. In addition, a nunber
of seed stations 16, which are wireless routers, are
depheiyachilgbitiyt asgiasiinatipnnerdnterrprdipte slaiipss. heardbing statiere
se i @ns t: e e
e B R oo by rsnl e et
coNﬁE@TﬁO@ﬁ9mﬂﬁwg@aﬁﬂxmﬁ@“tl|ent devices, particularly
indifficult environnents. ODMVA protocols can operate
over,wreless links to opportunistically relay data
betinvoericsiabsbe istaiens af the r(eémrlémaydévmt@éé)e eHveulgidvepewer
OV%%YMefdet@! Balig ﬁé‘tﬁersé’rgtrbrﬁ‘%ér%ﬁéefﬁ\fr%aa B@\R/é‘p%rléﬁlentat@%e
rel ess backhaul or fib 1 nks shown
| n othejuatations, wite sieépmsﬂgctmecﬁﬁogtea&hrwhttbe Sebitorio Aetwagn
bac |ch?q1r‘MtirnS ﬁé’ﬁ)n"\ér{oeé eRetilBs sBdn haRsh Hbtﬁ‘m%sr fle8ver

as shown. The network opportunistically
ro@@@eﬁes'élagegnwk?%l@é%lSWCNQBH‘}”SG?HQEQW bee petwork to be

subsghihbel, Wdmididuserlfetdnts aBdtomaxdnaRvédiedtations.
point to point links into fibre, into another region.

In this way a national and international network using

OO chVdtatid @ MR! haWsrkt Ydesriset nghMReker 6BR @l leo¥ive and
nmessages to be passed from any user tqQ any other user

i n teaRyMtata em Ay aiber atatl%ylthlgtramq( Thel qetwork could be a

autRRRLt r%@ld Metf/\)oﬂ\d é%pélésréﬂbecpﬂfi e étﬂivetrhéntmﬁ%&aﬂt@rnatlonal
packets to foll ow and Er ovi de | oad bal anci ng

hediataits aBpliqstigRR PUf it MK beoaprfrﬁﬂaﬁeﬂ@haémeeanﬁ%ntw%emwab*e
t hrigeeHtrthBevdiRS Wkich Qédr sttiohs chm cémukioMd et v dhother
addresses called SID (System|D). A

have unlgpe
suby&intaserediatt %P%“Sn‘ﬁﬁ'?fg'é? WS- pnitors the health of
t he vari ous stations i n t he network and manages the
r
SeCTuheI ; ove gescrlLl |0 ethod top op;?ortums{lc data transmission between
stations of a network is referred to herein as Opportunity Driven Multiple

Access (ODMA).

An embodiment of the present invention will now be described with
reference to a WLAN system based on the 802.11b standard. An example
of such a WLAN arrangement is illustrated in the schematic diagram of

Figure 1.

In Figure 1, first and second gateways 10 and 12 each serve as an access
point to the network for a number of subscriber units (client devices) 14,
who are typically network users. The client devices in this embodiment will
typically be wireless network cards which can communicate with the
respective gateways 10 and 12 either directly, or indirectly via other client
devices, using ODMA techniques. In addition, a number of seed stations

16, which are wireless routers, are deployed strategically near the



In the above described exanple, the client devices can

communi cate with the gateways 10 and 12, either
wa@lResn61598 via the seed stations 16, or via onRCDIB2Ov@®4111

intermedi ate client devices, in the manner descri bed

in the abovenenti oned International patent

applications. In addition, the client devices can form

i nstant, peer-to-peer networgs with other sinmlar

devi ces. The use of opportunistic nmulti-hop routing in

a network of this kind inproves network robustness, as

cl icamdwaleviTeasd can Thiop séed aﬂatiemenatf@ctigay eweys thé cotmnge

current eway f ai a ndst

por PTenatLL et g Be aB0ierh B SRehaf bs Rty ranae of
connesligrmaavicd() patticliariy ysdiinsl etdirenmantge t ends to be
reduced drastically, typically to |l ess than a hundred
neters. In order to increase coverage to distant

cl i@bmMAdeviazels ddmeoptabta ovat evingless libles teedpmeidnistically welay

f I I
DSt el LELLRLR 8 FcHASEREM S 050 e
t hrngd;r}autsuslmfafsdo&l facza attvodisi end tiewireless béckhhel o
lBF%ﬁIS agld ps?wro n dldy?%ﬁﬁl]i relaﬁ%d'f%}ﬁ s{égor??d é’tgﬁoﬂ rWa?

es can,
mJ libvghveewin® psd Mrelelae hbpghreshopgatiawiraless bdokbaly s §b@dﬂ
stations and nei ghboring client devices, transmt data
to a destination, avoiding network congestion. The
optTheahetusek opparhiaisticdlly ravtgs mag@ﬁwﬁelew freiugidoscriber

Co%%ﬂb{:\:@rgﬁfg&ig téé@dé%oég% a?E%H E%{(VIQ Bﬁﬁp &Pt Ig’llﬂg

users shows a s dlagra

cl iietotfibde viitc@nbthenfageprpart of an 802.1 1b W.AN. The
client device includes a Sansung S3C2500
m crocontroller 40 with ARWA40T Rl SC enbedded. It also
pr dui tthes wag/ 4 O@tivbglsarkt frdemeatiorabmetvpirk arsinig @DMAvoyig the
Co | i

g 8L g f P roh ol EGTREIE Fasto ol el
Pr dg mmthewr%@mwﬂcw the iwprldgdhp petvark wifl agtppptically

Fl g Qﬁltqngizéé!fp ackERE tH @Yibkeard pldiRRSI0Ad
hi gﬁ{ay I nt egr at eg ZD1201 ANMCOIT‘bI nati on chi g
balancing and healing of broken links by finding alternate paths through the

network. All units in the ODMA network have unique addresses called SID
(System ID).

A subscriber network manager 22 monitors the health of the various

stations in the network and manages the security and billing of the network.

In the above described example, the client devices can communicate with
the gateways 10 and 12, either directly, via the seed stations 16, or via one
or more intermediate client devices, in the manner described in the
abovementioned International patent applications. In addition, the client

devices can form instant, peer-to-peer networks with other similar devices.

The use of opportunistic multi-hop routing in a network of this kind improves
network robustness, as client devices can hop to alternate gateways if their

current gateway fails, and tends to eliminate bottlenecks and improve



42 whi ch uses high speed DSP hardware logic to perform
802.11 and 8Q2.1 1b baseband nodul ati on and

waleowsdedsat i on. To follow up the future MAC st aPCiEIBP804/004111
defined by I EEE 802.1 1 group, an ARM/ RI SC processor
i s enbedded in the zZD1201 chip. This permts use of
the |l atest WLAN features by sinply upgradi ng the
software drivers. The clientgdevice includes a SA2400
fully integrated single IC RF transceiver 44 designed
for 2.45 Gz wireless LAN (W.AN) applications. It is a
di oweetall cetwerk siednrmartieo larcohvendionalrd®2t Hatsystems, the range
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Cothier dbta(chaelvipt langer, en tehitoadlusie duffase for all client devices

Thc?rI tﬁQSWLAtI\FrTﬁ gfs%' Bf g??%nisﬁ@{ﬁigﬂﬁ@ﬂ rJ)J’(?\gt solves thls

up-conver si on, vers. ener 1 oNn
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ching time o he transmtter typical system
peWowm&@ffp@déﬁﬁteelﬂsﬁr%re an output power range from
- 7 dBmto +8dBmin 1 dB steps, -40 dBc carrier

| eakage after calibration, 22 dB sideband suppression,
i nEilsriie 2ceoemsm sebamatie plack digarasn oba ciem! davies E&wews@ of
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2. 8% %netT%n%Wérgead%én\(@rg/ngm 0f2d iM@aGPIOs to
out put power conpliant' with the I EEE802.1 1b_st andard

Theo pomsTcaiemyiins & &ANackie. PrelMigeid r&ﬁd%rna%?pzﬁb rBase-

degaptobrocBERY] diRdsecEXoo ehib a8 @qRIHPE® ifith WPMbitt Pagh and
outgut power of the device.
8Mbit SDRAM memory.

The device includes a highly-integrated ZD1201 WLAN combination chip
42 which uses high speed DSP hardware logic to perform 802.11 and
802.11b baseband modulation and demodulation. To follow up the future
MAC standards defined by IEEE 802.11 group, an ARM7 RISC processor
is embedded in the ZD1201 chip. This permits use of the latest WLAN

features by simply upgrading the software drivers.

The client device includes a SA2400 fully integrated single IC RF
transceiver 44 designed for 2.45 GHz wireless LAN (WLAN) applications. [t
is a direct conversion radio architecture that is fabricated on an advanced
30 GHz fT BICMOS process. The SA2400A combines a receiver,
transmitter and LO generation into a single IC. The receiver consists of a
low-noise amplifier, down-conversion mixers, fully integrated channel filters,
and an Automatic Gain Control (AGC) with an on-chip closed loop. The



The device further includes a DC-3GH# SPDTRF swi tch

48, which has low insertion | oss and positive voltage
wop@satisesr with very | ow DC power consunpti on.P@I/iB2064/004111

RF switch 52 close to the antennas 54 and 56 provides

the ability to choose which antenna is used for

transm ssion or reception. Fromthe sel ected antenna,

the received input is appliied-to a 2.45GH#z bandpass

filter 50. This filter rejects interferers outside the

2.4CGHz |1 SM band. A second RF switch 58 close to the

2. #56tnitleandpass Honet eamping\Viltdes upXoRErsiant atd prg-driveiss

switch i Y | ead : L '
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t hen t N I ' f
ol st aSiraRyt 2 B TRHRRARI BRI Ig Bl Symon
op erategdjechioredft 3ed B, ngRoptenkr switstiingdime o pewer node
to cover a high output power range. Wien operated in

hi gh-power node, the TX QUTJ O is sel ected and goes

t 0 TheedeMREOGIMRIRSE i F Pewet amplifyistRgenn ghe dertpat apa\we P91
Wh i - '
A e s L e U
di beod! The tities deliversa26pBnacifegn evipenpqver siopplige gvithythe
t h - n 5 N i
i PR oo TR R 400 | PansEayrer 268, hELGES AN an-chip
nowewge daisctsd, rrevidinatd PCaictigeaniopprtipngp dha outpippgvwer of
sheys g system I evel architecture of the network of
Figure 1. The system essentially conprises subscriber
units or users (client devices),

The device further includes a DC-3GHz SPDTRF switch 48, which has low
insertion loss and positive voltage operation with very low DC power

consumption.

A first RF switch 52 close to the antennas 54 and 56 provides the ability to
choose which antenna is used for transmission or reception. From the
selected antenna, the received input is applied to a 2.45GHz bandpass
filter 50. This filter rejects interferers outside the 2.4GHz ISM band. A
second RF switch 58 close to the 2.45GHz bandpass filter provides TX/RX
switching. This switch in receive mode leads the signal into the LNA
section of the SA2400. Next, the signal is mixed down to baseband with
the quadrature downconverter into the | and Q components. Finally, the
signal goes to the ADC’s of the ZD1201. The baseband circuit samples the

waveform and then despreads and demodulates the received data.

On the transmit link, data can be DBPSK, DQPSK or CCK modulated,

resulting in a baseband quadrature signal with | and Q components. The



seed stations, and gateways that link the client

devices to a WAN. The client devices can conmuni cate
wowak/oeses ot her by rel ayi ng nmessages direct| yp@OEIBRM&I004111

thensel ves or via the seed stations. If a user wants

to access other networks such as the Internet the

nmessages are relayed to the WAN via a gateway and then

a router network into the at{fjer networks. The gat eways

act as translators fromthe ODVA protocols used by the

client devices and seed stations to other protocols
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the VWWAN via a gateway and then a router network into the other networks.
The gateways act as translators from the ODMA protocols used by the

client devices and seed stations to other protocols such as TCP/IP.

The operation of the above described network will now be described with

reference to the schematic diagrams of Figures.5 to 11.

In Figure 5, an originating station A is able to communicate with five
"nearby" stations B to F, and is transmitting data to a destination station O
via intermediate stations B, | and M. The stations A to M and O will
generally be user stations comprising client devices as described above,

but some may be seed stations, for example.

In order to maximize the efficiency of the network, it is desirable that each
station should have a number of "neighbor" stations with which it can

communicate, in case that station needs to send or receive a message. On



trying to communi cate on the sane set of channels. The
channel s can be defined as having different
wo e@queases es, different nedia, different codi nBCT/E&R004/004111
di fferent spreadi ng codes), different antennas,
different tine slots etc., o r any conbination of
these. In order to optim se channel re-use, the
stations try to maintain a-%2vd ted nunber of imediate
neighbors typically 5 neighbors. A neighbor is
i ned as anather statjon that a given station can
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A station can limit the number of neighbors it sees or that see it by
changing its transmission frequency, changing code (PN Sequence),
increasing its data rate, and dropping its transmit power. All stations will
gather at predefined Probing Channels where they will find other stations to
communicate with, using probe signals. Once another station is found and
either of the stations have data to send to the other they may then move to
a less used Data Channel.

The method of the present invention comprises two kinds of probing
processes, “slow probing” and “fast probing”. The slow probing process is
used by each network station to gather neighbors, while the fast probing
process is used to construct gradients between originating and destination

stations.



maxi mum power. Each station will transmt slow probe

signals at regular intervals (determ ned by a Sl ow
woe@bmeeibesrer) trying to find other stations. SPEI/IBMGH004111

indicate in their slow probes that they are able to

detect other stations probing and in that way stations

will vary their probe power until a certain

predet ermi ned nunber of statgons indicate they are

able to detect the probes. If a station never acquires

t he required nunber of neighbors it will remain at the
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There can be a nunber of Data Channels defined for

each Probing
Each station will randomly vary the Slow Probe Timer slightly between slow

probe signal transmissions to avoid collision with other stations. Should
any station start receiving another station's transmission, it will reload the

Slow Probe Timer with a new interval.

In a network of mobile stations the stations are constantly moving, and as
such the number of neighbors will constantly be changing. [f the number of
neighbors exceeds the required number a station will start to increase its
data rate on the probing channel. It will continue to increase its data rate
until it no longer exceeds the required number of neighbors. If it reaches
the maximum data rate it will start to drop its slow probe transmit power by
10dB increments until it either reaches the minimum transmit power, or no

longer exceeds the required number of neighbors.

When a station replies to another station’s slow probe on a Probing
Channel it will limit the length of its data packet to the Slow Probe Timer



Channel . The station that is requesting the change

wi Il randomy select one of the avail abl e Data
wWChaskedsss (Wien the other station receives theCT/BRp@B104111

it will inmediately change to that Data Channel, where

the two stations will continue to conmunicate until

nei ther of them have any data to send, or if the

maxi mum time for remaining-ofn-the Data Channel expires

(set by a Data Tinmer). Alternative data transport

protocol s could al so be used. When a station changes
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power |evel of probes and indicating in probes which
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I.n thi ,
When a station changes to the Data Channel it Ioaés tlhg DW;’\?QIT%AEL. It will
remain on the Data Channel for as long as the Data Timer will allow. When
the Data Timer expires the stations will revert back to the Probing Channel

and start probing again.

The schematic diagram of Figure 6 illustrates the slow probing process of

the invention.
The slow probing process consists of three basic functions:

1. Neighbor collection
2. Power learning

3. Ramping of neighbors

The process of neighbor collection consists of a station probing at
increased levels of power until neighboring stations indicate in their own
probes that they are detecting the probes of the first station. This is called
neighbor collection. The power of the probe is increased until a
predetermined number of neighbors indicate that they are detecting the

probes.



stations can |l earn what power |evel they require to
reach various nei ghbors. Each tinme a station probes it
WO pabsoerses its transmit power and noi se fl oor PCHIBY04i04111

stations it has as neighbors. Every tine a station

hears anot her station probe it calculates fromthe

probe the path | oss and power required to reach the
station fromthe path |oss.amsd the noise floor of that
station. The path loss to the neighbor and the power
required to reach the neighbor is stored in a table

kept at each station called a neighbor table. If a
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is stored in a table kept at each station called a neighbor table. If a
neighbor is no longer heard then the path loss and power level required to
reach the station is increased or “ramped” in the table until a certain level is

reached at which point the neighbor is removed from the neighbor table.

The slow probing process of the invention is described in more detail in the

following example:

Slow Probing Parameters

e Min Probing Power (PPmin)

¢ Max Probing Power (PPmax)

e Probing Power step (PPstep)

e Probing Interval (Pint)

e Probing Interval std dev. (Psdev)

e Probing Intervals per power step (nPPs)

e Neighbor Timeout interval (TNint)

¢ Close Neighbor Timeout interval (TCNint) (TCNint < TNint)
o # of close neighbors to gather (nNbrs)

e Max # of neighbors to include in a probe (nPNbrs)
. Station noise floor (Nfloor)

¢ Loss ramping time (tinc)



Types of Message Probe Probe Ack Definitions
Nei ghbor: a station that has transmtted a Probe or
wor@bmeek that can be seen at this station. EIDE2004/004111
Nei ghbor: a Nei ghbor that has transmtted a Probe that
contains this station's ID. Protocol (for each
station): At regular intervals (Pint +/- Psdev) each
station sends out a Probe.-f@itially transmt at power
PPmin. At each nPPs intervals increase power by PPstep
until at |east nNbors C ose Nei ghbors have been found
(t hey hizose raegpooadecnylLidt) (¢B)s station's IDin their
Pr obe messages) or t r reaches PPmax (at which
stagé® cWEl UEJWSB%WT‘%XE% ssions at this power
level). If nore than nNors C ose Nei ghbors can be
seen, start ranping the power back down. A Probe
cohvpestef Mgssage f ol | owi ng i nformation: a. The noi se
fl oor Ig %‘)hls station (Nfloor). b. The transmt power
of tHis"PPBbe message. c. The total number of
Nei ghbopgpeiadihi s station (not used at present). d.
The total nunber of C ose Neighbors of this station.
e. The station IDs of the nearest nPNors (or fewer)
Nebgﬁm%ﬁs(or possibly all Neighbors - an option).(The
earmiess of a Nei ghbor is based on the recei ved power
of t hat NDighigbRar statibagfat RaohansmisteageProvben Mobe Ack that
probing, the statjon is. Ilstenl ng for Probes (or Pr obe
Acks) frBYROBRET aﬁ?‘éﬁsit When anot her station's
Probe i gicheandighbbe &ﬂ@é]glﬁﬂdr patveas transmitted a Probe that

contains this station’s ID.

Protocol (for each station):

At regular intervals (Pint +/- Psdev) each station sends out a Probe. Initially
transmit at povwer PPmin. At each nPPs intervals increase power by PPstep
until at least nNbrs Close Neighbors have been found (they have
responded with this station's 1D in their Probe messages) or the power
reaches PPmax (at which stage continue Probe transmissions at this power
level). If more than nNbrs Close Neighbors can be seen, start ramping the

power back down.

A Probe consists of the following information:

a. The noise floor at this station (Nfloor).

b. The transmit power of this probe message.

c. The total number of Neighbors of this station (not used at present).
d. The total number of Close Neighbors of this station.

e. The station 1Ds of the nearest nPNbrs (or fewer) Neighbors (or possibly

all Neighbors - an option).



info in the Probe nessage is used to determ ne the

path loss to that station. The noise floor information
WO g005l0625281sed to deternine the m ni num t ransni PCPTBI804/004111

needed to send a nmessage to that station and the

Nei ghbor tabl e updated suitably. If a station is heard

that: (a) is transmtting its Probe at PPnmax power,

(b) clainms to have fewer tham.nNors C ose Nei ghbors,

(c) is not one of the Close Neighbors of this station

and (d) that this station can communicate with, then

t hﬁ'héeﬁ@éme§$ aff i @mé:g;hkmonsimaewobrathé_@é@ﬁvﬁd Nedvgdrberr that

as ngmge Stgl (+/ - Psdev) send a Probe Ack
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the renote station. The Probe Ack contains the
followng information: a. The noise floor at this
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t i p@yeradeeddd® $end henesspoe t@ thdt asgionrartdhthe evighpor table
Reett hi t intervals of tine until either the
enﬁ?‘%? SH%%@('M by a probe, or until the

transmtpower required to reach the neighbor using the
reported | oss exceeds the maxi mum permtted power by
Lel agBatidmisthigerd thet.er case set the loss to infinity.
Not e  t hat chan ere cause exi sting

gr GRS PYINgr @ff@b?%gs%'@?‘ﬁﬁ)j"e 'A probl em whi ch can
ocﬁj: *rﬂsttgﬁa\%)%\f\%rQ%%Q{Nﬂ?géld@tm%bo@d in other

s of vector routing, where a st'ati ons on the
r o) & st oMeedT thdr€lose Neighbors of this station and
(d) that this station can communicate with,

then the remote station is considered a "Lonely Neighbor". In this case
immediately (+/- Psdev) send a Probe Ack message at a suitable power

that it can be heard by the remote station.
The Probe Ack contains the following information:

a. The noise floor at this station
b. The Tx power of this Probe Ack message
c. The station ID of the "Lonely Neighbor"

If this station hears a Probe Ack message containing this station's ID, then

the transmitting station is tagged as a Close Neighbor.

If a neighbor table entry is not updated (by probes from that neighbor) after
time tinc, add Linc to the reported loss in the entry. Repeat this at intervals

of tinc until either the entry is updated by a probe, or until the transmit



originating and destination stations are not known, is
that the route to the destination station could
w0 p@b0as28 he originating station, effectively PCEHE200MP04111
a loop in the power gradient. If the loss is at
infinity and no entries exist in the gradient table
i nvol ving the nei ghbor, then the neighbor table entry
shoul d be deleted. If a Protse/ Probe Ack is not heard
froma Neighbor for TNint then drop the Neighbor. If a
Probe/ Probe Ack is not heard froma C ose Neighbor for
mear reheired vienth theenalyigms USBiggh® 630 BieE KOFS0S1BEIhiHST
(ﬁ}%rrﬁﬁ?& rptoglefarb@ rdd Gl &Y thRelh@hbesscCaR thE loss to

ate e transmt power to reach the
nelnfghtyo Noterthat eheangps Beteewngy el FauSEOSXRing-gradients o Treeze
g&a% Qﬁ@] Cost Less than 10 dBm = Cost 3 Less
7 m = Cost 4 The cost -is an indication of the
pomer required to reach a nelghbor The nore power
required thﬁ@ﬁnre interf nd.the hi
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f adddsenatbrt bagen beps idelesthewsriginabiey dievieh,cgectely creating
i ndj cat.i on of the required to reach nei ghbors.

| f& Q?H%S? PO SL A W@gsage for a destination that is

not one of its neighbors, for exanple, a distant
station across. the networ [ ins to.tr nsmt f st
o1 BRGNSy 489 8P SBUISREBIHEL T A 2SN Bop ke
t hesighesdr tahiteneiditeoritafl@en\y sitould Se dalkleed a gradi ent
and 1s an indication of the cunmulative cost to reach a
desti nati on. V\hen a station starts to fast probe it
i ndi cat I;hat
If a Probe/Probe Ack IS not heard from a Neighbor for TNint then drop the
Neighbor. If a Probe/Probe Ack is not heard from a Close Neighbor for

TCNint then revert the Close Neighbor back to Neighbor status.

The cost to a particular neighbor can be calculated in terms of the transmit

power to reach the neighbor.

For example less than -10 dBm = cost 1
Less than 0 dBm = Cost 2

Less than 10 dBm = Cost 3

Less than 17 dBm = Cost 4

The cost is an indication of the power required to reach a neighbor. The
more power required the more interference, and the higher the cost in

terms of power (battery) consumption etc.

If all the costs for multiple hops are added together then the total cost is an
indication of how much power would be used, or interference generated, if

a message followed those hops.



| ooki ng for a destination and nei ghbors hearing the
fast probe will fast probe thenselves until the
waele®sioeeses on hears the fast probes of its nei gh@DIB004/004111
The gradient is then built through addi ng cumul ative
cost until the gradient reaches the source, and the
source can commence to send nessages to nei ghbors that
have | ower gradients to desti9@nati on, which in turn can
send themto their neighbors until the destination is
reached. Each station keeps a record of the
(cumul ative cost) gradients to each destination of
ea el , t
dolts Aoyl BRRELENA%S anlfiickich BATpBHEE M@ Bfeacn
st aiglosswi th a | ower cunul ative cost to destlnatlon.
A station can pass a nessage to any of its nei ghbors
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cancel l ed by source or destination stations, or the

radients tinme out. Fast Probin rame
g Each station keeps a record of the cur%ula?ve costs gradients to each

destination of each of its neighbors, and its own gradient to the destination.
Each station only passes messages to stations with a lower cumulative cost
to destination. A station can pass a message to any of its neighbors with a
lower gradient to destination. Neighbor gathering via slow probing and
gradient generation via fast probing allow a station to develop a number of
choices of stations with lower cost to any destination that can send
messages to such destinations. The neighbors are maintained all the time
via slow probing and gradients are only developed on a needs basis when

messages need to be sent to stations that are not neighbors.

The fast probing process or algorithm illustrated schematically in Figure 7 is
used to construct gradients along paths between originating and destination
stations. The gradients are preferably expressed in terms of cost to
neighbor (Cy). The process starts when either

e A message is originated at the station

or

e A fast probe from a neighbor is interceptéd



Fast probing rate (FPRate) in nsec. Maxi mum hops for
a fast probe (nmaxHops). Gadient tinmeout (Gineout)
WO pooswexs28 Maxi mum accept abl e cost (nmaxCost). PET/B2004/004111
entry tinmeout (Ftine) in nsec Station data structures
Note that the data structures bel ow may have ot her
information in them not directly pertaining to the
fast probing algorithm Neigbbor table An entry for
each nei ghbor. Nei ghbor table entry Neighbor station
ID Current cost to neighbor (CN). An entry for each
gr Aditetidn camaienin fasbefabganeicde ainkledll gdiegisbiois GeltiRing
en r
R ST e B GG
f oouteach gradi ent currently bei ng nmai ntai ned. One
entry per destination. Gadient table entry
Destination station ID Current best cost to

deBaghBraking Parymelers ent best cost nei ghbor station ID
102 E0PhALHG rhFBRRS okt 0zen time ot Frozen

cost (
e Maximum hops for a fast probe (maxHops).

e Gradient timeout (Gtimeout) in msec.
e Maximum acceptable cost (maxCost).
e Frozen entry timeout (Ftime) in msec
e Station data structures
Note that the data structures below may have other information in them, not

directly pertaining to the fast probing algorithm.

Neighbor table

e An entry for each neighbor.

Neighbor table entry

e Neighbor station ID
e Current cost to neighbor (Cy).

e An entry for each gradient currently being maintained.

Neighbor gradient entry

o Destination station ID.

» Neighbor's current cost to destination (Cnp).

Gradient table

e An entry for each gradient currently being maintained. One entry per

destination.

Gradient table entry

¢ Destination station 1D

e Current best cost to destination (Cp)



Frozen neighbor ID (NF) Gadient tinme-out Source
station List, containing an entry for each source
war@asies2z$havi ng the same destination. Source SPEI/IB204/004111
entry Source station ID Hop count Maintain status
(yes or no) Fast probe data format Transmtting
station ID Noise floor at station Transmt power A
nunber of gradient entries-21typically one for each
destination entry in the Gadient table for which the
transmtting station is maintaining a gradient and
whi che h&gireenh eegjieostnemxgor Bigtiofes -not exceed maxCost .
Fast pr ' y Destination station ID.
Best gogﬁg%%{%gﬂgtggéwnatgﬁﬁ (PDG fromthe transmtting
st at i on.FrotarsimepbutSour ce stations. Source station
entry urce s ion D Mintain status (yes or no)
Hop cou tr%eélcor# %Fgg starts/continues when the
G adi entFrbad eeigidoot &D (ISr)one or nore entries. Fast
pr obe mésg es;are {generat ed at FPrate until the fast
pr obi hg ¥ %é‘. "BESH pr obi ng st ops when no entries
remai & igouree s@tiadilast doalliring an entry for .each source station

having the same destination.

Source station entry

e Source station ID
e Hop count

e Maintain status (yes or no)

Fast probe data format

e Transmitting station ID

e Noise floor at station

e Transmit power

e A number of gradient entries — typically one for each destination
entry in the Gradient table for which the transmitting station is
maintaining a gradient and which has a neighbor PDG that does not

exceed maxCost.

Fast probe gradient entry

e Destination station ID.
e Best cost to destination (PDG) from the transmitting station.

e List of Source stations.

Source station entry

s Source station ID
e Maintain status (yes or no)

s Hop count



If a new nei ghbor is added by the Sl ow Probing
process, entries for each destination in the G adi ent

w0 adwsmezseril d be added to the Nei ghbor table. |PCHIB2004/004111
nei ghbors are deleted, the Gradient table would al so
be deleted and the station would | eave fast probing
node. Wien a source station (the current station)
originates a data nessage teoa given destination or
receives a data nessage from a neighbor that is
destined el sewhere, three possibilities occur: 1. The
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station is conpletely finished sending data to the '
de ?tWHt"YO&Lﬁ:ieg?e fﬁ&f&éblnlgsm%%r’ respondi ng Gradi ent table
entry by setting maintain status to "no". This flag
wil ], then be dissem nat - r
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dest i natThen Gradietthtabe adnteins aralshisy doedhe siestiniatiomyef the
entry for %élsnge”gﬁé age %g?tt Bt + P rblyesmtw'%;cioqo%%@q{ot hayged

corresporﬂ source st ion entr at sour ce .
st ati on rhExCastatiddus tapse Hbe enesspue cavube drassaitiegnyi the

list. If apl e y has not beenupdated for
Gi rreoutsjp%tc{fw'g?n‘?ﬁgp&{éntry is deleted. The

cor r e@pofith yadianty fakde does not contain an entry for the message
destination. In this case, a new Gradient table entry is created (with

status of “yes” maintained) and the message must be queued for

future transmission.

In each case above, the hop count in the Gradient table is set to maxHops.
When an originating station is completely finished sending data to the’
destination, it marks its corresponding Gradient table entry by setting

maintain status to “no”. This flag will then be disseminated by a future fast

probe.

If the Gradient table does not already contain an entry corresponding to the
message destination then an entry is added for that source/destination. An
entry is added to each of the Neighbor tables for the new destination. If the
Gradient table does contain an entry for the message destination, but does
not have a corresponding source station entry, that source station ID is

added to the entry’s source station ID list. If a table entry has not been



in the Neighbor tables are deleted. A fast probe

nmessage is formed by enunerating, for each known
waele®sioseses on in the Gradient table, the best cPSI/IB2004/004111

destination (CD = min(CN + CD) for all neighbors N)

for that destination. If a Gradient table entry is

frozen and all values of CND>CDF (for all neighbors N)

then the value of CDis senpzfromthe G adient table,

ot herwi se the best cost to destination CD as

cal cul ated above is used, but only for the subset of

neiugbdted SorsGirhedih athe Ot EBXFy Isfdeletied. Ghadioerspdralrigeentries

entry is.not froze of the gradients via
nei'rb%ﬁd\?%gqﬁ’é’\r/gab q{e%ﬁ%gdjthat exceed maxCost then that
destination entry is not included in the rressage | f
dient table r t
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i ndebimaGoadi ratGradibhigtabler the hestgiostn d@ememna(@m nhrze(§N +
al | S)Oﬁégg%%g%&/rfp\@po&qﬁé{r&té lnat|311then t hat destination

entty . I'hc e message. The Source
entrl es in the fast probe nessage correspond to those

h Gr d '
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Lomelghbomesi Njitben the \NIUe cﬁdlbrls eerdtieon e Gadientdgblar @therWlse
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stétus rce entries are deleted, the
corsubsyondeiggbaestemiet Gm<entry is deleted fromt he
G adient table. Wien a fast probe nmessage is received,

the Transmitting station ID, noise floor and transmt
polethd redient tabie iantyhie netskerse ane aliseld thep arRsinnte via
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or statl no such nei g bor exi st S, a new
Neueg hbbincludb én #e messagec ffethe &¥adieat tablecenthyastirqgeabinat

ar 31% loﬁ%ﬁt%fl’ lstgl \A};E\e/arﬁgggﬂ 09 rtl?:lf%::r)ﬁ‘é;%a@@g:f &% @ﬁfﬁ‘y in the
pr é.?yradl@gt tagledggthe given destination has all Sou%%rentr(;%%p%ourﬁtlsqil ‘Ir
then that destination entry is not included in the message. The Source
entries in the fast probe message correspond to those in the Gradient table.
The fast probe message is transmitted with enough power to reach all
Close and Lonely neighbors. All Source station entries are deleted from the
Gradient list if they have a maintain status of “no”. If all source entries are
deleted, the corresponding destination entry is deleted from the Gradient

table.

When a fast probe message is received, the Transmitting station ID, noise
floor and transmit power information in the message are used to update the
cost to neighbor (Cy) for the transmitting neighbor station. If no such
neighbor exists, a new Neighbor table entry is created. For each fast probe
gradient entry, the neighbor gradient tables are updated with the new

values of Cyp regardiess of their previous values.

For each fast probe gradient entry, the Gradient table is updated as follows:



For each fast probe gradient entry, the Gadient table

is updated as follows: Change the gradient tinmeout to
WO edosmeex528 he current tine. Copy source stati onPERIB20@004111

fromthe probe nessage table to corresponding entries

in the Gradient table. Decrease hop counts by one. Add

new entries if not already present. Update the

Nei ghbor gradient entry. Update the G adient table

entry for the specified destination as follows

(assum ng the fast probe gradient entry is from

neiChhabge the gradinntistout testefled thieetrinhitmen of CND) | f

G adi , '

chGeBoulsR ol ks 1 LEBFAR, hoectlb Py S PRERElD

C antlieshathec@ienttahst t hr ough nei ghbor N t hen not hi ng

is LI [ | ess than the current best cost
to%g&%sﬁgtoﬁgﬁﬁgggxgﬁ?hat cost is not through nei ghbor
N leémeu\p@fatl@rfh@t atigadeptespaist cost C to the decreased
va : iiS, | ess than the current best
cos %ta%gs}%l%rgolr gjr%aghlgﬁﬂgﬁ/fhat cost is through N then
updipdete te Cuadienit tablesentoofr toe tspetiied desinalise @svigliues
%!‘an‘&ée thENadt R %@g%g??ﬁ@ris B dMoE erﬁi%rﬁesp&%‘{ to

cost to destination at cost i's through N then
.th@iegirllmﬂlpér@f%xﬂbl e entry is frozen: The Frozen status
is set to "on" and the Frozen tinmeout is set to Ftine,

and CDF is set to the current value of C. Set Cto
t héf Geadientgable adnueotdr@zeRD, and retain the nei ghbor

st Wd),?lrbcflo[?s ?M:a)(er%ﬁq ¥hi gl thee fclRgRmespsdst (lestiRtion Cp
attained. If Gadient table entry is frozen A |f N =
NF anp that cost is not through neighbor N then'nothing is done.
If Cn+Cup is less than the current best cost to destination Cp and that cost
is not through neighbor N then update the current best cost Cp to the
decreased value Cy+Cnp.
If Cy+Cup is less than the current best cost to destination Cp and that cost
is through N then update the current best cost Cp to the decreased value
Cn+Chnp.
If Cy+Cnp is greater than the current best cost to destination Cp and that
cost is through N then the gradient table entry is frozen: The Frozen status
is set to “on” and the Frozen timeout is set to Ftime, and Cp is set to the
current value of Cp. Set Cp to the new higher value Cy+Cyp, and retain the

neighbor station 1D (Ng) via which the frozen cost Cpr was attained.

If Gradient table entry is frozen

A. If N=Ng OR.
B. If N <> Nz AND if Cyp is less than the frozen cost Cpr
then:

If CN+CQD is greater than or equal to the current best cost to destination Cp
and that cost is not through neighbor N then nothing is done.

If Cy+Chup is less than the current best cost to destination Cp and that cost
is not through neighbor N then update the current best cost Cp to the

decreased value Cy+Cnp.



B. If N<> NFANDif CDis less than the frozen cost
CDF then: If CNHWCND is greater than or equal to the
W@ aoseers2dest cost to destination C and that cPGI/IB2904/004111
not through nei ghbor N then nothing is done. If CN+CND
is less than the current best cost to destination CD
and that cost is not through_neighbor N then update
the current best cost CD to“t’he decreased val ue
CN+CNDI f CN+CND is | ess than the current best cost to

dest inatian CD th r
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8 shows a nunber of network stations Ato |I. Each
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Assume that all of the other stations are developing gradients to a
destination station A, that the cost to neighbor (Cy) is 1 in each case, and
that the cost from stations F to | to station C directly is 10. After a time,
station | will know that the total cost to station A, via stations H to B, is 8. If
the cost between any of the stations, for example, between B and C, should
increase, this will affect the costs all the way up the chain and each station
should increase its cost to A, since all routes to A lead via the link between

B and C.

If the cost from B to C goes up suddenly to a high number (say, infinity, due
to B and C losing contact with one another) and C does not hear any
probes or transmissions from B, then C changes its cost to A, via B, to
infinity. Station C continues to listen to other stations’ probe signals and
hears, for example, probe signals from station | indicating that it has a cost
to A of 8. Since the cost from C to | directly is 10, this results in C thinking
that it can go via | to A at a total cost of 10 plus 8 or 18, which is better than

infinity. However, this is of course not true, as if a transmission is routed



increase, this will affect the costs all the way up
the chain and each station should increase its cost to
Wa\2008/062528 al | routes to A lead via the |ink bepomER®/004111
and C. If the cost fromB to C goes up suddenly to a
hi gh nunber (say, infinity, due to B and C | osing
contact with one another) and C does not hear any
probes or transm ssions fropgB, then C changes its
cost to A via B, toinfinity. Station C continues to
listen to other stations' probe signals and hears, for
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an a "frozen' test value. The
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cost to A of 3, and would not update if it did not hear a station with a-cost to
A of less than 3.

It is important that the freezing period should be long enough to allow for
any station up the chain that station C can see directly (at any cost) to be
updated. In the present example, station C can see stations F, G, H and |
directly at a high cost of 10. Thus, the freezing period must allow sufficient
time for the probing process to update stations F to | before allowing C to

select one of them as an intermediate station in a route to station A.

In the present example, if the freezing period is set to, say, 10 probe
intervals, then after 7 probe intervals, station | would be updated and will
show a cost to station A of infinity. If at this point station C unfreezes its
test value of 2, it will only receive probe signals from other stations

indicating a cost to station A of infinity, and will not select any one of them,



own frozen test value in the interim For exanple,

station B would have a cost to A of 3, and woul d not
wapaane2sed it did not hear a station with a coBCT/IBR0$N/004111

of less than 3. It is inportant that the freezing

peri od should be | ong enough to allow for any station

up the chain that station C can see directly (at any

cost) to be updated. In the,present exanple, station C

can see stations F, G Hand | directly at a high cost

of 10. Thus, the freezing period nust allow sufficient
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present exanple, if the freezing period Is set to,
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st akhrapled of infinity. If at this point station C
unfreezes its test value of 2, it will only receive
probe signals fromother stations indicating a cost to
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ex SHYIEY %'S E%lon will illustrate two exanpl es of
the freezi ng and re-freezing process. The first

deEcrl bis a sinple situation in which the best next
neid! tays unchanged. The second shows the best
next nei ghbor Changi ng while it is frozen. Exanple 1

ShaTE SRR i ot B TR by il . B Bl Go time but

opepartalnomfor/éagh &de:elmg opegratioreated from S to D. The
Gradient Table (GI) of station Mis as bel ow

A gradient is created from S to D. The Gradient Table (GT) of station M is

as below:

Assume the Cyp changes from 6 to 7:

GT(M) lCD ]N .F ’CDF INF |Ftime
D \11 |(1) |Yes ‘10 |(1) ‘100

Ftime is the time out count which means the frozen status will be cleared
after 100ms. If the Cyp changes again before the first frozen entry times
out, say from 7 to 9, this is referred to as re-frozen. The GT of station M will
be as below. At this moment, we will use the re-frozen table which keeps

track of the Cpr Nr and Ftime.



GI(M CDND10 (1) Assune the CN changes from®6 to
7: GT(M CNF CDF NF Ftine D 11 (1) Yes 10 (1) 100
WO-20086862588 t he tinme out count which neans the fPOREBR004/004111
status will be cleared after 100ns. If the C changes
again before the first frozen entry tinmes out, say
from7 to 9, this is referred to as re-frozen. The GI
of station Mwill be as beldd+ At this nonent, we wll
use the re-frozen table which keeps track of the CDF
NF and Ftine.GT(M CDNF CDF NF Ftime D 13 (1) Yes
10 (1) 40T(1M) ([Fd00 THY timef of Cee [Becondtisne ry
(100ns) Wi b tart VETTIVEL Createdzghen t he
first en ry ti :I|E3; out , WV\XE Yleg L(Z t g 4a0nd N
val ues in the second rie- frozen ehtry. 00
i npl ementation, we wil'l copy thdse entries forward.
GI(M CDNF CDF NF Ftine D13(1) Yes 10 (1) 0 11
(1)ThetiniEnef the-seremyemy (Dghe) wikpperrisewdeali is Pieated.
Exanpl e 2 This exanple is based on station (M in
Figure 10. A gradient is created fromS to D. After
st aWidni thenfiyst emtey BTesfou we willsusselhevieorGNAWNF @aNep i the

(Bgec%%n?er-fr@ze% entry. In our implementation, we will copy those entries

forward.

GT(M) |Co N F|Cor |Ne  |Ftime
D 13 ™) Yes 10 |[(1) |0

The re-freezing might happen several times.

Example 2

This example is based on station (M) in Figure 10.
A gradient is created from S to D. After stabilizing, the GT of M is as below:

GT(M) |cD ‘N
D ‘5 l(3)

Scenario 1
Assume Cyp of (3) is changed from 3 to 5. A fast probe is received from (3).
The GT in (M) will be updated as below.

GT(M) ‘CD ‘N }F ‘CDF |NF ‘Ftime
D ‘7 !(3) |Yes ls ‘(3) "IOOms

At this moment, the fast probe coming from (2) will not affect the GT of (M)

because Cy+Cnp=8 which is larger than Cp=7.



Assunme CND of (3) is changed from3 to 5. A fast probe
is received from (3). The GI' in (M wll be updated as
whetsno2se8T(M C NF COF NF Ftinme D7 (3) Yes BCI/B32004/004111
100ms At this nonent, the fast probe coming from(2)
will not affect the GI' of (M because CN+C ND=8 whi ch

is larger than CD=7. The fast probe comng from (1)
will update the GI of (M bgfause CN+CND =6 which is
smal | er than CD=7. After updating, the GTof (I\/p vviII
be as bel ow. Assunme Ftine is 40nms now.

CDFhpfagttreke epraing fpmyeg wil @Pf%wﬁ&%eéﬁ@rh%a%s%@sm@
—-@fwﬁ J;I% lscgﬁ‘ﬂg&sthgﬁ @N=2, y\ﬁeﬁtjcpdreﬁﬁ@ k| 6T GRYSE wWilhBe GE

entr be re-frozen: NF Ftinme D

3+be¥>W( 1\)55%@%@394@%@0\@ (1) 100ns When the first

entry is tinmed out, the GI will be as below GIr(M CD

N F CDF NF Fti D7(1) Yes, 5 (3) O (D 50nms When

t he secoffd(M¥ht :\TC?D is t||Ned ou‘f tlFrEF GﬂN\m N T%@%s

bel-ow. GH(M CigVF (NF l—tit NEE B 7 (R.g NoO Eﬁ?)n(sl) 0

Exanpl e 3 Thislexanple illustratles the tot oper ati on

of several stations when

Scenario 2
Assume Cy of (1) changes from 2 to 3. This will cause the GT entry to be

re-frozen:
GT(M) CD N F CDF NF Ftime
D 3+4=7 ) Yes |5 (3) 50ms

6 (1) 100ms

When the first entry is timed out, the GT will be as below:

GT(M) |Cp N F o |Cor Ne Ftime
D 7 (1 Yes |5 (3) 0
6 ) 50ms

When the second entry is timed out, the GT will be as below:

GT(M) ICD |N }F |CDF |NF 1Ftime
D \7 \(1) ‘No |6 }(1) |o
Example 3

This example illustrates the total operation of several stations when
" freezing happens. In Figure 11, the cost between (1) and (4) is 10 so the
traffic to (D) will go through (3), (2) and (1).



freezing happens. In Figure 11, the cost between (1)
and (4) is 10 so the traffic to (D) wll go through
W@ 3005/0628»8 and (1) . Assune the cost between (D) BCTIE20)4/004111
grows, say, from1l to 20. That wll cause (1) to be
frozen. The follow ng table shows all the gradient
tables (destination to (D)). Assune the fast probe
happens every 10ns. The tab¥l bel ow shows absol ute
time in nms. Nor Station (1) (2) (3) (4) Tinme C D N CDF
NF C NCDF NF C N CDF NF CD N (f@f)Ol(D?IZ,
( 1Rssue fheq cgstoetwppepo(D) mnd 11} EJBOWEOS% (19 2 (o5t W
chggg)e(ﬁ {0296,4&833 (3) 4 (3) 50 100 20 (D) 110 21 (1)
Al gorithm Example. *1. Station (1) receives FP from
(4). Execute the algorithmfor frozen station. The CD
| nTRE(Bloifig 4a¥B1 SlbwisS alhitad) ra(ﬂl&ﬂntdﬂi}ésf (dééﬁlﬁbtl@ﬁsﬁ) @DF—
1, so it won't change the of stat @
net\Bemefthe fastapioky 'éaF{PSﬂ?n.ﬁYPB’at VOR B?V%Wﬁ %%r?@?"’ﬁg
a phiidkithie Rfmst ati ons each able to transnmt and
receive data so that the network can transmt data
froman originating station to a destination station

W taﬁ(ﬁ@@} one q‘@;ortum sticaiEhy selectedfa)

nt ey ate stat] e et had r‘nrmrl Si ng

Time CD N  |Cor|Nr CD N Cor INE |[Co [N " [Cor|[NF |Co [N |{Cor|Ne
(ms)

) 2 (1) 3 @) 4 1(3)

10 |20 |(D) |1 |(D)

20 |*1 21 (1) 2 [(1)

30 22 ((2) 13 [(2)

40 23 |(3) |4 |(3)
50

100 |20 |(D)

110 21 1(1)

Algorithm Example.

*1, Station (1) receives FP from (4). Execute the algorithm for frozen
station. The Cp in FP(4) is 4 which is higher than my frozen cost Cpe=1, so
it won't change the GT of station 1.



a) defining at |east one probing channel, distinct
fromat | east one data channel; b) selecting, at each
wae@sies2eand according to first predetern ned PCT/IB20044004111
a probing channel for the transm ssion of probe
signals to other stations; c) transmtting first probe
signals fromeach station on the sel ected probing
channel , other stations whid3dh receive the first probe
signals froma probing station responding directly or
indirectly to thereby indicate to the probing station
t he-AIMS4ai | ability as destination or internediate
stations; d) maintaining, at each station, a neighbor
tabl e conprising details of other avaiI?bIe stati ons
i dént i f AelieBipdsblePialing & cPRENSISAEY RGIWAT gRMprising a

st glLiipry besgtiogs kacrsapeé @atrandntt andestdinatibianss tiadti s
that is not a nei [

ghbor_station,. second prqbe sjgnals
t onetyReEk caRdransRy e o p?'bﬁeg'g?%ﬂ?t'g'? 3%3 edthaine
i Nsthfieh DRI 4hbast dnatpportanstichlly s@kAtAimemgdagte satidedhe
at each station, a gradient table conprising data
r eMgied ©EIRBIcost of conmmuni cating with each
destination station that is. not a nei ghbor

station,thereb all ow each station to,.select _a

pr edet e?m’?@amétﬂi@%ﬁsl gre PFﬂ%E‘lgn%GP%‘?led'?%'bctt ?@ngtf]%?St one
onward tr apsatissinen of data froman originating
station to a destination station at m nimumcost. 2. A
nmet hod according to claim1l wherein the details of

ot her aypidedeting, sdtaddchrsatiodeantd &doecHity tcs fisp pfedptermined
i nclude the,path | oss and r, requir.ed t :
ot her avaﬁ?ggpeaéyg'?%ﬁ@@“%P%iﬂﬁ%ﬁﬂ%ﬁmg%%B?%éﬁgg?5%QE

cl ai m 1 oriookrirgtaBondier ei n t he second probe signals
are transmtted fromeach station only while the
nei ghbor tabl e of

c) transmitting first probe signals from each station on the selected

probing channel, other stations which receive the first probe
signals from a probing station responding directly or indirectly to
thereby indicate to the probing station their availability as

destination or intermediate stations;

d) maintaining, at each station, a neighbor table comprising details

of other available stations identified by step (c);

e) transmitting, from a station needing to send data to a destination
station that is not a neighbor station, second probe signals to,
and receiving second probe signals from, stations in the

neighbor table; and

f) maintaining as needed, at each station, a gradient table
comprising data related to the cost of communicating with each

destination station that is not a neighbor station,



said station contains entries. 4. A nethod accordi ng
to any one of clains 1 to 3 wherein the nmethod further
w0 p@bMeses cal cul ating, for each station in theP@EIRMGIONI04111

table, a cost to destination value for the cost of

transmtting a nessage froman originating station to

a destination station via each such station in the

nei ghbor table. 5. A nethodZaccording to any one of

cI aims 1 to 4 wherein each station also naintains a
orar%brecord of its own cost to destination val ue.

6 tthQﬁé‘t dlawcerel miptios B sPierh 2o Predelfined Emeen of

t hgiRebiatelstdfsts RRIhAAr Rhdenibsion BE dBMMYAtHV&iHREhg
via each such station in the neighbor table and any

i nslakereigi gestigation $HON BMRIPYASIStti ng a message from
the originating station to the destination stati on 7.
A net hod according to any one o

t hé et ARt pergeding %cl@lﬁbwa@re%yh%tﬁs%? ﬁgotger avaiable "

Cabigbidl @Qntmeatbyt feslegtinaadd PR pah uRsiHH R reduiedas
constant for a period during which other stations can

upkpRCh tft"r@h‘?rﬁy\%at&%§’iat'?'?§ destination val ues, to
prevent stations using obsolete cost to destl nation
val ues of ot her st(?tlon in thgi. vvn cal culatio

A BommufinesPebAcGREY! O\Q)Fckéﬁiahf)ﬂ 4SS 58501 prObe

cl kigphis Statrbadbittedelrbheh §tatid ang WHile amns neigbiedrabldadfa
so that the network can transnit anmessage conprising a
pl &Ridstatign 6pntaiRs 78 ket s from an origi nating client

station to a destination client station VI a at | east
one opport i cally, selecte nt e g e cI | ent

st 4ti on” ‘#B ‘i\/ﬂ%ﬁﬂéﬁi Hgf%@’yn%ﬂ ﬂ?"ﬁﬁr@e es'é’gthé)d
pl furgk fhylueés gat MRS fareaangaton i merneaghaer abteea$ost to
poi nts tot nt statiaons;

e petwork f clie a plurality
o SEUEANS: LA G T Fov AP e e ereT Gy hR S
CopRtOh ed Gestiaatidn siatkoh \84 asdhosuchetatign imthe owighhordtableon
with at
5. A method according to any one of claims 1 to 4 wherein each
station also maintains a temporary record of its own cost to destination

value.

6. A method according to claim 4 or claim 5 wherein the cost to
destination value is the cumulative cost, via each such station in the
neighbor table and any intermediate stations, of transmitting a message

from the originating station to the destination station.

7. A method according to any one of claims 4 to 6 wherein the method
includes the step of maintaining a calculated cost to destination value for
each station constant for a period during which other stations can update
their own cost to destination values, to prevent stations using obsolete cost

to destination values of other stations in their own calculations.

. 8. A communication network comprising a plurality of client stations

each able to transmit and receive data so that the network can transmit a



| east one gateway, the plurality of seed stations

extending the effective connectivity range of the
wW@bhaiosn62528 at i ons; and at | east one subscri ber PET/E2064/004111

manager for nonitoring the client stations; wherein

each client station is adapted to: a) define at |east

one probing channel, distinct fromat | east one data

channel ; b) select, at eacR3client station and

according to first predetermined criteria, a probi ng

channel for the trapsnissi of 0

cl NBsag8t oMLY %j@mﬁ?@n%#n%afﬂaf:g ts grPHba “ah‘?af%g F‘P&i
eaeﬁsncﬁwl :tce Bt deétaration c@é% sh@trl]cfhe k,ectatedaeus}r1 @b? n@ap@hamalgia,lly
ot her client stations ich receiye t ir r

si gfveated fintgrmedi oﬁll'eﬁ]b L7190 (angk YR r@%p %\Ho'ﬁ(g?u er
di ¢Redsksor indirectly to thereby indicate to the
probing client station their availability as
destination or internmediate client stations; d)

mai nt ai A ,plR4lite ¢ atwagnarrahgdd tnserae rael@hbm poiatslte the
conpri sin ails f ot her available client stations
i dent i f'i‘%\%f 8%/05?'?5 eY978) transmit, froma client
station needi ng to send data to a desti nation client

station that ot a nei ghbor client s 0N,.: SEc

pr obe s?gﬁ%ﬂf@’nf ogf 589 r gt@g?n\?l e‘@?ﬂ?ﬂj (t’“ekt) Q%tl'oé%al%gq
from ctéemunisttal Ie@ﬂs sked l’stwondjegi‘gbmr cd)rablluelcamuwﬂb\ at
mai nt ai at _each client at.i o ar.

conpr i spﬁﬁt B¢ SN 3@’3 tpi&r?lﬁé cosfataed Ft%g%r%n:rtﬁ)ﬁtlteggb §nt86
Wi t h eaeffedtied gbirectidlyirenge «ftiled client stetimrseby to al | ow
each client station to select a predeterm ned nunber

of internediate client stations for onward _
transm sisd ah ledst dakasubsoineametwork manager for monitoring the

client stations;
wherein each client station is adapted to:

a) define at least one probing channel, distinct from at least one

data channel;

b) select, at each client station and according to first
predetermined criteria, a probing channel for the transmission

of probe signals to other client stations;

c) transmit first probe signals from each client station on the
selected probing channel, other client stations which receive
the first probe signals from a probing client station responding
directly or indirectly to thereby indicate to the probing client
station their availability as destination or intermediate client

stations;

d) maintain, at each client station, a neighbor table comprising

details of other available client stations identified by step (c);



originating client station to a destination client
station at mninmumcost. 9. A communication network
wa@ewsnedseg) to cl aim 8 wherein each client statPORIB2804/004111
further adapted to include in the details of other
avai l abl e stations identified by step (c) the path
| oss and power required to reach the other avail able
stations. 10. A communi cat %1 network accor di ng to
claim8 or claim9 wherein each client station further
includes a transmitter to transnmt second probe
signals fromeach station only while the nei ghbor
tabl e o) saitdanstnﬁt from eocleai skatientnepding ta 1send data to a

communi cat | ofl DR e ATACH!RY 1 AoPBheRRBo ieh! GhiTh, 8

control | er tsecoad pulbatsignafsdp, @atieceiviag iseepndrprelpresignals
nei ghbor tahj e, cﬂerﬁ%’?&tloﬁsom(ﬂﬁesﬁél I @Bievahye for the

cost of transm'tiing om an origi nating
station to a destlnatlon statlon via each such station

0 the fel SNRBHA ARl Gaoh Ziiedt SARTG! FALLRANBIEMRpHcing

according to any erein each
station incl dﬂieselatedm {het apshref gomanunicating: wio eaehy NeigisF d
of its own c&ght%& qestl nati on val ue.13. A

comuni cation network according to claim 11l or claim
12 adapted to maintain a calculated cost to

degtid %9 c}b OJ‘IO\XIaéV#ﬁ ﬁ%ﬁt fdh $S bikang %‘Péfb%ﬁé?‘ﬁ‘ﬁnef:i Q’Eun@oer of

perro er stations can update their
O\Antea:mscdla’reo CMWtﬁmnSofpl’vah\M@@ trepsnpssdarert  ddtat frgRs an

a(t’pé ol ﬁaﬁ&ﬁ% atcfésﬁlr?a?lbh Rk QBtioHadt HESmAMm @kher
a onsin theirr own cal cul ati ons.

9. A communication network according to claim 8 wherein each client
station is further adapted to include in the details of other available stations
identified by step (c) the path loss and power required to reach the other

available stations.

10. A communication network according to claim 8 or claim 9 wherein
each client station further includes a transmitter to transmit second probe
signals from each station only while the neighbor table of said station

contains entries.

11. A communication network according to any one of claims 8 to 10
wherein each blient station includes a controller to caiculate, for each
station in the neighbor table, a cost to destination value for the cost of
transmitting a message from an originating station to a destination station

via each such station in the neighbor table.

12. A communication network according to any one of claims 8 to 11
wherein each station includes memory to maintain a temporary record of its

own cost to destination value.
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13. A communication network according to claim 11 or claim 12
* adapted to maintain a calculated cost to destination value for each station
constant for a period during which other stations can update their own cost
to destination values, to prevent stations using obsolete cost to destination

values of other stations in their own calculations.



