DUAL USE COUNTERS FOR ROUTI NG LOOPS AND SPAM DETECTI ON BACKGROUND
Field of the Invention [0001] The present invention relates generally
to detection of suspicious traffic patterns over a network. Mbore
specifically, the present invention relates to such detection in

wi rel ess nessagi ng networ ks based, for exanple, on source and
destination addresses and/or timng. Background of the Invention
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depicted as being sent within, approxinately, a seven m nute peri od.
Later, thirty nore nmessages are depicted as being sent over the | ast
fifteen mnutes of the half hour. If the threshold were set to be

fifty nessages within a half hour, a typical systemwould not sound
an al arm because garbage collection would be set to occur every half
hour, thus wi ping out all counter information during that period. At
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utilizing[a16j xed wi npigute 300 1R IhBL Eepicting FiBagk RbAEYBL é%%ia%ﬂhiﬂg
Total Number In Internediate Total Tinme Interval Covered Nunmber
Rermoved Endi ng THindowegeerdmg to an exemplary embodiment of the present invention;

foo11] Figure 4 is a diagram showing a routing loop situation; and

[0012] Figure 5 is a flow chart showing an exemplary tracking method
according to an embodiment of the present invention. |
DETAILED DESCRIPTION OF THE INVENTION

[0013] In a preferred embodiment, the present invention monitors on-going
message traffic between mobile communication subscribers in an effort to
recognize patterns that may constitute spam, as defined above, or indicate a
routing loop where a message is sent back and forth endlessly between two parts
of a network or between networks. One of ordinary skill in the art will
appreciate that the present invention should not be limited only to irafﬁé
between mobile communication subscribers, but could also apply to any network
in which spam or routing loops may occur. By monitoring a nefwork in
accordance with principles consistent with those of the present invention, the
presence of such undesirable situations may be more quickly identified, and thus
more quickly remedied.

[0014] At its most basic level, the present invention endeavors to track source
and destination numbers (e.g., telephone numbers or addresses) of all messages
flowing between two networks, or within a single network in an appropriate -
manner for a time window of fixed size. In a preferred embodiment, a database
or other memory store, stores the number of messages sent by a specific source
address and a timestamp denoting the creation time of a given instance. When a
message passes through the system, an appropriate data structure is created in the
database (if not already present for a particular source address) and a counter is
incremented, the counter being indicative of the number of messages sent from

that particular source address.
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[oo15] This process is shown in Figure 1. Initially, a new message (e.g., an
SMS from a mobile phone) is created at step 100 and sent from location A to
location B. At step 110, the system checks whether an entry is present in the
database for the originator, A. If an enfry is not present, then at step 120, a new
entry is created with a counter set at one and a timestamp is created. If an entry
is already present, then at step 130 the counter is incremented and the time stamp
is updated. Once the counter and timestamp are updated, a check with respect to
a threshold is performed at step 140. If the counter value reaches or exceeds
(depending on the setting) the threshold, then an alarm is sounded at step 150.
If, however, the threshold has not been crossed, the system waits for the next
méssage to be sent within the network or between networks.

[oo16] ‘With the counter and timestamp information, it is possible in accordance
~ with the present invention to implement an efficient “jumping window” of fixed
size by using a garbage collection method that removes all entries older than a

fixed window size in regular intervals. For example, if thirty minutes have
passed and the threshold has not been met, then the data collected during that
thirty minute jumping window is discarded and the process starts anew. This
solution has an advantage df being very efficient because the garbage collector
routine needs only to compare one integer value (e.g., number of messages) per
time period to determine whether to remove message history data or not. One
disadvantage of this methodology lies in the nature of the fixed jumping
window. It may be possible that a flurry of messages is sent in its entirety from
a single source address that exceeds the identified spam threshold, but is sent,
temporally, with respect to garbage collection, in such a way that two parts of
the flurry each remain below the threshold or detection level.

[0017] This situation is shown in Figure 2, wherein fifteen messages are
depicted as being sent within, approximately, a seven minute period. Later,
thirty more messages are depicted as being sent over the last fifteen minutes of
the half hour. If the threshold were set to be fifty messages within a half hour, a
typical system would not sound an alarm because garbage collection would be
set to occur every half hour, thus wiping out all counter information during that
period. At the beginning of the next half hour, another thirty messages are
depicted as being sent over the first fifteen minutes. Because the garbage

4
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collection occurred at the thirty-minute mark, the system does not detect this as a

spam instance even though, as is shown, sixty messages were sent in a thirty

minute period. In essence, the fixed jumping window split in half what would

otherwise have been detected as a spam instance thereby allowing the event to

go undetected. Table 1 is illustrative of the garbage collection utilizing a fixed

[0018]

[0019]

window,
TABLE 1
Time | Beginning Number | Intermediate Time Number | Ending
Interval Total In Total Interval | Removed | Total
Covered
To 0 0 0 N/A 0 0
Ts 0 10 10 N/A 0 10
Tio 10 5 15 N/A 0 15
Tis 15 0 15 N/A 0 15
Ta 15 10 25 N/A 0 25
Tas 25 10 35 N/A 0 35
Tao 35 10 45 All 45 0
Tas 0 10 10 N/A 0 10
Tao 10 10 20 N/A 0 20
Tas 20 10 30 N/A 0 30
Tso 30 0 30 N/A 0 30
As can be seen in Table 1, when the window is fixed, an undesirable
instance of message accumulation, or spam, occurs because the arrival of
~ messages spans across two windows. To ensure that an alarm is sounded and
such a spam instance is detected, a sliding window is preferably implemented.
This sliding window is implemented with a more elaborate data structure in
which the time stamp is replaced by a sorted array (or comparable data structure)
of timestamps, one for each counter increment. The garbage collector removes
all entries from this array that are oldc_:r than the fixed window size, and
decrements the counter accordingly. In this manner, only if the counter reaches
zero is the complete data structure removed from the hash table.
A refined solution could therefore implement a “rolling” window. This

[0020]

requires a more elaborate data structure in which the timestamp and counter are

replaced by a container of timestamps - e.g., a First-In-First-Out (FIF O) queue or

other comparable structure. The garbage collector removes all entries from this

container that are older than the fixed window size. Only if the last element is
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removed from the container is the container itself removed from the hash table.
This enhanced spam detection using a sliding or rolling window is shown in

Table 2.

[0021] TABLE 2
Time | Beginning | Number | Infermediate Time Number | Ending
Interval Total In Total Interval | Removed | Total
: Covered
To - 0 0 0 N/A 0 0
Ts 0 10 10 N/A 0 10
T1o 10 5 15 N/A 0 15
Tis 15 0 15 N/A 0 15
T2 15 10 25 N/A 0 25
Ts 25 10 35 N/A 0 35
T30 35 10 45 To 0 45
Tss 45 10 55 Ts 10 45
Ta0 45 10 55 . Tio 5 50
Tys 60 10 60 Tis 0 60
Tso 60 0 60 Ta0 10 50
[0022] ‘With this sliding method, a slight performance penalty is encountered

due to the relative complexity of an array search and the related counter
decrement versus a simple integer comparison and periodic garbage collection.
A more significant increase in memory space would also occur. The garbage
collection process depicted in Table 2 is shown in Figure 3. As shown, at step
300 the next queue is obtained. The ‘queue’, as used herein, represents the data
structure that contains or houses the dynamically-changing set of individual
entries, each individual entry representing those (SMS) messages that had been
observed as originating from a particular source (A, B, ...). The garbage
collection routine, an exemplary embodiment of which is shown in Figure 3,
would iterate through the entries in the queue to access all of the
counters/timestamps as it completes its work. Next, at step 310 the time stamp
associated with the queue is also obtained. The timestamp is then checked at
step 320 to see if it falls within or outside of the predetermined window size. If
the timestamp is outside of the window size, then that timestamp is removed at
step 330. Otherwise, the procedure returns to step 300 to get the next queue.

Because, however, the array of timestamps is always sorted, very efficient
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;rln{n;r 1/2][ erC\c/)\élllar Eg thrf%g& ﬂgﬁb% e user end, a change from one carrier to the other. As
mentioned above, however, this number portability can create numerous
problems for carriers.

[0024] In a number portability situation, User Y (referring to Figure 4) has taken
its number from its original carrier, Carrier 2, to a new carrier, Carrier 1. As
seen in Figure 4, when Usér X, who is also with Carrier 1, sends a message to
User Y, newly added to Carrier 1, for any of a number of reasons, Carrier 1
recognizes User Y (incorrectly) as being outside of its network. Carrier 1 then
sends the message to an intermediary I for translation of the message to ensure
proper transmission between carriers. Intermediary I subsequently recognizes
(correctly) that User Y is, in fact, part of Carrier 1°s network and sends the
message back to Carrier 1 to send to User Y. This routing and re-routing will
continue indefinitely due to the discrepancy between the information the carriers
and intermediary have regarding User Y. This discrepancy results in a routing
loop. If neither Intermediary I nor Carrier 1 has a mechanism to prevent sending
messages back to the originating network, the message will stay in this routing
loop indefinitely, or until some timer expires, and will never actually reach its
destination. |

[0025] In order to detect routing loops or excessive messaging between a single
source and a destination, additional information needs to be tracked. Instead of
incrementing a single counter per source address, the data structure for each

source address is preferably also configured to contain separate counters for each
destination address. To this end, the previously defined data structure can be

modified to contain a hash table, or similarly indexed “container” for holding
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data structures of the same type, indexed by destination address. This allows the
system to track more than just the total amount of messages from the source
address. The modified tracking method is shown in Figure 5.

As seen in Figure 5, a new message is sent from location X to location Y
using a phone number shown at step 200. As with the method of Figure 2, the
system checks to see if an entry has been created for X at step 210. If it has not,
then at step 220, a new entry is created with index X-and with the counter set at
one. Because this is a new entry for X, it can be assumed that no sub-entry has
been created for Y, so at step 240, a new sub-entry is created with index Y. If an
entry is present, however, rather than incrementing the counter at this time, the
system checks if a sub-entry under X’s main entry is present for Y at step 230.
If a sub-entry for Y is not present, then at step 240 a new sub-entry for Y is
created with the counter set to one. If a sub-entry for Y is present, then the
counter is incremented and the time stamp updated at step 250. At this point, the
counter is compared to a threshold at step 260 and, if the counter is greater than
the threshold, an alarm is sounded at step 270. If the threshold is not met, then
the system waits for the next message without sounding an alarm.

By adding this additional daté, the monitoring mechanism of the present
invention can be refined in several ways. First, different thresholds may be
configured for a total number of messages per window and number of messages
per destination address and window. Second, the alarm based on the total
number of messages may contain a detailed breakdown of the different
destination addresses and the associated message counts.

If the network into which this spam/routing loop detection method is to
be introduced is of a distributed nature, there may be no single point through
which all messages must pass. In such a situation there are at least two
solutions. First, processes on separate hardware throughout the network may use
a shared device, such as a solid-state disk, as the storage medium for all in-
memory data structures. While this ensures an accurate count of message traffic
through the network, it may significantly degrade performance compared to
processes operating exclusively within local memory. This approach also may
be impractical if the traffic is distributed over ‘geographically separated

networks.
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[0029]

[0030]

[0031]

[0032]

In a second solution to the distributed networks problem, thresholds
defined in respect to the total amount of traffic passing through a network can be
divided by the number of locations where the invention is deployed. For
example, if one hundred messages per hour are defined as the threshold per
source address, two processes with a threshold of fifty messages per hour may be
configured. While this approach may lead to a number of false alarms if the
traffic is not load-balanced based on sotirce address, practice has shown that for
reasonably high thresholds, the usual approach of round-robin load balancing is
sufficient to ensure a close approximation of the shared memory model.

Because it is practically unavoidable that legitimate use of the messaging
network will result in false alarms using the monitoring described above, the
system may be configured to add certain source or destination addresses, or
combinations thereof, to a “white list” that is held in memory at all times.
Messages that have a matching entry in the white list will not generate an alarm
even if they exceed the configured thresholds. Similarly, source addresses
known to be used for spam messages can be placed in a “black list” that will be
used to discard any messages regardless of threshold from such addresses.

The foregoing disclosure of the preferred embodiments of the present
invention has been presented for purposes of illustration and description. It is
not intended to be exhaustive or to limit the invention to the precise forms
disclosed. Many variations and modifications of the embodiments described
hereiﬁ will be apparent to one of ordinary skill in the art in light of the above
disclosure. The scope of the invention is to be defined only by thé: claims
appended hereto, and by their equivalents.

Further, in describing representative embodiments of the present
invention, the specification may have presented the method and/or process of the
present invention as a particular sequence of steps. However, to the extent that
the method or process does not rely on the particular order of steps set forth
herein, the method or process should not be limited to the particular sequence of
steps described. As one of ordinary skill in the art would appreciate, other
sequences of steps may be possible. Therefore, the particulér order of the steps
set forth in the speciﬁcation should not be construed as limitations on the claims.
In addition, the claims directed to the method and/or process of the present
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invention should not be limited to the performance of their steps in the order
written, and one skilled in the art can readily appreciate that the sequences may

be varied and still remain within the spirit and scope of the present invention.
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Tso 60 0 60 T20 10 50 [0022]Wth this sliding method, a slight
performance penalty is encountered due to the relative conplexity of

an array search and the rel ated counter decrenent versus a sinple

i nt eger conpari son and periodi c garbage collection. A nore

si gni f ixlants dlaigredase in nmenory space woul d al so occur. The garbage
col l ection process depicted in Table 2 is shown in Figure 3. As

shown, at step 300 the next queue is obtained. The 'queue', as used

her ei n]l. r epAesethbd fohdetdatira at nnddsitalde tchaditicomtithing voirelbusesagdihg network,
dynam cal | y-changi ng set of individual entries, each individual entry
repr esgRihdiBod fRsRiiPIVS) nessages that had been observed as

originating froma particular source (A B, ...). The garbage

coll ection routine, an exenplary enbodi ment of which is shown in

Figure 3, wayl d pdeeivaigen hbssapdhhd MEssepd dr@srisidy 4 fRreURMEest:0 access

all of the counters/tinmestanps as it conpletes its work. Next, at

step 310 the tine stanp associated with the queue is al so obtained.

The tinesta@) i supdaeingcheskipelcBbasst @lata3dbret @ sRSerivé (i)tthé abluge WidliRbd) (i) a
or outside of the predetermned wi ndow size. |If the tirnestanp is

outsi de of the %&95@"605&?&; a r@@ eﬁ!@ﬁ‘ayt(Sfrfﬁﬁés@é?%yosio%vh@l%ﬁpgﬁ?%e%u&reﬁgumer is

330. Ot herwi se, the procedure returns'to step to get the nex

gueue. Because, ver he.array of ti t s is al S sorte

Very et tioont| Motnadedi R Al s AETLR B Butf e dE] ftress an
order to achieve. this result, often.a signjficant_increase in nmenory
space nust be t alEFMRGS ROASTERGISTIRH mfré%ezsqq frck THBRAUEN ehsepRBiFeo! the
network environnment that supports nunber portability, a user of one
carrier is able tayrqeakddrefssndelii) auitmesiamp lsoiie caupipendiagdo wsémg tat jwhich the
another carrier's network so as to avoid changi ng phone nunbers in
order to change masmgemss ré¥ebxadonskyed watheiaeras afateesvatpsacaddintathedource
bl ock of phone nunbers making it easy for their systens to detect

what nunbers wer @p@htis &angb®i r network and what nunbers were outside
of their network. Now, however, users have the ability to take their
nunber fromone carrier to the next, thus sinplifying, on the user

end, a changg friera@me tﬁ@lugjl ethe t @rdyhef ath@famfys ofeAt dchsRde BHAYE, to remove
however, this nunber portability can create nunerous problens for

carriers. [0024]iReaaBHmBEkicPOfbALIthe t ¥ra kiR anifsChhaY bfeClofddri iGN
to Figure 4) has taken its nunber fromits original carrier, Carrier

2, to anewcarrjer, Carrier 1. seen.in, Figure 4 en r who
"5 hi'so with careigeng fips bp R BRERndnt s B S-om SeeB Hipe gt ey
Carrier 1, for any of a nunmber of reasons, Carrier 1 recognizes User

Y (incorrectly) $SBOVEY outside of its network. Carrier 1 then sends
the nessage to an internediary | for translation of the nessage to
ensure prop 5 transm ssion between carriers. Internediary A

subsequent | §) r ecSER%E8 RTHRFEIAUPIeT thnprogegrmingd trgshplgepnd part of

Carrier |I's network and sends the nessage back to Carrier 1 to send

I
to User Y. This routing and re-routin ill contin i ndefinitely due
Lo Che. di ScFEpartieb i aaRie cEMFRPisEHE P RN b fu ol rbeeing af dfém
internedi ary have regarding User Y. This discrepancy results in a
routing |oop. | findispiveeef andindesieadilasapditionor Carrierr 1 has a
mechani smto prevent sendi ng nessages back to the originating
network, the nessage will stay in this routing |loop indefinitely, or
until Bome ?hermﬁtheg Bf ¢layn 1gyyhergin the meymge it Darf Ylcpwge Reivies message.
destination. [0025]1n order to detect routing | oops or excessive
nmessagi ng between a single source and a destination, additional
i nformation needs to be tracked. Instead of increnenting a single
counter per source address, the data structure for each source
address is preferably al so configured]Ho contain separate counters



[0027] By adding this additional data, the nonitoring nechani smof the
present invention can be refined in several ways. First, different
threshol ds nay be configured for a total nunmber of nessages per

wi ndow and nunber of messages per destination address and w ndow.
Second, the alarm based on the total nunber of nessages may contain a
det ai | ed breakdown of the different destination addresses and the
associ at ed nessage counts. [0028]1f the network into which this

spani r ut i NThd aephadiedclbindn, Ml thesalhin e disrdohiddded wisiteofistacomprises the
di stributed nature, there may be no single point through which al
messaggfrdusidrlass. In such a situation there are at |east two
solutions. First, processes on separate hardware throughout the
network may use a shared device, such as a solid-state disk, as the
storagg nMedirEdinkMod @ blaih1MRRBh fabadSthbe chhdion Yithplsck Rpsn ensur es
an accurate count of nessage traffic through the network, 1t may
significantly degrade performance conpared to processes operating
excl ussvel yTH fBihddlo®eRlm MTEMBEN N thBuid&RBkIe 26Rdi8b:S ofBiscla routing loop.
inpractical if the traffic is distributed over geographically
separated networks. [0029]1n a second solution to the distributed

net wor s pr abhemvd tthy eabaingdsardeddesiesblé BofBERE Ghithia tWige1ds9tnddss Rétwork,
of traffic passing through a network can be divided by the nunber of

| ocat i Mher dJavention i s deployed. For exanple, if one

hundr e @Eéssadg?hggykgour are defined as the threshold per source
address, two processes with a threshold of fifty nmessages per hour

may be conf jgur edceiWhiol £rictlage ARLTRAG LB HERY d QucIUHIPES 29 of RkSfation
alarnms if the traffic 1s not |'oad-bal anced based on source address,
practice has shoe\gﬂ1r hat for reasonably high threshol ds, the usual
approach of roun “ToBi n | oad bal ancing is sufficient to ensure a

cl ose approxi mati on of the shared nenory nodel. [0030] Because it is

practical | y(bﬁlﬂa}/‘gi}%gmé?‘aér%@mér%ﬂ E@E State o ?I‘CS&IQ/’% éggtﬁé agi,0g a&&%w{(iﬁethe

will result usi ng noni t ofi1 ng ribed above,

system nmay be confi.gured add..cerfain_source or destination . .
a)(;dr esses?/ or co%flﬁ%ﬂqno r?sﬁegﬂbﬁ;&eft@agon\ﬁﬂ}‘?tgr’ |14 t(’?vt)te}?a?rrqyso%gpaﬁfﬂﬁps’

menory at all tinmes. Messages that have a matching entry in the white
list will not gewberane(ihthealcsiimationeounier ihwy @ qeedetarmancdonnpoadhe first
thresholds. Simlarly, source addresses known to be used for spam
messages can be ghsacedcd of saconhination| dfshe saunat addidst alxbthaslestintagion kddragsdind
any nessages regardl ess of threshold from such addresses. [0031] The

f oregoi ng di scl osufeteafedt hie a predetdriritbdeninblr rané&hubidi@erir st8eRance of the
i nvention has been presented for purposes of illustration and
description. 1t d3,HRkidn"LRNESa LiBnQensX Qﬁ«kitcbﬂr@sﬁ%hdﬁ@ tol Mtfmd BEwhich the
invention to the precise forns disclosed. ny variations and

nodi fications of the enbodinents de I;bed herej 1| p n._t o
one of ordinary Iéléslsgge it he ar Ilsngﬁeéihﬁ) 8 © taﬁjgga%fo{%n egﬁgnﬁgog%fﬁeﬁm% the
The scope of the invention is . to be defined only by the clains

appended hereto,wﬁﬂﬂmBV“¥H€WF“%%%P$§Pents. [0032] Further, in

describing representative enbodi nents of the present invention, the

specificati may have presented the t hod and/or prpcess. of .the
present i nv@ﬂti o‘#r g, thygpgh ?aé?naé’eaggﬁﬁee?taé?pssf’ﬂp%.Scﬁﬁfgdi%?)?mf 0Ot frgrove
extent that the method or process does not rely on the particul ar

order of steps sénestypphemeeei Fomt ke nistayoPlofinspieewss thahogtied ofist Ben a
limted to the particular sequence of steps described. As one of
ordinary skill ipreddtendned wowl ghdapqreuveming, thotchentes éguentbeismesftargp eplsy so
may be possible. Therefore, the particular order of the steps set

forth in the spegehfoveé@ti on shoul d not be construed as |imtations on
the clains. In addition, the clains directed to the nethod and/ or
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(c) iterating through the array of tinmestanps on a schedul ed basis to
remove tinmestanp entries fromthe array of tinestanps that are ol der
than a predeterm ned tine and decrenenting the source counter for

each timestanp entry so renoved; (d) conparing the source counter to

a predeterm ned threshold; and (e) when the source counter exceeds

the predeterm ned threshold triggering an alarmindicative of an
undesirable condition. 2. The nethod of claim1l, wherein the nessage

is a Short (dssagenSeingitbecoratsdge predstsunined dtdshedd and4. The net hod

of claim1l, wherein the undesirable condition conprises spam 5. The
met hod of claim 1, wherein the undesirable condition conprises a
routing | oofs) 6when rthe usgnfeorexgeqdscthiengredeteuniaed i theasheldcbiggetigran alarm
within a wirel ess nmessagi ng network, the nmethod conprising: (a)

recei ving a nmessag&ativhef areasiegeabdooprlitiinng a source address and a
destination address; (b) updating a conputer-based data store to
preserve (i) the source address, (ii) the destination address, (iii)

a dest7.nat i Bie methnd ef claand, Wherginahe aressrge of a $horeSleasagp Servwdeanessage( i )
the destination counter is set to a predeterm ned nunber on the first
observance of a conbination of the source address and the destination
addr es$& andThensrtwenifedainy 6awheedetheralimed digrdgerdednf e adhiteskitt somqpeints the
observance of the conmbination and (ii) a tinestanp entry

correspondi d@rde@dardss.ne at which the nessage was received is added to
the array of tinestanps each tinme the destination counter is changed;
(c) iterating through the array of tinestanps on a schedul ed basis to
renovey.t i neshametiidt ¢ff @aint BOMhkfeen der Alymofis Hisrepatdadps atvitdte Rgteoalpdiess the
than a predeterm ned time and decrenenting the counter for each

timest ap,8h-¥dsQs r enoved; (d) conparing the counter to a
predetentined threshold; and (e) when the counter exceeds the
predeteirm ned threshold triggering an alarmindicative of an

undesi @bl eTgORRIHIIOE cldim EheheRiDN R Qhme Qi Bardelier givihithBst REHAIS the
is a Short Message Service nessage. 8. The nethod of claim®6, whéerein

the al arm:i.s: di st i i i St. i.ses the source

addr esésaqrﬂglgamghogt%gﬁlg%da&d ﬁeé?%}%ge%}}@%?%@ﬁ%& alarmis disregarded
if a white list conprises the destination address. 10. The net hod of
claim§g, whegel ' [ bf.ofqinbi Sk SGARPri ses

t he conbi nat Ieﬁﬁg@t&?ﬁ?ﬁéﬂa@%@ {é@e‘gg‘?ﬁ‘gg@%ﬁ‘ lt%ﬁg cig@!tl %ﬁg 1!llonsk?aldd'r ess.

11. The nethod of claim®6, wherein the undesirable condition

compri s£s SR, chifnd JiGaifs, Rad agﬁ gfe' FdRiBbINRERIOR LRSrYAIERIHARIRp.

condition conprises a routing op.
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