TITLE SYSTEM AND METHOD FOR PROTECTI NG EQUI PMENT DATA BACKGROUND The
present invention relates to data protection and 5 particularly to
processi ng equi pnent equi pped with security nmechanisns. Sem conductors are
typically nmass produced fromsilicon wafers. A silicon wafer is processed
by a sequence of various processing steps, such as deposition,

phot ol i t hography, etch, 10 etc. Wafers processed in a fab al so undergo
various tests and nmeasurenents for conformance with original design and
process requirenents. Various wafer inspection, netrology, test, and
measurenent tools 'are 'used: Each of- these sem conductor--processing,

i nspection, netrology, and 15 -neasggepgent. machines requires a set of
equi pnent data, such as operating instruoctions (processing prograns or
reci pes, process | ogs, equipnent constants, etc.), digital data,
trend-charts, pREAEN!AND MEGRODS §OBN PRECECHING Egh IFMENTEDRITS. vary with |

BACKGROUND

The present invention relates to data protection and

5 particularly to pProcessing equipment equiiaped with security
. mechanisms. |

Semiconductors are typically mass produced from sil:"u:on

v'va_fers. A silicon wafer is processed by a sequence of various

Processing steps, such as deposition, photolithography, etch,

10 etc. Wafers Processed in a fab also undergo various tests and

measurements for conformance Witil original design and process

requirements. Various wafer inspection, metrology, test, and

Smedsurements  tools are . used. - | Bach of- these

semiconductor-process ing, inspection, metroiogy . and

15 -measureme:ft,machines requires a set of equipmént data, such as

operating instructions (processing programs or recipés . Process

logs, eguipment constants, ete.), digit‘:al 'daté, trend charté,

parameters, and so on. Recipes and parameters vary with



di fferent kinds of machines, as do recipes and paraneters of the sanme kind
of machi nes made by different machi ne manufacturers. Simlarly, a

| iquid-crystal display (.LCD) is processed by a sequence of various steps.
LCDs generally undergo three kinds 5 of processes, array processes, cell
processes, and nodul e assenbly processes. Anpong these various LCD
processes, array processes are simlar to sem conductor manufacturing
processes, except that in array processes transistors are fabricated on a
gl ass substrate’ instead of a silicon wafer. Simlar to that in 10 the

sem conductor industry, each LCD processing machine requires a set of

equi preniiigdaéfentS USRA3OOREERIhEW, BBHS vetiPOS anlpHeassidig: PEagieans or
reci pes, process |ogs, equipnment constants, etc.), digital data, trend
charts, paraneters, and A so on. Recipes and paraneters vary with 'different

ki nds of sBBengici} Résmachinafompdeiesiifer pat HAters BPERCSNE %i nd of

machi nes nade by different nmachi ne manufacturers. Equi pnment data can becone

qui te conpl exgapth ey, di MENHSRI- 39 RLOCESSHINYI(NEsT S Abk-8PRE sk ¥efine the
process for desired 1’%/esult's. [f?ﬁ%rent sen?%gnductor/ECD producf% may
require

a a sequence of various steps. LCDs generally undergo three kinds

.5 of pfocesses, array processes, cell processes, and module
'ass_'.ernbly procegsses. Among these various LCD processes, array
processes are similar to semigonductor maﬁufacturing processes,
except that in array processes transistors are fabric;ated on a
glass substrate ins_tead of a silicon wafer. Similar to that in

10 the semiconductor indﬁstry," each LCD processing machine
requires a set of equipment data, such as operating instruétions
{processing programs or recipes, process logs, .équipment
constants, etc.), digital data, trend charts, parameters, and

. S0 on. Recipes and pé.fameters lvaﬁ_;}} w1th -‘aifv_.feréx-lt kil;ds 'of-

15 machines, as ‘do recipes and parameters of the same kind of
machines wmade by different machine manufacturers.

Equipmem; data can become quite complex and v'ery_ diverse
as process engineers attempt to refine the process for desired
results. Different semiconductor/LCD j_:)roducts may regquire

20 operation instructions, including different recipes, different



20 operation instructions, including different recipes, different 2 steps,
or different conbinations of steps, or may generate 'different neasurenent
data and paraneters. Such process and neasurenent data are very inportant
for perfecting a manufacturing process, and nunmerous resources are expended
to 5 obtain optimzed equi pnent data. Such optim zed equi pnent data are

I nval uabl e assets of a wafer manufacturing conpany, or a LCD manufacturing
conpany. The equi prent data, however, is not well protected and thus
susceptible to unauthorized distribution. As an exanple, Pig'. 10 1 is a

schematic vieM/shog%gg a conventional sem conductor' nmanufacturing system
but, it S$HEBFd BE FEtRbdo PRt HOns Hfe SERREWwak M8Yt Bg8erAtRAny ot her
i ndustries such as LCD (Liquid Crystal Display),; |IC package, IC testing,

and so omifabiEeudheddigomanef actUrig SYSHER Y “%h_chepﬁé%%ts'syaﬁﬁe same as
y

the shown 15 exanple'. A manufacturing system 10 typica conprises a too
11 and a host system 15.' Tool 11, as an exanple, conprises a storage unit
113, a prGEEYEFRYtunida2tR11,2%nd veroontirptagtunfer perfecting a

manufacturing process, and numerous resources are expended to
5 obtain optimized equipment data. Such optimized equipment data
are invaluable assets of a wafer manufacturing company, or a LCD
mé.nufacturing company .
The equipment data, howev;azq, is not well protected and thus
susceptible to unauthorized distribution. As an examplé, Fig.
10 1_ is a schematic view showir_;g a conventional semiconductor' :
manufacturing system, but it should be_ ﬁnderstood that the same
drawback is true in many other industries such as LCD- (Liquid

Crystal Display), IC package, IC tés_ti‘ng, and so on, although

tEné ma_nufacturlng systemmay not be exactly i.:he. safne as ﬁi:le shown
15 example. A manufacturing sysrtem 10 typically compr‘isesl a tool
11 and a host system 15.  Tool 11, as an example, comprisés a
storage unit 113, a processing uﬁit 111, and a controlling unit
115. The storage unit 113 storeé equipment data for processing

‘unit 111. The processing unit 111 processes a wafer (or a diéplay

20 panel in an LCD industry, or an IC in an IC package/testing



115. The storage unit 113 stores equi pnent data for processing unit 111.
The processing unit Il processes a wafer (or a display 20 panel in an LCD
i ndustry, or an ICin an | C package/testing 3 industry) according 'to the
equi pnent data. The term "processing” used herein is in a broad sense,

whi ch may be perform ng a manufacturing step, or a nmeasurenent step. The
controller unit 115 provides an interface for host system 15 and 5 ot her
external device 19. Any user can request equi pnment data through
controlling unit 115, which retrieves and transfers equipnment data in

unpr ot ect eRRGIEFYACccoeeriing Tloe ehai peenipmet®t a dagal.r anshaer edetg, the
host.system 15 in its original form w thout any protection. Anyone

accessing v« ccan ire 10 an e] ectronic_copy of the equipnent data,
and distri &%?Jé’e%%’lﬁ?hr‘g%%ﬁ RS ES b i BERRE wFeRser mebely . may nbear |y,

anyone -acceésing the host system 15 can duplicate the equi pnent data and
di stri but @erfosasngya BUMIRY uLSnEMboeh TeR Sa Mleddift RS eBEpNV EREEON
provi de processing
controller unit 115 provides an interface for host gystem 15 and
5 other external device 19. Any user can request equipment data
through controlling unit 115, which retrieves and transfers
equipment data in unprotected form accordingly. The equipment
data is tra'msfe_rred to the host system 15 in its o'riginal form
without any protection. Anyone accessing tool 11 can acquire
10 an electronic copy of the equipment dai:a, and distribute it

through any device equipped with a memory. Similarly, anyone

-accessing the host system 15 can duplicate the equipment data

and distribute it easilﬁr.

SUMMARY

15 Embodiments of the present invention provide processing
equipment equipped with a security system for :rnénaging
distribution of equipment data. By implementing authentication

and/ox encryption mechanisms, the security system protects

equipment data.



equi pnment equi pped with a security systemfor managing distribution of
equi pnent data. By inplenenting authentication and/or encryption

mechani snms, the security system protects equipnment data. 4 According to
one enbodi nent, processing equi pnent having equi pnment data protection is
provi ded. The processing equi pnment contains a processing unit, a storage
unit, a controlling unit, and an authentication unit. The processing unit
processes an 5 article, such as a wafer, a display panel, an IC, elc. The
storage unit stores equi pnent data for the processing unit. The
controlling unit receives a data retrieval request for the equipnent data,
wherein the. data retrieval request conprises identification data. The

aut henti cati on awddrasald dat@se tdubctAmede ntpfd ot ing danipaent RRIEEAY t he
controlling unit to retrieve correspondlng equi pnent data fromthe storage

unit, when the |d§nt|f|cat|o dat.a i "%gﬁp 5?1 45% Eﬂg&ﬁéﬁﬁbﬂﬂ"t
further tCHHIPEFS Fﬁéaéﬁﬁtﬁ ﬁPnd%ﬁ%F?(} Sral - ey st ccording to
anot her enbodi nent, processing equi pnent
contalns a processing unit, a storage unit, a controlllng unit,
‘and an authentication unit. The processing unit ;p'roc‘e.sses an
5 article, such as a wafer, a display panel, an IC‘, etc. ‘The.
storage unit stores equipment data for the pro‘cess ipg unit. The
controlling unit receives a data retrieval request for the
equipment dat%, wherein the. data retrieval request comprises
identification data. The authenticatioﬁ unit validate.s the
10 identification data and causes the controlling unit to retrieve
corresponding equipment data from the storage unit, wher-l the
identification data is validated. The controlling unit further
transfers the equipment data to an e?ctefnal system.
Accordlngto another embodlment, processulg equlpment
15 having equipment data protection is provided. The processing
equipment contains a précessing unit, a storagé unit, a
controlling unit, aﬁd an encryption unit. The processing unit
processes an artiéle, such as a wafef, a display panel, an IC,

etc. The storage unit stores equipment'data for the processing

20 wunit. The controlling unit receives a data retrieval request



15." having equi pnment data protection is provided. The processing equi pnent
contains a processing unit, a storage unit, a controlling unit, and an
encryption unit. The processing unit processes an article, such as a
wafer, a display panel, an IC, etc. The storage unit stores equi pnent data
for the processing 20 unit. The controlling unit receives a data retrieval
request 5 froman external unit for the equipnent ' data, wherein the data
retrieval request preferably conprises identification data. The encryption
unit receives the equipnent data fromthe storage unit, and encrypts the
equi pnent data. The controlling unit 5 further transfers the equi pnment data
to the extigmapnuerternsicentdiiy theasmtheremnidadzrevtsraimminef detari ng
systemis provided. The nmanufacturing systen1conprises processing

equi pnent fgg}fg@aguE%QH%ggg%pg@egﬁot ext rg&le iﬁﬁ% &gg ;géPgﬁ eqU|pnent

The processing equip Ises pro e55|ng §eé unit,
and a controlling unit. The storage unit stores equipnment data thereof.
The cont r diHd egecuypiticecrity escedvés e s@uuesintf dati Heoatthe reot-adat a,
wherein the first request
unit, and encrypts the equipment data. The controlling unit
5 further transfers the equipment data to the external unit.
According to _anothér embodiment , a manufacturing system is
provided. The wmanufacturing system comprises. processing
equipment and an authentication unit external to the procegssing
equipment. The processing equipment comprises a processing
10  unit, é storage1ﬁnit, and a controlling unit. The storage unit
stores equipment data thereof. The controlling unit receives
a firsi; request for thé equipment data, wherein the first request
comprises identification data. The authentication unit
validates-thé-ide;tifléaéién.dé£é'ané.ééﬁséshtﬁé cdntfoiiiﬁg'm
15 unit to retrieve the corresponding equipment-data from the
storage unit when the idéntification data is validated.
According to still another embodiment, a wanufacturing
gystem is provided. The manufacturing system comprises

processing equipment and an encryption unit external to the

20 processing equipment. The proceséing equipment comprises a



conprises identification data. The authentication unit validates the

I dentification data and causes the controlling 15 unit to retrieve the
correspondi ng equi pnent data fromthe storage unit when the identification
data is validated. According to still another enbodi ment, a manufacturing
systemis provided. The manufacturing system conprises processing

equi pnent and an encryption unit external to the 20 processi ng equi pnent,
The processing equi pnment conprises a 6 processing unit, a storage unit, and
a controlling unit. The storage unit stores equi pnment data thereof. The
controlling wunit receives a first request froman external unit for the
equi pnent RFQE&SSHRGrEi it t hestorage retiiesendr ef ecrtidtol ionpnirges 5The
identification data. The encryption unit encrypts the equi pnent data

before t hesdat eiﬁn§€Q£xﬂ%% to the external .reguesti uni t .. ﬁhso

provi ded i's an@eleptronlc ev%@é? ﬁﬁlcﬁa?% %H%%%’§ed}%f FPEEESS AT
equi prent conpri sing equi prent data protection. The electronic device is a

seni conductdk teveteenra af dvsguixkqub@dtefystmalandiespbayapanalit for the

equipment data, wherein the First reguest preferably comprises -

5 identification data. The encryption unit encrypts the equipment

data before the data is sent out to thé external requesting unit.

Also provided is an electronic device, which is processed

by processing equipment comprising equipment data prdtection.

The electronic device is a semiconductor device or a liquid

10 crystal display panel.
Also' provided is a method of managing equipment data

distribution, which can be implemented in the aforementioned

system.” A data retrieval request for the egquipment data is

received, wherein the data retrleval - request comprlses

15 identificationdata. The identification data is then validated.

When the identification data is validated, the eéqéipment data

is retrieved from the storage unit and encrypted. The encrypted'
equipment data is then transferred to an external system,

A detailed description. is given in the following

20 embodiments with reference to the accompanying drawings.



Al so provided is a nethod of managi ng equi pnent data distribution, which
can be inplenented in the aforenentioned system' A data retrieval request
for the equi pnent data is received, wherein the data retrieval request
conprises 15 identification data. The identification data is then
val i dated. Wen the identification data is validated, the equi pnment data
is retrieved fromthe storage unit and encrypted. The encrypted equi pnent
data is then transferred to an external system A detailed description. is
given in the following 20 enbodinents with reference to the acconpanyi ng

drawi ngs. 7 BRI EF DESCR@&EbngggcifE§£ﬁ$thQ§Ej?ﬁaﬁFﬁéﬁ i nvention can be
ed

nore fully understood by reading the subsequen description and
exanples with references made to the acconpanying draw ngs, wherein: 5

Fig. 1 is a schematigiebeaWw QﬁvénEﬂ?Bﬂeeahoﬂél mBRAVEREY rhﬂg8ﬁg¥§%g%y.ﬁ 9. 2

is a schematic view show ng a manufacturing system atcor

enbodi nent s of the ﬁresent i nvention; and
reading the subsequent detailed description and examples with

.jn‘eferenges made to the accompanying drawings, wherein:
5 Fig. 1 is a schematic view of a comlrentional manufacturing
gystem;.
Fig. 2 is a schematic view showing a manufacturing systém
according to.embodiménts_ of the present invention; and
'Figs. 3A and 3B illustrate a method of m;anaging equipment -

10 data distribution according to embodiments of the pfesent

invention.

DETATILED DESCRIPTION

' The-disclosure. references Figs. 2 to 3, which in general

relate to processing equipment equipiped With a security system

15 . for managing distribution of equipment data thereof. While the
disclosure refers to a semiconductor manufacturing en;ri-ronment,

it is understood that any processing etjuipment having equipment
data stored within an internal memory _thereof may operate with

the embodiments disclose.



Figs. 3A and 3B illustrate a nethod of managi ng equi pnent 10 data

di stribution according. to enbodi nents of the present invention. DETAILED
DESCRI PTI ON The- -disclosure references. Figs 2 to 3 r. which in general
relate to processing equi pnment equipped with a security system 15 . for
managi ng distribution of equipnent data thereof. Wile the disclosure
refers to a sem conductor manufacturing environnment, it is understood that
any processing equi prent having equi prent data stored within an internal
menory thereof nay operate with the enbodi nents disclose. 8 Fig, 2 is a
schematic view showi ng a manufacturing system according to enbodi nents of
the. present iBignta dms afsatematdct viewglspshene Ahmdnmutusdagpspsessi ng
equi pnent 21 and a host control system 25. Processing equipnent 21 5

215 and deeBeiiRa t ne e hhe ReckBF Hm e 5EnefpBrer ably conpri ses
an aut hentication nodule 212, an

' A manufacturing system 20 comprises processing equipment
21 and a host control sjstem 25. Processing equipment 21
5 comprises a processing unit 211, a storage unit 213, a
‘controlling unit 215, and a security unit 217. The security unit
217 preferably comprises an authenticétion module 212, an
engryptionimodule 214, and a decryption module 216. It is to
be understood that the security unit 217 may only compiise the
10 authenticatiqnmodulezlz,butwitﬁoutthééncryptiannmdule2l4
and the decryption module 216, or only comprise the encryption

module 214, but without the authentication module . 212 and the

decryption module 216.
.mffgcessing unit‘31i.p¥6ééésés a Qéféfguﬁn.iczlor éﬁ Léﬁ :
15 panei according to, for example, manufacturing, testing, or
packaging.
Storage unit 213 stores equipment data for processing unit
2;1. The equipment déta compriseé data pertaining to operatioﬁ

of processing equipment 21, such as operating instructions

20 (processing programs or recipes, process logs, equipment



encryption nodul e 214, and a decryption nodule 216. It is to be understood
that the security unit 2,17 may only conprise the 10 authentication nodul e
212, but without the encryption nodule 214 and the decryption nodul e 216,
or only conprise the encryption nodule 214, but w thout the authentication
nodul e 212 and the decryption nodule 216. Processing unit 211 processes a
wafer, an IC, or an LCD 15 panel according to, for exanple, nmanufacturing,
testing, or packaging. Storage unit 213 stores equi pnment data for
processing unit 211. The equi pnent data conprises data pertaining to
operation of pr.ocessing equi pnent '21, such as operating instructions 20

(processi ngequisagmaes Oletkel| peaigPLeresdat8gs, teaHE PNBRLrOs CONSHANLS,
etc.), digital data, trend charts, and/or paraneters. The equi pnrent data

can be stored in encryp%@d form or _original form Wen the eqU|pnent dat a
is stored | PPRAMETFHEed THPOFH A s daRR AR BE Ptk LEHRPPREIES FRFT

equi pnent utilizes 5 it, and transmtted to outside device in the encrypted
form or original form. When the equipment data is stored in encrypted

fom,'it is decrypted before the processing equipment .utilizes

5 it, and transmitted to outside device in the encrypted form.

When thé equipment data is étor_ed in its original form, it can

be utilized directly within the processing equipment, and.
encrypted before it is trénsmitted'po an outside device.

The cbntrolling unit 215 communicates ﬁrith host eontrol

10 system 27 and external system 29. The host control system 27

comprises a shop floor control system in a semiconductor

manufacturing environment, such as a host computer, a

manufacturing executive system (MES), or recipe management

system. The external system ca_n be any :a;avice ca:pableof storlng -
21.5_~ data. The controlling L_mit 215 receives a data ret-rieve-tl request
for the equipment data, the request comprising identification .
.data. When the data retrieval request is received and the
ideﬁtification data is valiciated, authentication module 212
validates the identification déta and retrieves corresponding

‘20 equipment data from the storage unit 213 through the controlling

10



When the equi pnment data is stored in its original form it can be utilized
directly within the processing equi pnent, and- encrypted before it is
transmitted to an outside device. The controlling unit 215 communi cates
with host control 10 system 27 and external system 29. The host control
system 27 conprises a shop floor control systemin a sem conductor

manuf acturing environnent, such as a host conputer, a manufacturing
executive system (MES), or recipe nanagenent system The external system
can be anydevi ce capable -of storing 15. data. The controlling unit 215
receives a data retrieval request . for the equi pnent data, tge request
conpri sipgd denti fi cati orhelatialenidn cahdodat %ﬂlﬁsevépvﬁihﬂﬁ %4 s received
and the identification data is validated, authentication nodule 212

val idates the identificatio ta_an tri r ondi LBe0
ol Doy AatRDA PR L FEoLt rah SeREPAL G | ELEey COlRs POt Ehe

the controlling 10 unit
215. If the identification data is invalidated, authentication, nodule 212

gener at 65y @paRkhar fash Hdlrethfiterrdt fieomete prertagiatuiits 24t r itéveéd from the
storage unit 213, it is
further processed by the encryption module 214 into an encrypted
5 form. The encrypted equipment data is then rel-ayed to
.controlling unit 215, and provided to host control system or
external system 29 accordingly.
When the encrypted equipmex}ti data needs to be decrypted,
a decryption request is issued and sent to the authentication
10 module 212. | Similarly, the ',decry'ptioﬁ réquest comprise.s'
identi;?ication data, and the idgntification data is validated

by the authentication module 212. The authentication module 212

vélidates the identification data specified in the decryption

‘request. When the identification data’ i§ validated; the
15 autheﬁtication module 212 provides corrésponding deéryption
];ey, or issues an approval for ano?her gource (nof_ shown) to
provide the corresponding décryption. key. When the
identification data is invalidated, authentication module é12
generates an alarm signal .‘ Preferably, ' the authentication

20 module 2.12 also retains a record of every data retrieving and

11



further processed by the encryption nodule 214 into an encrypted 5 form
The encrypted equi pnent data is then relayed to controlling unit 215, and
provi ded to host control systemor external system 29 accordingly. Wen
the encrypted equi pnent data needs to be decrypted, a decryption request
IS issued and sent to the authentication 10 nodule 212. Simlarly, the
decryption request conprises identification data, and the identification
data is validated by the authentication nodule 212. The authentication
modul e 212 validates the identification data specified in the decryption
request. \WRSHYPh&OPdERENESeat FBRR dEbAt| §veali gatdan, tot eetridye or

aut henti cation nodul e 212 provi des correspondi ng decryption key, or issues

\ ' di
an approvaiedr9hrangd B&%@ﬁtﬁ%ﬂ&&ﬁ?% §$‘8¥‘Eﬁd%c% Qnd%a%vbgeargé‘:t%éig?h%ﬁﬁﬁn 'ng

decryption key. Wen ¢ ntification als invalt
aut henti cation nodule 212 generates an alarmsignal. Preferably,' the
aut hent i caYokneennpehad.212 al so. retains a record of every data
retrieving and 11 decryption request, such that every action to retrieve or
The security unit 217 and components thereof can be
5 arranged in different ways. For example, according to one
embodiment, the security unit 217 may only comprise the
authentication module, while the encryption and/or decrﬁrption
functions on the equipment data are not performed, or performed
by encryption and/or decryption modules external to the
10 processing equipment. The authentication module validates the
identification data, and causes the controlling unit to retrieve

corresponding equipment data from the storage unit, when the

identification data is validated. The controlling unit further

tra_nsferlsm;;e é-c_r-t.lipfhent“ data to..éﬂ-hex{;érn.a‘.i -syét;rﬁ .

15 Acc'c?rding to another embodiment, the selcurity unit 21-";".may
"only- comprilse the encryption module, while the authentication
function is performed optionally. . Any equipment data that is
transferred to an external unit is encrypted. Decryption of the
data may be perforrr:ed bﬁz a decryption module -external to the

20 . processing equipment 21, which may be part of a centralized data

12



decrypt the equi pnent data is recorded and can be traced through any known
nmet hod. The security unit 217 and conponents thereof can be 5 arranged in
di fferent ways. For exanple, according to one enbodinent, the security
unit 217 may only conprise the authentication nodule,- while the
encryption and/or decryption functions on the equi pnment data are not
performed, or perforned by encryption and/or decryption nodul es external
to the 10 processing equi pnent. The aut hentication nodul e validates the
identification data, and causes-the controlling unit to retrieve

cor r espondBagiegilt premgaiernd fwobt t Haost sslageriuni o1 weerforined’ by a

i dentification data is validated. The controlling unit further transfers

embodi ment TopR o Apf ExhBekars BT 0o AEED IR phE AN et

nodul e, while the authentication functlon Is performed optionally. Any
equi prent flat &itchatquipmenr algfeer sadht asarhexxdraraklunyttes BRcr Witeed.
Decryption of the data may be performed by a decryption nodule external to

the 20. pragessiyno GAURTRY 2L A Ch.BY0P RAlf.Dk:3 . eRhia) | 25d data

5 decryption key may be provided from the centralized data
security managément unit, or the external regquesting unit has
the key if it is a legitimate 1.J.ser of the data. The external
requesting unit may be a processing equipment similar to the
p’rqcessing equipment 21, located at the same fab or at a

:_I.O ‘different fab. In other wc}rds, there may be at leas‘t one “mothc_er” -
processing equipment 21 which. contains the equipment data .a.nd
embedded with an encryption module 213, and one or more
“‘daughter” processing equipment whichv intend to copy the
equl;ment data and embeddedw:.th a decryptlon module 214, “WHen "

15 the externalrrequesting unit is not a legitimate user of the

" equipment data, the illegal external unit wili not be able to
c_iecrypt the equ:i_pment data because it does not have the
éecryption key itself, nor can it get the key from fhe

centralized data security management unit. According to another

20 embodiment, a manufacturing -system is provided. The

13



12 security managenent unit (not shown), or perfornmed by a decryption
nodul e enbedded in the external unit which requests for the equi pnent
data, such as the external system 29. Wien data is decrypted at the
external requesting unit, the 5 decryption key nay be provided fromthe
centralized data security managenent unit, or the external requesting unit
has the key if it is a legitinmate user of the data. The external
requesting unit may be a processing equipnment simlar to the processing
equi pnment 21, located at the sanme fab or at a 10 different fah. In other

wor ds, ther t e ne_" not.her " rocessi ng. equi nt_21 which
cont ai ns thgagg%ﬁéﬁkgﬂégga §&§hd A FEd '?%?%ﬂ%W§uﬁ@HéﬁW%%mﬁoﬁﬁ e®213,
and one or nore "daughter" processing equi prment which intend to copy the
equi pnent datewaity enfieddetdenhdh oo dews ypbersimdudgudirentWennl S htike
external requesting unit is not a legitimate user of the equipnent data,
the il egal %§5§EQQA uni.t will n@} be able to decrypt the equi pnent data
because it GORHE Havd®t Re“Weef yiititort Wey Si PEEIPATHRT 41 IRTQGEES he key
fromthe ' _

equipment, but is an external unit to the processing equipment .

5 The security unit is an isolated. unit, or may be part of a
centralized data securi{:y management unit (not shpwn) . The
security unit 217 comprises the authe'ntication module, or the
encryption module, or both. Preferably it further comprises a
decryption ﬁodule together with the encrypticﬁ module. In

10 addition, since the equipmeni; data may usually be in the form.
of raw digital déta whi-ch isg nc'»t comprehensible by human being,
the manufactﬁring system . may further include a content

management system (not shown) which generates a technical

document, or an operat::l.on :Lnstructlon, or:_c;t-:_he;dé‘c“:ufﬁéﬁfé/— data
15 sheets, based on the equipment data.
Figs. 33 and 3B are flowéharts of a method of manlaging
equipment data distribution according to embodiments of the

invention. The method can be implemented in the system of Figure

2.
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centralized data security managenent unit. According to another 20

enbodi nent, a manufacturing' systemis provided. The 13 nmanufacturing
system conpri ses processing equi pnmrent and a security unit external to the
processing equipnent. In this enbodinment, the security unit 217 is not
part of the process equipnent, but is an external unit to the processing
equi pnent. 5 The security unit is an isolated unit, or may be part of a
centralized data security managenent unit (not shown) The security unit
217 conprises the authentication nodule, or the encryption npdule, or
both. Preferably_ it further conprises a decryption nodule together with
the encryption noHitEFiEn 3 agdaft PRIP IS ndedd bR EETFiLpVRAt Y hrdpTusual | y
be in the form of raw digital data which.is not conprehensible by hunman

bei ng, theBNEEACHHANES%SEeMrtRY vEHr t(BeL, T B8] A8 RCORt &e JERAgEMENt
system (not shown) which generates a technical docunent, or an operation

instruction, or other docunents/ data 15 sheets, based on the equi pnent
data. Figs. Te8alayRl ZRAUeet FPEnEhass sidshtd fhsphoen detaranderrpuipment

data comprises data pertaining to operation of processing

.5 eguipment, such as recipe data or equipment parameters. The data

. retrieval request may come f£rom 'any source, such as a host

control syestem of a manufacturing system, oxr duplicati.ng of the

equipmgnt data into a storage device outside the processin_é;v
equipment.

10 The identification data is validated (step 8£32). The

validation result and thé data retrieval request are recorded

(step 833). lNext, it is determined whether the recquest is

validated (step $34), and if so, the equipment data is retrieved

frorﬁ the‘;tora—:-g;;r"l-it and encrypted (step535) . The equipment

15 data can be stored in encrypted form or original form. When the
-equipment_ data is storeci in encrypted form, ii; is deca':ypted
“before the processing equipment utilizes it, and transmitted to
outside device in the encrypted 'form. When the egquipment data.

is stored in its original form, it can be utilized directly

20 within the processing equipment, and encrypted before it is

15



equi pnent data distribution according to enbodi nents of the

nmet hod can be inplenented in the. systemof Figure 2. . 14 Using Fig.

an exanpl e,
(step S31),

data. The equi pnment data conprises data pertaining to operation of
processing .5 equi pnent, such as recipe data or equi pnent paraneters.

dat a

syst em of

i nventi.on.

The
3A as

a data retrieval request for the equipnent data is received
wherein the data retrieval request conprises identification

The

retrieval request may cone from any source, such as a host control

manuf. act r syste r_duplicatin ment data
into a sto%argae‘salegg ‘g 6’u%§ %‘%Sﬁ% ‘g‘?‘gcce{'si'ﬂbe %6 Fr%at ‘“PE‘E dat
identification data is validated (step S32). The validation result and the
data retri emalktheaquesisfneeteeor detextimie) §38)emNextep id37)s deretpined
whet her- the request is validated (step S34), -and if so, the equi pnment
data is retrieved fromthe storage unit and encrypted (step S35). The

equi pment T Qﬁu%??ﬁ%?vﬁ

t he

10

15

20

generated (step 836).

Referring to Fig. 3B, when encrypted data is utilized for

further function, it must be first decrypted. To achieve a

decryption key for the encrypted equipment data, a'décryption
request is issued and re_ceived by the authentication module 212
of Fig. 2 (step 541) . The decryption request seeks a decryption
key for decrypting the encrypted equipment ciata. The decryption
request comprises identif:i.cat.ion data. The identification data
specified iﬁ the -decryption request 'is then validape'd {step
542) . The validation result and the decryption re@uest are then
recorded (step §43). Tt is then determined whether the Fquest

has been validated (step S44), and if so, a corresponding

:.decryption key is provided (step 845). If the decryption request
is invalidated, an alarm signal is generated (step S46). The
entrypted equipment is decrypted using the decryption key (step

'847). The decrypted equipment data can be utilized in several

ways (step s48). For example, the decrypted equipment data can

16
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equi pnrent data is stored in encrypted form it is decrypted before the
processi ng equi pnent utilizes it, and transmtted to outside device in the
encrypted form Wen the equi pnent data is stored inits original form it
can be utilized directly 20 within the processing equi pnent, and encrypted
before it is 15 transmtted to an outside device. The encrypted equi pnent
data is then transferred to an external system (step S37) If the data
retrieval request is invalidated, an alarmsignal is generated (step S36).
5 Referring to Fig. 3B, when encrypted data is utilized for further
function, it nmust be first decrypted. To achieve a decryption key for the
encrypt ed _equi né data, a decryption request is issued and received by
the aut hert§ CEB?{%&% nodiPe PHET oPTRFESSING stegpinagPt . Orheadeeeypenon
request seeks a decryption 10 key for decrypting the encrypted equi pnent

data. The rderipepbhenNsyEeaes theaNRhLSES iﬂ%éd(és%qhgogggf#@enghethe

identification data specified in the decry on reqades t hen val i dat ed

(step 842) . .-The validation result and the decryption request are then
egquipment data can direct equipment operation. When loaded into

content management, the equipment data can generate a technical
5 document or operating instructions. Further utilizatiofl of the

decrypted equipment data is not limited to those mentioned and

can be used in any way to meet special needs.
While _the disclosure refers to a serhiconductor.
manufacturing environment, it is understood that any processing

10 eguipment having equiprﬁent data stored within an interﬁal memory
thereof may operate with the embodiments disclosed. It is to
be undersfood that the invention may be applicablé to various
industries such as, but not limited to, wafer manufacture, IC
package, and LcD.

15 .Wh.ile the invention has been déscribed by way of example
and in terms of preferred embodiment, . it is to be underétood that
the invention is not l.imited thereto. Té the contrary, it is
intended to éover various rﬁodifications and similar
arrangements (as would be apparent to those skilled in the art) .

20 Therefore, the scope of the appended claims should be accorded
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recorded (step $S43) . It is then determ ned whether the request 15 has been
val idated (step $S44), and if so, a corresponding ..decryption key is
provided (step S45) . If the decryption request is invalidated, an alarm
signal is generated (step S46). The encrypted equi pnent is decrypted using
the decryption key (step $S47). The decrypted equi pnent data can be
utilized in several 20 ways (step s48). For exanple, the decrypted

equi pnent data can 16 be | oaded into other processing equi pment or a
content managenent system Wen | oaded in processing equi pnent, the

equi prent daha demadepectinsgupprbatiopesat iah. LINERITREEE | Atd SE6Ht ent
managenent, the equi pnent data can generate a technical 5 docunent or
operating instructions. Further.util] [ the decrypted equi pnent
data is not“P@ﬁ?f%ﬁF%??%I%ggesﬁ%%&%%ﬂéﬁ?%ﬁ%%&eggﬁfbe used in any way to neet
speci al needs. While the disclosure refers to a sem conduct or

manuf acturi-ng environnment, it is understood that any processing 10

equi pnent havi ng equi pment data, stored within an internal nmenory thereof
may operate with the enbodi nents disclosed. "It 'is to

R



be understood that the invention nmay be applicable to various industries
such as, but not limted to, wafer manufacture, 1C package, and LCD. 15
Wil e the invention has been described by way of exanple and in terns of
preferred enbodinent, it. is to be understood that the-invention is not
limted thereto. To the contrary, it is intended to cover various

nodi fications and simlar arrangenents (as would be apparent to those
skilled in the arty . 20 Therefore, the scope of the appended clains shoul d
be accorded 17 the broadest interpretation so as to enconpass all such

nodi fications and sim |l ar arrangenents. L8 What is Cained is: 1.
Processi ng equi pnment conprising equi pnment data protection, conprising: a
processi nggmyhi ts. 213:8L@rA0ge unit storing equipnment data for the processing
unit; :

1. Proce.ésing. equipment comprising equipment data

protection, comprising:

a processing unit;

5 a storage unit storing equipment data for the process;_'Lng
unit;

a controlling unit receiving a first request for the
equipment data, wherein the first request comprises
identificafion data; apd

10 an authentication unit vaiidating the identification data,
causing the coﬁtrolling ’ unit retrieving
corresponding equipment data from the -storage unit

‘when thé idéitification data is--validated. . .

2. The processing equipment of claim 1, wherein the
15 processingunit processes one of a wafer, an IC chip, and a liquid

crystal display panel.

19



a controlling unit receiving a first request for the equi pnent data,
wherein the first request conprises identification data; and 10 an
authentication unit validating the identification data, causing the
controlling unit retrieving corresponding equi pnent data fromthe storage
unit when the ' identification data is validated.-. 2. The processing

equi pnent of claim1l, wherein the 15 processing unit processes one of a
wafer, an IC chip, and a liquid crystal display panel. 19 3. The processing
equi pnent of claim 11, wherein the equipnment data conprises one or nore of
the follow ngs: recipe data, equipnent paraneters, processing prograns,
process |logs. 4. The processing equi pnment of claim1l, wherein the 5

storage unit sgoresplh i nt data in encrypted form 5. The processing
equi pment of claimi4, . %er eEl%n h& TSRS Ioi%n @™ Furtheseity disfers the
equi pnrent data in encrypted formto an external system

equipment data comprises one or more of the followings: recipe

data, equipment parameters, processing programs, Process logg.

4. The processing equipment of claim 1, wherein the

5 storage unit storeg the equipment data in encrypted form.

5. The processing equipment of claim 4, wherein the
controlling. unit further transfers the equipment data in

encrypted form to an external system.

6. The processing equipment of claim 5, wherein the

10 external system comprises one of an external storage device and

& shop floor control system in a manufacturing environment .

7. The processing eq'lilpfnent ~of" '¢laif 1, ~further - -

comprising an encryption unit encrypting the equipment data.

8. The processing equipment of claim 7, wherein the
15 controlling unit further transfers the equipment data in

encrypted form to an external system.
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6. The processing equi pnent of claim5, wherein the 10 external system
conpri ses one of an external .storage device and a shop floor control system
in a manufacturing environnment. 7. The processing equi pnent of claim1,
further conprising an encryption unit encrypting the equipnment data. 8. The
processi ng equi pnent of claim?7, wherein the 15 controlling unit further
transfers the equi pnent data in encrypted formto an external system 20

9. The processing equi pnent of claim?7, wherein the external system
conprises one of an external storage device and shop floor control system

in a manufacturigg emyjer QRER: :10. essi ng_equipnent of claimb5,
wherein the 5 authegg#iatioﬁgﬁﬁﬁg F§p?ﬁ§%8§e8§i€ggl§ decSRETESBY for a
decryption key for the equi pment data, and validates the second request.
11. The pr o@e‘ié@%—”ﬁ@l eyt pesrpef sebatm b, ankeateirnal hetorauichesti 6atden unit
further retains a record of the first. and 10 second requests.

shop floor control system in a manufacturing environment.
10. The pro§essing equipment of claim 5, wﬁerein the
5 authentipation unit further receives a second request for a
decryption key for the equipmen£ data, and validates the second
request.
11. The processing equipmenﬁ of claim 10, wherein the

authentication unit further retains a record of the first and

10 second requests.

12. The processing équipment of claim 10, wherein the
authentication unit furthgr generates an alarm gignal when

receiving an Tnvalidated request,

~13. The processing equipment of claim 1, further

- 15 "-comprising a decryption unit decrypting the equipment data.

14. A manufacturing systen, comprising:
processing equipment comprising:

a processing unit;
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12. The processing equi pnent of claim 10, wherein the authentication unit
further generates an al armsignal when receiving an invalidated request

13. The processing equi pnent. of claim1, further -15 "-conprising a
decryption unit decrypting the equi pnent data. 14. A manufacturing system
conprising: processing equipnment conprising: a processing unit; 21 a
storage unit storing equi pnent data thereof; and a controllihg unit
receiving a first request for the equipnment data, wherein the first request
conprises identification data; and 5 an authentication unit validating the
identification data and causing the controlling unit to retrieve the-
correspondi ng equipnent data fromthe storage unit when the identification

data i s validated. alStorfhe iyl BEbUind ey inmoiatbat ARbrdds ; f amd her
a controlling unit receiving a first request for the
equipment data, wherein the first réquest

comprises identification data; and

5 . an authehtication'unit'validating'the identification data
and causing the controlling unit to retrieve the corresponding
equipment data from the storage unit when the identification

data isl validated.

15. The manufacturing system of claim 14, further

10 comprising an encryption unit, and encrypting the equipment

data.

16. The manufacturing’ system of claim 14, further

comprising a content management system retfiexfing the equ:_pment |

data.

15 17. The manufacturing'system of claim 16, wherein the
content management system further utilizes the equipment data

to generateé a technical document.
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10 conprising an encryption unit, and encrypting the equi pnent data. 16.
The manufacturing' systemof claim 14, further conprising a content
managenent systemretrieving the equi pnent data. 15 17. The manufacturing
system of claim 16, wherein the content managenent system further utilizes
the equi pnent data to generate a technical docunent. 22 18. The,

manuf acturing systemof claim 16, wherein the content' nmanagenent system
further utilizes the equipnent data to generate an operating instruction.
19. The manufacturing system of claim15, wherein the 5 controlling unit
further transfers the equipnent data to an external system . 20. The

manuf act uri ng syst emmel nehaksr-ddrinhesfited g sherage sYniwhestoneshkthe
equi prent data in encrypted form 21. The nmanufacturing system of claim 14,

wherein the 10 authentication unit further receives asecond re%_est for a
) content management system further utilizes the equipment

" to generate an operating instruction.

19. The manufacturing system of claim 15, wherein the
5 controlling unit further transfers the equipment data to an

external system.

20. The manufacturing system of claim 14, wherein the

gtorage unit stores the equipment data in encrypted form.

21. The manufacturing system of c¢laim 14, wherein the
10 authentication unit further receives a second recuest for a
decryption key for the equipment data, validates the second

. -request, and provides the decryption key.

22. The ﬁanufacturing system of claim-21; wherein the
lﬁauthentication unit fu;ther retains a record of the first and
15 second requests.
23. The manufacturing system of claim 21, wherein the
authentication unit further generates an alarm signal when

receiving an invalidated request.
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decryption key for the equi pnent data, validates the second the decryption
key. 22. The manufacturing systemof claim 21, wherein the

aut hentication unit further retains a record of the first and 15 second
requests. 23. The manufacturing system of claim21l, wherein the

aut hentication unit further generates an al arm signal when* receiving an
i nval i dated request. 23 24. The manufacturing system of claim 14, further
conprising a manufacture executing system (MES). 25. The manufacturing
system of claim14, further conprising a recipe managenment system 5 26.

Processing. equb prenty, oL, 5 AG. AL rgg@tteqfat 8r PEOIAETRAN. FORILSI NG a

processing unit; a storage unit equi pnent e processing
it comprisiﬁg a manufacture executing gystem (MES).
25. The manufacturing system of claim 14, further
comprising a recipe management system.
5 26. Processing equipment comprising equipment data
protection, comprising:
a procegsing unit;
a storage unit stofing equipment data for the processing
unif;
10 a controlling unit receiving a first request for the

equipmerit data, wherein the first request comprises

identification 'data,- and

an “encryption UHIE eﬁcrypmng “the- equlpment data.

'27. The processing equipment of claim 26, wherein the
15 '.'équipment data comprises one or more of the followings: recipe

data, equipment parameters, processing programs, process logs.
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10 a controlling unit receiving a first request for the equipnent data,
wherein the first request conprises identification data; and an encrypion
unit encrypting the equi pnent data.. . 27. The processing equi pnent of
claim 26, wherein the 15 equipnent data conprises one or nore of the
foll owi ngs: recipe data, equi pnent paraneters, processing prograns,
process | ogs. 24 28. The processing equi pnment of claim 26, wherein the
processi ng unit processes one of the followings: a wafer, an IC, and a
liquid crystal display panel. 29. The processing equi pnent of claim 26,
wherein the 5 storage unit stores the equipnment data in encrypted form 30.
The processi ng equi pnent of claim?29, wherein the controlling unit further

transfers theogqui prenprétdskidy RAGHmehed ofordetin an, exheraah Shstem: 31.
The processing equi pnent of claim 26, wherein the 10 controlling unit

further receives a second request for, g, decryptlienkey Lor.¢ he, i prent

and a liquid crystal display panel.

29. The processing equipment of claim 26, wherein the

5 storage unit stores the equipment data in encrypted form.

30. The processing equipment of claim 29, wherein the
controlling unit further transfers the equipment data in

encrypted form to an external system.

31. The processing equipment of claim 26, wherein the
10 controlling unit further receives a second request for a
decryption key for the equipment data, wherein the second

- - reguest .comprises ideptification data.

32, The processing equipment of claim 26, further
. comprising a decryption unit decrypting the encrypted equipment

15 data using corresponding decryption key.

33. A manufacturing system, comprising:
processing eguipment comprising:
a processing unit;
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request conprises identification data. .32'. The processing equi pnment of
claim 26, further conprising a decryption unit decrypting the encrypted
equi pnent 15 data using correspondi ng decryption key. 33. A nmanufacturing
system conprising: processing equi pnent conprising: a processing unit; 25
a storage unit storing equi pnment data thereof; and a controlling unit
receiving a first request for the equipnent data; and .an encryption unit
encrypting the equi pment data. 5 34. The manufacturing system of claim 33,
wherein the controlling unit further transfers the equi pment data -in
-encrypted formto an external system 35. The manufact.uring. system of
cl ai m 33, wherein & toregat voitispwina qqm*@ﬁéﬁtr@%E?JQ%EEFéiﬁ: request
for a 10 decryption key for the equi pnent data, wherein the second request

gonpri ses identi fiagactc)irlggogﬂgg unit receiving a first request for the
egquipment data; and

_an encryption unit encrypting the equipmer'lif_ data.

5 34. The manufacturing system of claim 33, wherein the
controlling unit further transfers the equipment data -in

-encrypted form to an external system.

35. The manufacturing system of claim 33, wherein the
controlling unit further receives a second request for a
10 decryption key for the equipment data, wherein the second

requést comprises identification data.

36. The manufacturing system of claim 33, furthe:

compris ing an authentication unit validating the identification '
data.
15 37. The manufacturing system of claim 33, further

comprising a decryption unit decrypting the equipment data using

corresponding decryption key.
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36. The manufacturing systemof claim 33, further conprising an
authentication unit validating the identification data. 15 37. The

manuf acturi ng system of claim 33, further conprising a decryption unit
decrypting the equi prent data using correspondi ng decryption key. 2G 38.
An el ectronic device, which is processed according to equi pnent data of
first processing equi pnent conprising equipnent data protection, wherein
the first processing equipnment conprises: 5 a processing unit; a storage
unit storing equipnent data for the processing wunit; a controlling unit
receiving a first request for the equipnent data, wherein the first
request conprises 10 identification data; and an authentication unit

validating thegdenbfiaatdBn daifee, GRYUSHNG: bREcEOHED albraitgito
retrieving
equipment data of first processing egquipment cornprising
equipment data protection, wherein the first proceésingr
equipment comprises:
5 a processging unit;
a storage unit storing egquipment data for the processing
unit;
a controlling unit receiving a first request for the
equipment data, wherein the first request cbmpi:ises
10 identification data; and
an authentication unit validating the identifica'tion data,

causing the controlling unit retrieving -

corresponding equipment data from the storage unit

when the identification data is validated.

15 - 39. The electronic device of claim 38, whereih the
electric device is a semiconductor device, an IC, or a liguid

~crystal display panel.

40. The electronic device of claim 38, wherein the storage

unit stores the equipment data in encrypted form.
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correspondi ng equi pnent data fromthe storage unit when the identification
data is validated. 15 39. The el ectronic device of claim38, wherein the
el ectric device is a sem conductor device, an IC, or a liquid crystal

di spl ay panel. 40. The el ectronic device of claim 38, wherein the storage
unit stores the equipnent data in encrypted form 27 41. The electronic
device of claim 38, wherein the controlling unit further conprises an
encryption unit encrypting the equi pnment data. 42. The el ectronic device
of claim 38, wherein the S authentication unit further receives a second
request for a decryption key for the equipnent data, and validates the
second request. 43. The electronic device of claim42, wherein the

aut hentication 4mit Ther tdlejcti@bhaicnsad I RCOoLE @f Jthe fd sy .., 10, second
requests. 44. The el'ectronic device of claim 38, wher€in ?%%g%?rg?m
controlling wunit further comprises an encryption unit

encrypting the equipment data.

42. The electronic device of claim 38, wherein the

5 authentication unit further receives a second reéuest for a

decryption key for the equipment data, and validates the second
request.

43. The electronic device of claim 42, wherein the

authentication,unit.further retains a record of the first and

10 second requests.

44. The electronic device of claim 38, wherein the first

pProcessing equipment further comprises a decryption unit

decrypting the encrypted equipment égg;: T

45, The electronic device of claim 38, wherein the

15 electronic device is processed by the Ffirst processing

equipment .

46. The electronic device of claim 38, wherein the

electronic device is processed by second processing equipment
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processi ng equi pnent further conprises a decryption unit decrypting the
encrypted equi pnent data. 45. The el ectronic device of claim38, wherein
the 15 electronic device is processed by the first processing equipmnent.
46. The el ectronic device of claim 38, wherein the electronic device is
processed by second processing equi pnent 28 which obtains equi pnent data
fromthe first processing equipnment. 47. An electronic device, which is
processed according to equipnent data of first processing equi pnent,
wherein the first 5 processing equi pnent conprises.: a processing unit; a
storage unit storing equi pnent data for the processin unit; a controlling
unit receh¥fing cothilpst edyuueantt odathe fnom e&&i%n@ﬁ?sgat%oww
encryption unit encrypting. the equi pnment data.

equipment.

47. An electronic device, which is processed acc;arding to
equipment data of first processing equipment, whefein the first

5 procéssiné equipment comprises:

a process'ing unit;

a storage unit storing equipment data for the processing

unit;

a controlling unit receiving a first request f;:r the

10 equipment data; and

an éncryption unit encrypting the equipment data.

48. The electronic device of claim 47, wherein the
CElEEEFIT devive tea--semiconductor -device,..an IC, or a liquid

crystal display panel.

15 - 49, The electronic device of claim 47, wherein the storage

unit stores the equipmenﬁ data in encrypted form.
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48. The electronic device of claim47, wherein the electric device is a
sem conductor device an ICor a liquid crystal display panel. 15 49. The
el ectronic device of claim47, wherein the storage unit stores the

equi pment data in encrypted form 29 50. The el ectronic device of claimA47,
wherein the authentication unit further retains a record of the first
request., 51. The electronic device of claim47, wherein the first 5
processi ng equi pnent further conprises a decryption unit decrypting the
encrypted equi pnment data using corresponding decryption key. 52. The

el ectroni c device of claim47, wherein the electronlc qgilce |§h§rocessed
by the first éﬁeceﬁh¢n@leQDr@ﬁh¢pﬁ€NF03533 TRe2 e eét'r onf f claim

47, wherein the electronic device is processed by -second processing

equi pent_ whiGh; bt A0S SO PIBEEHaLAckEAM the-dddel dF ogessEagst

request. .

§1. The electronic device of claim 47, wherein the first
5 processing equipment further comprises a decryption unit

decrypting the encrypted equipment data using corresponding

decryption key.

- 52. The electronic device of claim 47, wherein the
electronic device is processed by the first processing

10 .eqﬁipment.

53. The electronic device of élaim. 47, wherein the

electronic device is processed by second processing equipment

whlch obtalns equlpment data from the flrst proce551ng

equipment.

15 54. The electronic device of claim 53, wherein the

electronic device is processed by second processing equipment

according to decrypted equipment data.
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equi pnrent. 15 54. The el ectronic device' of claimb53, wherein the

el ectronic device is processed by second processing equi pnent according to
decrypted equi prrent data. 30 55. The el ectronic device of claimb53, wherein
the electronic device is processed by second processing equi pnent which
conprises a decryption unit able to decrypt the encrypted equipnent data.
5 56. A nethod of 'managi ng equi pnent data distribution, conprising:
provi di ng processi ng equi prent equi pped with a storage unit storing

equi pnent data thereof; receiving a first request for the equi pnment data,
wherein 10 the first request conprises identification data: validating

t he identificabiomrhdateleaetariievi dgvide eduigkmim Bat a vheysirhetha or age
unit and encrypting the equipnent data when the

electronic device is processed by second processing equipment

which comprises a decryption unit able to decrypt the encrypted

equipment data.

5 56. A method of ‘managing equipment data distribution,
comprising:
providing processing equipment equipped with a storage
unit storing equipment data thereof;
receiving a first request for the equipment data, wherein
i¢ ~the first reguest comprises identification data;
validating the identification data;
retrieving the equipment data from the storage unit and -

encrypting the equipment data  when the

identification data is validated; and
15 transferring the encrypted equipment data to an external

system.

57. The method of c¢laim 56, wherein the equipment data

comprises recipe data.
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identification data is validated; and 15 transferring the encrypted

equi pnent data to an external system 57. The nethod of claimb56, wherein
t he equi prent data conprises recipe data. 31 56. The nmethod of claim 56,
wherein the equi pnent data conprises equi pnment paraneters. 59. The net hod
of claimb56, further receiving a second request for a decryption key for
~the encrypted equi pnent data, 5 validating the second request, and

provi ding the decryption key. 60 . The nmethod of claim59, further
retaining a record of the first and second requests. 61. The net hod

of .claim 59, further generating an al arm signal when receiving an

i nval i dated regyest,_.. .10 ,62. The t hod _of claim 56, wherein the external
systen1conprisgg'aﬁmgiﬂgwggﬁ § oFggémdggic%be%ﬁ%n FELHBYCBE g?%?n156,
wherein the external system conprises a shop floor control systemin a
manuf act urdom@rises equipment parameters.

59. The method of claim 56, further receiving a second
request for a decryption kéy for the encrypted egquipment data,

5 validating the second request, and providing the decryption key.

60. The method of claim 59, further retaining a record of

the first and second requests.

61. The method of claim 59, further g_e_nerating an alarm

signal when receiving an invalidated request.

10 62. The method of claim 56, wherein the external system

comprises an external storage device.

63. The method of claim 56, wherein the external system -

comprises a shop floor control system in a manufacturing

environment

15 64. The method of claim 56, further sending the encrypted

equipment data to a content management system.
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environment 15 64. The nethod of claimb56, further sending the encrypted
equi pnent data to a content nmanagenent system 32 65. The nethod of claim
56, further utilizing the encrypted equi pnent data to generate a technical
docunent. 66. The method of claim56, further utilizing the encrypted
equi pnent data to generate operating instructions. 33

65. The method of claim 56, further utilizing the

encrypted equipment data to generate a technical document.

66. The method of claim 56, further utilizing the

encrypted equipment data to generate operating instructions.
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