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WD 2004/ 027727 PCT/ SE2003/ 001463 METHOD AND SYSTEM
FOR MONI TORI NG CONTAI NERS TO MAI NTAIN THE SECURI TY
W RERBOF 25 CROSS- REFERENCES TO RELATED APPLI CARCTINIR003/001463
This Application for Patent clains priority from and
hereby incorporates by reference for any purpose the
entire disclosure of, co-pending Provisional Patent
Application hb 60/ 470,435 filed on May 15, 2003, and

I
T@%@? AGE: E;‘?ﬁé‘g?%ﬂ%?rmn OO ARTERS TO MANE AN
echni c € present invention relates to a
nmet hod of and system for nonitoring the security of a
container and tracking its |location and, nore
particularly, but not by way of limtation, to a
CRO$ S REFFR ENCES YOI, A PEDAFPIIICAITIONShe security of
and tracking internodal freight 15 containers
throughout a supply chain to discourage or prevent
Theuspplisatiem for Paishl dammsasiorityefrery airherebydnerperaies b geference for
imm gration, theft or adulteration of goods, and other
any rpuggnsk ahé tenii. distlsswee Yofoto-phelifie Paswidorl tPatdie Agslication No.
majority of goods shipped throughout the world are

60&‘7‘09@9 1¥d 8n WAL 187803 26hd &5- Eérfdﬂ% PRvARonaNPREADPAB)lication No.

frei ght containers. As used herein, the term

60/4019%3' %egdﬁrﬁﬁ;ey(ﬂgsz)@?y cont ai ner (whether with

or not hat is not transparent to
radlo frequency signals, including, but not limted

t [ rpodal freight containers. The nobst conmon
:B@§¥g?ﬁg§gﬁnfreight cont ai ners are known as

I nternational Standards WO 2004/ 027727
TebknitapE20§3/ 001463

The present invention relates to a method of and system for monitoring the security of a
container and tracking its location and, more particularly, but not by way of limitation, to
a method of and system for monitoring the security of and tracking intermodal freight
containers throughout a supply chain to discourage or prevent such urgent problems as
terrorism, and also illegal immigration, theft or adulteration of goods, and other

irregularities.

History of the Related Art

The vast majority of goods shipped throughout the world are shipped via what are
referred to as intermodal freight containers. As used herein, the term “containers”
includes any container (whether with wheels attached or not) that is not transparent to
radio frequency signals, including, but not limited to, intermodal freight containers. The

most common intermodal freight containers are known as International Standards
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2 Organi zation (1SO dry internodal containers,
nmeani ng they neet certain specific dinensional,
woreehlanieal and ot her standards issued by the PSOSEm03/001463
facilitate global trade by encouragi ng devel opnent
and use of conpatible standardi zed contai ners,
handl i ng equi pnent, ocean-goi ng vessels, railroad
equi pnent and over-the-road equi prent 5 throughout the
world for all nodes of surface transportation of
Orgafigiftion TS0 dyeintamodantdnyainas,e ntehaing 1eyr heétoversire lspecific
containers in active circulation around the world as

difdElston@B iR AYNiEN 28d DRRE sahd#&disaRatHy NSO FitildEte global trade
refrigerated containers that carry perishable

byce%mgéih.ged%vdx ;c(an. F?sgn%fa#ogg%iﬁbfénﬁar{cﬁ%%e\ﬁeéontainers, handling

approxrnately six. m ed contal ners per yéar,

cofrPRe Secsftoe vEvsh vaft Riart SECERE W eReaRa sujpmen

year. Since approximately 90% of all goods shi pped
thrionghouh dke o¥eald) Yora#lk mRrdpe of; yrigem transpariation ob pgogper There are

transport has become the backbone of the world
cugeslyomyre tiiae 12 melionwsoth pentaihers om tctiveavirsulatiom sypund g world as
wor | dwi de renders individual physical inspection

wdllRY afiniy Cabfeespeaiatizédn boyntsings autivak eleftigeatéd c3iaidbrs that carry
containers entering the 15 United States are actually

peRi4BIC@niodiNS e ahe AunifdiSdta@f alddb lrr‘éé’éi%si %r&{imﬁtege six million

terrorist biological, radiological or explosive Vi ce
via a frej n{ aj Ny j e
o effubinflschth (RO DEIP DT l) BRoooR il repRRRER A Barrof
cat strogﬁ%f, %{ven. t he i nportance of containers in
theigtal yalpg gods gersfyefl ea T'cient resources were
devoted in an effort to conduct physical inspections
of 20 all containers, such an undertaking woul d . i
Since Approximatglyr 9050 of el giveds thiprsddaiginatienally argdnove jp containers,
del ay al one coul d, for -exanple, cause the shut down of
cofitaimenirarspor has bavdmsitheatpckbamof thexpahbeopgomgl ays in
shi pments of goods to custoners.

The sheer volume of containers ‘transported worldwide renders individual physical
inspection impracticable, and only approximately 2% to 3% of containers entering the
United States are actually physically inspected. Risk of introduction of a terrorist
biological, radiological or explosive device via a freight container is high, and the
consequences to the international economy of such an event could be catastrophic, given

the importance of containers in world commerce.

Even if sufficient resources were devoted in an effort to conduct physical inspections of
all containers, such an undertaking would result in serious economic consequences. The
time delay alone could, for example, cause the shut down of factories and undesirable and

expensive delays in shipments of goods to customers.
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WD 2004/ 027727 PCT/ SE2003/ 001463 3 Current contai ner

designs fail to provide adequate nechani sns for
wesbm’bbizzhi ng and nonitoring the security of POESE2003/001463

containers or their contents. A typical container

i ncludes one or nore door hasp nechani sns that all ow

for the insertion of a plastic or netal indicative

"seal " or bolt barrier conventional "seal" to secure

the doors of the container. 5 The door hasp nechani sns
Curkeat caniteinepraedpts duibkd provided adaqeateemychmamynst for destablishing and

for exanple, by drilling an attachnent bolt of the

mé&RRnL We buftytTahe EOtuRES r e duntdtd. SA (gpicaCddnthinet heludes

.conventional Seals thenselves currently in use are

ong! osfomgrgi czo%r %gﬁ; (Ili;f‘ercfel%isn%th%?%llw S EheOinsértion 'HTDJ‘Pl)z}stic or metal

cuttin ool acement wt a rather easi

i GBS s RO BB NP U] D58 inr

e-seal s are equivalent to traditional door seals aq?

Ther doog hasn arech@nisme thay Hrarenseatiqnallytysed e yery easydpydefeat, for
weak, door hasp mechani smas an accessory to the )
exampleaby dri]liniguan attechment tolt ofethe dasp aittcofge dperetoswhish dke hasp 1s

radio or radio reflective device that can transmt the

att@cte@al Tife céimentidnah seuiethemRelves airgmél infust lage elss emite isinple to
cut or broken after it is installed. However, the 15

defaPBRbsd Sf & %mﬁ}%ln%uft&gc@mgﬁﬁ%@erﬁgrﬁ Rvithh® rdthdrdabi®f dlicated

contents of the container and does not transmt
eilnforrmtion related to the interior or contents of the
Lontainer to another device. The e-seals typically
enpl oy either | ow power radio transceivers or use

radi o, frequency backscatter tf.echniques to conve ”
ARG ERT GO B P Posed eeep e 47 Hedmupe Pl Healy. These

at 20 for exanple, a terninaL@gate. Radi o frequency .
c-t5als eat aquinslentrio draddionakdoasseals pad ate appligd & feneqniainers via the

narrow band hi gh-power radi o technol ogy based on
samendibaiewecakadaor lzasp meghiangsm as an accessory to the container, but include an
electronic device such as a radio or radio reflective device that can transmit the e-seal’s
serial number and a signal if the e-seal is cut or broken after it is installed. However, the
e-seal is not able to communicate with the interior or contents of the container and does

not transmit information related to the interior or contents of the container to another

device.

The e-seals typically employ either low power radio transceivers or use radio frequency
backscatter techniques to convey information from an e-seal tag to a reader installed at,
for example, a terminal gate. Radio frequency backscatter involves use of a relatively
expensive, narrow band high-power radio technology based on combined radar and radio-

broadcast technology. Radio backscatter technologies require that a reader send a radio
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broadcast technol ogy. Radi o backscatter technol ogi es

require that a reader send a radi o WO 2004/ 027727
weeisBEZ003/ 001463 4 signal with relatively hpQivSE2003/001463

transmtter power (i.e., 0.5-3W that is reflected or

scattered back to the readgr with nodul ated or

encoded data fromthe a-seal. In addition, e-sea

applications currently use conpletely open,

unencrypted and insecure air interfaces and protocols

sighhll With RbadRly high afanvigtltiér ad¥r (135101 IOWANELL is reflected or scattered
counterferting of e- 5 seals. Current e-seals also

r.at | V.10 O cy bands
b o it lod BB b el e Y oot
in global conmerce involving internodal containers

since national. radi o reqgul ati ons, as .
In Sotfn ey el PPNt ORISR B, YRG! et g insecure
~Furthernore, the e-seals are,nqt ef fective gt ..
air ipiRTTecss jang PEAesAS dllpvane derdeclatively eatyy hacking and rauntpideiting of e-
standpoint of alternative fornms of intrusion or
seatonCarrent abssals alseconsmate enlysnolocally admrizes diequesicydiands below 1
cont ai ner may be breached or pose a hazard in a
GHA kérdbyng®fhemaypraitioleo ilnplement in giaay esrhinercelinvideing irdérmodal
accessing the inside of the container is through the
coftRRER siRE nbfiGhat %@k&ﬁ[&tioﬁ@hoﬁ?ﬁﬁﬂi@|vﬁ)r_lcﬁ01h‘fe@1klz @oGadk allow their
agent could be inplanted in the container through the
c ' 'S _standard air vents, or the side walls of
us ﬁgﬁﬁin$QW%g$ could be cut 15 through to provide
access. Although conventional seals and the e-seals

ford e form of security nonjt.orin he .door _of.
Fufthestiofn i Reras Bsvipt S aised g Al f AR Gapfiners from
conventional seal and a-seals . typically rely hang on
the plandnedt ‘PfaQIEFrB%“VFh@n% rfdniesion o fepeetn ;E’V“ ¥ contents of a
exposed to physical damage during container handling
cogtenphr, aics hicpntaingnuiay e breichad aawshg hazdsd goy garicty of ways since
conventional seals and a-seals cannot nonitor the 20
theCaly esrventidnal hrearsosftastessing aledinsitle ofithie cablamet @s through the doors
interface with or (since containers are

of the container. For example, a biological agent could be implanted in the container

through the container’s standard air vents, or the side walls of the container could be cut
through to provide access. Although conventional seals and the e-seals afford one form
of security monitoring the door of the container, both are susceptible to damage. The
conventional seal and e-seals typically merely hang on the door hasp of the container,
where they are exposed to physical damage during container handling such as ship
loading and unloading. Moreover, conventional seals and e-seals cannot monitor the
contents of the container and are not able to interface with or (since containers are
manufactured from steel that is opaque to radio signals) transmit data to the outside world

from other sensors which may be placed in the interior of the container such as, for
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manuf actured fromsteel that is opaque to radio

signals) transmt data to the outside world from
wotéar2sensors whi ch may be placed in the intePCOSEBED3/001463

t he contai ner such as, for WO 2004/027727

PCT/ SE2003/ 001463 5 exanples tenperature, |ight,

conbusti bl e gas, notion, or radioactivity sensors

(wi thout nodifying the container door or wall). In

addition to the above, the nonitoring of the integrity
exafnplo nénaperste, lipht, daobustibleegasnmotionnorbedivettatifyveengors (without

conpl ex. Although the containers are constructed to be
m&dify#ed the @bhttineSds@endaBnd carry heavy |oads, both

wi thin the individual containers as well as by virtue

of containers stacked upon one another, each contai ner
In! 23dfof o HRSIHINE the BoMEHRIFIIUX RiteghiPorooataifrd PRUHBHmMbPement

accommodat e dynam ¢ stresses and novenent inherent in
eci.al | n t at i [
S TPEHPD B DAL Bl AT M & be sty
contajner. Current |SO standards.for a, typical .
souh e SR heaYY LoR%, ooy B e i Bbeupitdin &5 el ag by it of

to transversal |oads by as nmuch as 40 mllineters

contsiingrs stacked upae ARFANARIET, carh spriaipekis e desigyed to accommodate
approaches based upon nmintaining a tight

tranSterse dbatingris haqgrobmiodeten dyndmicpyessesaland nnevémerg inherent in
bet ween two contai ner doors are generally not

(eWe@ﬁllWh@ trafshom@idnchndRetie sre@ypicalBbnasiaged daria@shipment of
provi de a nethod of and systemfor: (i) nonitoring

thé REntTRYE TaienCiSO BEnERAE ForY tyBicaPErRiNE 'mAy AW HoveRhent on a

the container structure in a"cost 15 effective,

al s avaj l abl e t reliable f Lon: (il i di

T iR N loufi ol Rt 0B 15 olfushly BEEH e Worner
container to detect alternative neans o% i ntruysion .or

Therdgten seeuripy 2ARERGRFSRAseh RPON NpiRfANIRG A dight BieTerlaiapehip between
in the outside world; and (iii) sinmultaneously |

thp physicabinterfase hetwieor twq eifdingg dopsrispeineratly netpigcidcable.
containers for reasons of security and |ogistics
efficiency.

It would therefore be advantageous to provide a method of and system for: (i) monitoring

the movement of the doors of a container relative to the container structure in a cost
effective, always available, yet reliable fashion; (ii) providing for a data path for other
security sensors placed in a container to detect alternative means of intrusion or presence
of dangerous or illicit cargo.to receivers in the outside world; and (iii) simultaneously
provide a means for tracking transport movements of containers for reasons of security

and logistics efficiency.

SUMMARY OF THE INVENTION
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20 SUMVARY OF THE | NVENTI ON WD 2004/ 027727
PCT/ SE2003/ 001463 6 These and ot her drawbacks are
we@@rozITe7 by enbodi ments of the present inventPONSE2003/001463
whi ch provides a nethod of and systemfor efficiently
and reliably nmonitoring a cgntainer and its contents
as well as tracking containers to maintain the
security thereof: Mre particularly, one aspect of
the invention includes a device for nonitoring the 5
THeS @hd iotier afrawbakB tadé Beércorhb dydentb@tments | afcihs presertiryention,
for sensing at |east one condition of the container,
HERBdEO" ot bddQydeeth OforBdttigientlelaatl i NeBaBl9 hb#itoring a
‘mg% Ieas?&gﬁeﬁggﬁged co%éi??o%ﬂ?% a I&fation ou?side &
cot El?nec gr% a5 @gﬁtenté‘gg wall g?ﬁﬁaqﬁé’ [ﬁﬂtﬁh&@ RS ﬁ#a'irﬂ&nttﬁees&hrity thereof.
t'ion. ns tor

€ast “one” ‘sensed condi e nea
interpreting i s adapt to be. dis ed inside.the . .

MR L. s SBRESE B vETsn o 2o Siiioy Monitoring the
pressure and the the nmeans for sensing 10 nmay be a »

copdigier of & centainst. . T devigeanslydgsya meps f@b?@é@g@g kapt gngpondition
may be a sensed light or a sensed notion and the

of teacentdiner, 8 emsing (orreapstniting inforntatise nelativeoto the ableagirone sensed
sensor respectively. In another aspect, the present

cohdViBA td & Todagbab@side theaconRinestndfa éme foroRieg@tling the at least one
securing a container. The nmethod includes the steps

sef?{eds@dnﬁﬁfoinng The GRMNR! BRntEPraRB! is SHapRASIONGe Adpoded inside the

el ectronic securing device wthin the container,

transm.ttin regquest t serve n ' .
copyegerh e ot at fe LriStd esuB AP hkag Bsensing
response to recei of . the request. .The nmethod al so.
mEhee {BESSUR ESPle pgft?sflatlevﬁﬁyp Shst e cg)difiAE ma by sengad light or a
the security key, transmtting the uni que and ]
sensed rypptierd and dhe megnsk oy sepsinganayels @elight sgospsPr avmolion sensor
the container, use by the device of the encrypted :
respectively.y key to cal culate a unique 20 result, and
storing, by the device, of the unique result.

In another aspect, the present invention relates to a method of electronically securing a
container. The method includes the steps of selecting a container to seal, disposing an
electronic securing device within the container, transmitting a request to a server, and
generating by the server of a mathematically-unique security key in response to receipt of
the request. The method also includes the steps of encrypting, by the server, of the
security key, transmitting the unique and encrypted security key to the device disposed
within the container, use by the device of the encrypted security key to calculate a unique

result, and storing, by the device, of the unique result.

In another aspect, the present invention relates to a device for determining whether a

security breach of a container has occurred. The device includes means for detecting



10

15

20

I n anot her aspect, the present invention relates to a
device for determ ning whether a security breach of a

weoeomarTieT has occurred. The device includes neensEf003/001463
detecti ng WO 2004/ 027727 PCT/ SE2003/ 001463 7 pressure
exerted by a door of the comjainer and neans for
establishing a baseline pressure value. The baseline
pressure value is related to a cal cul ated nean val ue
fromat least two pressure detections. The device

préssee exatddisies deorrd dhrescohtained efid miemgs far pstadshing a baseline pressure
threshold and a neans for determ ning fromthe

vaﬁfee The b8sdline pedaalre valnd is Rtedab achrRdlapidatédi waludSfrom at least two
whet her a security breach has occurred. In another

R DL (RAGS, s ofy Sna R o vt
I 1 hy I
oo Ren Tt SLEnioE, EbS B RuRGaS B MEF B JoSEF Bhessure
contai ner, nonitoring the pressure sensor via a data
whetfer ajserusits Bregeh BaseCewEede ont ai ner, determning, by the

data unit, whether a security breach 10 of the door

has occurred based on a change in pressure sensed
In apetherr aspenty the prasemrinvensionraldeciard methodpf fiﬁéctmtaaseewtf/ breach
of a result of the determning step to an antenna

of iandomadpezr diileymethod andledbsttioe ttaps dbphcingi ¢ pmsairé sgmoradjacent a
adj acent to and outside of the container, and

strhétaR$ MehibeP @nd RYobN6 BB taNMAaer, Aonitbfing ffﬁtpr@s@ufeeﬂeﬁf!dr\v@ a data
to the comunicating step. 15 In anot her aspect, the

unRIESEA witi RS &91@31 &! @ét&'ﬁnﬁlﬁ%l 2[1}“?1& hed wl, @H@tﬁ{:‘r‘ d'@céity breach

security status revi otisl’y el ectroni cal
cont ai n of the e.wherein a secur
of i o ol Dot st oh eiafEE iRt afhsPh B i drepmge sensor
steps of transmtting a , of a .device
copminicaipe by the dat wal, a%fz%é?%} te@fe tier feteminag e fg/an antenna
generating, by the device, of a device. response to
inteteperablyi cennebiatl| tenide, datan unit raadsletated ndjaceny tohanddewtside, of the

of the device response
container, and transmitting, by the antenna, of information relative to the communicating

step.

In another aspect, the present invention relates to a method of checking a security status
of a previously electronically secured container of the type wherein a security device is
disposed therein. The method includes the steps of transmitting, by a reader, of a device
challenge to a device associated with the container, generating, by the device, of a device
response to the device challenge, and transmitting, by the device, of the device response
to the reader. The method also includes the steps of transmitting, by the reader, of a
server challenge to a server, generating, by the server, of a server response to the server

challenge, and transmitting, by the server, of the server response to the reader. The
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20 to the reader. The nmethod al so includes the steps
of transmtting, by the reader, of a server challenge
wo eom/03ERYEr, generating, by the server, of a BETSEZ003/001463
response to the server challenge, and transm tting,
by the server, of the server, response to the reader.
The WD 2004/ 027727 PCT/ SE2003/ 001463 8 net hod al so
i ncludes the steps of conparing the server response
and the device response. |f the server response and

mdth§d 41§V ineRidESGHRARHE o PESMRAEHA khe Rn&e Edspoisy ahd ERCdevics response.
deened to not have occurred since the container was

If ﬁllees%}\{ep pésﬁ@xll%eya{lﬁ‘%ﬁé @&iceﬁﬁ% ?rgﬁquglgﬁ%curitty breld Igtﬁﬁfeé%med to

Irmvention relates to a erm ning

a b5 securjt each.of a cpntai.n has ,occurred. The
nog@neegcqq@' Slb%%gﬁeac%a&ﬂeg o] %géé%‘gf‘ﬂ{?( ng%ed'l east one

condition of the container, nmeans for establishing a

basel i ne val ue for the .sensed condjtion ans. for ,
In JaPHHE ARpest Sisn RIS ARYFREPLACHET (o A5V ISeHBT detcapiingeRheher 2
for determning fromthe sensed condition val ue )
sequinitye bteattd ohim donthiershaspsenreadn di hiei deicgrngludas a measdor senging at
breach has occurred. 10 In another aspect, the present
leasnvaa conditioe loditths contaimex] endane fooestatdisbingi mibageline value for the
security condition of a container and its contents.

serlse§ cHRMHEE rhémb Ystede finPaimsédEordaidacidligtheesheldNgid ineshs for
of the container and its contents and a neans for

defzegrh%?xg ﬁ&’nr{fl @eng@(? @Aﬂdﬂﬁ)ne‘%%thekmd l‘éﬁ# ke seﬁaﬁ é&ﬂ&iﬁbﬁ Réhethe

on value Is relat to norma ['uctuations in

t he. gongihion of the container and its contents
a SECUTHY PERELEPSRIFYRY ¢ r ansport. The device al so 15

i ncludes a neans for defining a condition threshold

and a neans for determning fromthe  condition. . .
In ;appibeh asngcla dlee PrrecY dRvsetion Telgiseile iaocie*?yl Her delefipinjng a security

condition of the container. In another aspect, the _
copdiigeof ajcontainer end ite|cantenist d'hg desich dacludesemensi fog dgtecting a

security condition in a container and its contents.
cofldidomeifhthel dontuined emdt e cattaps and aphmenndoraestablishing a baseline
condition value. The baseline condition value is related to normal fluctuations in the
condition of the container and its contents experienced during transport. The device also

includes a means for defining a condition threshold and a means for determining from the

condition threshold and the detected condition, the security condition of the container.

In another aspect, the present invention relates to a method of detecting a security
condition in a container and its contents. The method includes the steps of placing a
sensor within the container, monitoring the sensor via a data unit located within the
container, and determining by the data unit whether a security condition has occurred
based on sensed changes in value sensed by the sensor. The method also includes the

steps of communicating by the data unit, of a result of the determining step to an antenna
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sensor within the container, nonitoring the sensor via

a data unit |located within the 20 container, and
waledoeomi7ai ng by the data unit whet her a securiPgT/SE2003/001463

condition has occurred based on sensed changes in

val ue sensed by the sensor. grlhe nethod al so incl udes

the steps of comunicating by the data unit, of a

result of the determ ning step to an antenna WO

2004/ 027727 PCT/ SE2003/ 001463 9 interoperably
intefoperblyesbnhectdde thadaea unit tndiivdated calsted to ehatdnrandron tipesition

container in a position for transmtting data to a

fo Q&A@ WdtaStb Ao 4Hdn GRARd 1R Contaiter, ah@ AGArhitindbPihe antenna
t he ante%na of infornmation relative to the

of FRTHAICHILAA B YEPconBBLEERES(R PTI ON OF DRAW NGS 5 A
nore conplete understandi ng of "exenpl ary enbodi nents
of the present invention can be achieved by reference

t | Al Description of Exenplary
Bé§ﬁiﬁ%%%é&?bqéhq?%gﬁ$ﬁ6§§6§on when taken in conjunction
with the acconpanying Draw ngs, wherein: FIG 1 Ais
A thotd 8sthRBlel Unlétsahdihlz 08 eL@RFTIY chodiflentoNMGe RsEpAIAMBion can
of a system 10 according to an enbodi nent of the

beP a5 EHI 1t V%}{exjeﬁﬁ tELﬁle_ lfglldvi?i&é‘ %}&ﬁﬂé@%%éck’i 868 8¢ Hkemplary

an exenplary supply ain;, F IS a schematic

e GBBEP % B FYBRRreFA A, 1 FRORICM S
15

according to an enbodi nent of the present
Drapingst WseinF| G 2C is a side view of a device
according to an enbodi nent of the present invention;

FIG. 1A  is a diagram illustrating communication among components of a system

according to an embodiment of the present invention;
FIG. 1B s a diagram illustrating an exemplary supply chain;

FIG.2A is a schematic diagram of a device according to an embodiment of the present

invention;

FIG.2B is a top view of a device according to an embodiment of the present

invention;

FIG.2C is a side view of a device according to an embodiment of the present

invention;

FIG. 2D is a first perspective cut-away view of a device according to an embodiment

of the present invention;
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FIG 2D is a first perspective cut-away view of a
devi ce according to an enbodi nent of the present
w0 noogforizen; WO 2004/ 027727 PCT/ SE2003/ 001463 ROT/FE2803/001463
2E is a second perspective cut-away view of a device
according to an enbodi ment ;gf the present invention;
FIG 2F is a front view of a device according to an
enbodi ment of the present invention; 5 FIG 2Gis a
back view of a device according to an enbodi nent of
FIGNEE Pr §8 etsecdndVv perispéetive RluGawdll Viswaobod tdemicei asofing to an
devi ce accordl ng to an enmbodi ment of the present
i nventigd &t o Feséhtt;%nﬁbx?w of a device according
to an e 8| ment o the present’ 10 invention; FIG 2J
is a front view of the device of FIG 2F asmstalled _
n cont a r I 2 g v
FIGeRF oo tor PR visk' & Pdhulch, ReBURPES oh FubdBetof 18 present
is a schenatl c diagram of a reader according to an
embodi HBYUBE: t he present invention; 15 FIG 3B is a
di agram of a reader in accordance vvith t he pri nci pl es
of the present _invention; FIG 4 is a firs
FIGpGi cds izohackcigyr 9o 2 ffevidgecsgulingnicAn mr@odment of the present
according to an enbodi ment of the present invention;
WO 2004h@2#d27 PCT/ SE2003/ 001463

FIG.2H is a bottom view of a device according to an embodiment of the present

invention;

FIG. 21 is a top view of a device according to an embodiment of the present

invention;
FIG. 2) is a front view of the device of FIG. 2F as installed on a container;
FIG. 2K  is a perspective view of the device of FIG. 2F as installed on a container;

FIG.3A is a schematic diagram of a reader according to an embodiment of the present

invention,;

FIG.3B is a diagram of a reader in accordance with the principles of the present

invention;

FIG. 4 is a first application scenario of the system of FIG. 1A aécording to an

embodiment of the present invention;
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11 FIG 5 is a second application scenario of the
systemof FIG |A according to an enbodi nent of the
w@e@gent72i nvention; FIG 6 is a third appli catPOTSE2003/001463
scenario of the systemof FIG 1A according to an
enbodi ment of the present ipyention; 5 FIG 7 is a
fourth application scenario of the systemof FIG IA
according to an enbodi nent of the present invention;
FIG 8 is a diagramillustrating a container-securing
FIQI 9cesss h Re@ndGipghcution weéariarof teerspemerftFIGE 1#Aheccording to an
present invention; FIG 9 is a diagramillustrating a
cont ai RRLLGRME bt the pRE&GIE ilvefG&SS 1 h accordance 10
wi th an enbodi nent of the present invention; and FIG
10 is a flow diagramillustrating a door-sensor
I bratiap:..pr 0 .Qr j enRogl
I e A T R
EXEI\/PLAR\tg gI?IEP/%Q)I %ENTS OF. THE. PRESENT | NVENTI ON 15 It
has beSRPPHMEGt PiAr PESEMVANIEE security device of the
type set forth, shown, and described bel ow, may be
ositioned in and. secured to cont ai ner, r effective
FlGohi t ofs ﬁgfou%? amﬂ@atl?n EFPREY ob k¢ SYsHeR of Jﬁgt Ay ecprdipgto an
its contents. As will be defined in nore detail
bel ow, embdéimentof the areset enyigB@oNi t h princi pl es of the
present invention is constructed for 20 positioning
within a pre-defined structural portion of the
FIGONt ai ixea didgra ilfestretizg & gontaimmi-fesstisg piogessah accordance with an
structural novenent due to routine | oading and
handl i Bgbadigheb 280 fredeht Tdénfiéal/ SE2003/ 001463

FIG. 9 is a diagram illustrating a container-security-check process in accordance

with an embodiment of the present invention; and

FIG.10 is a flow diagram illustrating a door-sensor calibration process in accordance

with an embodiment of the present invention.

DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS OF THE PRESENT
INVENTION

It has been found that a container security device of the type set forth, shown, and
described below, may be positioned in and secured to a container for effective monitoring
of the integrity and condition thereof and its contents. As will be defined in more detail
below, a device in accordance with principles of the present invention is constructed for
positioning within a pre-defined structural portion of the container which generally

manifests minimal structural movement due to routine loading and handling and
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12 extendi ng through a conventional interface between

the container frane and door region thereal ong. An
webkestore7 i ¢ gasket is conventionally placed apOnRE20051801463

door and extends through the interface region to

ensure the container is watestight and the goods thus

protected fromweather. The device is adapted for: (a)

easy tool-free installation; (b) self 5 powered

intermttent signal transnission and (c) sensing of

CXEEB@H)@ RORLH & cBhventiBnal GhtBTAR IR enUROEorAbr fith@khd/€oor region
thereto for transmtting deviations thereof indicative

th&fee}lorﬁ [ An %&H‘Feﬂtc %a@{eés%g@%%ﬂél!}%lacéd%& | 188 dB8k and extends

erein agran1| ustrating

i cati.on anong gnts
0 L AR R R PR A Fon B S U, Jat tpe, goods thus
The sgsten1|ncludes a devi ce E ?S 10 | east. on
protagtedirgmareatherdd e deviceys adanjed 101:5(2) §aRY t8°]s§?et ipgtallation; (b) self
backbone 17. The device 12 ensures that the container
powaeedn otteripaent bsigeal hrahsafissen; tand (Onseuisimgr ofi 0héypsessurgnof the
secured. The container 10 is secured and tracked by a
eldseateic dfor sEsickldtioadheretbbfomasansmittingd devilitiondwaereoOindicative of
software for comrunicating with the server 15 such as
doBr HQQ&H&I&@M thé E@rﬁﬁﬁbﬁ IncRQirganan@Yddn E&&Mn. COMA, etc. or
a cabl e for downl oading data to a PC that 15 transnits
t he data over the Internet to the server 15. Various

OETACH | P 0TS G oA i e e i
s SO0 il e oly: Hoefifficid o
nobi | e reader (B or a flxed reader

leashpRmeartety @%ﬁ@ﬂerl ¢ R)seryisy 15, 150d o iﬂﬁWészf‘a 9neob7er Eb% gevice 12
in conjunction with, for exanple, a nobile phone, a

enpeesibatathe 20ntdingi hasl noadsérstraavhed aftershe apnteiperc Hhhastbgen secured.
The nobile reader 16(B) is basically a fixed reader

Théi dokitatneelB ik neairédand trayked 131 4 yeader 16.z &dch meadebil 6 enay include
installations (e.g., on trucks, trains, or ships

hakféatd o8 XdoRiWaRd 6 %nﬁh&cﬁﬁngsbv'ﬁh' fhe RPFrt10Bidkdas a modem for
systens) to secure, track
transmitting data over GSM, CDMA, etc. or a cable for downloading data to a PC that
transmits the data over the Internet to the server 15. Various conventional means for
transmitting the data from the reader 16 to the server 15 may be implemented within the
reader 16 or as a separate device. The reader 16 may be configured as a handheld reader
16(A), a mobile reader 16(B), or a fixed reader 16(C). The handheld reader 16(A) may
be, for example, operated in conjunction with, for example, a mobile phone, a personal
digital assistant, or a laptop computer. The mobile reader 16(B) is basically a fixed
reader with a GPS interface, typically utilized in mobile installations (e.g., on trucks,

trains, or ships using existing GPS, AIS or similar positioning systems) to secure, track,

and determine the integrity of the container in a manner similar to that of the handheld
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and determine the integrity of the container in a
manner simlar to that of the handhel d WO 2004/ 027727
weeisBEZe03/ 001463 13 reader 16(A). In fixed PCT/SE2003/001463
installations, such as, for exanple, those of a port
or shipping yard, the fixed;reader 16(C) is typically
installed on a crane or gate. The reader 16 serves
primarily as a relay station between the device 12 and
the server 15. The server 15 stores a record of
reS®REUB(AY I arehiistabiaticisl aidhsass furhexample dfosexodnppat or shxpplng
door 5 events (e.g., security breaches, contai ner

ya?c? G fited r@gH%? Ké(C)%?%fdaﬂQ idshBled B h 3taA8Tor gﬁ’{@ d The reader 16 serves
di'sarm ng the contai'ner), location, as well as any

prfrgsri@ 2P R SRR PEh RO Al 198 e se%%rmt i on
ure, notion, radioactivity). The server
in conjunction with the software backbone 17, may
be acce sible to a orized parties ord t
Tl e et p aSoR RbSHrBe il adalls S@Sﬁtazﬁ {fx pragpple, door
make |ntegr|ty inquiries for any er of
evepiat(&i2n esesurity rrgrcies raNBinge secyiy 5 achveng the container, and
activities. The device 12 comunicates with the
disapmiher the kontaingr)a ledation,- asawgle as ady adfitionalf dasioed petiphesal sensor
for exanple, a radio interface utilizing
infbrieldr @gruenperatips, aadioapadioattivity).i The pres. 15, ih@njundiien with
interface may use, for exanple, BLUETOOTH or any ot her

thé E‘&Hv@aré 808 ond PV mBOWEIccESBioRHoaRd PtieCRVrddreS détBrmine a
t he Ilcense freée Industrial, Scientific, and Medi cal

Ia%e I\/Pocgmd MQ (?Jh R&" . SRard! W‘f 1x %esg%o%y number of

i ng on e nee of 4 spec
reLated ra |o r éf ar rOVLded such as, for

e
coniaiFhy: 8T PY ‘Fﬁ’o‘?t €1 H’é%‘StB“FtR'EﬁCtEVd“eSlOO m The readers 16

may communi cate via a network 13, e.g. using TCP/IP,
with the server, 15 via any suitable technol ogy such

Thesdevicgr 1 2esoammppmicates Wit thaurcadsnilp &/1ara SBRIGHHALAi TadiP| 1BigEface such
20 System (UMIS), d obal System for Mobile
asCmmaxainple; iacnadio( iG8Mace @ttinidireetiseguence spread-spectrum principles.

The radio interface may use, for example, BLUETOOTH or any other short-range, low-
power radio system that operates in the license-free Industrial, Scientific, and Medical
(ISM) band, which operates around e.g. 2.4 GHz. Depending on the needs of a specific
solution, related radio ranges are provided, such as, for example, a radio range of up to

100 m.

The readers 16 may communicate via a network 13, e.g. using TCP/IP, with the server 15
via any suitable technology such as, for example, Universal Mobile Telecommunications
System (UMTS), Global System for Mobile Communications (GSM), Code Division
Multiple Access (CDMA), Time Division Multiple Access (TDMA), Pacific Digital

Cellular System(PDC), Wideband Local Area Network (WLAN), Local Area Network
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Mul tiple Access (CDMA), Tine Division Miltiple Access

(TDMA), Pacific Digital Cellular Systen(PDC),
wowvaabarid7 Local Area Network (WLAN), Local AreRCNSEW05/B01463

WD 2004/ 027727 PCT/ SE2003/ 001463 14 (LAN), Satellite

Conmuni cations systens, Autqpatic ldentification

Systens (AIS), or Mobitex. The server 15 may

communi cate with the software backbone 17 via any

suitable wired or wireless technol ogy. The software

(120K BaiRRitd Colinudiapibed systenss) Paddrhatic’ Riehtifidatien Systems (AIS), or
survei | | ance services such as, for exanpl e, tracking

M@Elgexs € ‘\I‘gé ' s@g/fp fis trﬁgy %oﬁxﬂﬂﬁ@afée%tﬁ Oché’ ' s@ﬁ&zgﬁ: ﬁﬁ:‘kﬁgﬁe 1%.via any

e readers the device . The server

[ or. the s khon r t

oS B 15 I PO ST
informatign, tracking i nf ormati on, door event and

rejiH® SHEHEH R SEMCEE SHCR 5. (e CUEURIBe Tacking, g scaping of the
addi ti onal peripheral sensors interoperably connected

contpinend 0 viretheservep 15, The repdemsvidy andtheldsuise 127 Hiestsrver 15 and/or
all ows access for authorized parties to the 10 stored

the rbéwakt backbune 18 arseadaptedetos atoee tifatmation bechaas; efos eckample,
via, for exanple, the Internet. Referring nowto FIG

iddifBifichti S RifdrenaBib® \WhcRing! infbidmidd, ldosit é@htsnﬁhdiotflkp&étg tidhsmitted
an exenpl ary suppl y chain from poi nts (A) to (I).

b)ﬁﬂ% %Hll:@ 92 fa%([ §)t7 ali)gacﬂf?t'lcmal F)éi;ﬁleﬁl]l gﬁﬁ&@'lﬁ'@fo }&bl)ﬁ(‘é{nhéétﬁcgto the

er o

|
de@?f%ﬁl?k aff%% e heShinEs 10 afioNP s dpt Sitherized jgartes to the

poi nt . the container, is gated in at the paort of
stcpr%dnfqgn%tmvasa Aisera Hiteréace Hbapmw Beaperessaf Yiai Fﬂr ppmple, the
the container is | oaded on a ship operated by a
Intcameti er. At point (E), the container is shipped by
the carrier to a port of discharge. At point (F), the
container is 20 discharged fromthe ship. Follow ng
Rafesimpabgao FIGPIB, nheré ks shotviner diagraraiilestratisg b dladetobHat exeanplary

supply chain from points (A) to (I). Referring first to point (A), a container 10 is filled
with cargo by a shipper or the like. At point (B), the loaded container is shipped to a port
of embarkation via highway or rail transportation. At point (C), the container is gated in

at the port of loading such as a marine shipping yard.

At point (D), the container is loaded on a ship operated by a carrier. At point (E), the
container is shipped by the carrier to a port of discharge. At point (F), the container is
discharged from the ship. Following discharge at point (F), the container is loaded onto a
truck and gated out of the port of discharge at point (G). At point (H), the container is
shipped via land to a desired location in a similar fashion to point (B). At point (I), upon

arrival at the desired location, the container is unloaded by a consignee.



10

15

20

truck and gated out of the port of discharge at point
(G. At point (H, the container is shipped via |and

wo eooa/oetst red | ocation in a simlar fashion t oP@EDSE003/001463
(B). At point (l), upon arrival at the desired
| ocation, the container is gloaded by a consi gnee. WO
2004/ 027727 PCT/ SE2003/ 0014 15 As will be apparent
to those having ordinary skill in the art, there are
many tinmes within the points of the flow 2 at which
security of the container could be conprom sed w t hout
vi sual or other conventional detection. In addition,

stb@ﬁl 60 .él%é.n]?ﬂ) ﬁ’it) d DR irfpsHifas fsk?li irf 188 amt, GRS & Iy(iﬁﬁ’ésdmthm

e co ely un nown to any of the partles i nvo

tho?r P%Hg S Itlgeoﬁl% g 24 nte Ihll,lcl’l]l| sgglggg o% E?e é‘@)ﬂ%%le} ggulﬁ % x{%})r}n? ged w1thout

of the_ device 12. The device 12 in Iude
vigigl onpthergonygationaheetertion. Ja adiltlﬁ?’c 5PBULSL g ﬂkel\mjents of the
22, a nenory 24, and a door sensor 29. The device 12

contayentaid ba chmglstely unknownfta eay o8 theartigstimychyadrn the flow 2 until
addi tional sensors to 10 nonitor various interna

potm (i) tvhethe@bntehts of thetcantamer sreainloaded.f or exanpl e,
tenperature, vibration, radioactivity, gas detection,
and notion. The device 12 may al so include an

FIGPRAGEalbl RV igra@TCliee dévideel 2] Thd@dvier 12) inclid¥Eattintenna 20, an
other power arrangenents that are detachable or

m@@ldyurh Pl&HiciRpYobRP (Pe 18I, 'azrﬁgn&'Xl J4hend€\Ho6Esensor 29.

e power ~ source 26 in¢ludes a battery (as
rein i.n sion.o

Thfél%ag\? Pl? )alﬁg };ncﬁ%(}% an gltergfag% I&g f&g@ﬁc@%{{ &? d%@ldngl EEQI@OI‘S to

subj ecti ng. the power. source 26 to S er rature
5 BRI TS Bf EISMBOE ST Co D8RG Jgpperatue,

inside the container 10. The presence of the power
vilyaliors gadigadfivitivi grstdeteciorntaaid megtiong The mt%g@wésm ifclude an

that the ability to tanper with or damage the power
opsiont] qgowWRH sosrcd Qor @as,cbhttedy)p hoewvet,cothdr pawyer aka@ements that are

optional Iy include a connector for interfacing
defHch@41d by romdtély ihaitddansieslsd 6e ufi¥ed by the device 12. When the power
source 26 includes a battery (as shown herein), inclusion of the power source 26 in the
device 12 may help to prolong battery life by subjecting the power source 26 to smaller
temperature fluctuations by virtue of the power source 26 being inside the container 10.
The presence of the power source 26 within the container 10 is advantageous in that the
ability to tamper with or damage the power source 26 is decreased. The device 12 may
also optionally include a connector for interfacing directly with the reader 16. For
example, a connector may be located on an outer wall of the container 10 for access by

the reader 16. The reader 16 may then connect via a cable or other direct interface to

download information from the device 12.
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20 exanple, a connector may be | ocated on an outer

wal | of the container 10 for access by the reader 16.
wObe4nemder 16 may then connect via a cabl e or POT/BE003/001463

direct interface to download information fromthe

device 12. WD 2004/ 027727 PGJ/ SE2003/ 001463 16 The

m croprocessor 22 (equi pped with an internal nenory)

di scerns door events fromthe door sensor 29,

i ncluding, for exanple, container-security requests,

The @It RdpRREsst SR (dquipPed Wit Us sitermalanenoghditeras dsseueits from the
checks. The di scerned door events al so incl ude

d Gdit 29, i &95% S &R IdTBYnt KRB Sedlt8tsC RBAGIMNES dRArmin
0? gﬂégé¥épﬁgr 10, such as Jbening of§ae%oof 5 after &
t he contaiper 10 has .begn sec T -
reqyaie; 10 pliiseccut SRERE T o o B Bl Y ool Reuriy
transm ssion to the reader 16. The door _evepnts may be

braop BT LR OmBTABLTE AP enis i Lo OB 10cHich oS PR door
to an interrogation fromthe reader 16. The door

aftgreths epntaiges Hobas been edcureds The dedrevpts suiyrbs tsemsipmpegdeand stored
variety, although it may be, for exanple, an

in dletreemartyi 2defoe camsatssiaetoshe readerpltoXihe dopr seessomay be trangmitted
other suitable type of 10 sensor detecting relative

im%&ﬁ@ﬁtpe?i%ﬁi&ﬁgﬁ dr'¥A r8¢poh@CRSan Tll@rdgRtioh FfoRs $e Reader 16. The
sensor as used herein thus includes, but is not

b B 0 e SEORES O ly. TREyBI i, o

In particular, various information, such as. far.
exapRpiLalierpdivgeomiag B PTOUATY SHisgn L Sad Sthsh giggble type of
The . m croprocessor 22 nmay be progranmed with a code
seRsRR detaringuEiajive davementeletvera ontuRiapcs ity 1O ProRsUTE SaRsor as
may be, for exanple, an International Standards
used paein thatsiineluddsSayt is v dimzited éo, these nthier senaen vasieiede. The
m croprocessor 22 may al so store other |ogistic data,
such as Bill-of-Lading (B/L), a nmechanical sea
Thewnteans 2@ is peadaied ifoleddta Exchangeowithvitliehreadert lioimelngtagtiplar, various
etc. A special log file may be generated, so that
infofrAgidnNGudd 84,0foy ek@epleNShatus and control data, may be exchanged. The

microprocessor 22 may be programmed with a code that uniquely identifies the container
10. The code may be, for example, an International Standards Organization (ISO)
container identification code. The microprocessor 22 may also store other logistic data,
such as Bill-of-Lading (B/L), a mechanical seal number, a reader identification with a
time-stamp, etc. A special log file may be generated, so that tracking history together
with door events may be recovered. The code may also be transmitted from the device
12 to the reader 16 for identification purposes. The RF/baseband unit 21 upconverts

microprocessor signals from baseband to RF for transmission to the reader 16.



10

15

20

wi th door events nmay be recovered. The code may al so
be transmtted fromthe device 20 12 to the reader 16

wé eso4iodmt i fi cati on purposes. The RF/ baseband poT/SER23/001463
upconverts mcroprocessor signals from baseband to RF
for transmi ssion to the reader 16. WO 2004/ 027727
PCT/ SE2003/ 001463 17 The device 12 may, via the
antenna 20, receive an integrity inquiry fromthe
reader 16. 1In response to the integrity query, the

Thei devipri@aeas oia 2 anteyna Reyreacive s integritemgnisy from the reader 16.
extract, for exanple, door events, tenperature

In r€&PEhRAS theSiatagfityt queby,ahe ixgoprocessirB2rmsay tedccess the memory to
information in order to forward the extracted

ex.kr%tpfo?@{e'ln‘gﬂe,_td%ol; BeentL abierablre ré_zid?ng%,e@@@ﬁttylﬁea%hé‘é%r &theOstored
a se 12.

send security or.disarmng request to the device
. en.the contaij i G e
oGR8 R GA e BBl £ BT, g rpcer 16
an . audi bl e or visual .al arm when the door _senspr 29 . )
myedlenead g SREHTLY PLISUEYRg EPapsst ﬁﬂ'@ggawge 11 t‘@?enttﬁ%con%amer 101s

container is secured. The device 12 may also log the
segirechby thefreadar Ui thy MU 2eof thedsyige 22 mayr be progeammed tonemit an
to the reader 16. If the reader 16 sends a di sarm ng
audiblpues tisdad alaymt Wwherd thei doer k2nsot B2 dafectscpmatesiab ohan2@ impyessure
be progranmed to di sengage fromlogging door events

afef tHeQ%RialtleR s SdcGiRal STherdemct he s& RIpSBE b2dichlof 9édugiky in the
sensors interoperably connected to the device 12. The

mé&%%rﬁpﬁéﬁﬂ{issﬁ% t%Bt}{?] g RE PHRNAIYE sthdd Msﬁﬂg request

r-managenent techniques for the power source
to avoid.a upnecessary,,powey consu jong In 1 .
to g V355 127 T RGBTSR 22 e BRBPRG Raiptikasd Fom logging
w ndow(s) ar.e, specified vja._the ant% na 20 for
dogk PYSPA PIOHCHYIng HiEnalsnisIA it dogrseRss Gy itler sgnsogs interoperably
exchange data. Qutside the specified tine w ndows,
contestadldo itheedeviteridy be set- into a sl eep node to avoid
unnecessary power |osses. Such a sl eep node nay

account for a significant part of the device operation
The microprocessor 22 may also be programmed to implement power-management

techniques for the power source 26 to avoid any unnecessary power consumption. In
particular, one option is that one or more time window(s) are specified via the antenna 20
for activation of the components in the device 12 to exchange data. Outside the specified
time windows, the device 12 may be set into a sleep mode to avoid unnecessary power
losses. Such a sleep mode may account for a significant part of the device operation
time, the device 12 may as a result be operated over several years without a need for

battery replacement.

In particular, according to the present invention, the device 12 utilizes a "sleep” mode to

achieve economic usage of the power source 26. In the sleep mode, a portion of the
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time, the device 12 may as a result be operated over

several years without a need for 20 battery
woe@tacErent . | n particular, according to the PCESE®3/001463

i nvention, the device 12 utilizes a "sleep” node to

achi eve econom c usage of the power source 26. In the

sl eep node, a portion of the WD 2004/027727

PCT/ SE2003/ 001463 18 circuitry of the device 12 is

switched off. For exanple, all circuitry may be

cireiitdyoTest ®vice 106 SwitcHedrloff. t IR efl@fplessiNSifTuitZPman deawitched off
time neasurenent unit (e.g., a counter in the

exgéﬁq 3P rt}?ec ﬁg&ogeng&) %@ Qﬁ‘go 4 ﬂ%uﬁl‘égsu?en%n@ SRt (B, REdufdr in the

eep pI ca ment, when the sl@&ep tine

erio e red Qr mh n_the ens
migarotEyeneY ‘% el Penditng it ?%rmdt 857 ot e RELRE gﬁﬁoﬁmﬂt
12 is powered up,. Wen_ the dev 2 receiyes a si 8
whendhe flRg e @ERO0 BaS SURIFCR Gy MEEN 18 JOSRATSGr 29 senses 3 58 event,
conmuni cate with the reader 16 as long as required. If
the tesnagieng ciecuitpy ofgbe deviee tis@owered upsi gnal fromt he
reader 16, the device 12 will only stay active as |ong
as necessary to ensure that no signal is present
Whierr ithegdevidel b2 r¢peivieo ch sigﬁaslrfr(mi the rwleal@ath’eod@ii@nhl remains to
time 10 period or sniff "period" ("tsniff') Upon
cofnirfidatd>Rith thd RAEHN 94, astbe: skenehGiced] 2f the dp@ve 2 doeDiét receive a
agai n, except for the time neasurenent unit and the

Si%lgp froﬁle@% Feader: 16V\4Hec&vgagelr2a&/ﬁl Bﬁ’ly adif¥e HWhE s hdcddiry to

ter either a door event occurred or
englﬁtgggeﬁ [{@ﬁﬁljgr? Fﬁé{){crgﬁglg g&hgg &n gl}’sle %e)lxlﬁ%d’ ?eg?rlreéigtol 2 Ly pécﬁéaglgnal time

shorter by several 15 orders of magni tude
IWP@§§§“FﬁéHmFWe(§h@©p time period so that the lifetine
of the device is prolonged accordingly (e.g., by

several orders of magnitude) relative to an "al ways
Unpow" tsnirs being reashed, the device 12 is powered down again, except for the time

measurement unit and the door sensor 29, which operate to wake the device 12 up again

after either a door event has occurred or another sleep time period has expired.

In a typical embodiment, the reader-signal time period is much shorter (e.g., by several
orders of magnitude less) than the sleep time period so that the lifetime of the device is
prolonged accordingly (e.g., by several orders of magnitude) relative to an "always on"

scenario.

The sum of the sleep time period and the reader-signal time period (cycle time”) imposes
a lower limit on the time that the device 12 and the reader 16 must reach in order to
ensure that the reader 16 becomes aware of the presence of the device 12. The related

time period will be referred to as the passing time (“tpass.”’)
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The sum of the sleep tine period and the reader-signa
time period (cycle tinme") inposes a lower limt on
wo b@427727 t hat the device 12 and the reader 16P@TISE2003/001463
reach in order to 20 ensure that the reader 16
becomes aware of the presengg of the device 12. The
related tinme period will be referred to as the
passing time ("tpass") WD 2004/027727
PCT/ SE2003/ 001463 19 However, a passing tine
Hofwev@aaspgssing titae dithy) db atsedllyddiotatedhiey plaer partichlar situation. The
situation. The passing tine nay be very long in
paSSifgttBh mal bedbiyobag (Feedtain HMAANoMREES M¥A§MolRayKEAKE Bevice 12
127 on a freight container is comunicating with the

re : ryi hassi

on S RAEh e ls EbUTtnRERA R RERAIE: 1630 Ik b or chassis
fractions af econd en the device 12 on the

carcyiie e Emeainer ) FE8rn rol H plbef pERIOFECIE, Metl§ ofe second
high speed). It is typical for al| the applicati )

whep dhe davige é% onhibe FEPtameE 19Js gassing En rt\bfh &XF‘f geader 16(C5 at high
lifetine, sometines be in situations with a greater =

speeds Jt igtypicakfaradl the mpplicationdthat pachsoft thatdewviges W tWilladuring its
| esser passing tinme. The sleep tinme period is

lifétiney, ebmeemus balih sitsstlons tveich & yedutérhgdssihfeinkd emp sérmeimes be in
period is 10 conpatible with a shortest conceivabl e

sitRDAE With bl 188er fasdiR@gBeM n”) In other words, the
relation tsleep Ctpass,mn - tsniff should be

fulfilled according to each operative condition of the

Thlg %Yégﬁ gilrrllqe:k)‘?rg@dn%s't {ﬁgref @rds{f%?y Q1616 S AR {h@uﬁtlcg‘:? t‘#{ilé'p%ﬁod is

r dependi’ng on the partic

| tuati f. the devi Qe Wthin its,)i |
conpisitl bt faneriSuEieeg el iing e (oern he MG fiE afokas, the
12, the reader 16 reprograns the sleep tine period of

relati® -devi ce 12 considering the |ocation and function of
the reader 16,

tsle,ep < tpass,min - Lsniff

should be fulfilled according to each operative condition of the device. Sleep time
periods are assigned to the device in a dynamic matter depending on the particular

situation of the device (e.g., within its life cycle).

Whenever the reader 16 communicates with the device 12, the reader 16 reprograms the
sleep time period of the device 12 considering the location and function of the reader 16,

data read from the device 12, or other information that is available in the reader 16.

For example, if the container 10 equipped with device 12 is located on a truck by a
toplifter, straddle carrier, or other suitable vehicle, the suitable vehicle is equipped with

the reader 16, whereas the truck and trailer are not equipped with any readers 16. It is



10

15

20

data read fromthe device 12, or other information
that is available in the reader 16. For exanple, if
wo b@4ooteai ner 10 equi pped with device 12 i s | BCESEDO&001463
atruck by a 20 toplifter, straddle carrier, or other
sui table vehicle, the suitalje vehicle is equi pped
with the reader 16, whereas the truck and trailer are
not equi pped with any readers 16. It is WD 2004/ 027727
PCT/ SE2003/ 001463 20 expected that the truck wll
explictadethatthe truek @il devey/athi ighatis¢ledikhpspetd pise td foad reaied €6(C) at
16(C) at an exit of a port or a container depot.

an ERROEA Bt or Eantaﬁéld époﬂ- EfeketBft, IHRGeNRAN6ICH AGREISHie needs to
programthe device 12 with a short sl eep tine period

4" fi of the
L T b AT T
5 situation, the reader 16 nay program sequences of

ri ods | o t e 2.  Far X I en .
Fofthe Bofifarier A0URSdegs SERER bR, oavidn FE 1R, pagfiR on e
suff|C|ent for the deV|ce 12 to make up,only once an
sityation, (irpaser he mapinsogramsaqueages Asigsd derods g thgglewge 32. For
I's expected to approach’ a destination port, a shorter
exahplepwpen thedcantagmdr Keisrleafdsdrantpoard a shiputt enayhbe suffieient for the
reader 16 on a crane unloading the container 10 w ||
detiee adtewhke 561D bh&hanlitbue omiladie sMg 8 onhsea.dHeiveeerléhce the ship
The reader 16 on the crane | oading the container 10

is 9{&@@:& C{o a#aﬁ%a&h h Rie%’rﬂiltlgn IPbRYA %mﬁéﬂ%lé@?vﬁeﬁ%d ]nglgﬁﬁ be required to

Irst, wake up once an hour for three days,

en{ 2 Yev?rgereﬁ'c%é q¥&nYa &%He 8:9&1?% thelc%nﬁaﬁ'?e% I'igr Ct?enﬁ)ﬁélgy establish

I'S novi ng er w eVI ce

and cqul.d . nodify_the tinme rio ende
coBCtoRt Ye 5T RN P Ahe Fesdes (oo ﬂﬁ&ra‘}@yéaﬁﬁ%ﬁle cohtayer [{{gnboard
be assuned that the deV|ce 12 on the container 10 and
the shép cewld rrogrgmothe glevieed R a8 dollavs: diigt, wake up 9ape a1 hpwyyfor three
constantly comuni cate with each other while the
dayw fiteaiwede up keryterbsacogdst owed. As | ong as the cont ai ner
10 is far enough away fromits destination,

In another scenario, the reader 16 is moving together with the device 12 and could

modify the sleep time period in dependence on the geographical location. For example, it
may be assumed that the device 12 on the container 10 and the reader 16 of a truck
towing the container 10 may constantly communicate with each other while the container
10 is being towed. As long as the container 10 is far enough away from its destination,
the reader 16 could program the device 12 to be asleep for extended intervals (e.g., one
hour.) When the reader 16 is equipped with a Global Positioning System (GPS) receiver
or other positioning equipment, the reader may determine when the container 10 is
approaching its destination. Once the container approaches the destination, the reader 16

could program the device 12 to wake up more frequently( e.g., every second).
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the reader 16 could programthe device 12 to be asl eep
for extended intervals (e.g., one hour.) Wen the

wo eader7726 i s equi pped with a G obal Positioni PQr/SERLI®EM1463
(GPS) receiver 20 or other positioning equipnent, the
reader may determ ne when thg container 10 is
approaching its destination. Once the container
approaches the destination, the reader 16 could
programthe device 12 to wake up nore frequent! y(

Wailg the shoeeyeseibed gdpweDaRpRmeoCMethad BeT bSE2OQ3i0aH Wil respect
21 Wil e the above-descri bed power-nmnagenent nethod

tohde RORB EXRh ahdedntekt bf taskiagtof fréightheomisiéseorldthen cargo in
the context of trucking of freight containers or other

treﬁﬁ%&%gb@ gy LSERNSRLTAiRDE 8P iPhosRPoe drkREStoddBol ttR;rse §k1[1ed {rf the art

understood for those skilled in the art

oL 5 G5 55 B RIT 8 s o, o

animal s, .identifi on_.of, ve |cI t
cxaOPIoEBHGRE ShfRImaRofdent o of racion r et ke etign, and thef

management and supply chain nanagenent Referring now
protsctigncas wBll as steelemasagemeniand sipply chab mapagement. vi ew of

the device 12. The device 12 includes a housing 25

containing the data unit 100 (not shown), a support
Referring b0 oxRI6n @Bnthetehis sbéw mfirstrpdrspectivetveew af drendey®4 12. The

extendi ng outwardly thereof in an 10 angul ar

devRleaiifd1ddsth KdRin@VESt ddntaf¥ingtHel datheurie BA (o Shdwal) Oxsupport arm
the size of the hou5|ng 25, the length of the support

163 5%91 rgefﬂéﬁ e&a' 2 9204 teg&n&ﬁgem@m«am&%f in an

are cte or con‘patl 1ty wt

iy %t R tﬁ%@vtvﬁht Vgﬂll?%dﬁfaa SI0T, ok Rz, SARP Bbing 25,

hi n a pol yuret hane  nate 3 or the like in
thelengih ob thisr SipPaE mi%t%ﬁ{l gURRHADNQA Hhsraienna arm 104 are
Still referring to FIG 2B, a portion of material 23

capdfullh ecleatgsh art commatibidizy Méthcqqmvwiayalt eontgingry;s {Thg theusing 25, the
pl acenent of at |east one magnet 27 therein and at
suppas armoNO2 daal theeansemna 28n 104 are typically molded within a polyurethane

material 23 or the like in order to provide protection from the environment.

Still referring to FIG. 2B, a portion of material 23 of the support arm 102 is cut away to
illustrate placement of at least one magnet 27 therein and at least one door sensor 29
thereon. The magnet 27 permits an enhanced securement of the device 12 within the
container as described below, while the door sensor 29 detects variations in pressure

along a sealing gasket (not shown) of the container discussed below.

A second perspective view of the device 12 as illustrated in FIG. 2C, further illustrates

the placement of the magnet 27 in the support arm 102. The magnet 27 is positioned
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t hereon. The magnet 27 permts an enhanced securenent

of the device 12 wthin the container as described
whedoamw77eni | e the door sensor 29 detects vari aPCDRE20051001463

pressure along a sealing gasket (not shown) of the

contai ner discussed bel ow. 20 A second perspective

view of the device 12 as illustrated in FIG 2C

further illustrates the placenent of the magnet 27 in

t he support arm 102. The magnet 27 is positioned WD
w40 poading Cale 18 0810 Gdrifed in2ihe WupporD agr 102S R dienBonded

apertures 27A forned in the support arm 102 and are

tha%ciﬁq mAef Bki gtdtﬁg%de;@m&ammma dedicknig. t he

Installation o I ce . Now referring to FIG
2D, a top view of the device 12 is illustrated before

N(?R.Xei%ﬁin;ght lf']I?? I2 qgtogqfl&#; ?thezg’emSIZbg 'ﬂu?tpg%.)d ng;grel ﬂg’ of the

oWer ‘sour ce
ta unit , _and the. enna 20 are shown
g&fﬁ%ﬂﬁ*#@%@@?@b@@ fndf fieuapnfe Rastonff e payensayree 26
power source 26, the m croprocessor 22 (not shown

th@ Heta wavid PQ, and the ansenng RB\arg showmanerg sleatlyi dharevier bF mgludes the
28 (not shown). The support arm 102 extends fromthe

datbatmt U100 andl pdvarsduica A6y thesmichpragessor A2 dsot2shéwng the uwelory 24
the at | east one nagnet 27 as well as a support

(n8tsHoRe, 4rd thiiophiorial éntdFade ZB(AROKhadbh)i STIRS §pbechrm 102 extends
Extending fromthe 10 support arm 102 is the antenna

fréth Meldita hAf 1@%3&1{1&& tﬁ@?pe?tﬂfe@ PR 18 Qou.&kﬁ’l\é thgfs{ Bh@ﬂla%net 27

to FIG 2E, a e view of the device 12 before any o
nDIdln terial.23,has been R
aspfii B sREACE i iy Bor sty 28 P B0 Fatgpting from the
mardl and outwardly fragmthe data unit 100. The
SHQE% %?r’ﬁh hegitenga agn 104 g(msypmn?g t%SﬁH teaiit-anti al |y
hori zontal , although other configurations are
avai |l able. As nore clearly 15 indicated in FIG

2F
Newi ettt Firmi0a sidet wieisolhgudaviqey13 before pay stiphemeolding

arm 102. Referring nowto FIG 2F, there is shown a
méitenalt 23/ haspbern appéiediés'iikl:lmtIﬁEdafAmshd:Wm theo|sdppagt arm 102 extends

upwardly and outwardly from the data unit 100. The support arm 102 is relatively thin
and substantially horizontal, although other configurations are available. As more clearly

indicated in FIG. 2E, the antenna arm 104 extends angularly from the support arm 102.

Referring now to FIG. 2F, there is shown a front view of the device 12 after the molding
material 23 has been applied. The device 12 is illustrated with the molded material 23
that forms the housing 25 encapsulating the device 12. The molding material 23 extends
from the antenna arm 104 across the support arm 102 and around the data unit 100. The
particular shape and configuration shown herein is but one embodiment of the device 12

and no limitation as to the precise shape of the device 12 is suggested herein.
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mat eri al 23 has been applied. The device 12 is
illustrated with the nolded material 23 that forns
W0 b@4loo1r37 ng 25 encapsul ating the device 12. TP€T/SE2003/001463
nol ding material 23 extends fromthe antenna arm 104
across the support arm 102 gpd around the data unit
100. The 20 particul ar shape and configurati on shown
herein is but one enbodi nent of the device 12 and no
limtation as to the precise shape of the device 12 is
RefoH88 1b®Co TAGERG, the sHOVA/ DRtk iewOT HsERI(3/ 120dcé6/ling?2® FIG.
Referring nowto FIG 2G there shown a back view of

IAI h tfé:eélrilg‘fl?air g%nggﬁ%&i B9 the afifefiha atrd™ 1028 19¢29MdedEeen in a more

I gu he antenna arm 104 |s i kew se seen

sum:ﬁftﬁeélﬁggpzi;t ﬁ'Jpr(}fF%gf’ 11@ E"}zm%g é?iG@ l’fI‘P r 2] pngglscg represent bottom

hott om g. ws of the device 12 5 FIG 2J
anﬂWHU@FW%PE geWF% - view of the device 12 as installed

on the container 10. The <container 10 is shown with a

door 202 of the container 10 in an, o position to
FIghalvillystratep aj fgont yigvo At dre ‘iQ}YéCCdE?vf‘%E‘S%Qe‘? An gh%a?réﬁmer 10. The

detail. The device 12 is nounted to an area adjacent
cohtairteh €0 csoshowR G thof ddon @02 ofithaicartaing010 iPhan apenipositio® tanghpw the

be nounted via a nmgnetic connection (as previously
orichtati&i lofittRe Heviad 12dhastater daninecheodevicer 1AMy nohed tdcan area

sui tabl e connection, on a vertical beam 204 of the

ad_ﬁag&{t%qﬁé dbOr 268 of WL BstHREN10.N ThE @evicd 12 fn'ﬁ? Uéef{lbﬁﬁed via a

I's nounted so that, when the door 202 is cl osed
t he.antenna arm 1 0
BRI 8 JURERIE B A B o b ot
port arm 102, is |re y djacent por i on of
SuitpRC aegiectess °nzi‘n"&“f% ert SOH Hf e cgptamer 18 Aetian by e FIG.
interior of the container 10. The device 12 may
2J e device V2 & mpentefbwr thate when thegloon B0%is\dlesed.dhe a@fmna arm 104 is
pressure to determ ne whet her a door event (e.g.,
lo¢atddadri the earedbpof tho sailtainer 1) thesdnor eenshin2ly é()catmisvxthm the support
occurred. The device 12 may transnmit data relative to
artN®2$1s AirdstlyPadjacent to a portion of the door 202, and the data unit 100 is located

on the interior of the container 10. The device 12 may detect, via the door sensor 29,
deviations of pressure to determine whether a door event (e.g., relative and/or absolute
pressure change) has occurred. The device 12 may transmit data relative to the status of
the door 202 via the antenna 20 to the server 15 as previously described. In addition, the
interface 28 may be connected to any number of the external sensors 208 in order to
capture information relative to internal conditions of the container 10 and the information

obtained via the sensor 208 transmitted to the server 15.

Remaining with FIG. 2J, the device 12 is oriented within the container 10 so that the data

unit 100 is disposed within a generally C-shaped recess or channel 206. The support arm
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the door 202 via the antenna 20 to the server 15 as

previously described. In addition, the interface 28
woray4loz77epnnect ed to any nunber of the exter naPCEHREXO03/601463

208 in order to capture information relative to

internal conditions of the gpntainer 10 and the

informati on 20 obtained via the sensor 208

transmtted to the server 15. Renmining with FIG 2J,

the device 12 is oriented within the container 10 so

102 Ha¢ludifg tEkpdcdr serdbt 29,Qtends sirsgabe dervitdlbieBma0geievaehliyyand a
C—shaped recess or channel 206. The support arm WO

poxgggzyf Wee/dof 2§§T ARAGRSISR 8% clgéledlgl%ssuhnfé' rH;ﬁht@ﬁleH la?the door

oor sensor ext ends across the vertlcal beam 2

sengg} ?&g&%hcfn ogr EstJ) %ﬂe@ fthé E%s&?g dgt]ﬁe?%byjfgertmg the

OSG naln a ne

sensor 29 V%en he doo 202 i S, open t he pres
i gD TOgF et 22 AL Aol gVl B Pyt Etho AT EiHoeBuEg e Brored in
that a door event has occurred. An electronic security
thadagmeryddewill be esased or ﬁlmﬁvq/tozndlwtﬁ P “Droke zssalprdpmpering event.
changed to indicate a "broken" seal or tanpering
event. FIG 2K is a perspective view of the device 12
FIGf 2K i p2iSpensive vivabf thd dewice 1@ of dhGalRers inst@lledTimethe container
device 12 is shown attached to the vertical beam 204
10S @ht ldaticé 2 igshownsetasied 1@ bhe Yorddal B4 vo tHak thetdover sensor 29
support arm 102 is adjacent to the vertical beam 204,

(n&t REow GHIA thé‘§d1§pélqlﬁnh510@ @ssécﬁéc‘eﬂtet@ th& vé}ﬁcﬁrb%ﬁmeMt {A€ antenna

|nge channel t he contai ner and the data 1

pa ﬂ'ﬁgsrlilar&%q&atnl a(r)ga:gt;: t:h qd%%; thhrﬁne?o? Iﬁ?en&%ltalgiqqootan& B% data

omn her el

nna ar.m 104 fromthe or m 102 t

unﬁ&oﬁ I8 RosIiaRet ke ?? 006 ot g the gﬁ‘s 3B e ée ? clearly
container 10 in order to remain on the exterior

shewye hetsin, atha eantenga vaivan1Q4h progiydes from the mpeglédannBQ/OZ to an area
pl acing the data unit 100 on the interior of the

sulsstantiallyyaear 1he hinpeportion iof thescohtainer 16 in anfeetd regaanat e exterior
damage to the device 12 are reduced. Because the data

of theiconthfHer 16 when the door 202 is closed.

By placing the data unit 100 on the interior of the container 10, opportunities for

tampering and/or damage to the device 12 are reduced. Because the data unit 100 is

disposed in the C-channel 206, even though the contents of the container 10 may shift

during transport, the contents are not likely to strike or damage the device 12.

Although the above embodiment is shown as a single unit including at least one sensor
and an antenna 20 for communicating with the reader 16, the present invention may be
implemented as several units. For example, a light, temperature, radioactivity, etc. sensor
may be positioned anywhere inside the container 10. The sensor takes readings and

transmits the readings via BLUETOOTH, or any short range communication system, to



10

15

20

di sposed in the C channel 206, even though the
contents of the container 10 may shift during

woreagport, the contents are not likely to strP&ESP1003/001463
damage the device 12. Al though the above enbodi nent is
shown as a single unit including at |east one sensor
and an antenna 20 for communicating with the reader
16, the present invention nmay be 20 inplenented as
several units. For exanple, a |light, tenperature,

arl aflérPa Ghit hdt Yelawithe readingosr othet ibformationt t dinetaderyl6h dhe sensors
i nside the container 10. The sensor takes readi ngs and

mbhy BESHStE ahd SepfaPRE KOASthY hftefta IO adaitioANthe 286V embodiment
range comuni cati on system to WD 2004/ 027727

PCT/ SE2003/ 0 - ' . e .
G A A P e gAY AT bol ablaRhink g et sccurity
sensors may. be _renote %gg.se aralf f€0n1the antenna, 4
brgaRh s, 9eoRFIR- AT eVER o PRte B A eh TSP TEY s mplayed to

device 12 that includes a door. sensor 29 for
dejermanant riepitiHaeasdy ingplaesc of j aryin alditignnto, ke deey senser 29. For
However, an unlimted variety of sensors nmay be
exanmple) w dight senoroetyerensenftuctuasiensunilight insida tire Gontapnend®. Hfthe light
or in addition to, the door sensor 29. For exanple, a

exck@idtor FARSKEHlow R prédetEfirfed Wereshld, g it is ddt@itindds sederity breach
the container 10. If the light exceeds or falls bel ow

h RLeest erg .eﬁ@grahﬁ@ %éllib%hdmditog@ﬁ'iot}ltsehs%r,d&;n%dﬁiﬁl%dgaﬁ sensor, etc.

security brea has occurred. t enper ature sensor
ra éogﬁtiyitgis?nzgikmponbustibIe gas sensor, etc.
mak§e BT P70 ‘

a simlar fashion. 10 The device 12
may al so trigger the physical |ocking of the container

0. For_jinstance,. when rreader . 16 cures, Vi .
Tl [ Py d0: efane anvic Lousie e GRingi O of dpstance,
shi pment, the mcroprocessor 22 may initiate | ocking
when @ ieadebr b seeies, 102 BysealEY Jrqicply theefaterisngd s pentaipey 10 for
| ocks or other such physical |ocking nmechanism Once
sHipreent otht aninmprocessos 2 umaydinitiate Iobleing ef tind ¢ontaipepusby energizing
the container 10 is physically locked to deter theft
el&dromagnetic door locks or other such physical locking mechanism. Once the container
is secured via the security request, the container 10 is physically locked to deter theft or

tampering.

As shown in FIG. 3A, the rgader 16 includes a short range antenna 30, a microprocessor
36, a memory 38, and a power supply 40. The short range antenna 30 achieves the
wireless short-range, low-power communication link to the device 12 as described above
with reference to FIG. 2A. The reader 16 may include or separately attach to a device
that achieves a link to a remote container-surveillance system (e.g., according to GSM,
CDMA, PDC, or DAMPS wireless communication standard or using a wired LAN or a

wireless local area network WLAN, Mobitex, GPRS, UMTS). Those skilled in the art
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15 tanpering. As shown in FIG 3A, the reader 16
i ncl udes a short range antenna 30, a m croprocessor
w@ego4m2mrenory 38, and a power supply 40. The shOT/SE2003/001463
range antenna 30 achieves the wreless short-range,
| ow- power communi cation |inksto the device 12 as
descri bed above wth reference to FIL.G 2A. The reader
16 may include or separately attach to a device 20
that achieves a link to a renote
witlOfidaistagd il aW ¢ shdhodiaRlafly Strmbigdigy forak€ predemdnienticdkhd that
CDMA, PDC, or DAWMPS wirel ess communi cation standard or

:
adHﬁfoHQ ﬁla l{lgglk%& %&n%l Y%aﬂ&ﬁﬁ%&da&%ﬁlﬁ%g@%&fh&é@gﬂjwd to the

/ 5
10%%5%%%‘996 LR
co i nvent |18£§%Bqd?§é£® dgﬁlgt :Lxgc}r}gllgssvalc:t %Ee&%&\é\%‘{}’?l o‘ttag,stqrhgcco

| ong range wrel ess comuni cations of the reader 16.
Elbpsgnplrisiym, Jeledesic, Spaedwdy Orbeom Obsiditiy A €el.i Hnraya, or Aries in

standards |i ke Inmarsat, Iridium Project 21, Qdyssey,
ca@s@ﬁ&kﬁ;&ﬁbstﬁﬁ@@ibile&oﬁkﬂm&on Jystensang nd’teiveﬂﬁﬂd:.c ,

Spaceway, Orbcom Obsidian, ACeS, Thuraya, or Aries in

cases where terrestrial nobile comunication systens
Tha(readedll 6 éegiihchidetor aftach foenehfdllitt Pobligning ahitde i9 forglobitiohing of

to a satellite positioning unit 34 is for positioning

a $hicl@ oH %hhéﬂ fhe Q:BnﬁMHePI?Otlp foaﬁ&f‘t ?bpﬂarﬁ]p% it k‘é%ﬁgle% nﬁ rbe the

exanpl e, the reader 'e reader

11 ach ck, r al I
Bl oGP et o 80 R nS?H un?ﬁ%ﬁ%%fs 5 .%%“F“’“ o
omtted in case tracking and positioning.of
p%ﬁl@mng&ﬁt@r‘ﬁ%?ptmak agl'&ﬁaey \‘Fe%‘@g@gﬂ%/gasﬁ&“ﬁﬁ% pesitiqring of the
| ocation of the fixed reader 16(C) be known;
coptainee i O tsanot nepsssaay. efriingansesthe ﬂ@ﬁtlwgo the Sxpdiraader 166C) may be
not be needed. One approach to positioning could be
knbhva; ulsecfofe, Ih¢ ahiellite possiohing ninfaymatisd evmild enof.be 68¥ed. One

approach to positioning could be the use of satellite positioning systems (e.g., GPS,
GNSS, or GLONASS). Another approach could be the positioning of the reader 16
utilizing a mobile communication network. Here, some of the positioning techniques are
purely mobile communication network based (e.g., EOTD) and others rely on a

combination of satellite and mobile communication network based positioning techniques

(e.g., Assisted GPS).

The microprocessor 36 and the memory 38 in the reader 16 allow for control of data
exchanges between the reader 16 and the device 12 as well as a remote surveillance

system as explained above and also for a storage of such exchanged data. Necessary
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GNSS, or GLONASS). Anot her approach could be the
positioning of the reader 16 15 utilizing a nobile
wa@oomoi7eat i on network. Here, some of the posiPCTDREING3/001463
techni ques are purely nobile comuni cation network
based (e.g., EOID) and others rely on a conbination
of satellite and nobile comuni cati on network based
positioning techniques (e.g., Assisted GPS). The
m croprocessor 36 and the nmenory 38 in the reader 16
podlel @Y the@bp& v &l the tordporants2if th tdadergiésis ipedvidehthrdugh a power
reader 16 and the device 12 as well as a renote
su@?gwgillance system as expl ai ned above and also for a
rage of such exchanged data. Necessary WO
2004/ 027727 PCT/ SE2003/ 001463 27 power for the ,
F18PSBAL L gﬁtg%frm Bf‘ﬁhm&m@&&g lljg{.ﬁ) ylH ?i%{o?%lﬁi%g w%tg tPi p%HCIpleS of the

provi de ough a power

di agr am of handhel.d read 6 j n ardan WLt o
Présee e B BParld FBPERR T Akl aBAGRG AT g i phone
reader 16(A) i.s shown detached froma nobile phgone 5.
16¢45F)a1 The 280 W CRIRMYBEALSS (S RteiiPysky geniigned) with the
previously nmentioned) wth the device 12 via, for
deeicanpivey, for exhople, ¢ shogleragze dicect seqygrieceroag spestruspadioripterface.
radio interface. Once the handheld reader 16(A) and
Orideahépatidbeld rdader €6(A)tantd nhelode I2oargevithfin close eungé bone another
(e.g., <100 m, the device 12 and the handhel d reader

(.26 N00MRY, 115OAeTRRI 1038 tHE hdhdBAIA resdRP1 AR maldnitaREfRé dith one

reader 16(A) may be used to electronically secure or
r [ [ :
T B R5RILE R YL nEOSTRD SALARIY LT, g
to.obtain additi.onal . information. fromthe devi 2
cop st 18 cOpTiSa R Pan e G AT | i PRI Isdon (Gl ey elo be
sensors inside the container 10 or readings fromthe
usgihde obfainsaddienal information from the device 127such as, for example,

information from additional sensors inside the container 10 or readings from the door

sensor 29.

The handheld reader 16(A) shown in FIG. 3B is adapted to be interfaced with a mobile
phone shown as 16(A1) or PDA. However, as will be appreciated by those having skill
in the art, the handheld reader 16(A) may be a standalone unit or may also be adapted to
be interfaced with, for example, a personal digital assistant or a handheld or laptop
computer. The reader 16 draws power from the mobile phone and utilizes Bluetooth, or

any similar interface, to communicate with the mobile phone.

Additional application scenarios for the application of the device 12 and reader 16 will

now be described with respect to FIGS. 4-8. Insofar as the attachment and detachment of
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15 The handhel d reader 16(A) shown in FIG 3B is

adapted to be interfaced with a nobile phone shown as
waedodlox77or PDA. However, as will be appreci at eBChgE2003/001463

those having skill in the art, the handhel d reader

16(A) may be a standal one upit or may al so be adapted

to be interfaced with, for exanple, a persona

di gital assistant or a handheld or |aptop conputer.

The reader 16 draws power fromthe nobil e phone and
thaltréddeZ 6%5(B) Uet diffetent @fanspdQirgnyyr Stdfsparted Ghi®y fifGeferrtd to, any

communi cate with the nobil e phone. Additiona

BB B RchER108) oyt b} W RSB Lo i i

BSB89 28 RS RBEB o of

reader 16(B) . to different transporting or transpate :
eleamceﬁy 2 ‘% & pAFhIGDL g1y etl?cé@o‘g?r%}ﬁse%ét‘{“é@ﬁ Fe¥irsiplg chemical
wel | covered by the present invention (e.g., magnetic
fixfyres swgh as pdhenian tapes serich depsy glye.masied tapg). 1 s, hooks,
bal | s, snap-on nountings, further any kind of
electrically achievable attachnment, e.g., electro
FlGredy stestves, a farst 4pplicatem scenasio oif theadeviventi2eal thesrepdertlGr ée shown in
such as adhesive tape, scotch tape, glue, pasted
FIGap@he obtibn relatsd @\Vgoad thdnksdrtabipplis eafik QRe &R86AT6 & BE gate or a
the device 12 and the reader 16. As shown in FIG 4

shi?Eﬁgq’Pc{rEmsé of ahRehdr aloR@ thel §l%5®pﬂ{a§rﬁt iPSuchS: &Re fth& reader 16

e reader 16 to the gate or a “shipping warehouse or
Pl e YA, SIS £ 0 e g B o

of the contajner. 10 when bei towed. by the 10 truck

trug, &veamt}%gﬁl? ﬁﬁlpewig;ﬁs% gRa?fglgr. opLk WP MY the tgages 16 as 2
provide the reader 16 as a handheld reader 16(A) as

haggheld repdey 186028 deneribied @hovs anddherseither s¢qa thiedsvies 2asqthe truck
the truck |eaves the area or carry the hand-held

leavesathe rarda6grAarmyi thé ihand-held cealdem 1 @A) twithih thecdabituef the truck during
surveill ance of the contai ner 10.

surveillance of the container 10.

FIG. 5 shows a second application scenario for the device 12 and the reader 16 as related
to rail transportation. In particular, FIG. 5 shows a first example where the reader 16 is
attachably fixed along the rail line for short-range wireless communication to those
containers located in the reach of the reader 16. The reader 16 may then achieve a short
range communication with any or all of the devices 12 of the containers 10 that are

transported on the rail line.

The same principles apply to a third application scenario for the container surveillance
components, as shown in FIG. 6. Here, for each container to be identified, tracked, or

monitored during sea transport, there must be provided a reader 16 in reach of the device
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FIG 5 shows a second application scenario for the

device 12 and the reader 16 as related 15 to rai
woreeaspoet ation. In particular, FIG 5 shows ap€T/8B1003/001463

exanpl e where the reader 16 is attachably fixed al ong

the rail line for short-rangg w rel ess comuni cation

to those containers located in the reach of the

reader 16. The reader 16 may then achieve a short

range communi cation with any or all of the devices 12
1204ttab el ©OhE 2bmainer 10 tAhfitst aptéon woelddpoot madifinthicHeadisg scheme

line. 20 The sane principles apply to a third
acBRBincCabi Qhe SseRAmem fRhehfe BPNHRI NRFrelsds @rh@i&dion units.

conmponents, as shown in FIG 6. Here, for each

Algeq’n thlle Mk °d1§}ﬁbhﬁ’cﬁ{“okf h@q'ea(fefsaqkegvero{he g@fgﬁlfx&r st could be

ea transport, ere nust be provi er

16 h WD ,.2004{ 027727
BCEEWEEN A ff%%a% SRl ernid aripingge ot
A first option would be nodi fy the | oadi ng sche

CORSEANHE AR PATAMEISES. A gaiB e Aex el e M e o G g | Teaders 16 for

conmuni cation units. Alternativel the distribution
the furnveitlane@acferantaiters ulows heavood ey rhf/etcd ghdeps hauwduldenot generate
determ ned in accordance with a | oadi ng schene bei ng
redkliey fFornBe opeatdr dilAdtlie? vadrisronde eoNAbreaduitesllaicd of containers is
paraneters. Again, the flexible attachnent/detachnent

ne@%ssﬁr?a%rréadle@ 1f6%hay teSBFﬂySBér J®ichb@ Homh Be &&Eﬂlﬁér%[ps and either be
ows to avoid any fixed assets that woul

usg?e1 gr? raa({lfferelflfa Sotealfiet. {hﬁg 012 gh%loé}ﬂgrrt?:{r@#;ortlh d%l@g r T‘ﬁg &Rer 16 may

nore survel e con ner necessary

B L

contai ner ship or any other transporting device. The
oftepaiged byl dhipiiyg Yesself.so be connected to the Al'S, based
on VHF conmuni cation, or Inmarsat satellites, both
of ten used by shipping vessel s. Wile above the
Whilp hbavatthoappdicatidneofi the sweintive syrveilbint¢ eoroponsoisphas bernsdescribed
has been descri bed
with respect to long range global, regional or local transportation, in the following the

application within a restricted area will be explained with respect to FIG. 7.

In particular, the splitting of the short range and long range wireless communication
within a restricted area is applied to all vehicles and devices 12 handling the container 10
within the restricted area such as a container terminal, a container port, or a
manufacturing site in any way. The restricted area includes in-gates and out-gates of
such terminals and any kind of handling vehicles such as top-loaders, side-loaders, reach

stackers, transtainers, hustlers, cranes, straddle carriers, etc.

A specific container is not typically searched for using only a single reader 16; rather, a

plurality of readers 16 spread over the terminal and receive status and control information
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with respect to | ong range gl obal, regional or I|ocal

transportation, in the follow ng the application
wowdoion77a7 restricted area will be expl ai ned w POT/SE2003/001463

respect to FIG 7. 15 In particular, the splitting of

the short range and |ong range wreless conmunication

Wthin a restricted area is applied to all vehicles

and devices 12 handling the container 10 wthin the

restricted area such as a container termnal, a

eablPfiindiaRBhtalRFf 10 istandled BB fof agdmiylé,crand & d slackey iayother words,
The restricted area includes in-gates and out-gates of

wl?éﬁ%oh&?r{gr gaésés é‘%dé’r”l% ke eftlis taea%l ufat eéuueh 8itus YRA control
as top-1oaders, side-ldaders, reach 0 stackers,
lnkpgqugalners hustl ers, cranes, straddle carriers,
A specific container is not typically searched
for using onIy a single reader 16; rather,

FIf 8 iisirits & gl iSid g @P%ﬁpugﬁgge%%lpéﬁgm BhR g Pppdiment

PCT/ SE2003/ 001463 30 each time a container 10 is

of thgrpreeeyt yentiony Fisshrahptep 380, ddentiéicationsis sequerted fromnthe device 12

ot her words, when a contai ner passes a reader 16, the
byethe Iﬁadelsld,:sedstepn 80 dbe devieel X teahswiita tthesidantificatinn taothe reader 16

information. FIG 8 illustrates a flow diagramof a

an8£4t Ytch 1804 4ho €86r 10 seB G dbatfer W0 td setiires 'R @eljug®tis send from the
of the present invention. First, at step 800,

reAddf @6 bd the 3bvEIM 9 & s'fe?%s tﬁﬁ@tefprs@m thBgedEVi & §enlet?atesthyse¥:ﬁl‘?ty key

rea er 16. At step , the device 12 tran8mts

anlt AL BRI O CRAIEer AR onal e Ak She psﬁ%e . blypred

ontalner to secure A réqg
|s sent fron1the der o .the seryver
segiy Key 1 drapsmitigd tPHE Y‘G%rl 192 Jah E7agere 46 an @erﬁot speure the
key and encr%gts the security key with an encryption

coptginsr 1t Adtstgp H20othersweuriinkey p degryptedsandistoned ik e deyice 12. A
transmtted to the device 12 via the reader 16 in

sirorlategprodedueanay be idigated tondisdrmethe tOntaier $0.ePh8 t@tainérel 0 may be
security key is decrypted and stored in the device 12.

sefured automatically when passing in range of a reader 16, or a user may secure or

disarm specific chosen containers 10 at a time.

FIG. 9 illustrates a security-check process in accordance with an embodiment of the
present invention. At step 9.00, the reader 16 transmits a challenge to the container 10 in
question. At step 902, the device 12 of the container 10 generates a response using a
security key and an encryption code. At step 904, the response is sent from the device 12
to the reader 16. At step 906, the reader 16 also sends a challenge to the server 15. The
challenges to the server 15 and the device 12 may be transmitted substantially
simultaneously or at alternate points in time. The server 15 generates and sends a

response utilizing the security key and an encryption code to the reader 16 at steps 908
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simlar procedure may be initiated to disarmthe
container 10. The container 10 nay be secured
wa@uodoanetetal | y when passing in range of a readeeT/862008001463
a user may secure or disarmspecific chosen
containers 10 at a tinme. 153F/IG 9 illustrates a
security-check process in accordance with an
enbodi ment -of the present invention. At step 900, the
reader 16 transmts a challenge to the container 10 in
and 948 téspectivaly. shtestepadl2, themeadgrlh determuinessif thearesnonsesiapregqual. If
10 generates a response using a security key and an
th€ Re3potRes o el theht the centainer |0 tdneainesafely Secured. s dviternatively, if
fromthe device 12 to the reader 16. At step 906, the

thé ERF6Hsesl fredo? @qeANMhEn @ sekity BR@eh (ice. ! dvor 2eEntpof (. cottather 10
"20 challenges to the server 15 and the device 12 may

SRyt : : S . :
hag Byl S 6, S URE LB arlisaE froQRU ool neel may be
sends a, respgnse utilijzing.the security.key.a an
pe EPW‘WH”&%@& 35 i o0tefsh 40 pases g’trag%ee%fsa b%‘ger\'}% Of & user may
2004/ 027727 PCT/ SE2003/001463 31 and 910
initigtefeseeyripicheckmt agy Emesluning {rawsPPRader 16 determines i f
the responses are equal. If the responses are equal,
then the container 10 remains safely secured.
Reférring nawito dIG, 10,fa flow diageam oha ealitapteonyad felipy roceshion the door
security breach (i.e., door event) of the container 10
sehgds 20 G ilfuseated. SiAistepr 10004 the tdher sasarrdong aanvhtell Basenmsang current
processes, a security-check may be 5 perforned

préhRRideCRlet 0.3 Sebdifls CAatHoasN 6therl fmPasEEfentd nid ELingflerfiented.
reader 16 or a user nmay initiate a security-check at
a

T}%Péé\?v%%aégg{# fighd 1§ 03005 theRRof E%isgg%%‘ ge;\ét%srﬁdfdz@ At?sger:p 8004, a

i'bration an
t he door .sengqr 29 is.illustrat At _step 1000, the
oo o8 Srrdifesaa0) 41t gl s DA MR Pgh Pehech Sich, are
pressure val ue every 0.5 seconds, although her ti ..
acpyfaylatee M TdeR{P Gdculdtp B ARRIR PEGHSUTE (Yalig &t SIEP ﬂ@ﬁé- & geR 35%8, itis
value is read fromthe door sensor 29 at step 1002. At
desrmmed G0tthea the door is open. The door is considered open if the mean value is

ocess

above an open threshold calculated in previous iterations at step 1012 below. If the door
is open, then the flow proceeds to step 1010, at which step the mean pressure value is
added to a slow low pass filter to get the value for the sensor without any pressure
attached (upper limit reference). If it is determined that the door is closed at step 1008,
then the flow proceeds to step 1012, at which open, close, and tamper thresholds are
calculated using the upper limit reference from step 1010 and the armed limit reference
from step 1020 and step 1024 (described below) from previous iterations. The open,
close, and tamper thresholds are used to determine if the door is opened or closed at step
1008 and 1022 so that, if either of the open or tamper thresholds is exceeded at step 1022,

it is concluded that a security breach has occurred.
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nunber of readings (X), with a tine distance of 30
m croseconds between each,. are accunulated in order
wo eoosabat at e a nean pressure val ue at step 10PGT/SEZ2003/001463
step 1008, it is determ ned whether the door is open.
The door is considered openihf the nean value is
above an open threshold cal culated in previous
iterations at step 1012 below. If the door 15 is open,
then the flow proceeds to step 1010, at which step the
Atnsrepn 1 QIrde stsis detevrained wihstheaddeadtvice 12 is lcomedthyvinpmsamed state (i.e.,
filter to get the value for the sensor w thout any

WIRHRS ShE Eontahéra e bebPRRirddi NT the! RN RIANCE hot Arndd! thiefi the door
determined that the door is closed at step 1008, then

stgtﬁkglstg%Ye@ LOGEF 6t m%ttﬁg 0&&11 d (Talat \é\@}egltfblg)soﬁ{ﬁ'ﬁ s?él?oﬁﬁ2 If the

nper t res s are usi ng pper

limi, referenc fron1 a

debleffa, il ftﬁwtsase%ett%ﬁ% RS J018 TR e radying 12 was
bel ow) from previous iterations. The open, close, and

pr@‘awéx et s E%rhﬁsdearcs s @@s mat a&vwm@mefi thea algp 1&0, an
opened or closed at step 1008 and 1022 so that, if

armpd hant referetng ip pesrio the cuarepemetth pres$woé dlalue Srosx stepd 806.aiAt step
step 1022, it is concluded that a security breach has

1082 citris eldterniine@ G2 The? durk¥nl /pEdsaie 3/ali2 1« 3eds Ihe Apers b€ Pamper
1014, it is determ ned whether the device 12 is

lirkity, '8 Medr VAR REAREPS086 ﬁoéé ndi‘ exceeﬁ‘i‘l‘i‘é & drMnper limits, then
contai ner 10 has been secur ed the device 12 is not

at %fepelqymtd?@ thehf Said@ o }?tl E66 5 (r#‘g‘ge ft8 dthé“f tl§,1I ﬁ)T d%g Su%ﬁd limit

he  open and cl ose res ron1s

e 12 | IS detern1ned at
relpiPge bR dhe AN AT éfefé%%gxseesf 45, 5815 (SRR, then at
the device 12 was not preV|ousI¥ armed, then at step
stepo 3026 anis detrmeaingd whetherthe eprdition; is ersistent-helfcle rcemhtlon is
mean pressure value fromstep 1006. At step 1022, it
perssteté (ie¢. nha edndahiat drenrstcosistemthyefor 2 se@mds pemo),uben at step 1028
exceeds the open or tanper |imts. |If the nean val ue

thf ta@ipes hl@ﬁrﬁ 10R6tod0asthe QY ste @B&dr Liste tHap & BeddFityl &M has occurred.
Imts, then

Although embodiment(s) of the present invention have been illustrated in the
accompanying Drawings and described in the foregoing Detailed Description, it will be
understood that the present invention is not limited to the embodiment(s) disclosed, but is
capable of numerous rearrangements, modifications, and substitutions without departing

from the invention defined by the following claims.
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at step 1024 the nean value fromstep 1006 is inserted
to the filter for the arnmed limt 10 reference. If the
wore@a/oyakue from step 1006 exceeds the open or POEHAEI®N3/001463
limts, then at step 1026 it is determ ned whet her
the condition is persistent.;;If the condition is
persistent (i.e., the condition occurs consistently
for 2 seconds or nore), then at step 1028 the tanper
alarmis set to alert the system and/or user that a
WEIRCUIS CYABViEeacHS: has occurred. Al though enbodi nent (s)
of the present invention have been illustrated in the
15 acconpanying Draw ngs and described in the
-forggoi ngy Pefidd fofthobRSEdd At icomditiort ofVd ddntdder, B devisd ood
that the present invention is not limted to the
errbodl ment (s) disclosed, but is capable of nunmerous

COPRAY rgngerrent s, nodifications, and substitutions

wi t hout departing, fromthe .inv |on def.ined by the
f ol ITBRA0R (PP 157 %CPRP%Q‘?‘?QEH’IS @5603/ 001463 33
WHAT IS CLAIMED |S:, 1. A device for itoring the

CondPeansfordransmiie inforeration flative (g the 2t PhANE §§Thgd condition to
nmeans for sensing at |east one condition of the

a locatioaiontside tbe omdmserf or transnitting i nformation
relative to the at | east one sensed condition to a

| oC ahéap feruhteipiétinighie stdedsabiesensadadnditiboyanidnt er pret i ng
the at | east one sensed condition; and wherein the

'1@1 ﬁ Qh thdth&iR rf@rtlht@ﬂ)rétﬁlgqg ﬁﬂﬁp@&i to ®elRBspBtedNRSi8&lthe container.
i nsi

e cont ai ner. . The device as set forth
in claiml, wherein the contalner i ncl udes at | east
one door and the device is adapted for nDunting

rel ative o fhe cont et
door?- and dﬁ?ﬂljc‘é&%?ﬁt ?‘?“'gb‘ln&ﬁal V\Fmre&rb{p? %P Painer 8 infles at least
one door and the device is adapted for mounting relative to the container between a

region of the door and an adjacent region of the container.

3. The device as set forth in claim 2, wherein the adjacent region of the
container comprises a vertical beam and adjacent C-channel and the location within the
container for mounting at least a portion of the device comprises an area across the

vertical beam and adjacent C-channel.

4, The device as set forth in claim 3, wherein the at least one sensed
condition comprises a sensed pressure of the door against the region of the container, and
the means for sensing comprises at least one pressure sensor adapted to extend between

the door and the region of the container.
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3. The device as set forth in claim2, wherein the
adj acent region of the 15 contai ner conprises a
wa@ eootiozER7 beam and adj acent C-channel and t he POUL/&EI0031001463
within the container for nounting at | east a portion
of the device conprises an gpea across the vertica
beam and adj acent C-channel. 4. The device as set
forth in claim3, wherein the at | east one sensed 20
condition conprises a sensed pressure of the door
agaisnst tIine degige a1sedforthhia cmidaivherein the donthiner dGdafigther
for sensing conprises at |east one pressure sensor

inAHERLGsKep, Y HREnlat fre chBrisiRhe praskutdIr hedbihaSet
he container. WD 2004/ 027727 PCT/ SE2003/ 001463 4 5,

t
| evi a et forth in claim4, wherein the
ag%gﬁf%flé%ﬁro%w§rUrther i ncl udes a gasket, and the
sensed pressure conprises the pressure of the door
gasket against the pressure sensor. 5 6. The device
as set forth in claim1, wherein the at |east one
send$ed dbadevicons wbfpth iselpim lswheistn the ghleast gnelsensed
wherein the nmeans for sensing conprises a |ight
cosditisiocormpriges 8 @chsed dighteanidehearein tia means for sehbiag demprises adight
set forth in claim1, wherein the at | east one sensed
sedddr 6iBpehcll ikidetREPAtsREr. @ sensed notion, and wherein
the neans for sensing conprises a notion sensor
di sposed inside the container. 8. The device as set
forth in claiml1, wherein the at | east one sensed

condi tion,c rises ensed radioact | Vi and
wherei n_ S a8 o PorliG g 1 BhEBLBE o it §RE'sensed
radi oactivity sensor dispqgsed i nside the container. 9.
COMIHOBIERERSS S SEREA o, 4% veherginthe megRe fQri sAnsipgCarRises 2
for transmtting
motion sensor disposed inside the container.

8. The device as set forth in claim 1, wherein the at least one sensed
condition comprises a sensed radioactivity, and wherein the means for sensing comprises

a radioactivity sensor disposed inside the container.

9. The device as set forth in claim 1, wherein the means for transmitting
information is disposed outwardly of the sensor and adapted for positioning outside the

door of the container.

10.  The device as set forth in claim 1, further including means for receiving

information.
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information is disposed outwardly of the sensor and

adapted for positioning outside the door of the
wa@ootaeTier. 20 10. The device as set forth in BCBESP083/001463

further including nmeans for receiving information. WO

2004/ 027727 PCT/ SE2003/ 001463 35 11. The device as

set forth in claiml1, further conprising neans for

interfacing at | east one peripheral sensor inside the

container. 12. The device as set forth in claiml11,

wherlgi n tThe detict east fatheingtaimgh éirthier c@nprasusgmeans for

conprises at |east one of a pressure sensor, |ight
inRERGRAS at IR bRAGFdriphetay schehsifdide theeomeainat.ur e sensor,

notion sensor, conbustible gas sensor, anmonia sensor,

carbon di oxi de sensor, fire sensor, sroke sensor,

noise sensor hum dity sensor, and digital caner a. '

V|ce as se ort 1€ |
" or e deaep i Tyt dds Mk Einng WIghE oﬂeﬁm heral

source for the devige. 14. A nethqd of ele tronlcal
SCRSOE GRS LIGAY A1 B 2 DRI HiSP RSl SEPEFjOSCHNLY s

of 15 selecting a container to secure; disposing an
temperaturasnsorsmotion sagsefeciralustible igansanper, amMOAiafepsor, carbon

transmtting a request to a server; generating by the
disgdy sns@f fire seadoneimdkie Gensoy noise gersors hunidityysehsy, and digital

response to receipt of the request;

camera.

13.  The device as set forth in claim 1, wherein the means for interpreting

includes at least one power source for the device.

14. A method of electronically securing a container, the method comprising
the steps of:

selecting a container to secure;

disposing an electronic securing device within the container;

transmitting a request to a server,

generating by the server of a mathematically-unique security key in response to
receipt of the request; -

encrypting, by the server, of the security key;

transmitting the unique and encrypted security key to the device disposed within
the container;

use by the device of the encrypted security key to calculate a unique result; and
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20 encrypting, by the server, of the security key;
transmtting the unique and encrypted security key to
w0 b@4adevete di sposed within the container; UuseChYEI00&001463
device of the encrypted security key to calculate a
uni que result; and WO 2004/ 0g7727 PCT/ SE2003/ 001463
36 storing, by the device, of the unique result. 15.
The nethod as set forth in claim 14, wherein the step
of selecting a container to secure includes the steps
of : dborfif, By therigviaa dfmticurigeadesutont ai ner of the type
havi ng at | east one door in a pivotal relationship
with the container to electronically secure; and
di sposing the device within the obtainer. 16. The
met a j l.ai ei .
el it gt D g il e Bhcta, WRRE A, HOFo R BRRL 5
of .sel ecting, b reader, a container to secure. 17.
Co’f*%é“eﬁé‘f Wgareggclg%eﬁ?lpeoﬁfm 9 claim 14, wherein the step
of selecting a container to secure includes the steps
of : sglecng syintarmpdal spntaimer ef the P having at legst gpe daey in @ pavotal
sof tware backbone; and 15 selecting, by the at |east
relatienshiyt Woh itleednaanet 1o electmonivally seurd; andecure via t he
sof t war e backbone. 18. The nethod as set forth in
cl ai dizpbding Whedewice witlen tHeeBtaierdi Sposi ng t he
el ectroni c securing device within the container
i ncludes the step of positioning the 20 electronic
securing device adjacent the door for sensing the
glo\rg?lta()la lne;ﬁilear}lét%] z?sl 2t %opt%rirel (c)faim rl?,l v%lt‘nelrgi% tltleostctaphgf selecting a

container to secure includes the step of selecting, by a reader, a container to secure.

17.  The method as set forth in claim 14, wherein the step of selecting a
container to secure includes the steps of:

allowing at least one authorized party access to a software backbone; and

selecting, by the at least one authorized party, a container to secure via the

software backbone.

18.  The method as set forth in claim 14, wherein the step of disposing the
electronic securing device within the container includes the step of positioning the
electronic securing device adjacent the door for sensing the pivotal relationship thereof

relative to the container.

19.  The method as set forth in claim 14, wherein the step of disposing the



19. The nmethod as set forth in claim 14, wherein the

step of disposing the WO 2004/ 027727 PCT/ SE2003/ 001463
w@7Zo00aloeTT oni ¢ securing device within the contPCTSE2003/001463

i ncludes the steps of: securing at |east one sensor

i nside the container; and seguring at |east one

transmtter relative to the container in a position

permtting radio transmission to a |ocation outside

of the container. 5 20. The nethod as set forth in
eledtronio skOuringhdew i withivethetcoptanier setudes thg sieps bfast  one

sensor inside the container includes the step of

S eC Webittheat llda8f UneSem®P insidethdlgoritdifer; &ant ai ner. 10 21.
The nmet hod as set forth in claim19, wherein the step

“EEMh M 1Ak An%%&psmmﬁréﬁné % ttlet3htfhet s SAMEH Aehitting
|ncIu es e ste securing a notlon sensor |nside
cont.ai ner s. set forth in claim
rad a8 RSoh wcgwp%?ld%%%‘ﬁ? PRETRE | cast 15 ome
sensor inside the container includes the step of
5 securing a tenperature sensor inside the container.
23. A device for determ ning whether a security breach
of &0 ontHiermesthdrbas seblocthrin eldim tl Aewhireindlee seprpf sesummyg at least
20 neans for detecting pressure exerted by a door of
oriel3ensd fiisikicniiy confatdst Sndlides @sd sidy dfsbéurthgar 10£$ edrisbeinside the
pressure val ue, the baseline pressure val ue being
congliated to a calculated nean value fromat |east two
pressure detections; neans for defining a pressure
t hreshol d; and

10 21.  The method as set forth in claim 19, wherein the step of securing at least
one sensor inside the container includes the step of securing a motion sensor inside the

container.

22.  The method as set forth in claim 19, wherein the step of securing at least
15 one sensor inside the container includes the step of securing a temperature sensor inside

the container.

23. A device for determining whether a security breach of a container has
occurred, the device comprising: .
20 means for detecting pressure exerted by a door of the container;
means for establishing a baseline pressure value, the baseline pressure value being
related to a calculated mean value from at least two pressure detections;

means for defining a pressure threshold; and
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WD 2004/ 027727 PCT/ SE2003/ 001463 38 neans for
determning fromthe pressure threshold and the

waoetaorEd7 pressure whether a security breach Pe@BSE2003/001463
occurred. 24. The device as set forth in claim 23,
wherein the neans for defini3gg a 5 pressure threshold
accunul ates at | east two sensed pressure val ues and
cal cul ates an average pressure value fromthe at
| east two sensed pressure val ues. 25. The device as
set megns foridgteghiaing an thequesspre thigshald and thesletedist pressige
a pressure threshold cal cul ates a w ndow of

wletce pseduriey preedshasecmatedes, t he wi ndow of 10
.accept abl e pressure val ues defining a range of
pressure val ues that are experienced during shipnment
of a container and that do not indicate a security

breagh. 38 dAvireLihQd E&{g ifl §faffi 0B n\gh&e Gfit el £0F ?Wi

a contai ner, the met conprising t e steps o

L aci.n ressu r ad a ruct ur.a

SR e A T xeguﬁ@dﬁ%ﬁ@fﬁgy

sensor via a data unit |ocated thin the cont ai ner;
avefagePiTP R hyRlupomike ddeast o sensegpsesiwie Valusecuri ty

breach of the door has occurred based on a change in

pressure sensed by the pressure sensor; 20

communi cating, by the data unit, of a result of the

det @5m niThg dstiepad @t funthdntRina3, whireinahemalsyfor defining a

connected to the data unit and located adjacent to and

pré3sirs iidesteld &ddilate LM RIdBR of aa&gtabw}émet valltks, AY wikow of
antenna, of information relative to the connunlcatlng

acc,setp?a%ie Mgsﬁ%%ﬁ&% ZlZi%Ymg g&%@%@gﬁé@&?&éﬁﬁes that are experienced during

shipment of a container and that do not indicate a security breach.

26. A method of detecting a security breach of a container, the method
comprising the steps of:

placing a pressure sensor adjacent a structural member and a door of the
container;

monitoring the pressure sensor via a data unit located within the container;

determining, by the data unit, whether a security breach of the door has occurred
based on a change in pressure sensed by the pressure sensor;

communicating, by the data unit, of a result of the determining step to an antenna
interoperably connected to the data unit and located adjacent to and outside of the
container; and

transmitting, by the antenna, of information relative to the communicating step.



39 27. The nethod of claim 26, further conprising:
receiving, by a reader, of the information fromthe
wandoanoEe7 and forwardi ng, by the reader, of tPe€T/SE2003/001463
information to the server. 5 28. A nmethod of disarm ng
an electronically secured cagtai ner having a security
device therein, the nethod conprising the steps of:
selecting a container to disarm transmtting a
di sarm ng request to a server; 10 generating, by the
server, of a disarmng key in response to receipt of
the disarm ng request; encrypting, by the server, of
t he )9 sarpHengetk&dof cldimmeiurihengorhesigncr ypt ed
di sarm ng key to a device associated with the

cont ai ner . [ : j f e
encf%%?@g&é%gggﬁﬁgﬁﬂygggﬁgﬁﬁn$£?%@ﬁ%%%ﬁgygfﬁghdevice,

of the decrypted di.sarmn ey.. 29 T @ethod as set
f or ﬂnvﬁgeséﬁﬂﬁig?dﬁh% tfﬁﬁg éng?g%ﬂgggsefecting a
contai ner to disarmconprises the steps of: 20
5 sel ecting, by a reader, a container to disarnm and
determning that further information relative to
el e@8r oniAmethod édisanming an plectreieallyispaired eontainerhevaga.
WO 2004/ 027727 PCT/ SE2003/ 001463 40
security device therein, the method comprising the steps of:
selecting a container to disarm;
transmitting a disarming request to a server;
10 generating, by the server, of a disarming key in response to receipt of the
disarming request;
encrypting, by the server, of the disarming key;
transmitting the encrypted disarming key to a device associated with the
container;

15 decrypting, by the device, of the encrypted disarming key; and

storing, by the device, of the decrypted disarming key.

29.  The method as set forth in claim 28, wherein the step of selecting a
container to disarm comprises the steps of:
20 selecting, by a reader, a container to disarm; and
determining that further information relative to electronic securement of the

container is not needed.



30. The nethod as set forth in claim?29, further
conprising the step of disengaging fromlogging at
wo eagn2ee condition sensed by the device of tPeI/SE2003/001463
disarmed container. 5 31. The nethod as set forth in
claim 28, wherein the step qf selecting a container
to disarmconprises the steps of: allow ng authorized
parties access to a software backbone; and sel ecting,
by at | east one of the authorized parties, a container
t 0 di0sar rTheirAethddeas seoforthen elaira @B pfarther chthpidingAharsehofl
of checking a security status of a previously
diSn@adih @ RomAbLing GEIChNL Bfle E6AAttRANNEHse@bytheddwie MRS Sirhed
a security device is disposed therein, the nethod
cdﬂ%ﬁ&jSing the steps of: transmtting, by a reader, of
a device challenge to a device associated with the 15
cont ai ner; generating, by the device, of a device
response to the device challenge; transmtting, by
the device, of the device respaonse to the reader; .
t r anidni t tihsgnethyd assst fosthde elairg 28 gvhcseipdhe steppf elrging »
a server; generating, by the server, of a server
contagieo trsdisarm comprises theistephaf: | enge; 20 transmitting, by
the server, of the server response to the reader;
conpdibivirg duiitorized parties &TPRNGS @ sefielare backbove.cadr esponse;
and wherein, if the server response and the device

I eSRERSEnAHS aEREAlone Bf 8 GHbLIYed fAHERACH cdritaifl &R at? via the
have not occurred since the contai ner was

So%ggég%@%ghzgcur ed. WD 2004/ 027727

32. A method of checking a security status of a previously electronically
secured container of the type wherein a security device is disposed therein, the method
comprising the steps of:

transmitting, by a reader, of a device challenge to a device associated with the
container;

generating, by the device, of a device response to the device challenge;

transmitting, by the device, of the device response to the reader;

transmitting, by the reader, of a server challenge to a server;

generating, by the server, of a server response to the server challenge;

transmitting, by the server, of the server response to the reader;

comparing the server response and the device response; and

wherein, if the server response and the device response are equal, a security

breach is deemed to have not occurred since the container was electronically secured. .
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41 33. A device for determ ning whether a security
breach of a container has occurred, the device
we@oeegneseng: neans for sensing at | east one copdI/SEIN3/001463
of the container; 5 neans for establishing a baseline
val ue for the sensed conditign; neans for defining a
sensed condi tion value threshold; and neans for
determining fromthe sensed condition value threshold
and the sensed condition whether a security breach
has occurred. 10 34. The device as set forth in claim
33 wherein the container is of the type having at
| eas3. onea doAte fPor dakmihingnwhutticed seairiny bieact of 4 dvatainer has
contai ner, and wherein the device is adapted for

odﬁﬁ%&tﬁyycqgeggﬁmﬁgﬁ the door and the container for

sensing th pressure exerted by the door against the
N TR

pressure val ue .i ncl udes. . at ne pr.ess e_value

exi dRgang fogies E]éSh(“F%b‘ﬁth Yaé‘tetatgﬁ c?e%‘sg ﬁ?’é‘ﬁé?ﬂ of the
contai ner. 36. The device as set forth in claim 35 and

f ur theans farclefining @ seesed sondition pajug thagsbpkd; andhg t he

sensed condition of the container. 37. The device as

set riens foridetechaiimg S86muhesensed donditiop aakieftlmeshold and the sensed
transmtting information is disposed outwardly of the

coBdiEiSH WhethS£ A sRurif teatidt 6€bulred. posi tioni ng WO
2004/ 027727 PCT/ SE2003/ 001463 42 outside the door of

the container. 38. The device as set forth in claim
33, wherein the at | east one sensed

34.  The device as set forth in claim 33 wherein the container is of the type
having at least one door pivotally mounted relative to the container, and wherein the
device is adapted for positioning between the door and the container for sensing the

pressure exerted by the door against the device.

35.  The device as set forth in claim 34 wherein the means for establishing a
base line pressure value includes at least one pressure value existing at the time of

electronic securement of the container.

36. The device as set forth in claim 35 and further including means for

transmitting the sensed condition of the container.

37.  The device as set forth in claim 36 wherein the means for transmitting

information is disposed outwardly of the pressure sensor and adapted for positioning
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condition conprises a sensed |light, and wherein the
nmeans for sensing conprises a light 5 sensor disposed

wo n@iuderohe cont ai ner. 39. The device as set fpCT/REIN3/001463

claim 33, wherein the at | east one sensed condition
conprises a sensed notion, apd wherein the neans for
sensing conprises a notion sensor disposed inside the
container. 10 40. The device as set forth in claim 33,
wherein the means for sensing a condition conprises
ougidd tha doormf¢hafontaimressur e sensor, |ight sensor,

radi oactivity sensor, tenperature sensor, mot i on
sensor, conbustible gas sensor, ammoni a sensor, carbon
di oxi de sensor, fire sensor, snoke sensor, noise

Sensyyr, IHiddiicy aSERESh i3 ivared the 4BleSABRE Sonsél
A device for nonitoring the condi ti on of a contai ner

coﬁﬁmkl?‘éo s3I0 113ht, b PRRLANRe BOQs fB{ é/e%‘si% | ¥mprises a light
Fh | mp

ereto, devi ce conprisi ng
sen t of the contalner door 20 neans for
“?%%ﬁ§ﬁ$$ﬂn dyqﬂfgpﬁﬂPFon relative to the sensed

cont ai ner door novenent; means for interpreting the
sensed door novement; wherein the neans for
interpreting is disposed inside the container; and WO
20049027 7thg dedte sEsd 681100 tid® 334 Fhevkirthe at least one sansed
for transmtting is disposed relative to the container

cohdition tompases asemad afotioh panglartieen deahedio YarseAding Gordprises a
| ocation outside the container. 42. A device for

m&?ﬁrﬁeﬂ@d?idﬁgoéédﬁﬁs@&whé)éoﬂgiﬂgﬂ.ti on of a container and
its

40.  The device as set forth in claim 33, wherein the means for sensing a
condition comprises at least one of a pressure sensor, light sensor, radioactivity sensor,
temperature sensor, motion sensor, combustible gas sensor, ammonia sensor, carbon
dioxide sensor, fire sensor, smoke sensor, noise sensor, humidity sensor, and a digital

camera.

41. A device for monitoring the condition of a container of the type having at
least one door pivotally mounted thereto, the device comprising:

means fdr sensing movement of the container door;

means for transmitting information relative to the sensed container door
movement;

means for interpreting the sensed door movement;

wherein the means for interpreting is disposed inside the container; and
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5 contents, the device conprising: neans for detecting
a condition of the container and its contents; neans
wé ev04@317abl | shi ng a baseline condition val ue, POESE2003/001463
basel i ne condition value being related to norma
fluctuations in the conditigg of the container and its
contents experienced during transport; 10 neans for
defining a condition threshold; and neans for
determining fromthe condition threshold and the
det aghiepéin einElidns dor, trankhétisgsulisppyedaslative toothe obnteiner for
container. 43. The device as set forth in claim42,
traffB5isSion o iR SERRAHobOMoHShEE td AcationldutsiddtheicbAtiner.
conprises at | east one of a pressure sensor, |ight
sensor, radioactivity sensor, tenperature sensor,
noti on sensor, conbustible gas sensor, ammoni a sensor,
carbgon dj nsor. .fire sensor
ol 4B serb BFVC R AERyna oS TR PGB Tt P g s
44. A nethod of detecting a security condition of a
copisptsathedevispneompasid®nt ents, 20 the nethod conpri sing
the steps of: placing a sensor within the container;
monirhens fiey deteetisea senditidneofAheieanipingtiand lits eanterfsini t hi n
the container; determning by the data unit whether a
SecUhédny f&@@ﬁbﬁéiﬂlﬁg Hbselimcdondition Walu2 (B4 ba@ln@ dondition value
PCT/ SE2003/ 001463 44 based on sensed changes in val ue
eﬁ'& 1R Bekdy nEHﬁalsfﬁl@ﬁﬁﬁonSQQ RAELUAh8Ribh BItHR ) ohfathed AdRitddbntents
a result of the determning step to an antenna

i nt.eroper.abl ected to the data unit and | ocat ed
xR eRE SR darEpaEerten 10 Lne

means for defining a condition threshold; and
means for determining from the condition threshold and the detected condition,

the security condition of the container.

43.  The device as set forth in claim 42, wherein the means for detecting a
condition comprises at least one of a pressure sensor, light sensor, radioactivity sensor,
temperature sensor, motion sensor, combustible gas sensor, ammonia sensor, carbon
dioxide sensor, fire sensor, smoke sensor, noise sensor, humidity sensor, and a digital
camera.

44, A method of detecting a security condition of a container and its contents,
the method comprising the steps of:

placing a sensor within the container;
monitoring the sensor via a data unit located within the container;

determining by the data unit whether a security condition has occurred
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position for transmtting data to a | ocation outside
the container; 5 transmtting by the antenna of
wo ndoaneER7 on rel ative to the comuni cati on st PEI/SHEH03/#01463
nmet hod of detecting a security breach of a container,
the nethod conprising the syeps of 10 placing a
sensor inside the container; nonitoring the sensor via
a data unit located within the container; detern ning,
by the data unit, whether a security breach of the
badabon $emsedochanges éul valbasandedby thestrange i n a condi tion
sensed by the sensor; comrunicating, by the data unit,
of a reswomnfinidakifg 8¢ tiey ditNiiig o4 BRRulk 6f e d3RHANIR: stdbto an
i nteroperably connected to the data unit and | ocate

an?éﬁn@‘ﬁﬁggoFérle? %gﬁ%ﬁitsj heQfatd [t afn‘aiqn AP dVelativ@R%the container in a .

transmtti ng; e antenna, o ormat1 on reFatlve

tQ.the co icat.in tep. 46.. device for nonitoring
poefiendrERPTURP Bt Beifin aoa wERRRer " che” 20
devi ce conprising: neans for_sensing at |east one ..
conditio ﬁraé‘f‘mttﬂ%gg'?)bw gnhtsana ofjpiormatigy refatiyp &g thecppgunication
information relative to the container position and the
stegi | east one sensed condition to a | ocation outside
t he container; WO 2004/ 027727 PCT/ SE2003/ 001463 45
nmeans for interpreting the at | east one sensed
condi tion; and wherein the neans for interpreting is
adapgsed tQnRehodiotReaithg Iselctigtylbéick 804 BbMifiher, the method
comprising the steps of:
placing a sensor inside the container;
monitoring the sensor via a data unit located within the container;
determining, by the data unit, whether a security breach of the door has occurred
based on a change in a condition sensed by the sensor;
communicating, by the data unit, of a result of the determining step to an antenna
interoperably connected to the data unit and located adjacent to and outside of the

container; and

transmitting, by the antenna, of information relative to the communicating step.

46. A device for monitoring the condition of and tracking a container, the
device comprising:

means for sensing at least one condition of the container;

means for transmitting information relative to the container position and the at

least one sensed condition to a location outside the container;
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means for interpreting the at least one sensed condition; and

wherein the means for interpreting is adapted to be disposed inside the container.



