1 Description Method for safeguarding data traffic
between a first termnal and a first network and a
second ternminal and a second network. The invention
relates to a nmethod for safeguarding data traffic
between a first terminal andla. first network and a
second term nal and a second network. The invention
Desc:als relates to a corresponding first and a
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internet access it is particularly desirable for the

transmitted data to be displayed not on the mobile telephone

but on a further terminal, e.g. a laptop.

Methods are knownrfrom the prior art, with which a first
terminal in the form of a mecbile telephone, containing a SIM
or USIM mcdule (SIM = Subscriber Identity Module; USIM =
Universal Subscriber Identity Module), connects via a local
interface to a second terminal in the form of a laptop, the
laptop allowing access to a further network, e.g. a WLAN
network and/or the internet. The second terminal is hereby
authenticated to the further network via an authentication
protocol, with keys being used in the protocol, which go back
to the SIM or USIM module. Suitable authentication protocols
that can be used are for example the following: EAP-SIM (EAP =
Extensible Authentication Protocol; SIM = Subscriber Identity
Module; see document [1]) or EAP-AKA (EAP = Extensible

Authentication Protocol; AKA = Authentication Key Agreement;




Aut henti cati on Protocol; AKA = Authentication Key
Agreenent; 2 see docunent [2]). The protocol EAP-SIM
is hereby used for GSM nobile tel ephones and the
prot ocol EAP-AKA is used for,  UMIS nobile tel ephones.
The aut henti cation protocoIéZEAP-SlM and EAP- AKA
requi re both communication with the network and
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which are actually used for communication between the mobile
telephone and the corresponding mobile radio network, are
transmitted via the local interface. These first session keys
are then used to calculate new session keys in the second
terminal, with which new session keys the authentication
operates via the authentication protocol. It can be
problematic here for the first session keys to be known in the
second terminal. This means that an attacker, who gains
control of the second terminal, also has access to the first
session keys and can impersonate the user of the first
terminal, for example making calls at the user’s expense in

the first network.:

The object of the invention is therefore to create a method
for safeguarding data traffic between a first terminal and a
first network and a second terminal and a second network that

satisfies more stringent security requirements. The method is




The object of the invention is therefore to create a
nmet hod for safeguarding data traffic between a first
termnal and a first network and a second termna
and a second network that satisfies nore stringent
security requirenents. The method is 3 intended in
particular to protect against the attack descri bed
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. ' b nal, [ [ with
i IR S e bR Ey S RAGA AT DLETE, Cecond
Devalgdpaearit s |af tiise natvent idve dre sdef enatindh tBecdapentiedt
to the second termnal via a local interface. The
claimg.st session key(s) is/are deternined in the first
termnal and the second session key(s) is/are derived
fromthe first session keys. The second session
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first fermnal.
second session keyl{s) is/are transmitted via the local
interface by means of a security protocol to the second
terminal. The second terminal is finally authenticated to the
second network via an authentication protocol with the aid of
the second session key(s) and/or with the aid of keys derived
from the second session key(s). The claimed method is based on
the idea that the first session key(s) is/are not available to
the second terminal. Therefore functions that are actually
executed by the second terminal are moved to the first
terminal. In particular the second session key(s) is/are
derived from the first session keys in the first terminal.
Therefore an attacker, who gains control of the second

terminal, is no longer able to access the first session keys

and cannot therefore access the first network.

In a preferred variant the authentication protocol is
configured such that the keys derived from the second session

key(s) are generated as part of the protocol and used to



Therefore an attacker, who gains control of the second
termnal, is no longer able to access the first
session keys and cannot therefore access the first
network. In a preferred varlant t he aut henti cation
protocol is configured suchdthat the keys derived
fromthe second session key(s) are generated as part
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variant of the invention the security
The local interface between the first and second terminals is

preferably configured wvia a wireless interface. A Bluetooth

and/or infrared interface in particular is an option.

The second network, which communicates with the second
terminal in the claimed method, is preferably a local network,
in particular a LAN and/or WLAN network. The local network can

in turn be connected to further networks, e.g. the internet.

In a further preferred variant of the invention the security
protocol, with which information is exchanged between the
first and second terminals, is configured as follows:

- a first signaling message from the second terminal is sent
to the first terminal, the first signaling message initiating
the derivation of the second session key(s) from the first
session keys in the first terminal;

- in response to the first signaling message a second

signaling message is sent from the first terminal to the




protocol, with which information is exchanged between
the first and second termnals, is configured as
follows: - a first signaling message fromthe second
termnal is sent to the first termnal, the first
signal i ng message initiating® the derivation of the
second session key(s) fromthe first session keys in
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t he second signaling nessage. The second sessi on
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such that it can be used as the first terminal in the claimed
method. The terminal hereby preferably comprises means for
determining the first session key(s) and means for deriving

the second session key(s) from the first session keys.

The invention also comprises a terminal, which is configured

such that it can be used as the second terminal in the claimed

method.

Exemplary embodiments of the invention are described in detail

below with reference to the accompanying drawing, in which:

Figure 1 shows an example of a scenario, in which the claimed

data traffic safeguarding method is used.

Figure 1 shows a first terminal in the form of a mobile
telephone 1, which is connected via a local Bluetooth

interface 3 to a second terminal 4 in the form of a laptop 4.




Exenpl ary enbodi nents of the invention are descri bed
in detail belowwth reference to the acconpanying
drawi ng, in which: Figure 1 shows an exanple of a
scenario, in which the clained data traffic

saf eguardi ng nethod is used.ﬁFigure 1 shows a first
termnal in the formof a nobile telephone 1, which
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In the scenario in Figure 1 it is intended that a user of the
mobile telephone should be able to authenticate themselves to
the WLAN network via the laptop 4 with the aid of the first
session keys generated in the identity module of the mobile
telephone. The second session keys are derived from the first
session keys for this purpose. An attack, in which the
attacker gains control of the laptop 4, is a problem here, if
the first session keys are transmitted via the Bluetooth
interface 3 to the laptop 4 and derived in the laptop. In this
instance the attacker would gain knowledge of the first
session keys and could then impersonate the user in the mobile
radio network 2. To prevent such attacks, accordiné to the
claimed data safeguarding method, the second session keys are
not derived in the laptop 4 but in the mobile telephone 1 from
the first session keys. The derived second session keys are

then transmitted via the Bluetooth interface 3 by means of a




session keys for this purpose. An attack, in which the
attacker gains control of the laptop 4, is a problem
here, if the first session keys are transmtted via
the Bluetooth interface 3 to the |laptop 4 and derived
inthe laptop. In this instince the attacker woul d
gain know edge of the first session keys and coul d
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the EAP-SI M protocol (see [1]) known fromthe prior
art is used as the authentication protocol for
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protQBBH”?BE E&Lheﬁk§ﬂg%ion to the WLAN network. It is assumed
that the SIM module of the mobile telephone is only involved
in a so-called full authentication (see document [1], clause
3) and not a so-called re-authentication (see document [1],
clause 4.3). The exact message flow of the authentication
process is described in clause 3 of document [1l] (see in

particular Figure 1). The following steps are required for

authentication:

The mobile telephone 1 receives from the laptop 4 the protocol
identity (EAP-SIM), two or three GSM challenges RAND and the
parameters “Identity”, “NONCE_MT”, “Version List” and
“Selected Version”. The parameters “Identity”, “NONCE_MT”,
“Version List” and “Selected Version” are described in more
detail in document [1]. The mobile telephone forwards each of

the received RANDs one after the other to its SIM module. The



3) and not a so-called re-authentication (see docunent
[1], <clause 4.3). The exact nessage flow of the
authentication process is described in clause 3 of
docunent [1] (see in partlcular Figure 1). The
followi ng steps are reqU|red for authentication: The
nobi |l e tel ephone 1 receives fromthe |aptop 4 the
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and "Sel ected Version" are described in nore detai
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moduwigdul e. The 8 next RAND can only be forwarded to the

SI M nod , the nodule iven jts response
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of the GSM al gorithns A3/ A8, as described in [4],
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first session keys as set out in the cl
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key MK as described in [1], clause 4.6 - according to
the followng formula (MK hereby represents a second
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- as described in [1], clause 4.6 - according to the following

formula (MK hereby represents a second session key as set out

in the claims}:
MK = SHAI (Identity|n*kc|NONCE MT|Version List|Selected Version)
and sends MK and the responses SRES to the laptop.

In the above formula *|” means concatenation. Identity refers
to the peer identity of the string without the zero characters
at the end. It is the identity of the AT_IDENTITY attribute of
the last EAP-Response/SIM/Start Packet or if no AT IDENTITY
was used, the identity of the EAP-Response/Identity Packet.
The identity string is used without change and includes the
possible identity decoration. The notation n*Kc refers to the
n concatenated Kc values. The K¢ keys are used in the same

sequence as the RAND challenges in the AT _RAND attribute.




MK = SHAL(Identityl n*Kcl NONCE Mrl1Version Listl Sel ected
Version) and sends MK and the responses SRES to the -
| aptop. In the above fornula "I" neans concatenati on.
Identity refers to the peer identity of the string
without the zero characters 2at the end. It is the
identity of the AT _IDENTITY attribute of the | ast
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An extended Bluetooth SIM Access Profile is used to transmit
the parameters required to calculate the master key in the
mobile telephone 1. The message “TRANSFER_APDU_REQ“ used in
the existing SIM Access Profile is extended to include the
parameters “AuthProt”, “EAP-Id”, “NONCE_MAT”, “Version List”
and “Selected Version”. Transmission of the EAP-Id is
optional, if the mobile telephone can derive the EAP-Id from
its own data. Two or three GSM challenges RAND also have to be
transmitted. Transmission of these challenges is already

considered in document {3].

The parameters used in the extended Bluetooth SIM Access

Profile are described in more detail below:

Parameter: AuthProt




the paraneters required to calculate the master key in
the nobile tel ephone 1. The nessage

"TRANSFER _APDU REQ' used in the existing SIM Access
Profile is extended to include the paraneters

"Aut hProt", "EAP-1d", "NONCROWAT", "Version List" and
"Sel ected Version". Transm ssion of the EAP-1d is

_ : Lt X ) ' . |
o QB4R sl L AECARDL ol L PRONES ERLCR BYBERS) ysed
Lend?AND hllsp-dave to be transmtted. Transm ssion of

t hese chal | eng&s is_already consjdered in docunent
Pargmaterrpld nHaranet et 1Rd by e Rhkeekaeth BPReEsdt nIRERFest

cessz) P i i [ : ail bel ow

Gro"@gr arret)er{r%,&bt P%]t&%f%r P@q%a%‘prr%{ig}g?}ndi cates the

Paramsthrantyalalieon FRARDIOO0I vaikes. = et h: 1 byte
Paraneter ID: to be defined by the Bl uetooth Special
Interest Goup (SIG (not essential to the invention)

Paranidtdet esrapatyes: EAP-SI M val ue = 0x01 Paraneter:
EAP-Td This paraneter contains the EAP identity of the

Thi sy gmranefamermaritaimge itie \EAR istanidiony o f dde iusens set
ve t he jmaster,

i ) ] , d. I .
(pexiindrft, [iHenc 37150 b ladiiaf SdfAlS ey d MM En (11,

cladgee Blayeterid thpeldrbhyd MRy eflstda o, (SI G (not
essential to the invention) Paraneter values: Suitable

Lengtddi ¥§rd2 24P i dentity (coding is not essential to
Parahld® dr et | by '\4%'5? | t

ar contai ns tgme\%lbge of t le gh%jze (%?L Fnterest
Group (SIG) (not essential to the invention)

Parameter values: Suitable coding of EAP identity (coding is

not essential to the invention)

Parameter: “NONCE_MT”
This parameter contains the NONCE_MT value of the EAP peer (as

set out in [1], clause 4.6) used to derive the master key.

Length: 16 bytes
Parameter ID: to be defined by the Bluetooth Special Interest

Group (SIG) (not essential to the invention)

Parameter values: Suitable coding of NONCE_MT (coding is not

essential to the invention)

Parameter: “Version List”

This parameter contains the Version List (as set out in [1],
clause 4.6) used to derive the master key.

Length: 2 bytes
Parameter ID: to be defined by the Bluetooth Special Interest

Group (SIG) (not essential to the invention)

Parameter values: Suitable coding of Version List (coding is

not essential to the invention)



set out in [1l], clause 4.6) used to derive the naster
key. Length: 16 bytes Paraneter ID: to be defined by
the Bluetooth Special Interest Goup (SIG (not
essential to the invention) Paraneter values: Suitable
codi ng of NONCE_MI (coding ild not essential to the

i nvention) Paraneter: "Version List" This paraneter
contains the Version List (as set out in [1), clause
4.6) used to derive the master key. Length: 2 bytes

Pardiagtasmet ersdTacteal bresefémed by the Bl uetooth Speci al
Interest Goup (SIG (not essential to the invention)

Thispgagnstedeny AUES 1y tid| L Lok ¢ GerAtrioh Ehe(EAP peer
(as MHiRg 11§ NOf, s 4P (deq Ve A e master key.

Paraneter: "Sel'ected Version" This paraneter contalns
Lengtihe Selaates=d Versi on of the EAP peer (as set out in
: 1], clause 4.6 sed to derive the nmaster key,
Paraing 155 (it S8 SERAGIN 17 P U eI Thiq helnterest
Groud Ugirent hreedsdlendtiAr 8 tHa OUR ¥l {@n)(not essenti al

to the invention) Paraneter val ues: Suitable coding of
Paragsiteat od lvessi viteddiengodinnmf ésslmntied Mexrgimn (coding
is niorilzv el ntsieo n)iaﬁh ong%ls a%e \;‘e'II;I%ANSFER_APDU_RESP" i's

OSnCEEFEY 1B (e & FENEPR8Yi fication of the SIM

Access Profile (see [3], clause 5.2). This nessage

shoul d be extended to include the parameter "M"'. Two

The gespRoge "EBNCESFAFEY _SRISE “aliso apa@ingdhdn the current

GEIRST: Lheds T ag,ﬁﬂ' UL Ofp, 118 1ENILSRYIS e 1iafise 5.2) .
SPecal reagl)} consi (5eree in ocunment S;I] . '\(I I anse )
This message should be extended to include the parameter “MK”.

Two or three GSM responses SRES also have to be transmitted.
Transmissicn of the GSM responses is already considered in

document [3].

Parameter: MK

This parameter contains the master key calculated in the
mobile telephone according to [l], clause 4.6.

Length: 20 bytes

Parameter ID: to be defined by the Bluetooth Special Interest
Group (SIG) (not essential to the invention)

Parameter values: Suitable coding of the master key MK (coding

is not essential to the invention)

When using a UMTS mobile telephone the EAP-AKA protocol known
from the prior art is used as the authentication protocol for
authentication in the WLAN network 6 (see document [2]).
Authentication here takes place as in [2], clause 3 (see the
figure in particular). It is assumed that the USIM module and
the mobile telephone are only involved in a full

authentication (see document [2], clause 3) and not a re-



Paranmeter: M This paraneter contains the master key
calculated in the nobile tel ephone according to [1],
clause 4.6. Length: 20 bytes Paraneter ID. to be
defined by the Bluetooth Special Interest Goup (SIQ
(not essential to the inventidon) Paraneter val ues:
Suitabl e coding of the master key MK (coding is not

ven en, us S
aut eezrfcglr%do%emf é%& %KA épiraq?g(’)c\ﬁ1 g% hqgfrp%}?nlvi’r eEm? Eone
exeditfed Sches eftb Hiowigy alumenidnaf i tite pp@f&xﬁ@tef@rbelow being
aut hentication in the W.AN network 6 (see docunent
desqrijhed im MR ideidich Herdetumast plate as in [2],
clause 3 (see the figure in particular). It is
assuned that the USI M nodul e and the nobile tel ephone
The arodidm \tdlepdiored nare viad [thauideiidcehtident{ siee (EAP-AKA) ,
docunent [2] clause 3) and not a re 12

the Mﬂw@m AUZN, agidadde @az)amene@ molslargity” from

cve SELSEONEG ARSI SO SHLPAER 0 il o

paradmwent[dea]mtwehm @ L PO L d EGRINMES M Rfsed by the
protocol identity (EAP-AKA), the AKA chall enge
userRAHDﬁA@TNaéndiethg‘ﬁdaﬁ@t glore @ahaic ity rlgh, tHeause 4.5.
| apt op and forwards RAND and AUTN to the USI M nodul e.
The paraneter "ldentity" here refers to the identity
The tﬁsédominghéunm&mﬂsnaEAPemutmbrdnbe:mei waror:e det ai l

in.[2], .cl 4.5 . Th | g t
mxech bR 85 GRS I SCRIECESEETE G 6P (o SO EBA 08 t s
deschipta 8 a8d f 5% pasridesard Reeiif ckélionl pr%&ﬁ\ﬁ%@" MAC

verification of AUTN and MAC and derivation of the
and dexpyaséoRESTakiiet hesprASse8ESoanKeyheCRKAangsE on keys CK

and fﬁlcﬂhﬁéﬂrgéggéséﬂ% EhES%i§g%SE%§s§% Sk%§ssgg dk e in
the claims. The parameters RES, CK and IK are transferred from

the USIM module to the mobile telephone.

The mobile telephone then calculates the EAP-AKA master key MK
- as described in [2], clause 4.5 - according to the following
formula (MK hereby represents a second session key as set out

in the claims):
MK = SHA1 (Identityl| Ikl CK)
and sends MK and RES to the laptop.

In the above formula “|" means concatenation. Identity refers
to the peer identity string without the zero characters at the
end. This identity is the identity of the AT _IDENTITY
attribute of the last EAP-Response/AKA-Identity Packet or, if
the AT IDENTITY was not used, the identity of the EAP-



the clains. The paraneters RES, CK and IK are

transferred from the USIM nodule to the nobile

t el ephone. The nobil e tel ephone then cal cul ates the

EAP- AKA nmaster key MK - as_described in [2], clause

4.5 - according to the following formula (M hereby

represents a second session key as set out in the
RespdriidBldend y S¥kdd - difk tiadyti il sEKng@ndsse8ds Mehout

and RES to the laptop. In the above fornmula "I" neans
changen earck matliwnind dedes thhe afessible idenpeey dedeotatyon. The

string .wt t the zero character t the end. This
hash (ﬁ%ln cl(ltle'uﬁl %‘el iltferﬁq‘?‘i/l%fec?ﬁenA SYDENTITY attribute
of the | ast EAP-Response/ AKA-ldentity Packet or, if

the AT_IDENTITY was not used, the identity of the EAP
The 13ptresphere/qadentliatespadiketfurtieer desws tiren ilhg is
: j ut d_onl.y. includes the si bl
par l381at% SO o IO ANl ) S URP P For . e

key spedivhitddn fdrSlcalthd dtadpico MK Marorcalic Wil ek ald sufficient
further keys fromM, in _particular the session keys

Lo PRENENSNERS daptars &eingt ade trhéraveransrliumiansm Fokating

to cgahaul gking MK from CK and IK is sufficient to
prevent the | aptop being able to draw concl usi ons
relating to CK and IK. To transmt the paraneters

required . to calcul ate the mast key .in_the bile
To tEG{IEHHEnEnCa R cRTEREES BPTBLISth e NPACIISEE i gRster
key if HBedmophiltl waiebhbhe, panhaeRiended Bllledo¥H 88 Access

via the local Bluetooth interface. The paraneters used
protpgolhés vredndwdthl whiebt Khs| pRAGEESSTRr ofiel ¢ransmitted

: Ckj ' det ai | | ow,..The _nmessage .
via (RRCKRREE REpPRpRrpC thebkcREenint SataREREPe oed in che
extended Bluetooth SIM Access Profile are described in more

detail below:

The message “TRANSFER_APDU_REQ” is contained in the current
specification of the SIM Access Profile, see [3], clause 5.2.
This message should be extended to include the parameters
"AuthProt” and “EAP-Id"”. The transmission of EAP-I4 is
optional, if the mobile telephone can derive EAP-Id from its
own data. The AKA challenge RAND]AUTN also has to be
transmitted. Transmission of the AKA challenge is already

considered in document [3].

Parameter: AuthProt

This parameter indicates the authentication protocol used.
Length: 1 byte

Parameter ID: to be defined by the Bluetooth Special Interest
Group (SIG) {not essential to the invention)

Parameter values: EAP-AKA: value = 0x00




specification of the SIM Access Profile, see [3],
clause.5.2. This nessage shoul d be extended to
i nclude the paraneters "AuthProt" and "EAP-1d". The
transm ssion of EAP-1d is optional, if the nobile
t el ephone can derive EAP-Id ¥ omits own data. The
AKA chal | enge RANDI AUTN al so has to be transmtted.
NS 9f the AKA challenge is already
Para:..lﬁf)ﬂbl ut—:l‘edpl n docunment [3]. Paraneter: AuthProt This
Thispararetetrer nobicied Ass t tige ammmmai tPnopr ehecakeused.
Length: 1 byte Paraneter to_be defined by the
(pexgatiot et n| o rﬂwé%qnw@ﬂo%nwr:e)a% ndeteggbninal 2],
clauts% t4h.€5ze Wﬂﬁ'%‘)dgﬂ\?é'eé}%% P- AKA: val ue =
Par amet er: EAP-1 'S para ter contains the
LengEAP ivieritaliye of the user (pernmanent identity or

udo mldetlt set out in [2 clause 4.5
Par 3 g[dertrc{/g’ r‘r{eﬁé%qde&’ykeﬁbe Lfé]E’rb‘%]"rPo%r J%%q”eal)lntereSt
Groular@meter(dde dadfidal iedy g f ugtoot h Speci al

Interest Goup (SIG (not essential to the i nventi on)
Parapgitgve verl ugs :uésti talntealsioslicwriafy RAP BARritdiant i (goding is

essentlal to the invention) The
not %%%% tqalTﬁ&N%%EP S i s contained in the
current speC|f|cat|on of the SIM Access Profile, see
[3], clause 5. 2. This message shoul d be extended to
The jgspade tARANSE ERePEPU: RSP ﬁecmzt;arl@g@on@e tRES culrent
hascheibh b f 4
spec cati Bf @%@'%yﬁdAcE ergg%%la%dcunent [3]clause 5.2.

response is alrea consi
ThisPaeasager shbkld be extended te include the parameter “MK”.

The AKA response RES also has to be transmitted. Transmission

of the AKA response is already considered in document [3].

Parameter: MK

This parameter contains the master key calculated in the
mobile telephone according to [2], clause 4.5.

. Length: 20 bytes
Parameter ID: to be defined by the Bluetooth Special Interest

Group (SIG) (not essential to the invention)
Parameter values: Suitable coding of the master key MK (coding

is not essential to the invention).



This paranmeter contains the master key calculated in
the nobile tel ephone aceording to [2], clause 4.5.
Lengt h: 20 bytes Paraneter ID. to be defined by the

Bl uet ooth Special Interest Goup (SIG (not essentia
to the invention) Paraneter Malues: Suitable coding of
the master key MK (coding is not essential to the
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Clainms 1. Method for safeguarding data traffic between

a first termnal (1) and a first network (2) and a
1. sétaibd dron reafeanardimy st ok Hbi aob&tyedn ai fhrs‘;:]

e i rst jnal (1) bein le to communi cate Wt
temilﬁgalai {lﬁofgrgdherg gfllr tr?an% ™ sEs’si Y ?e@%c??\gaé?ﬁ%’?al (4)
and retssrdod etttk hes jsecpinth tefdn Miats € deBRinGl ab) ebéPng

comuni cate with the aid of one or nore second session

able s Gopmprdadivy widihwotie @6)d ahaneter inere bfirse session

| i - fi ] |.S; nect ed .
o] S VL0 Syl 0 A 0 B Vel T i
able tohedinimusti ceaarss iwart Bk enhes Ja dids /off erietaar moaesl serd® session

first termpal (1) and the second session key(s)
keys; dppfe S&’éior"‘@galeft&’&ﬁk t{%d -first session keys: - the

chasSSe e PR KPR daga SR o0 v 5 (12 | et

- theeddmgt termimall (4); is clhensetedd toerthienaledotd iterminal
& QNSTLERG T esid  netvork (6) by ans of

- theefiiren kegespnaRéiqk)Wikhatrkedaitérafink®ySn the first
terminal (1) and the second session key(s) is/are derived from
the first session keys;

- the second session keygs) is/are transmitted via the local
interface (3) by means of a security protocol to the second
terminal (4);

~ the second terminal (4) is authenticated to the second
network (6) by means of an authentication protocol with the
aid of the second session key(s) and/or with the aid of keys

derived from the second session key(s).

2. Method according to claim 1, in which the keys derived
from the second session key(s) are generated as part of the
authentication protocol and used to protect the messages of

the authentication protocol and/or to protect communication in

the second network.

3. Method according to claim 1 or 2, in which the first
network (2) is a GSM network and the first session key(s)

is/are generated in a SIM (SIM = Subscriber Identity Module)



derived fromthe second session key(s). 2. Method
according to claim1l, in which the keys derived from
t he second session key(s) are generated as part of the
aut henti cati on protocol and used to protect the
messages of the authenticatidn protocol and/or to
protect connunication in the second network. 3.

h rdin 0 aiml or 2, in which the first
né% Pl e?%lga%skiketmork and the first session
key(s) |s/are generated in a SIM(SIM = Subscri ber

Identity Module) 17 on the first termnal (1). 4.
4. vfeldw @W@W@gﬂgot@lglm@ 3 nimhwthchhehe authentication

oro@identd cal e et BoRL Logtb bR A EREEh o 1gn,

Protaterit; t3IMbd W e)schibdiet hashereprdbagiép. claim 1l or 2,
in which the first network (1) is a UMIS network and

the first session key(s) is/are generated in a USIM

tit d th
5. |G e ety YRR, L0 it RE e B
netwgrke H )hd sat KMRS aettivork ol ode  fiiran FARs AKA KEAR:)

e Authentlcat on Protocol AKA =

|
i5/3% 5 MEERAL b Tty DAIMBCURRY = Prinal ddsarihet o

Iden®n@ yohiddha o %ﬁﬁdﬂ}ﬂé} ﬁlxaéﬂTﬁ;efzﬂﬁm cfyy the Iocal
interface (3) is a wireless interface, in particular

a Bluetooth and/or infrared interface. 8. Method

a of_ the pre d|ng
o SRR ACB N A 10 RP S0 b d B s coeton
protpabﬂldulah &aPANKand/Ear W AMteeli®lle A%th¥Rithiedtion

accoQ rding to_one of the preceding clainms, in which

PrOtPHQ sellifi By ABCHEREH Latd ovo ke AgE@egeals ) that :

7. Method according to one of the preceding claims, in which
the local interface (3) is a wireless interface, in particular

a Bluetooth and/or infrared interface.

8. Method according to one of the preceding claims, in which
part of the second network (6) is a local network, in

particular a LAN and/or WLAN network.

9. Method according to one of the preceding claims, in
which the security protocol is configured such that:

- a first signaling message from the second terminal (4) is
sent to the first terminal (1), derivation of the second
session key(s) from the first session keys being initiated
with the first signaling message in the first terminal (1};
- a second signaling message is sent from the first terminal
(1) to the second terminal (4) in response to the first

signaling message, the second session key(s) being transmitted



- a first signaling nessage fromthe second term nal
(4) is sent to the first termnal (1), derivation of
the second session key(s) fromthe first session keys
being initiated wth the first signaling nessage in
the first ternminal (1); - &8econd signaling message
is sent fromthe first termnal (1) to the second
- ' ' e first signaling

Wltﬂngtrs}ggag%cér?% éé%%%aﬁfdﬁg%?g?%%aégy(s) being transmtted
18 wth the second signaling nessage. 10. Met hod
accordid;g to one of the preceding clains, in which

10. pMeihae rCaashinh s MR M T cehe grr pretbes| chpems, in which
drfetil ety oMd hddifeddf &fe Sl ANRH sgpge i

par Met hod accordi ng toa% atlTlrr% or %?)I,Létlgwﬁcﬁﬁi%ﬁgtﬁlé&&smltted

withs g iftiyr s tpredtgoedlins messagended Bl uet ooth SI M Access
Profile protocol, containing the first and second
signaling nessages. 12. Termi nal, configured such that

11. | MtMIPRANRAIRY e cifdinsly t@r midalif hidh (e security
met hod according to one of the preceding clainms. 13.
Protpeedi Adl azc eFtdindgd Blsiediantly SThédanss atohishe grotocol,

det.ermi ne the first .sessi.on key(s) and neans
Contgg?&ggr ?:\%engtlrtsﬁe TN ogleiﬁlgﬁlajelﬁj(gs)m%ﬁ('sc#ﬂefsh'e first
session keys. 14. Term nal, configured such that it
can be used as the second termnal in the nethod
12. alesPdrAg -t 60o8hé Jufred) &ueh thes ifican be used as the

first terminal (1) in the method according to one of the

preceding claims.

13. Terminal according to claim 12, the terminal having means
to determine the first session key(s) and means for deriving

the second session key(s) from the first session keys.

1l4. Terminal, configured such that it can be used as the
second terminal in the method according to one of claims 1 to

11.



