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ENABLI NG SECURE ACCESS TO SERVI CES R NETWORK BACKGROUND
mmmmmmmml on relates generally to

cqmputer netwydoagsgnd nore particul arl el @ system and npERpshsfiPdio

endpl i ng secure access to services in a conputer netwoRK.2. Description of

t he Background Art In its |nf ancy the Internet pI’OVI ded a
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free and open exchange of i nf or natl on. and where users and hosts rrut ual l'y

trusted one another. However, th&OMBUTERNEIWORK 0 dramatically,

currently interconnecting about 100, 000 conputer networks and several

mllion users. Because of its size and openness, the Internet has becone a

target of data theft) data pACgKEROVNIOF THERNVEN jef. 15 Virtually

everyone on the Internet is vulnerabl'e. Before connecting, conpanies

bal ance 5 hel.r ewafield offthednvehtidrer net connecti on agai nst risks of a security

breach. Current security techniques help provide client and server

aut hent i cati on, s ivensien relates geaerpliyto cgy@tl@mthtr&g; apg yloemrtscyetlém fccess

control. The post the current securi t%%t ech ﬂ&uesgﬁ a firewall,

r

Wit ch i nol utlabrptedior Daninkaeciel KR  Bflbes o HOTRRIIETRE 2, ot ec
network and the Ib&t:@tﬁﬁtof%-gmcﬁéré‘ﬁl@é represents an outer perineter of
security for preventing u or1zed comuni cation between the trusted
network and the Inhifs@ifady, théd\ldtérnet pedvidedayesemrch-odentaicsheiestini@t vhett @seds andr OXy

servers and application-|layer gateways. For users on the internet to gain
access 19 phqstsemre ihtesested ip @ Sree and apen exahengsdf infermatinn, apd where ysarpgndihests

required to de t eir to.the firewal nmeans_such as

entering a B‘g °"B§‘“‘E,1g t‘r]l't"“%tjc' the %ﬂ?@s QrSWBB{aH‘Q lﬁr’%ﬁg‘é’“ﬁgﬁl g a
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t hrough t he %}?Oerﬁv%cl&lp IB%{%W? éemlcgcgﬁkﬁ%%ﬁaﬁ{%vaﬁgﬁlpyglugéar%I y ‘l'lgr?t%tf 2‘% to a

pr edet er m ngige &AM opeliiness; theilfehetHes Becdmeatirgétlof ditd theftfdata altefation aniflotherE B 2003
WO 00J11832 PCTJU898J17410 Sonme | ocal network managers pl ace j ust

out si de t hemiischiefdal | a server, often referred to as a "sacrificial |anmb"

for storlng non-confj denti al whi ¢ch i.s e i accessible by the renote
user bufldprovi di W@“’PM ?‘166’0%%&{"’?'}}""“?’& ‘b‘é“lmr?l? aé%?@@%ﬁté‘g’ S‘PmFBMES sits

et veen tWou [ LWL o BE S kdeiith Auhdet ffkits AR UL Keonr et Q6fiay {1 T ewal |

protects serers rom ext er na rea OW hg per Text
Transfer Pr Qécaﬁgltecédﬂliit&)herpqﬂm&a dlientldng ser%@ﬁnﬁhudatwﬂah L:mﬂtdeﬁmtys sysen
trusted network in the event that one of the servers in the DVMZ is

conpr oni sedintédrityyandaygiem aesssuesptrddVZs to naintain their web servers.

The most popular of the current security techniques is a firewall, which includes an
20 intermediate system positioned between a trusted network and the Internet. The firewall
represents an outer perimeter of security for preventing unauthorized communication between
the trusted network and the Internet. A firewall may include screening routers, proxy servers
and application-layer gateways.
For users on the internet to gain access to protected services on the trusted network,
25  they may be required to provide their identity to the firewall by some means such as entering
a password or by computing a response to a challenge using a hardware token. With proper
authentication, the user is allowed to pass through the firewall into the local network, but is

typically limited to a predetermined set of services such as e-mail, FTP, etc.

.1-

BT

*G00002*



Anat her security technique for protecting computer networks is the 7 $$GRAM0.
-and use 10 of a public key certificates. Public key-ssertificates are issued
*to a party by a certificate authority, which via sonme nmethod validates the
party's idewmOaoxtigdd i ssues a certificate stating the party' $CHarss/am0
public key. As evidence of authent|0|ty, the certificate authority
digitally signs_the
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certificate O#Eh‘tgs%rrb‘% r§v18% t&e&eﬁ%@s verlfy t he si gnature of the

certificat’®™ encr | hg ages with the server's public key the

user can send SPGY prgQ qqet 002, i BEREH Y5 crals Mo BUGLPLLAGh

nmessages wWith the user s publit ke he server can sen
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key certificate onl he reel r and the : reel h gist have t

cor r espondijekifg | Eéﬁ e%ﬁMaﬂﬁ‘@Cthtdc@l @ECTP)Reqidits. MieSA@ehal E&’WHH }ﬁ%te@fs tie

i thentication an ey- distribution conputer - security systens include the
| ~ert: ~Pr cusléd nesworkrih tthe axat thas devditiopadvdry id the DMZdachup@inised. Ndbmyt ut e of
Technol ogy and the Net SPTM security system devel oped by the | BM

Cor por at i cromphhies &ss Bddids tbyndintaintheinesbdervert  sol ve probl ems associ ated
wth the roamng 25 (traveling) user. For the roam ng user, maintaining

i denti fication Anethersepuiy iteshniqun forfroteating @ﬁmBl&tétht‘é’Orl@ssmnsﬁ@ance and use
certificates, keys, etc. is a cunbersonge process. Further, accessing

mul ti pife sgfwe%c kenemlésatﬁmqubrc&exe%xﬁcmﬁ are isTued fo aparty by aceriica® t o
track and use.. Al so,. djrect atge S to Sy tems an nd firewalls conpromn ses

security. aAYRATy.gyRIch ¥iasgme metho ‘VWO?P Rty AN dssues geriifiaaty 5@9% em
d t hod ded t t t t |

And secur ehg PAU kR “pEp %qfe%vré}e&rﬁ% ngg‘cfﬁsstb?f@g%% R SEhiRRs A fER dos 2

system and 1%?%1& s\?\%riiihe ?WL E@xﬂﬁ?ﬁg‘dg% %ﬁ{i&acfe 3&5&1@9%% é?kéi? put er

net wor k. st’em’T nc server a conputer
network to co R wheh ¥ LSe Sia J&fen@k&hﬁhmr rﬁ'ﬁﬁts'tﬁﬁlsbﬂsﬁ tie &Qm'wlhfﬂéﬂaﬂas
engi ne for establishing a comunicati o a clrent; security means

coupl e t Oseht@ eREHERBObEHIC RN TeRITiRRS. £aEh pityBVeHTYs it Althdticitp OF el 8&SRd a
servlets host engine coupled to the 10 security neans for providing to the

client, basgtficatestBycusiig thaterfificamt hedefity’ s publikesttowerifhthe Ripphtge bf thewi t h a
secured service; and a keysafe for storing keys which enable access to the

secur ed seceriiicate. Thm, gy myptkwmwsagmwiﬂeﬂtccsupdeed publiekeyt thp ugersian send
wherein each site provides nultiple services. Each site may be prot ect ed by
a firewal | secpresommuritagions tecthg sester, and by encryplingmessagesceifls thieaisee s publicrkgy
comuni cation via the firewalls with the services,
the server can send secure communications to the user. Although any party might present a
20  public key certificete, only the renl user and the: re4l hyst have the corresponding private key
needed to decrypt the message. Exaraples of aithentication 2nd ke;; distribution cornpuier =
secur'ty systems inciude the Kert:ercs™ securi y system devzloped by the Massz.chusetts
Institute of Technology and the N=tSP™ security system developed by the IBM Corporation.
These security techniques do not solve problems associated with the roaming
25  (traveling) user. For the roaming user, maintaining identification and authentication
information such as passwords, certificates, keys, etc. is a cumbersome process. Further,

accessing multiple systems requires multiple keys, which often are too complex to track and

use. Also, direct access to systems behind firewalls compromises security. Therefore, a
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- 15 .The nethod includes the steps of establishing a communications :zi1n¢<E3/\g'[]g3h
‘a client; identifying and authenticating the client; determ ning client
“privilegesyoRbRYdssi ng to the client, based on the client prpyrhReEsmi@n
appl et whi cﬁrhgna%?es I/Owith a secured service; and retrieving a ﬁgy whi ch
enabl es access to the secured service. The system and nethod of the present

i nvent i onyya@uPdHdBERGE Ané nREARA tH @nabl8 kARG laYcedDtPedinmREIetyitdsasiRtariahi 1 d

party, i.é., the global server. This trusted third partl,~ securely sto res
~ keys,seam@lyacts as a single identification a.id autl ~entication se_

ice. 7tl'er ,yst~~m~; may b, . accessed through the gl oba serve:. 'r he

;loyal :server ,uses tl~, ~ s~ore3 keys to authenticate the user under an

identity that is understood by the ether system ~ existing security
servi ces, and establishes a SEMMARYONBHEINVENTKW A nnel to the desired
service. Because of a global 25 firewall, the %I obal server is
€
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subst anti al | y pReqirenepven RIRYIEEH A PYSI¢p apg & F an § SCqURRagFeRal

an B EIVERLEAN RIRYIE st d for enabdin

server provides authorized cli e_gts W th secure m’runilqchagii on through_
firewal | SSefyieqs 188 compuiST natpeorly| Thanetwark ystemhipcBiisp R 1GR3 SGTHITSONRIg Via o
identification and authenticati on ser.yi gs@éAccordi Hgl Q'é t he %J obal server
may enabl QTHRWSNGIOTK IR EPTUPYET §EDUET c—fé’e QS SEYHSIPG INSS @ copmusalioRs Lngie

dent i 11 cat PO R e unpneREry Bk sl A1t seRdRs R GRESRedoahd
o111 capi NS Ebaine Rl R Rlnd erlplVicach,§ RSl p A RnbitFcoupledtg e

cor pojpat | QBSrGMeadt RrpréBlmEitY BleVciRAC baled i tAE BRENt PRivRBgdshsn aaolﬂét%ﬂéh server

for use by authorized clients. Yet, the present invention al so enables

cor por at i gyablel YPOWRith b dbdureddeyvide; P08 lai keRsaft foreiringSIesk Sthi¢HERABIRRICEES t@thet he
gl obal server, so that there would be only this limted | oss should the

trusted tdettirdd pervicgs. Sk globdlsenenmag ibe cedpled s mindtiple sites, ghelel ecask siter

advant ageously may act as a client proxy for controlling access to

ser vi ces, proviggs myltiplesepficés yEachisite maydierpyotacted by adirewal o dccadingly, the global

~t-a, . ,, ,f ~~' ~'~~t ~jn, , . Z1FF A2003 W 00/11832

PCT/ US98 1servet topm trkeys SorerablingicapmppicatippmyiaNs firgwallswiths thg spivigek. di agr am

illustrating-a roanm ng-user network access .system in accordance with the

prese i nvent Fgmethpdincjudes the siensof cgtablishing # communigatines ligk with a chienty

exanpl e client. of FEl 1. 5 FIG 3 is a black diagramillustrating, details

of the. g Gptyis@epd pulhentisaling e glfcals dpferainiip pherd Bk agreshProv i fodhr Agent

details of an exanple service serw f . Fl 1, ~Fl 51s f l.owchart

11 st - aPHEE 8% s mopiepgnan sy Elufishenibeshoth a Seufe e 6 < o

fl owchart_.j i i of creating a link
rct.ﬁ%\)g% 4 géﬁ'l d\%ﬁﬁﬂ eh l%s;arc%ssttg fhe 4e?o:e§ servidR.

bet ween a e glo server of,
The system and method of the present invention advantageously provide a globally-

20  accessible trusted third party, i.c., the global server. This trusted third party sccurely stores
keys, and acts as a single identification a.d autl-entication se:-vice. Other systzms may b= -
accessed through the globa serve:. The zlodal .:érver “ises the siored keys to autf;enticate the
user under an identity that is understood by the »ther system’s existing security services, and
establishes a secure communications channel to the desired service. Because of a global

25 firewall, the global server is substantially protected from external threats. Accordingly, the
global server provides authorized clients with secure communication through firewalls with

services. The global server may enable multiple levels of identification and authentication

services. Accordingly, the global server may enable multiple levels of resource access based
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10 .FIG 7 illustrates an exanple web page; FIG 8Ais a flowhart 21 FEB 2003
illustrating details of the FIG 5 step of accessing a service in a first

enbodiment; FIG 8b is a flowhart illustrating details of the FIG 5 step
of accessi MP8Y8¥Yice in a second enbodinent; and 15 FIG FETE9F17410
flowchart illustrating details of the FIG 5 step of accessing a service in

PcTisos 17410 BETAPER Bectreh Mg S pieud s tidtsiadonde, |
bl ock di ag;i@%}j éf*tHééérﬁHuE&aQGns@hﬁiﬁélﬁry roam ng-user network access system

100 in accordance with the present invention. System 100 incl udes an

i nt er connect ed Bk o t1Rf gl6BATIFIEWAIS aliEihe idead fic &idhein@iatREtic#ion ketvRESET
102. System 100 fiuther includes a 5 first conpany network 112, a second
conpany nekmofmtedlthBthe @ldbabsdeveretorporatiddtcanrstbra felhtidedy seeiet Hf6miation Bhaké der
(I'SP) network 143, each network being coupled to the Internet 102. Conpany
network | global seeterdersuse Hy authuaized tliéhte olipd, €nt fredeneianeritiva alsoteaables 102 and a
client conmputer 114a. Conpany network 118 includes a firewall 120 coupl ed
bet ween t kerporations tit maid2ainwdlyampartior phithieirseerabinkorsiajerapn thesglatab serGonpathat
network 118 further includes 10 a first server 108a for providing a first
servi ce 1imae woulddesnly s linvited dass sheyld reatpsigdird pay: siyitens be ¢orapromtiseds, a
first client conputer 114b staring a programfor. providing a third service
1100 and HUEbEoME BPTASVED antageopsmagaciss sélﬁﬁ RO Oégorttwﬁlsqgg%aﬁssaas
126. Exangle.seﬁvices 11 -1 Idgy i ncl ude ?n e-mai |l service program an
addr ess bSHRIEEr'(PLBE B?%%{%# and OABURATPOSS 8F TF50REY ogr am  a pagi ng servi ce
program and a conpany database 15 service program The ki osk network 138
includes a first client conmputer 114d and a second client conputer 1l14e,
each being coupled to the Internet 102. The ISP network 143 includes an | SP
148 coupled via a wireless channel 146 to a first client conputer 114f and
coupl ed via nodens 152 and 156 and via transm ssion line 154 to a second
client conputer 114g. 20 The Internet 102 includes a gl obal server 106
which is protected by a global firewall 104 and includes a server 108c for
providing a service 110d. |ntercomuni cation between client conputers
114a-114g and services 1 |0a-110d is acconplished via the gl obal server

106. If, for exanple, a user of any one of the client conputers 114a-114g
wants to access a service 110a-110d (which is provided at a location within
system 100 that is unknown to the 25 user), then the user applies a known

Uni f orm Resource Locator (URL) to access a web page operated by gl obal
server 106. An exanple web page 700 is shown in and described with




reference to FIG 7. The_global firewall 104 protects the gl obal serd&ffidH3
fromexternal threats. -6 __(~,~ 21 F E B Z003 WD 00/11832

* PCT/ US98/ 1‘7,/5],%“ ,ore obtaining access privileges to the fu J j

provi ded by t eli%g'{ obal server 106, the user nust first obt a?ﬁ%}éﬁgﬂyf}(}z’ation
fromthe gl obal server 106. Obtaining authorization typically requires user

identification and aut henBRIEF DBESCRIPTIGN DPTHE DRANINGD! i c- key
certificates. Once authenticated, the global server 106 provides the user
with 5 access FiGths skiovk diagrain lll0stratihg d rohming-bider hatwakpaceessaly edmi at
varying |l evels of access to services 1 10a-11 Od will be granted based on
varyi ng saecendpnbe with thelpresérftiimvgntion and aut hentication and on the privacy
of the communicati ons channel. To enabl e user access to and control of the
servi ces 110a- Fi@d isthlogh disgransidlusteating slstaits pf as exaneme elignt A EIG alupl et s,

servlets or agents |n istributed network environnent, such 10 as the
Java & stribut gg&%‘ﬁ%@ﬁ%&i‘%@ﬁb@&é‘éﬁmﬂﬁcfﬂm of thetlohse sewepdkabi bn. The

| obal ides.th 's.client with 1 d | of
Phe cervi co. 11BR014 15 DRCOEBEcaeipg de s obah CBeRls serice AEVGRETID. dF  ant
thesorvi ce 11BR 1100 Rkt ARRabEGpsndd Br PRy RFHRE 203 vy 2eor 1 he

| b | . . . . . 3 !
i orent modebror® e RS QRS hAFRRE WeAEons 10) 5o bl Stus (SIS ©°

ref erencecfioy Bhdhe A6bBServdisr: 9l obal server 106 maintains the network
addresses of all the services 11 Ca-1 | Od, the user's public and private

keys, 1@ he user FRG ariRidithted iTBISple webgy\?é-l aut hentication information, etc.

Firewal | authentication information includes the necessary identification,
20 passwords aRIG.c8x is 4 flowtiest illaseeihgidetaiia of tHei FIGWIstep of d6ccasiflg 4 2&kvice ina
Aocordingly, the ~;ser need only maintain tl~e L~RL ofth~ gl obal server
106, and ficktambbddiownt;on end aut 7entication info :oration such as a pas~word
or hard~~rare tol'< en for obtaii :ing acdess tot :ie fun ;ti cna_: ty of
the gl obal ser7Es. 8ipisa ﬂqw@ﬂﬂtlﬂwmabaagﬂgllmgﬁhefé@ astepobacsossing aserviee i ges
11 Ga-110d ~t~sing_any conputer termnal which is connected to the Internet
102. 25 Fjecondembodinkingapddi agramillustrating details of a client conmputer

114 h th . . . . .
’ fgjc that FF@C&I is a flowchart illustrating details of the FIG. 5 step of accessing a service in a

third embodiment.



of clients 114a-114d is an instance of the client 114. The client 114 B 2003
i ncludes a Central Processing Urut (CPU) 210 such as a Motorola Powe Ffé

"m croprocessor or an Intel 2 1 FF ~3 2003 WO 001 11832 PCT/ US98/ 17410
Pentium m creplops@ssOr- An i nput device 220 such as a keybm@fgsogsrdigrouse,
and an out put device 230 such as a Cathode Ray Tube (CRT) display are
coupled via a signal bus 240 to CPU 210. A communi cations interface 250, a
dat a storage devi cPETAGLERDESCRIBHON OF THE\RRERERREEMBODIMENEhet i ¢ di sk)

and a Random Ac s, M fi" ar e fut er 5 coupled via signal bus
240 to CPU 210, Tiie! BoRR AR NE4PaPE i b Bh ogmt et pert bR gty 114 s
coupled to {hen idhes Aebrdkite vitth (RGN Avéifin. dSytent PRANMLAL aﬁﬁftﬁ&ﬁﬂ@&edt 0
FIG 1. An operating system 280 includes a programfor controlling
processi ng kywéRf 2dfiputérs ebférfedity hereinlat yn ‘Ghtemer! 10D. Sydten $00fuither istdudese 260

and | oaded into RAM 270 for execution. 10 Operati ng. si/stem 280 includes a
comruni cat i frst companenctorkflde, apeeandspmpapynetvark HHs p&iosk nefwerdsi¥8ged acket s to

and fromthe Internet 106, vi.g.the c ni cations, i.nterface 250. Operating
Syst e 280 FUFTEhSFVICHRTAeE OSR) TR Aeh Saieiore beine Saurieeyo e TitemEgno 264,
e.g., the Netsc ' &%Flp L DQr.ab i or
the I nternet Ex%&%y\ﬁa&mé%?%cﬁgggﬁggﬂEg%&g‘életwﬁtg cglgs%%f{a&é??f)l%?%ti on.
The web br oyfesf codipfitel $14an Toufpasy w1 ¥ friciudes £fgwale 1 ABhupled bewesnhs i ng
nmessages using public and private keys, and an appl et engine 286 for
execut i ng aluereet $028@ aganteinal-ngtwbrk signal bhel 2§l Glonipanyenepeork 108 furthexinelbdes t he

access to copputer vices 110a-110d., | oaded, appl ets 288 may i ncl ude
securit ap?)ggf serves §08afpr rgfew?ﬁas Ay sgr&ce[/)? .= segon seler, L08b forproding 2at i on

and aut hent ' i I Y i fi.cat .

ver f1 cat1 ob ool sed 15 A5 bt Bhinbate 1K ERRs  BBOBTLNOVERbE ity 1
3), confi gugeniéeOn 06 ahPa st26hddlidnt cOmPueR] 140 eabitibiiig dovipled tosigial biafl26e! ect abl e
services 110a-1 | d, and uses the information to display the web page

(700, FI G Eyampléserviess 1b0aiddinchié as ealdilservice psagram,iaa atlfiressoblesdrvidel 4a- 1149
to select one of the services 110a-110d for, K execution, It wll be
appr eci at edProg@m, g calendaggerviceprogram p RAGHIE SYice Program, pudipcoraRany detpbage a 25
servi celgngierlj‘(,al 4%0 rgéee FIG 4) for providing a service 110a-110d such as
servi ce 110V i s possible for a client 114b user to request access
to service 1 | Qhe%idik hBotd PIBahcISRE ¥ Bikst Akt coMpud? YT 4dkaRY S8k RNt t he
service 110c is provided by client 114b. Accordingly, .g

computer 114e, each being coupled to the Internet 102. The ISP network 143 includes an ISP

148 coupled via a wireless channel 146 to a first client computer 114f and coupled via
modems 152 and 156 and via transmission line 154 to a second client computer 114g.

20 The Internet 102 includes a global server 106 which is protected by a global firewall
104 and includes a server 108c for providing a service 110d. Intercommunication between
client computers 114a-114g and services 110a-110d is accomplished via the global server
106. If, for example, a user of any one of the client computers 114a-114g wants to access a
service 110a-110d (which is provided at a location within system 100 that is unknown to the

25  user), then the user applies a known Uniform Resource Locator (URL) to access a web page
operated by global server 106. An example web page 700 is shown in and described with
reference to FIG. 7. The global firewall 104 protects the global server 106 from external
threats.



2 1 F E B 2003 WO 00/ 11832 PCT/ US98/ 17410 the gl obal server 106 will7 1 FEB 2003
provide client 114 with an applet 288 for providing user interface I/O of

» service 1 k to client 114b. FIG 3 is a block diagr i)l ting
details of{vtc%ebng Obal server 106, which includes a 5 CPU 31%&@&&@%5@

Mot orol a Power PC microprocessor or an Intel Pentium m croprocessor. An

i nput device 3z &P&n . : - Ot ' 0
such as a CRT di gp ayalgﬁlgaaggﬁ%ngﬂé\%egﬁgmsi gnalmﬂgséj p?}é%ﬂo%Bg%%bF&ﬁ e
conmuni cafgeome use BLEERS: chedin afhitaRioR HINAER llebAl S@vatad6S UaiAmgROM or a
magneti c di sk, and a RAM 370 are further coupled via signal bus 340 to CPU

310. The AueHBNLaiGatypidafly ireduireé ase idehfifitfichGind authentida00a) foy et adims part
of the Internet 102 to the clients 114. Al though the gl obal server 106 is
descri begublickes cagifrearenPuteduthdnticated, thd globgizenetr 4dEprotvides tiehgeghithal
server 106 may include nultiple conputers networked together. QOperating
syst efn 38@ce¢sactd thtessracgsrid§a-dibdd. ot wekb be appreciatgd phad verysigigvely ofRIde810, and is
typically stored in data storage device 260 and | oaded into RAM 3 70 for
execut i orservigessdy 8a-dil O yvill pe geanteddpsedru varpioe strengihaefi identifisatiengide 382 for
generating and transferring nessage packets to and fromclient conputers
114 vi a tayeheabpation; angrandhe privacy of ecoganuniegiongehangely st em 380 furt her

o oy 5ol e el AT B e
h | obal 1 th it L 384 first t 1

e, e STl RO A A ot B

e 5L 3 Bl AR 05 B9 O A 35300,

1he Secuehler o BRVAGAR fbfs Sl A BEcSTHDLGR e serill 1165384 ! Tygpen

~. conrnuni cat1 ohs channel via the particular port to the client

Qt her Wi s gylobH s&vanT0d mdd kddifest tREPERET clidh tdRBccaPBeabivite 19011900 RsdP tha!r t her

i ncl udes a web engi ne 3 87 which, based on user's identification, the

st rengt h ghdbdl B@verSHI6 mapuidasythe eétvvicen 10404 1 0dizsed dndasyvidé I/0Ne thoeliBrbbgat i ons
channel , forwards web page data 391 and information identifying a set of
avai | abl ereey,or desgldbdlaeiveO NG may provideithe servitd 410 1H0d ifselfe X threseb page
700 is shown and described with -9 2 1 FEf3 2C03 WO 00111832

PCT/ W§98/diffareot medes afraseess ¢o thecervices Thea-hi asn dessaibedwitbmeforense to BiSis: 840

sel ect aSSéarvi ce 1 |0a-110d fromthe web page 700.

The global server 106 maintains the network addresses of all the services 110a-110d,
the user’s public and private keys, the user’s account numbers, firewall authentication
information, etc. Firewall authentication information includes the necessary identification,

20 passwords and certificates needed to pass firewalls 116 and 120. Arcordingly, the user aeed
only maintain thle URL of the global server 106, and identification dnd autaentication -
info:mation such-as a password or hardware token for obtairing acdess to the fun-ticna'ity of
the global server 106. Thus, the roaming user can access computer services 110a-110d Lsing
any computer terminal which is connected to the Internet 102.
25

FIG. 2 is a block diagram illustrating details of a client computer 114, such that each

of clients 114a-114d is an instance of the client 114. The client 114 includes a Central

Processing Unit (CPU) 210 such as a Motorola Power PC® microprocessor or an Intel

A



The-web engine 387 includes a servlet host engine 286, which downl oadqsrER 7003
security applets 290 including an authentication applet (not shown) to the
‘client conputer 114 and 5 accordingly executes an authentication servlet
397 of. servl ghgofs: for performng identification and aut hgRidgahiQes _
services. The authentication applet 290 pronpts the user for i1dentification
and aut hentication informati on) and then conmuni cates the information to

t he aut hent Pentini® micsoprosassor38m inpuhdevipg 2R sitch @a 8 keyboard apd Bouognd\agioutpuk s

AUt hent | cat 31 230 Sttt GRS Ry e LER DAY b B8 i Snd SHHCALIR | cat i on
servlet 397-pyf .rﬁtscgrghuhfcﬁtio%’é :m?ér%@g%]oaggatﬁ gagshm&%ﬁu&ra@?ggu Bhig 2

secure means sSuch a secure hash.” Thé servl'ef host engine 33¢

includes a KRAMBFIROMYBHA Mgt skl d Rand8ia-Adtess Moty (RAMY D0 aré filshyr
certificates to negotiate a secure communications channel wth the client
conput er5 11ebupled via signhlbiaisi2dh todfPla 2 He 'The cemmuoigations interfane 2 Xhofielient host

engi ne 386 downl oads, a 1 or respondi ng | et 388, correspondi ng

confi gur at | SFRMEr é%@é”‘él?i?fﬂt%}l‘erlé Bﬁh%%ﬁ‘g n Sg"sﬁ@l?déﬂa‘ ’ﬁ%?nﬁfo%ﬁlgad
correspondipg service address information 394 to the client conputer 114.
Configuration data 390 includes information for configuring the user's web
browser 284, forageperdti Ed?éin?*lﬁn@lﬁ&!ﬂ'a%?%@ﬂnﬁﬂl@bl&f&li ocessih ByalPU 210,
configuring the sei@ﬂe%:te %ervi ce 110a-110d. User dat%%g%wrr‘aéy y?:::’ld ude

user - and- seandiic typipldxcstbred iri deiteostoragel demice Réhanddomsied mtalR AV dknexeioncal endar
data) pager nunbers, etc. which was specifically stored on the gl obal
server 196 ©peratingsystem28Q sn.cluééwoe@iwp%@gm?é? fRftEeRssating Ang Haferinges t he

| ocation of _the servjces 10a; 1.10d vi.ded in_system 100.b he gl obal
server 106, MeHEEEPRE o aa e Do L B BE coRu BRI BRaR 2 toun) caded
appl et 288, whi C@peYdt@ngngﬁmﬁ 080/ fuRtherHthide€ ADinfBned ihin RSP A WeblbtbWébr 884,
correspondi ng servlet "398) enables the user to access and to control the 25
cor r espondi &1g., the Netsege ™ Wenbrdd/fd prolheed by wid Nastajpd Corpapli@t & tiiAAternet
configuration data 390, user data 392 and service address infornnation 394

may be st orBeplerar'Y msb beavsernroduseitbythe MierospdCorporation. The webbrowser2840 00/ |
1832 PCJL US98/ 17410 A keysafe is a data file for storing.each user's
Cdont | £ ar PN PEPRAPSIReREEs AR (% ErePp Bk Beraa aiiog PO obd B Ry e
firewal " s 1P Erthide Y88 OB A ts JARUOAICASEiron? heigfobal SARE Fottoi N @
i nked |i st matﬁkslo t hat, basg%l ne%he sel ected ser\?ig(;%e 1 10a-1 I0 d, the
gl obal ser vefableQke d28¢3s tedompates sdrviCesa Pd-010di Mowvnldaded wpblets2 8P atuy ivhwlle
information, the appropriate user's 5 identification information and keys,
etc. The kesesurty agplsts 389 fop performingcsenyices sush daussr identificgioncrad jauthergigationr| G 4
is a block diagramillustrati nég dgit ails ,?f a S_Ervg ce s gv&;‘hlo& . such that
servers 108HEFBEANERHLYSPIVIsKD A gertfjpats verifigation , [he brawser o84, fiyther rpgsivegyel o
108 i nchyde 1 : RPC TG r an
el pa: | Duge e e P14 Qo Biof a8 Slenfoflon en EHAENLRSRONNIE
nmouse, and gervibdst1P04-1 IRl Arteusésifle Mifisithaticn 10 displhy theSidbaiiag@(700,0IGPYE d'he mab a
signal bus 440 to CPU 410. A conmunications interface 450, a data storage
devi ce 460 buwier84 REilesa userviegheclient tideid 14miocselgctRap/ AR sexvieesf I Pa-ih Eed
coupl ed via signal_ bus 440 to CPU 410. The communi cations interface 450 is
coupl ed to fOREXEPHMNts 114 as 15 shown in and described with reference to
FIG 1. The opergtj: t (e S , . i ng
processing by Cd%wﬁge %ﬁeﬁwgﬁﬁﬁfga Flg&sltlgggl&%iq%g@é{t gf“sbﬁg&alécghége% ce 460
and | oadsd kdMige Expie490 ésfeem@.m?wtpt&min@ﬁm&d N0a-3Y6d $6h 483RnadesIqoé.ncl udes a
comruni cati ons engine 482 for generating and

Thus, it is possible for a client 114b user to request access to service 110c via the global

server 106, without knowing that the service 110c is provided by client 114b. Accordingly,



-transferring nmessage packets via the conmunications_interface 450 yq g3
fromclients 114 or 20 fo and from gl obal server 106. Operati ng system 480

¢ her | : : ; e H |
urt her |nﬁ,bubq§§83§ecur|ty services 484 for negoti~ ting a sgg_{)Hégsélgé@nne

W th users, -,.~ Sécure conmuni cations engine 486 for openin re ~~
hannel with the tiers, and a service engine 490 for providing a ser</ice 1'
Ca-1 | Od theglobgl sepef 1000l pRVvideatieRNDIANWitH A0 appiled 288for prov@ding G&r intéreickace
492 for receiving and translating 25 nessages to and from downl oaded
appl et s 288 of serveat I §c backawtlieny 104b.t he client 114, and includes a service
processor 494 and service data 496 for processing the service requests from
the user. The service data 496 may i ncl ude previously-generated docunents,
dat abase information, etc. It wil|l be appreciated that the service data 496
is simlar to Klfe3iseblogkdipgram illustratingzdetaipsas thre globglsener 198 3zhich includes a
PCT/ US98/ 17410 392, such t a% it ingludes the sane %%ﬁ?ﬁot i pf ormati on but

i s maprnt & d 18 suehas adptprela Pewer BE migroprmsesseropan bitelPisatigmopal server

108. FIG 5 i fl h il ' hqd 500 bl.i .
SN IERIL L MR T e P ST
begi b h | i 4] t 505. ti L,Gati link with
229! 10 UGl BTt SR B B B RRTLKbt

f . | anf i { t.h
1 L 80,80l BB} SRRy A0RGDP ok SR PO TRANED B

Conf i r M NYHSSuAESE SoSsigtal ¥hd $ARS EBY 30 0C ITHE SomnAmi datisgk 1t @%?ﬁﬁrstificate,

obtai ning a secret password, using 10 digital signature technology, etc. It

will 1pe apRvagioabBHcoupiid dsipartof e Inten&d2ite @k dRAtsaY. adihsagh i gieyay| et
host engine 386 to forward a security applet 389 via the conmuni cations

channel tservieh@06 isidesdribkd 4s b eingleadongpuiern iy witlde appidoiandd thaxtthe plobalf sefier USET
access privileges are confirned, the web page engi ne 387 of the gl obal
server 1QGfiay inchtle multifie dompltemdetwedked sapetlat a 391 and configuration data
390 to the client 15 114. The browser 284 of the client 114 in step 520
uses the web poppratihesyseou3dridclutdes aprogranfertcoptrolliag pr@essingby CEPI HY, sndveb
page 700 (FIG _7) on the output device 230 of the client 114 and to enable
access t ds bpecallystaredin dptipsoragodevips 260 andiloadedantaiRAM B Hfagleaeritioner ver
106. én eéa | e web page 708 i s shown, and descritﬁe{j with reference tp FIG
7 1 perating system includes a communication engine or generating and transferring
message packets to and from client computers 114 via the communications interface 350.
Operating system 380 further includes, as part of global firewall 104, security services
384 for opening a communications channel with users. For example, when a client attempts
to access the global server 106, the security services 384 first determines whether the global
20 server 106 accepts in-bound communications from a particular port (not shown) and whether
+ the servlst host engine 386, “escribed oelow, is authorized to connect to that pa ticular port.
¢ If so, the security services 384 allows :he communications ~ngine-382 tc open ¢
" comraunications channel via the particular port to the client 114a-114g. Otherwise, no
channel will be opened.
25 The operating system 380 further includes a web engine 387 which, based on user’s
identification, the strength of the user’s authentication and the privacy of the communications

channel, forwards web page data 391 and information identifying a set of available services

110a-110d to the client 114a-114g. An example web page 700 is shown and described with

9.



Fromthe options |listed on the web page 700, the user in step 525 viyy FPI?WUB
devi ce 220 20 selects a service 11 OGa-110d. In response, the servlet hos
“engi ne 386 of the glc;bal server 1 CG6 i an step i 30 downl oads ; Nhe .;
orespondi ng }pRbLAIsss) 388, applet configuration d ita 39G pewsedosaidic~! 392
an~i possibly servic address information 394 to the client 11 ~ . ~. ppl ~a
conf :guration . data 390 preferably includes user-specific preferences,
such as usevefemnet trFISd 71 Tha web gngine ég‘hma@m p HEpr thielesta wepviesdl 1911 {Qd-fsom
110a-110d. er, dat a7 592 may include user-specific and 25 service-specific

i nf or mat i ontPE WERP&EE Do ed bookmarks, cal endar data, pager numbers, etc.
Servi ce address 4unf k el I b ected
service 110a- 11013.1.g %B?g%‘hg?ﬁgﬁwt% E%h%gﬁéé%ﬁd%gﬁﬁg%g?ﬁ?lgﬁ%%gl{l&appI et
confi gur at i gipletkadoa inddeting EeduttidaficatioPabpiet ot shidwh) fothSclRGDDMMND 01 4 dfd32

PCT/ US98/ 17410 and service address information 394 coul d have been

downl oaded aordingly €xeditesianiauthpngicetidn sprvips 39befseripts I§don peafonuing i gur at i on
data 390. The et engjne, 286 of . the_.client.,114 in,s S35 executes the
cor r espondi ﬂgﬂ@@%ﬂ%ﬁ@ﬂﬁlgﬁm‘&n% 8. T %@WI% °’§§IPIFé%&€UBmPﬁt USpr fg?,?
initiates t ervic L I I | .

sel ects one BTFRISRa SALARad it protudiaF GyAE cop B Bhey Rl BRcAE
enabl i ng t hgutkenticition 6EVRLIN! Thé 4uthénticABAYEVIRELTT varitibs thi@hCiaforaatiarisdi ng
servi ce engi ne 490. For exanple, if the user selects the service 110d on
server 108ceormbi. dhwillkbemotedthat theaserts abthenticotigreinformatianrie netinecessaribnsentte gl obal
server 106 may provide the user w ess. |If the user selects

h di
servi celd 1 theaphenfication sgryles 497, bt r&%ﬁ'étszﬁg‘g??}‘ﬁa%‘gﬁﬁ%?ﬁ“eﬁ%‘ﬁﬂiﬂ”@ yig 3 $9OIC t hen
th | obal 1 h i . th .
| e BERY St R ASE TR SRR G s MRS Rl 1 R

est abl i shi ngynihhidHieRCngHR 396 Which fa§ Se fublic BéyodRalficaRs 1oilegdiihe Sdteukd sel ect.
O her factors for selecting node of access may include user preference,

avai | abi | i t yonamehidatians dhiahned with Teeligitomputercklder 106 in step 540 provides
the client 114 user with access to the selected service 110a-110d. Step $S40
i s 15 descri bed Wppngelestionof gsersice 11ftar H Od.dhesepriet dostsngine=386 dpwniqads 3 ng 8C.
FIG 6 s a flowchart illustrating.detaid s of en-b05, which.beqgins. by the
client 134 cromsibiningsapecl G haNetaon ShT e st Bk
to call thesgl fadlay3BWNiRhd difbspobifig $biofa hddes bR 89 koldiecliohd BRtiputbd 4 1 N
step 607 create a Secure connunlcaglons 2(" channel therebetween, possibly
by appl yi ngl Be donfighaidiedata 199\issludeSifgrmiatiaifo banfiguringdthé uses’s webbrosseuri ty
services 381 of the gl Ghal server 106 in step 510 determine if in-bound
secure .. c¥finicenfigusing thegownioaded applets 388, andifor corfigyring the selected sgrvice

o 2 SR e S M BB Pyl Rl o

20 bookmarks, calendar data, pager numbers, etc. which was specifically stored on the global

server 106 for easy access. Service address information 394 identifies the location of the
services 110a-110d provided in system 100 by the global server 106. The client computer
114 executes the corresponding downloaded applet 288, which via the servlet host engine 386
(possibly using a corresponding servlet 398) enables the user to access and to control the

25  corresponding services 110a-110d. The downloadable applets 388, configuration data 390,
user data 392 and service address information 394 may be stored on the data storage device

360.
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in.step 615 negotiate secure conmmuni cations channel -paraneters, posgiiER 2003
usi ng ‘public key 25 certificates. An exanpl e secure communi cati ons channel

- 1s RSA wi t hw&edimagryption. It will be appreciated that the @hobads 1Sapver
106 may be configured to use one of ten encryption protocols and the client
114 may be enabled to use one of five encryption protocols. Step 615 thus
may i ncl ude seldeke¢ysafe Ibas afdatafde orstorimgieaph psepts adantificatiincinfarmatomreach t o
both the -13 z 1 FEB 10a3 WD 001 11832 PCT/ US98/ 17410 gl obal server 106
and t he clusespubli¢ angipsivaiedeypepdniiengl! sepasswordinformation; etg: The keysate 3%ciar e
comuni cati ons engine 396 of the gl ohal server 114 in ste? 620 use the
secure cha&¥gasizedan atioked dstigrpsisg thatihrseden theselegipdsarvicad i 01 Qds Shagpbal
Met hod SO5 thep ends. 5 FIG 7 illustrates an exg | e URL- addressable |
yper Text SRRIEK L9 SRTGIEYE 19 APREGPBlEtraWallEs RaSyTo HormalioR,Hh GRPIRBHASETe

| et host .engine 386. The web 00 i nel itle 710 "\eb Page,"
2711 st Png ARRIG phrmaion and oeted: She ke Ao Aomnrooshref oh e dalk oM ane

of the provbgeg éervices 715. As illustrated, the provided services 71 S

may includ% an gﬁnail service 720, a cal endaring service 730, an Internet
access service 740, a 10 paging service 750 and a fax sending service ?60.
Al t hough not shown, other services such as booknmarking, QuickCard' ~"'",

etc. may be i nqd[@‘.jf?(i's b BldcR @iapedn ARGt detdilsGf a&ﬁ(viié“c servet Q0€ RALH that servers

illustrating details of step 540 in a first enbodinent, referred to as step

540a, whergga-108earit clhak 1544 s insidResfanivde $08. hSerodri 108tinclldes\W CPU A 1distetct
connection 15 to the service 110a-110d. Step 540a begi ns by the downl oaded
appl et1028&saMatbegla Bover BCP ndvropmpcedser eremvinted PadtidmésimicBdptoadssdrhersimpact ed
service 110a-11 Od from data storage device 360 and the authentication

i nf or mat i alevicod29 kechsasrakeyboard@ad miodse, fand an Lhpukdgyscef43030sh asThERT display
comuni cations engine 282 in step 810 creates a direct, and secure

connect i orrégqupladida a signghbusA40d0 £Pah4) (heA gemmymicatiensdatefaeed il pdata stomgeat
the retrieved service address, and 'ZO'Tc,SeS t he au%(t;enti cation information

to aut hentdetige 860 such as Repborgmagretisgisk; anda BAM 50 grerfurthercoppled vjagsignal
1 Lerrace o KRR, el Soentsd RSt TRk o o
(0,215, By oL BBl &R 100, 2> Tor Lhe client 141 s o
PP Sl o RSB A n s SSipg LS hg g RO i, 10
Commact el Syl et S8 MpkgdhnoTh 68 ORI BBl L1
servi ce 1 OfaatihbOysritd80aso includes a communications engine 482 for generating and
transferring message packets via the communications interface 450 to and from clients 114 or
20 to and from global server 106. Operating system 480 further includes security services 484
for negotizting a secvire channel with‘,users, A secure communications engine 486 for opening  _
thefc secure ?hapnel with the users, and a service engine 490 for providing a service 17 0a-110d
to tne user..
The service engine 490 includes a service interface 492 for receiving and translating
25 messages to and from downloaded applets 288 currently executing on the client 114, and
includes a service processor 494 and service data 496 for processing the service requests from

the user. The service data 496 may include previously-generated documents, database

information, etc. It will be appreciated that the service data 496 is similar to the user data

11-



-14 2 1 F E ~ 2003 WO 00/11832 PCT/ US98/ 17410 aut henti cation inquﬂpEBgmg
for the selected service~11l Ca-11 Od fromthe keysafe 395 . The sec
*comruni cati ons engi ne 396 of the global server 106 in step 855 negotiate
secure charMePU/pBdaneters for creating a secure channel wi t hPETHSIEGHI0e
comuni cati ons engi ne 486 of the service server 108. 5 Thereafter, the
appl et 28 n st 860 acts as the I/0O inter.face (enabl es the user, to nmake
request s SP i’tsl"fEh g@? Ul"&"éu SrGRmESRE Qi Ph’r{”ﬁ oR gBhi%énadBtﬁWﬁﬂ PR kS ShdcRSFYFe
396 of th e servlet host engine 386 in step 865
deterninegog F mﬁgogﬁg?y?éﬁﬁto performa client 114 user's request,
then the servl et host engine 386 in step 870 determ nes whet her the nethod
540b ends, e.g., whether the user has quit. if so, then nethod 820b ends.

10 Qtherwi se, meGhot SAMDHaALERAHS 2 HERoBHD &rfabhh alueeram&ée@g serfigeest .
the servlet host engine 386 in step 865 determnes that it is authori zed to

per for;m t heo£h i @Nin chifhutty Retwiork SFRS100.t MRMJIISOSRIgHsy the slier® NP4 Iﬂesu’i

possi bly using servlets 398, acts as the proxy for the client 114 to

servi ce eng oradfiPa chamunivayionstling veieh the @lobad sérven)aeStEBH0 S Qrdevﬁfrﬂfédtlﬂile
service request to the service 110a-110d for the applet 288 and forwards

r esponses gteater detail Svitlerplirenceng Fip . eThed8bal servent 04 iresteritQ copfiems thae thed i ent
114. Method 540b then returns to step 870. FIG 8Cis a flowhart

i || ust r at usey hdeprivilegesto ancess therfunctionalitshof the ghabelisereert 1061 osfirpingtusems st ep
540c, wherein the service 110a-110d being re uested Is located on the

gl obal seRgkess privileges may Grcduds examiningylses cartiicaten gb faﬂmae@ sez:s% ppwv\sxré,pssgm

d f h 1
eul 18 1 igitasigpretEehorogy siip| BovibRs a%ﬁ%eﬁxva'gq%éhewe iy eRoEes DF R
110a-,110d ,0 t 288 t
362" or ot 88 WerrE nishinaled DR oG a St Araie TRt BE Sresiiedtorsnar
step of i ﬁ Hoqﬁ%h twgf&%ﬂg@ﬁlg%%& Syt % ted since the client 114

has al ready | dent | and a Itse 0 the gl obal 25 server 106

in step 510 of AffEusdt-ackdis h@iﬂkg@@ére nflRhé&d, %@@Eb gﬂgé &g%ds%?’&?%é‘@l%b&lhe

servi ce 110a- 110 IS curre t y running. If so, nin-step

det er m naiskQBr 106 ARED m%%[oaﬁbﬁleﬁ Phd §8a séﬂami loh&racu @mltﬁé Bliéht
users. If not, then the global server 106 in step 8 creates an instance

for the -1%4. Tﬂébﬁv&erzmﬁﬁhe ¢cliddD1 0P inlsteB 320 BT /thE508b pagkldhta 391 and the
configuration data 390 to display a web page 700 (FIG. 7) on the output device 230 of the

client 114 and to enable access to the services 110a-110d which are offered by the global
server 106. An example web page 700 is shown and described with reference to FIG. 7.
From the options listed on the web page 700, the user in step 525 via input device 220
20  selects a service 110a-110d. In response, the servlet host engine 386 of the glcbal server 106 t
. ¢ 1 instep 30 downloads she zorresponding applet(s) 388, applet configuration dita 390, user . !
date 392 and possibly servics address information 394 to the client 114. Appl.t configuration
data 390 preferably includes user-specific preferences, such as user-preferred fonts, for
configuring the selected service 110a-110d. User data 392 may include user-specific and
25  service-specific information such as stored bookmarks, calendar data, pager numbers, etc.

Service address information 394 identifies the location of the selected service 110a-110d.

Alternatively, the corresponding applet(s) 388, applet configuration data 390, user data 392

212-



user, and the applet 288 in step 892 acts as the I/Ointerface wtH thepB 2003
'service | 10a-1 | O on-the gl obal server 106. Oherwise, if the service 1
*l0a-1 1 Odin step 886 deternmnes that it cannot handle multiple users,

t hen net ho¥® {T)}roceeds to step 892. Further, if in step $§AYK1YHbal
server 106 determ nes that the service 110a-110d is not currently running,

and or oce B PRck eI oR SR ER kD AR MY P e’ |

and proce8 0 step or egol ng

enbodi nengg%?ga{igﬁ | "tﬁ“é’@%ﬂ% io )ﬂaﬁﬁ%@é{?f exanpl e only, and ot her

vari ation _ above- de ed e Iments and nethods are provided by
the present inygphp a-engmm%mrmifenf hlzﬁin's‘&?tﬁﬁslé%@cﬁ@é’th*a%ph@}ﬂo%ﬁ@t ed

using 10 a progranned general purpose digital conmputer, using application

speci fic ypvRBhAdEhpLdt RE8II THe sePlice!Sdrigh FORTALWRrIS 7 Qhitiaith B RMIES Efine 490.
conventional conponents and circuits. The enbodi nents descri bed herein have

been p5 esahé glbbhldervn PO fitsie0538 delldess ot dfthe thinek baesultactest dosteibled i BIGs.
exhaustive or limting. Many variations and nodifications are possible in

| i ght of 8Ae8C furenebling the elidnt ngmpiithe] 1 hioecummmicate With the domespyndiyg téreice
followng claims. G~ 1| ~, -16 Z 1 F E ~i 208 WO 00l 11832

PCT/ US98/ tifgin®490-Aforiegamplal - ussr selects the sepgeehhOdsmperver h@8c, avhich is not
comuni cati ons engi ne for _establishi na a communi cations link with a client;

3 securi t prowecagtsbica sepaete fiswaHethen pbaliseyRs | Ungan eravide the userivith digect
O el e S el
whi & at Eadnest e Sloba &rvis A By L T aebiie (102 PR p o pieR) Ly’ Y
Communt cat PG REH B Stz B 308 o P5G s BANGL Ol Ao mSECY" ©
conmuni Cafa&&E@t&@%&iﬂaﬁsM%B hé&idd %512_&.“ M&fﬂa&BrSQfon&Cﬁ?@gk{l&&f oflabBdls fnﬁ?r i ng

messages to an romthe client. e systemo 1, wherein the

communi caji ARk REprefréhs avildbility ah8 YeaditiRiyt TGRSR sérér 106ARSEPI40NY
nmessages to and fromthe client. 1 5. The systemof claim1, whérein the

security mpraidesulsedidntbl4 gsek @ith@etdss to thitselected service 110a-120aushpridndat e t he
;,lient. "1 ?21 ~~, ~r a6, Tae systemof claimi , wherein the
secur 15 ~~ deszsibediregraatendesaib with ndferedenta FiGsaBd, §Band 8C2 | evel of
authentication to determne client privileges. 1 7. The systemof claim1,
wherein the security means exami nes a global certificate to 2 authenticate
the client. -17 _ )
FIG. 6 is a flowchart illustrating details of step 505, which begins by the client 114
user in step 605 using a known Uniform Resource Locator (URL) to call the global server
106. The global server 106 and the client 114 in step 607 create a secure communications
20  channel therebetween, possibly by applying Secure Sockets Layer (SSL) technology. That is,
i the security services 384 of the glcbal server 106 in step 610 determine if in-bound secure -
! . communication. are permitted and, if o, ¢reates a communications channel with the client
114. The browser 284 of the ciient 114 and the security services 384 of the global server 106
in step 615 negotiate secure communications channel parameters, possibly using public key
25 certificates. An example secure communications channel is RSA with RC4 encryption. It
will be appreciated that the global server 106 may be configured to use one of ten encryption
protocols and the client 114 may be enabled to use one of five encryption protocols. Step 615

thus may include selecting one of the encryption protocols which is common to both the

-13.



2 ~ F~a zoo3. WD 00/11832 PCT/US98/17410 1 8. The system of claim 3,4 fE8 2003

wherein the security neans uses digital signature technology 2 to .

- authenticate the client. 1 9. The systemof claim1, wherein the servlet

host engi n&vVO 8¢/W83%2s to the client a 2 security applet for erAUsoRg74he

client to performa security protocol recogni zed by the 3 security neans. 1
a_ corporate

;1 T eI,Q:e: gt H%L?C@ﬂ. e £t S1 e i srf?%?é'm%iﬁn'és Siatdis g e
111,

For prot ecPrRgIROS EpETEAT of 48 opaLay 0T in FOERED R ey et "o

COMPI | 51 NG RSB BRILE S8l ok AERLAT O BOP Fich 8305 Pt e sccur ed

servi ce. e Sys et “provi es to the
client a direct connection 2 with the secured service. 1, ~ 4. ~, Th,P
systemof claiml1, further conprising a proxy in comunication with the 2,

sec~; ~xed se; ~ p1ee7 iRadthtdNARhMpleNERA- daﬁfe-gsdbleeﬂ rESxtINIAK) u%mnéldage pro ~y.
; -18 SUBSTI TUTE SHEET (RULE 26) 2D03 WD 001 11832 1 15. A

met hod' cbr(pmML)laageh eveblRps 700, APETdiMBRRA by mezvlaatoabéngsﬁu ¥8b. Ahe web page
communi cations link with a client; 3 determning client privileges;

provi di ng 700 md:iadecslamhﬂlm‘aWehlegb,’t hdisting efithe pravidedesgnsces 81 S amph pdinteh i7¢0
enables I/O5 with a secured service; and 6 retrieving a key which enabl es
access t o foheeletivgrond of theyirgwided sergiceTRES. s Hlystrased,shaprovided sewvisee? 1 may
est abl i shi.ng]@a communj cations link includes the 2 step of using SSL

t echnol ogyinelyde predmaibseswee 720, asalendating sepviee 73%@!1\;@19@% MeewIserine. 749, a 7.

The nethod of clai.m ein gstabljs g ations link includes
the 218t ePa8ingEGHtS <t ﬂvf XEE %ﬁ%ﬁegﬁ& pug °tts]§%‘H§foé Sriseyicke Sty es

to and from,th cllent mihe net Ia m 1 in establlshlng
a cormmuni &8 aﬁ‘ﬁ“?ﬁ( QLH%lT‘%’d' s Pfem3y E’Fé’&?‘iﬁﬁgd% o %ﬁﬁg ?roﬁey certificates
for transferring nessages to and fromthe client. 1 19. The nmethod of claim
1S, wherein determning client privileges includes the step of 2 using

public key certgfq @algs Adydukih hﬁfﬁtt‘aﬁﬁé ﬁe&h?ﬁét%@% m]]a igxgt ergﬁ@dﬁ@ﬁth&@?rf%l

claim1 S, wherein determning ent - privi I nc e step
exam ni n; glasep sudE%ﬁer&naﬁ@glbbﬁ%eMY @bs BxfovﬁIéE BReRET 10With & difediRbhrchen

client ~~r|V|Ieges -
15  to the service 110a-1 10d Step 540a begins by the downloaded applet 288 in step 805
retrieving the service address 394 of the selected service 110a-110d from data storage device
360 and the authentication information for the service 110a-110d from the keysafe 395. The
communications engine 282 in step 810 creates a direct and secure connection with the
communications engine 482 of the service server 108 at the retrieved service address, and

20  uses the authentication information to authenticate itself. The applet 288 in step 815 acts a3

th~ I/0 irterface with the service erginz. 3tep 540a then ends. -

FIG. 8B is a flowchart illustrating details of step 540 in a second embodiment,
referred to as step 540b, wherein the global server 106 acts for the client 114 as a proxy to the
25 service 110a-110d . Step 540b begins with the applet 288 in step 840 retrieving the “service”
address, which results in directing it to the global server 106. Thus, the applet 288 in step
-845 creates a connection with the global server 106. The servlet host engine 386 of the global

server 106 in step 850 retrieves the service address of the selected service 110a-110d and the

-14-



1 21. Thb metl-~od of claiml5, wherein determning client privilege$ FEB 2003
includes the step of 2 examning a global certificate to authenticate the
client. 1 22. The nethod of claim 15, wherein determning client privileges
i ncl udes t EO8¥/BW3BHf 2 using digital signature technol ogy t @CANNIBAT4Rat e
the client. -19 SUBSTI TUTE SHEET (RULE 26) 21 F E B 2003 WD 00/11832

PCT/ US98/ 17410.

comuni ca?ﬁ“gﬁ%“claf“ﬂﬂ "?fﬂEPﬂbPé‘sfh E&F \f/&trcgf?%l%?(} lplhzli@ Frg thggé'ég@::’:a? yq-gﬁpl et
ror enabl Lagd! Efgx%ﬂrhn s O T the ASAINAE b BRI R ORI | 22

The et hO(S:'ie her conprising to 2

comuni cakgﬁh ersffoE ge@gﬁﬁ%ag Fbechﬁﬁx?é!rvﬁﬁx ﬁersyau@@cmémaﬁcatm@e p@aﬂ

claim15 e met rmed by a gl obal server and
conpri si ngfﬂﬁlsgg,l&, é}h@?qbgfl rewall to protect the gl obal server. 1 26. The
met hod of claim 15, further conprising using a service address to identify

the 2 4ocati onTpkreafier, 8acapphil 288 inVitee860lactyas thB¢/Oniitdidde (hablbsihBiér to
wher ei n providi ng i ncl'udes t he step of providing to the 2 client a direct

connect i omakk réyuiehte of delseadcesaigitiect) with&he Sdvarenmnirouhicdtiont enginel)6 éfithe her

conprising using a proxy in comrunication with 2 the secured service, and

wher ei n pgmbial:lsangerilrﬁél Ufiths semvieh hostgngih©386 irhsteih 86 pdarymingathatAt-aynautborized

CO: Nps~i si ng: .- m,ans foc' es~:abl ahing ; ~ conr:~unica rions li~~lc

with a chénperformmelient d14 ysarisimeauest, thendhe %qwlebhcps\f/ FRgine 386 instepeffAietepmines

providing to the clien based on the client |V|Je?§p an applet which 5
rt 8’

enagl es | mhether Fhed“%EélﬁéQib %‘l(?sv‘? 8o Whathar %‘er‘\’ﬁ%f S Bt ;evmg od §280 e ch
0.. A -

rodi Ul st ﬁ%?gm&%%@@da%%%?meéﬁé%é%o AR TET ety Tt 1Redps of

- 20SUBSTI TUTE . 003

ok i t hoEIEE PRk 0 s BT AREmige UL A e R B P Bty TPATRRS S 22?

based on &Jz;g\eﬁl {8R thddelrVikd ﬁcgteénglemeo%esumﬁg B! 968, bACaihk BrékySHE Heed

servi ce;
client 114 to the service engine 490. As proxy, the servlet host engine 386 forwards the

service request to the service 110a-110d for the applet 288 and forwards responses to the
15  requesting applet 288 currently executing on the client 114. Method 540b then returns to step
870.

FIG. 8C is a flowchart illustrating details of step 540 in a third embodiment, referred
to as step 540c, wherein the service 110a-110d being requested is located on the global server
20 106. Steo 540c begins with the applet 288 in step 880 retrieving the service address for the -
© senvice 170a-1 10d, which results in hroviding the applet 288 with he service address of the
se:vice 110a-110d on the glcoal server 106. Thus, the applet 288 in step 882 creates a secure
connection with the global server 106. No additional step of identification and authentication
is needed since the client 114 has already identified and authenticated itself to the global‘
25  server 106 in step 510 of FIG. 5.
In step 884, a determination is made whether the service 110a-110d is currently
running. If so, then in step 886 a determination is made whether the service 110a-110d can

handle multiple users. If not, then the global server 106 in step 890 creates an instance for the

-15-



retrieving a key which enables access to the secured service. 31. A&lskist B
on a server conputer system conprising: a comunication engine for

- establishing a communications link with a client; security services coupl ed
to the commoiogaistpns engi ne for determning client privil egaSsusdaa 7410
security services further capable to examne the identity of a user of the
client and the |evel of authentication to determ ne the client privileges;

a web servser, andrtheapitlti28§ in biep 8P2 agit ax the H&) imtarfage svith the servicgrh1 8a-4¢0d ofi the
avai | abl e personal informatjon _ managenent services, the set, of avail able

servi ces &@?é‘cﬁeﬁ’ﬁr 16 erhepyise, ﬁfinSFlﬁ&ééloﬁ'lﬁ%tn %ﬁ@?%@d%ﬁﬁpﬁﬁ‘ Pb“?ﬁ@’m
t dto,h f t
communi cabfE BoniEIe Vst UrAGTaRoL SR Sl SR 1 4 lRedt B 4@2”2%89
k f f t Kk t '
ol ont anglogel BtREaPFd %te%ripeﬁ t@sﬂw vk o GBT R Rt P Bhhi0R JBEh ¥Bher eby
bl th
onabl 199, KBaISehEriod b AGPRE IS AR LAPe 1FOLY| 6P bat o1 bRg. L1
met hod conprising: establishing a communications link with a client;

determning client privileges, the determning including the step of

exam ni ng the ﬁ‘ﬂ@fﬂrb%cﬂn@ﬁeﬁnﬂ@@i’oﬂﬁe ?ﬁ&rﬁh'eﬂiﬂodﬂﬁ&utfs BetHeaN®ntiBh is by way of
aut hentication; enabling the client to select a service froma set” of

avai | abl eepeisiobaly, andf @hértariationriTageiRné-dseiibed embotiterseindahetbdd drabl e
services based on the client privileges; providing to the client service
comuni capiovided bgtahd prasent iratehten. cOempoientstaf dlm's wivientian selydetimplenseniedesingand
retrieving a key froma set of keys, each key corresponding to a respective
servitk fapmgriemedgensral pumaseBigiakeomputassusingepplisative spadificaptegmtedeiabiitsng

communi cati on between -21 Z ~ FEa 2003
or using a network of interconnected conventional components and circuits. The

embodiments described herein have been presented for purposes of illustration and are not
intended to be exhaustive or limiting. Many variations and modifications are possible in light

of the foregoing teaching. The invention is limited only by the following claims.

-16-



the client and the selected service, thereby enabling the client t91ad@esl

the avail abl e services wrthout storing the service tonmuni cati on code and

- keys at the client. 33. A systemon a server computer system conprising:
means for ¥QOYBIBZhi ng a communications link with a client;PGREFRS/I7H0
determning client privileges including neans for exam ning the identity of
a user of the client and the | evel of authentication; nmeans for enabling

t he Cliegﬁl§§¥§§t£é5ﬁ§§£E%Vice froma set of avail able personal information
managene " et of avail able services based on the client
rivileges; neans_.for providing to the client service communi cation code

Fhat nggres d@ﬁﬁ%%§€8$P§%“~'tﬂ a selected service; and neans for

retrigving a ge]e/oxﬁmmioﬁ,sgn@g%{%¢>é§tablmﬁte%%<eqxﬂg.%fecgg@gsggwm Q TcﬁeﬁtESpeCt ive

serviCe fromthe set of aval e servic key for &nabling

comun calt i on fgki9ekshbEoipidad A lificaRbREhete T8 dGinhB Bligy enabl i ng

the client to acceSs the avail able services without storing The service
comuai cyrivilegéspde and keys at the client. 34. A conputer-based storage
medi um storing a programfor causing a conmputer to performthe steps of

est ablbi shi ng a spvisLluscaigimupled ko thictsbcwritg Inheans forgedwidimgno g diehgnt
privileges including examning the identity of a user of the client and the
| evel 60f tastdemthicchtntqmivilegesbiri appldt wéric erablestl swithectecaed sgrviceparfd om a set
of avail abl e personal information nmanagenent services, the set of available
servi @es basedt knysafadorstoréng a lﬁﬂyw}llpl@g@fgzlespﬁceﬁsmH‘gstﬂ@ilr?%éer&lc'ﬁent service
comuni cati on code that enables conmmunication with a selected service; and
retrieving a key froma set of keys, each key corresponding to a respective

service fromthe set of. avail able,services, .the retr.ieved key for enabling
commuts ot on T watem eI, Sl e erawicationt Suing s SSTYer Bisio@Bnabl | ng
the c iegt totaccessecthe avéai | gbhlik setflg%c sngithout storing the service
commufii caf CERCHIE IS FPIRacaleny i wth kg clienk, 59 £ E B 2003 35. A
met hod, conpri si ng:

1 3. The system of claim 1, wherein communications engine negotiates an encryption

2 protocol for transferring messages to and from the client.

1 4 The system of claim 1, wherein the communications engine uses public key

2  certificates for transferring messages to and from the client.

1 5. The system of claim 1, wherein the security means uses public key certificates to
2 authenticate the‘client.
N T :

t } ' A ¢ ! . -

16, Taae system of claim 1, wherein the security means examines client identity and the

»
v

2 level of authentication to determine client privileges.

1 7. The system of claim 1, wherein the security means examines a global certificate to

2  authenticate the client.
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receiving, froma client, as an advance conmunication, security i nZdrei0th
‘corréspondi ng to one or ~fore secured network personal information

* managenent services; storing the security information at a location renote
fromthe cIW@m/tlSnecel ving a client request fromthe client rRAQXNesO8A$A0a
secured network personal informati on rranagerrent service; and using the

stor d curi i.nformati.on. t e the client ac red

net ervi t& SFEHY c‘?lghlﬂ‘?%feﬁant S EHT R HPeAS ugfffp(ﬁ ?;ﬁtsx}ggatg{ tF%H’O Bdurity

i nf orzma b%ﬂthe%@cat&h%%ﬁ% conprising: neans for receiving, froma client,
as an adVa nce communi cation, security information corresponding to one or

nore secured network personal i nformati on managenent services; neans for
storing the security information at a location renote fromthe client;

means f oy recpiedys@nfolcdlaigl, WiRGMRThe SerAB Kd%?er?élh@fbtrwh@s -t ehert aSecur ed
net wor k per sonal |nf ormati on managenent service: and means for using the

stored seewtitytapplenfop efABBlingthé clian @@Eﬁfdrhfa Sdcugit prafesisscdgdided dy sigc ur ed
network service without requiring the client to supply the stored security

i nf or3ratseowrity Ineandd conput er - r eadabl e st orage medi um storing program code
for causing a conmputer to performthe steps of receiving, froma client, as
an advance communi cation, security information corresponding to one or nore
secur ed netmork personal infornmation managenent services; storing the
securli t y10. nf oFheasyisism af claim bosharein thesaaviee isrssamre by aicpmerate fiegwallanddhey

client request fromthe client to access ecur ed network personal
i nf ordratkeys ﬁ%{ﬁ'@%‘ﬁ@%‘ﬁﬁ@@%%@ﬁﬁ&%@ fjé?wg]éd security information

to enable the client access to the secured network service w thout
requiring the client to supply the stored security information. -23

EA,{A\;( 2'(&\ AIAI% Sﬂ'&n‘f‘of élafﬁ‘g 1 Méﬁg&@g@mﬁ% éXbﬁ‘ fﬁe&all for protecting the

2  system.

1 12.  The system of claim 1, further comprising a service address for identifying the

2 location of the secured service.

1 13.  The system of claim 1, wherein the applet provides to the client a direct connection

2  with the secured service.

1 14..  The system of claim 1, further comprising a proxy in communication with the

%

2 secured sepvice, and wherein the appl:t enables 1O with the prozy. -

.t f i_
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1 20.  The method of claim 15, wherein determining client privileges includes the step of

/1=

2 examining client identi'y and the jevel of authentication tc déterraine client privileges.
¢

1 21.  The metlod of claim 15, wherein determining client priviieges includes the step of

2 examining a global certificate to authenticate the client.

1 22.  The method of claim 15, wherein determining client privileges includes the step of

2  using digital signature technology to authenticate the client.
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2 further comprising using a global firewall to protect the global server

1 26 The method of claim 15, further comprising using a service address to identify the

2 location of the secured service.

1 27.  The method of claim 15, wherein providing includes the step of providing to the

2 client a direct connection with the secured service.

1 28.  The method of claim 15, further comprising using a proxy in communication with

2  the secured service, and wherein providing includes enabling I/O with the proxy.

T 29, Ausysterr comprising:

m=ans for es‘ablishing 2 comraunicatiors lizk with a client; . -

o)

m=ans fc. deterraining client privile 3es;
means for providing to the client, based on the client privileges, an applet which

enables 1/0 with a secured service; and

SN U1

means for retrieving a key which enables access to the secured service.

1 30. A computer-based storage medium storing a program for causing a computer to

2 perform the steps of:
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a keysafe for storing keys, each key for enabling communication between the client
and a respective service from the set of available services, thereby enabling the client to
access the available services without storing the service communication code and keys at

the client.

32. A computer-based method comprising:

establishing a communications link with a client;

determining client privileges, the determining including the step of examining the
identity of a user of the client and the level of authentication;

enabling the client to select a service from a set of available personal information
management services, the set of available services based on the client privileges;

providing to the client service communication code that enables communication
with a selected service; and

retrieving a key from a set of keys, each key corresponding to a respective service

from the set of available services, the retrieved key for enabling communication between
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from the set of available services, the retrieved key for enabling communication between
the client and the selected service, thereby enabling the client to access the available

services without storing the service communication code and keys at the client.
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means for using the stored security information to enable the client access to the
secured network service without requiring the client to supply the stored security

information.

37. A computer-readable storage medium storing program code for causing a computer
to perform the steps of:

receiving, from a client, as an advance communication, security information
corresponding to one or more secured network personal information management services;

storing the security information at a location remote from the client;

receiving a client request from the client to access a secured network personal
information management service; and

using the stored security information to enable the client access to the secured

network service without requiring the client to supply the stored security information.
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