1 ‘MANAGEMENT OF PORTABLE RADI OTELEPHONES The present inventiaqn

r t to

“portabl e radiotel ephones, and nore 5 particularly, to the nanggéhgnﬁigf
nmul ti pl e portabl e radi otel ephones. In recent years, the penetration of
portabl e radi ot el ephones has grown enornously, and now a | arge percent age
of many popul ati ons possess a portable radiotel ephone. An increasing
nunber of people al so possess 10 nultible portabl e radi otel ephones, for
exanpl e a car nounted radiotel ephone and a handhel d portable

radi ot el ephone. One problemw th this is that a user ends up having
mul ti pl e tel ephone nunbers. This is confusing for people wshing to
contact a user, since they may not know whi ch radiotel ephone the wuser is
current | y MANAGERENT OF BOSTABRLE RADIRTELBPEHONESphone numbers is 15 al so
probl ematic, since each nunber will generally be billed separately, and
may even be with a different network or have a different pricing structure.

Consequentiy, Brol@hy HASAILST AIAERY 151 1sfabRn Raotetorencs Cndiamots

overcome the above the above problens is for a user to have a 20 single
subscr sberpartienitily] waheonamaghrent ¢ myltigie pegalireadivipierniafl e t el ephone
nunber. If the user wishes to use nore than one portable radiotel ephone he
renoves the SIMfromthe current portable radiotel ephone, for exanple a

handhel d tr@t%r? ﬁfégiQtﬁbela@HBﬁaﬁ@rﬁldoﬁ neefble ifadioitiephofier tiear grpent abl e
radi ot el ephone, for exanple a car nounted portable radiotel eBhone. 25 One
probl em wi ghotfssly.s antiatow ree [BIgM perasstagre $if ghay t RPEalcRnss PAATESF Rnsert ed

and renoved from a devi.ce. Consequently. .S r.e I behi nd
the batter QOB?blﬁorr?&B,Feéeﬁ?ﬁﬂeot gpgm%ﬁ%%mgnh%%rreg' g%ﬁ&?ée Mn%(?m‘dﬁés%ﬁt ly
‘accessibl ey |8 Hfat® radigRU HonSsMd i @maraple Pbanmduntéd ediatelephmneser

must renove the ‘battery of both portabl e radiotel ephon "Cﬂ’la%gﬁﬁt he SI M
and 30 repkade handbeltitEoripblaradiotelepiine. £1¢ RECRIBASYHR ﬁaséﬁ e'some

operation. ends up having multiple telephone numbers. This is confusing for people

wishing to contact a user, since they may not know which radiotelephone the

user is currently using. For the user, having muitiple telephone numbers is

15 also problematic, since each number will generally be biled separately, and

may even be with a different network or have a different pricing structure,
Consequently, a very unsatisfactory situation has arisen.

One way to overcome the above the above problems is for a user to have a
o0 single subscriber identification module (SIM} giving ihe user a singie
telephone number. If the user wishes to use more than one portiable
radiotelephone he removes the SIM from the current portable radiotelephone,
for example a handheld portable radiotelephone, and inserts it into a further
portable radiotelephone, for example a car mounted portable radiotelephone.
25  One problem with this is that the SIM is not designed to be constantly inse;ted
and removed from a device. Consequenily, SiMs are generally mounted
behind the batte-ry of portable radiotelephones and therefore are not instantly
accessible. In order ic change a SIM from one phone to the next, a user must
remove the bpattery of both portable radiotelephones, change the SIM and
30 ° replace the baitery. This is both a time consuming and cumbersome

operation.




.- 2 DEC 2003 2 Accordingly, one aimof the present invention is t%\/@i
the use of nultiple portable radiotel ephones. 5 10 in accorda'n%é} f
invention there is provided a systemconprising a first device and a

second device having an el ectronic data card associated therewth,
information on the electronic data card_being useable by and accessible by

the first device, wherein the first devfce is arranged to control

lify

tH? he

t he

operating characteristics of the electronic data card of the second devi ce.
Some exanples of the operating characteristics that may be controlled by

t he

power

first device are:

the cl ock Agcerdirgly: age @ecaftbaipresritdnvantien ighe SyapivEe asgrofimgitiple

el ectronic

card. stopping of the clock to the electronic
card. The 8§§%§F?%Ea§ﬁk%§%%§ﬁistics relate to the operation/function
the electronic data card; this can also be viewed as the operational
characteristics of the card reader associated with the el ectronic_da

card. The imaeapidanceswiin the trv@nHomntiers iadraviead @ SYSiamtSWARNSRY RISt han
t he cont ent
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Some examples of the operating characteristics that may be controlled by the
first device are: the power supply of the electronic data card (e.g. power
up/down, voltage etc); the resetting of the electronic data card; the clock rate
of the elecironic data card; the baud rate of the electronic data card; the
stopping of the clock to the electronic data card. The operating characteristics
relate to the operation/function of the electronic data card; this can also be
viewed as the operational characteristics of the card reader associated with
the electronic data card. The invention is directed how the data card

functions rather than the content of the information read to or from the data
card,

The electronic data card, for example, may be a Subscriber identity Module
(SIM) card or a cash card or a security card or any other form of electronic

data card. The data card stores information needed by another device.

Preferably at least one of the first and second device is a radio

telecommunications device and in patticular a radio telephony device such as
a celiular radio telephone.

In accordance with a second aspect of the invention there is provided a first
device operable with & second device having an electronic data card

asscciated therewith, information on the elecironic data card of the second

t he power supply of the electronic data card (e.g.
up/ down, voltage etc); the resetting of the el ectronic data card,
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;30 I n accordance with a second aspect of the invention there is Vi ded a
first device operable with a second devi ce having an el ectromﬁ:%ﬁta? 08%r d
associated therewith, information on the el ectronic data card of the second
-' 2 DEC 2003 3 device being useable by and accessible by the first device,
wherein the first device is arranged tg control the operating
characteristics of the electronic data card of the second device. 5 In
accordance with a third aspect of the invention there is provided a first
device having an electronic data card associated therewith, said first

devi ce beidayiapbetty ssedllt by sedasdeswbiedey thafisstrAaviasn Wrﬁlﬁleth@l @t ronic

Second. deviGice (et E gt FrPed e Pag 0o ApEIeaaeRT (s Irse

operati ng Cég’}é%%}@blfgﬁé &Sc{q ddvikde el ectronic data card of the first
device are controlled by the second device. In accordance with a further

aspect of the invention there is prOV|ded a nethod of controlling the
t first d j t [ d
CPer owi th, “AgrdrENgR Wi ende BoePortc iy erdel e & B IR M) ana

accessi bl e hyyige $REMHY aﬁeéflb@te@mmgldar@ hesesiatead tﬁ@ewﬁhas@ictfm dtiies of
the electronic data card of the first device are controlled by the second

- devi ce. C)rlebalugacrpea‘géleowtth reseranskdevicavisinrmeiionson g elasdronisr dataeaaran

contained in SIIM.may, be tran re p ephone
to another @i ?1?0 Sth%‘{‘ﬁﬁ ed”%r’r&??ﬁaﬁ W Efq}i E%ggﬁﬁee\éﬁ%? S%ﬁpggl(gé@é Yui ck
~and sinpl e phHacadyhe fsr%ﬁ@ﬂc@hs BiaALes suBRARESHRY Ypavating ahdridctadstios dihe
"SIM A further advantage o present invention is that the user only has
‘a singl 80 2theselectinoic cr?@tac:@r@omﬁgil@t deviep lesn 6ontimRg by ¥1a sesdRRdca he
need for people wishing to contact the user to have nmultiple tel ephone
nunbers for the user. For the user, having a single tel ephone nunber

renoves t he i acesd@icedfwith a further aspect of the invention there is provided a
method of controlling the operation of a first device having an electronic data
card associated therewith, information on the electronic data card being

15 useable by and accessible by a second device, wherein the operating
characteristics of the electronic data card of the first device are controlied by
the second device.

One advantage of the present invention is that the information contained in a

20 SIM may be transferred from one portable radiotelephone to another without
having to physically transfer the SIM. This is a quick and simpile procedure
which eliminates unnecessary wear and tear on the SIM.

A further advantage of the present invention is that the user only has a single
25  SIM and hence a single telephone number. This removes the need for people
wishing to- contact the user to have muitiple telephone numbers for the user.
For the uset, having a single telephone number removes the confusion of
having multiple SIMs supplied by different companies and being billed
independently.
30
Yet a further advaniage of the present invention is that, since the terminal

which uses the SIM information actually contrcls the SIM reader, the



. having nultiple SIMs supplied by different conpanies and being bi- pedFf{ pnne
I ndependently. 30 Yet a further advantage of the present invention is that,
since the termnal which uses the SIMinformation actually controls the
SIMreader, the 4 functionality of the SIMreader can be sinpler. In other
words, the intelligence required for reading the SIMinformation can be
predom nantly in the term nal which réhds the SIMinformation. 5 The
i nvention will now be described, by way of exanple only, with reference to
t he acconpanying diagrans, in which: Figure 1 is a block diagram show ng a

nunber of peitishhRy'FdhetReRAGBESan GeRRladlt otrr e@lriy) Be RRliENCe
according to the prior art; Fi &u_re 2 is a block diagram show ng a portable
r adi ot el eprstviregbipngeddingtibe iMipiamationagambee woedorarestidiimghe erminalr st

enbodi nent the pr iavention; Figure 3 is a block diagram show ng
t he configW?’Lcﬂ %ﬁ%ﬁﬁgg@gg"éﬁﬁt‘@ﬁv between a client and a server according
to the present invention; Figure 4 is a diagram show ng one enbodi nent of
the structure of nessage wused in the transfer of data; 15 Figure 5is a

di agr arh shdtierigvantien milk npwshro Asecritidy dveway o exampdg oal, IWdwieigrares
signal ling,far L.ent. -when nnect.i to a server; Figure 7 is a diagram
show ng t.hfa0 &?c%%é@*‘ﬁ?ﬁ@&@ﬁéﬁ%gm& I(]‘("A "between the client and server; 20
Figure 8 i Figurei 7ds abERQWHiBgrdri &he $Shunbep ot iitatie RadiotdibgidndLquest s
a server to power off the SI Figure 9 is a diagram show ng the successful
out come wheanaeeteddata eell@sigwotthacesgipgriottbe poigearton the SIM

Figure 2 is a block diagram showing a portable radiotelephone connected to a

10 cellular network according to a first embodiment of the present invention;
Figure 3 is a block diagram showing the configuration and message flow
between a client and a server according to the present invention;

Figure 4 is a diagram showing one embodiment of the structure of message
used in the transfer of data;

15 Figure 5 is a diagram showing an etror response;

Figure 6 is a diagram showing the signalling for a client when connecting to a
server;

Figure 7 is a diagram showing the successful exchange of ADPUs between

the client and server;

20 Figure 8 is a diagram showing the successful outcome when a client requests
a server to power off the SIM;
Figure 9 is a diagram showing the successful outcome when a client requests
the server to power on the SIM;
Figure 10 is a diagram showing the successful outcome when a client
25 requests the serverto reset the SIM;
Figure 11 is a diagram showing the successful ocutcome when a client
requests the server to change the clock rate of the SIM;
Figure 12 is a diagram showing the successful outcome when a client
requests the server to change the baud rate of the SIM;

30 Figure 13 is a diagram showing the signal flow when a client requests the
Card Holder Type from the server; and

Figure 14 show further details of the radio telephone of Figure 2.



~ Firgure 10 is a diagram show ng the successful outcone when a cli eﬁEF ?

requests the server to reset the SIM Figure 11 is a diagran1sh W' ng
successful outcone when a client requests the server to change the clock
rate of the SIM Figure 12 is a diagram showi ng the successful outcome when
a client requests the server to chang% the baud rate of the SIM 30 Figure
13 is a diagram showi ng the signal flow when a client requests the Card
Hol der Type fromthe server; and Figure 14 show further details of the

radi o tel ephone of Figure 2. 5 Figure 1 is a block diagram show ng a nunber
of portabl e radi otel ephones connected to a cellular network according to

the prior art. A radiotel ephone 102 has an el ec&roni > data ¢ rq’§1106. In
the exanpl Eighevihis ki block diagrasuissewinee PWBReT ©f @Qﬂ%’r‘f»‘ ﬁ%ﬁaieie . The
SI M provides th di ot el.e hon u hone
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one nnect to the cellular

network 1040o0Rgs §@né1§§ttr@ﬁ#ct @atat hardcellolsul an ﬂm\mampie t'ﬁi‘lcwmjltblSe[Se]@hone
102 functions to allowcalls to

be e_and_recei vg manner
whi ch w1 | shibsartsr :sfeobfcpamntm@d@!eﬁlwi Thedsivh Preddes tthe A@@%@%ﬂ‘ﬁon
r adi ot el ephape 104 havi M h f oibon S
descri bedpa %ﬁ aursé'%gcfgé %&@%(‘J Z(Fegéggomezhgijﬁﬁgwg épgjrta 6@

radi otel ep%@%téi@ﬁﬁ@ﬁé qdotte canneet tbuh@rceﬁ&hmemmctﬂfdlmg:a oormefqtméto
enbodi nent the present invention. A 15 radi otel e
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Vi n e radi ot el ephone 206 gets into
a car havi ngkinaf Ptk epnones@ibhd radmalepﬂmsuer 404 ehdvimg tmélMséaBtla ¥eoabl e

to use the car nounted radiotel ephone rather 20 than the hand-portable
r adi ot el ephsewn whishifuneticns asedeswibed Pe, car

Figure 2 is a block diagram showing a portable radiotelephone connected to a
cellular network according to a first embodiment of the present invention. A
15 radiotelephone 206 is shown having a SIM 208. In this example, the
radiotelephone 206 could be a hand-portable radiotelephone and the
radiotelephone 202 could be a car mounted radiotelephone. If a user having
the radiotelephone 206 gets into a car having radiotelephone 202, it is
desirable for the user to be able to use the car mounted radiotelephone rather
20 than the hand-portable radiotelephone. This is because, for example, car
mounted radiotelephones often have a built in hands-free Ki, which is
important from safety aspects, and may aiso have an extemnal antenna which
gives improved performance. The radiotelephones 206 and 202 are eguipped
with functionality to allow them to communicate with one another using a locai
o5 wireless connection, such as a low powered radio fizquency (LPRF) link, a
Bluetooth connection, or other communication means such as an infra-red
link. Through the wireless link, the radictelephone 202 is able to acquire
information from the SIM contained in the radiotelephone 206 {o enable the
radiotelephone 202 fo function as if it had the SiMt inserted itself. For
20 example, when a user gets inio a car having a radiotelephone 202, a
communication channel 204 is automatically set-up o allow the SIM

information to be transferred. Any calis made to the radiotelephone 208 will



.mount.ed radi ot el ephones often have a built in hands-free kit, whi£m®s 7063

I nportant from safety aspects, and may al so have an external antenna which”™
gi ves inproved performance. The radi otel ephones 206 and 202 are equi pped
with functionality to allow themto conmunicate with one another using a

| ocal 25 wirel ess connection, such as a_l ow powered radi o frequency (LPRF)
link, a Bluetooth connection, or other“conmunication neans such as an
infra-red |ink. Through the wireless link, the radi otel ephone 202 is able
to acquire information fromthe SIMcontained in the radi otel ephone 206 to

enabl e the thu@@eorfeebﬁfleﬂotﬁyeﬂ'@%dl@teiemmeOBGQSAdﬁlt!bhaifyﬁl(ﬁﬁyh@a!@l Maidasigy t ed
Itself, For 30 exanp when a user gets into a car having a_radiotel ephone

202, a coﬁhﬁﬁa@aﬁ[@ﬁah%ﬁaa%wﬂtba EEY @L@Qﬁrﬁvﬁ%lrwogeé%wec% @l #ovWilhe SIM

f
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cal | s nade uUngr. Fheexanpel al&phmtéﬂi‘amiidtélebﬁom m & hht@dﬁarbyomilﬂebe used

radi ot el ephone 206, and w || billed accordi ng . The radi ot el ephone 202
my be B se@m?a%ﬁbe’f’w@‘ﬂhﬂﬁéhe@éf Prefgraliyalipt 0T HoeaPSANURE & user to
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Pref erably, I'S not "necessar user t reconfi personl

i dent i fi catggtainedfeen KEISNM. mhen the information is obtalned fromthe SIM
Figure 14 shows further detail of the radio tel ephone 206. The tel ephone
10 conprises a transceiver 1 and all the other features conventionally

found | n 2 eelkilar shaleRING, odhg f HISEINaEIIRORESSSRL Yh MbBpachandse:

}hou5| ng 2 an s coupled to an external an I's convéenti onal

" m cr oprigcessanpHéses encalnsseldemﬂ taridhalf tres bttenSesiuves chovesitiogaly fosndhmphoyed
to control

t he housi ngc‘%,qié"htgleﬂﬁ‘&h%oﬁ%Q%‘Isggﬁ‘ﬁ%ﬁ %%@;‘elﬁ tﬂi‘oaﬁja{@lsgghggg‘:nézeegﬁém thin
operating sEfdpa&d iQantdiferhgl SRRARE 3. As is conventional, a microprocessor 4,
enclosed within the transceiver housing 2, is employed to control all the hasic
functions of the felephone. Also enclosed within the housing 2 is a read only
15 memory {ROM) 5 in which is stored the operating software for the telephone
and which is coupled to the microprocessor 4. An EEPROM 6 is also coupled
to the microprocessor, and is used for storing baoth NAM data (e.g. telephone
number, system ID, electronic serial number) and abbreviated dialing
information (i.e. a telephone number store). The handset also comprises a
20 user interface 7 including a visual display 8 and a keypad 9, which is also
coupled to the microprocessor 4. The display, for example, may be a liquid

crystal display, and the keypad 9 may comprise function keys, soft keys, and
alphanumeric keys.

25 The handset also comprises a memory medule receiver 10 (also referred to
herein as a SIM card holder). The SIM card 208 is generally mounted in the
SIM card holder 10 and reading of data from or to the SIM card is controlled
by a SIM card reader (provided by microprocessor 4). This receiver can
receive a memeory module, such as a SIM card which, for example, may store
30 subscriber relaied data (e.g. subscriber number, system 1D, system channel
scan daia and serial number). This memory moduie receiver 10 is designed

so that such a2 memory module can be plugged in or removed in a relatively
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and which is coupled to the microprocessor 4. An EEPROM 6 is al $07chupl &g

'to the microprocessor, and is used for storing both NAM data~(e.g.

t el ephone nunber, system ID, electronic serial nunber) and abbreviated
dialing information (i.e. a telephone nunber store). The handset al so
conprises a 20 user interface 7 including a visual display 8 and a keypad
9, which is also coupled to the mcrofprocessor 4. The display, for
exanple, may be a liquid crystal display, and the keypad 9 nay conprise
function keys, soft keys, and al phanuneric keys. 25 The handset al so
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The invention will now be described in further detail below.
15
As shown in Figure 2, the radiotelephone 206 may also be designated as the
server and radiotelephone 202 may be designated as the client. This

terminology will be used throughout.

20  The server has direct access to a SIM, such as the SIM 208, and establishes
a physical connection to it. The server grants clients, such as the client 202,
access to the services and files of the SIM. As mentioned above, a typical
example of a server is a portable phone that is brought into a car having a car

phone (the client).

o5 The client is connected to the server via a wireless link, such as LPRF orvia a
so called Bluetooth connection. The client may access the services and files
of the SIM inside the server and may use this information to enable a

connection io the cellular network.

The server is preferably prevented from having an active network connection

30  during the time it is granting ihe client access 1o the SIM.



the tel ephone in a conventional manner. 15 The invention will now?bBEC 2003
described in further detail below "As shown in Figure 2, the radiotel ephone
206 may al so be designated as the server and radiotel ephone 202 may be
designated as the client. This termnology will be used throughout. 20 The
server has direct access to a SIM such gs the SIM 208, and establishes a
physi cal connection to it. The server grants clients, such as the client
202, access to the services and files of the SIM As nentioned above, a
typi cal exanple of a server is a portable phone that is brought into a car
havi ng a carlhephie@iationtd a Fintservammganerinnay deceeriigored in 8 nurebser ver
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and may use dlibBhs ubirigotheasutRribiios BeRed A the BMECHaRgt® chf erdtethe | diknt
network. The server is preferably prevented from having an active network

connection Usn@tie APt éhe sawvertrecsivithachhormiecnetsmrk atthesdians an SI M

2 DEC 2003 8 e i f, Chi uSeLver . ar e may be confi gured
in a nunber a%? gﬁ?‘ﬁf%ﬁéﬁ@ﬁé}}'ﬁ“ﬁ@@ fﬁ%%ﬁ%@? ﬁgé}a@%ﬁq@ﬁf'ng a network )
connection with the <client using the subscription stored in the SIM

maki ng a call, f the client, using the SIMof the server; receiving a
call 1 om & e STibiedSsRieb toei SHer S o e aserers! HatLinel Il 4sHTa he
SIMin the saevghcddMBsiBifdd $8tbw. The SIMis located in the server and can

be accessed fromthe client using the procedures outlined below The
present invention enables the transfer of the nessages specified in the

" gggﬂn il- 11 anfhd brddortPRGeAHFAEAREM e thdh AL HRMMERsANS sp LRk 8 3hE
GSM 11.11 and 11.14 specification and, in addition to this, provides a means
10 for transferring information about the status of the SIM and the server. This

information is needed, for example, for SIM application toolkit procedures as
defined in GSM 11.14.

The data transfer between the client and the SIM is done by exchanging
Application Protocol Data Units (APDUs). The server acis as a mediator, that

15 passes APDUs from the SIM over the Bluetooth link to the client and vice
versa,

The server is also responsible for establishing and maihtaining the physical

connection to the SIM. The server preferably should unblock the SIM before it
grants the client access to it.

20  When the client requests information from the server about the SIM or about

the server itself, the server sends the requested data over the Bluetooth link.

Preferably, the client and server are able to handle the following functionality,
although those skilled in the art will appreciate that either one of the client or

server, or both the client and server may possess the functionality. The
25 required functionality includes, but is not limited to:



10" for transferring information about the status of the SIMand the [¥ef vap3
This information is needed, for exanple, for SIMapplication toolki
procedures as defined in GSM 11. 14. The data transfer between the client
and the SIMis done by exchanging Application Protocol Data Units (APDUs).
The server acts as a nediator, that 15 passes APDUs fromthe SIM over the
Bluetooth link to the client and vice ersa. The server is also

responsi bl e for establishing and naintai ning the physical connection to
the SIM The server preferably should unblock the SIMbefore it grants the

client access ta-i tGor%féc%ﬁmnérmgh &ietht i ¢ apyediity tabambidh and ooyt ke
server about the SIMor about e server itself, the server sends the

request ed data overBiugieot) aetnastionihaiweepile sealr pndipe cigntent and server

are able to handle the followi ng functionality, although those skilled in
the art will appreciate that either one of the client or server, or both

the client and ser v'léana@y ﬂrRBHessetﬂme &miﬂgﬂnmadlA@DWlféfefkhﬁe Plertopt

functionality i ncI S i s _hot DEC 20 nnection
Management - i . Liﬁ‘z‘ 5‘@%? ?e‘f‘totoe@te %]ME & 5%8”?3%‘8&3 §° %}Eﬂ g‘g’t[ﬁg

connect pon bet Wee” Wit APDURY séﬁfw b SII\VI %rﬁé refe%artéfa%r‘reé Bkse AFDUEhe
ability to send APDUs over the uetooth APDUs sent to the SIMare

referred to as conﬁ}amﬂnadeDHE'DU$amﬁ|H@pAPBelsﬁx%@Hﬁ gfaraey Sty aceurraser r ed

occur as pairs, 1. BT Aen IR pRRMARBAT QU B G By =1 FBepeRee Aoy,

The APDU exchange i|$halamayg ekahémgé R iRdys nﬁnaqbuwtheché’mansfer ATR - i .e.
the ability to send the content the answer to reset (ATR) fromthe
"server to the client over the Bluetooth Iink.

~ Transfer ATR - i.e. the ability to send the content of the answer to
10. reset (ATR) from the server to the client over the Bluetooth link.
The ATR is sent by the SIM to the server after the SIM has been
reset. 1t contains information about the interface provided by the
SiM and the services on the SIM. Part of this information may also
be needed in the client. '

15 — Transfer result of PPS procedure — i.e. the ability to send the result
of the parameter and protocol selection (PPS) procedure from the
server to the client over the Blustooth link. A PPS procedure can
be performed by the server in order to change interface parameters
for the SIM. The result of this procedure might also be needed in

20 the client.

— Power SIM off — i.e. the ability to power the SIM oif remotely. For
example, the client requests the server to power the SIM off. This
feature is needed e.g. for SIM ATK (Application Toclkit) purposes.

~ Power SIM on — i.e. the ability to power the SIM on remotely. For
25 example, the client requests the server to power the SIM on. This
feature is needed e.g. for SIM ATK purposes. If may be required

for the server to unblock the SIM afterwards.



The ATR is sent by the SIMto the server after the SI M has been. orgsetz(jit
“contains information about the interface provided by the SIMand the
services on the SIM Part of this information may al so be needed in the
client. 15 - Transfer result of PPS procedure - i.e. the ability to send
the result of the paraneter and protocol selection (PPS) procedure from
the server to the client over the Bl uétooth Iink. A PPS procedure can be
performed by the server in order to change interface paraneters for the
SIM The result of this procedure m ght also be needed in 20 the client. -

Power SIMoff -_i. masdth@npbiikl te thilWesb{‘mesBWQérﬁwfﬂm]f@* &xarfgle,

exanpl e, the client requests the server to power the Sl This feature
i s needed e.qg. forthSI slieategnesisi et serveTolol keast ibar bbdedhis femies iSI M on

-- i.e. the ab|I|t ovver t nrermtel Eor t he
client requests t gr thrMM*ﬁemgpﬁ/?%ﬁ THRY 98 égﬁ‘sggﬁingoﬁ&%ed e.
for SIM ATK pur posgsyet fo ifodetneeS BaErwh@ls, t he server to unbl ock the SI M
afterwards. 2 DEC 2003 1 O Reset SIM- i.e. the ability to reset the SIM

remotely. For exanple, the client requests the server to reset the SIM

This feature is_n Ocﬁgeeclgg-f {\pﬁ{ef iﬁﬁi‘ﬁ&e"‘é@ﬂﬁ?% chéngj’@%h@eclro%ﬁufdtéd for

the s&rver to unb the Change T rate --

the ability to chargeotche F@Irekapm ghe rtent mcyuesmhe@ea\rmlte chalmgedheent
r at t he

ts th t h k t
Lhat i appl i ed ¢ ovioRg rempEpe St faf Fadicte dietSenmityarnee ST B! e
~baud rate) the spegg abrveMictintifgs IRIER e CRITAUAL GBHIRS rate) thd REesliM:

which the server communicates with the SiM.

10 — Change baud rate — i.e. the ability to change the baud rate
remotely. For example, the client requests the server to change the
baud rate of the SIM. The baud rate determines (together with the
clock rate) the speed at which the server communicates with the
SIM.

15 — Transfer Card Holder Type ~ i.e. the ability to send Card Holder
Type information from the server to the RAA Client over the
Bluetooth link. The card holder type describes the format of SIM
cards that can be inserted into a card reader {for example, |D-1 or
Plug-n SIM). This information is needed e.g. for SIM ATK
20 purposes.

Figure 3 is a block diagram showing the configuration and message flow

~ “between a client and a server according to the present invention.

In a preferred embodiment, the data is transferred between the client and the
server using multiple-byte fields in a standard network byie order (big endian),
o5  with more significant (high-order) bytes being transferred before less-

significant (low-order) bytes.



10 - Change baud rate --- i.e. the ability to change the baud r?t
renotely. For exanple, the client requests the server to change-t “h%“ @Q&d
rate of the SIM The baud rate determ nes (together with the «clock rate)
the speed at which the server conmunicates with the SIM 15 - Transfer

Card Hol der Type - i.e. the ability tOfend Card Hol der Type information
fromthe server to the RAA dient over Bl uetooth link. The card hol der
type describes the format of SIM cards that can be inserted into a card
reader (for exanple, ID1 or Plug-In SIM. This information is needed e.qg.
for SI'M ATK-ig@f® pus @Dd@@rarﬁi ghovend dne @mbbditherti efgihanstslowiengf ieesage
configuration and nessage flow between a client and a server according to

the pr esentUSErﬂ/Eh’Eheo?ﬂameﬁr &1 geéa E Y RIRIRSE! MSRSATRHOTEES O & FESR3¥er r ed
b h dard
ngt ﬁreg E) t %II@Eéjd Bg?nde%%g\ée%qgéﬁlc'}%ﬂ%d 'ﬂ&h@ @erfddﬂt%ﬁs'ﬁ(}e?ie sa” ar

nore significant h- or
bytes bei ngaWtS&i@J netrdmehotien Ilass redegved ifiebdtand awraylded )Leh)wlttesThé DEC
2003 11 Figure 4 is a diagram show ng. one enbodi nent ffof the.structure of
message & us@$enied Held %H%@Qaﬁo d?fOH‘Q?adatEv%]f%P”B?%tt ] SRHEOCYRRHEY s of a

message wed by nessage-specific payl oad. The header contains
five fiel dsgﬁ%e%éfD a Transaction ID, a reserved field and a Payl oad

Length. The 5 reserved field is used to provide data alignnment in different
m croconputer architectures. 10 All transactions except indications
preferably Sﬁn%géac 1fong é)?clf) Si%d?c:n?ons preferably consist of a request and a
response message pair. Generally, each type of request message has a
10 corresponding response message. However, if the server determines that a
request is improperly formatted or for any reason the server cannot respond
with the appropriate message type, it will respond with a Error Response

message as shown in Figure 5.

Figure 8 is a diagram showing the signalling for a client when connecting fo a
15 server. Once the sequence has been performed, the client and server can
start exchanging APDUs.

Before the connection is established, the server has to power on and unbtock

the SIM. The SIM must not be in use for a connection to a celiular network.

The connection between client and server can either be released by the client
20 orthe server.

Before the client can initiate the connection release, it has to close the
connection to the cellular network., If the server initiates the connection

release, the client also has to close the connection to the cellufar network
immediately.

25  Forthe APDU transfer, the Transfer Command APDU and Transfar Response
APDU procedures are used.



response nessage pair. Cenerally, each type of request nessage ha% ﬁf ,
correspondi ng response nessage. However, if the server determ nes*t at aid]
request is inproperly formatted or for any reason the server cannot respond
with the appropriate nmessage type, it will respond with a Error Response
message as shown in Figure 5. Figure 6 is a diagramshow ng the signalling
for a client when connecting to a 15 s ver. Once the sequence has been
performed, the client and server can start exchangi ng APDUs. Before the
connection is established, the server has to power on and unblock the SIM

The SI M nusthenetiele abks Us€ ddiven i€ FRIMECIHOATID froriethbUEAN. Felivwilg. thelhe
connection between client and server can either be released by the client

20 or the deayvest obdherdienhdhel pever gandenthel alientt the AdMneltis disasethease, it
has to cl ion.to th |l ul twork. If th
as O C Os‘ﬁ,ghg%ﬁrég@?:&gﬁééc}?@? 0 e ce ul ar net wor e server

initiates t ‘ease, the client also has to close the
connection to the cellular network imediately. 25 For the APDU transfer,

the T f Cor d AP dT f R P d.
2 DEC 2003 ThE HIBTE| 368 160 REN{ToRs Sene) Ty B rtif e WRRPForhroredtim
Fol | owi 59 tHfloviRg YRS tre&licdts 18bi @Bh, thE&cPRirveEndemdsciiche tkd rleddte ATR

This uses the Transfer ATR procedure. The client asks the server to send
it the resubiorofatione IPPSo pPESedupecdurs Reisl pariognede areppsepiiftet Beocl i ent

o oert o fBRSSSR TP BT LBl MO S T BB B
Transf er PR{iNReslifle. procedure is used for this feature.

The client requests the server to power the SIM off, i.e. to remove the voltage
10 from the card. After powering the SIM off successiully, the server sends an
acknowledgement message 1o the client. If powering off failed for any reason,

an appropriate error message is sent o the client. The Power SIM Oif
procedure is used for this feature.

The client requests the server to power the SIM on, i.e. to apply a supply
15  voltage and clock signal to the SIM. After powering the SIM on, the server
may perform a PPS procedure. ft should then unblock the SIM again. If the
SIM was powered on successfully, the server sends an acknowledgement
message to the client. If powering on failed for any reason, an appropriate

error message is sent to the client. The Power SIM On procedure is used for
20 this feature.

The client requests the server to reset the SIM. After resetting the SIM, the
server may perform a PPS procedure. It should then unblock the SIM again. if
the SIM was reset sdccessfutly, the RAA Server sends an acknowledgement
message to the RAA Client. If resetting failed, for any reason, an appropriate

25  error messace is sent to the RAA Client. The Reset SIM procedure is used for
this feature.




., The client requests the server to power the SIMoff, i.e. to reerv?eDtEW.ezngg
voltage 10 fromthe card. After powering the SIMoff successfully, the
server sends an acknow edgenent nessage to the client. If powering off
failed for any reason, an appropriate error nessage is sent to the client.
The Power SIM O f procedure is used for, this feature. The client requests
the server to power the SIMon, i.e. tdSappI y a supply 15 voltage and
clock signal to the SIM After powering the SIMon, the server may perform
a PPS procedure. It should then unblock the SIMagain. If the SIMwas
power ed onTiecelRst frobliysistthe seerarat chands the chicknaid, etgeisentplictielosiage t o

the client. |If powering on failed for any reasaon, an appropriate error
message i s H¥ht Aflgrt fleagingnihe Teckrgrts “stceeeHUBA g@‘du&‘é"&s WwEe B5r 20

this featur h i e ver . 3 it
resetting taﬁgn§W%oﬂ%@éﬁts@§gg?§én§%Ei€%rC ﬁ %Jriil'm?faCr @ﬁﬁ%ﬁ@?‘é%ﬁ% f@ﬁ'b%hd t hen
unbl ock t heisprdprdegai Birot fmesdmyeSidVisens to ehet client.cehsf Chapge tOleckRARatger ver
sends an acknow edgenment nessage to the RAA Client. If resetting fail ed,
for anySreddopedye 1aMsEEIPT Hieie8Uis  ror nessage is sent to the RAA dient.
The Reset SIM procedure is used for this feature. 13 The client requests
the server to change the clock rate, that is applied to the SIM After
changi ng t iBe|RBR diest sequesisf thd perteietos eharge sbrdbard rade kirdl deigenent

to the client |f ' | te fails, | at
error messdtuncaton, yto FHE AN RASRERBHE L BrtdoeRr o BbastiMOR P o
used for thigvéeabHus. ad RRKROWIEderEnt e td hige SEHEMET If tahapigigthd he

: baud rate used for comunication with the SIM After changing the_baud
rate succeskaud raie (fals, gBr JRRrOPEAIES SHIRT JERFRAMSE iy SR tIoNEs &ent of ige

client o I GRANG B Garc Atdebilefor b \otoBl) i@RREARS! fireltiRl Message 1s

sent t

The client asks the server to send him its Card Holder Type. Following the
request of the client, the server sends the client its Card Holder Type. The
Transfer Card Holder Type procedure is used for this feature.

If the server or the client detect a link loss, the client shall imfnediately close

15  existing connections to the cellular network.

It is preferable that only the server may perform inquiry scan. The server shall
use the Limited Inquiry Access Code.

A device which is active in the RAA Server role of the Cordless Telephony
profile shall, in the Class of Device field:

20 1. Setthe "Telephony" bit in the Service Class field
2. Indicate "server' as Major Device class
This may be used by an inguiring device 1o filter the inquiry responses .

Preferably, paging is performed only by the client. Normally, when not

connected to a server, a client will perform a periodical paging of the server.



- 10 Change Baud Rate procedure of the protocol is used for this ziﬁat]Fﬁe.}m he
client asks the server to send himits Card Hol der Type. Foll ow cuta
request of the client, the server sends the client its Card Hol der Type.
The Transfer Card Hol der Type procedure is used for this feature. If the

server or the client detect a link loss, the client shall immed ately cl ose
15 exi sting connections to the cellul atdnetwork. It is preferable that only
the server may performinquiry scan. The server shall use the Limted

| nquiry Access Code. A device which is active in the RAA Server role of the

he. " Tol ephiag T BPe e RESGEAGTep kit HeRim s (RIS Rifpogfory: >

Maj or Devi gperatigasdet&biion)imyiobgpesiésti.by an inquiring device to filter the
inquiry responses Preferably, paging is perforned only by the client.
Normal |y, when not connected to a server, a client wili performa

peri odi cal TRaddrgeoshdlhgt @aéwgﬁppd?E&néQﬁfihé phgBheran 1yped HOMTN apadRDY
attenpts (which determ nes the average |atency for in-range detection) is

not specif Msages ofo PrEe SeRNeiyRfhaRP é.:twerseatbte duighrstt PeHETBRNE®e lhaife scan

per 1 or manc o ebcep AR Ay ATt s MR HE Beb A M REE oh < 1o
one o tyhi‘z)qf@%é coan Types RO KL nd K2, e most feattros on the |1 nk

controller 1&@‘}& -have to be activated by |ink manager protocol (LM)
procedures, errors wll nostly be caught at that

Since most features on the link controller (LC} layer have to be activated by
link manager protoco! (LMP) procedures, errors will mostly be caught at that

10 layer. However, there are some LC procsdures that are independent of the
LMP layer, e.g. inquiry, paging or usage of ceriain packet types. Misuse of
such features is difficult or sometimes impossible to detect. There is no
mechanism defined to detect or prevent such use.

After the following sequence has been performed, the client and server can
15  start exchanging APDUs.

Those skilled in the art will appreciate some devices may act as both client
and server. Alternatively, if a terminal never includes a SIM, it is only required
to function as the client. In different circumstances a terminal may offer its

SIM to an extemal device, or aliematively may remotely access the SIM of
20 another device.

The first and second devices can take many forms e.g. one or hoth may be a
radio telecommunications device (in particular a radio telephony device) or a
games console. Other forms of device are also envisaged and this term

should be construed broadiy.

25 Reference to wireless links could equally be replaced by direct wire

connections without detracting from the inventive concepts contained herein.



layer,. However there are sonme LC procedures that are independenLﬂQ@E%h%ﬂﬁ
j1 L1. Fowever, there are some L W V that are independent LM l‘ayeér’, ¢&’q.
i nquiry, paging or usage of certain packet types. M suse of such features
is difficult or sonetinmes 'inpossible to detect. There is no nechanism
defined to detect or prevent such use. After the foll ow ng sequence has
been perforned, the client and server cEh 15 start exchangi ng APDUs. Those
skilled in the art will appreciate sone devices may act as both client and
server. Alternatively, if a termnal never includes a SIM it is only
required tmefdiBisddsPnoasnidiRasdd eflr eldbti@nid ed2at cardfulstvicdimidt @6 nal
may offer its SIMto an external device, or alternatively may renotely
access t he snatoardsdor aae il ragiaietaphonae mdrl§ta1%mwt§@@%%3 d'é%/}lil%@['t%n t ake

many forms e.dg. 0N .. beth b radio;te Nj ' iee (in
particul ar gﬂ%ga?%@tﬁpggﬁ§%gﬁﬁﬁ§i?@%howﬁﬁs E%ﬁ%ggﬁgﬁgo#%ahkﬁﬁéTg?%?ﬁi of
device are gifsle #8vi saged and this term should be construed broadly. 25
Ref erence to wireless |inks could equally be replaced by direct wire
connections w thout detracting fromthe inventive concepts contai ned
herein. 15 References to smartcards (or electronic data cards) is not
limted to smartcards for use with radi otel ephones and is al so intended to
i nclude other snmartcards including WM, cash cards for electronic
conmerce, security cards etc. 2 DEC 2003 16 Clainms 5 1. A system
conprising a first device and a second devi ce having an



el ectronic data card associated therewith, information on the e~L§ctgrEqm’i? ik

- data card being useable by and accessible by the first device, wherein the
first device is arranged to control the operating characteristics of the

el ectronic data card of the second device. 2. A systemaccording to claiml
wherein the first device is operable to,.10 control the power supply to the
el ectronic data card. 3. A system accorh@ng to claiml or 2 wherein the
first device is operable to reset the electronic data card. 15 4. A system
according to claiml, 2 or 3 wherein the first device is operable to
change the clock rate of the electronic data card in the second device. 5.
A system ad@lardsng to any preceding claimwherein the first device is
operabl e to change the baud rate of the electronic data card in the second
20 device. 6. A systemaccording to any preceding claimwherein the

el ectronic data card is a Subscriber Identity Mdul e (SI M card. 25 7. A
syst em accot-dPn@yserangomprising as filstt @eﬁc%@%iﬁh saqend| geYiF®nnaviggt 8N card
is a cash car C [ t f [ i:n the
el ectronic da%éecgréoa\'ﬁ%scl}'azé gdgs“gc%%“t%ﬁg%r*ﬁ?@ét@7’“@%&“@92‘?@?@%&‘%‘?‘3%‘8 to
any preeedi ng dehaicardvbeing ubeaild egsindodecaskibld by ftihe fitst denites edeneindéei ce is
a radi o tel ecormuni cati ons device. 10.A system according to . any precedi ng
cl ai m wher ei n fagt dexise narangereld icogirol Qh%n‘ép%'éﬁ%&hég@'?t@’ésu@ £Triggio

t el ephony devi%ﬁ(\:ﬁ(}r{éc dé%og%l%t h%%ghﬁidéglic% first device operable with a

second device an eélectronic datfa card associ ated therew th,

information on the electronic data card of the second devi ce bei ng useabl e
“by and accessible by the . ) _ L
A systém according to claim 1 wherein the first device is operable to

10 control the power supply to the electronic data card.

3. A system according to claim 1 or 2 wherein the first device is operable to

reset the electronic data card.

15 4. A system according to claim 1, 2 or 3 wherein the first device is cperable

to change the clock rate of the electronic data card in the second device.

5. A system according to any preceding claim wherein the first device is
operable to change the baud rate of the electronic data card in the second
20 device.

8. A system according to any preceding claim wherein the electronic data
card is a Subscriber Identity Module (SIM) card.

o5 7. A system according to any of claims 1 to 6 wherein the electronic daia

card is a cash card.

8. A system according to any of claims 1 to 6 wherein the electronic daia
card is a security card.
30



10 first device, wherein the first device is arranged to contrel? fid 2003
"operating characteristics of the electronic data card of the second
device. 12. Apparatus conprising a first device having an el ectronic data
card associated therewith, said first device being operable wth a second
15 device, information on the electronic data card of the first device
bei ng useabl e by and accessible by th&/second device, wherein the first
device is arranged such that the operating characteristics of the

el ectronic data card of the first device are controlled by the second

device. 20,13 : | ] : | ' Vs e
havi ng ano%'l écﬁsg%ﬁ’lgg&gg@igﬁ§§%§9£§§§%1§$§W ﬁg@%ﬁﬁﬁ%ﬁb?ﬁf%ﬂrég ’fﬁgﬁf{ﬁgﬁ t he
el ectroni ¢ dahd sseond demicegisusenriid kldsoramdniaations dbvieeby a second devi ce,
wherein the operating characteristics of the electronic data card of the
first device are controlled by the second device.

10.A system according to any preceding claim wherein at least one of the first
5 and second device is a radio telephony device.

11.Apparatus comprising a first device operable with a second device having

an electronic data card associated therewith, information on the electronic

data card of the second device being useable by and accessible by the

10 first device, whersin the first device is arranged to control the operating

characteristics of the electronic data card of the second device.

12.Apparatus comprising a first device having an elecironic data card
associated therewith, said first device being operable with a second

15 de\fice, information on the electronic data card of the first device being
useable by and accessible by the second device, wherein the first device

is arranged such that the operating characteristics of the electronic data

card of the first device are controlled by the second device.

20  13.A method of controlling the operation of a first device having an electronic
data card associated therewith, information on the electronic data card
being useable by and accessible by a second device, wherein the
operating characteristics of the electronic data card of the first device are

controlled by the second device.



