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Field of the Invention PCT/US99/ 11541 The invention relates to a net
“control | er weNo/1g3Pe particularly, to a network controller, Bontisasismy be
enpl oyed in a personal conputer (PC), for exanple. Background Infornmation
As the total cost of ownership f NEIWORKGANTROILERer s (PCs) i ncreases, a
desire for the ability to service the conputer or at |east diagnose

probl ens and OV|de alerts regarding such problems over a network has
becone nore GROYMD One issue that arises in trying to construct a
systemto achb;@\bﬁh@u@\ybnqorpur pose includes the transmtting and receiving of
signal s, such as signal packets, over the network, that execute, acconplish
or facilitate thi Ehefipventionrelriesyo angtwadtcantiofer and, more parinearlyd isd Netwioek t o

have this Caé@]hbl'lértéﬁcﬂ\é@%w&r@nélbﬁé&ﬁ%tpe%b‘ﬁm@o%p&ér (bbg férré&smbé ei ther not
operating or ti n%] rE)roperly A need, therefore, exists for a

t echni que ofM@—W-@ capability over a network. SUMVARY Briefly, in
accordance with ommrtb@dbmmomeﬁsh. fbr mdaoEbméme%tm@rsk ifQ&ddeQ! 4 er

i ncludes: a nedi ?c?racceggtéf ontrol | er i cal rI%not ocol . (PHY)

| hver o po Saste frserpi 55 Seie 1 cniag st Bha drinibs arablerty andspvish g
auxi li ary busleitditegafdiveesucapeottaupbedt a netwérk haetbeosrse mmé Hesitagle. Thedssile0

transmt to i ar |ta nal s, the
bi nary di gi t%lapa”sgs Eﬁb%?orﬁyﬁg 7 ansg}ﬁor tEE>p21rc(i)1pa(\)’(‘§5}’n'&: #p At 5&&[ vi a
the MAC and mmﬁmltay@rasd remalmsm?ér syob a@ommtaédacﬂ@tqopwdbs nemdridihaéct at

| east porti Oﬁécglfe é@d&ﬁip‘f‘@dorﬁ%@iht%testhfs%&ﬂoﬁéiw |Ih%BM|t|QHS|t ﬁqﬁﬂﬁcﬁq}eglfbb@t

coupled to t auxiliary interface based, part, on specl

bi nary di gi t%ﬂveé'i‘@ﬁa?%b"tw BYATHMRETE G ‘i‘%éa"mﬁﬁ“éﬂ%ftté? M%@@'th@mﬁ P%é“ﬂgnort he
received tra:ﬁlﬂ[b@éﬁaﬂpg ptapen). BoEpl) tasieidda s for Brté@frigue df praviidy aNce Wi th
anot her enbodg nt 8 ergl}‘% (m(entlon a nethod of directing packets, or
portions t het&ar Yrece ved'9 a network controller to an auxiliary bus

i ncl udes the§§1MMB&XA ng. A transport-protocol conpliant packet is received
by the network Coé'r‘uérﬁ' Izl e%%gﬁ Qﬁb&ﬂm%tad’n Rgr&v ﬂu tw”o‘?&""ork L nk.
The transportprot0oco ? Nt ol proces porti ons of
t he recei vedcqmraﬂﬁmm*lﬂ%sotadt!@qha éé¢ﬁ§§|¢9’ﬁif°”9é@%@ layes, @lnmé@é‘d”@t@ccﬂ (RHY)

auxi liary bugyhasedi bad .nkee@s,é drid dPeduiiliarg Bus REEkddeC Tlabwmnalbwntaa} bgd gnal s
contained in ¥|xe r|§re deternined | ocations in the receiv

transport - pr @f%f@S‘FS VERFLPEALN heebvork spateglieyso F’h‘oaté?fﬁ'lnﬁ'éﬂ@@d\}\? fegeiyg from
anot her enboslhamtk ik difegy digitaisignars, the birkinpoidital signd@ fel%ulé.ﬁ&%part -pratédel 2003

PCT/ US99/ 11541 r eSS| n | transpor ot ocol - co i ant _signal
packet incl u‘d‘?égq‘faﬂlgo PRI ﬁ’&amé\? gfiﬁ/ B gﬁ%“@ﬁ PHE s 8k %Ha plotess
transport - pramd)d:mm aoapstirarions ehreakived piaketsap @nfaskiliaryded adepted tabei | i ary
bus based, alolfa3b indlaBilaly infiatPBaidd Gt B Yadlichl dobing bﬁhQ%‘ doiGPObAIged

in fixed, &ter i ned oca ions in the received transport- oco
conpl i ant pa@'l@é'?ed oy fixefl| RIEd‘Ftﬁ”%iE%‘bloaé‘fP@é ipfherfecried rff?r”ép%’ﬁﬁfﬁ’éﬁcﬁb?ﬂm%ﬁmt he

i nvention, apadkefsegrated circuit includes: | ogl c to process a received
transport - protocol .c i ant, packet pted.to for d at

| cast "some por &1 oRLSTH MareSigaBRE YT gt erfibmert of BRENGADE SRR ELT ¢ oo
al ong an auxdirécting pbckets, Bhpogions th@nspfaeeenieﬂxmr%dorlhametdqlleato dreasdliann part,
on specific A ign Wy VIR i { : m ned
"ocati ons. | noPhEebsey Be' ElogalaladBiioR Aol bRl it epRh et Bl et
matter regar de@oascqru’crelwrnv\emaicbﬁ heingdeaneptadiria § nebyark k- olhe teanaPeit-st i nct |y
ﬁ' ai med Ig tEﬁ)t&%ﬂ@d#ﬂlaﬂgpm&lls@ﬂodéfssém&tﬂ@ﬁt biieAs bothe rérm«eldm\aﬁ@;sdrpn )
owever, bot 0 or I zatjon an t|on oget her wit

obj ect s, feaPiies ConiRaLRARRLEE STEHed Bdhe Sillorh BT Brrsdauerd R o)

ref erence tospdutfiiciindrpdigitgl sitriatsi donthirkelsie fixgst, pradetdnmineddamhtions ih mehecewed

acconpanyi ng 1 is a block diagramillustrating an
enbodi nent O]grgﬁ&‘#g{}&gtp contpﬁg"ftl er’% n accordance with the present
invention; FIG 2Brieflyainircegrdance with yetranetheg embedimespelithe pveptinpod metasl i ant
si gnal packet that may be processed by an enbodi nent of a network
controller in accordance with the present invention; and FIG 3 is a -
schematic diagramillustrating on enmbodinent of a header for a

transpo ‘W“MM“@W npliant signal packet that includes sig y be
enpl oye iment of a network controller in accord || IWW’IH e

i nvention toggocess and forward the signal packet. 166166+




DETAI LED DESCRIPTION In the followi ng detail ed description, nunerous?7 JAN 2003
speci fic dehwajdoa1ge set” forth in order to provide a thorougﬂstmggg71ssand| ng
of the invention. However, it will be understood by those skilled in the
art that the present |nvent| on may be practiced w thout these specific

det ai |l s. | nobpioeessimgbaemsdsd trapisperk potatokhminmidat sigiad packe! iBSudgomBONENt s and
circuits ha b | S to obscur t he

or esent Inv‘éﬁltow /ﬁggagiﬁﬁfohp%gtheq%&?&e% &%sﬁfrt ﬁgtocg co(ﬁrérg| ? Pﬁ?rkeé
conput er syﬂ%fﬂr\t’@rdﬁé t@éﬁ\?U&lé@fyma,besectdratalga@sredar(h\ne\rspamﬁebmanyldlgltah such a
si tuation, 'stgn‘é@%%a@ﬁ‘eom%$lké@l?§r€détérrrh§edW@JaﬁorP§§\§h? e%elt.'? gﬁ’nstpgh%r&}ﬂgﬂ when

t he conputer 'system either was not functioning or unctioning properly.
A way to doCPRP@Nt Refkftes a coprocessor or a special 2 2 7 JAN 2003 WO

00l'1 1839 ~ PCT/ may JJ&Eédor@aﬂdéQﬁm dritredie ahdddiedentofithe inbeitidn3dn RAlkgrated
application rated circuit %@a% ot her, thap the maip

Sp
processor f&F Lﬂth'QCIHggi |88' %P@Fegi/%feé:ﬁ{"e offzRptofd complinnt pagket b€ t he
| ocal syst etodiyisadaptenite foramedatieatt sappipbdiahs ohthe phtierugthat e pdhwcﬁﬁtwmm is
not limted t r ol a speC| al
pur pose i nt gsrq?fﬁgrgﬂgdrég%r?g{@n g&ﬁluaﬂ b@s Cﬁ@ p%?lfo%%% rwzi|r§eocb%sed %Hﬁ%sé
woul d al so Ipertdesspesificeinasy gtgdehsama& t@@]@anfa\tl@edzloMmmElemmmepMdanmsher
than the ongndisfdlePy applications operating on the main or primary

operating system of the hos& conmputer system This way) this separate
conmuni catlmm&m managenment coprocessor or ASIC even
duri ng t Ib mes | V\he"rhbhﬁxbj&i MaQér rBEADBY af PEWHRhGSH .ggaﬁlc.maﬂﬁpmxd Q@t and

unavai | abl e

SIC or. co essor be enpl oyed to
moni tor the d&')‘@?@t‘ﬁ%ﬁﬁp %E\Sactﬁ”f;'i“p&rf‘gcﬁ’f’m?ﬂ@r@ﬁégé %ﬁﬂ”t?%@ﬁ?’t"onﬂﬂ*ﬁﬁh or
via a netwoetrcamntorargamzatiomemsagesodwi apbratibg tbgdiRerdiithestijets, atired diat Wwor k

t t t t i,Sti

{2 oL e SFPRRISIEAL ARRhLFALLGR rARbh b R EER! hE Rhpimg st "

communi cat i slescripdioh vdrenangsd Mithithe berommanyieg rawingsointwhéchet wor k control | er
My [ ecel Ve iICRIbIbLMAHN ihisalind Al dbddind IS & AR BT Whi ch are

to be transmtted out over the net via a one enbodi nent,
al t hough t h@Crergants Wih the FPfSFe’P‘ inMeplen:i n scope in this respect, an

auxi liary bwsetmta dingrlﬁblﬂm.tls‘iﬂaON@é trambbrtiph b edsrapnahe§§naepsmeﬂhm?na§ b@tn the
mai n or rinar conne on ets sen 0
The not wr k PRasksPes? b AR B PR3l s REWGIT cqhiBleriy Sttt sRB IAE pRsBE

becone part imfentidre arejul ar network transmt flow for the conputer system

Li kewi se, thgduss Q@ghgﬁat%%é&&h%rl%{ratﬁg%n@rﬁ%‘ﬁlrﬁ' %fb‘el' RPat K?ﬂbrf"hen the

primary processor an re unava| nst ance,

t he pre- bootPr¢esq! 66”‘@!‘3'318{9@?' %?%?}é'ﬁ%r‘ﬁ%?ﬂﬂaf‘@s H‘ra‘ g&y PMF@'%’F‘%Y] a”

Currently, snfbvdanshttdawmeiwork @BNvdiet Atdcesrdan@ Wittothe inl@ntigH t8 proelss Bhd .
processor an d malg1 ButI outéut (I/O bus. Therefore, if either is not

f unct i oni ng %rrwafq1 Hel §aeket i ng systemis not operating normally on the
mai N pr oces RETAILED DESCRIRTMOM onmuni cat i on may nonet hel ess occur. Therefore)
an advant age of thi.s roach, i.s.re comun cat ons .for a ur pose by
2 auxiliary prodBuBRRRRRGRF bess Bk PSRRI sRBR R 5 B RBLREL on
of the pri neargerdoppyide a theseugn undarstarding df thve inventioopHowees ot willbeAS| C,  f or
XD & L0 InBERloE RRSANENE R Mo RENNE FRARIAANL HRPLE bRty ! he

network interface co er shou e capa 0O recog nize

such nessaga¥thedtthese speciin @etﬁ'l‘ﬁeriﬂ@y&’ 'WSF?@CE%MQ"r@PV”b“L%hO%EFOGP‘FWF%uI ty,

of course, idonfpRRBhEiand citlits havgaoy bédnadespriddd-if HefaPE€d 89 n@tlé bstake thee

i nvention is_not Ilm{]ed in scope in this respect and nay enpl oy non-Iegacy
protocol s ad R NvVep °rbxarrpl e, although, again, the invention is not :
limted i n scope AspreNiossly dxliaated, itswayebet dgsiralibe fmamrpluieremjémyo be conply

with the we r ,g(ﬁ[po% 39
PCT/ US99/ 1154ffha token@%ﬂ%tserggg%rg%% g'ﬁk ‘g@%&q %tu&ﬁ%ﬁw er%éé\?egggg%gol s
descri bed i ritwere n@s@l%@ﬂ@@p@@mr@aﬂwwmrptﬂgq sysieayeither v9s oyt f(’ﬁ@i%‘mgaf ter
referred to @hot RRcti&hiRg bRPeri§ PRIy t6 Hoitas .acaudeacaté@groc@@édrokaepedswmt ocol is
the G gabit Ethernet protocol descrl be in the | EEE 302. 3z spe0|f| cation °
(hereinafter referred to as the "G gabit Tthernet specification"). These
specifications are available fromthe | EEE Standards Departnment, Copyri ght

| nformati on, 445 Hoes Lane, P. O Box 1331 ) Piscataway, NJ 08855-1331.
See, for exanple, the CSMAI CD Access Method Standards Package, al so
available fromthe IEEE. FIG 1 is a block diagramillustrating an

enbodi nent of a network controller or network interface controller in
accordance with the present invention. Al though the invention is not
Ilmted |n scope |n this respect th| S part| cuI ar enbodl rrent may re5| de on
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this partl cwbap/1ggspodi nent. OF course, the invention is not dagmugsedis4n
“scope in this respect. Likew se, when the FIFO receives a sufficient nunber
of bytes, DVA 170 attenpts to access the PCl bus so that the binary digital
si gnal s nay poepdseantefetectdrouid, shioh ay ah Eaafﬁllcetldwsfpfeems)ntéyiatbb%lrﬂﬂﬁﬁsﬁl?@mm er

t Ho f
?[;ngtnl Ons"‘%‘é}ﬁeﬁﬁ%ﬁfﬁ?‘iﬁ% %ﬁp&egggrf@-zf}r g?%gg RblF Sped'gféic’)%ﬁ?%% to provide
t he opport urwartagf:ment ¢f|tbe tor:@tﬁsﬁterm by @ remotermariEigemeftaapgljcatiore akhdt@hphevi des
the capabi | iidyenfigh istHdt@ftedindichad toSthQU?é éféﬁ:p%be%cﬁ s @rlftsgatsistpﬁ'ﬂélo‘js in

which the PCl bus _is not inmediately avail e accesse
previ ousl y cPé’éQﬂst’étﬁgraé‘E&F'quﬁPilC‘Pﬂﬁgcqsﬁ?refolr §5aMRlgO’s ingludrf St wawldjatsgl ber

enbodi ment epekrsleH @bw@efarsequemcobrﬁmdub@mpéthetﬁéathan QRIBAEisedtbyon pat h,
such as 210. There conmuni cat.i 5

operate at <8O aéPn?tB‘h%fP{i\rt? %@8@%@ pdg}ar%gﬁ%ﬂtatg SR qu?eyhcgszlgormgﬁeﬁay
operate at SevtemaITH(s Wabythis separateseoondicalibres gt ey berustdbg tear ti cul ar

enbodi nment , i h| S respect,
auxiliary bus |aﬁt er? Ag)‘?%érﬁg%!&%@%l nc? ngkmm% hmeégﬂg%fheﬁﬁ %rpg“ 24bl e DVA 170
for sel ect edopurynierionopathagayde wWgeaisblep do sy an@/SteIfn é‘\&)‘a‘ﬁi@mrlmp@w@w hat it
prevents DMAndy/k & ras\{wto%ta@totfteo%tattoﬁatt:@dafbﬂageofw éyséﬁparnﬁtérem ng its

operations s nce er s abj | As previously
PG cat od. AWPGS OEKa AR A trp ek ToSogr HRBCE GG CoBHES guP' 2 BrwHo | | ke
in anot her embmdmmnhanagemeprmuhct&uonwmm@ thaagygie atntof edgtagidrirhiiineRor
exanple, alt t t

ASI C 185 1ma %gve Hglotg r?dgong'afthg l&g HJ{egtr 'g'gse taza(fg mrlnﬂmc%'tlo%sggﬁfg
operati on, ﬁwétﬂafé(sb@f@@éﬁ?ttoéﬁ?)&eatwe k cantraier '@éy mewa@ecw$ framlablnél?fv

unaut hori Zedoglmnrtﬂfé'c@ﬁtphfetr @yst:ha vﬁth%taQéﬂo @marehherd cfdtl BedritR Retwofl vig % aRR! €,
aIthoughthelnv ntion i s not r? Eg n‘éF eln his respect, in one

embodi nent, ASIC _“nge FEpofiest é' ﬁr"(?tiltiﬁ‘@dé“ SRR thisderRtas an
alert and t e uxiliansibag thathie npmbletdwevaad amefeﬂorealtgsslwserib% thiantties fnaieoruni t

180 and I C
2ppl hoati on sty Bhs Eondedfiahiidy B MEUOLE. (oot SRASS PRARO MR war | o o,
limted in §@6\t§@"€if|ﬁw@'ht?‘§ auiians by may pelintedycast i angge@mﬂe part ef thacegulafi t 180
have identi qeltw@mmnmomsr h@&beah@r gsté:n't FQreWid0, tﬁé‘guslﬁ@y%'é dpeeatibRst

conputer system has via the bus interface However, in this
particul ar ear?ﬂcﬁﬂ'PWéiﬁ’f“m‘t”HFaé'OBéF‘éﬁf’\ "ehe“a B BBQANVPTHFEESY QW‘%BB@BW&}W%&U on.
O course, ttmaasutzbtmtimmg fdriistareptha ppebdot pkrivdhdbedffeaadystamthat@areort hat i t
perform an ar lﬂ'wtarr I.on, oper ation so that the | ow speed connection provided
by auxili ary °Bus 146%% nmay successfully interoperate with the high speed
connecti on provi dedreity, $asdard oetotk ROMMENtONKRYY 0DE NBHR SYREB Proasssarhi s

par ticul ar eHagdAiRTHut-8litpBt (Ve BO§ KTHEREbIOK la@fer'iéhcﬁ%@f & thé i he
present invention relates to recognizing packets received via the network

link so t hatoPS{RIRISYEIERT s REOPEHRINBSOHAR! gé’(’j‘ B¢ BYRY RIBSESPPaRY NBO™ MO0 to ASIC

185, inst eaCboﬁ'fmlﬁ’ucatMﬁ)rﬂéU d&'&ﬂﬁld@%&&dﬁ%ﬁé&fbﬂ.én adddht2ge-dahiBaipp@athisnvar ded
to the host Cf)ayuter S bus nterfa

21 00.
| Fcew se. | oA PEBREEHRas (bR dae oF dra ey lack B ipeihe aufe 8 occur
transport - prt@m@ﬂeMItheanpers@rtdime primamagorpputersysessed | i ke any ot her
packet transmtteufllo?na@rref ethe%megsswarrmertme% nerttaqédewmes P&Eﬂeg\mtge

invention is not In scope in Is res stra
2. This par trpmteamaemwteﬁphce@%hww I‘F‘%{Paﬁfaé%‘fﬁ“gt ?*}?g"dt't‘%lh%'é‘ret
protocol, | ncatpbbmtyparréctagulzersuanbeehageﬂbnd iven cbute theet over tecawndlianethush drgh,

th t
oot rabi I 0y OEO, B opfag % P BB ST Benlrt PoReh 8 ABRLON S of | egacy
systens and samtndnnngnmﬂinﬁtedumqwgetrﬂblscteﬁstectﬁndup@remplmgn@xlegacmgowglseﬁrs and
net wor ks Wﬂ'\{gan gt 6+ L xBh ?t?' ?féﬁbgugh ttggaham@wehtaﬁ i smmeal.rvseteéwnt&ef@spéct this

enbodi nent ecause su r pre-ex]sting transport-conpliant

pr ot ocol s \A/e‘ioénﬁtbtp"-‘@eaﬁ—‘@tﬁ?éﬁ Q"@P'W eRgamelyt ‘Hi”’sthﬁawﬁt"r"tE‘QWﬁrE”Mﬁ%ttﬁfeﬁﬁPh‘try” Hr
capability, logic is included to process3 a received transport-protocol
conpliant packet properly. Wth such |ogic, the packet is processed so that
at | east some portions of the packet may be forwarded al ong an auxiliary
bus, such as bus 190. As illustrated in FIG 2, for this particular

enbodi ment, the packet format includes a destination address 410, a source
address 420, a packet type 430, a payload 450, and a cyclical redundancy
check (CRC) 460. In this particular enbodinment, as illustrated in FIG 3,
packet type includes a variety of other information enployed in this
particul ar enbodi nent. SpeC|f|caIIy, the frane type |nd|cates that the
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the auxili ak) ggdss3sl N anot her embodi ment, al though the i nvenpétosdssiipnt
‘limited in scope in this respect, the network control | er may in addition,

al so verify a packet's |IP destination addresses) and a recipient machine's

| P addr ess. atiokewiz,protots fovenbeplol THe iheatsh pratstot Brebires id haiEREBbRBM a

routing fun st .CO te One aspect of this
particul ar gh%agzat'%tpwaﬁﬁqnﬁ%% fﬁéllrghg?esr rléﬁ‘érereag%gg*ﬁet Eg‘eﬁréegti nation port
| ocat i ons i mpedikcatiendeAnotherawelEkroy protocplris thecGlgabib Ftieireat torgtack eescribe in

Typical ly, uheged apaid gaa&rcmh%r&h%r%eﬁeé Ia<§sdme %@Qﬁﬁ ?(q%}d%‘?d | ocat i on
in the header of the signal packet, are enp ﬁ evel software,

such as, forPEXIERHPR)- -‘i"ﬁ'ée §‘2ﬁ9l@é@“qné>?é‘? a‘@l”atfl?né' OEbt & atandawis Hepagment,
di fference kpgright Irtfdﬂﬁtatloh g eRds Lbhe FIet Bek kssprmmlah@& Ntogebs 1881 dwar e

| evel am ne th redet n the header of an
Et\Igernet pagégt °f &t8 §F? F%ﬁg{(ﬁ@f\?cﬁsgﬁmﬁ?cggﬂ}gﬂg?Eﬁ%ard@ %%?Yﬂé'?g%r not to
route or rediomdit IEERe packet or portions of the packet, so that, for

I t [ t i
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acconpl i shi naling that a receive

esira r esu
transport - pr”g? ’Beg‘F'bé’@Fﬂ)'I” aaf%f f?faf’d‘ﬁ@tp% dAr"egb"I“‘(‘?'br%“ §Madiagnt of a nevasle di r ect ed

or forwardedohtoliehs @dtvidanes yithine pradest fn&é:&tldmrmﬁpbéﬂmd@ﬂ hes némfﬁt [ On SO

h h i al
et L, P2l B PR O cRRCK eIl IBh Bl e NSRRI 00

the auxiliary bus
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a Processor piirAeh kel mrreslitﬁad?\ énh@ d?‘?)%temt%egg QEmgI-ghgr eflr?fh?s a?h'&f% ran
a

i ndependent conmuni cations _path w provi de e ca to perform
oper ati ons &MPOFEIHY éhIPa?Ié%é?r%ﬁ‘F'“Qﬁ%IC%‘BPQHEEISﬁBattﬂia‘t'depﬁhé\f‘t"m@‘l‘%)“m%frae not
avail abl e, stedn &sesé ecsnt@xamlAe Idyer. rrsmekarhple baotiusta®de@ Fitierc 420 st op t he

t h
e o SR RB eR ek i  0h B BB BB ET e oo
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coprocessor to generate 'a "he beat" packet processor or
host conput éPU@%'LoeﬁTPﬁh@teﬁé%U’b'&ootV@ %P%se%m hatés aP Gh%n%'fwmrr@m%ﬁﬁt e

mﬁzn?geﬁent t afmbiacealnitaimdtbatin tﬁwp&wuwteﬁmoayiﬁne nThePEUBES! ibas IsISkQ:an@hWFz by
I1e mal ntal Nl e _Co O el eSS
Wi | cor t ath 2afetsmasetr Pt Ber TR r LR i aaE FndBe B SEREE ped
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DMA 170 for selected periods. One advantage of providing this capability is that it
prevents' DMA 170 from interfering with interface unit 180 performing its operations
since DMA 170 has a much higher speed capability.

As previously indicated, ASIC 185, or an alternative processor, coprocessor, or
the like in another embodiment, may provide remote management capability. For
example, although the invention is not limited in scope in this respect, ASIC 185 may
have the capability to monitor aspects of computer system operation, such as system
temperature, selected voltage variations, unauthorized intrusion into the system, and
other functions. For example, although the invention is not limited in scope in this
respect, in one embodiment, ASIC 185 may be preprogrammed to produce a signal
packet as an alert and then transmit the packet via auxiliary bus 190, interface unit 180 -
and IC 120 over or through a network to a remote management application.

In this particular embodiment, although the invention is not limited in scope in this
respect, auxiliary bus 190 and interface unit 180 have identical access to the contents
of FIFOs 140 and 150 as the host computer system has via the PCl bus and PCl
interface 200. However, in this particular embodiment, this parallel access is via a low
speed connection. Of course, to accomplish this, one aspect of interface unit 180 is
that it perform an arbitration operation so that the low speed connection provided by
auxiliary bus 190 may successfully interoperate with the high speed connection
provided via bus 210 and PCl interface 200.

One aspect of this particular embodiment of a network controller in accordance
with the present invention relates to recognizing packets received via the network link

so that such packets may be forwarded along auxiliary bus 190 to ASIC 185, instead of
5
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As illustrated in FIG 2, for this particular embodiment, the packet format includes

a destination address 410, a source address 420, a packet type 430, a payload 450,
and a cyclical redundancy check (CRC) 460. In this particular embodiment, as
illustrated in FIG. 3, packet type includes a variety of other information employed in this
particular embodiment. Specifically, the frame type indicates that the packet is an
internet protocol (IP) packet. In this particular embodiment, this is indicated by 800,
hexadecimal, as indicated in FIG. 3. Likewise, the packet either uses protocol TCP or
protocol UPD in this embodiment. In this particular embodiment, because the protocol
type is indicated by a fixed location field in the header of the signal packet, the
destination port is employed to indicate to the network controller that the packet should
be forwarded via the auxiliary bus. For example, in this particular embodiment, the
destination port for a received packet that had at least portions to be forwarded is 623,
decimal, whether the protocol indicated is TCP or UDP, although the invention is not
limited in scope in this respect.

In this particular embodiment, when a network controller receives a packet
having a header that complies with or provides the specific binary digital signals
previously described, the packet is recognized as a special management packet. In this
embodiment, the packet is not reported to the main or primary system software on the
computer system. Instead, it is routed via the auxiliary bus connected to the
management coprocessor or ASIC, for example. In this particular embodiment, via this
technique, even when the main system or operating system is unavailable, such as
pre-boot or after an operating system crash, for example, the management

coprocessor or ASIC may receive packets, such as, for example, an instruction to
6 -
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complies with legacy systems and, therefore, the cost of upgrading existing systems

may be reduced or avoided while accomplishing the desirable result of sighaling that a

received transport-protocol compliant packet, or portions thereof, is to be directed or

forwarded to the auxiliary bus interface or to some other location so that the packet or

portions of the packet ultimately are transmitted along the auxiliary bus. Therefore, this

use of the pre-existing transport protocol provides an independent communications

path for the computer with a processor or ASIC other than the host processor.

Therefore, such an independent communications path will provide the capability to

perform operations and remote management and servicing that previously were not

available, such as, for example, to remotely boot the computer to stop the computer, to

diagnose and service software on the host, and other operations that would be difficult

or impossible to perform when the host is operating under a normal operating system.

Another capability, although the invention is not limited in scope in this respect, is for the

ASIC or coprocessor to generate a “heart beat” packet while the host processor or

host computer system has been put to sleep. This signals to the remote management

application that the computer system is functioning properly while maintaining the

computer system in a low power state, nonetheless.

While certain features of the invention have been illustrated and described

herein, many modifications, substitutions, changes, and equivalents will now occur to

those skilled in the art. It is, therefore, to be understood that the appended claims are

intended to cover all such modifications and changes as fall within the true spirit of the

invention.
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2. The network controller of claim 1, wherein the transport protocol comprises a pre-

existing transport protocol.

3. The network controller of claim 2, wherein the pre-existing transport protocol comprises

the Ethernet protocol.

4. The network controller of claim 3, wherein the fixed predetermined locations comprise

locations in the header of an Ethernet-protocol compliant packet.

5. The network controller of claim 3, wherein the fixed predetermined locations comprise

the locations for the designation of the destination port in an Ethernet-protocol compliant packet.
6. The network controller of claim 1, and further comprising a PC motherboard;
said network controller being included with said motherboard and capable of being

operable with at least some of said motherboard components.

7. The network controller of claim 6, and further comprising a network interface unit;

said network interface unit capable of being operable with said network controller.
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processing the transport-protocol compliant packet; and
directing at least portions of the received transport-protocol compliant packet to the

auxiliary bus based, at least in part, on specific binary digitals contained in fixed, predetermined

locations in the received transport-protocol compliant packet.

9. The method of claim 8, wherein the transport protocol comprises a pre-existing transport

protocol.

10. The method of claim 9, wherein the pre-existing transport protocol comprises the

Ethemnet pfotocol.

11. The method of claim 10, wherein the fixed predetermined locations comprise locations in

the header of an Ethernet-protocol compliant packet.

12 The method of claim 11, wherein the fixed predetermined locations comprise the

locations for the designation of the destination port in an Ethernet-protocol compliant packet.

13, A method of processing received transport protocol-compliant signal packets comprising:
forwarding at least portions of the received transport-protocol compliant signal packet to
an auxiliary bus based, at least in part, on specific binary digital signals contained in fixed,

predetermined locations in the received transport-protocol compliant packet.

14, The method of claim 13, wherein the transport protocol comprises a pre-existing

transport protocol.

15. The method of claim 14, wherein the pre-existing transport protocol comprises the

Ethernet protocol.
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17. The method of claim 16, wherein the fixed predetermined locations comprise the

locations for the designation of the destination port in an Ethernet-protocol compliant packet.

18. An Integrated circuit comprising:

logic to process a received transport-protocol compliant packet;

said logic being adapted to forward at least some portions of the packet so that the
portions will be transmitted along an auxiliary bus;

the portions being forwarded based, at least in part, on specific binary digital signals

being provided in fixed, predetermined locations in the packet.

19. The integrated circuit of claim 18, wherein the transport protocol comprises a pre-

existing transport protocol.

20. The integrated circuit of claim 19, wherein the pre-existing transport protocol comprises

the Ethernet protocol.

21. The integrated circuit of claim 20, wherein the fixed predetermined locations comprise

locations in the header of an Ethernet-protocol compliant packet.

22. The integrated circuit of claim 21, wherein the fixed predetermined locations comprise

the locations for the designation of the destination port in an Ethernet-protocol compliant packet.

23. The integrated circuit of claim 18, and further comprising a PC motherboard,;
said integrated circuit being included with said motherboard and capable of being

operable with at least some network controller components.

24, The integrated circuit of claim 23, and further comprising a network interface unit;

said network interface unit capable of being operable with said network controller.
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26. The network controller of claim 25, wherein the MAC layer is capable of directing the
received transport-protocol compliant packets to a host when a destination address included in the

MAC header portion matches an address for the host.

27. The network controller of claim 26, wherein the transport-protocol compliant packets are

directed to the host via a Peripheral Component Interconnect (PCI) bus interface.

28, The network controller of claim 25 , wherein the transport-protocol comprises a pre-

existing transport-protocol.

29. The network controller of claim 28, wherein the fixed, predetermined locations comprise

locations in a header of an Ethernet-protocol compliant packet.
30. The network controller of claim 25, wherein the fixed, predetermined locations comprise

locations in an Internet Protocol (IP) or Transmission Control Protocol (TCP) header portion of a

transport-protocol compliant packet.
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