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+

900

N

902

User equipment (UE) experience radio link failure (RLF) and _/
selects new serving cell (e.g., target radio access node (RAN)).

l 904

Source RAN previously serving UE before UE experienced RLF __/
may transmit UE context to the target RAN.

l 906

UE transmits an RRCConnectionReestablishmentRequest _/
message to target RAN.

y

Target RAN responds by transmitting an 908
RRCConnectionRestablishment message to the UE _/
acknowledging receipt of RRCConnectionReestablishment-
Request message.

'

UE responds by transmitting to the target RAN an 910
RRCConnectionReestablishmentComplete message that may _/
include a UE-generated message authentication code (MACyg),
one or more bits of NAS COUNT value, and UE identifier.

l 912

UE may increment the NAS COUNT value it maintains. -/

FIG. 94
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ar
o,

Target RAN forwards the MACyg, one or more bits of the NAS 914
COUNT value, the UE identifier, and a target RAN identifier to _/
the mobility management entity (MME) in a Path Switch
message.

l 916

MME generates its own MACypg using a NAS COUNT value it /
maintains internally and the target RAN identifier received.

l 918

MME authenticates the UE by verifying that the MACyg received _/
matches the MACyn e generated.

l 920

MME increments the NAS COUNT value it maintains. -/

MME responds to the Path Switch message by transmitting to the -/922

target RAN a Path Switch Acknowledgment message indicating
whether the UE was authenticated.

'

Assuming the MME authenticates the UE, the target RAN 924
reestablishes the radio communication connection that allows the _/
UE to use control plane signaling connections to carry user plane

data.

FIG. 9B
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T
4.

User equipment (UE) connects with network, such as the mobility 502

management entity (MME), via the source radio access node
(RAN).

l 1104

UE experience radio link failure (RLF) and may select new _/
serving cell (e.g., target RAN).

'

UE may send an RRCConnectionReestablishmentRequest 1106
message to target RAN that may include a UE-generated message _/
authentication code (MACyg), one or more least significant bits
of NAS COUNT value, and UE identifier.

l 1108

UE may increment the NAS COUNT value it maintains. -—/

1110

Target RAN may send RLF indication message to the source '/
RAN that may include MACyg, one or more least significant bits
of the NAS COUNT value, and the UE identifier.

'

Source RAN may forward the MACyg, one or more least 1112
significant bits of the NAS COUNT value, the UE identifier, and _/
a target RAN identifier to the mobility management entity
(MME) in a Authentication Check message.

FIG. 114
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+

1100

1114

MME may generate its own MACyng using a NAS COUNT value _/
it maintains internally and the target RAN i1dentifier received.

l 1116

MME may authenticate the UE by verifying that the MACyg _/
received matches the MACypve generated.

l 1118

MME may increment the NAS COUNT value it maintains. -/
MME may respond to the Authentication Check message by 1120
transmitting to the source RAN a Authentication Check /

Acknowledgment message indicating whether the UE was
authenticated.

'

Assuming the MME authenticates the UE, the source RAN may
send the UE context to the target RAN so that the target RAN 1122
may reestablish the radio communication connection with the UE ./
that allows the UE to use the control plane signaling connections
to carry user plane data.

FIG. 11B
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1200

4,

Establish a radio communication connection, which uses control
plane signaling connections to carry user plane data, with a first
radio access node (RAN).

1202

_/

'

Determine that the wireless communication device is
experiencing radio link failure (RLF) with the first RAN and that
the radio communication connection should be reestablished with

a second RAN.

'

Send a reestablishment message to the second RAN that includes
parameters that enable a core network node communicatively
coupled to the second RAN to authenticate the wireless
communication device and allow or reject reestablishment of the
radio communication connection that uses control plane signaling
connections to carry user plane data with the second RAN,
wherein the parameters include at least a message authentication
code (MAC) based in part on one or more bits of a non-access
stratum (NAS) COUNT value maintained at the wireless
communication device.

FIG. 12

1204

1206
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+

1400

N

Receive from a wireless communication device a request to
reestablish a radio communication connection that uses control
plane signaling connections to carry user plane data with the
network device, the wireless communication device experiencing
radio link failure (RLF) of a previously established radio
communication connection with a radio access node (RAN), the | 1402
request including parameters that enable a core network node /
communicatively coupled to the network device to authenticate
the wireless communication device and allow or reject
reestablishment of the radio communication connection with the
network device, wherein the parameters include at least a
message authentication code (MAC) based in part on one or more
bits of a non-access stratum (NAS) COUNT value maintained at
the wireless communication device.

l 1404

Send a message to the core network node or the RAN that _/
includes the parameters.

FIG. 14
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T g0
z,

Receive a message from a radio access node (RAN) that a
wireless communication device has requested reestablishment of
aradio communication connection that uses control plane
signaling connections to carry user plane data with a target RAN,
the wireless communication device experiencing radio link
failure (RLF) of a previously established radio communication
connection with a source RAN, the message including parameters

that allow the network device to authenticate the wireless 1602
communication device and allow or reject reestablishment of the _/
radio communication connection with the target RAN, wherein
the parameters include at least a message authentication code
(MAC) based in part on one or more bits of a non-access stratum
(NAS) COUNT value maintained at the wireless communication
device.

1604

Verify whether the MAC received matches a corresponding MAC /
generated at the network device based on a NAS COUNT value
maintained at the network device.

'

Authenticate the wireless communication device and allow the
wireless communication device to reestablish the radio 1606
communication connection with the target RAN when the MAC
received from the RAN matches the corresponding MAC
generated at the network device.

l

Reject authentication of the wireless communication device and | 1408
disallow the wireless communication device from reestablishing —/
the radio communication connection with the target RAN when
the MAC received from the RAN fails to match the
corresponding MAC generated at the network device.

FIG. 16
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