1 8.JAN 2007 SECURI TY FOR MOBI LE COMMUNI CATI ONS DEVI CE BACKGROUND OF THE

| NVENTI ON [ 0001] The present invention relates to nobile comuni cati ons.
[0002] As a result of their nobility, nobile conmunications devi ﬁgmrzﬁ
sonetinmes |ost or stolen. Frequently, the loss of the informatio r iH on
a mssing device d [ t I he device itself.
For exanple, the %%9%&%@%@\9@2@3@‘?@%&@8@@ﬁ?” ntial information
stored onBACKGROUNUDE TaEseyvARTMMNT acquired by others. Such sensitive
informatio u i ncl ude, apon ther things, stored nmessages of a
confidenti quoﬁit Eﬁ%,?re%ﬁg'@?av%%%%@dﬁe ’iq gqmm#ﬂvﬂaﬁ%%i on that woul d

al l ow a t hfood2panty reeuit bRgHeraNey ehesikr threahibitic® ddvceperson to whomt he
nobi | e devi ce nightfullg bel ongs. [0003] In sonme nobil e conmuni cations
networ ks, SPEEUREYSSt onpsteoy Eredienty: thass of tiednfaipsliPe e’ €@2i s ni ssi ng,

he or she gakitPMbBEd istdNQrdtREMRIIorPIPBR M los8BHIHEAURS itdelfafFoa "ki l |
packet" be sent to the mi'ssing nobile device instructing the device to

wi pe sensi B¥qBPIEniNGrdfxicednay heva sensilivermmdier qapligardial infarmeation styjed em
requires tBak thAt&oureEadsBHahSs AdRted IB?_O’WJ?!—:.'%Mér%ﬁivb?qf??rﬁﬁﬁdﬁ@ and that

the nobile device be in communication wth the network. 1 e user relies
on the devf@dd fisfudee ATPHD CARGTARNUS Héyrefayedsegan abh eobiiandpbratuies  ni ssi ng

or stolen Ly &otddBHmRRARS s HRONAL bt Y i bl e

communi cat 1 ons Oded\@ce@%ﬁs_ a %So’nce%%’?%%&%@c%@%@ﬁ\ﬁ?@ﬁ?m [ 0005]

Accor di ng mM@sawerasaasickorigblboknirtpessont teevhany &m mohile dhgee rightiglyovi ded a
nobi l e co i cations device for conmmunicating with a wirel ess netwrk. The

nobi | e conmmuniTati ons device includes an el ectronic storage having data
stored th@083h, Inssopreomebidmrononnizatiets tefwbhe, stos agsef discaccefwming t he

data, a cqq’gﬁ ' 1.QNs -system connected to th rocesspr for exchangi ng
signals w Pb%g%\?\n&}ee?%\gge 'r?e'ﬁ'\fg'rnﬁ’ '&%Br g’mqet ?dfaq ﬁ%nt%?etotg%ggg O,rga user i nput
i nt erface omoameahededuessirmtalsbpatigiUbe segnalise tndssidtempbitcésgos i n

response t.o user action and a securit dul.e associated with the
pr ocessor :ﬁ%trrucggtgg@ fi%\ﬂc%tq Wipggsgpsfﬁve mfgrm”a[hon from 11§ memory.” However,

such a system requires that the user realize that the mobile device is missing,
and that the mobile device be in communication with the network. If the user
relies on the device for communication, they may be unable to report it
missing or stolen in a timely manner.

[0004] Thus, security for mobile communications devices is a concern.

SUMMARY OF THE INVENTION
[0005] According to an example embodiment of the invention, there is provided

a mobile communications device for communicating with a wireless network. The
mobile communications device includes an electronic storage having data stored
thereon, a processor connected to the storage for accessing the data, a
communications sub-system connected to the processor for exchanging signals
with the wireless network and with the processor, a user input interface
connected to send user input signals to the processor in response to user action,
and a security module associated with the processor for detecting a trigger
condition and automatically taking a security action if a user bypass aclion is not

detected afler detection of the trigger condition.



condition and automatically taking a security action if a user bypass
action is not detected after detection of the trigger condition. - t 1 8
JAN 2007 [0006] According to another exanple enbodi nent of the invention,
there is provided a nethod for providing security for a nobile 1§ JAN 7007
comuni cation device that is confi gur ed to communi cate over a wreless

communi cat (Y] nEeaAied Prerlir fgameeesRParmeply e Hveai?hdN$6rS a tri gger
condi ti on; ptd)desbERGRNMor bﬂ)vﬂﬁ@éé&lﬁﬁﬁoﬁé mm@ dordrBgREatpRtidedRat

nmoni toring, for a user bypass action at the nobile communjcation device; and
(b) upon f &i%Qifigured t@é@@‘é‘ﬁuﬁ'%e%@ra K pigss caPmbrradrhe P i ¢iedice of t he
predet er i 5@fls &R koffori AP AR Icaitidkl( ags@fpsrehg@mtte REGT &L ordat a
stored on the nobile conmini cation devi ce. Gt her aspects and

f eat ures othetthigogresgiion Wérﬁ@rlrtmfomﬁlwserb@mé aC&%é?@ﬁtm@Qﬂ@t hose ordinarily
skilled in V, r cific
enbodi nent gcglﬂﬁ‘ﬁ[]et'?[ﬁ\%g}/\&l@oénw%%?ﬁaﬁlg% tggilg&mé@ﬁhéjﬁ§& d!@%%ﬁg%tﬁ{ﬂ Eﬁ%(?lzl gures.
BRI EF DESCRE®RITicONe OF tHEHE e DRAWNINGS 00081, dEridrodiicrdin ttaking acthe torrestent

i nvention exarrpl e only, with reference to
t he attach%aﬁt&ggggqhgﬁoglgggq%%ﬁﬁé degre 1 is a block diagramshow ng a
comuni cat [0®9F] sPéteemspedcie landifeaueesn bid @resenirmmmlamlmmse«mve ce to which

the preseng | i . li.ed: 0 Fj. | ow di agr am of
 scour £ y-BraEEaL e SMREEin HEHPR st EharR bfutah. 001t L ke
ref erence Mip%mom@wmmwmagﬂswthd|Ineerﬂlcgune:9nm0cmtﬁfnwttleth5| m | ar

el ements and feature Al LED DESCRI PTI ON [0012] Referring now to the

dr awi ngs, %?C&mpé‘“i'rﬁg?'%“fﬁﬁock di agram of a nobile conmunication device 10
to which the present invention is applied in an exanple enbodi nent. The

nobil e co t e y comuni cation device having at
oast dat ik DESRBEEION Gk R INGY

[0008] Embodiments of the present invention will now be described, by way

of example only, with reference to the attached Figures, wherein:

[0009] Figure 1is a block diagram showing a communications system
including a mobile communications device to which the present invention may
be applied,

[0010] Figure 2 is a flow diagram of a security process according to
embodiments of the invention.

[0011] Like reference numerals are used throughout the Figures to denote

similar elements and features.

DETAILED DESCRIPTION
[0012] Referring now o the drawings, Figure 1 is a block diagram of a

mobile communication device 10 fo which the present invention is applied in
an example embodiment. The mobile communication device 10 is a two-way
communication device having at least data and preferably also voice
communication capabilities. The device preferably has the capabitity to
communicate with other computer systems on the Internet. Depending on the
functionality provided by the device, in various embodiments the device may

be a data communication device, a multiple-mode communication device



comuni cation capabilities. The device preferably has the capability to
comuni cate with other conputer systens on the Internet. Depending on the
functionality provided by the device, in various enbodi ments the deyugi ity
be a data comruni cation device, a nmultiple-nde communication device -2 1 8
JAN 2007 confiqured for both data and voice communj cation, a bile

el ephone, CaMSSted Fuelharag O e YR ERto™ SRBBTEdCFBROM. CoT B8

conmmuni cat igdtsofd] dayiPaREERt) cANNES BrWitdlesy WnfRlL@SSIIVEeAco/ipORY Ot her
things. [0013] The device includes a comrunication subsystem 11, including

a recei veBY¥oM Wil & areisetapdern. aradng Sokinased conponents such as one or
nore, prefes@l yﬁ%gﬁ.‘gngﬂdéé‘% ebRfluni@RLR 0B Bi&GHBAL icll8iand 18, |ocal

oscillators (LGs) , ~a processing nodul e such as a digital signal
processor (PSPErd6. a kenginitier bé, apbasseniatebcempyenékblidhezs ¢7e ¢he fiel d of

communi cat hﬁiﬂééprle@‘r‘%d?ﬁ%t IbeHbad o AR HY, Qrf]tehﬂ§efémi1§%5%t E)HQISYSt em 11

wi || be dependent upo e communi cati on network 1 n which e device is
i ntended t os@pdemt(€Os] 081ad Sppeabsny eusivieesldhyast hdighaltsgned 16 t hrough a
Wi rel ess Qﬁgy i i n i zalver 12, which may
perform sgc céc}gﬁigﬁpgggeg%/g@r&u%@??%ﬁtsﬂoggggﬁ%]ﬁgtdhgrtr%eﬁ%lb\égtion, frequency
down conveersiromjcafiphg, éné pgrticehadesin seihectononurdcationtreibisydem End i n sone

enbodi ment | gital j j.m. | ar nner, signals to
et anari B oAl oo AN BSE sl M BRERH ngr or
exanpl e, bipteridee tDSPe2e.and i nput to the transmtter 14 for digital to

anal og conyer.sion, requen conversion, filtering, anplification and
Lransi ssi B 13 a9l LG RY O FaRETAdBITRI8E WIdeThe antenna 18. In
certain desdraguneabedhamglg 50 bheindnt @nna rdéiand 2t eicamhenpatdth may be the

_.sane antenna, whil e other ?&bﬁdi ments wll | ncl.ud«? two separate antenna
systems forUR CHYRaRIRTeE aﬂ%ﬁasgnﬁ@ﬁeﬂtﬁ%{'  THHIERRAYCYH015] The

device 10 ¢oinktsiles fltehhd PRAGSIRSERII0BEnE M 1e0Aha M SorhbBe overal | operation

oF the ey it 2B S Corverdion. h A amilal manrar Bonais & b&MS
transmitted are processed, including modulation and encoding for example, by
the DSP 20 and input to the transmitter 14 for digital to analog conversion,
frequency up conversion, filtering, amplification and transmission over the
communications network 50 via the antenna 18. In cerfain device
embodiments, the antenna 16 and the antenna 18 may be the same antenna
while other embodiments will include two separate antenna systems for a
receiver antenna and a transmitter antenna.
[0015] The device 10 includes a microprocessor 38 that controls the overalt
operation of the device. The microprocessor 38 interacts with communications
subsystem 11 and also interacts with further device subsystems such as the
display 22, flash memory 24, random access memary (RAM) 26, auxiliary
input/output (IO} subsystems 28, serial port 30, keyboard or keypad 32,
speaker 34, microphone 36, a short-range communications subsystem 40,
and any other device subsystems generalty designated as 42.
[0016] Some of the subsystems shown in Figure 1 perform communication-
related functions, whereas other subsystems may provide “resident” or on-

device functions. Notably, some subsystems, such as keyboard 32 and



subsystem 11 and also interacts with further device subsystens such as the
di splay 22, flash nenory 24, random access nenory (RAM 26, auxiliary

input/output (1/0O subsystens 28, serial port 30, keyboard or key'pgdmﬁaggy
speaker 34, m crophone 36, a short-range conmunications subsystem 40, and

any ot her device subsystems general ly designated as 42. [0016] Sonme of the
subsyst ems SRS 19T EXYUP'E: Ta]ﬁ@tef%eﬁ*l@bt?ﬁmﬁp@gﬂ%ﬁ?t'oﬁé?’é &ld functions,

wher eas ot hﬁ{cﬂ@h@%m@%ntmgw@w M@s afg%%ﬂ@ﬁﬁsmlgélo%veﬂ@w ce functions.

Not abl y, sone subsystems such as keyboard 32 and -3 1 8 JAN 2007 di spl ay
22 for exaﬁgm@uWWOB@ema ar&d@)@ﬁw%&mﬁmﬂémnwh@a%@ajcmaﬁ%prons such
as enteri n ts Xt nessage for transm ssion over a communi cati on net V\,Ol’k,

and devi ce- reS| dent functions such as a calculator or task list. [0017]
Qper ati ng 97 mCeh ativar sysxn aoitvoreridoayd sotoamoswasphintiasiasd®s  used by

the mcr Op[JQ(%(%?)Z n?\% (Zﬂrg??ésghgggree)fr@ggég ﬂ@%%%meﬁg Pl iy @

per si st ent imlar storfage el enent. Those
skilled i npeh@t@mtstwnelsbclapprﬂesm atemctrlyiaﬂ drlsemtmet'caag;mglesmt eimos4, specific

devi ce akal'leoath%%rtgnzrl ﬁﬁéﬁeg%rté ﬁ'}att Hweerc? %t&r‘%%’ys?e?%%tgh %rcﬁfc c!é(fcl oaded into a

vol atil e store su recei
communi cat appticatigmabs orm;aytsaihaeofomas/tmtedmoeraﬁéd lr[tﬁ)@l/&]atTme

or of or bl y enapi k8Bt ohSBe ot St ahe PR ET A pRBhey i co

predet er m neg =1t boftoapplo RAIZB)s 58 whi ch cont rol basic device operations,
including gt | ea data and voice co nlca | i ns for exanpl e,
w1 nor nliotef he S eraeR Tt SUNCLOT GG MR MTUPES Furt per
appl i cati Oﬂ%féfab’ly@néﬁle@%xb@tﬁdﬁﬁbf%&@a?é@p;ﬂl@mlcﬁﬁ slaoorﬁ treoughcel fhe net wor k 50,
an auxili ar 1/ 0O sub%efm 28, serial port hort-range conmuni cations

subsystemBr dgierged aRplicetMIEO S h scpéﬁ?lzﬁas'ca‘?ﬁ}"(fen%[%%{?ﬁ'% by a user in
t he RAM 26inefudmignfNeas®iatd AR wigd eorhRILnRAESNBpSIRalYNd foe eRaBpRPLACESSOr 38.

Such flexibility in application installation increases the tunctionality of

t he normally be installed on the device 10 during manufacture. Further
applications may ajso be loaded onto the device 10 through the network 50,
an auxiliary 1/0 subsystem 28, serial port 30, short-range communications
subsystem 40 or any other suitable subsystem 42, and installed by a user in
the RAM 26 or a non-volatile store for execution by the microprocessor 38.
Such flexibility in application instaliation increases the functionality of the
device and may provide enhanced on-device functions, communication-
related functions, or both. For example, secure communication applications
may enable electronic commerce functions and other such financial
fransactions to be performed using the device 10.
[0019] [n a data communication mode, a received signal such as a text
message or web page download will be processed by the communication
subsystem 11 and input to the microprocessor 38, which will preferably further
process the received signal for output to the display 22, or alternatively to an
auxitiary 1/0 device 28. A user of device 10 may also compose data items
such as email messages for example, using the keyboard 32 in conjunction

with the display 22 and possibly an auxiliary /O device 28. Such composed



devi ce and may provi de enhanced on-device functions, conmunication- related
functions, or both. For exanple, secure comrunication appllcatlons

enabl e el ectronic commerce functions and ot her such financi al @E ﬁ&é@ﬁns
to be performed using the device 10. [0019] In a data comuni cati J

recei ved S|§nal such as a text  nmessage or web p aqe downl oad wi Il be

processed B msreay g Eansmyied Ql{ﬁfﬁ/%qr@ﬁilﬂ'iaw WRLt Ity g Hee

m cropr oce%g{m@ﬁcatWﬂlsgbswgér{q M@referably further process the received
si gnal or alternatively to an  auxiliary I/0O

for output to the 8
devi ce 28. @0 erTf@fSQH*é{/P@é:” m%@yreaﬂ o uklopoSly BatmPeremted Biich as emi |

nmessages f t with the
di spl ay ZZ%EB %g@gﬁai a'é%ﬂgf%ﬂé&iﬁ?;\rgy}ﬂ@%@!/’r%w Lgicvaiugggggbggﬁcdﬁﬁg?mposed -4 18

JAN 2007 |sme¢mornfa§/ﬂqrh\@|ﬁ1 belscrr%lﬁ@wt@n@@ﬂw@f(i@t glerwiirin@ab® on net wor k
t hrough th%eglf{myrﬂuﬁ?stérfﬂpﬁdﬁ%%%é@;@&% o h}"&oéﬁ hudPedni89 1 n Figure

1 woul d norna be i enented 1 n a erson glta assi stant (PDA)-type
conmuni cat iuesr f@aﬁt oeefér@ncwhﬁhmg hsymetiemail deMideodr seiftwaraapglsatisn degkt op

comput er (Q%Itjl cﬁg%\m thréet%aé)gglhtl%g&l tﬁ@%:eslbe %giarév?c%sﬁafoﬁ?ﬁfb%?t'i dgvi ce

conponent ort pre &f ences through an
ext er nal devﬁtwareoiov&r@cﬁadmaoeh@p@wm@a@ iotdrer &rech thwnighck wixélessl t he capabilities
of the device by.providing for information or software downloads to the
device 10 8§ @%%&ﬁnpﬁ‘%ﬁé'h a wreless comunication network. [0021] A

shor t - r angg00apmangeat-iaps csuimsysctasnmé@ub@saenﬁ 40 the furtenmeomenhentwhi ch may

de f i catjon bet d diff t
fevi cos,  wIER REG G HeoauEan Py b ae SiHar 4 Saiur coend e ebeanpl ot he

subsyst em 4stemy or delivels vaich ndddnsichedeydLiey iensinaasosiadLGor CI r cui ts and
conponents_or BI uet oot hTM corrrruh;@atl on podul e to provide

communi cat ?’(‘ﬁ{”ﬁﬁ BeguipY e 0dnal iBlared g vige r@e%sso?’ﬁéeddew ce 10
may be a h@{ﬂﬁh@'a@addﬁmp@ﬂen{s@%mb@noﬂm%ﬁﬁ%rﬁceﬁt@h@ﬁbd@@to prsivicel ess gat eway

62 is adapted to route

for communication with similarly enabled systems and devices. The device 10
may be a handheld device.

[0022] In an example embodiment, wireless gateway 62 is adapted to route
data packets received from a mobile communication device 10 over wireless
mobile network 50 to a destination electronic mail messaging or Internet
access server 68 through a wireless connector system 64, and to route data
packets received from the server 68 through the wireless connector system 64
over the wireless mobile network 50 to a destination mobile communications
device. Wireless mobile network 50 is, in an example embodiment, a wireless
packet data network, (e.g. Mobitex™ or DataTAC™), which provides radio
coverage to mobile devices 10, although it coutd be any other types of
wireless networks. Depending on the type of wireless network 50, it may be
necessary to route data packets between a TCP wireless gateway 62
connection and an X.25 or |P address mobile network connection and vice
versa using an intermediary routing mechanism that provides TCP clients
access to an X.25 connection. As is conventionally known, such a wireless
mechanism could use, among other things, NET ID (DataTAC) or FST MAN

(Mobitex) to connect to wireless mobile network 50.



dat a packets received froma nobile conmmuni cati on device 10 over wrel ess
nobil e network 50 to a destination electronic mail nessagi ng or |nternet
access server 68 through a wirel ess connector system 64, and to route data
packets received fromthe server 68 through the wreless connect o J;AW H¥m

over the wireless nobile network 50 to destinati on
comrunl cat il8A<’] d&Vpleas QWW@VQESIW%%?IC@”W*\%PR B@os get "’Yei’?na{ﬁ €exanpl e

enbodi nment ,sea ap BRY 8SSleshABKRIkIBSRRENRIK wirkRsE e-MBRcbexIMi@ttioRat aTAC M ,
whi ch provides radio coverage to nobile devices 10, although it could be

any ot her t38&s lgermnehpeeasssSPe@icay Kyl exspeienay 63 erleq BelerN r el ess
net wor Kk 50,itdied¥B¥E1PEk JReGRSEaMNrd réoodjétgngﬂ&cﬁk Q?a(fiﬁ%l@deté%l‘fﬁg a TCP

wirel ess gateway 62 connection and an X. 25 or | P address nobil e network
connect i on G@AdesiPiceystane P4 and sieadadioniaftadionsdnall serveu® .y anegamiesm t hat

provi des TR NS RREAS AR 8 BRrEORNREH Bl sl convent | onal |y

known, such a wreless anon er things, NET ID
( Dat aTAC) arforrSTlioRAbY sigvskate drla, Bod daneretbiet store./unloéli@QSVIn@bDI e network 50. 5

18 JAN 20006, 1 0023] YULELEH%1S3LANEN P2k TRy GORARGHekeor DI i dge

bet ween t he Ser vers an €SS ne assocCl a rel ess e-nuil
conmuni cat ibetweesmnddblate dc—Mcesri@tarab\me@sss Spewhf bEal hy wirelasellesispgat eway 62 i s

o bias ik et B aRe B Dl et R0 A GBS A hE I PRSI i 1

server 68. rduningmestanihedisemndsadiapent (thahgowdeeTeFscligatemaesb2o ahores system
i data, and.tabl es at store nobil e

confi gur at i.nfarmati gn, . system st at t

Govt o150 Xk Bl ERhe b BIERSTRRNE Ge it ke BeS HeeR et i aut co | hat
interface ngiiweencanbidver \dwbgﬁmoﬁﬂe aéﬁ}\;dﬂk 6el ®a&e Qaﬁaq:ya}(e%‘?areThe Wi T elh ess
transport rrrrunlca S Wt el e net wor usi n t he

i nter ﬁedl af’?se”f’%aﬁ‘ﬁl %yﬁ‘i?csﬁﬁif heHPSE( @Hofz{ﬁgwge&Sﬁéfarﬁpg(}ln&@ﬁ@ gl ients
access to aﬂpraise%an?rthﬂd% GBRES YatWayButhoasisded] esrdation ppsikets bei ng

received from nobi device 10 over wireless nmobile network 50. Once data

packet s ar 89 §¥¥nB|vda deptarioqtecdighic 1al sereeLphH el irpigyeFoBfedPle wirel ess
transport BRAsth&4 is part of the wired, backbone nelwork and is coupled to wireless

gateway 62. Wireless connector system 64 communicates with wireless
gateway 62 and each electronic message server that connects to wireless
gateway as a unique address. Mail server 68 is coupled to wireless connector
system 64 and, in one embodiment, is a conventional electronic mail server.
[0024] The mobile device 10 stores service data 60 and other data 64 in an
erasable persistent memory, which in one example embodiment is flash
memory 24. In various embodiments, the service data 60 includes the
information required by the mobile device to establish and maintain
cormnmunications with the wireless communications network 50 (wireless
network service data) and the wireless gateway 62 (gateway service data).
Other data 64 may include, among other things, user application data such as
email messages, address book and contact information, calendar and
schedule information, notepad documents, image files, and other commonly
stored user information stored on the device 10 by its user. Other data 64 may
also include data required for the communications layers managed by the

wireless connector system 64 and servers 68.



for processing through wirel ess gateway 62 to wirel ess connecti on system 64
and eventually to destination electronic mail server 68. Wrel ess connector
system 64 is part of the wired, backbone network and is coupled td fkel8Es
gateway 62. Wrel ess connector system 64 conmmuni cates with wrel ess

gateway 62 each el ectronic nessage server hat ects W rel ess
Oat ovay a5 B0 46 8rids kST art Batt alous PolunaPEn T eed P dntss
connector  @yrRbaMiBdudits sbouRPencRItiRosE, MBI inichedxeaipleBinbobirtere! ect roni c
mai | server. [0024] The nobi | e device 10 stores servi ce data 60 and ot her

data 64 in %A sobvagAEPgEnsingt ismarhefibe ppevaine AY$tamorte R LK% e enbodi nent

is flash n@Rdmedts, the s\ééuﬁt?%cﬁ’li@@@!s”%mssparttcﬂea§§éé’hl¢.&d%‘ft®aﬁ¢9 i ncl udes
the information required é’p he nobile device to establish and mai ntain
B85

comuni cat iBGA%CARPE REtSFeatdte @ewmﬁmg@dﬁﬁeah@ NRIR B0 PHIE EPess
net wor k Serﬂdl%sqﬁét%ta&@f&r*&%nm@m Eiﬁé rrgﬂ%ﬁﬁ%&s&% Jeuslaney tRervi ce data).

O her data 64 may 1 nclude, anong ot er user application data such
as emil wevisadedo ca@upebgewékpran@s&mﬁ@@tsmsﬁpwﬂmﬂqme 2c£lnf‘endar and

hedul I
gforeeg 5513;%&%?%}0%@55 Deb ?souﬁ%f%i%?é't“tﬁéétdgwe r{é‘“%g‘@gﬁ Lr! &3 it @B conmont y

mat1 on stored on Vi ce y I'ts use er data 64
may al so idadkade ugatdhe equirrerdefodone I@enwnnmﬁetmmlmmbtngagrers rranaged by

the W rel e53BANNARLON SUSLAIIGE 2DASRINALE A8 vifadk § oM R007 10025

In order to provide Securi or a I'ost or stole 1ce 10, the
devi ce 10 lanm:dm@fmgawmebutne n'y)bn@da%ee 56 wilhautomatinalgrniekexatind e enbodi nent

is a softvvaééa £omRanent that is part of the operating system54. In other
enbodi nent 8;“t'he security nmodule 56 is, or is part of, a specialized

sof tware Wﬁ] I c&t Borx&@prepabadimeht, aine Bdst&m@pmoabé;mm@'wsacﬁm 54 The
security

mcroprocegdg'SP %eom(?gh%gg?'ﬁé Eﬁ%gﬁt g'?’% c];aged [QI‘SP %E{I[@%B ??/ process 200

that is ShQer‘!CI’MdEB@LHt@204-5|ﬂehe(§k@(§ltbl§e}é |ipc5rQaC@rSrﬁor%Qﬁ)reUételrm|reﬁf ect a
"deadman' s" switch in that it Conf&h_?cﬁwﬁ% t.he device to,

occur r ence"FECHFRN YOI BEEE L eiing glse 's PEHAT ?lg/n m‘?‘ﬁeqw re a user
to take a pitedel 8tiddeedgSeht AVHRRS $n Bhe BX@NPledBnbodiment, a trigger

event occurs when the mobile device 10 has been out of communication with
wireless network 50 for a predetermined time duration. As indicated in step
206, upon occurrence of a trigger event, the device 10 prompts the user to
take bypass action (step 206) — for example, in one example embodiment, the
device 10 prompts the user to enter a password or other shared secret
through keyboard 32 or, in a device 10 having voice recognition abilities,
through microphone 36. In various embodiments, the device 10 prompts the
user to take other actions or combinations of actions in addition to or in place
of inputting a password or other shared secret, such as, by way of non limiting
examples, prompting a user to swipe a card carrying identifying information
through a card reader attached 10 the device 10; and/or prompting the user to
move the device so that it re-establishes communications with wireless
network 50. In some embodiments, the device 10 skips step 206 and does not
actively prompt the user to take a required action, but rather just expects the

required action to be taken after the trigger event has occurred.



action, failing which the nobile device 10 will automatically take active
security neasures. [0026] In an exanple enbodi nent, the security proces

200 is active whenever the nobile device 10 is on. As indicated iht §9@§W7
204, the process 200 i ncludes a step 204 of checking to see if one or nore

predet erm tr o ditio have occuyred. Such cki ng step is
peri odi cal Ir@g%gr d'cé ﬁiqg 5(38 tgf"‘%’ifé‘repﬁ{? Wéﬁﬁﬂﬁ%eﬁ? gnggleﬁ Hd exanpl e
enmbodi ment ,ar@ atfirekgg:eﬁpnr@;\/tﬁ@hs@@t@tacis(nmﬁémoﬁnﬁem@mhleee devdept is0 has been out
of comunication wt ess network 50 for a predetermned tine

duration. ASUCHY tE%\’Ej‘é\ﬂC‘? ﬁo élieébde@@@”e%lﬁ(g?? e éﬁt(':%‘ sriaken A gger event,

the devi ce vifom @@ﬁ@e@ﬁﬂad@ﬁﬁént&%e@dﬁﬁre@m%s aefdomustep 206) - for
exanpl e, in one exanple enbodi nent, th device 10 pronpts the user to

enter a pas$sfeRg By C@ﬂ?ﬁ’@*e%w&h‘é‘cﬁ @"@é‘?@(mﬂeﬁﬁ@%ﬂuﬂ@é%w N dr, in a
device 10 h@!b%&%ﬁea@&ﬁ%kﬁé @&uﬁ%hbé B? £ mgéé?re%ahaﬂwfmhw 36. In

various enbodi nents, the device pronpts the " user to take other actions
or conbi natresteiersiinedpirpher ¢frﬂtf§dﬂlit$ polhetastion (fPhexaraele, widhinithiggt ti ng a

password of, tt%i}%toﬁéﬁéwreéj@%%?& y, ofiisB%ne Qé(vu‘,‘@Y Qi &%e%a {d kg exanpl es,

pronpting a us card carrying I dent | ying information through
a card rea@eercaatioraamedcwrdym@sdmn treonla)emamifr@nt ph@ﬁpwrngmd@lexleu@%r to nove

Lhe devi ce cagudal debick 43 LaRhhANg" RROTID) SRLL OB W, WikslRgs  network

50. In sone e SKi does not
actively pfumgions aed bseyme effecak/elymdremwrat&dwaadmmtheb‘u*ae tiseher | ust expects

e SOt FABS Y BT SER LL P 4 LR BysniriRS jggRurred: 7 1

8 JAN 2007 ¢at 8d S&qUent” o oecurt ence of a
trigger evﬂrmtfuaeldmfthemsprrmmo a;gtldrimmrsmant@temetth(a|reqwm01j4pmamts where a

PLOMPE 15 ol gy Sk ahlf SR S e IEL ST P oMt eulged act fon, [
fuccefsf _uI [isf pﬁ@rﬁf@bﬁétﬂécj Wetnbeﬂ ot sphedaherdiimedndil sfatded atvioss)(feg. Wi thin a
e e SBSPUeL 0 the ckrSlce, of, Lhe, § LLpaer, puent, and/or
W t hi n t hr ggmitted during the fuse time. In alternative embodiments, normat

functionality may be fully maintained during the fuse time. if the required

bypass action is successfully taken within the fuse time, device functionality is

restored, and the security process returns to monitoring for the next trigger

event (step 204).

[0028] Turning now to step 210, in the event that the required bypass action

is not successiully taken by the user in step 208 within the predetermined fuse

time or attempt limit, the device 10 automatically undertakes information

protection measures. in one embodiment, the device 10, in order to protect

the data stored on device 10 from falling into the wrang hands or being used

without authorization, the security module 56 erases or wipes all or selected

paris of the service data 60 that is stored in the device's 10 persistent and

volatile storage. in one exampie embodiment, service data 60 required to

establish and maintain communication between the device 10 and wireless

network 50 is permanently erased, effectively disabling the communications

ability of the mobile device 10. In some embodiments where the device

includes a wireless phone, 911 emergency service may be exclusively



attenpts to enter a password), otherw se the device 10 will proceed to take
precautionary security neasures. In one enbodinent, the security nodule 56
causes the device 10 to tenporarily suspend all or selected co nji mlﬂﬁ?s
functions and becone effectively non-operational during the fuse 't

refusing all attenpted user actions other than the bypass action. Thus,
during t h&FRfaBetl hee sp¥ice Lt 1asTad [ petrb NAMENa A to take the

required bw@%m@%hgmro@@ﬂth@%r@ésﬁa@&%@ #9212 sl MR e@ﬁbctd}%eﬁ&%w ce or
make t el ephone cal hone enabled devices) or send e-mails (in e-nail

enabl ed de@iS@é%)‘a'teWﬁ*Veféidﬁ . InMvgrigeempberiapishén eddibpe & @f’rﬁﬁé@iaﬁents 911
call s ™Y Beccdiee Bhld 66 o ddiond 4o SiBorch oald 61 patieaebodi ment s

normal functionality mai nt ai ne urin use tine. |If the
required dy\p@@éoaaﬁludfngltbe gwmgﬁmh §s @ﬁk@;hmﬂmaﬁas chrda¢tmd time, device

funct | onal Lol Sod R0 Sl BERAHE Lok brBHeASehel UbBRnEReoNT L or i ng

for the next trigger event (ste how to step 210, in
t he event tiwge aritetexieljas red/obyitas ssadbioanatiorsisnermsueciesatiabd §roatnaken by the

user in st , e e. limt, the
devi ce 10 S%gr% fy‘)m@témor%”%ﬁ% %q@ tﬁ f'ggt%ﬁ § n Ja{%ﬁ%%pb%ﬁ rﬁeg@ ures. In one
enbodi nent l,nfdrh@txdzeveacgﬁreﬂimy the demder'l Otto fypratibe et a ctdmemdalt:at:@ta)amei:eon devi ce
10 fromfalljn |ntothe S 0 b| ed uthorlzatlon
the securi P)}Je#%%la@d Rﬁjﬂ'@@{%ﬁ 8‘%’2} ofnf' erlﬁbai& “of the

servi ce datiger®ddélbad, tr&rsm}on’eambwrg hendaxhaehmgd Onfaematist ot taed  vol atile
storage. In one ampl e _enbodi rv data 60 re to establish
and nai nt af# '%ﬁﬁﬁ%%[fjgﬁ \r@ h‘?rﬁzoﬁla?\?ﬁ{?@mf@’ q?‘%‘?ﬁé% net wor k 50
i's per rraneéuthyn@rdamdof efefcﬁmcjevm Yn dasabl e;ﬂ@odlm@nﬁs@mt@@w@mn ability of
the nobil e deV|ce 10. sone enbodi nents where ﬁhe device |ncludes a
wirel ess phfHE! Yaﬁ'f?“é%’iﬁ’b‘@ﬁé‘?}) <kt privgesgpciyatips gl gspe/erlgd §01BS PAN 2007

mai Nt ai nedihe ERA/IGEH Vb GRJIR A dref@d, rr@ﬁdér;hg%%a%&as&mamluﬂh%me
comuni cations through the wrel ess gateway 62 in various enbodi ments,

al so or allPgeracf delelingd) Brsgh emWﬁF?@ﬁsthér?@éﬂﬂ’Prﬂ@nfﬁ%s a jo¢al¥di tion to or

instead jpstalied encryption engine, and an encryption key stared in the persistent
memory of the device is used for the encryption. During or after the encryption
process, the encryption key is either deleted or encrypted to protect it. Once
encrypted, a decryption key must be obtained from a secure third party source
(for example, the operator of the wireless network 50 and/or the wireless
gateway 62) to decrypt the data.
[06029] in various embodiments, other predetermined trigger conditions are
trigger events in step 204. For example, in one embodiment, variation in user
input from a predetermined threshold, such as lack of keyboard activity for a
predetermined duration, is used to trigger the requirement for user action,
failing which information protection measures are taken. In some
embodiments, trigger conditions can be based on changes in
communicalions, messaging or usage characteristics or patterns of the device
10. For example a trigger condition could result when volume of data packets
sent or received by the device over the wireless network traffic exceeded a
predetermined threshold, or when the pattern of base stations used in

communications varied from predetermined thresholds. A trigger condition



of service data 60, selected portions of all of the other data 64 on the
nobil e device 10, including the user data such as e-nmail nessages, contact
and address book |ists, cal endar and scheduling information, notegamn 7007
docunents, inmage and text files and/or other user information is
permanently erased from the storage of nobile device 10. Thus, in step
210, in vacpddsewtibtiernayios wenlmfugsidmof @ pradetaiminad enyetaus aegilde 10 to
function a al [ ' i e ; ot her

|t or mat i oxCTRar £, SR AEKDRE fof SRRk Eindt Cofol S be Do by
renovi ng, adapityecot trefigutsidrigstheisatentpratdcote bagan erheornddepea@ting® t hat coul d be
used by Otgﬁ&%ckﬂsﬁkﬁﬁﬁhgﬁiﬁééH i npersonate the authorised user of the
devi ce” 10. “THEVAT T OUs  enbodi Hen 5, the data protection security action
taken in s{@&30210 i ndtleuales/eedeseyipéd ngbatimeants sethegrestnpovendesamsf  t he

service data and/.or other data, rendering such . data rarily unusabl e,

i nstead of M %[%’i/tﬂgeie(xgn]pﬁessﬂﬁh é\ﬁ%r gPﬂ%%{‘%@fﬁ({%'g”%SO% ?gﬁ%ﬁ%ﬁ’an%g}’é | ocal l'y
instal |l ed paerfygtt ahtrengirneulacatbadimencs ypthiooa skibyd st theedt withduhe per si st ent
menory of the gevgcetbs used r.the.encrﬁgéion..Dgrigﬁ o[.after t he
encrypt i onYeFTHRREEM IPRSCARTP %‘Pi‘%‘f?ﬁ?@?ﬂﬁ IChis fdied et @3S encrypted to
protect itgp d eRéibypt ed, a decryption key nust be obtained froma
secure third party source (for exanple, the operator of the wireless
network 50 and/or the wireless gateway 62) to decrypt the data. [0029] In
vari ous enbodi ments, other predeterm ned trigger conditions are trigger
events in step 204. For exanple, in one enbodinment, variation in user

i nput froma predeterm ned threshold, such as |ack of keyboard activity for
a predeterm ned duration, is used to trigger the requirenment for user
action, failing which information protection neasures are taken. In sone
enbodi nents, trigger conditions can be based on changes in conmunications,
nmessagi ng or usage characteristics or patterns of the device 10. For
exanple a trigger condition could result when volune of data packets sent
or received by the device over the wreless network traffic exceeded a
predeterm ned threshold, or when the pattern of base stations used in
comuni cations varied from predeterm ned thresholds. A trigger condition -9

-10 -



1 8 JAN 2007 could result if the device went outside of a predeterm ned
coverage area. In sone enbodinents, the thresholds for determ ning trigger
conditions could be adaptively configured by the security nodul e b?ﬁeﬁ!\NOfﬂD?
normal operating characteristics of the device 10. [0030] The

above-descri bed enbodi nents of the present invention are intended to be
exanples only. Alterations, nodifications and variations may be effected
to the particular enbodi ments by those skilled in the art w thout

departing fromthe scope of the invention, which is defined by the clains
appended h&féADIS BAIMEDIEN 2007 WHAT IS CLAIMED |IS: 1. A nobile

communi cati ons device for communicating with a wireless network,
conprising; an electronic starage having_data stored thereon; a processor
connected to th@ BPBIGERTYYNIG FECE R pPRUNICRtipgnIiRiccHirelses

sub- syst emnebwric techptrisiridie processor for exchanging signals with the
wirel ess networ by anckenirstdiSg PRIGRRSRn RalisPindrBRnl 1 nterface connect ed
to send user input signals to the rocessor_1n tésponse to user action;
and a security FrPIRFRSSEE §BRNRALEd toth @ staragpfat eseassinotheddatacting a tri gger

gondi ti o_n],c noni a@bimgunf@bg@rﬁs blmﬁsyéﬁmebng@aﬁbttbqnerﬁsc@s%@ﬁ felet ect ed, dt 0
etect i ret ared. the yser an e comuni cati ons device
is entere *f??‘@b%si’ﬂé[su‘é’%ﬁ%l“ﬁme P 83‘}%‘%{3 Wc{rﬁfqh tgeﬁarrga%sts&rm ned
duration aftera deeedtrusnnigifacheonnegpartocsardi tserinpansighélsdotthg of t he

shared secpgicebor iRGesPSh &EEELsM ddiioh, L predet ermi ned duration,
automatically takin rity action to encrypt or erase at |east sone

.a secu ] yp .
of the data sto? é@c‘%ﬁ:ytrﬁ@gu@l FEPFIGREE Watholnggrrocsssorfar #8ERt 9 esf cat i ons
devi ce of airditiorl, mbefteringt besgwutridger @cidittoh has budrsiceg@stingp aktecor

sel ected datad QM HhOHRIGdr R HESbbhB%ommunications device is
entered through the user input interface within a predetermined duration
after detection of the trigger condition, and if entry of the shared secret is
not detected within the predetermined duration, automatically taking a
security action to encrypt or erase at least some of the data stored on the
electronic storage.

2. The mobile communications device of claim 1 wherein the security
action includes erasing ail or selected data from the storage to protect the
data,

3. The mobile communications device of claim 1 wherein the security
action includes encrypting all or selected data from the storage to protect the
data.

4, The mobile communications device of claim 1 wherein the data

includes service data required by the mobile device to successfully
communicate over the wireless network and the security action includes
erasing the service data from the storage.

5. The mobile communications device of claim 1 wherein the security action

includes disabling an ability of the device to communicate with the wireless
network,

-1 -



data. 3. The nobile comuni cations device of claim1l wherein the security
action includes encrypting all or selected data fromthe storage to protect
the data. 4. The nobile communications device of claim1l wherein thedph®
i ncl udes service data required by the nobile device to successfully

comuni cate over the wireless network and the security action includes
erasing the service data fromthe storage. 5. The nobil e comruni cati ons
device of claim1l wherein the security action includes disabling an
ability of the device to conmunicate with the wireless network. -11 1 8
JAN 2007 6: Théhawmnehile device ef eieirpl ahelewtbedriggeneonditiggéncledesipt i on

i ncl udes avyashedfond é%@eﬁ@wmeécefrmeaﬁadt Hrae§$}ﬂhﬂ1dréhtﬂ)rﬁqmé‘ﬁé‘¢t%ﬁ§t:@ns
characteri rel ess network. 7. The nobile

bet
devi ce of E?é‘f’?ﬁ%&v@n\,ﬁ?‘@ﬁ af‘ﬂgﬁ\é:ﬁ’?fﬁﬂﬁg%af’ YWHE characteristic includes a

messaging traffic pattern between the device and the wireless network. 8.

The mobi T e700mTyht SIRGEAYbEBah o hilelbih BRI ubligubhs 99er - condi i on

i ncl udes a | ack comruni cat1 on rel ess network
for a pr ed%’?@'@ﬁf‘?‘f@&'ct’f‘ﬁ’éd%ﬁdﬁ?ﬁﬁgf@ trafdc pBBEM bebMeRMIeaEe YRS al8vi ce of

cl ai m 1 whitewiretdse ristivgger condition includes a variance in the use of
the user input interface froma predeterm ned threshold. 10. The nobile

comuni cati ons device of claim9 wherein the user input interface includes
a keyboar d8or kEypatbhilecarhrunidagiges deyindi of dain Acvberedn thebdggari ty of the

user i nputcaritigbh as@uUAEY a Fadk SUSBRTINERIFUSAHhOBevitd wilf ehd R &ss

comruni catlon%g vice 0 erein after detecting the trigger

condi ti on AR Péar%ﬁﬁ?@fm@eqléimeeﬂw 105 the shared secret, the

security nmodule is operative to encrypt or erase the at |east sonme of the
dat a 9, The mobile communications device of claim 1 wherein the trigger
condition includes a variance in the use of the user input interface from a
predetermined threshold.

10. The mobile communications device of claim 9 wherein the user input
interface includes a keyboard or keypad and the trigger condition includes
inactivity of the user input interface for a predetermined duration.

11. The mobile communications device of claim 1 wherein after detecting
the trigger condition and while monitoring for entry of the shared secret, the
security module is operative to encrypt or erase the at least some of the data
if entry of the shared secret is not detected within a predetermined number
of attempts by the user to enter the shared secret,

12. The mobile communications device of claim 1 wherein the device inciudes
a user output device for issuing a prompt for action to the user, the security
module causing the prompt to be issued upon detection of the trigger
condition.

13. A method of providing security for a mobile communication device that
is configured to communicate over a wireless communications network,
including steps of:

(a) monitoring for a trigger condition;

(b) subsequent to occurrence of the trigger condition, monitoring to

-12 -



if entry of the shared secret is not detected within a predeterm ned nunber
of attenpts by the user to enter the shared secret. 12. The nobile

conmmruni cations device of claim1 wherein the device includes a user @ﬁ@PUt
device for issuing a pronpt for action to the user, the security 1 ey
causing the pronpt to be issued upon detection of the trigger condition.
13. A nethod of providing security for a nobile comunication device that
is configured to comuni cate over a wi rel ess comruni cati ons networKk,
including steps of: (a) nmonitoring for a trigger condition; (b) subsequent
to occurr efe@chif a Recrek shmd by Hk mahile caminpidatigns slevicezand §eIuser2007

detect if @ sfer&d tfﬁ"@@bﬁ% @erﬁhﬁuﬂﬁﬂéﬂfﬁc@%ﬁﬂﬁ@h‘%lb%rﬂ%lc‘éﬁoﬁ@d the user
is entered throgga_ga use interface_of the nobil ni cati ons

devi ce wi t fiFHS @ié’t%@r‘i‘ie 'BE‘F U aenpiter ttﬁ‘?@cﬂt‘fé‘ﬁl‘?% f 1995 tri gger

condi ti on; camdti¢ec) anl user entry of the shared secret is not detected

Within a theaut cﬁﬂ@&?éﬂl[ﬁ’tﬂf tkr’i‘@sﬂé':fe%ité tnecft d?e{%&&!e[j%‘fr?noaf gdde trigger

conditi on trcal 1 ng SeCUI’I O erase or encrypt dat a
stored on Presetempined tﬁﬁﬁnﬂwlﬁ?fé%ﬁ ?3ﬁr@é9‘ﬂ"<’s‘@ﬂ‘3€lﬂf thenigasr keadiiorel ai m 13

wher ei n th&lmﬁﬂlcﬁaﬂJQrt@Hm@rBetchﬁtW@@!ld)@to @PHIRISH ER¢HyBD dEBY bieed BBl thdes
servi ce data nohil e communi cati on device to communi cat e

require
over the w Ef 858”%%%’.&%F’8%tdieéﬂ¥§ network, the security action including
permanent|ly erasing the service data stored on the nobile comunication

devi ce. 1514Thﬁermtem @ffdsﬂnauwﬁewéﬁﬁrtﬁé Ria dzhsto'%»e %'%:ﬁ%hé’” i ncl udes

encrypting at |east sone of E tore comuni cat i on
devi ce. 16°CTHRIMEALIRGASHICE NG Lfﬁefssweﬁedaﬁatrﬁeum GYeredBabilg i on incl udes a
| ack of cammumint@dtionndeied e eaminienica@Nercaki ineldsy comnantcatiiensd r el ess

comuni cat} Q0% REPLA R 2tBh S9LEIE B ey WEatcWe service data

stored on the mobile communication device.

15. The method of claim 13 wherein the security action includes encrypting
at {east some of the data stored on the mobile communication device.

16. The method of claim 13 wherein the trigger condition includes a lack of
communications between the communication device and the wireless
communications network for a predetermined time duration.

17. The method of claim 13 including a step of prompting the user to take
action upon occurrence of the trigger condition.

18. The method of claim 13 including monitoring a number of user attempts
to enter the shared secret in step (c) and taking the security action if the
shared secret is not successfully entered within a predetermined number of
attempts.

19. The method of claim 13 wherein at least some communications functions
of the device are suspended during the predetermined time duration.

20. A computer program product including a computer readable medium
carrying computer program code means for providing security for a mobile
communication device that is configured to communicate over a wireless

-13-



17. The method of claim 13 including a step of pronpting the user to take
action upon occurrence of the trigger condition. 18. The nethod of claim 13
i ncluding nmonitoring a nunber of user attenpts to enter the shdaredAlseret
in step (c) and taking the security action if the shared secret is not
successfully entered within a predeterm ned nunber of attenpts. 19. The
met hod of claim 13 wherein at | east some communi cations functions of the
devi ce are suspended during the predetermned tinme duration. 20. A conputer
program product including a conputer readable nmedium carrying conputer
program codennesmctions netewrkli g cecputier prégana coobinteansciootudingat i on

devi ce thalehas¢onfigured to comunicate over a wireless -13 1 8 JAN 2007
communi cati ons network, the conputer program code neans includi ng neans
for: (a) nonitdd RRORERring fon yERGIYFIIGTRH: (b) subsequent to occurrence
of the trigger (cqudlbtsementrmmdcawem@etcm thdetiggér dnditisecimehitehiaged by the

"terface Drerh e ST E AR A thd ORI Smy BaRRHBRS el R iieq "
dur ati on aptesterddethoeeah perses ioputt interfadegglethe mhdempmmuafﬁatiqm i f user
entry of tha&ishaieeh §%Eﬁétérﬁ1lﬂéﬁ ddedtRst seMtdbiedrRdhcePsradigtiigiened tine

duration after occu ence of the trigger condition, automati cal 'y taking
security &N ase or encrypt data stored on the nobile
comuni cati on c(@nfcuaserZehtryTb‘etfw sichret] sebretl iainot 2@tedted evithihltheconput er

readi bl e r@%ﬁ@f@ri’rﬁneé BnFE LB FadPIar BRY &Rl SBHUMGYRA BrbfRRsM tted

si gnal .
g automatically taking security action to erase or encrypt data stored on the

mobile communication device,

21. The product of claim 20 wherein the computer readible medium is
selected from a physical medium and a transmitted signal.
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