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the blood constituent present in the blood. The amount of transmitted or reflected light

passed through the tissue will vary in accordance with the changing amount.of blood
constituent in the tissue and the related light absorption. For measuring blood oxygen
level, such sensors ha\)e been proﬁded with light sources and photodetectors that are
adapted to bperate at two different .v'va-velengths', in accordance with known t_echniqués .for
measuring blood oxygen safuration.

Various methods have been proposed in the past for coding information in
sensors, including pulse oximeter sensors, to convey useful information to a monitor. For
example, an encoding mechanism is shown in Nellcor U.S. Patent No. 4,700,708, the
disclosure of which is hereby incorporated by reference. This mechanism relates to an
optical oximeter probe which uses a pair of light emitting diodes (LEDs) to direct light
through blood-perfused tissue, with a detector detecting light which has not been
absorbed by the tissue. Oxygen saturation calculation accuracy depends upon knowing
the wavelengths of the LEDs. Since the wavelengths of LEDs can vary, a coding resistor

is placed in the probe with the value of the resistor indicating to the monitor the oximeter
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ot herw se par ul'arly dangerous, the average code
third parties often invest minimal amounts in research and simply do not understand what

the codes are for since they do not understand how the mc_)mtor works or how the monitor
uses the codes. Since they are not licensed by the monitor manufacturer, this information
is generally not available from the monitor manufacturer. All too often, these third
parties choose not to invest time and expexise to learn by reverse engineering techniques
or original science how the monitors work and how the codes are used to ensure patient
safety. Rather, numeroﬁ$ instances exist where such third parties simply examine a range
of code values used in the market for each data characteri;stic being encoded, and take an
average code value for all their sensors so as to be “compatible” with a particular monitor.
Though in many instances using an average code value will simply result in readings
being out of specification but not otherwise particularly dangerous, the average code
value may be sufficiently wrong to introduce significant errors into the computation

algorithms used by the monitor and to cause significant pat.i_ent safety problems. In
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sensor, theommationsahd acamate patientgnaniwrigs bglthesmgmiddérur e. The di gi t al
signature authenticates the quality of the codes and data by ensuring it
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This and other objects are achieved by a sensor which produces a signal
corresponding to a measured physiological characteristic of a patient and which provides
codes which can be assured of being accurate and authentic when used by a monitor. A
memory associated with the sensor stores the codes and other data relating to the sensor,
the memory also containing a digital signature. The digital signature authenticates the
quality of the codes and data by ensuring it was generated by an entity having
predetermined quality controls, and ensures the codes are accurate.
| In one embodiment, the digital signature is produced during the sensor
manufacturing process using a private key of a private key and public key pair, with the
signature then being verifiable with the public key embedded in processors in an external
sensor reader (e.g., monitor). The signature can be separate from the data. Or, instead of
-the signature being appended to the data, the signature itself can contain all or at least

some of the data and thus provides a level of masking of the data.
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thermistor. Some of such data may be included within the signature, and this or other

data could be included outside the signature. The data outside the signature could be
encrypted (or masked), if desired, with a symmetric key cryptbgraphic algorithm, for
example the Data Encryption Standard (DES) from NIST, and the symmetric key could
be included in the signature. Alternatively, the symmetric key could be derivable from
the digest, which is contained within the signature. | _

For a further understanding of the nature and advantages of the invention,
reference should be made to the following description taken in conjunction with the

accompanying drawings:

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a block diagram of a sensor and sensor reader system

incorporating the invention.
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Fig. 9 is a diagram of different fields in the data.

Fig. 10 is a block diagram of a sensor system using an adapter with a

digital signature in the adapter.

DESCRIPTION OF THE SPECIFIC EMBODIMENTS
Definitions
B SIGNED DATA is data which has been included in the computation of a
digest (by use of a hash function), this digest being in turn included in the computation of
a digital signature, so that any later alteration of the data will be detectable by a failure of
verification of the digital signéture. Data which have been signed may eventually reside
cither inside or outside the digital signature. In the process known as “digital signature
with message recovery,” the data reside entirely within the digital signature. Until the
signature is verified, the data are in a scrambled form, so that the casual observer cannot
understand them. The mathematical process that verifies the signature unscrambles, or
“recovers” the data. In the process known as “digital signature with partial recovery,”
which is preferred for the invention described herein, a portion of the signed data is
included within the signature, and additional data reside outside the signature. The data
portion within the signature is obscured until the signature is verified, but the portion

outside remains easily readable, unless a masking process is used to obscure it.
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Fig. 1is a I agra I ment hventi on.
Fig. 1 shows a pulse oxineter 17 (or sensor reader) which is connected to a

non-i nvasiyve ensol 15 attached to patient tissue 18. Light from sensor
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Ti_me' Processing Unit (TPU) 48 sends control signals to the LED drive 32,
to activate the LEDs, typically in alternation. Again, depending on the embodiment, the
drive may control two or any additional desired number of LEDs.

The signal received from input amplifier 20 is passed through three
different channels as shown in the embodiment of Fig. 3 for three different wavelengths.
Alternately, two channels for two wavelengths could be used, or N channels for N
wavelengths. Each channel includes an analog switch 40, a low pass filter 42, and an
analog to digital (A/D) converter 38. Control lines from TPU 48 select the appropriate
cfxannel at the time the corresponding LED 14 is being driven, in synchronization. A
queued serial module (QSM) 46 receives the digital data from each of the channels via
data lines from the A/D converters. CPU 50 transfers the data from QSM 46 into RAM
52 as QSM 46 periodically fills'up. In one embodiment, QSM 46, TPU 48, CPU 50 and

RAM 52 are part of one integrated circuit, such as a microcontroller.
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this preferred embodiment is shown for illustrative purposes, it should be understood that

memory 12 may contain many different blocks of data outside the digital signature, each
- of which may be signed and/or masked according to the requirements of a particular
embodiment. These different blocks of data may be arranged in any desired order, e.g.,
multiple signed and unsigned blocks may be interleaved, and multiple masked and
unmasked blocks may be interleaved. It should also be understood that data written to
memory 12 by the sensor reader is an optional feature, and that such data may optionally

be masked.

Writing of Signature at Factory
Fig. 3 is a block diagram of one embodiment of a system used in a factory

to write a signature into the sensor memory 12. Shown in Fig. 3 is a personal computer
70 and an associated cryptographic coprocessor 72 which contains and utilizes a private

key of a private/public key pair. The private key is contained within a memory within



unmasked bl ocks may be interleaved. It should also be understood that data
witten woomaemry 12 by the sensor reader is an optional péresewsor7and t hat
such data may optionally be masked. Witing of Signature at Factory Fig. 3
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sensor conponents 78, such as LED wavel ength, {herm stor resistance, etc.
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the data being signed, and signs, wth the private esSt and
ot her dapessedhbom theé §Ritngryptogiantiic eaprockissor I The woproaessodZ} computesia ned

therein can include metric key.for er da bej, ng. masked, . or .
i or mat  FERERR i e SRR e iz wilh Byl e e e s o
transni t s il whobdighinp g 83aKd.! Th&bigrflureRad GatakioffatcdlthdteinBaf kicis@e of the.
data which are not included in the signature, and conbi nes the nasked

data, si ganmeeic kedorotherrdatapbaingmasked sersinfarmation from which aspmoreprid eyon

Fig. o Fea et Zndbabalr pl s erklf BRE SR T PG DR o
4. First, malle ssaradithé dats edichdranet ineladed iadhosipramiecisi @hbifies the nbelagior , -

such as LED wavel ength, are provi ded, X{, any. other data 89 is input.
The data ilir%ta’t%ﬁ‘t“r% &iear Q%téangéynsnﬁm al;ie Gisrte mezaqrylé ondines 8¢ data 91 to

be signed, second dpfpa49<a Badghih illustrating the operation of the system of Fig. 3. Fig.5
itlustrates the data flow according to the method of Fig. 4. '

First, the sensor is tested and measured paréméters 88 of the sensor, such
as LED wavelength, are provided. Next, any other data 89 is input. The data is then
sorted (step 90). This sort results in first data 91 to be signed, second data 92 to be
masked, and third data 93, which will be in the clear, i.e., neither masked nor signed. To -
verify no errors occur in any of the data 91, 92, 93 during manufacture or during a
subsequent reading/decrypﬁon step when the sensor is used, a digest 95 is created (step
94) from all the data 91, 92, 93 durihg manufacture and is included within the signature.
The digest is produced as an output of a hash function applied to the data 91, 92,93. The
digest can be compared to a complicated CRC. When the data and the digest are later
read by a monitor subsequent to decryption, if one or more bits of error occurred in any of
the data 91, 92, 93, a second digest the monitor will create from the read data will not
correspond to the digest extracted from the memory, thus indicating one or more errors
have been introduced somewhere in the writing or signatufe verification processes. An

example of a suitable hash function is SHA-1, described in Federal Information . .
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stored in sensor ry 12. The .private k used tao sign.the data. 91 s
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~which i s desgds wigtl1081byte$banS Becéivable 28 WBefANAS DIE The 1dndth 6f thekigahtuld ock of
‘data to be Signed, block 91, is 73 bytes or less plus a 20 byte di gest

pl us 3 byt elsperdsfanrthedegragotisacuribodesirpd and thelagount of dpesptionebiiyef e 96

byt es. Lonqﬁr.§ignatures can be used as well, e.g., signatures having 128
bytes with ﬂgcﬁytes bei ng receivabl e as useful data 91. The |length of the
signature depends on the degree of security desired and the amount of
‘decryption ability of the nmonitor, Reading Signature by Reader/Mnitor in
Field Fig. ReadngsignaurebyReader/] gFIngriginsor reader or nonitor 17 for

S 1 & 119
verifying the di BHi S ehidi e fgndﬁ’m 't&rmo?v% ywhen
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gi t ak:,Sg
used on a patient. Tﬁ#ég.%gpgkg{egag rst retrieve m the sensor and
stored in ahedigitalsigidiurie\anditdoyering theelateftamra seestevhenasedopalphiientk@fei n a
MEMOrY 112, 4 hret vetkitbed Rom e S oty snd 07ed in a memory 110 by CPU 50.

The sensor reader has a public key in a memory 112, which is typically loaded at the time

of manufacture of the monitor or is provided as an upgrade of the monitor. A signature
verification and data recbvery program is stored in a portion of memory 114.

'Fig. 7 illustrates the operation of the signature verification and data
recovery program of memory portion 114 of Fig. 6. Fig. 8 is a diagram illustrating the
movement of the data according to the flowchart of Fig. 7. Data is first retrieved from the
sensor memory in step 106. The data 102 retrieved is shown in Fig. 8 as consisting of
signature 101, the masked data 107 and the clear data 93. The public key 112 is then
retrieved from the monitor’s memory (step 108).

The signature and public key are then provided as inputs to a
cryptographic transform to obtain the signature data 91 and the memory digest 95 (step
109).
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92, and he_.clgar tg. 93 .ysin sh function 11 step 120). This wll
create a éﬂe%z’ %ﬁd%%‘%ﬁifglfateaﬁ%g%ﬂeﬁ%wfﬁ@f@Eﬂﬂﬁ?setg‘esaef?#pgﬁﬁ%ﬂ riginal

di gest 95qHerRRA. fIf, QM th\SthBERERA Y the hgge&s%}@ﬁbt tHeéhme, ihetrhsssgga@%énﬁﬁﬁdt he
sane, the signature is verified and the nessage (conbi ned data 91, 92, 93)

i's aut hentoibegpaupted ang thexsgnitor il pedicate p defectivassasontsignahtosthe genitar uses
operation, JAf. 0 t and, the digests are not" the sanme, the nessage
S deterrﬁqqé}?tufeomh%g%g%algrggé%égd and the nonitor will indicate a defective
sensor signal to thaso@ibd seen,theinventich wdiudly ppliee diEHS sigRathrkd 8 sensrscan be
seen, the inventjon uniquely applies digital signatures to sensors and in
parti cul sandinpagicalar Rulse pxigister SFRSOTST Hehe InigHeaPRBpAtionde A srnsop alloww theor

al l ows t / ' i t :
aut hent | Cops? SERRmiof RGN VARE) hleah (BN 38BN o R BV
sensi ti vequatitysafiths pesor andipiotacts sehitiveisdansor specificittonigformation frofh sy er ed

and used erroneously by nop-innovative sensor .manufacturers. Signature
Fi ol ds Fi@SIBARFqveEd aRlased SroRsPusty oY BOR-TERRYSLi b SRS ERETERCHITES o gnat ur

data 91, digest 95, and formatting data 99. In particular, signature data

91 is broken up into an
Signature Fields '

Fig. 9 illustrates in more detail one embodiment of the signature data 91,
digest 95, and.fonnatti_ng data 99. In particular, signature data 91 is broken up into an
arbitrary number of fields 132, followed by a CRC 134. Each field 132 includes a 1 byte
field ID 136, which identifies the type of data presented in its field. A single bit 138
indicates whether that field is mandatory or not. Next, there are 7 bits in a block 140
identifying the length of the field. Finally, the field data is provided in a byte block 142.

In operation, if an existing monitor or sensor reader is not able to handle or
does not recognize the particular field ID 136, it can look to the field length 140 and
figure out how much data to skip to get to the next field. However, it first checks -
mandatory bit 138 to determine whether this data is mandatory to operation of the sensor.
If it is mandatory, the monitor or sensor reader will produce an error message indicating -
that it is unable to properly read the attached sensor. If it is not mandatory, the monitor or

sensor reader will simply ignore this data field.
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arbitrary nunber of fields 132, followed by a CRC 134. Eac |
incl udes 3YPOH§A8B field ID 136, which identifies the typeh%éflﬁgﬂaﬁa%
presented in its fleld A single bit 138 indicates whether that fieldis

mandat ory or not. f ng the
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the field | &sgers andfuinrrEenerayopsobisnsors ARG ORIt a to skip to get to the
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flexibility 1 packi ata 1nto the Signature da ock,. and al so
upgradeabi lity and conpatlblllty Wi th existing sensor readers and fixture
generations_of sensors and nonitors. In one enbodi nent, a field identifier

- of a .selecBa#rl¥Se is desi gnated as an escape character I ndi cating
that the next charaot (S iR P AlabipI & ofChatzAGp tE@fnclud-Ebhﬁtlﬁ' | ows
the ability to add, delete, nove, ress or retch e frelds that are

I ncluded mntemm'yﬂagmomembodlmmu ng to resort to flxed addresses. Data

Types The followi ng are exanpl es.of data .t £S t ha ht be i ded in
the nenory 12 in one ﬁ’ﬁﬁ%‘f’ ﬁc*t‘ﬁ%%@t‘ﬁuitp ftif:‘? te§“%t?°’t§3°%ﬁlfo be
applied to Eitﬁra%gﬂéﬁl'cﬁﬁﬁoﬁ Rir alfifise SxdtnefeA bl b6§to§é& afHeld cheTticiRnts can be

pul se. oxi neter could be store These coefficients can be stored in lieu

of storing atoved méleumfﬁ‘@@pgmdtah@ qoresprndingtothemcasired bR veavglangtimhhe
Corves ar e”fopt iy gienfy FRRa%d AGetlly i sbpiol SRR Nnch S8 Wiiof L0y Ao =1 O

provi ded i nrdshgdtédHRikmball S beEwRteWiichhabdBesnqrbiided Biibsmanents addi tion
t hereto, 'the LED wavel engths could sinply be stored. Al so, secondary

em ssi on wavel engt h clfd?ea’&t@b’lt%ihe@eﬁi‘}éﬁftﬁ orein adgigion dheraingths kD Wapglengths
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Or RIT poses. s F or

tenperature as conpensation o ration curves
sensor tenpetoddd)ard otherLEDparameters

Certain sensors may have thermistors used to measure local temperature

for purposes such as compensation of calibration curves for sensor temperature, or to
- prevent patient burns. Calibration coefficients for the thermistor could be stored. -

Other data that might be included in memory 12 could include, for
example, a lot code which will allow traceability of the sensor, a bad sensor flag, a date of
manufacture, manufacturing test information, the version of the signing software program
used for the signature, LED forward V/I characteristics, LED optical power
characteristics, a detector efficiency characteristic, a maximum safe LED power, a sensor
data set revision level (indicating the features included in the sensor), a sensor model ID,
an adult/neonatal query flag (for triggering a desired alarm limit range depending upon
whether a neonate or adult is monitored, with different normal oxygen saturation levels
for pulse oximetry), a write once/write many flag, a page size, a number of pages, and a

maximum number of recycle events.
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prevent patient burns. Calibration coefficients for the therm stor could be
stored. Womanrzstata that mght be included in nmenory 12 coedTiUusSteierde, for
exanple, a lot code which will allow traceability of the sensor, a bad
sensor flag, a date of nmanufacture, manufacturing test information, the

version of the signiMEBaehwanyoiheduta fypes mentipasd ablowe of desaribedsin théeD |
forward V/ - | SEIGS ' r.characteristi.cs,,a detector
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revision Isipneturd datd Ot pdriinghd dlearfdaasod; es i'ncl uded in the sensor), a sensor -

nodel 1D, an adult/npeognatal query flag (for triggering a desired alarm
limt range dependi ngg&Bwblﬂglé%mwog@m@@mmmmnmaMm, with
di fferent | 43 real | e - . i ' awite
once/ wri té‘%ﬁ?*@%?&gaﬁ%&%éﬁti{' ﬁ%ﬁagrs{lg‘?s gg%négfﬁagnﬁgé{%%% Fum nunber
of recycl adspterCzl, whichWtith/i? 2dhndcte€ld AH0nitar206! Thel ddeptepineludes sipyalof the
data types gnti,oned a_bov% or described jn the cited prior art references
coul d be GewHUoRBE SUPYIE £08, 2 WERBY WHA 8idigital signatyre 210, and an intgragl meniter dat a
91, or in e | [ LA : tem
i ncor por at:Z ?%.go%%%g%%%ﬁggaﬁﬁgaﬁ %\rgﬂilﬁccli :bgé:; F?ra%jélgsﬁé rf;g%%rg%s%&{‘ﬁ(gmagap?’é?&&ﬁi g.
10 shows & sehsord2ier vithowetdigitdl sigaatura dEpt aapeditsel fdvubdpionideuhadigital

connected to a nmonjtor, 206. The apter Jjncludes, signal ondi tioni ng
T oul t ry StERero ot Srermal mpror A0, o dpEFEATIAG e of sectharaper e
moni tor  2difieNedidRnPinetid@ToPdt@HRRME thattht &nlfs hRlceftiffdddan befus&ENSOr S

designed to be connected to such an adapter wthout -a digital sighature.
The adapt withithe eddpterpuoviding dhe eratificatiod ity ifeadxtersdl gmantitor.e t o t he external
moni t or 206. Thus, fof. _ex l e, .instead..of h sensor bei.n certifjed, a
di fferent method fo:[n gjgte&%‘ﬂlﬁ’d SF?\%? e %@%ﬁ%@p%«?{%é’?@?‘?ﬁ%ﬂl@ﬁwa e
used, W Hlonithe2 BXlafHiSint@haMhenifs chiBe G&3d(th pr&add Qiplt@idphsy &JtRérinals
monitor. In_ the enbodi nent shown in Fig. 10, the adapter also includes an

i nt er nal Wibishi are fifferent from, or varations of, theputphts ead displays previdsd hysxiaealout put
di splay o &l ' ' ri at] 0, t he
out put s aps PSR IANE la 10b Eliodt Bablot) s of B3Py SEe HE AR To°
ensur e t haénsistent,cligralicenditioning ploaly 20®yart inedifyhersensor sighalasoethatcinrits st ent

signal conditjaqnin | ock 208 can nodify the sensor signal so that, in its
> o Mgt PR tﬁﬁélgg?lgwg?ut 88111;5\5516# RF AL ARes 208 LM SAVSCI AR | 206
will caus ' : ' l; ing
Fo that p e e e e B b

can be ob2k.nEat ekamples & patient 81gnaloen be optmtidrfgom serwor 202 corresponding to a B

pulse oximetry value. An estimation of saturation and heart rate can be generated on

internal monitor 212, with block 208 generating a synthetic AC signal which it sends to
external monitor 206. The construction of a synthetic signal would be such so as to
ensure that the external monitor calciilates a similar heart rate and saturation to internal
monitor 212.

The digital signature can be a signature of any data including unfiltered
patient data, filtered patient data, a synthetic patient physiological signal or any other
data. '

As will be understood by those of skill in the art, the present invention
may be embodied in other specific forms without departing from the essential
characteristics of the invention. Accordingly, the foregoing is intended to be illustrative,

but not limiting, of the scope of the invention which is set forth in the following'claims.
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pul se oxinetry value. An estimation of saturation and heart_rate can be
gener at ed WA 0122821 nal nonitor 212, with bl ock 208 gener ati RgT/¥S®Wa{Met i ¢
AC signal which it sends to external nonitor 206. The construction of a
synt hetic SW&J” I ~?fsl§g:h so as to ensure that the external nonitor
"~ calcul ates ' ate and saturation to internal nonitor 212.

The digital signaturelcan dppamtsiogngirising: of any data including unfiltered
patient data, filtered patigent data, am%ynt het.ic patient physj ol ogi cal
“signal & any other Aa&¢nsor havigg pm owfput fopproviding a signghroseespAnding 192 i n t he
art, the pr g&%} i odied in other specific forns w thout
departi g”g fl‘r?%m del;%g{sgééé}l&éICHEéﬁgg%t?t’]gri stics of the invention.
Accordi gl y, the foregaiengpry assoviatsddeith the sessor lahd fdcatetiexeernal ok niatitor
~limtin of .t he scope, of the_ inyenfjon which is set forth in the

ol | owi iy highFeceives thepaoraienal s STPEIBOT PRiAimng dpiarelatingtosaifsenseyand 1
An appar@t Us; ok asdifehl sendt3&nsor having an output for providing a signal
corresponding to §a éﬁ%ggga‘?ed physi ol ogi cal characteristic; 4 a nenory
associated with the sensor and located external to a monitor 5 which

recei vesl t he sensor s2ghhs appsritut ofehamy] wherein saidhsjgoltue is eigacd nging o psisatd
sensor ghd ., 6 cantaining a digi.tal signature, 1.2. The.apparatus of claim1l
wher ei n sai ¥6% 54 g{gﬁﬁ@r&elgg 5%%@%%?”}?8 aa?“ﬁlf’\lfﬁl’@thinkc@?t,o 'sai d signature
being verifiable with a public key in the nonitor. 1 3. The apparatus of
claim1 wherein said si THehppaRatus oficlEaP il Rhdkdih sAHRigndtuse BRARANIE-WARaEDA
signature, a Diffie-Hellman signature, an El Gamal signature, or an 3

el I'i pti @ cusigratetegaraREAsIgnature, aiRdTigdirdlinan signsture) a2 Bh Gampleigriaturgsorlapast a
first poyti f i gmis 2 contained within said digital signature. 1
- 15. The%pp%ﬁgﬁﬁg o#gigﬂal m 4, wherein a second portion of said data is 2
outside said digital signature and is nasked using a symmetric key
contai ndd wi t hin t he 4.3THe apparitus oficlaimi i evhefeid at [Ehst adfrpteportion oDdaid Hath 18 5,
said nmenpry contaj njng a hash function 2 digest of a portion of said data
to be si%ne%nt%?%WHﬁge‘ﬂd &t §1E8R¥Si ned within said digital |

15. The apparatus of claim 4, wherein a second portion of said data is
2 outside said digital signature and is masked using a symmetric key contained within the
digital signature.

6. The apparatus of claim 5, said memory containing a hash function

2 digest of a portion of said data to be signed, said digest being contained within said digital

signature.
1 7. The apparatus of claim 6, wherein said symmetric key is derivable from
2 said digest. '
1 8. The apparatus of claim 7, wherein a third portion of said data is

2  unmasked and is outside said digital signature, said digest being created from said first,

3 second, and third portions.

9. The apparatus of claim 1 wherein said data includes masked data
2 outside said signature, and a symmetric key for decoding the masked data, the symmetric
key being contained within said digital signature.
-

A
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3 signature. 1 7. The apparatus of claim®6, wherein said symmetric key is |
deri vablVéOP1/22873 2 said digest. 1 8. The apparatus of cl aiPIUSOMRERE| n a
third portion of said data is 2 unnasked and is outside said digital
signature, said digest being created fromsaid first, 3 second, and third

portigns. 1 9. The ratus_of ¢l ai.m erei n sai d..data incl.udes. masked
data 2 outside sai d?d;r)@heaﬁpg?‘@, saqrcf(’f?aémg)ll ?lpiaén?(gé%efq}ge%é%@a‘fw%t‘ﬁ’éhlﬁas ked
dat a, 2t hehéx d for athé@icatifg A¥actficfiof @Cieldt kbhe of Ble@ath. 9i t al._si gnature.

il 111121 il 1111121 JilT 13 L ns WD 01/ 22873 PCT/ US00/ 27017 1 10.

The apparatus of claim9 wherein_a nessage digest is contained within 2
the silgnature for alk AbaePRaratusgf elainy  whergiy a feldaf spiddata inglpdept t he data.”

1 11. ,Th leqal / F e foh B oy in des a 2
randaor JPARAEH o bft i Sald HAFlRlcAfl bl BoviBlds SRR B HE° 7 1,
to us@ sdield oSddta by d nednitdateading saidmembnris raadatory foaoperatomof the nmandat ory.
for operatiqgns qof the 4 nonitor with said sensor. 1 12. The apparatus of
cl ai mf1 vpesHior Withsayl s95or s a pul se oxineter 2 sensor, and at |east -a
portion of said data is contained within said signature, said portion 3

i nel uging at | east  onerfapbaais ek AWM A S ARARPE d SlISOEAmeREnSOr OFF

thresholds, and 4 therm Stor calibration coefficients.” e appar at us
of cl ai msésontandek feastzd pbrtion af saiddata scdonthiredawithin asitl sigueture, seid poriieat e of
manuf gcture, ..a | of code, .a bad sensqr..fla nanuf act url coppqQnent test 3
ot a, 31 EPidingblea OOg A5 FapS CRpdaton SRFRIRRS sP00 HEF ORaPOLeP st | o5,
det eclor iHerffidtbicdBiBENioR RBEMIAlS. Stic, maxi mum safe LED power, sensor data
set revision level, wite 5 once/wite many flag, page size, numnber of

pages, sensor nodel type, maxi mum nunber 6 of recycle events, and .
adul t Aneonat al querkp- (ﬁ@@PP&TaMPfN%tlﬁddlefm said dataialyg inclydes at dgaskongnat ur e
in an,appat S FohAding ving an
out pu? f(S)r%agtra{(’)é’volfI [ nél a s?’g%%?cé%p?ég%gﬁgﬁ%% ggn@fag&ﬁ@ ?ﬁ{ﬁ@gﬁ%ﬁ%m ogi cal
char agt erdati LED foawatdrWi bhatacteriguics, JiBIY opcad pgwenchaddctdristied, detepror t i on of

said data relating to .said sensor eate a 5 digital sjgnature,
4 efﬁc?ency chgractenstlc,' maximum sa.%’ec?l.ﬁls power, sensor gatg set rev1silog evel, write
5 once/write many flag, page size, number of pages, sensor model type, maximum number

6 ofrecycle events, and adult/neonatal query flag.

14. A method for creating a digital signature in an apparatus including a
memory associated with a sensor having an output for providing a signal corresponding to
a measured physiologiéal characteristic, said method comprising:

signing at least a portion of said data relating to said sensor to create a
digital signature;

storing said digital signature in said memory; and

N A L B W -

storing data relating to said sensor in said memory.

15. The method of claim 14 further comprising:
creating a public key and private key pair;

imbedding said public key in a memory in a sensor reader; and

LW =

using said private key to sign said data and create said digital signature.

—_—
L iy
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6 storing said digital signature in said nenory; and 7 stor]
rel ating t8OMP2®%8ensor in said memory. 1 15. The net hod o?bﬂﬁjgﬂ@@y
further conprising: 2 creating a public key and private key pair; 3

i mbeddi ng said public key:i.nt a menory in a sensor:..reader; and 4 using said

private key to sign spfdTHARAMAGICIAM 19 WRESInAatl dighal SRkt < Rabin-
CETETEErTrerrrr 1112111111211111 14 WO 01/ 22873 PCT/US00/27017 1 16. The
met hod & cWillimns4iguatire,ian R34 dignatyre, al Diffighlzllman signatirkaniB] Ganvil Isignatse,
signature, an RSA signature, a Diffie-Hellman signature, an El Ganal

si gnat ure, °F la?F‘gi’Y?ﬁﬂl%@Furve signature. 1 17. The nethod of claim 14
further conprising inbedding at least a 2 portion of said data in said
digital signature. 1 ig. TH@ﬁleﬂﬁdWl@ﬁmMﬁhﬁbr]&xﬁc}fﬂsﬁélﬁ{beﬁ&ﬁigratfdaﬁlﬁha
program for verifyin 2 and authenticating the digital signature by

readi ng Za mgagef@mgﬁwtédnﬁmémgmbsmmey 3 digital data, creating a first
di gest fromthe nessage, and conparing for identity the first 4 digest
with a second di gest Ni-A i it Lal s .The

met hod §Te claim 14, wﬁg'r %?%&gﬂlg\glcég%%olﬁ pgﬂ%gwsgﬁgggg@géﬁ gmjfﬁg.getﬂfglln&e

sai d di @i t ahndsaugiiemtioatingathel digitahsighstdre tsi yegdiag 2 ynesedgel deriked froth the mehidy

met hod of claim 19, further, copprising creating a hash function_ 2 digest of

a portich ofigialdats sregting 2 fiestdigasbomdhe megsagecandirompgring feridentity he fitsh
partion o . _ . St " hor e o
Syt b pigest Do Figte ThuuailR WARAiH e Bbinll b, WIEIR 0 SN L

21, wherein a third portion of said data is 2 unmasked and i s outside said
di gital Isignature, sal® Thgmethodeificipimridamherein asecond goftionsif saidilateisond,

d third dat Al d 23. A der . i sing: 2 h ing; 3
?1nsens|o;2 i n%ﬁ?ldggéa:dg‘g@ ?fﬂ’l%“? %daggfag#%%eégﬁ%?&% I ?’gspond?ngogzl gg 4

nmeasur ed physiol ogi cal characteristic;
1 20. The method of claim 19, further comprising creating a hash function

2 digest of a portion of said data to be signed, said digest being contained within said digital
3  signature. '

21. The method of claim 20, wherein said symmetric key is derivable
2  from said digest.

1 22. The method of claim 21, wherein a third portion of said data is
2  unmasked and is outside said digital signature, said digest being created from said first,

3  second, and third data portions.

23. A sensor reader comprising:

a housing;

a sensor input for receiving a signal from a sensor corresponding to a
measured physiological characteristic;

a sensor processing circuit coupled to said sensor input;

a memory input for receiving digital data stored in a memory associated
with said sensor, said digital data including a digital signature;

a first sensor reader memory coupled to said memory input for storing said

O 00 N Ot A W N e

digital data;

a second sensor reader memory storing a signature verification key;

s I
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~data to sal

5 a sensor processing circuit coupled to said sensor input; 6 a nmenory .
i nput foWQ‘gé’éﬂ?i ng digital data stored in a memory assocPGFESI2/01% h said
sensor, said digital data including a digital signature; 8 a first sensor
read menory coupl . ' ry | . for storing sai.d .9 digital
dat a;efllo a second sgﬁg%&r)se?'%é.ggﬁpn}é P?pggéﬁgsmgag?éﬂ%a eﬁ‘?%m%gﬁ ‘?lggﬂtion
key; 15 |dighdthrelofkiillldidital Bath hukink lshild Isignaturd vévifieatiéh Réy; 24873 PCT/ US00/ 27017 .
11 a third sensor reader, nenory storing a, programfor verifying the_ digital
12 sikhature of sai &trangiencirculfer-proddmg at lgast apoyHar of aid digitel dale fospidcey:
and 13 a ] I.t:s fOr providing at |east a portion of said digital
éehﬁg&genég#b%tfocessi ng circuit. 1 24. The sensor reader of
claim 23 wherein said first and second sensor * 2 reader nenories are
di fferlent portions 24. Thesensoraepivy sf claim 23 mhexein daid rst ahé seoend sensbeader of

claim23 wherein said s or ,process; circuit .2 conprises a
mi cr opr ocEd @erqo%_arerﬁﬁfeg@ﬁg OP%ﬁéfg‘g SWCEHE‘W E@’W%rei n sai d signature
verification key 2 is a public key of a private key and public key pair. 1

27. The sensor readgs. Phe sehdorfeaRr BNERiR D3 SRkFbird 5450 3érdbLprosesSinBRRthit 2
WIllians signature.. 1 28. The sensor reader of claim 23 wherein at |east a

porti @n ofompaisds @u¢ropfocessoat a i s i nbedded in said digital signature. 1
29. A systemconprising: 2 (a) a sensor apparatus including 3 a sensor,

sai d sensor having - i 2 | : ' to a
rreasufled physi ol ogi%@lﬁgtﬁ%&tgﬁe&?ﬁf?@l ajr}l’gw@erglhgens%éﬁ ?rlérfgrgrrglgﬂgdst{égécf ted
Wi th ai dsagnbh¢ keysaf dpriwatskey andrpublic Rewpaig 6 digital data relating to;
said sensor and having a digital signature, said digital signature 7 being

a signature of at lgasf a portion of said data, and . L 8 (b). a_sensor reader
including 9 a sensoffrt}é"oﬁsgscﬁd eﬁ&{“ﬁ}ﬁl%?@%&’rw&wﬁ#w P&?S}Wi ng said
si gnaly f remisRkdighmsor corresponding to a | S _
1 28. The sensor reader of claim 23 wherein at least é.portion of said digital
data is imbedded in said digital signature.

1 29. A system comprising:
2 (a) a sensor apparatus including
3 a sensor, said sensor having an output for providing a signal corresponding
4  to a measured physiological characteristic, and |
5 a sensor memory associated with said sensor, said sensor memory having
6 digital data relating to said sensor and having a digital signature, said digital signature:
7  being a signature of at least a portion of said data; and
8 (b) a sensor reader including
9 a sensor reader housing;
10 a sensor input for receiving said signal from said sensor corresponding to a
11  measured physiological characteristic;
12 a sensor processing circuit coupled to said sensor input;
13 a memory input for receiving said digital data from said sensor memory;
14 a first sensor reader memory coupled to said memory input for storing said
15  digital data;
16 a second sensor reader memory storing a signature verification key; and

A s



11 neasured gh si ol ogical characteristic; 12 a sensor proces i@%}o}é%{]?u”
coupl ed’ t VABVE8Eensor i nput; 13 ‘a nmenory -i-nput for recei vil’ﬁ% 8 Igital
data from said sensor nmenory; 14 a first sensor reader nenory coupled to

sai d ry input for o) i | gl k:al , ‘%'liﬁa’ﬁ r
readeﬁ?;grmry stori ngaégrgisgé\bg{ E%ggrv%lgﬂ?l fyc%ﬁ]?ﬂahaglg%; aﬁ I QPQFI%%] %?
LTI RBI | Isignlature Lsing Said Sighéiubd vaXRcatiokkdy. USOO 27017 ' 17 a third sensor
reader nenory storing a programfor verifying said digital 18 signature
using said signature yerjficatjon key. 1 30. A nethad for operating a
sensor, Lconpri si ng: Zgost%mﬁﬁbodafl%rf’%’ég Nt PP COMBPS &t a in. a nenory
associ abed with said §64§OstleasBord 941189 dita FRA h¥8kiatsaRlith 5ad sésbPi N
sai d fi%l d of data; 4 readi n%ass%i d flag w ;ﬁﬁ a ser?slgr reaaderl; 5 |TS¥ﬁssg|Hd
sensor Beader does nctonngapandatoryAiptionaldlag withinasid fehdlofddtal fl ag 6

i ndicates the field is(g_géio&gllf l.gnorin sa%?. field of data; and 7 if said
sensor freader does ndfate&dhi gvd WLPAGVT> data and said flag 8

i ndicates the field iifsd[@esiRbPreddertioREHEH 1860 iz cVaiPfield 08 Aa¥a ah@ 94iQF alsN I
inability to use said 9 sensor. 1 31. The nethod of claim30 further
conpr i sbng:indigates teifiedd is optienal, igsonndisad Sieldi oftdeth; wid h said field; 3

reading.said field | epngt.h, and 4.skipping said fie sing.sai.¢, field

| engt h 7t said _senso_rl?g%giagfsoﬁgégerrf FQH%‘Q‘F%%’&W@@%@#H%F@déﬂé §iq flag
i ndi cat gs tihEcdtbeihd fletd RRhdnABRy, prodinglfiferAitRadnal Hdicafing tridbilts tOB&S Rid
said nmenory associated with sai d” 2 sensor is mounted in an adapter coupl ed
bet ween9saisenssensor and said nonitor. 1 33. The nethod of claim 14 wherein
said nenory associ-ated with said 2 sensor is nounted in an adapter coupled
bet weenlsai d sensor d e@&h&&%f%ﬁir&?ﬂ ﬁmﬁrﬁgxﬁhﬁ%}h f claim29 wherein
said neifory associated wth sard sensor 1s notunted in an adapter coupl ed
bet ween2sai d sensor atatirged field derpthi assecidied .with siid fiédld; appar at us conpri si ng:

2 a sensor having an oufput .faqr. provjding a sensor signal corresponding to
a 3 g reac}nEg sa1¢§ %el lengtlx; andg g P J

4 skipping said field by using said field length if said sensor reader does not
5 recognize said field and said flag indicates the field is optional.

32. The apparatus of claim 1 wherein said memory associated with said

2  sensor is mounted in an adapter coupled between said sensor and said monitor.

1 _ 33. The method of claim 14 wherein said memory associated with said

2 sensor is mounted in an adapter coupled between said sensor and a monitor.

34. The system of claim 29 wherein said memory associated with said

2  sensor is mounted in an adapter coupled between said sensor and said sensor reader.

35. An apparatus comprising:
a sensor having an output for providing a sensor signal corresponding to a
measured physiological characteristic; and

-an adapter coupled to said sensor, said adapter including a memory, said

DB A W N -

memory containing sensor data and containing a digital signature.

1 36. The apparatus of claim 35 further comprising:

O R R
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3 neasured physiol ogi cal characteristic; and 4 an adapter coupled to said .
sensor, W22 I3pter including a menory, said 5 nmemory ESHEORRHA7 sensor
data and containing a digi taI sign ature. 1 36. The apparatus of claim 35

further conprising: l]J 1 M Z 01/ 22873
PCTI L$S00/ 27017 2 ar#deq{% t°‘56‘r?a%da al‘%’}éﬁ’q‘“’é‘gﬁﬁfﬁf&?’é‘ viding an
out pug Slc@ﬁaépoﬁdﬁ@rweaagnﬁsmlggicﬁlc&ﬁtd&t@iﬁﬁ&l@ﬁogl cal characteristic; and 4 a
conditioning circuit for nDdlfylng sai d _sensqr signal to produce a 5

(v

synt hétic sensor sﬁ’g‘??& AItiog eI FIHCH Tdﬂ‘)@@ﬁ%&ﬁﬂl ssns@r sighal tpprodsee 4isi ng sai d
synt hgti an

sai d*gut% glé(gg)% rﬁsfl l}%r%fta%aérn %u"ﬁ% g?gp arad&%eﬁ&r
conpr.bsi BignaPwill prodate :ﬁi mlmntconespbn@ngmsmd om_phpmgnai of sgjd dittemmal mesipsrndi ng
to a measured 3 physiological characteristic; and 4 a second el enent

: configured to provisge a ggpg{_tal si gnat ure of data to an 5 output. 1 38. A
nmet hod conpri si ng: %H’&r corresponding to a neasured

physi gl ogi cal = 3 cfaaﬁ@{ca&ﬁexﬁfcbﬁﬁ?ﬁleﬁoﬁﬁl i ol Ol hdify 1554 RS Of

data to an out put 11111 *

3  physiological characteristic; and
4 a second element configured to provide a digital signature of data to an
S output.
1 38. A method comprising:
2 providing a signal corresponding to a measured physiological
3 characteristic; and
4 providing a digital signature of data to an output.
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