-1 TITLE OF THE INVENTION PORTABLE ELECTRONIC DEVICE AND
CONTROL METHOD OF PORTABLE ELECTRONIC DEVICE
BACKGROUND OF THE INVENTION 5 This invention relates to a
portable electronic device such as an IC card which performs a process
according to a command supplied from an external device, for example,
and a control method of the portable electronic device. 10 Conventionally,
a portable electronic device such as an IC card performs a process for
accessing data stored in a nonvolatile memory as a process performed

according to a command supplfed from E%Eexwﬁﬁ%}]%%e. In the
nonvalstie memery of s potagle 15 elegironic deies such g6 fe (O

card, various files "used to store various data items are defined.

exampler iuthe 1€ cardriilessush@sdyF, OF, EF are managed in a
hierarchical structure. Generally, in the IC card of the above file structure,

real data is 20 stored in2A€ IEFROfINE rohvaltilelMemory ¢fdr example,
refer to Jpn. Pat. Appin. KOKOKU Publication No. 2695857). Further, in

the above opet&ting 6AitioR of te? IE Bafd, the RE ChAP perfSmiIs &~ O ¢
procgss according.to-a 25 cammangd supplied from ap I¢; card progessing

equipment (external device). For example, the card controls access to

datadtems-imithe nonvelattenmemoryupplied from an external
device, for example, and a control method of the
portable electronic device.

Conventionally, a portable electronic device such
as an IC card performs a process for accessing data
stored in a nonvolatile memory as a process performed
according to a command supplied from an external
device. In the nonvolatile memory of the portable
electronic device such as the IC card, various files
used to store various data items are defined. For
example, in the IC card, files such as MF, DF, EF are
managed in a hierarchical structure. Generally, in the
IC card of the above file structure, real data is
stored in the EF of the nonvolatile memory (for
example, refer to Jpn. Pat. Appln. KOKOKU Publication
No. 2695857).

Further, in the above operating condition of the
IC card, the IC card performs a process according to a
command supplied from an IC card processing equipment
{external device). For example, the IC card controls

access to data items in the nonvolatile memory
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2 according to a command which requests access to data stored in the
nonvolatile memory. In addition,-he IC card is required to have adequate
security for access to respective data items 5 in the nonvolatile memory.
Therefore, it is not preferable to unconditionally access data according to

a command supplied from an external device. For example, the technique
for controlling access to each file accerdiég to-each command based on
the access 10 condition set for each file is disclosed in Jpn. Pat. App_n.
KOKA' Publication No. P8-263353. 1n other words, with the technique
descfibedi IpA. Pat. AP ROK AT PUblicafich ST FIgase33%3, ik & ta

card performs 4, cppirol,aperation g pefmit access to a file which 15
satisfies a preset access condition. BRIEF SUMMARY OF THE

INVENTION #n eae aspeet,ofihis inventiond an objectis tee provide. ave
portable electronic device capable of efficiently accessing data in a file
and a@efittel20 afstied bY thedgortalsie Bfecironic@@\ice. A ofding té tems

one aspect of the present invention, there is provided a portable
elect%gn%%a%v%%nvgﬁ?%ﬁ?s} H;eperpaetrtg,}aer?éi:or mgg foegd%‘gﬁfmér?d éﬁpﬁl?e%

froman. exterpakdevice and includes.a COMMUHEAINGRATHOR 283MRICRy +o

communicates with the external device, a first storage portion which

stores fitesurmwhichua plurality fof data strigscare storédya second’or

Skﬁqggé%g?g? the technique for controlling access to each
file according to each command based on the access
condition set for each file is disclosed in Jpn. Pat.
Appln. KOKAI Publication No. H8-263353. In other
words, with the technique described in Jpn. Pat. Appln.
KOKAI Publication No. H8-263353, the IC card performs a
control operation to permit access to a file which
satisfies a preset access condition.

BRIEF SUMMARY OF THE INVENTION

In one aspect of this invention, an object 1is to
provide a portable electronic device capable of
efficiently accessing data in a file and a control
method of the portable electronic device.

According to one aspect of the present invention,
there is provided a portable electronic device which 1is
operated according to a command supplied from an
external device and includes a communicating portion
which communicates with the external device, a first

storage portion which stores files in which a plurality

of data strings are stored, a second storage portion
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3 which stores access conditions set for respective data strings in the
files stored in the first storage portion, a determining portion which
determines whether it is possible to perform a command process
requested 5 by a command for a data string specified by one command
received from the external device via the communicating portion based
on the access condition set for each data3 string stored in the second
storage portion, and a control portion which performs the command
process when 10 the determining portion determines that it is possible tq

pe_rﬂiﬂﬁ Gcﬁg _%Bﬁﬁﬁ&n(f protess ‘Fé)cﬁﬁjés‘iéé_? B§ t5& Eorhffand® 36FthE data 422
string, saseiied, By tecommand. Sgearging toanothanaspegt of e,

present invention, there is provided a control method of a 1S portable
elechonici device whichdsisedris the perablewaiacironie deviee having @ ther
memory to store data and operated according to a command supplied

from- tantexterrs Heviee GndiREbaEs detstriag WHeRESE 5s pessiprted

to performacomman rocess requested by a cO command for.a data
stringYspecifidd By eg(%rmranan t?ecse?vre]dnf%rﬁffﬁg Jé?eeraﬁla(l%c}/ev%leebaczge and

on oneof; agcess.canditionscset forrespectivedata strings-of-files stared: i ng
rn the memory when the command _s received from the external device,

and performingothecconumand 25aproeess when! ittis deterariinédin thech data
determining process that it is possible to perform the command process

requtsted By e E6Mmidhdor tREGaR%stRkg rTa9e portion, and a

control portion which performs the command process when
the determining portion determines that it is possible

to perform the command process requested by the command
for the data string specified by the command.

According to another aspect of the present
invention, there is provided a control method of a
portable electronic device which is used in the
portable electronic device having a memory to store
data and operated according to a command supplied from
an external device and includes determining whether it
is possible to perform a command process requested by a
command for a data string specified by the command
received from the external device based on one of
access conditions set for respective data strings of
files stored in the memory when the command is received
from the external device, and performing the command
process when 1t is determined in the determining
process that it is possible to perform the command

process requested by the command for the data string
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4 - specified by the command. Additional objects and advantages of the
invention will be set forth in the description which follows, and in part will
be obvious from the description, or may be 5 learned by practice of the
invention. The objects and advantages of the invention may be realized
and obtained by means of the instrumentalities and combinations
particularly pointed out hereinafter. BRIER DESCRIPTION OF THE
SEVERAL VIEWS OF THE DRAWING 10 The accompanying drawings,
which are incorporated in and constitute a part of the specification,
illustfaremb6diments BEtheTventibn, and together with the general

description given above and the detailed description of the odiments . .
given belovs 18 SEE D Grpli the BhoH IR ol (d Sveton FIG Tg 4 o7

block diagram, shewing-am exampie-ots the-canfigusatiamet-an o cardys, and
system containing an IC card as a portable electronic device according to

one iembediment bt this irlention s20 FIG. 2 1sca Biockdiagrapm, or may be
schematicallghshowing an example of the configg,ration of an IC card

FIG. § 154 Sthétafid diagt&n Showin an'eXaMiple b thd data Stricilife 27
in a data.memory. BIS. 4is a schamaticdiagram showing; an gxample 25

of the data structure in a work--"_ng memory. FIG. 5 is a diagram showing
an exanpler efithey corfiguratian ohrecond EFudefiming infarasat=ond.
combinations particularly pointed out hereinafter.
BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

The accompanying drawings, which are incorporated
in and constitute a part of the specification,
illustrate embodiments of the invention, and together
with the general description given above and the
detailled description of the embodiments given below,
serve to explain the principles of the invention.

FIG. 1 is a block diagram showing an example of
the configuration of an IC card system containing an IC
card as a portable electronic device according to one
embodiment of this invention.

FIG. 2 is a block diagram schematically showing an
example of the configuration of an IC card.

FIG. 3 is a schematic diagram showing an example
of the data structure in a data memory.

FIG. 4 is a schematic diagram showing an example
of the data structure in a working memory.

FIG. 5 is a diagram showing an example of the

configuration of record EF defining information.
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5 FIG. 6 is a diagram showing an example of the configuration of a
record stored in a record E_. FIG. 7A is a diagram showing an example of
the configuration of a tag list table. 5 FIG. 7B is a diagram showing an
example of the configuration of each tag table. FIG. 8 is a schematic
diagram showing an example of a format of a command suppled to an IC
card. FIG. 9 is a schematic diagram showing an example 10 of a format
of a command supplied to an IC card. FIG. 10 is a flowchart for illustrating
an example_of a process for a record-series command. FIG. 11 is a

flowchart fof iHfdstrating af exariebf A protRSs fot £datEbfectiselies
comm ng..l DETAILER DESCRIPTI F.IHE.INVENTION Now, one
embodimen %f%eléres%ntl%nveﬁt#gnrﬁ%g%r(}e%ch ed w&% r%%erencé to
the accompanying’drawings.dhl&x raghewsarexample:afithie e of the
configuration- of an 20 IC card system containing an IC card as a
portehe Efegtrvpicidevied aécdrdihgltdVhetémbediment of this invention.

The IC cad syste hown in FIG. 1 inclu%s; an IC card processin
cuimont (oemATHAcd) T SHAIE SN GT Tt the

processing gavipment 100 ingludes arard read/writer 102, terminal
device 103, keyboard 1.04, CRT display portion 105, printer 106 and

FIG. 8 is a schematic diagram showing an example

of a format of a command supplied to an IC card.

FIG. 9 is a schematic diagram showing an example

of a format of a command supplied to an IC card.

FIG. 10 is a flowchart for illustrating an example

of a process for a record-series command.

FIG. 11 is a flowchart for illustrating an example

of a process for a data object-series command.

DETAILED DESCRIPTION OF THE INVENTION

Now, one embodiment of the present invention will

be described with reference to the accompanying

drawings.

FIG. 1 shows an example of the configuration of an

IC card system containing an IC card as a portable
electronic device according to one embodiment of this

invention.

The IC cad system shown in FIG. 1 includes an IC

card processing equipment (external device) 100 and IC

card 101. The IC card processing equipment 100

includes a card read/writer 102, terminal device 103,

keyboard 104, CRT display portion 105, printer 106 and
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6 the like. The IC card 101 can perform data communications with the
terminal device 103 via the card reader/writer 102. The terminal device
103 -a configured by a computer or the like which performs 5 various
processes by causing a control element to execute various control
programs and the like stored in a memory (not shown). For example, the
terminal device 103 controls data input/ofitput with respect to the IC card
101 by use of the card reader/writer 102. 10 Further, the terminal device
103 performs various processes according to operation instructions input

to tHe'Reybosid 10475y &fr opératorinput 3R aBafibR thé! trfinal device

103 hag 4 fiinction of displaying, the process tesulis.anthe,GRT disolay, .
portion 105 and 15 causing the printer 106 to print the same. The IC card

101.4s set inde anoperativerstate? whenntistsupplied withepower sovgce s
voltage from the card reader/writer 102. The IC card 101 performs

varictiR progesses Aecotdinge 'ebmmarids-§Gpplietsroth 20theeaf@ rms

reader/writer 102, That is th%card reader/writer 192 sEpgl_iLes power,
varlibus %racessés % ChaUhSlN a contro ement O
source voltage and commands which request various processes to the IC

carde 0L As the contepts-efithe sommands: supplied fram the UE eatdred in
processing equipment 100 to the IC card 101, 25 for example, contents

which requestydata awitinige wipdating cre aelirignidéetetionh cappendingedndie vice
he like are provided. ' , ,

— 103 controls data input/output with respect to the IC
card 101 by use of the card reader/writer 102.
Further, the terminal device 103 performs various
processes according to operation instructions input to
the keyboard 104 by an operator input. In addition,
the terminal device 103 has a function of displaying
the process results on the CRT display portion 105 and
causing the printer 106 to print the same.

The IC card 101 1s set into an operative state
when it is supplied with power source voltage from the
card reader/writer 102. The IC card 101 performs
various processes according to commands supplied from
the card reader/writer iOZ. That is, the card
reader/writer 102 supplies power source voltage and
commands which request various processes to the IC card
101. As the contents of the commands supplied from the
IC card processing eguipment 100 to the IC card 101,
for example, contents which request data writing,
updating, reading, deletion, appending and the like are

provided.
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7 FIG. 2 is a diagram showing an example of the configuration of the IC
card 101. As shown in FIG. 2, the IC card 101 includes a CPU 201, data
memory 202, working memory 203, program 5 memory 204,
communicating portion 205 and the like. The CPU 20"l, data memory
202, working memory 203, program. memory 204 and part (such as a
communication control circuit) of the eommunicating portion 205 are
configured by one IC chip 206 or a plurality of IC 10 chips. Further, the IC
chip 206 and part (antenna portion or contact portion) of the
communicakihg - portiof 205 ra ARG ralyFormed ia picdute forft td-1e

configure an IC_ module M. The | odule, M is.contained in the main

ody B of 5 T S0t 10%. 15 Thé CBU 201 193 control element which
performs a reoninebeperationin thelC eard 101. JheCRY120% peroemsa cru
various processes by executing control programs stored in the program

memdoty 2040rdat@mnemory 202 MRarkexaamplentheyCROR0"has aram

functi f 20 performi i h [ determini
procBSTES: & pritess 61 IHiG &' ShAEINEA” daG SutAg It the Hita =

memary, 202:0r soprocgss of feading ous 8 specified datg sting from-he

data memory 202. 25 The data memory 202 is a data erasable or

rewritatle monvokatitermepioty akor exampléstheldata memomny@02dstion

configured by a nonvolatile memory such
control circuit) of thée communicating portion 205 are
configured by one IC chip 206 or a plurality of IC
chips. Further, the IC chip 206 and part {(antenna
portion or contact portion) of the communicating
portion 205 are integrally formed in a module form to
configure an IC module M. The IC module M is contained
in the main body B of the IC card 101.

The CPU 201 is a control element which performs a
control operation in the IC card 101. The CPU 201
performs various processes by executing control
programs stored in the program memory 204 or data
memory 202. For example, the CPU 201 has a function of
performing various processes such as various
determining processes, a process of writing a specified
data string into the data memory 202 or a process of
reading out a specified data string from the data
memory 202.
The data memory 202 is a data erasable or

rewritable nonvolatile memory. For example, the data

memory 202 is configured by a nonvolatile memory such
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- 8 as an EEPROM (electrically erasable and programmable read only
memory), flash ROM or the like. Various data items such as various
application data items are stored with a preset file structure in the data
memory 202. 5 The working memory 203 is a working memory used to
temporarily hold process data when the CPU 201 performs a process.
The working memory 203 is configured byga wolatile memory such as a
RAM (random access memory) for example. 10 The program memory
204 is a nonvolatile memory in which data cannot be rewritten. For

example2 the prEGRAm( rresssry i2oalis Configwad Isy & nThskROREFEal e

only memor% In the program mem ry2g4, control pragrams, control
dataraen‘—jdj th(g i:k% Usedto c>o’ntro the § célﬂs,igj‘f)ptt%jr%a ioinlo he ICTard Lif)ldmﬂ‘a

are storeds The GPY<20} realizesihe basic.operation af thedecaldd 03t oreq
by executing the control program stored in the program memory 204.

The eommunicatargeporfion 205tperformsadata 20rcomimuaications with02 .

the IC card processing equipment 100. The communicating portion 205

has a configtatisn "dorfespbrbfigtothe cﬁﬁrﬁuﬁﬁ@ﬁﬁdﬁ@yé‘fﬁ%‘f&ﬁhﬁéd to
card 101, For exampie, when the 1C card, 101 jg &, coptactiess (iireless)s s

IC card, the ccmmunicating 25 portion 205 Is configured by an antenna
portionp coawaunicatiorecentrd irguihémodulation/dematidation: e#auit)y a
and the like. In this case, in the
volatile memory such as a RAM (random access memnory),
for example.

The program memory 204 is.a nonvolatile memory in
which data cannot be rewritten. For example, the
program memory 204 is configured by a mask ROM (read
only memory). In the program memory 204, control
programs, control data. and the like used to control the
basic operation of the IC card 101 are stored. The CPU
201 realizes the basic operation of the IC card 101 by
executing the control program stored in the program
memory 204.

The communicating portion 205 performs data
communications with the IC card processing equipment
100. The communicating portion 205 has a configuration
corresponding to the communication system of the IC
card 101. For example, when the IC card 101 is a
contactless (wireless) IC card, the communicating
portion 205 is configured by an antenna portion,

communication control circuit (modulation/demodulation

circuit) and the like. 1In this case, in the
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9 communicating portion 205, modulated waves received by the antenna
portion are demodulated by the modulation/demodulation circuit and

- modulated waves modulated by the modulation/demodulation circuit are 5

transmitted via the antenna portion. Also, when toe IC card 101 is a
contactless IC card, the communicating port-on 205 generates an

operation clock and power source vottagé to be supplied to an internal

circuit based on received modulated waves. Further, when the 1C IC card
101 is a contact IC card, the communicating portion 205 is configured by

a coRFAT PBrtiohtHaENd Y/alribs terifrinaRafMER afs! eXposed fothe-ved by

surface.of the main body B of the IC card 1C1. In thi case, the
potheie b i i B alib et el

terminal portiontnot shewn) provided-or the externakdevice side (fakeke s
reader/writer 102) to acquire an operation clock and power source

voltagecand: temsmit 6hrecereudata INextd tiecdatasstiueture iof the Hagr e

memory 202 is 20 explained. In the data memory 202, a plurality of file
man%éé&?ﬁ“t]htetfﬁgra"'r%ﬁictépsetrﬁé?ﬁreenélr% detined Ror %(%%OMeﬁﬁg?ileihe tc

stored,inthe giata memery,2Q2-are. classified Jntg a masterdile (ME) i they

highest 25 hierarchy, a dedicated file (DF) which is a hierarchy coming

nextgo the MF a0d anelementary dite (&) nehichnis alltiekarenyl comingr

next to the DF (or MF). The ‘
source voltade to be supplied to an internal circuit
based on received modulated waves. Further, when the
IC card 101 is a contact IC card, the communicating
portion 205 is configured by a contact portion having
various terminals which are exposed to the surface of
the main body B of the IC card 101. 1In this case, the
communicating portion 205 is brought into contact with
an IC card terminal portion (not shown) provided on the
external device side (card reader/writer 102) to
acquire an operation clock and power source voltage and
transmit or receive data.

Next, the data structure of the data memory 202 is
explained.

In the data memory 202, a plurality of files
managed in the hierarchical structure are defined. For
example, the files stored in the data memory 202 are
classified into a master file (MF) in the highest
hierarchy, a dedicated file (DF) which is a hierarchy

coming next to the MF and an elementary file (EF) which

is a hierarchy coming next to the DF (or MF). The
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10 above files are defined by definition information items and identified
by identifiers. Further, in the above file structure, various data items are
stored in the EF. In other words, the EF is a data file to store 5 various
data items. Data stored in the EF has plural types of data structures. For
example, it is supposed that the data structure stored in the EF is
classified into three types of a binary-type(Transparent structure), record
10 type (Record structure) and data object type (TLV (Tag Length. Value)
structure). In the binary type EF (which is hereinafter also referred to as a

binaRPEET, bihhfy-fGthtdatatis ststeBYIndAé teddrdtppd EF [WhiEhGs 1tems

hereina&ter gls reéerr%d fo as a regor}gl.EF)s 15 \@arioug data itemg
) : b : Th b
identified %y?gcolr ‘humbers are nstéreld?}lgurther,%rjf 1t:hee 5étalgbjectety8eove

E= (which isthereinafter alsorrefercedito-as awdata objest EE)r datai of ahe
structure (TLV structure) configured by a tag (T) portion indicating an
identifier, alengthl{Ey porioA20 iRdicalifg tive ferdiit of feal daterasdare
value %V), ortion as real data is stored. FIG. 3 shows an example of the
data's ﬁfci%lr% inothd dat&Memory 202. Further, FIG. 4 shows an example

of the data gructure stored in,thenworking,memory 203. 29 Asshownyin, 5

FIG. 3, in the data memory 202, a plurality of definition information items

and EErhodies edefinetldyy theaegpectivétdefinitiondpfosmation stemshe data
structure stored in the EF is classified into three
types of a binary type (Transparent structure), record
type (Record structure) and data object type (TLV (Tag
Length Value) structure). In the binary type EF (which
is hereinafter also referred to as a binary EF),
binary-form data is stofed. In the record type EF
(which is hereinafter also referred to as a record EF),
various data items identified by record numbers are
stored. Further, in the data object type EF (which is
hereinafter also referred to as a data object EF), data
of a structure (TLV structure) configured by a tag (T)
portion indicating an identifier, a length (L) portion
indicating the length of real data and a value (V)
portion as real data is stored.

FIG. 3 shows an example of the data structure in
the data memory 202. Further, FIG. 4 shows an example
of the data structure stored in the working memory 203.
As shown in FIG. 3, in the data memory 202, a

plurality of definition information items and EF bodies

defined by the respective definition information items
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- 11 are stored. In the example shown in FIG. 3, a first record EF 308,
second record EF 309, third record EF 310, verification key ES 311,
authentication key EF 312, 71 authenticator generation key EF 313, cipher
key EF 319, tag list table 315, data object EF 316, definition information
301 of the first record EF 308, definition information 302 of the second
record EF, definition information 303-of th& third record EF, verification 10
key EF defining information 304, authentication key E= defining
information 305, authenticator generation key EF defining information 306
and efphef key EF defining information 307 are stored in the data memory

202. In the example shown in FIG. 3, the fir cond 15 and third recor
e 308 308 ST e aeaton foeetd er

inforgiagiondtems, 301.302:3303: Bach, recprd-EF hasone ora plurality of
records in the EF'. Identification information is attached to each record of
the reeord' EFa Therefdrey eBEh Pecbrd 20tdfehée tecord BF &srybBE 312,
specified b}éthe identification information of the EF and the identification

inforfiTation Of thé record 1 e EF Furtfier, e dat objé&t e 318%has" 14/
one org pluality of data-abjects Inthg,example shawg in R5FIG3.on

data objects 316A and 316B are stored in the data object EF 316. Each of

the datd ebjects 316A &N 8168 hias arfiy stracturel Eaichda obfeCtnition

Snx%gggrmation 302 of the second record EF, definition
information 303 of the third record EF, verification
key EF defining information 304, authentication key EF
defining information 305, authenticator generation key
EF defining information 306 and cipher key EF defining
information 307 are stored in the data memory 202.

In the example shown in FIG. 3, the first, second
and third record EFs 308, 309, 310 are EFs respectively
defined by the definition information items 301, 302,
303. Each record EF has one or a plurality of records
in the EF. Identification information 1s attached to
each record of the record EF. Therefore, each record
of the record EF can be specified by the identification
information of the EF and the identification
information of the record in the EF.

Further, the data object EF 316 has one or a
plurality of data objects. In the example shown in
FIG. 3, data objects 316A and 316B are stored in the

data object EF 316. Each of the data objects 316A and

316B has a TLV structure. FEach data object stored in
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1G the data object EF is specified by "tag". Further, the tag list table 315
is a table to manage "tag" of each data object. Therefore, the data object
of "tag" specified by referring to the tag list table 315 is 5 specified. That
is, the data object can be specified by "tag" without paying any attention
to the EF. The verification. key EF 311 is an EF which stores a
verification key. The verification key EF 32'- is- defined by the v rifi_ca ion
key E_ defining information 10 304. The authentication key EF 312 is an
EF which stores an authentication key. The authentication key EF 312 is

defiﬁé@b9?ﬁ€a8ﬁ%ﬁﬂ&at% kéy BRUefihiry ift8rmatich 305 g her, the
authenficator geperafionkey BE 313 is,an EF which storesan .~ ¢ cacn

authenglcator generation 15 key. The authenticator generatlonQ[( y EF
313ds defired; by the authenticatoegeneration key &fjdefiniag “tag”
information 306. The cipher key EF 314 is an EF which stores a cipher,
key.SHfCEipherkey EFST 448 teiiné@ By thetdefinitiohtinfotimation 3074 s
20 Each aof the record,FE's 308, 309, 310_and data object EF 316 is an. .
CF WHCH 1At out of Aol etk thE Facord Lo dita Shjec s ted

whighis usgd-as, adata stingunitinsespansetora éammand fromrthe
external device. Thus, each of the record EFs 308, 25 309, 310 and data
object EF 3i6ds wsed ascat EFrwhicly ¢an Bé direetl'raceEssed (ihpsttorres

output with respect  to the exterior%from the external device. The %??ve,
a verification key. The verification key EF is

defined by the verification key EF defining information
304. The authentication key EF 312 is an EF which
stores an aﬁthentication key. The authentication key
EF 312 is defined by the authentication key EF defining
information 305. The authenticator generation key EF
313 is an EF which stores an authenticator generation
key. The authenticator generation key EF 313 is
defined by the authenticator generation key EF defining
information 306. The cipher key EF 314 is an EF which
stores a cipher key. The cipher key EF 314 is defined
by the definition information 307.

Each of the record EFs 308, 309, 310 and data
object EF 316 is an EF which reads out or writes data
in the record unit or data object unit which 1s used as
a data string unit in response to a command from the
external device. Thus, each of the record EFs 308,
309, 310 and data object EF 316 is used as an EF which
can be directly accessed (input or output with respect

to the exterior) from the external device. The above
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13 EFs are also called working EFs (WEF). On the other hand, the
verification key FF 311, authentication key EF 312, authenticator
general--on key EF 313 and cipher key FF 314 are FFs which store 5
information items associated with the security of the IC card 101.
Therefore, the verification key Et 311, authentication key EF 312,
authenticator generation key FF 313-and gipher key EF 314 are used as
EFs which cannot be directly accessed (accessible only within the 10 IC
card 101) from the external device. The above EFs are also called
interrAISER's{IED)dn the ekample showa ik FIG. (4/BRe working memory
203 has an area 2C3a which stores information, indicatin%a verificatio?

state and aff Area 303t WHich 15 Stor&d the’ Sathentication state’ The area’

203g;isa, Steragg @rea iﬂ;\é’!}_icﬂi‘ﬂ nfprmation dpdicatingsthe, verfication: on  key
state set by use of a verification key such as a PIN (for example, a
password htinsbet, individualkidentificativoh nunsbet) s storech Thecarea 20

203b is a storage area in which information indicatin% the authentication

state'8ftAE"TE ‘cedt procES3ing® eqtifphieiit 100%ds & EBmittnatation °F =he
partngr Oéé’}lfé%”l‘ggqn indicating the aythenticatip ,fét%'%?if%aﬁ%&e'ﬁ%d 311,

command is stored. 25 The verification key stored in the verification key
FF 31l is intemad datan(seeyritydatapysed fonant efaficatiofeprocess on key

performed in response to a

EF 313 and cipher key EF 314 are used as EFs which
cannot be directly accessed (accessible only within the
IC card 101) from the external device. The above EFs
are also called internal EFs (IEF).

In the example shown in FIG. 4, the working memory
203 has an area 203a which stores informatiocon
indicating a verification state and an area 203b which
stores the authentication state. The area 203a is a
storage area in which information indicating the
verification state set by use of a verification key
such as a PIN (for example( a password number,
individual identification number) i1s stored. The area
203b isva storage area in which information indicating
the authentication state of the IC card processing
equipment 100 as a communication partner or information
indicating the authentication state for a received
command is stored.

The verification key stored in the verification

key BEF 311 is internal data (security data) used for a

verification process performed in response to a
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14 verification command supplied from the ICO card processing
equipment (external device) 100. For example, the verification key is
used as a user ID or password. That is, when a verification command is 5
supplied from the IC card processing equipment (external device) 100,
the IC card 101 performs a process for determining whether or not the
verification key stored in the verification k&y EF 311 coincides with a
verification key attached to the verification 10 command from the external
device as a verification. process. The result of the verification process is
storétfinithe Gtéa 2035 e WoPkiRg Moy 203 Whith starés d

information indicating the verification state set by the v ritlib fion Iﬁe(yffor
O R e e

process rgommand such as @ dataiwriteicommand o8 datasread; semmand r
which is based on an execution condition that verification by the

verification key is sddoessiuly made i executéd 20 Farthepthend 1is
authentication key stored in the authentication keSY EF 312 js internal data

(secGHiPdafa) uSEaToralf althenficatidn proc8ss Performed it tesponse

to an autheptication.copmandsupplied from the. IC £a1d peocessing 4
equipment (external device) 100. 25 Whether or not the authentication

proces® ise sac_oﬁssfullygmrf@mﬁeddow@gt@mssmg procedbre u#lizing the-ion

o red S e aTETene on key EF 311 coincides
with a verification key attached to the verification
command from the external device as a verification
process. The result of the verification process ié
stored in the area 203a of the working memory 203 which
stores information indicating the verification state
set by the verification key, for example. The above
verification process is performed before a process
command such as a data write command or data read
command which is based on an execution condition that
verification by the verification key 1s successfully
made 1s executed.

Further, the authentication key stored in the
authentication key EF 312 is internal data (security
data) used for an authentication process performed in
response to an authentication command supplied from the
IC card processing eguipment (external device) 100.
Whether or not the authentication process 1is

successfully performed by a processing procedure

utilizing the cipher processing technique is determined
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in the authentication process. That is, when an authentication command
is supplied, the IC card 101 decodes authentication data (ciphered
authentication data) attached to the authentication command by use of 5
the authentication key stored in the authentication key EF 312 as an
authentication process. When the authentication data is correctly
decoded into desired data by the deecoding precess, the IC card 101
determines that the authentication process is 10 successfully performed.
Further, if the authentication data cannot be correctly decoded into
desired ddta byuthecaddotinig be(ﬁ@qﬁéflc cafd 401 ideterrhinas #rat

the authentication rocess | IS med in failur ample, the e
of thé au%nenttlcata ik process |ss dl%ptﬁée éa%@b it e %r%ﬁé

memary. 203 which sagresdpformatian tl,'?ad'q%t E%@?eé“%@ﬂ%%t&rbg@&%n
The above authentication process is performed before a process

comatand sueh ascar ddtat write eopntdrechor dathiread command whickeis of
based on an 20 execution condition that authentication by the

authéﬁt?ca‘?l‘éﬁmﬁé%ﬁE&é’@sf&‘lﬁ/YmEBQ%eéxéébté@eAﬁ%ﬁﬁéﬁtk%?&HO“ key

genegation key, stored In, the, authenticator geperation key B 313 and a
cipher key stored in the cipher key EF 314 are internal data 25 (securlty

datapusec:for acsecise nRssaging proeess: tAg the secwe massadgiRg i red

process, a command authentication process by the authenticator, a 16
data by the decoding process, the IC card 101
determines that the authentication process is
successfully performed. Further, if the authentication
data cannot be correctly decoded into desired data by
the decoding process, the IC card 101 determines that
the authentication process is performed in failure.

For example, the result of the authentication
process 1s stored in the area 203b of the working
memory 203 which stores information indicating the
authentication state. The above authentication process
is performed before a process command such as a data
write command or data read command which is based on an
execution condition that authentication by the
authentication key is successfully made is executed.

An authenticator generation key stored in the
authenticator generation key EF 313 and a cipher key
stored in the cipher key EF 314 are internal data
(security data) used for a secure massaging process.

As the secure massaging process, a command

authentication process by the authenticator, a



10

15

20

25

- ciphering command process by the cipher key or a process of

acombination of the command authentication process by the
authenticator and the ciphering command process by the cipher key can
be assumed. 5 In the command authentication process by use of the
authenticator, an authenticator generated by use of the authenticator
generation key based on data which s paft of-the received command is
verified with an authenticator attached to the received command. That 10
is, when a command (which is hereinafter also referred to as a secure

mes§&é3iﬁ§ %b%n&ﬁ%ﬁ%h?é&ﬁfe?a bé’_ec% nfasRAGNgHTECEess &
sup%ggggog:g t%% I% Cécrbqng){t%%ecsls!)r}g %%“'Eﬂ‘ee”&%%%a% Ic%ucte}{g r%@%c& tion

generates an authenticator by ciphering data of a specified portion 15 (for
exampleca hieader ppgianandata perion of the cemmand by use afdheand
authenticator generation key in the authenticator generation key EF 313

as therestamandy atithentieatichr proegss awhen thée auttRmticator is

generated blymusC of the auth%ntécat?}r genera ian key, 20 the IC card 101

verify the genera Sd SGINERTCatFWith T the AUthEmicatsr Attatned t the ©F

command, |fitis ndetesmined inthe verificationstep that the yedfiedy use of
authenticators coincide wth each other, the IC card 101 determines that
the command aethiertication peocesst251s swccessfidlyl perfordmed. which is

Further, if it is determined in the verification step that the verified

auth8ﬁ_t?8ét8r‘§ &&ﬁo?@&ﬁéi&@%iﬁoéﬁw&héﬁ, the¥e chrd 1910 an
deteqmipgs thatthe command authenticalion . .o i ved command. That

is, when a command (which is hereinafter also referred
to as a secure messaging command) which requires a
secure massaging process 1s supplied from the IC card
processing equipment 100, the IC card 101 generates an
authenticator by ciphering data of a specified portion
(for example, a header portion or data portion) of the
command by use of the authenticator generation key in
the authenticator generation key EF 313 as the command
authentication process. When the authenticator is
generated by use of the authenticator generation key,
the IC card 101 verify the generated authenticator with
the authenticator attached to the command. If it is
determined in the verification step that the verified
authenticators coincide with each other, the IC card
101 determines that the command authentication process
is successfully performed. Further, if it is
determined in the verification step that the verified

authenticators do not coincide with each other, the IC
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process is performed in failure. The result of the command authentication
process is stored in the area 203b of the working memory 203 which
stores information 5 indicating the authentication state for the command,
for example. When the above command authentication process is
successfully performed, the IC card 101 performs a process
corresponding to the command. In the cipiler command process by use of
the cipher 10 key, data transferred with respect to the IC card processing
equipment js ciphered by use of the cipher key. For example, when a,
secﬁ@?ﬁe&soa%gir?ge E6MaHd” wHidh re %sfs%%&‘l%%itﬁf&ﬁ%%%bﬁ@& from
the I card processingcquipment,100,;the 1€ card:101 performs b & he
process of decoding a write data portion added to the command by use of
the cipheskey inthe«iphier key&F Bidcand wiiting therdelcaded-tatadmtoa
the data memo%ZOZ as a cipher command process. Further, when a

secut ThesSadii coimfiantwhizh tequests daba readtis 20°suppliea frent + ©»

the IC,eatdrpessing eguipment 100, the, 16 caed 192 reads ot dalang,

specll by the command rom the data memory 202, ciphers the read
dataryruse: pfghe ciphen kay imthexdataciphenkey k314 andi oatplits:
the ciphered data as read data to the IC card 25 processing equipment
100 FHeEt4S, he Tiptiet coffmand YoreessSig e process forciptierthg data

transmitted from the IC card pcroceséssinglegui metné 1&9 eto é%%gn% %g card
101 BF tata tr&nsmitted From the TC ard 161 td’ '

In the cipher command process by use of the cipher
key, data transferred with respect to the IC card
processing eguipment is cipheréd by use of the cipher
key. For example, when a secure messaging command
which requests data writing is supplied from the IC
card processing equipment 100, the IC card 101 performs
a process of decoding a write data portion added to the
command by use of the cipher key in the cipher key EF
314 and writing the decoded data into the data memory
202 as a cipher command process. Further, when a
secure messaging command which requests data read is
supplied from the IC card processing equipment 100, the
IC card 101 reads out data specified by the command
from the data memory 202, ciphers the read data by use
of the cipher key in the data cipher key EF 314 and
outputs the ciphered data as read data to the IC card
processing equipment 100. That 1s, the cipher command
process 1s a process for ciphering daté transmitted

from the IC card processing equipment 100 to the IC
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the IC card processing equipment 7.00. In the combination process of the
command authentication process and the cipher command process, 5-he
above command authentication process by use of the authenticator and
the above cipher command process are performed. That is, as the
combination process, the IC card 101 performs a process for decoding or
ciphering a data portion by use of the ciplier key when. 10 authentication
of a command supplied from the IC card processing equipment. 100 is
successfully made by the command authentication 1g}rocess by use of the

autHehtita-or! VohetHer6r héGit RMdcetdar/i6perfefmithe ABverificatidr
process. ;k&thsQ&i%atigwé&g%%gcogzmgg%e%h%%tiﬁ:?“on process or

command cipher process Is determined according to an access condition

set for eachrdata in eaeh WEF.i thatds,dadhe |G carcht0koageesses to
respective data items in the respective 20 WEIs are controlled according

to varisusprocessing resuls sétastte dctess tohdifioASINextdaRr ocess,
access condition for each data string, (for example, record or data object)

in each’ 15 e%ﬁfé%aen. Z%Ulfl%}s?,gste tcfr?g% of an ggggsesscsonﬁtiélns%ro(% the
each, regarkinthe record ER as the WEE'ds explainedudziz 3isdess are
diagram. showing an example of the 9 configuration of the record EF

defining fnfommadtion.That is, as the combination process, the IC

card 101 performs a process for decoding or ciphering a
.data portion by use of the cipher key when
authentication of a command supplied from the IC card
processing equipment 100 is successfully made by the
command authentication process by use of the
authenticator.

Whether or not it is necessary to perform the
verification process, authentication process, command
authentication process or command cipher process is
determined according to an access condition set for
each data in each WEF. That is, in the IC card 101,
accesses to respective data items in the respective
WEFs are controlled according to various processing
results set as the access conditions.

Next, an access condition for each data string
(for example, record or data object) in each WEF is
explained.

First, setting of an access condition for each
record in the record EF as the WEF is explained.

FIG. 5 is a diagram showing an example of the
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In the example of FIG. 5, the defining information of the record EF which
stores three records is shown. As shown in FIG. 5, the record FF defining
5 information. is configured by information ii'-.ems such as an address
401, FF identification information (EF-ID) 402, file type 403 of the EF,
record length 404, record number 405, first-record access condition 406,
second- record access condition 407 thitd3recerd access 1G condition 40
and the like. The address 401 is address information indicating a position
on the data memory 202 in which the EF is defined. The EF-ID 402 is
iden€ificetioninforiation Ttotidentifythe EFE T hedifd figeqgdisormation.
information 15 indicating the file type of the EE. =n the example of FIG. 5,
sincggfhé%eeco%s .aﬁga%%fi%%gg;n o'rm%tioﬁ k|lse a%%grln%ﬁ?%elﬁ}lg%;%aidfg ot
informationdndigating that the Bk is-a secard &&. Theseerrdiength404.is
information indicating the size (lengtrh) of the EF. 20 The record number
405 is inforfatiohdmdicating #fe. nbmber of records! stored #ftheiER. In

the example shown in FIG. 5, since it is assumed that three records are

stored, thé Fédord huhibeér 405 56T tb #3". The PEE6HH atdeds EBRAIEEHS *°
406,407, 408.0f the (25 regerds,are infarmatiop items-indicating, (er-1p)

conditions (conditions which permit accesses) to access the respective

recotd stored in thedeF.4Thatds, the 20E accessceondliticm4@6is4 04, record

information indicating a
number 405, first-record access condition 406, second-
record access condition 407, third-record access
condition 408 and the like.

The address 401 is address information indicating
a position on the data memory 202 in which the EF 1is
defined. The EF-ID 402 is identification information
to identify the EF. The file type 403 is information
indicating the file type of the EF. In the example of
FIG. 5, since the record EF defining information is
assumed, the file type 403 is information indicating
that the EF 1s a record EF. The record length 404 is
information indicating the size (length) of the EF.
The record number 405 is information indicating the
number of records stored in the EF. In the example
shown 1in FIG. 5, since it is assumed that three records
are stored, the record number 405 is set to “3”.
The record access conditions 406, 407, 408 of the

records are information items indicating conditions

(conditions which permit accesses) to access the

respective records stored in the EF. That 1s, the



10

15

20

25

condition to access the first record stored in the EF. The access condition
407 is information indicating a condition to access the second record
stored in the IF. 5 The access condition 4C8 is _nformation indicating a
condition to access the third record stored in the EF. FIG. 6 shows an
example of a plurality of records stored in one record EE. In the example
shown in FIG. 6, an example of three recagrds 501, 502, 503 10 stored in
one record EF defined by definition information as shown in FIG. 5 is
shown. As shown in FIG. 6, the records 501, 502, 503 stored in one
recorf EF fespettivély Hicldde mahademert irfdPhatidifiteins 8oL

5023, 503a.and data paoé%%%ss5%38b 5%%? P00 Io Faghofthe .\ ¢ er.
management information items fa, 2§a, 503a includes record
identificatign daformatian (for example,irecord-aumber)of each reeerdand
information indicating the length of the data portion. Therefore, in the IG

card a0 éacke redord capdssspetificteioasatl POt thesrhanggemanthe EF.
information(%record number and information indicating the length of the

data POTtioH) “frthe TE6TUEE Hefingd by the défifiition hformaria, ~Next,

the accass conditiop fareachrecqrd isnexplained, 23 AstheA¢CesS the EF .
conditions 406, 407, 408, access conditions for the respective records

can be set fBi Gespectivenarmusgracessing conrtentsu Fot exgmple, 2dcords

In ISO (IniernaLional Organization for
stored in one record EF. In the example shown in
FIG. 6, an example of three records 501, 502, 503
stored in one record EF defined by definition
information as shown in FIG. 5 is shown. As shown in
FIG. 6, the records 501, 502, 503 stored in one record
EF respectively include management information items
501a, 502a, 503a and data portions 501b, 502b, 503b.
Each of the management information items 50la, 502a,
503a includes record identification information (for
example, record number) of each record and information
indicating the length of the data portion. Therefore,
in the IC card 101, each record can be specified based
on the management information (record number and
information indicating the length of the data portion)
in the record EF defined by the definition information.

Next, the access condition for each record is
explained.
LAs the access conditions 406, 407, 408, access

conditions for the respective records can be set for

respective various processing contents. For example,
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Standardization), a READ RECORD command, WRITE RECORD
command, APPEND RECORD command, UPDATE RECORD command
and the like are defined as commands which request 5 accesses to the
record EF in the IC card. In this case, as the access conditions 406, 407,
408, an access condition for the record in a process (data read process)
corresponding to the READ RECORD cofimand, an access condition for
the record in a process (data 10 write process) corresponding to the
WRITE RECORD command, an access condition for the record in a

procéss (ita SppeRUPFOCERRT CofEgFdhdiRg tthef APPEND RECORD
comman ccess dition e in a process (

proc?éi gc%%rﬁle%b%%laﬁm%%% toathgéégDﬁr?%Bg@C%OR%bg%gréh’mgﬁ? g%od the ORD
like rvayiben egnsidereds Farther @sdberaceass comitionREQGORAOE ARBNd
an access condition for the record in the secure messaging process of
eachPEsminamd cafralss Dededrisidgereds 20 Funthef sasithedrcesguest

conditions 406, 407, 408 in the data read proces condition for .
perm%t%ﬁasggg’esgo(réca{lcﬁ arc%gf)drirﬁg oFeth%nre%Bf? oS‘FEaec%urﬂ?lh’entiIcoralttiJc%rkl1 S

process;hy thesauthenticationkey-orthe; yerificatign precessdisthesn sccess

verification key in 25 addition to a read free or read inhibition can be set.

For examiple Laccesscondiions candel conrsigereddns swhich the read!

process is permitted only in a state 22 where verification by the

Vaﬂﬁéﬁ&§§§9kgorrespondlng to the READ RECORD command, an
access condition for the record in a process (data
write process) corresponding to the WRITE RECORD
command, an access condition for the record in a
process (data append process) corresponding to the
APPEND RECORD command, an access condition for the
record in a process (data update process) corresponding
to the UPDATE RECORD command and the like may be
considered. Further, as the access conditions 406,
407, 408, an access condition for the record in the
secure messaging process of each command can also be
considered.

Further, as the access conditions 406, 407, 408 in
the data read process, a condition for permitting
access (read) according to the result of the
authentication process by the authentication key or the
verification process by the verification key in
addition to a read free or read inhibition can be set.

For example, access conditions can be considered in

which the read process 1s permitted only in a state
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successfully made, the read process is permitted only in a state where
authentication by the authentication key is successfully made, the read
process is permitted 5 only in a s=ate where verification by the verification
key is successfully made or where authentication by the authentication
key is successfully made and the read process is permitted only in a state
where verification by the verification-key4& suecessfully made and 10
authentication by the authentication key is successfully made. Further, as

the access conditions 406, 407, 408 in the data write (or append, update)
procéRerg cBRdition ok pefmitting tHe Whteldrocéds @ appéndSupdate)

15 progess according 1o the result of the, autheplication, pracess by the,;
authentication key dr the verification process by the verification key In

additian 40 anwrite (ofappend: update) free o Write {oreappents tipdate) i on
inhibition can be set. For example, access conditions 20 can be

condigéeretlsin sviviets el Write/ (Grappend nEpdaepioEess ispermiegmit ted

only in a state where verifi%ation Qy the v.erifi%ation Ige icshsuccessf;flll .
n in._ a state(y ere erification . e verl 1% tion
mad%, € Write or append, uoda—tee)rprocess IS per itted on Yy In a state

where-authentication-hyrthe 25 authentication:key is.sucegssfully madesy tne
the write (or append, update) process is permitted only in a state where
verificationoyithe vedfication key is\23-saecessiullyrndde oravhere read

authentication by the ‘ L o .
process 1's permitted only in a state where verification

by the verification key is successfully made and
authentication by the authentication key 1s
successfully made.

Further, as the access conditions 406, 407, 408 in
the data write (or append, update) process, a condition
for permitting the write process (or append, update)
process according to the result of the authentication
process by the authentication key or the verification
process by the verification key in addition to a write
(or append, update) free or write (or append, update)
inhibition can be set. For example, access conditions
can be considered in which the write (or append,
update) process 1is permitted only in a state where
verification by the verification key is successfully
made, the write (or append, update) process 1is
permitted only in a state where authentication by the
authentication key 1s successfully made, the write (or
append, update) process 1is permitted only in a state

where verification by the verification key is



authentication key is successfully made or the write (or append, update)
process is permitted only in a state where verification by the verification
key is 5 successfully made and authentication by the authentication key is
successfully made. As described above, as the secure messaging
process, a command authentication process by use of the authenticator,
a ciphering command process by use of 20 the-cipher key or a process of
a combination of the command authentication process and the ciphering
com and process are provided. Therefore, as the access cond.,-ti-on for

the SBEFE fieSsaging'srotess, conditions "¢AIFbé coAsitered” iHith the
secur Séﬁ%%ségg‘a%@r‘%eﬁé §5i'§, ”?&&%%%%Sﬁ%f ymgése ”S‘Eﬁw Inset

a state where the corrLmand authentication process by use of the
authesticatppisrsuiccessfully pefenned, dhe €ipheringt cemmanc,oroeess
by use of the cipher key is required or the ciphering command process by
use Bt thiecciptierikeyV20 isfregairée while thé eoiffiarid aathepticaiion 15
process by use of the authenticator is successfully performed. Nex ,
settiﬁé1 %?ésesa%?els% dbhdition for 8ac hed%l a %%J%e%/ﬂln ﬁ%r%a a object EF
as the, Wk, is; explained. 25 RIG. JAds adiagram shawing an example of
the configuration of the entire portion of the tag list table 315. FG. 7B is a

diagram shéwindeart exampleabb24 the sonfiguration of emels taptabie
603.

process, a command authentication process by use of the
authenticator, a ciphering command process by use of
the cipher key or a process of a combination of the
command authentication process and the ciphering
command process are provided. Therefore, as the access
condition for the secure messaging process, conditions
can be considered in which the secure messaging process
is made unnecessary, it 1s necessary to set a state
where the command authentication process by use of the
authenticator is successfully performed, the ciphering
command process by use of the cipher key is required or
the ciphering command process by use of the cipher key
is required while the command authentication process by
use of the authenticator is successfully performed.

Next, setting of the access condition for each
data object in the data object EF as the WEF 1is
explained.

FIG. 7A is a diagram showing an example of the
configuration of the entire portion of the tag list

table 315. FIG. 7B is a diagram showing an example of
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As described above, in the tag list table 315, information which manages
each data object is stored. In the example shown in FIG. 7A, in the tag list
table 5 315, management information items (tag tables 603A, 603B) for
two data objects (which are hereinafter referred to as first and second
data objects) are stored. Further, as shown in FIG. 7A, in the tag list

table 315, table length information 601, tagitabte 10 number information
602 and a plurality of tag tables 603 (first tag table 603A, second tag
table 603B) are contained. The table length information 601 is information

?ndicéﬁﬁg W&@H@Fé&éﬁ f%t@ I%B%h The%agadie £5 ~Aumber _
information £02 {5 @9%@%"%&5‘%{?}'”9&“‘% pumpbgy of tag taples, storedsin

the tag list table 315. Each tag table 603 stores management information

of a torespanding data objectladdG. £Acan exampie ot dhe tag kstored.
table 315 which manages the two data 20 objects is shown. Therefore, in

the ekaniplé sREWALA SF I OMR thé fifst tag tdble B03ANEhdIsstohdthgtable
table !E: 3B are rowdeg as t?e ta%gtable. F,L%rther, shown nleFIGE%%I

each3tag table ‘tontains' a(fggr‘f value 6171, ?énnsgt inf rrﬁgtkl)on 51

locatioysdatafl3, filg, IRy LRID) Sl access sandition S1pand thediker

The tag value 617. is information indicating the 25 Lag which -'s an

identifief of pedata @bject fo bet and second data objects) are
stored. Further, as shown in FIG. 7A, in the tag list
table 315, table length information 601, tag table
number information 602 and a plurality of tag tables
603 (first tag table 603A, second tag table 603B) are
contained.

The table length information 601 is information
indicating the length of each tag table. The tag table
number information 602 is information indicating the
number of tag tables stored in the tag list table 315.
Each tag table 603 stores management information of a
corresponding data object. In FIG. 7A, an example of
the tag list table 315 which manages the two data
objects 1s shown. Therefore, in the example shown in
FIG. 7A, the first tag table 603A and second tag table
603B are provided as the tag table.

Further, as shown in FIG. 7B, each tag table 603
contains a tag value 611, length information 612,
location data 613, file ID (DID) 614, access condition

615 and the like.

The tag value 611 is information indicating the
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managed. The length information 612 is information indicating the length

- of a data portion (Value) of a to-be-managed data object. The location

data 61.3 is 5 information indicating a location as detail control
information of a '.0-be-managed data object. The file ID 614 is
identification information of an EF (data object EF) which stores a
to-be-managed data object. The access<ondition 615 is information
indicating the 10 condition to access a to-be-managed data object. Next,
the access condition for each data object is explained. As the access

condiién 815 5n 48c&3% dotifitiont f6rthe data 3Bjett 85A BEset fordach

of varigus 15 procegsing £ontents. For,examplg, ig-the 190, (aierpatianal
Organization for Standard), a GET DATA command, PUT DATA
commaintcand the likesareqprovided asa accotamand which reguests) of a
access to the record EF in the IC card 101. In this case, as the access

conditior? 20'6152 4R AceaSS cORdif6T for thE Yate 6Bjeét & Prdcdds’ s

(data E%%dr%ét cess) C%esgé’{‘g"_‘fg to the GET RATA command and.an,
access condition for the data OBJ ctin a process (8ata write process%
correspanging tethe PUT RATAcommagdarg consigerad: Furtheraasrile

25 the access condition 615, an access condition for the data object in a

secuk® ntégsaging: process ecthiel eomimand isedlsoeondideredi D6 (Agta

the access condition 6-5 in the data read .
object EF) which stores a to-be-managed data object.
The access condition 615 is information indicating the
condition to access a to-be-managed data object.

Next, the access condition for each data object is
explained.

As the access condition 615, an access condition
for the data object can be set for each of various
processing contents. For example, in the ISO
(International Organization for Standard), a GET DATA
command, PUT DATA command and the like are provided as
a command which requests access to the record EF in the
IC card 101. In this case, as the access condition
615, an access condition for the data object in a
process (data read process) corresponding to the GET
DATA command and an access condition for the data
object in a process (data write process) corresponding
to the PUT DATA command are considered. Further, as
the access condition 615, an access condition for the

data object in a secure messaging process of the

command 1s also considered.
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process, a condition for permitting access (read) according to the result of
the verification process by the verification key or the authentication

process by 5 the authentication key in addition to a read free or read
inhibition can be se-. For example, access conditions can be considered

in which the read process is permitted only in a state where verification by
the verification key is successfully made? the read process 10 is permitted
only in a state where authentication by the authentication key is
successfullxéynade, the read process is permitted only in a state where

verification "By theSvetificafion key f-Suctesétifly riade’6r Whkr read
authepfication by, the ault %@E}%@t%ﬂ‘ ] %L&%Cr?&s&’é'_ééé@%deh?@g the

read process is permitted only in a state where verification by the

verification dkeyistssiceessiullys matlecand-autherticatiopdryithe process by
authentication key is successfully made. As the access condition 615 in

the ddta wiite 120 process, & evnditiohF6r perriiting oRfiteopraeessess by

according lo e restlt of the verification process. by the verfigation key gt
the authentication process by authentication Key In addition to a write

free ok AwritejRhipitioncandae set: For example; ascesp 22 conditiens can

be considered in which the write process is permitted only in a state

whereovetif'catios byanheeverificatior tkay issustessiullymade athepwritee s s

27 process is permitted only in a state where o ,
is permitted only in a state where verification by the
verification key is successfully made, the read process
is permitted only in a state where authentication by
the authentication key is successfully made, the read
process is permitted only in a state where verification
by the verification key is successfully made or where
authentication by the authentication key is
successfully made and the read process is permitted
only in a state where verification by the verification
key is successfully made and authentication by the
authentication key 1is successfully made.

As the access condition 615 in the data write
process, a condition for permitting a write process
according to the result of the verification process by
the verification key or the authentication process by
the authentication key in addition to a write free or
write inhibition can be set. For example, access
conditions can be considered in which the write process

is permitted only in a state where verification by the

verification key is successfully made, the write



authentication by the authentication key is successfully made, the write
process is permitted only in a state where verification by the verification
key 5 is successfully made or where authentication by the authentication
key is successfully made or the write process is permitted only in a state
where verification by the verificati..on key is successfully made and
~authentication by the authentication key 5710 successfully made. Further,
as described above, as the secure messaging process, a command
authentication process by use of the authenticator, a ci.phe.ring
coMPTaHtPSrocéss AR tise bEtheLigherKeyPorH prote¥8 ®F & combination
15 ogltlhc%g%mjma d.authgnti%%gnaour es and %h‘e %ip%erin% command

T T :
process are prc():v? ed. There ore, as the access conditLion 615 for the

seclednessaging progess, cenditions eanpesonsidered pewhichitbe only
secure messaging process is made unnecessary, it is necessary 20 to set

a state whereahe cohfmand authentiedtiomprocess chyvase ofithet ion key
authenticator is succe sftgllh%made, the ciphering command process p%e

use of tHe CipR&Ekey isY réftivedor tW%%Fp%e?iH BAihanRd procesé by
use 9f, the. Gipher keyis reauired while-the command aythentication 5; « o

process by use of the authenticator is successfully made. Next,
commandsssupplied érom theslC carty28 rprecessirigeequipment 400 fo dtae ion
IC card 101. are
by the verification key 1s successfully made and
authentication by the authentication key is
successfully made.

Further, as described above, as the secure
messaging process, a command authentication process by
use of the authénticator, a ciphering command process
by use of the cipher key or a proéess of a combination
of the command authentication process and the ciphering
command process are proVided. Therefore, as the access
condition 615 for the secure messaging process,
conditions can be considered in which the secure
messaging process 1s made unnecessary, 1t i1s necessary
to set a state where the command authentication process
by use of the authenticator is successfully made, the
ciphering command process by use of the cipher key is
required or the ciphering command process by use of the
cipher key is required while the command authentication
process by use of the authenticator is successfully

made.

Next, commands supplied from the IC card



explained. FIGS. 8 and 9 show examples of formats of commands

suppled from the IC card processing equipment 100 to 5 the IC card 101.
FIG. 8 shows an example of a format of a command having no data

portion. For example, it is assumed that a command which requests data
read has a format as shown in FIG. B. As shown in FIG. 8, a command
having 10 no data portion such as to-be-wéitter data is configured by a
classification portion (CLA: class) 701, instruction portion (INS:

instruction) 702, first parameter (P1) 703 and second parameter (P2) 704.
FIG 1o sews anexamplestaformat dfa Edrmmendcashavihly & Bata
portion. Iior. exagnple, it is assumed that a command which requests a
dataevf/{ﬁteaplrgges’s has a format as shown in FIG. 9. As shown in FIG. 9,

a commang hayingsthedata portion in:whigh & :0-be-wrilten, datasis sterdands
is configured by a data length por7ion 20 (Lc) 805 and data portion (Data)
8066 impaddition foramclassifidatiorepottion ¢CEAsclagsETOL, Hivstructiof® to
portion (INS: instruction) 702, first parameter (P"_) 703 and second
parahiter (P2j7704. 1 the classification portion (CLA: class) 701, 25
information jndicating the, dassification, of the cammapglis stored: 18dhgana
instruction portion (INS: instruction) 702, information indicating an
instruetiom29 ref the conmppand iastoreth I hak iepthescoritentssofa s sumed

that a command which requests data read has a format as
shown in FIG. 8. As shown in FIG. 8, a command having
no data portion such as to-be-written data is
configured by a classification portion (CLA: class)
701, instruction portion (INS: instruction) 702, first
parameter (P1l) 703 and second parameter (P2) 704.

FIG. 9 shows an example of a format of a command
having a data portion. For example, it i1s assumed that
a command which requests a data write process has a
format as shown in FIG. 9. As shown in FIG. 9, a
command having the data portion in which to-be-written

data 1s stored is configured by a data length portion

20

25

(Lc) 805 and data portion (Data) 806 in addition to a
classification portion (CLA: class) 701, instruction
portion (INS: instruction) 702, first parameter (P1)
703 and second parameter (P2) 704.

In the classification portion (CLA: class) 701,
information indicating the classification of the
command is stored. In the instruction portion (INS:

instruction) 702, information indicating an instruction
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each command are identified by information items stored in the
classification portion 701 and instruction portion 702. 5 In the first
parameter. 703 and second parameter 704, information items such as
parameters indicating to-be-accessed object of the command are stored.
For example, in the case of a command which specifies a record as a
to-be-accessed object, data (such as-a 1@3ecoerd number) indicating a
record in which data is to be written is stored in the first parameter (P1)
703 and an identifier (EF-ID or the like) indicating a file (record EF) in
whichfa fetord specified by tiaé first Sparafietér (P) 7084s eforegiss of

stored in the second 15 aragetecr.(glzggokds. Furtt%%rhipa@e case of a

command Which specifies a data object as & to-be-actessed o]b%eeé?,sta%tored

value of the-data-ohjectindicating data: pbjecttpibe agcessed.arestered
in the first parameter 703 and second parameter 704. 20 In the data
lengthopartion 8054 information indicating the length of the data portion
806 in the command is stored. That is, the data length of the data portion

806 following the Gata ergth Portidis6s cAhbé tetetmiret badeadir t e+
information.stored in the, 25 data length. portion 805, Further, GLAINS.;

P1, P2, Lc may be respectively configured with preset data lengths. In
this case; ¢he lengths ofitherenriire 30f porioncafithe commandscanrbe. For
determined based on
example, in the case of a command which specifies a
‘record as a to-be-accessed object, data (such as a
record number) indicating a record in which data is to
be written is stored in the first parameter (P1) 703
and an identifier (EF-ID or the 1like) indicating a file
{(record EF) in which a record specified by the first
parameter (P1l) 703 is stored is stored in the second
parameter (P2) 704. Further, in the case of a command
which specifies a data object as a to-be-accessed
object, tag value of the data object indicating data
object to be accessed are stored in the first parameter
703 and second parameter 704.

In the data length portion 805, information
indicating the length of the data portion 806 in the
command 1is stored. That 1is, the data length of the
data portion 806 following the data length portion 805
can be determined based on information stored in the
data length portion 805. Further, CLA, INS, Pl, P2, Lc

may be respectively configured with preset data

lengths. 1In this case, the length of the entire
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information indicating the data length and stored in the data Length
portion 805. In the data portion 806, data used in a process of 5 the
command is stored. For example, in the case of the command which
requests data writing, write data is stored in the data portion 806. The
length of data to be stored in the data portion 806 is indicated by the data
length portion 805. Therefore, data of-the3length 10 indicated by the data
length portion 805 is determined as data stored in the data portion 806
based on next data of the data length portion 805. Further, in the above
comifanll e presefte 6P abseAcE B theeséttire RiEssaginyfsrotess or

the contents _15 of the secure messaging process are specified by use. of
2 SpBCHCA T LR o B0 To1 e T by TOT dGrmia 2 in

whethgt op petthecommapd requiressthe, secure messaging process or
the type of a process required to be performed as the secure messaging

20 process basédiondhé vakersfithe specified ditdn tise deg¢eivedprocess of
command. Next, the command process in the .IC card 101 configured as

descriB&d ZBBUB TS exPlaied” Bitst, a' procESE O hcommahd® ©3se ©f © he
(recordsseries 25-G0mmand), which reguests,access to @ spesifigdrecard

in the record EF is explained. FIG. 10 is a flowchart for illustrating an

examjple 31d of aprdcess darea record«seried commared. length of data to
be stored in the data portion 806 is indicated by the
data length portion 805. Therefore, data of the length
indicated by the data length portion 805 is determined
as data stored in the data portion 806 based on next
data of the data length portion 805.

Further, in the above command, the presence or
absence of the secure messaging process or the contents
of the secure messaging process are specified by use of
a specified bit. That is, the CPU 201 of the IC card
101 determines whether or not the command requires the
secure messaging process or the type of a process
required to be performed as the secure messaging
process based on the value of the specified bit in the
received command.

Next, the command process in the IC card 101
configured as described above is explained.

First, a process for a command (record-series
command) which requests access to a specified record in

the record EF is explained.

FIG. 10 is a flowchart for illustrating an example



The IC card 101 is triggered by power supplied from the IC card
processing equipment 100 and set into a command waiting state. In this
state, a command 5 supplied from she IC card processing equipment 100
is received by the communicating portion 205 of the IC card 101 and
supplied to the CPU 201. in this example, a process performed in a case
where a command which requests aecess to a specified record in the
record EF 10 is received is explained. When a command from the IC card
processing equipment 100 is received ("YES" in the step S1), the CPU
201 pérfarms aistdcedOfor tohfiftihg THE VaRdity  oF e command (steps
S2 to S5). That is, the CPU ]fzg 15 first checks the.orm.at of the received
command (E,h%% Z ).Clﬁrtﬁe or%naltschicr:l%i%aeprrggegg itls Vél&é%:errsntilﬁé)(c?‘md

whethes data,iems set intherespectivepartionace valid or agh Fast into
example, the CPU 201 confirms whether the command is a normal
comenapeloratot i thiet 20cclassificationIportion 203 adddnstiuctionrnand

‘portion 702, of the command.TFurther, the CPU 207, confirms that inlv%id ,
valuB&Bre n5téef inthe fitst parafrieter PORIGASTOS dnd S8CERY Parameter

portion 704, i the . data porti:pn is present in thecommangdsthe:CPLU20%

25 confirms that data stored in the data length portion 805 is not set to a
value such a8 1'08hlyinguoutsideca tpreseribet@angeé land that datasndhemple,
data portion 806 32 is a data string of the length indicated by the data,
a process performed in a case where a command which
requests access to a specified record in the record EF
is received 1is explained.

When a command from the IC card processing
equipment 100 is received (“YES” in the step S1), the
CPU 201 performs a process for confirming the validity
of the command (steps S2 to S5). That is, the CPU 201
first checks the format of the received command (step
S2). In the format checking process, it is determined
whether data items set in the respective portions are
valid or not. For example, the CPU 201 confirms
whether the command is a normal command or not in the
classification portion 701 and instruction portion 702
of the command. Further, the CPU 201 confirms that
invalid values are not set in the first parameter
portion 703 and second parameter portion 704. If the
data portion is present in the command, the CPU 201
confirms that data stored in the data length portion

805 is not set to a value such as “00” lying outside a

prescribed range and that data in the data portion 806
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length portion 805. If it is detected in the format checking process that the
format of the received command is abnormal 5 ("NO" in the step S2), the
CPU 2C1 outputs response data in which a status word indicating a
format error of the command is set to the IC card processing equipment
100 (step S3) and terminates the process. If it is not detected in the format
checking 10 process that the format-of the€ received command is
abnormal ("OK" in the step S2), the CPU 201 checks whether data stored
in the first parameter (PI) 703 of the command is valid or not (step S4). In
this Jekatnple t& prdcessJorthereBortREsids dotAmantss 28%ssimed? =2
Therefore, the CPy. %%1 gq cks whether data stored in the first parameter
ali

1 th : . )
703 o?ﬂ?e cor%?n%njd Is valid or not as a record number. If it is determined

in the above cheeking precess: that the data storeckin thedisstipayametefess
703 is not 20 valid ("NG" in the step S4), the CPU 201 outputs response

datatihavhith a statosavordindieatirig acproeessiagerof is- SettotreTe |

card processing equipment 100 (step S3) and terminates the process.
Further! it i%rbe?%%‘niﬁ@& Eche%t%[ & dats st%oir%d éz@mciﬁezﬁ?sttspa?gr%%?er}se

703 igvalid; (GOKC'in the step: $4).18e £RY 201.ahecks whetherdatar ror

stored in the second parameter 704 of '~he command is valid or not 33

(step 85).HA thisrexample ssines atprocess foE theard processing
equipment 100 (step S3) and terminates the process.

If it is not detected in the format checking
process that the format of the received command is
abnormal (“OK” in the step S2), the CPU 201 checks
whether data stored in the first parameter (P1l) 703 of
the command is valid or not (step S4). In this
example, a process for the record-series command 1is
assumed. Therefore, the CPU 201 checks whether data
stored in the first parameter 703 of the command is
valid or not as a record number.

If it is determined in the above checking process
that the data stored in the first parameter 703 1s not
valid (“"NG” in the step S4), the CPU 201 outputs
response data in which a status word indicating a
processing error is set to the IC card processing
equipment 100 (step S3) and terminates the process.

Further, 1f it is determined that the data stored
in the first parameter 703 is valid (“OK” in the step

S4), the CPU 201 checks whether data stored in the

second parameter 704 of the command 1s valid or not
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record-series command is assumed, the CPU 201 checks whether data
stored in the second parameter 704 is valid or not as a short EF identifier
or current EF 5 identifier. If it is determined in the above checking process
that the data stored in the second parameter 704 is not valid ("NG" jr, the
step S5), the CPU 201 outputs response data in which a status word
indicating a 10 processing error is set toihe IC card processing
equipment 100 (step S3) and terminates the process. Further, if it is
determined that the data stored in the second parameter 704 is valid
("OK!'sy ¢ie Step- S5),thé[GRU20Atheeks WhetitersE 1D @sthe Hata 15¢
stored in the second parameter 704 of the command is a sho%t EgF heck
At the s ®

identifiér Orcurfent BF ideRtiféi(steh $6)° Wit T dsterminied t
stored, inthe segond parameter, 704 isthe shopt EF identifiec ¢Y+#84 in the
step S6), the CPU 20" _ sets the EF (record EF) of EF-ID 20 stored in the
secormllparameterct04mte asturtent State dstepl$' 7 and setsithrecnecoftE
EF as a to-be-accessed object. Further, if it is determined that the data
storéd'rthé Se88nd parameter 704 is the current EF idenT ("NO" in the

AR A Ky o e P

is spegtied: B4 theiGP320rehecks afhaccess sonditigndertheretor is not
valid (“NG” in the step Sb), the CPU 201 outputs
response data in which a status word indicating a
processing error i1s set to the IC card processing
equipment 100 (step S3) and terminates the process.

Further, 1f it is determined that the data stored

in the second parameter 704 is valid {(“OK” in the step
S$5), the CPU 201 checks whether EF-ID as the data
stored in the second parameter 704 of the command is a
short EF identifier or current EF identifier (step S6).
If it 1s determined that the data stored in the second
parameter 704 is the short EF identifier (“WES” in the
step $6), the CPU 201 sets the EF (record EF) of EF-ID
stored in the second parameter 704 into a current state
(step S7) and sets the record EF as a to-be-accessed
object. Further, if it is determined that the data
stored in the second parameter 704 is the current EF
identifier (“™NO” in the step S6), the CPU 201 sets the
EF which is already set in the current state to a to-

be-accessed record EF.

When the to-be-accessed record EF is specified,
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specified by the first parameter 703 of the command (step S8). That is,
the CPU 201 specifies an access condition of a record specified by the
second parameter 5 704 in the definition information of the
to-be-accessed record EF specified by the first paramelLer 703:For
example, when the command is a -READ RECORD command, the CPU
201 specifies an access condition for- a data read process of a record
specified by the 10 command. Further, when the command is a write
(append or update) record command, the CPU 201 specifies an access

conditivh for'a dath wiite(append ecGpddtey ProééssOnith pespeeetdgcord

record specified by the .command. -15 If the acce ondf'tti n of the recor
CpecTReiby (he ComiAn FSBee1GH T P 30T, detomnes T ers

whether the aegess eangditionsof the geeaqrd specifieddy: the command-iss s
satisfied or not with reference to information indicating The present
verification state 20foraauthentication staté asshownt ineF1S: doasirarpirede te r
That is, the CPU 201 determines whether or not the access condition for

the spetificd reBrd s SHisHdd ™ thit <0 WiftHE & BloceRs réquésted By S
the command ean;he perormed for.the recordispecified by thecommand

or 2S not by checking the access condition. if it is determined by checking

the access rmondiiondbat thesprocessrequesiechby the eornErand{aco85

the record specified by the command cannot be performed
command, the CPU 201 specifies an access condition for
a data read process of a record specified by the
command. Further, when the command is a write {append
or update) record command, the CPU 201 specifies an
access condition for a data write (append or update)
process with respect to a record specified by the
command.

If the access condition of the record specified by
the command is specified, the CPU 201 determines
whether the access condition of the record specified by
the command is satisfied or not with reference to
information indicating the present verification state
or authentication state as shown in FIG. 4 as required.
That is, the CPU 201 determines whether or not the
access condition for the specified record is satisfied,
that is, whether a process requested by the command can
be performed for the record specified by the command or
not by checking the access condition.

If it is determined by checking the access

condition that the process requested by the command for
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("NO" in the step S8), the CPU 201 outputs response data in which a

status word indicating a processing error is set to the TO card processing
equipment 100 5 (step S3) and terminates the process. If it is determined

by checking the access condition that the process requested by the

command for the record specified by the command can be performed

("OK" in the step SB), the CPU 201 perfogms aprocess 10 (for example,

data read process, write process, append process or update process)
corresponding to the command for the record (step S9). If the process
correspendingrtocthe womniandliso peformed;therCP Y 201dutpatsper formed
response data in which 15 the result of the command process is set as a

statu$ Word thth&'1€ car§ Brocessing Eglipment1o6> rHat i WRERRE ©
command pracess;isynormally, terminated, they CPUY 2C1 outputs respanse

data in which a status were indicating normal termination is set to the IC
card 0processing equipment 100 (stepdSih@pandterminatgs fiyenent 100
process. Further, when the command process is not normally terminated
(WhehS3rPBrror océits), IR EPIF 268 SitBuis1@SF6ise data in which a

status word jodiating, apnoupal Ienipaion s seia LR JC.gad .

processing 25 equipment 100 (step S3 erminates the process. In the
processfor the reaotd+setigs conwaand; the caceess coptrokprocessifeind for

each record is performed 36 according to the access condition set in

eachtleeoitiperd specified by the command can be performed
("OK” in the step S$8), the CPU 201 performs a process
(for example, data read process, write process, append
process or update process) corresponding to the command
for the record (step S$S9).

If the process corresponding to the command is
performed, the CPU 201 outputs response data in which
the result of the command process is set as a status
word to the IC card processing equipment 100. That is,
when the command process is normally terminated, the
CPU 201 outputs response data in which a status word
indicating normal termination is set to the IC card
processing equipment 100 (step S10) and terminates the
process. Further, when the command process is not
normally terminated (when an error occurs), the CPU 201
outputs response data in which a status word indicating
abnormal termination is set to the IC card processing
equipment 100 (step S3) and terminates the process.

In the process for the record-series command, the

access control process for each record is performed
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each record EF. Thus, in the IC card, a plurality of records of different
conditions are stored not for each file (record EF) unit but in one record

EF. As a 5 result, in the IC card, an efficient access control process can

be realized for each record in the record EF and highly convenient file
management or record management can be realized. Next, a process for

a command (data object-series 10 command) which requests access to a

data object is exp-ained. FIG. 1'is a flowchart for illustrating an example

of a process for a data object-series command. The IC card 1C1 is
triggereelyy powet supplieda t Sefsomahe dC thrdh protessimgealipmenprd in
100 and set into a command waiting state. In_this state, a command

supplied tro e fC EArd proceSsing Rquipmertt 10048 ' reteled By theY ©F
commpuinicating pertion-205 of the G, card 101 and supplied to the.CPY, . ,-n

201. in this example, 20 a process performed in a case where a command
whichifeguéstscacce st 0 aspecifiedtdata object issreceivetdris explaiaed.
When a command from the IC card processing equipment 100 is received
("YES@W% stép Stfﬁ, the 25'CPU aZ@lepfeWo‘Fﬁﬂ%“atpr%fé%%?orcont? ol

oA 8 A f N a0 108 302 0500 T
In the format chegking preeess:itdst file management or record
management can be realized.

Next, a process for a command (data object-series
command) which requests access to a data object is
explained.

FIG. 11 is a flowchart for illustrating an example
of a process for a data object-series command.

The IC card 101 is triggered by power supplied
from the IC card processing equipment 100 and set into
a command waiting state. In this state, a command
supplied from the IC card processing equipment 100 is
received by the communicating portion 205 of the IC
card 101 and supplied to the CPU 201. In this example,
a process performed in a case where a command which
requests access to a specified data object is received
is explained.

When a command from the IC card processing
equipment 100 is received (“YES” in the step S21), the
CPU 201 performs a process for confirming the validity
of the command (steps S22 to $S26). That is, the CPU

201 first checks the format of the received command
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‘determined whether data items set in the respective portions are valid or

not. For example, in the classification portion 701 and instruction portion
702 5 of the command, the CPU 201 confirms whether the command is a
normal command or not. Further, in the first parameter portion 703 and
second parameter portion 704, the CPU 201 confirms that invalid values
are not stored. If a data portion 806 ts préSent+n 10 the command, the
CPU 201 confirms that data stored in the data length portion 805 is not
set to a value such as "00" lying outside a prescribed range and that data

in thed&ta poftion 806 s & Uatd Stifg lof the RGP iRdicatedy the ddta
length portion 805, | If it is detected i%@@@f@@%%%@% pﬁoecgsgctpﬁ)%e |

the format of the received command is abnormal "NG"in the step S22),

the GRL:-20, utptits kesponse rdatadn which-a statig word indieating a
format error of the command is set to the IC card processing 20

eguiphierft 1009step 523 and Ermiraies fite protessCicR vt Heistted 02

nhefomat shcking, procesa il e lomplat e it poyend
items sitareddn the first parametesdR1ihad £03ahd secondmasameter (PRY
704 of the command are valid or not (step S24). 1n this example, a data
objett-selieecram@anerisassumed. Thérefore, trecCPY 88 r20tethvecks
whether data items stored in the first . ‘ ,
portion 704, the CPU 201 confirms that invalid values
are not stored. If a data portion 806 is present in
the command, the CPU 201 confirms that data stored in
the data length portion 805 is not set to a value such
as “00” lying outside a prescribed range and that data
in the data portion 806 is a data string of the length
indicated by the data length portion 805.

If it is detected in the format checking process
that the format of the received command is abnormal
(“"NG” in the step S22), the CPU 201 outputs response
data in which a status word indicating a format error
of the command is set to the IC card processing
equipment 100 (step S23) and terminates the process.

If it is not detected in the format checking
process that the format of the received command 1s
abnormal (“OK” in the step S22), the CPU 201 checks
whether data items stored in the first parameter (P1)
703 and second parameter (P2) 704 of the command are

valid or not {(step S24). In this example, a data

object-series command is assumed. Therefore, the CPU
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parameter 703 and second parameter 704 are valid or not as tag values
of the data object. If it is determined that the data items stored in 5 the
first parameter 703 and second parameter 704 are not valid ("NG" in the
step S24), the CPU 201 outputs response data in which a status word
ndi.cating a processing error is set to the IC card processing equipment
100 (-step 523) and terminates the process. i0-Further, L_ is determined
that the data items stored in the first parameter 703 and second
parameter 704 are valid ("CK" in the step S24), the CPU 201. searches
the tag listtablec815 isrtthe 1 atptablei603rfosthedatia bhjech of thertag
values as data items 15 stored in the first parameter 703 and second

paraneter' Yo (step s 251 1Pt s Uetedted Hathe Sedftching festft ofthe ™ "O*

tag tablethat g 1ag table forthe data gbject efthe specified tag value is
not present ("NOT PRESENT" in 20 the step 225), the CPU 201 outputs

response daté ihtwhichde status werd indicating<a processingresros isett in
to the IC card processing equipment 100 (step S23) and terminates the

proce8§ Further, PiigBetetted s tHd SeAeAryteBaK P56 the tAd 27

e L0430 e e o 25 1408 2 Y e B g

searehesthes39 data memoens 202 for afile (thedata object EF-whigha
processing error is set to the IC card processing
equipment 100 (step S23) and terminates the process.

Further, if it is determined that the data items
stored in the first parameter 703 and second parameter
704 are valid (“OK” in the step S24), the CPU 201
searches the tag list table 315 for the tag table 603
for the data object of the tag values as data items
stored in the first parameter 703 and second parameter
704 (step S25).

If it 1s detected as the searching result of the
tag table that a tag table for the data object of the
specified tag value 1s not present (“NOT PRESENT” in
the step S25), the CPU 201 outputs response data in
which a status word indicating a processing error is
set to the IC card processing equipment 100 (step S23)
and terminates the process.

Further, 1if it is detected as the searching result
of the tag table that a tag table for the data object

of the tag value specified by the command is present

("PRESENT” in the step S$25), the CPU 201 searches the
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stores the data object) of the file ID (DID) 614 stored in the tag table 603
(step S26) If it is determined that the data object EF of the 5 file ID 614
specified by the tag table 6C3 is not present ("NOT PRESENT" in the
step S26), the CPU 201 outputs response data in which a status word
indicating a processing error is set to the IC card processing equipment
100 (step S23) and terminates the process 10-Further, if it is determined
that the data object EF of the file ID 614 specified by the tag table 603 is
present ("PRESENT" in the step S26) , the CPU 201 sets the data object
of thédtag vafreospedified indhe dafal bbjeGtIEF de haodeiacdessédwhich
object. 15 When the to-be-accessed data object is specified,_the

, PU
2C1 ThREKRS ah'teces Bofditsirtor the dats object of Lfhe_(I%\]gD\)algéL tstepored
S27), \n this Céé%ﬁ the, €PU;2Q1 specifies;ap access condition of the data

object based on the tag table for the data object of 20 the tag value
specified by theifirst pardmetem7 02 andhsecaridepatanmetercfi@etheEF of the
coumand. For example, when _he command is a GET DATA command,

the é_étﬁ%@l%ﬁéﬁﬁé@&ﬁéé&@@ ¢ohditith fot % Hé@%@aﬁ%oé@sé‘@ﬁhe
SpGleJ\ge:]j%g?ﬁ% 0@ %Zg}gﬁé@g& when the command s a PULDALA 544

com% U 201 specities an access condition for a data write
process withyespegida dhe specifiad dataiebject. 40 Whenitbedaccess cating

condition of the data object specified
a processing error is set to the IC card processing
equipment 100 (step S23) and terminates the process.

Further, if it is determined that the data object
EF of the file ID 614 specified by the tag table 603 1is
present (“PRESENT” in the step S26), the CPU 201 sets
the data object of the tag value specified in the data
object EF as a to-be-accessed object.

When the to-be-accessed data object is specified,
the CPU 201 checks an access condition for the data
object of the tag value (step S27). In this case, the
CPU 201 specifies an access condition of the data
object based on the tag table for the data object of
the tag value specified by the first parameter 703 and
second parameter 704 of the command.

For example, when the command is a GET DATA
command, the CPU 201 specifies an access condition for
a data read process of the specified data object.
Further, when the command is a PUT DATA command, the
CPU 201 specifies an access condition for a data write

process with respect to the specified data object.
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by the command is specified, the CPU 201 determines whether the
access condition for the data object specified by the command is satisfied
or not with 5 reference to information indicating the present verification
state or authentication state as shown in FIG. 4 as required. The CPU
201 determines whether or not the access condition for the data object
specified by the command 10 is satisfied Cthat-is, whether a process
requested by the command for the data object specified by the command
can be performed or not by checking the access condition as described

abolB &t iti8 Befsriiied iR Hbbve detedd Contfifign O &dekimp c L f1ed
progess t%ét the, RIQRESS; leauested y. the 88@”%%’ fos the,data, ohject

spec&/le y the command cannot be performed ("NG" in the step S27),

the QRAL ROL eutputsdespensedatadnavhichy a statys avord indicating a
processing error is set to the IC card processing 20 equipment 100 (step
S23yapditérminates the precess Furitfers it g determified Ot the above
access_ condition checki rocess that the process requested by.the
o e DRt Ot AT b By e paroan o e
perfopped (TQK" inthe sten. S37), dhe 26:GRY 201 performs=a REOCESSIOr i n
example, data read process or write process) corresponding to the
command fortherdata obfett (step S28). 41 -

The CPU 201 determines whether or not the access
condition for the data object specified by the command
is satisfied, that 1is, whether a process requested by
the command for the data object specified by the
command can be performed or not by checking the access
condition as described above.

If it is determined in the above access condition
checking process that the process requested by the
command for the data object specified by the command
cannot be performed (“NG” in the step S27), the CPU 201
outputs response data in which a status word indicating
a processing error is set to the IC card processing
equipment 100 (step S23) and terminates the process.

Further, 1f it i1s determined in the above access
condition checking process that the process requested
by the command for the data object specified by the
command can be performed (“OK” in the step S27), the
CPU 201 performs a process (for example, data read
process or write process) corresponding to the command

for the data object (step S28).
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When the process corresponding co the command is performed, the CPU
201 outputs response data in which the result of execution of the

command process is set as a status word to the IC card processing
equipment 5 100. For example, when the command process is normally
terminated, the CPU 201 outputs response data in which a status word
indicating normal termination is set te the1C card processing equipment
100 (step S29) and terminates the process. Further, when the command

10 process is not normally terminated (when an error occurs in the
command pfeeass)nthePCPEE2E1 6GtPLES Pespbrse data i whichaatdus S
word indjcating .abnormal termination js set to the IC card processing . .
equ?%%ren?ﬁr@gciéte% Z%Pa%n?{g;?m?ﬁla\}gg ﬁ1se 5r%508g§_3f5 i the plr(r)lcc-%"sbslCh
for the data.qbject-sgries.command, ke ageess.qenditionfarcach data set
object is set in each tag table and the access control process for each
dataacbjectss perfermed dctording tol thecaoce sy roonelitioimfor each platn t
object stored in each tag 20 table. Thus, in the IC card, the access

condiﬁt_gn cafi Pe §EATGIA the AR Urit Gut ToFBAA dBECGGEG. s thgrmatly
resuft Inthe IC.card. an. efficierny access copuol iraGess can beJealized, s or,

for each data object and highly convenient file management or record 25

management eam bedealized: sSkherprocessnexamplerexplained intheset to

above embodiment is not limited to a case wherein the 42
the IC card processing equipment 100 (step S29) and
terminates the process. Further, when the command
process 1is not normally terminated (when an error
occurs in the command process), the CPU 201 outputs
response data in which a status word indicating
abnormal termination is set to the IC card processing
equipment 100 (step S23) and terminates the process.

In the process for the data object-series command,

the access condition for each data object is set in
each tag table and the access control process for each
data object‘is performed according to the access
condition for each dafa object stored in each tag
table. Thus, in the IC card, the access condition can
be set not in the file unit but for each data object.
As the result, in the IC card, an efficient access
control process can be realized for each data object
and highly convenient file management or record
management can be realized.

The process example explained in the above

embodiment 1s not limited to a case wherein the
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embodiment is applied to the "C card. For example, the above
embodiment can be applied to a portable telephone or portable terminal

- device called a PDA. Further, the portable electronic device to which the

present 5 embodiment is applied may be a device obtained by
accommodating a module having a function shown in FIG. 2 into part of a
booklet, part of a block-shaped main body or part of a tag-shaped main
body. Additional advantages and modifications will 10 readily occur to

those skilled in the art. Therefore, the invention in its broader aspects is
not kmited! ignehé specificrietaild drel representatieCembdimertis Shoivn the

and escrlbediggg%?rm. Accordlngp{, various, moc%:lcatlons m%%% ma

e
withBGfd&parting Troft the T5 Spirit of S8E0pe of. the aeﬁéjr]éhnventivteeqephone

Con%ptférg%ﬁﬁ%d by the appended; claims, and their eguivaleptsyther, the
MCSLLP - 43 WHAT IS CLAIMED IS: 1. A portable electronic device

whighoits-epdrated. eccording tala comenand sbpplfedfremancedeinal
device, comprising: 5 a communicating portion which communicates with

the EXtafaHB8Yice 8 frststdde Porisiewhichcstbrss &Riednts™Which a

plurality. of data.strings are, stored, a,seaqnd storage parfian wlich, stores

access 10 conditions set for respective data strings in the file
FIG. 2 into part of a booklet, part of a block-shaped
main body or part of a tag-shaped main body.

Additional advantages and modifications will

readily occur to those skilled in the art. Therefore,
the invention in its broader aspects 1s not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the

spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.
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stored in the first storage portion, a determining portion which determines

whether it is possible to perform a command process requested by a

command for a data string specified by the command 15 received from theMCSLLP
external device via the communicating eorticn based on the access

condition set for each data string stored in the second storage portion,

and a control portion which performs the éammand process when the
determining portion determines that it 20 is possible to perform the

command process for the data string specified by the command. 2. The

portable electronic device accHféfirly to° clim R therein the first storage

portion stores a Tgoydlile e whigh pplurally ol jegards are 25:910red . o oq
as a plurality of data'strings, and the second storage portion stores

access-conditions set far thenrespectivigpacrds.MESLAR 44« S:Jde
portable electronic device according to claim 2, wherein the determining
portiothedeterminesnwhethierdt:is possible to perform a process requested
by a command for a record specified by the command when 5 the

Y. .
command wRichTEGHELE HtBSs RPthe Yot i Fe eRBY Pamthes With

exterpal devige vig the ggmlér}icating portion. 4. The portable electronic
device according to claim 3, wherein the command which requests

access a first storage portion which stores a file into
which a plurality of data strings are stored,

a second storage portion which stores access
conditions set for respective data strings in the file
stored in the first storage portion,

a determining portion which determines whether it
is possible to perform a command process requested by a
command for a data string specified by the command
received from the external device via the communicating
portion based on the access condition set for each data
string stored in the second storage portion, and

a control portion which performs the command
process when the determining portion determines that it
is possible to perform the command process for the data
string specified by the command.

2. The portable electronic device according to
claim 1, wherein the first storage portion stores a
record file into which a plurality of records are
stored as a plurality of data strings, and the second
storage portion stores access conditions set for the

respective records.
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10 the record is one of a READ RECORD command which requests a
data read process for the specified record, a WRITE RECORD command

which requests a data write process, an UPDATE RECORD command MCSLLP

which requests a data update process and an APPEND RECORD
command which 15 requests a record appending process. 5. The portable
electronic device according to claim., wherein the first storage portion
stores a data object file into which a plurality of data objects having
preset formats are stored as a plurality of data 20 strings, and the second
storage portion storesracces$ lconditionsset for tHe vespectivedatd ng to
objects. 6. The portable electronic device according to claim 5, wherein

the Geteifirng PBROAdetdiminds \GHStha! R % PESibieto Performid es
process reayested 25 by a command for a data object specified pyihe s« o4

command when the command which requests access to the data object

is reseiveddrom sheiexiernal devicenda the MCGSIdP b communicating when
portion. 7. The portable electronic device according to claim o', wherein

the COMMNTAPINARIEN Yo EStS GBEESS D BEGRE dbfedtiS ol oPAGET

DATA command_ which 5Breque ts a data read process for the specified. _, .
datal Sb50 ‘Ahd & PTT BATA Sortmand Whioh Fequatts & data wite: == "9
process+8.cHhe portable electronic device according to

4., The portable electronic device according to
claim 3, wherein the command which requests access to
the record is one of a READ RECORD command which
requests a data read process for the specified record,
a WRITE RECORD command which requests a data write
process, an UPDATE RECORD command which requests a data
update process and an APPEND RECORD command which
requests a record appending process.

5. The portable electronic device according to
claim 1, wherein the first storage portion stores a
data object file into which a plurality of data objects
having preset formats are stored as a plurality of data
strings, andnfhe second storage portion stores access
conditions set for the respective data objects.

6. The portable electronic device according to
claim 5, wherein the determining portion determines
whether it i1s possible to perform a process requested
by a command for a data object specified by the command
when the command which requests access to the data

object is received from the external device via the
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claim wherein the second storage portion sores 10 access conditions

used to determine whether a possibility of access to each data string is MCSLLP

provided according to a result of performance of a specified process. 9.
The portable electronic device according to 15 claim 8, wherein the result.
of performance of the specified process is one of a result of a verification
process by a verification key and a resultaf an- authentication process by
an authentication key. 10. The portable electronic device according to 20
claim 8, wherein the result of performance of the specified process is a
resuftcafalsectré hassagifigl process. 11. The portable electronic device

according to claim 1, further comprising: 25 a module having the above
port.ions, a?Id a rﬂ)é?en BSdy @ich acconmodates T f'ncoedugftg:.cff.g&ng Lo

CO”F&Q‘J@%“@Q used.fer a portable NdCSLLE, + QG@HQQ&%GVA‘E%%S to
having a memory to store data and operated according to a command
supplied framanciexternalidevices comprisifigr determiningvehethemif ish
possible to perform a 5 command process requested by a command for a

data” St Spechiedrby’theecsmmanaTageived frofiPthed exteradelice
bas%%@@5@9§H3589%%%°@$§%n%%$&@nd which requests a data

write process.

8. The portable’electronic device according to
claim 1, wherein the second storage portion stores
access conditions used to determine whether a
possibility of access to each data string is provided
according to a result of performance of a specified
process.

9. The portable electronic device according to
claim 8, wherein the result of performance of the
specified process is one of a result of a verification
process by a verification key and a result of an
authentication process by an authentication key.

10. The portable electronic device according to
claim 8, wherein the result of performance of the
specified process is a result of a secure messaging
process.

11. The portable electronic device according to
claim 1, further comprising:

a module having the above portions, and

a main body which accommodates the module.

12. A control method used for a portable



for respective data strings of a file stored in the memory when the
command is received from the external 10 device, and performing the
command process when it is determined in the determining process tha%bsu P
is possible to perform the command process requested by the comman
for the data string specified by the 15 command.
— 46 —
electronic device having a memory to store data and
operated according to a command supplied from an
external device, comprising:
determining whether it is possible to perform a
command process requested by a command for a data
string specified by the command received from the
external device based on one of access conditions set
for respective data strings of a file stored in the
memory when the command is received from the external
device, and
performing the command process when it is
determined in the determining process that it is
possible to perform the command process requested by

the command for the data string specified by the

command.



