SYSTEM AND METHOD FOR PRI VI LEGE MANAGEMENT AND REVOCATI ON BACKGROUND 1.
Field of the Invention The present invention relates generally to the
managenent of privileges associated with certain applications that are
accessi bl e by users of electronic -‘equipnent, such as, for exanple,

net wor ked CW and the |ike.
In particular ﬁe é&mm g@%@m&mmds for :
managi ng privil eges associ at VL ATL appl i cations and for

revoking these privileges in a tinmely and robust manner. 2. Related Art It

is well known that certain electronic equipnment, such as, for exanple,

net wor ked conputers, nobile wggt:qég& Myl cations devices, and the like,

include applications resident ment that may have access to

certai g privi.l eges fhat enabl e the applications to performvarious
functi ons. E&%ﬂé’ﬁ&%&’&n—%st em admi ni strator nmay use I T policy and
application control to set the privileges associated with various

applicati ong‘hp pessent imventibe relgtespeactallyhotthe snansgbmnent of prividezes
adm nistrator's control. Exanples of privileges may include, for exanple,

al | owi Q@o@ﬁt@cp%m%}éaﬁp abfl d&glﬁpk MR e hOGS S enag%le%&ogl PC),  enabling

t he opening of inter xternal connhec I'ng fe i njection of
browser filters, ﬁ i ng Bl uetooth TM functl onal i ty, enabl i ng use of
e- i | equlgmggp,lgqﬁ taﬁ o $EapPle, detworkied; qompuiensi mebiavageasmt (PI M
functional i ty, use of

communications devices, and the like, In pa:rtlcular the disclosure is directed to

systems and methods for managing privileges associated with particular
applications and for revoking these privileges in a timely and robust manner.
2. Related Art

It is well known that certain electronic equipment, such as, for eXample,
networked computers, mobile wireless communications devices, and the like,
include applications resident on such equipment that may have access to certain
privileges that enable the applications to perform various functions. Typically, a
system administrator may use IT policy émd application control to set the
privileges associated with various applications present on the equipment that is
subject to the administrator’s control. Examples of privileges may include, for
example, allowing an application to use inter-process communication (IPC),
enabling the opening of internal and external connections, enabling the injection of
browser filters, enabling Bluetooth ™ functionality, enabling use of e-mail,

enabling the use of personal information management (PIM) functionality, use of
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1 application programinterface (APl), etc. It is inportant for the system
adm ni strator be able to track which applications have access to which
privileges, and to be able to revoke privileges on an as needed basis. For
exanmple, if an application has access to a privilege, and the system

adm ni strator revokes that privilege, the application should inmmrediately,
or wi t lapplicaticgnprioigram mtevfacs (APBe etchdt theimipeuttant festhetsystehmt privil ege. In
ot her words, the privilege should be revoked as soon as possible. Events
that myghlinst &gaﬁ, P i - J: xanpl e, an
appli (r:néatgi on Erg?%g)rela%é%gogﬂ e g@ﬁ%ﬂ%tﬂ% m n%@g%@pﬁ%eq%\ggggﬁ’ control
data is present_on the deyi _(ie, an application is discovered to be a rogue
appl i C&Pﬁéﬂ, ¢ gpleiasupke pari eaesmyasneededd@bisi ng in liniting the use or
availability of certain applications and/or privileges associated

therew th. Regaxaieks ifodn ifidicadandias betespid WiprBdR gt exmal el ¥@tensuch

revocati on nust be acconplished in a secure manner and in a manner that

preven i r by mal i.cl.ous .appli.catioens,or indi.viduals.
7 genanaEa FeVbes ey IR R "o BphiEa G BB PR ATR I e o K] Ui ege
checking is typically perforned on the first access to a privilege. For
exanpl & sealbwiedaw of Emes badenisd: ascass o thatprinilagy. Inteshempwbidsatticon registry.
Once an application has a reference (e.g., pointer) to the application

regi st pyivilege kBowldfbel reviblted & dlfead fissibIE! BY&RS ﬁl&'ﬁ“fﬁiéghft ][tl‘i’g%érfhe application.
o

I n another exanple, if an applicati'on has passed so S privileges to
? In ?LP e%%}f)c?q%@é'pfi‘) E)'n%ri]legrgs' Hl%yligghdg,o o\fee}rgaﬁgfe?lan%%ﬁigeﬁoxg &n%%aegéd that the

before the IT administrator/application control data is present on the device, an

application is discovered to be a rogue application, or company policy changes,
resulting in limiting the use or availability of certain applications and/or privileges
associated therewith.

Regardless of the reason for privilege revocation, such revocation must be
accomplished in a secure manner and in a2 manner that prevents possible work
arounds by malicious applications or individuals. In general, according to current
privilege revocation schemes, privilege checking is typically performed on the
first access to a privilege. For example, applications communicate with IPC using
the application registry. Once an application has a reference (e.g., pointer) to the
application registry, it is difficult to take this reference away from the application.
In another example, if an application has passed some if its privileges to another |

application using IPC, conventional systems can detect that the first application




2 has access to IPC, but there is no way to detect that the other
application has been passed the privilege(s). Therefore, there remains a
need for a system and nethod for effectively mnanaging privileges
associated with applications, and in particular, when privilege revocation
is required, to revoke these privileges in a tinmely and robust manner.
SUMVARYas pecess EniRYE, butdhersrie goiway, tordetectythanthe otenaprlicationhasbeeri ent
~accurate, robust and easy to inplenent system and nethod for managi ng

privil egesd tﬁ@@g@ﬂggag)_w th particular applications and for revoking these
privileges in a tinmely and reliable manner According to an exenplary

enbodi nent application havin rivileges that are to_pbe revoked may be
Shut cown. WRERIBH SRErESPmER R RdOF a sy Siereund mediabtor 5 erav e
privileges will be denied. In order to keep track of which applications

need t ondyegiipgrividages ansbaisedtwitlt fgplapsvamandsh peeegulbr, adiengirivitigeh
applications have accessed which privileges. To enable nonitoring of the

i vi | SRS IR, RRRNbREHRE PR bl SR RRPHIER bfalli0, "

privil ege has been accessed. This may be done in any of a nunber of
conventional nethods, such as, for exanple, a data table listing the
application identifier and correspondi ng accessed privilege(s) associated
with the application identifier SIYWBVIAGHIg system adm nistrator, or any
other authority, institutes a change tn privileges, the system

In view of the foregoing, we have now identified an efficient, accurate,
* robust and easy to implement system and method for managing privileges
associated with particular applications and for revoking these privileges in a._
~ timely and reliable manner
According to an exemplary embodiment an application having privileges
- that are to be revoked may be shut dowﬁ. When this application is restarted,
access to revoked privileges will be denied. In order to keep track of which
applications need to be shut down and reset, the system must keep track of which
applications have accessed which privileges. To enable monitoring of the |
privileges accessed by applications, each time an application uses a privilege, the
- system records the application identifier and which privilege has been accessed.
This may be done in any of a number of conventional methods, such as, for
example, a data table listing the application identifier and corresponding accessed
privilege(s) associated with the application identifier. When the system

administrator, or any other authority, institutes a change in privileges, the system
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3 accesses the record of which applications have accessed which privil eges.
A conparison of accessed privileges with the privileges to be revoked is
performed. Each application that has accessed a privilege that into be
revoked is identified by the systemand then shut down. Wen the
application is restarted, the application w.ll| not have access to any of
the redsRBacHieVregeaf whichapplipationsiinygiacenssed avhdely pusilegesetAnay be
-performed. By resetting a device, the systemis brought to a known state.

Accor dicbhpafiséi bf aéesRest pRMleged witly BleopRiPllERedits beab Mkedds pRAYSHREAS!

authority, specifies that .a device nust be reset when a new policy that

revoke r._.changes ivileges is.instituted. A devjce .rese be

instit ?{aég agp ﬁ%ﬂ&r{ %“ﬁg{l%%w&g‘?ﬁiﬁ RiLYilegs '&’S‘F 1S§8tI?‘FJFV?]I§E‘§’ééﬂ§“tP%E&Tﬁ%C essary

to do so. For exa\rHiI e, a device reset may be done whenever a new policy
¢

- that i bes sysésmpnidvhéregmutrdoror aWhen the apphitation Bdesthined\the appheatiomy resul t
in numerous unnecessary device reset events that are potentially

i nconveRIa: hhoe L& _ E{(g@(, ' ; W th use of the device.
Al ternatively, %he S?/E?gﬁnyﬁg& eegk&% Eglggég?s'v\hi ch devices include which

applicationiﬁ and use this information to determne a_less intrusive

devi ce resel™ SRQEST PRbOHYRCRI, 3 deVise rpeesanay he Per{pymedoBy resptling@s havi ng
applications that may potentially be affected by the policy change. In yet

anot hedeuaiteathieayeeusisshioaghn®y kn@specits dlccordyg avgiyembsaimada
enbodi nents are conbined to provide effective privil ege managenent and

evocaty e AT 5 0 RS, oS IRELERC BB R Tt o e e

'St es%;[lien-l;lhgew policy that revokes (or changes) privileges is instituted. A device
reset may be instituted at any time the administrator or authority deems it
necessary to do so. For example, a device reset may be done whenever a new
policy that includes privilege revocation is instituted. However, this may result in
numerous unnecessary device reset events that are potentially inconvenient to the
user and may interfere with use of the device. Alternatively, the system may keep
track of which devices include which applications, and use this information to
| determine a less intrusive device reset schedule. For example, resetting only those
devices having applications that may potentially be affected by the policy change.

In yet another advantageous embodiment, aspects of previously described

embodiments are combined to provide effective privilege Irianagement and
revocatio. According to this exemplary embodiment, the system administrator or

other authority has no actual control over when a device is reset. The

administrator merely manages the privileges of the system and particular
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adm ni strator nerely manages the privileges of the systemand particular 4
applications. The device itself is responsible for resetting when
necessary. In this enbodi nent, the device keeps track of which :
applications get access to which. privileges. Wen policies or application
control changes, the systemdetects _which privileges have been revoked for
whi'ch appli¢ativmisorddie denics itself isecsponsibip forsiesaiting veiommepeswiipaln st he ol d
set of privileges with the new set of privileges. For each revoked '

privi| gamhodfheft, Be/@iSPRédpE AR DS &H@h%}ﬁ ﬁ@éﬂoxﬁe‘;ﬁ:@h&é@ﬁo iwfhithe .
application has ever accessed that privilege in the past. As noted above,.

t he syst.em has en keeping track.of these,since the stem was first
start eBHeERy Whenpoficies ol GRpHsaion consel #hangss. 19 SEIPRHEEAS now revoked
at any tinme in the past, the device is reset. For sone privileges (e.g.,

| PC), wthich ptivilegewiutve Heen devaked foe svhitie npglicationsi Thisgm bas been used as a
result of being passed from another application. To overcone the potenti al

for mssik ' ARV ' i rivileges
bet veeac Y REpE]EaF Ahld) cBinpalihl the BREFHIERVARRS SR RRRRART B T
able to be pass§d bet ween applications) is revoked from any-application,
r egar dPEY&leges. i For gpehgguokad priglegefos agivemanplioaionaths|sysieli on has accessed
the privilege, the device nust be reset. This reset will bring the device

back t deteriniounif shaisplidivh G@s eeseiccvbded thif priitegddnehypast. Aeaerdary, thus
limting the nunber of resets and solving the problem associated wth _

Grmboai RERT e ySB s AR ROSPRE SR B Pt AAfan a st 1o

started up. If an application has dccessed a privilege that is now revoked at any

time in the past, the device is reset. For some privileges (e.g., [PC), it still cannot
be determined whether a privilege has been used as a resuit of being passed from
another application. To overcome the potential for missing a revocation of
privileges When applications pass privileges between themselves, if, for example,
IPC (or any other privilege that is able to be passed between applications) is
revoked from any application, regardless of if the system has detected that the
application has accessed the privilege, the device must be reset. This reset will
bring the device back to a known state. Device reset will only be done when
necessary, thus limiting the number of resets and solving the problem associated
with privileges {hat have been passed between applications.

Each of these embodiments is useful in a variety of privilege management
environments ranging from a low-level low-priority where a modest level of

privilege revocation security is needed, resulting in a less robust system, to a
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environments ranging froma |lowlevel lowpriority where a nodest |evel of
privilege revocation security is needed, resulting in a | ess robust system
to a5 highly inportant ultra-robust environment where user inconvenience
is secondary to the need for -absolute certainty of privilege revocation.
BRI EF DESCRI PTI ON OF THE  DRAW NGS These and ot her enbodi nents along wth

t hei r &ighifdaportagialinaagbystanyironoeant iwheade hegrd heonyeniencefis peaendaro t he
following drawings in which |ike reference nunerals refer to Eke el enents,

and whep ehdtnedd f6r aEsdlﬁteacel?ia_ﬂﬁ?dfi;ﬁﬁﬁ@ $ORWallena conputer network and
communi cation systemin which el’ectronic devices running applications

havi ng access to associated privileges are used; FIG 2 is a block diagram
of a wirel ess nobile conmunication device as an exanple of an electronic
devi ce running applications having access to associated privileges; FIG 3

is a flow di agram BRIEF DESGRIRTION OF THE DRAWINGS vi | eges according to

an exenplary enbodinent; FIG 4 is a flowdiagramillustrating a nethod of

King prinj | - BBl sreand FIG 5
B i s e R R e TR

according to another_ exenplary enbodi nment. . ) e
described herein with reference’to the following drawings in which like reference

numerals refer to like elements, and wherein:
FIG. 1 is a block diagram showing a computer network and communication
system in which electronic devices running applications having access to

associated privileges are used;

FIG. 2 is a block diagram of a wireless mobile communication device as an
example of an electronic device running applications having access to associated

privileges;

FIG. 3 is a flow diagram illustratiﬁg a method of revoking privileges

according to an exemplary embodiment;

FIG. 4 is a flow diagram illustrating a method of revoking privileges

according to another exemplary embodiment; and




DETAI LED DESCRI PTI ON OF EXEMPLARY EMBODI MENTS FIG 1 is a bl ock diagram
showi ng a conputer network and comruni cation systemin which electronic
devi ces runni ng applications having access to associated privileges are
uses. The conputer network 18 includes, for exanple, various networked
conmputers 28 and, optionally, a nmessage server 26, all linked via a Local
Ar ea Net wor KIGLAN) a Bow diagraze adustiatiagi ysh asgbeemethed obireyoking de  Area
Network (WAN) 12 coupled to a conputer system 14, a w rel ess network

gat evayritfe2ichcbbRlihdth 3olbr ERSnFIRRPLIBhARRENOT K 18. The wirel ess network
gateway 16 Ts al so connected to a wirel ess communi cation network 20 in
which a wreless nobile conmunication device 22 (hereinafter "nobile
device"), is configured to operate. The entire system 10 is typically
managed by, anong others, a systemadm nistrator or |ike authority 32. The
conputer sPEE DESERIPTEON RIOARY [MEBNTSr that is
configured to communi cate with the WAN 12 or any ot her suitable network,
such as, fo XAk P : -1 he
computor  syigniie Slock Wikt ihmeFiaPfler SO bl BBbRC s, o,
Provider (1SP), . Application Service Provider (ASP),or the |ike. The LAN 30
is an SYHFMIB Vﬂﬂcaef%pﬁ% deiiees waningsnnivatians hayikg asaessBnnent, in which
mul ti ple conputers 28 are connected in a network. The 7 conputer network 18
i s typaswiciated pdailegkshebiubek. arsecombtier hetveail 18 Bluddk! furexhimple, LAN 30, a
nmessage server 26, operating on a conputer behind the firewal I 24 may

various networked computers 28 and, optionally, a message server 26, all linked

via a Local Area Network (LAN) 30. The communication system includes a Wide
Area Network (WAN) 12 couialed to a computer system 14, a wireless network
gateway 16 and the LAN 30 of the computer network 18. The lwireless network
gateway 16 is also connected to a wireless COmﬁJunication network 20 in which a
wireless mobile communication device 22 (hereinafter “mobile device”), is
configured to operate. The entire system 10 is typically managed by, among
others, a system administrator or like authority 32.

The computer system 14 may be a desktop or laptop personal computer that
is configured to communicate with the WAN 12 or any other suitable network,
such as, for example, the Internet. Personal coﬁlputers, such as the computer
system 14, typically access the Internet via an Internet Servibe Provider (ISP),
Application Service Provider (ASP),or the like.

The LAN 30 1s an example of a typical Working computer network

environment, in which multiple computers 28 are connected in a network. The
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act as the primary interface for the owner of the conputer network 18 to
exchange nessages both within the LAN 30 and with ot her external nessaging
clients via the WAN 12. Known nessage servers include, for exanple,

M crosoft Qutl ookTM Lotus NotesTM Yahoo! TM Messenger, ACOL | nstant
Messenger, or any other client- server or peer-to-peer, or _simlar
messagFREPESr @t Eork 15 is/apicelly laeatnd belindrasecurike el 24 o Withauthsy t he
nmessage server 26 are distributed to nail boxes for user accounts addressed

in t he AN S0y & héRagagaver 26)bpaf firlg\Ga 2667 u$GbBinPthéSRlewallZPHEH a

messagi ng client operating on a computer system 28. The foregoing'is
nmerely _an exenplary .deseription illustrating a client-s er_agrchitecture,
and i n2o e ey interfagk ot e wmerity Bt camwsel nebRedR s o exiangpie,
suitable architectures known to those skilled in the art nay be used.

Al t hougiressagep bothregthag chs BANB0 26diveitls hthen ekterndanesthigid@, clientswaski | led in
the art will appreciate that a LAN nay include other types of servers

- SuPPOT HTH ARCERUKRE R 118lsaBE St BAY RENRR! 1R ahifle IABISR ORI !

systens 28, an ssage server may “al’so provi i onal

functional it sWch as gynanmi c database storage for data such as, but not
[ it R N%Eﬂsendg?ﬁqo 1 e Messengers AQI Instans Messenger s ang i efcismn at | on.

The nessage server 26 and el ectronic nessaging are described for

i | 1 ust satviey er pegipspeerpot 3imiky shawsgiapdlientshoids vhdousarhgea@resand revoki ng
privileges are applicable to a wde range of electronic devices, and are

o0 kbt )0 SO VPR SRR ABUSBRRIFAE® © T
accounts addressed in the received messages, and are then accessed by a user
through a meséaging client operating on a computer system 28. The foregoing is
merely an exemplary description illustrating a clieﬁt—server architecture, and in no
way implies that such architecture is necessary, as other suitable architectures
known to those skilled in the art may be used.

Although only a message server 26 is shown in the LAN 30, those skilled
in the art will appreciate that a LAN may include other types of servers supporting
resources that are shared between the networked computer systems_28, and that
the message server 26 may also prm-fide additional functionality, such as dynamic
database storage er data such as, but not limited to, calendars, to-do lists, task
lists, e-mail and documentation. The message server 26 and electronic messaging
are described for illustrative purposes only. Systems and methods for managing

and revoking privileges are applicable to a wide range of electronic devices, and

are in no way limited to electronic devices with messaging capabilities.
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t hrough whi ch nmessages may be exchanged with a nobile device 22. Such
functions as addressing of the nobile device 22, encoding or otherw se
transform ng nessages for wireless transm ssion, and any other interface
functions are perforned by the wirel ess gateway 16. The wirel ess gat eway
16 may be configured to operate with nore than one wireless network 20, in
whi ch case The windless| gsdewaial épagvides an sderfecetona méelessmeswotki X1 y net wor k
for locating a given nobile device 22 and possibly track nobil e devices as
users ﬂﬁa{fglb%&ﬁﬁ?ﬂles%%hidﬁ% gxchaﬁgwm a HIbBIERRYI® HEVEG& 22 1S, for
exanpl e, a data communi cation devicC€, a volce conmunication device, a
dual - npde .conmuni.cati.on devi ce such as pany npdern cell ul ar tel ephones
havi ngﬁmﬁlﬁnaa% ad asmsiogéhf‘c RIdERIGCATs ShEPNE SR ARYYISS  nul ti pl e- mode
devi ce capabl e of voice, data and other types of communications, a

per sonahnsfogitry massiges fort wireledy tremabiseidnf and why etles sntesfioe figdicnens, or a

| apt op or desktop conputer systemwi th a wireless nodem Any conputer -

syste j C han S i t he nobil e
devi cg}ﬂ)gzlS ﬁ@%ﬁghﬁ %1% %ﬂ?ig%t néi?a/)oér Eﬁgea%ﬁge)?g%ét_se%ﬁ 16eﬁ4ﬁ§'ﬁevel y, private
w rel ess network gateways such as wireless Virtual Private Network (VPN) -
r out er ofagHTad b OpeRgte Wathraare than coe ivdtelasprgtwarke 20nthewhichecasothe  wi r el ess
network. A wireless VPN router inplenmented in the LAN 30 provides a

pri vat eitelseiehtseay 1O BsbiRtdeAlineOa hbsPIReH netRoE fBlbtAinleY ghRy such as 22
through the wreless network 20. A privaté interface to a nobile device 22
may 9 :

mobile device 22 and possibly track mobile devices as users roam between
countries or networks.

The mobile device 22 is, for example, a data communicatibn device, a voice
communication device, a dual-mode communication device such as many modern
cellular telephones having both data and voice communications functionality, a
multiple-mode device capable of voice, data and other types of comrminications, a
ﬁersonal digital assistant (PDA) énabled for wireless communications, or a laptop
or desktop computer system with a wireless modem.

Any computer system with access to the WAN 12 may exchange messages
with the mobile device 22 through the wireless network gateway 16.
Alternatively, private wireless network gateways such as wireless Virtual Private
Network (VPN) routers could be implemented to provide a private interface to a
wireless network. A wireless VPN router implemented in the LAN 30 provides a
private interface from the LAN 30 to one or more mobile devices such as 22

through the wireless network 20. A private interface to a mobile device 22 may
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al so effectively be extended to entities outside the LAN 30 by providing a
nmessage forwarding or redirection systemthat operates with the nessage
server 26. Such a nessage redirection systemis disclosed in United States
Patent No. 6,219, 694, vvhi ch is hereby incorporated into this application
by reference. In this pe of system incom ng nessages received by the

nessagalsoatiast vgbfl@m@p(teg toserdidies ousside the bANS3Orbpipreviding ¢e 22 are sent
through the wireless network interface, either a wireless VPN router, the

Wi r el epgesgatee W atding OF réifIMERh kﬂéh?ﬂfa@% erald withk MPhRssdo@ seRRrW I el ess
network 20 and to the user's rmbl e devic 22. Another alternate interface

Pr ot ooab (WP BaTERAJ CBRORs ST elp i URrd Stalet PoEaNANE n &

user's mailbox on the nmessage server 26, and possibly each nessage or a
porti of,2i9 @ﬁbhvmhiﬁbﬁﬁbmdnpommt@thiheplmmmﬂoa tendferene®. Inrthis r el ess
network 20 normally delivers nessages to and from communi cation devices

h t at
and d‘é&ﬂ%é;‘if %Eéef*ﬁn?@?ﬁﬁ@ R TR AR SRR el S
W reles rk, a voice-centric wreless netvvork or a dual - node network
that c@ dr 'm Ugss104 agBpbide device A¢are serhihraughthe svissless networky ne

infrastructure. Recently devel oped networks include Code Division Miltiple

Access ift€iily, eithet waviksegndPRenatal (RavitelesfRaslewaPaioy beandt@eRS) net wor ks.
So-cal led third- generation (3G networks |ike Enhanced Data rates for

R L P TR G B N

' nel ude2 %ot?nr; al?:rzlatleulr{ll:etrfeacéettc? a 11t32re s mailbox on a message server 26 may be
a Wireless Application Protocol (WAP) gateway. Through a WAP gateway, a list
of messages in a user's mailbox on_‘the message server 26, and plbssibly each
message or 4 portion- of each message, may be sent to the mobile device 22.
A wireless network 20 normally delivers messages to and from communication
devices such as the mobile device 22 via RF transmissions Eetween base stations
and devices. The wireless network 20 may, for example, be a data-centric wireless
network, a voice-centric wireless network, or a dual-mode network that can
support both voice and data communications over the same infrastructure.
Recently developed networks include Code Division Multiple Access (CDMA)
networks and General Packet Radio Service (GPRS) networks. So-called third-
generation (3G) networks like Enhanced Data rates for Global Evolution (EDGE)

and Universal Mobile Telecommunications Systems (UMTS) are currently under

development. Older data-centric networks include, but are not limited to, the
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10 Mobitex" Radi o Network ("Mobitex"), and the DataTACTm Radi o Net wor k
("DataTAC'). Voice-centric data networks such as Personal Communi cation
System (PCS) networks, including Gobal System for Mbile Conmunications
(GSM and Tinme Division Miultiple Access (TDVA) systens, have been avail abl e
in North America and world-wide for several years, FIG 2 is_ a block

di agr aMadtitean BadipNatworki ¢’ Mahitexmpianidhe Cat Fowlio Befvek as an exanpl e
of an el ectronic device. However, it should be understood that the systens

and nepimgsT ACSY! Vord-eiet AafiBierRerikisdh s FrrygaY Cdnirhenieationt ypes of
devi ces, such as personal digital assistants (PDAs), desktop conputers, or

the like.. Th bil e devic 00 i,s, pref er ahl t. WO~ wnay. cQ nication
dovi ceSSiHam (b Der et fuding ciondt SFhto MR SR IRses ' The
nobi | e device 500 preferably has the capability to communicate with other
conput E5SM)sindiBinmDivigon Muklipie A ccBep@HaMAY systemis hhvabe¢mavailabje pr ovi ded
by the nobile device, the nobile device nay be referred to as a data

1es s agj ARV 6 EricR ah AN NRLRAIRIr scfleraf GhA! ar tel ephone with dat a

messagl ng capa Ies, a wreless Internet appliance, or a data -

communi cati on _device (wth or wthout tel ephony ca ilities). As -

menti oned abB¥iel 15 Blpchdliagram b an pxaraplagy Wikslens ﬁ@gﬁiﬁq 90%‘6%%%1 mobi.| e
devices. The nobile device 500 includes a transceiver 511, a m croprocessor
538, adewics pk ai exdmple\ohaw eleatrohie doeiay. YHOREver, rvhonidbe andersodr y ( RAM

526, auxiliary input/output (1/0) devices 528, a serial port 530, a
keyboaﬁldat?I%eZSys?ems and methods disclosed herein may be used with many different
tyi;es of devices, such as personal digital assistants (PDAs), desktop computers, or
the‘ like.
The mobile devicé 500 is preferably a two-way communication device
having at least voice and data communication capabilities. The mobile device 500
preferably has the capability to communicate with other computer systems on the
Internet. Depending on the functionality provided by the mobile device, the
mobile device may be referred to as a data messaging device, a two-way pager, a
cellular telephone with data messaging capabilities, a wireless Internet appliance,
or a data communication device (with or without telephony capabilitjes). As
mentioned above, such devices are referred to generally herein as mobile devices.
The mobile device 500 includes a transceiver 511, a microprocessor 538, a
display 522, non-volatile memory 524, random access memory (RAM) 526,

auxiliary input/output (I/0) devices 528, a serial port 530, a keyboard 532, a

speaker 534, a microphone 536, a short-range wireless communications sub-

11




speaker 534, a m crophone 536, a short-range w rel ess conmunications sub 11
system 540, and nmay al so include other device sub-systens 542. The

transcei ver 511 preferably includes transmt and receive antennas 516,

518, a receiver (Rx) 512, atransmtter (Tx) 514, one or nore | ocal
oscillators (LOs) 513, and a digital signal processor_ (DSP) 520. Wthin

t he noBYSiERa40, an r3lse meludeethapdevige Suavystemsdet nEh MaEsCaIvSt ural ity of
sof tware nodul es 524A-524N t hat can be executed by the m croprocessor 538

(and/ o511 peefBXABlY ZluddsnedrnseiinGndracelveante@ENII6S 81 8 onratReilet ERRP4A, a data
comuni cati on nodul e 52413, and a plurality -of other operational nodul es

524N f carryin urality of. other.functi =1 %Ne i |.e.device 500
is pr e? Z?aﬁ@sﬁ%%is g%rﬂﬂ? n‘iféﬁ?lif’olﬂ"%‘e‘?ﬁcb@a%ﬁ&l%%%é 5\}§i’ -%({rgﬁhglgaa\t a

comuni cation capabilities. Thus, for exanple, the nobile device 500 may
communbigaakpiogesson (6P 620 tWishin, the moh-edatileymeiorn 824nthe sgoldle  di gi t al

cel lul ar networks, and may al so communi cate over a data network. The voice

and dayayRe’oniksudsea ﬁﬁbﬁ\}zfgﬂ’ rrééo@tvﬁdr@m@dtﬁ& 50eA oM £ kA B8 tower 519,

These voice and data networ y be separate communi cation networks using
ot hogRaEe B e UGBS Tar DU A0 REIES WP s ToURHBE VR er ences to |
the network 519 should therefore be interpreted as enconpassing both a
si ngl e coninmmieatibrombdulen®24¥0r kdata dosrpaniaghtom atosulk S24B hendcophuralityat i on
subsystem 511 is used to conmunicate with the network.519. The DSP 520 is
used t @r 3804 oPBATORGFINAnEY TN FRUAYird 884 Sikflity of other functions.
The mobile device 500 is preferably a two-way communication device
having voice and data communication capabilities. Thus, for example, the mobile.
device 500 may communicate over a voice network, such as 'any of the analog or
digital cellular networks, and may also communicate over a data network. The
voice and data networks are depicted in FIG. 2 by the communication tower 519.
These voice and data networks may be separate communication networks using
separate infrastructure, such as base stations, network controllers, etc., or they may
be integrated into a single wireless network. References to the network 519
should therefore be interpreted as encompassing both a single voice and data
neiwork and separate networks.
The communication subsystem 511 is used to communicate with the
network 519. The DSP 520 is used to send and receive communication signals to

and from the transmitter 514 and receiver 512, and also exchange control

- information with the transmitter 514 and receiver 512. If the voice and data
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and fromthe transmtter 514 and receiver 512, and al so exchange control
information with the transmtter 514 and receiver 512. If the voice and
data 12 conmunications occur at a single frequency, or closely-spaced set
of frequencies, then a single LO 513 nmay be used in conjunction with the
transmtter 514, and receiver 512. Alternatively, if different frequencies
are ut FPTRBEIGAHONS GOERE aldhthels [EeqUaRY. et E@Yﬁ&ﬁ%ﬁf{:ﬁ%‘i’i@ ACOHERGRS or the
mobi |.e device 500 is enabled for communications on nore than one network
519, ttiem asipglerlaDiSlB mhy bOunséd th cogandeonséth the taamelimire draglienci es
corresponding to those used in the network 519. Al though two antennas 516,
518 ar I.Gtbed j aebd i VLC bhe used with a
singleﬁgﬁ e%%&gsf¥@%ﬁ%&%ﬂ§Tﬁf%$%%¥?g%ﬁ“%ﬁ?%%gFﬁgﬁ%ﬁgggég%@ﬁ voi ce and data
information, is comunicated to and fromthe commnication nodule 511 via
a | i nkcoraniaeeations vesmssiate eprmunacations spibe swbile d3Be StHbiseaakladed desi gn
of the communication subsystem 511, such as frequency band, conponent

sel ect f@on@uRicalieMbn n®dre tharl SnéAPONAIRHIUBRRA 4 ﬁ'ﬁralﬁ?rﬂflm)§§13 on network
519 in which the nobile device 500 is intended to opefate. For exanple, a
nobi | e_deyi ce O intended to .operate in.a North Angerican market may

el uae EBE By edrtraR iamene el Rpaysantifly lotoss BEin BERRFOHCt e Mobi t ex
or Dat aTAC nobil e data conmuni cati on networks and al so designed to operate
wi t h ahy9oRldoughiteyantdnnasisdé, § bererendemdtiedrin FEGWAy the, mokilie ledse AVPS,  TDVA,
CDMA, PCS, etc., whereas a nobile device 500 intended for use in Europe

-may  besgeRbhRUWEsddow R B Sle Whidhnh REuERRS. $@bfmation, which includes

both voice and data infbrmation, is communicated to ahd from the communication
module 511 via a link between the DSP 520 and the microprocessor 538.

| The detailed design of the communication subsystem 511; such as
frequency band, component selection, power level, etc., is dependent upon the
communication network 519 in which the mobile device 500 is intended to
operate. For example, a mobile device 500 intended to operate in a North
American market may include a communication subsystem 511 designed to.
operate with the Mobitex ér DataTAC mobile data comrﬁunication networks and
also designed to operate with any of a variety of voice communication networks,
such as AMPS, TDMA, CDMA, PCS, etc., whereas a mobile device 500 intended
for use in Europe may be configured to operate with the GPRS data
communication network and the GSM voice communication network. Other types

of data and voice networks, both separate and integrated, may also be utilized with

the mobile device 500.
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communi cation network and the GSM voi ce comuni cation network. O her types
of data and voi ce networks, both separate and integrated, nay al so be
utilized with the nobile device 500. 13 Comruni cation network access
requi renents for the nobile device 500 also vary dependi ng upon the type
of network 519. For exanple, in the Mpbitex and DataTAC data networks, .
mobi | e devi E&BIBRRCARN Betav0rl a5pess HeqHETARR IR foisthggnabiledeviee P8Ent i fi cati on
nunber associated with each device. In GPRS data networks, however,

net wor Klsaeaep depehdass opbaiiRctypé b natvestRI1Y, ey e&hnijﬁ@erfle Mshitexbi | e
device 500. A GPRS device typically requires a subscriber |dent| ty nodul e

crrs st BAHEEA Gl SR s, ol B s B EaRrihSn B pr SR iEA) oy e

operable, wthout the SIM but the nobile device 500 is unable to carry out
f unct i wnuendesitificagion evembrr eatdcstsd (sde egchedavacandn KGPRS data metwotksan any
legally required operations, such as '911" energency calling. After any

requi rﬁQw@@éﬂ’"ﬁéinrﬁQﬂcéésrs% b%c?ite@ﬁﬁglb?gﬁ&@nﬁép e% heURLIE

conpleted the nobil e device 500 1s e to send and recelve connunrcatron
srgnal | udi ng. bt h vai ce a ta signals, over the network
519. 5@8 wﬁédfeayﬁettbrgwaﬂyéﬁ%@%s seHberidalhmiER Ton net vor k
519 are routed to the receiver 512, which provides for signa

~anpl i f {"SIM"Qnwhicheig wequiyed inomdeconossraicahe nidHileatevilgs S0ManeGPRSEI ect i on,
etc., and may al so provide analog to digital conversion. Analog to digital

conver 55 QbR 1.b8A dr8oh. ¥ ot 90t AV functions (if any) may be
| operable, without the SIM, but the mobile device 500 is unable to carry out
functions involving communieations over the network 519, other than any legally
requirde operations, sﬁch as '911' emergency calling.

After any required network registration or activation precedufes have been
completed, the mobile device 500 is able to send and receive communication
signals, preferably including both voice and data signals, over the network 519.
Signals received by the antenna 516 from the communication network 519 are
routed to the receiver 512, which provides for signalamplification, frequency
down conversion, filtering, channel selection, etc., and may also provide analog to
digital conversion. Analog to digital conversion of the received signal allows |
more complex communication functions, such as digital demodulation and
decoding, to be performed using the DSP 520. In a similar manner, signals to be
transmitted to the network 519 are processed, including modulation and encoding,

for example, by the DSP 520 and are then provided to the transmitter 514 for
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nore conpl ex conmmuni cation functions, such as digital denodul ati on and
decoding, to be perforned using the DSP 520. In a simlar manner, signals
to be. transmtted to the network 519 are processed, including nodul ation
and encoding, for exanple, by the DSP 520 and are then provided to the
transmtter 514 for 14 digital to anal og conversiaon, frequency up

conver §igial t¢ apalegicagversin. iraqUaRE O RP £RAVEIEIORA SHEEEE APRLIEHIO Y huni cat i on
network 519 via the antenna 518. Although a single transceiver 511 is

shown fy@nsiisiorv/@ e cahtindaicati e Avtwirk 81190418 thd AnteAhd 618 akltheughodi nents,
the nobil e device 500 may include nmultiple distinct transceivers, such as

a first.tr cejver r- transmtiing and recei ving voic si.gnal s, and a
Seconds%ﬁ@r@gﬁ;gerégﬁlts'séﬂgﬁi%{f)ﬂt&g\é%ae F‘%‘igf‘ i % B%agp%éﬂgs, or a first
- transceiver configured to operate within a first frequency band, and a
second altermative einvkmdimentsi, thermabile depiee H108 miy tickude mwdipld distegtiency band.
“I'n addition to processing the communi cation signals, the DSP 520 al so

Provi degnk@ivaRCaichels ARt ARSIVl fBF u%ﬁgﬁﬁtﬂhg aﬁ&&e@éﬁ@‘fﬁ%‘ﬁﬁcé he gain levels
applied to conmunication signals in the recefver 512 and transmtter 514

may be . adaptively controlled through automatic gain control al gorithns
"ol ersiaal ad S eCRisaBsesven G AN MR RS AR Fec I ST GRH CHe. coul d
al so be inplenented in the DSP 520 in order to provide nore sophisticated
cont r olfirsff tradsectvenosuegwed td bperath evithie adpsoiregsmcy B28d parat #sedaing manages

a_nd.c'ontrol s the overall operation of the nobile dev'i ce 500. Many types of
M CT OPlGESS b S HTinTe @ IO6AM A ififiPa G REptiAES pRfES, or. alternatively,

a singl

In addition to processing the communication signals, the DSP 520 also |
provides for receiver and transmitterl goﬁtrol. For example, th_e gain levels applied
to communication sighal§ in the receiver 512 and transmittetr 514 may be
adaptively controlled through automatic gain control algorithms implemented in
the DSP 520. Other transceiver control algorithms could also be implemented in
the DSP 520 in order to provide more sophisticated control of the transceiver 511.

The microprocessor 538 preferably manages and controls the overall
operation of the mobile device 500, Many types of microprocessors or
microcontrollers could be used here, or, alternatively, a single DSP 520 could be
used to carry out the functions of the microprocessor 538. Low-level
communication functions, including at least data and voice communications, are
performed through the DSP 520 in the transceiver 511. High-level communication

- applications, including the voice communication application 524A, and the data

communication application 524B are stored in the non-volatile memory 524 for
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used to carry out the functions of the m croprocessor 538. Low | evel
communi cation functions, including at | east data and voi ce comuni cati ons,
are performed through the DSP 520 in the transceiver 511. High-Ievel
comuni cation applications, including the voice comunication application

524A, and the data conmmunicati_gn plication 524B are stared in the
non- voPé@‘F‘F@WQQPHOSPSS?B 53%%?9@ CSARE, theVoire FORMRMESARN 538, For
exanpl e, the voice communi cati on nodule 524A may provide a high-1level user

i nt er f acRludpSR4hlmay pravide s hiigh-tved] us@daterface dpeablaid safighivead t he nobile
device 500 and a plurality of other voice devices via the network 519. -

aser | B YLRgef Safts GRIVELR M TR ST ARy YRR R Roke 0 i

messages, files, organizer information, short text nessages, etc., between
t he noBpVisee#is the BOG0odn %D Bimilarly.tthe dhtaczdremunizationanodide S4B t he
network 519. The m croprocessor 538 also interacts with other device

subsys hﬁHSB]?roﬁritIH"a hith-1eRe] §hef RhdMade 8%31'361\4 R4 @eu&ﬁ% iahﬁ%d’ei@fx% gy ces 528,
serial port 530, keyboard 532, speaker 534, m crophone 536,” a short-range

communi cat i ons subsystem 540 and. any ot her, deyi ce subsystens generally
oot gnSNHASE TR M SAseas i1 EARHET HOMIRRQD ShRR IR e BRebred byt ho
m croprocessor 538 and may provide a high- level interface between a user
of t hebabiédngthdandlriée derdct RO mmdial puridity of othiEnidata daviessfwadhe ypi cal |y

i ncl udes a graphi cal conponent provided through the display 522, and an
i nput / qutplk Fi@mponent provided through the auxiliary 1/0 devices

The microprocessor 538 also inte;racts with other .device subsystems, such
as the display 522, RAM 526, auxiliary I/O devices 528, serial port 530, keyboard
532, speaker 534, microphone 536, a short-range communications subsystem 540
and any other device subsystems generally designated as 542. For example, the
modules 524A-N are executed by the microprocessor 538 and may provide a high-
level interface between a user of the mobile device and the mobile device. This
interface typically includes a graphical component provided through the display
522, and an input/output component provided through the auxiliary I/O devices
528, keyboard 532, speaker 534, or microphone‘ 536. Additionally, the
microprocessor 538 is capable of running a variety of applications that may be
present in the dex}icc non-volatile memory 524, including applications that have
access to various privileges, as will be described in more detail herein.

Some of the subsystems shown in FIG. 2 perform communication-related

functions, whereas other subsystems may provide "resident” or on-device

16




528, keyboard 532, speaker 534, or mcrophone 536. Additionally, the
m croprocessor 538 is capable of running a variety of applications that may
be present in the device non-volatile nenory 524, including applications
that have access to various privileges, as will be described in nore

detail .h in. f_th bsyst h in_Fl f
CormmunfURR: NAAb soSomE AERTSAIREGS HER 88.5eTae S9e sag<enley 109 TBHbvi de

"resident” or on-device 16 functions. Notably, some subsystens, such as

keyboabd 1582 farbthicepimynib@2onvegl atddefunsitons, snctbad ntefnmaneeambsmage el at ed
functions, such as entering a text nessage for transm ssion over a data

conmin E&fﬁé&%ﬁ@ﬁb%\f@r ?)g%ga[ {/bgfe{fnﬁﬁiéat%hql%%o& 064 R0R.SUERS @ cal culator

or tas st or ot her unctions. erating system software used

by the_m croprocessor 538 is preferably stored in a persistent store such
as t hefierilops sueh pe agalewlatosoutask Misharpties RDo typecfuneensit i ng syst em and

communi cati on nodul es 524A-N, the non-volatile nenory 524 may include a

file syst eﬁﬂpbi'atsﬁg)ﬁj'sm@@ft%ﬁaréf ﬁ&@@ﬁﬂﬂnﬁrhb&c@?ﬁ%ﬁ%)ré@bﬁbl?' so include
data stores for owner information and owner control information. The

Cher aopCredfh Bt IRRGre R oo B BOFpE e ibintin PP ot Bin e maw 526

for faster operation. Mreover, received communication signals may also be
t enpor apPpINIngsysicatand cRMBEG i dnefodeles S24AnRNH thenan-volatije meemortyo a fil e
system |l ocated in the non-volatile nmenory 524. The non-volatile nenory 524

: g:%/t 2? 32&%}9{&%&% fifeOgysetR 76! @eori‘ﬂigtdatafl PROnGEBIafile MMIMYR! 4 hfayRAM - or
| .also include data stores for owner information and owner control information.

The operating system, specific device applications or modules, or parts thereof,

may be temporarily loaded into a volatiie store, such as RAM 526 fof faster

operation. Moreover, received communication signals may also be temporarily

stored to RAM 526, before permanently writing them to a file system located in

the non-volatile memory 524. The non-volatile memory 524 may be

implemented, for example, with Flash memory, non-volatile RAM, or battery

backed-up RAM.

An exemplary application module 524N that may be loaded onto the
mobile device 500 is a PIM application providing PDA functionality, such as
calendar events, appointments, and task items. This module 524N may also
interact with the voice communication module 524A for managing phone calls, |

voice mails, etc., and may also interact with the data communication module 524B

for managing e-mail communications and other data transmissions. Alternatively,
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backed-up RAM An exenplary application nodul e 524N that may be | oaded onto
the nobile device 500 is a PIMapplication providing PDA functionality,
such as cal endar events, appointnments, and task itens. This nodul e 524N
may also interact with the voice comunicati on nodul e 524A for managi ng
phone cagl | voi.ce mai | etc., and nay .al so jnt t wth the data

b ommun PO s R tia Al nahe Fofce roRagniy aGon aRaduls Saad 404 8 deliand o her
data transm ssions. Alternatively, 17 all of the functionality of the voice
communcomnwncativi medal2HR4Ehmaytte idedgaated dmtorthe ®IM nmdodedul e 524B may be
integrated into the PIM nodule. The non-volatile nmenory 524 preferably

provi des a fn | k4 : f ' ] the

devi ce. ThefrBF &ogéﬁl%irﬁ%%ﬁﬁ é%%%%??%}lsﬁéﬁ%’z%% aﬁgé}gg%ﬁité %/fc{ﬁgtagé;nd and
receive data aé&rrs either by itself, or_in conjunction with the voice and
data ool k) ﬁa%mgnéé@m@wgmﬁhexﬁm aplicgtion) preteraldyvipelrdes19.  The
PIMdata itens are preferably seanm essly integrated, synchronized and

updat ethe abiilityt tocsentl il e6ceine H@riterhs, Lithet by iBelE o6 @siREiot@nSeith of data
itenms stored or associated with a host conputer system thereby creating a

. ?D[).r Freﬁgee‘\’/‘ﬁgég‘g%gﬁ%;coﬂﬁhﬁ&ictﬁ gﬁﬁ‘i‘ﬁﬁ%ﬁ@g‘g %‘{Eﬂ Ya ﬁ@é%’J@é‘%ﬁf‘%‘g{k pnggl ng

the nobile device 500 in an interface cradle, which couples the serial port
530 of 31 e ThehiIMedaleiteses o@referablyseamlesslyrintagiatelesyrobroryet amd The
serial port 530 nay also be used to insert owner information and owner
cont r opiNESS VIBthOWireless network 5 19, with a corresponding set of data items
-. Stored or associated with a host computer system, thereby creating a mirrored
system for data items associated with a particular user.
The mobile device 500 is manually synchronized with a host system by
placing the mobile device 500 in an interface cradle, which couples the serial port
530 of the mobile device 500 to a serial port of the host system. The serial port
530 may also be used to insert owner information and owner control information
onto the mobile device 500 and to download other application modules 524N for
‘installation on the mobile device 500. This wired download path may further be
used to load an encryption key onto the mobile device 500 for use in secure
communiéations, which is a more secure method than exchanging encryption
information via the wireiess network 519.
Owner information, owner control information and additional application

modules 524N may be loaded onto the mobile device 500 through the network

519, through an auxiliary I/O subsystem 528, through the short-range
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onto the nobile device 500 and to downl oad ot her application nodul es 524N
for installation on the nobile device 500. This wired downl oad path may
further be wused to |load an encryption key onto the nobile device 500 for
use in secure corrununications, which is a nore secure nethod than

exchangi ng encryption information vig the wirele net wor k . er

i nfor rrgcfmg%{m?ﬂ%’é‘? SEbsstgn Sgﬁf%rr%‘?‘i hashethss switatle subsysismp gﬁwﬁm modul es
524N nmay be | oaded onto the nobil e device 500 through the network 519,

t hr ouginseailedibyi 4 ugeryin thé nenbsisile mepadhy 32U auURIA M 3265 ISwich flexilsitityl 8
comuni cati ons subsystem 540, or through any other suitable subsystem 542,

and i j L at k- I 6. Such -
flexi bﬁ%’@i Cﬁﬁﬂgé%p ica nl%@#%%t@%%ﬁ%%@#ﬁ?%@gpﬁé% glr(fgglﬁ nagll%i ty of the
mobi | e devi ce 500 and _nmay provide enhanced on-device functjons,
comuni@ythrewidesnbaeced ordevien Suneions heathmunigationaiepated funstions, or

communi cati on applications may enable electronic comerce functions and

ot her Bogh Fornaafiphd, sebatSimaRRation laﬁpﬂﬁtfdh@%gﬁmg eléc8nfiobi | e device

500. When the nobile device 500 is operating in & data comuni cati on node,
a received signal., such as a text nessage o, a b page downl.oad, w Il be
or ocesSmE fictips Aud et Sueh hnapcabFavsaghant & brRCAVERGIEBEs sor 538,

whi ch preferably further processes the received signal for output to the

di spl athesmgbiledeviab 680nat i vel y, to an auxiliary 1/0 device 528. Owner
i nformati on, owner control information, comands or requests related to

owner i nf or W drthe YhoBRIEI8EVIEQBDH X operating in a data communication mode, a
| received signal, such as a text message or a web page download, will be processed

by the transceiver 511 and provided to the microprocessor 538, which preferably
further processes the received signal for output to the display 522, or,
alternatively, to an auxiliary I/O device 528. Owner information, owner control
information, commands or requests related to owner information or owner control
information, and software applications received by the transceiver 511 are
processed as described above. A user of mobile device 500 may also compose
data items, such as email messages, using the keyboard 532, which is preferably a
complete alphanumeric keyboard laid out in the QWERTY style, although other
styles of complete alphanumeric keyboards such as the known DVORAK style
may also be used. User input to the mobile device 500 is further enhanced with
the plurality of auxiliary I/O devices 528, which may include a thumbwheel input

device, a touchpad, a variety of switches, a rocker input switch, etc. The
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information, and software applications received by the transceiver 511 are
processed as descri bed above. A user of nobile device 500 nay al so conpose
data itens, such as enumil .nmessages, using the keyboard 532, which is
preferably a conplete al phanuneric keyboard laid out in the QAERTY style,
althou%h ot heé st.yl es, of EO | et e al phanuneri.c keyboards such as the known
DVORAK “ORR0sed fata ilgras inpyt by .ua%areﬁmfmsauﬁtﬁ O¥BbilCe device 500 is
further enhanced with the plurality of auxiliary 1/0 devices 528, which
may i ncbmiBumchtiomhetwerk S510pud thedemmseeived Stduchpad, a variety of switches,
a rocker input switch, etc. The 19 conposed data itens input by the user

~are then tr ] el i.cati. i

transcei ver qg%%l %ﬁgﬂﬁg&r]fi&gﬂo@qg@%@gﬁgdg%@q%%gdr;a I ngce%ﬂrlo%all‘-n\gg?’ce
conmmuni cation_node, . the overall operation of the nobile device 500 is
subst afi¢ averpllaperation elgthe meohile devien 360 issubspntinHssimdawiodg datgnal s are

output to the speaker 534 and voice signals for transm ssion are generated

by a mntédpeeoeptIBEL reddivad dighhRMhre DRER 96 WiespARESSH ARG YERBRISHIRS
descri bed above m ght not necessarily be applied to voice conmunications.

Al terng] voi ce or audio 1/.0-devices, S S voi ce nmessage recording
Subsys tbk EnsisEPudi 28RSied 10§ BCERHoRE SaBniR ddibine BEBSE A t hough
voi ce or audio signal output is acconplished through the speaker 534, the

di spl ayn&s2gingectirdgudscdassdbed abyreomighd nan necatisamly mnapgfliedhe viddenmt i ty of a
calling party, the duration of a voice call, or other voice call related

1/2:( g;mbh%m&@@@&ﬁf@%h&mé WoicEbf hEfAO R ces Sch! 48 LORLY Hdsk Qe W th the
- recording subsystem, may also be implemented on the mobﬂe device 500.
Although voice or audio signal output is accomplished through the speaker 534,
the display 522 may also be used to provide an indication of the ideﬁtity ofa
'calling party, the duration of a voice call, or other voice call related information.
For example, the microprocessor 538, in conjunction with the voice
communication module 524A and the operating system software, may detect the
caller identification information O.f an incoming voice call and display it on the
display 522.

A short-range communications subsystem 540 is also be included in the
mobile device 500. For example, the subsystem 540 may include an infrared
device and associated circuits and components, or a Bluetooth or 802.11 short-
range wireless communication module to provide for communication with

similarly-enabled systems and devices. Thus, owner information insertion, owner

control information insertion, and application loading operations as described
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comuni cati on nodul e 524A and the operating system software, may detect the
caller identification information of an incom ng voice call and display it
on the display. 522. A short-range conmuni cati ons subsystem 540 is al so be
included in the nobile device 500. For exanple, the subsystem 540 may

I ncl ud It rared vi ge angd..associ ated.ci.rcuits ar onpopents, or a
Bl uet ogpﬁp%{fr&&d)f cpabledon ﬁ]erlg 8’4"*?&?‘&?3@9 V&%WPP&%%@& €t o provi de
- for communication with simlarly-enabled systens and devices. Thus, owner

i nf or mAlRPHAangRermimumications subgystem GHOI nf or mation insertion, and .
application | oading operations as described 20 above may be enabl ed on the

mobi | e devi %599%%%%&@@ sggc'-ii'ﬁélleé@ﬁg)tle 386 QlecRbhRY de\ﬁg@ﬁtwhﬂzﬁ%

. : er
comuni cati ons su stem 5 represents a specific exarrpﬁle of an
el ectroni colge\éi ce in, which, owner, gontrol syst.ens .and met hods descri bed

her ei n°HRY fems abmethpds desoribedhersin B1RY S impemspiedens and et hods in

ot her el ectronic devices having further, fewer, or different conponents

than t hmpiersdriation of fidh sydtemebnl agthiedsia otheledtiddiedeiizet heviagt to which
this application pertains and are therefore considered to be wthin the

‘ot hoa e Fe U S RO i ot B L BEIGH 2P PRI 1R

this exanp] e, an application havin privileges that are to be revoked
maybe SRES n thghan to Reuely phis epplieatianspertadiay and arg, thasferss to revoked
privileges will be denied. In order to keep track of

considered to be within the scope of the present application.

FIG. 3 is a flow diagram illustrating a method of revoking privileges
according to an exemplary embodiment. In this example, an application having
privileges that are to be revoked may be shut down. When the appiication is |

 restarted, access to revoked privileges will be denied. In order to keep track of
which applications need to be shut down and reset, the system must keep track of
which applications have access to which privileges. To accomplish this, for
example, the system monitors and detects use df privileges by applications 300.
The system may record an application identifier associated with a particular
app]ication and which privilege has been accessed by the application 302. This
may be accomplished in any number of conventional methods that are readily
apparent to those skilled in the art. For example, a data table listing the
application identifier and‘having pointers directed to privilege(s) accessed by the
application or associated with the application identifier. The system then

continues to monitor the system for any change, for example, a change in IT
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whi ch applications need to be shut down and reset, the system nust keep
track of which applications have access to which privileges. To acconplish
this, for exanple, the systemnonitors and detects use of privileges by
applications 300. The systemmay record an application identifier

associ | a.parti.cul ar applicati.on an igh privil ege has been
accessZ’@’ﬁgﬂ‘ﬁgﬂ%‘ﬁﬁﬁlﬁf%ﬁf@@fgﬁwpgpﬂﬁﬂ%%gﬁ?@cgﬂﬁ%w Whany number of
conventional nethods that are readily apparent to those skilled in the
art. Fehapgewpletscted tederisiahbdodki 304, nige systemapntinaed icomonitensnd i er and
‘having pointers directed to privilege(s) accessed by the application or

associ gkef 1kt BfEgﬁi@a%nis%Hiaggb&&ggg)%ifviggg%me system then continues to

nonitor the syste or any change, |l e, a change in IT 21 policy,

t hat m ght sult in a reyocation of privileges 304. So |ong as no such
change is deROdCteRiRel 3ichAngs @ékW@@hdrqsng ig yeveostiosfiphivélegen noni tor
and Kkeep track of applications and associ ated privileges. Upon a detection

of a chenmgeadcbasedbyudpplicatvhd in mcrsﬁmﬁﬁbjfﬂib @dcifibh bldEO9G4, sieh g accessed
by applications in the system by the decision block 304, such as, for

: I ' T ' ' f th ded.d | ati
Co T neon SRR chihaenld bdion  sORTRRSHE BE 4% seb O A fifugls’ = 11

performed 306. For exanple, the application identifiers and associated
access & pressedayeslages sritea lising of 81 302 privilegemisareetbrinedt3Ns. feew pri vi | ege
list, or to a list of revoked privileges 306. The changes di scussed herein

Rl e e OB RO AR o
step 302 are compared to the new privilege list, or to a list of revoked privileges
306. The changes discussed hgrein are typically instituted and administered by a
system administrator or other authority who has responsibility for operation and
management of the system.

As a result of the comparison 306, each application that has accessed a
privilege(s) to be revoked is identified 308 by the system. Upon identification of
these applications, the system implements a shut down of these identified
applications 310. When these applications are restarted 312, the applications will
not have access to any of the revoked privileges. The system will continue to
monitor and detect the ac;:essing of privileges and associated applications as
described above,

In another embodiment, as illustrated in the flow diagram of FIG. 4, a

device reset may be performed. According to this example, all devices in the

system are monitored 400. A system administrator or other authority specifies, for
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managenent of the system As a result of the conparison 306, each
application that has accessed a privilege(s) to be revoked is identified
308 ‘by the system Upon identification of these applications, the system
inmplements a shut down of these identified applications 310. Wen these

appl i catl restarted 312 the applicatiaons will not have access to
any of %%ﬁ%{b?%%%e‘ﬁﬁ%}qv\% é%gs.dqlf?élgg)}gtgg?ﬁew PUGOMRET FONUES TEYRSREOBr and
detect the accessing of privileges and associ ated applications as

descri We¢hargssdn privilegos 462, ahdwdcesantthe agstein mastrag @deti 404.he 1 ow di agram
of FIG 4, a device reset may be perfornmed. According to this exanple, all

devi cegésgtﬁﬁqhe%§%$g§hg%m§$g&n%% é%ﬁ?“@f@ét £m @9{&@'&1?%?&110 n0r ot her

aut hority specifies, mhenever” there 1 s a change in
system pol i t hat . requires revocation or changes in privileges 402, al
devi ceég)’?tﬁnkc%éo%w Hpdicafiany have aceess to whwdpn vilpgep dugsghewsthpr i ngs t he

systemto a known state, i.e., a state in which the system knows which

appl i caystons Uipveretareng thesevdpptbatidrisA0EaRer thBidevitBabiet g, (Heyst em  Upon
restarting these applications 406 after the device reset 404, the

i | Y f the . ked I vil .
Accor o pb e aicHs L | AREFha AR PR P RS ed VIR "By 1 o The

system adm.nistrator or authority deens it necessary to do so. For
exanpl éccardiagite this ezamplaygydenicedioses mae hevestitatedewypihe the sysétmi ncl udes
privilege revocationis instituted. As a result, this solution may invoke
- nuner oudnfipietreiriotlabthority deems it necessary to do so. For example, a device reset -

may be done whenever a new policy that includes privilege revocation is

instituted. As a result, this solution may invoke numerous (potentially
| .unnecessary) device reset evépts tﬁat may be intrusive and inconvehicnt for the
- users. However, this embodiment provides very robust and ﬁﬁely privilege

revocation, and is thus suitable to highly secure systems where privilege

management is more important than user convenience.

Turning now to FIG. 5, another advantageous embodiment implementing

features of both embodiments described above with respect to FIGS. 3 and 4 is

illustrated. According to this example, aspects of the previously described

embodiments are combined to provide highly effective and timely privilege

management and revocation. In this example, the system administrator or

authority has no actual céntrol over when a device is reset. The administrator or

authority merely manages the privileges of the system and of particular

applications. The device itself is responsible for resetting as needed.
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unnecessary) device reset events that may be intrusive and i nconveni ent for
the wusers. However, this enbodi nent provides very robust and tinely

privilege revocation, and is thus suitable to highly secure systens where
privilege managenment is nore inportant than user convenience. Turning now

to FIG 5, t.her advapt ageous enbodi nent i npl enent | features of both
enbodi rrentsﬁggg%g{(%‘gatéa V\’\ﬁ:etﬁlopétgﬁsew Cihoa 100§ (ﬁtﬁegeivgce FFust r at ed.
According to this exanple, aspects of the previously described enbodinents

are coddiasetd whigh pvideges 690l sndhfleg of paviegestfontiedgviceisl kepe 60Amnagenent
and revocation. In this exanple, the systemadm nistrator or authority has

no actygk d%@i&blrrﬁbni?d‘z@ Rylﬂééﬂ?ﬁ e @gadiggicggaghonﬁf&mﬂngg%ég@&a@fn or

‘authority nerely manage privi e syste parti cul ar
applications. T ice,itself is responsible for resetting as needed. 23
I'n thi @W&ﬁ?&é,ﬁgt gﬁ%&&/wé@ ﬂm&#&e@%ﬁ é%&bﬁﬂ%@@ CORENEES Ohe devi ce have
access to which privileges 600, and a log of privileges for the device is

kept 6fimitofapplieatione andriieepadopftprileped foriths devicepplj 662.i i cont r ol
changes are nade in the system604. If there is no change detected 604,

For ¢ nerame Ry o bt S ARE LRt BAMA A T st o cont ol Te

detected in step 604, the system determ nes which privil eges have been
r evok edetegingsi veich poivileges bgen iewaked forgvigk appﬁcaimnsdjy privileges in
the log with the new set of privileges received fromthe system
- admi ni séimnphihg §boldT9ee of PHvHEZdIAMhE T WHINGE nelv ROYS privileges
received from the system administrator 606. The device then determines if any
revoked privileges are present on the device 608. If revoked privileges are
detected, é.g., if an applicatiOn has accessed é ﬁﬂvilege at ﬁny time in the past that
| has now been revoked, the device will reset 610. As described above, i‘esetting the
deviée brings the system to a known state in which all applications and privileges
are known. After the device is reset 610, it is restarted 612. Upon restart 612, the
device applications will have access to the correct privileges. Advantageously, if
no revoked privileges are detected in step 608, the device performs another check
to ensure that no privileges that have been passed between application have been
missed. As explained above, for some privileges, e.g., IPC, it cannot be
determined whether a privilege has been used as a result of being passed from
another application. To overcome the potential for missing revocation of

privileges when applications pass privileges between themselves, the system

checks for privileges that are able to be passed between applications (e.g., IPC)
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revoked privileges are present on the device 608. If revoked privileges are
detected, e.g., if an application has accessed a privilege at any tine in
the past that has now been revoked, the device will reset 610. As

descri bed above, resetting the device brings the systemto a known state

roser. B4 1o BRBIRESHPRCAHE To B pftisitalyeft SonlBMBne X FETa | cat i ons

wi || have access to the correct privileges. Advantageously, if no revoked
privi | engspphieatita segacdlesnokifahe spdemttas ddtectarkthpbttecapplication hes check to
ensure that no pr| VI I eges t hat have been passed between appli catl on have

been . m&R& S ﬂ%@ it cannot
be determ ned vvheth r a prl Vi egeﬁﬁgtﬁggﬁeﬁp@s{g@ ﬁﬂﬁ%théassﬁtem bei ng

passed. from  gnot er a pI | catfion., TQ overcong, the po ent| m ssi ng
r evocafPgH ogltsﬁe yqqr ﬁdﬁ}%‘ﬁl&a@@?a&@ angdw g@"%ﬁleween

t hensel ves, the system checks for privileges that are abI e to be passed

bet vxeennkgphmiecmcbm the cgrrect hii¥ifeked14n thif neanpet, \devigerekdtawill snigbl e to be
passed between applications is revoked from any application, regardless of

| f theﬁé@%ﬁn@&%& ! e res%’r}ﬁéibﬂﬁuﬂgrl nﬁuﬁ@h‘%ﬂ% s, 8%%%{‘!%%6 privi| ege

614, evice mnmus € Sys owh st ate.
After resetting, the device is restarted 612 and w II now have the only
have abrellemyassosiateddyitl privieges theyge undefeetstlslugda ileir abdily éebeeset wil |
only be performed when necessary, thus linmting the nunber of resets and
sol vi npagdeabepw@@i giplasseas.ated with privil eges that go undetected due to

their ability to be passed between applications.
While this disclosure describes specific exemplary embodiments, it is
evident that many alternatives, modifications and variations will be apparent to
- those skilled in the art. Accordingly, the exemplary embodiments described
herein, are intended to be illustrative, not limiting. Various changes may be made

without departing from the true spirit and full scope of the invention, as defined in

the following claims.
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VWil e this disclosure describes specific exenplary enbodi nents, it is

evident that many alternatives, nodifications and variations wll be
apparent to those skilled in the art.. Accordingly, the exenplary
enbodi ment s ‘described herein, are intended to be illustrative, not

Ii'mtimﬁiﬁ aﬁ'ﬁﬁ\ﬁﬁ% may be made w thout departing fromthe true

spirit *t he invention, as defined in the foll ow ng
clains. 25 WHAT IS CLAIMED I'S: 1. A nethod for managi ng privil eges
associated with applications in an electronic system conprising:

- nmonitoring devices in the electronic systemto detect use of privileges by
appl i cati ong, bei Rmickbdlor At GAvIERR0KSBAaelEN AP AGRL PR have

accessed which privileges; d g a change 1 n privileges of the system

conpari recor d?d privil.eges previously accessed by applications wth a
set of SIS RLULISIRZent i fyi ng any privil eges to be revoked based on
a result of said conparing step; . when a privilege to be revoked is

identified, shutnemgtodmgndevicesapphe etironictdyatenhas dpeetiseusl y accessed t he
revoked privilege; and restarting any application that was shut down for
havi ng ,aAREEESY Bppli&Yidias Befe Ml 5P device;
recording which applications have accessed which privileges;
detecting a change in privileges of the system;
comparing recorded pﬁvileges previously accessed by applications
with a set of pﬁvilege changes;
idenﬁfying any privileges to be revoked based on a result of said
comparing step;
. when a privilege to be revoked is identified, shutting down an

application that has previously accessed the revoked privilege; and

restarting any application that was shut down for having accessed a

revoked privilege.
2. A method according to claim I, wherein said step of recording,
comprises:

storing an application identifier associated with an application that

has accessed a privilege; and
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2. A nmethod according to claim1, wherein said step of recording,
conprises: storing an application identifier associated with an application
that has accessed a privilege; and 26 associating said identifier with the
privilege accessed by the application. 3. A nmethod according to claim 2,

wherein said recQrding.is stored.in a.data table |isti he application.
identifier and p%’s\ﬂcf%&gssaéi’s%gggf%a’ﬁth&g%\ﬂvﬂ 'gegg:c%sq:gﬁyl according to
.claim1l, wherein said set of privilege changes conprises privileges to be
r evoke@pplcatiannet hod according to cl aim1l, wherein said set of privilege
changes conprises a listing of all privileges available for use, and does
not include privileges to be revoked. 6. A nethod according to claim1,
wherein said devices conprise a wireless nobile electronic conmuni cation
device. 7. A net od.eﬁg)?ordl ng to claim1i1,. further congirl si ng (%i)ntl nuously

repeating tHe st d a¢ R& o 510 i WReTEw W reRo1ding AR FOred 8a d change

in privileges is a result of a change in systemIT policy. 27 9. . A
met hod datartablerdsgingghp appli¢ a@esdentfesarl pHvitamerassiciged tegtwithi C

4, A method according to claim 1, wherein said set of privilege

changes comprises privileges to be revoked.

5. A method according to claim 1, wherein said set of privilege
changes comprises a listing of all privileges available for use, and does not include

privileges to be revoked.

6. A method according to claim 1, wherein said devices comprise a

wireless mobile electronic communication device.

7. A method according to claim 1, further comprising continuously
repeating the steps.
8. A method according to claim 1, wherein said change in privileges is

a result of a change in system IT policy.

27




devi ces having applications resident on said devices, conprising:
nonitoring el ectronic devices that are present in the system detecting a
change in privileges available to said el ectronic devices; resetting said
el ectronic devices in response to detection of a change in privileges. 10.

A met hod acgprdin ckaim9, wherein said change in privileges is a
resul t of a(bghandg n%u%hg@@qr FAEIRE Privilegss) in %SW&%H&&@E&%?%@B% aim 9,
wherein said change in privileges includes an indication that privileges

ar e t o dewigesiekisg applicaiometesishénton saifi deyites, compris@g: wher ei n a system
admnistrator determ nes when said resetting step is perforned. 13. A

met hod accordi ng el al rel el ; ' .sai d

el ectroni c devi Cé%@fgﬁl?}ﬁg%’bl?gﬁr%‘ﬁ?y&ée{vébﬁ%ﬂaﬁ gge&%ﬁ’cs{n:l?lgts&ﬁtgﬂlp\ met hod
according to cl aicg 13, further conprising restarting said  electronic
devi ces after sai“fSFEPEdhangedn peaHesessavailably tossaidrelepirnnig devéessdi ng to
claim9, wherein said electronic devices include a nobile wrel ess
communiandt i ons device. 16. A nethod for nanaging privileges in a system
conprising a plurality of electronic devices, said nethod conprising:

nonitoring, by e I [ Al ‘whi ch plicatio n _each
devi ce have acceggiﬁtgﬁ%fﬁgﬁ?%cﬁo{;ﬁ éé@gsn}n responseatB detec?ion oFa cchange

in privileges.

10. A method according to claim 9, wherein said change in privileges is

a result of a change in system IT policy.

11. A method according to claim 9, wherein said change in privileges

includes an indication that privileges are to be revoked.

12. A method according to claim 9, wherein a system administrator

determines when said resetting step is performed.

13. A method according to claim 9, wherein said step of resefting said

electronic devices brings said system to a known state.

14. A method according to claim 13, further comprising restarting said

electronic devices after said devices have been reset.
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recording privileges accessible via applications resident on each device
of the system detecting a change in privileges available to said devices
in said system conparing an old set of privileges with a new set of
privileges, said new set of privileges corresponding to said change in
privil eges; ideter AP sed on said
conpari son; 1‘réése I'ng eaé%m%ﬂﬁggﬁc#hﬁﬁ@ﬁ%%@%@g%@%Qﬁgﬁ?ﬁ%ﬁ%&p&%be that is to
be revoked; determ ning whether any privileges to be revoked are able to be
passediBdideamehily wealesy aemmunticaiinns devine vi | ege to be revoked is able to
be passed between applications, resetting each device that has access to
said privilege. 29 17. A nethod according to claim 16, wherein said change

- in privileges is a result of a change in system I'T policy. 18. A method

i cat on that - o Mo 8 et BivHERand SR ofBERRE BELEE NG o
-cl aim 16, wherein said step of resetting said electronlc devi ces brings
sai d spfﬁ%ﬂimxmaxkhnommsmﬁanahoﬂ@onﬁmnmmgod according to claim19, further
conpr|S|ng restarting said
monitoring, by each device of the system, which applications on
each device have access to which privileges; |
recording privileges accessible yia applications resident on each‘ :
device of the system; |
detecting a change in privileges available to said devices in said
- system;
comparing an old set of privileges with a new set of privileges, said
new set of privileges corresponding to said change in privileges;
determining if any privileges are to be revoked based on said
comparison;
resetting each device that has access to a privilege that is to be
revoked;
determining whether any privileges to be revoked are able to be
passed between applications; and

when a privilege to be revoked is able to be passed between

applications, resetting each device that has access to said privilege.
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el ectroni c devices after said devices have been reset. 21. A nethod
according to claim 16, wherein said electronic devices include a nobile
wi rel ess communi cations device. 22. A systemfor managing privileges in a
network conprising a plurality of electronic devices, said system

- conpri sing: prqcessor, resident in.e evice o he system for

o tori g Wit o BRTACARRHIER R clhint svirel i chiiesl Teiesr O
privileges; a nenory for recording privileges accessible via applications
resi deit a egsuliadha chewige én ofstemel Byalicgm and wherein said processor is
operable to: 30 detect a change in privileges available to said devices in
said systenm conpare an old set of privileges with a new set of

privil eges, said new set .of privileges corresponding to said change in
-privileges; _ determne jf any privileges are to be revoked based on said
conpari son; 18esed BgthpdRerosdingraclaiasl Gorbersin wid changs mayevilegss is to be
revoked; and determ ne whether any privileges to be revoked are able to be

passed indiedawanindiplionahhonsvileyed anbenbarevokell] ege to be revoked is able to
be passed between applications, resetting each device that has access to

sai d privilege. 31

19. A method according to claim 16, wherein said step of resetting said

electronic devices brings said system to a known state.

20. A method according to claim 19, further comprising restarting said

-electronic devices after said devices have been reset.

21. A method according to claim 16, wherein said electronic devices

include a mobile wireless communications device.

22. A system for managing privileges in a network comprising a
plurality of electronic devices, said system comprising:
a processor resident in each device of the system, for monitoring
which applications on each device have access to which privileges;
a memory for recording privileges accessible via applications
resident on each device of the system; and

wherein said processor is operable to:
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detect a change in pﬁvileges available to said devices in said system;
compare an old set of privileges with a new set of privileges, said
-new set of privilegés corresponding to said change in privileges;

determine if any privileges are to be revoked based on said
comparison;

reset each device that has access to a privilege that is to be revoked;
and

determine whether any privileges to be revoked are able to be passed
‘between applications, and when a privilege to be revoked is able to be passed

between applications, resetting each device that has access to said privilege.
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