WO 2004/ 109616 PCT/ DE2004/001111 1 5 10 15 METHOD AND DEVI CE FOR SECURI NG
OBJECTS Description The invention relates to a nethod and to a device for
securing objects, preferably inside closed buildings, especially for
securing objec t belong to the inven- tory of an offic i nvention
al so rel at egv tzh&'éwgﬁz ice for detecting aqd storing siPé:rTél?FﬁQ‘Wg{ﬁ%re
emtted by a transmtter |ocated on the object and that have a uni que
encodi ng for each object. A device for securing issued tools or equi pnent
is known fromGerman utility nodel DE 200 11 952 Ul. Here, a transponder
using 128-bit information and contai ning data about the type of tool, a
consecutive serial nunber and 20 information about the normal workplace is
attached to each it &GO A [V iGol:OR SEGUR T SREATS t he nor mal

wor kpl ace can be either a toolbox or a specific storage place, as long as
this workplace has a stationary receiver for exchanging signals with the
transponders 25 that are attached Desthéptidohs. The receiver, in turn, is
connect to a conputer that allows the evaluation of the signals received
by the receiver and emtted by the transponders attached in the tool box or
on the toolghel 9gated ialn tRe1MREKPIRCEs fBUBodAtadNYtBOINtqdMidd ME 630

during the internal work procedures, the current status
: securing objects, preferably inside closed buildings,

especially for securing objects that belong to the inven-

tory of an office.

10
The invention also relates to a device for detecting and
storing signals that are emitted by a transmitter located
on the object and that have a unique encoding for each
object.

15

A device for securing issued tools or equipment is known
from German utility model DE 200 11 952 Ul. Here, a
transponder using 128-bit information and containing data
about the type of tool, a consecutive serial number and
20 information about the normal workplace 1is attached to
each item of a set of tools. In this context, the normal
workplace can be either a toolbox or a specific storage
place, as long as this workplace has a stationary
receiver for exchanging signals with the transponders
25 that are attached to the tools. The receilver, in turn, is
connected to a computer that allows the evaluation of the
signals received by the receiver and emitted by the
transponders attached 1in the toolbox or on the tools
located at the workplace. Thus, at any point in time
30 during the internal work procedures, the current status
of the tools located in a specific toolbox or workplace

can be displayed. In another embodiment of the device, a



of the tools |located in a specific tool box or workplace can be displayed.

I n anot her enbodi nent of the device, a WD 2004/ 109616 PCT/ DE2004/001111 2
dedi cated transponder is associated with each worker by neans of which the
t ool box belon%on 0to t he worker can be opened. 5 German Prelim nary

Publ i shed AP PHA No. 197 45 953 Al describes a d&HRIZ0§4401111
automatically detecting and identifyingza nmer chandi se security | abel by

nmeans of a base station. The merchandi se security |abel attached to the
product to be secured conprises a transponder having 10 an NF

transm ttingef €68t ¥HNG Mo RHad A Si OWAsERRL alteqUsBdn fOLcicOBUREEakkoN Wi th
the base station. If, for éxanple, a transponder enters the range of
action of theang|eétvbiragnéhectppébdxgbrdranddobyot hbehaoakem can e base
station tragsgléa a control signal that is received 15 by the transponder
and that, in fTurn, causes the transponder to enmit a response signal. This
response signal is further processed by the base station and, in case of
a successful checking, triggers a transmtting pulse at the _base station

that, i tufRIMPER FeSdiifediHy 2BupheshrandpoHdarat iy sio. 197 45 953
transmittingsr %Feeéé/firkgeﬁguecl%%ﬁ” f.o?e é@@%&?ibﬁ%%r %@cé}é@i’hgu%lrﬁﬁ

specified checking criteria i f not serve |l ead to the triggering
of an al ar mdéntafpiebera edeenbaddient sdderidar ke gndlys mednsevér al

ensponderslocaied L i apac o acld on.of. g5, (De.el octramanetic {1 el
reliably regpgnpzeguatl @eeipesd afdn St@etises a transponder having
10 an NF transmitting-receiving unit of its own that is used
for communication with the base station. If, for example,
a transponder enters the range of action of the
electromagnetic field generated by the base unit, the
base station transmits a control signal that is received
15 by the transponder and that, in turn, causes the
transponder to emit a response signal. This response
signal is further processed by the base station and, in
case of a successful checking, triggers a transmitting
pulse at the base station that, in turn, is received by
20 the transponder. This transmitting-receiving sequence can
be used to integrate previously specified checking
criteria which, if not observed, lead to the triggering
of an alarm. In a preferred embodiment, the alarm signals
of several transponders located in the range of action of
25 the electromagnetic field of the base station are
synchronized so as to ensure that the base station

reliably recognizes a received alarm signal.

Another electronic anti-theft device is known from German
30 Preliminary Published Application No. DE 38 07 936 Al.
This publication discloses an especially preferred

construction of a passive transponder that is combined




Anot her electronic anti-theft device is known from German 30 Prelimnary
Publ i shed Application No. DE 38 07 936 Al. This publication discloses an
especially preferred construction of a passive transponder that is

conbi ned 004 16 PCT/ DE2004/001111 3 with a barg¢od ose
dinensionzmgiﬁﬁgé®g§gely smal |, whose rgceiver is co f% ‘§Pgﬁgwﬁ?h t he
double transmt frequency and that is thus insensitive to reflections of
t he fundanmental wave of the transmitter. The stationary 5 transmtting
means is inplenmented either in the formof conventional
transmttingitecei vargoaearsd nioddedimah s owd hrghekeegnengy shagchnol ogy

or in the formof array antennas enploying stripline technology so that
when the pYBadet HedEitiay edS byorkéinadiishorielr passedintdurabrdito

el ectromgneblgubhey dagdanerated Hihle stalionaryve Loagsmibbiagnsecsl ving
unit, the passrve transponder is excited to emt radiation. The radiation
emtted by the fpadsimeetbrlanspondef tae tthemdre tused. tBhér sggéernoaarg arm
signal. 15 A device for finding files.is kpown from German Prelimnary
Publ | Shéd ADBTTTALT bRROTSEa6 S 55T hPTe Fgto S LERRTal T r R FOFEr 824 1t he
form of trapspeadeisnaletrahkached do e ifilrs rdwhd herenceded reiagnal s
that are 20 transmtted by the transponders are detected by

transm ttingfr édeihvifgeaeansyt Haachirel pyef erably riduint édrmorP & har&ayl i ngs
and subsequ d i .abl e .t . dat efor ipnte L.ni.gtration
purposes. ADeriPar Cpiduill Baadst Al dy Phctilt, ALK N
dat a product identified by the transponder passes through the

10 electromagnetic field generated by the stationary
transmitting-receiving unit, the passive transponder 1is
excited to emit radiation. The radiation emitted by the
passive transponder can then be used to trigger an alarm
signal.

15
A device for finding files is known from German
Preliminary Published Application No. 100 33 557 Al.
Here, signal transmitters in the form of transponders are
attached to the files and the encoded signals that are

20 transmitted by the transponders are detected by
transmitting-receiving means that are preferably mounted
on the ceilings and subsequently made available to a
database for internal administration purposes. A central
computer makes it possible to process the existing data

25 records by means of an adapted administration routine in
such a way that the current location of any given file

from the stock of files can be ascertained at any time.

Various devices for the set-up and further refinement of

30 transponders (passive or active functional structure) can
be found, for example, in European patent EP 1 040 447 Bl
or in European patent EP 0 762 535 BIl.



25 records by neans of an adapted adm nistration routine in such a way
that the current |ocation of any given file fromthe stock of files can be
ascertained at any tine. Various devices for the set-up and further
refinenment of 30 transponders (passive or active functional structure) can
be found, fYORWMMAMIE in European patent EP 1 040 44FBPEALWOIHIE, opean
patent EP 0 762 535 Bl. WD 2004/ 109616 PAT/ DE2004/ 001111 4 The current
state of the art in the real mof securing objects essentially describes
devices for the explicit recognition of signal transmtters attached to
objects as 5 soon as these are |located within a specified area. The
invention is based on the objective of refining a nethod of the generic
type in suchha waynaidt $Eats odosEidl arto igsceheaingadfiet her SERULHRJuUa

obj ects hav e e i, t rm ssi o] i £ .akea,
especially ??i%?gchE%%%B%h?¥%$nggg%rﬁiﬁﬁié%égg%%gogbg St%ﬁll%%{ﬁq}%ﬁﬁereby
t he nmet hod sbouvydibeonacti edgadl tmransndhtarsawtthahetihecavbleritzedsr enoval

of obje%%s from the secure area can be carried ouf _w thout any hindrance.
15 Accordi ng°?B tRetPAFEntFBniotaFedopiBRttve PReGthI&Yed R that a method
for securing objects is carried out in such a way that the receiving unit
detects the presence of the identification neans, whereby the objects to
be. securedTRé dmereatuigpedswidadsegh odertticf i ¢al ¢ohivearns oretbmhegt@d to

t he idgntithghé§n4%§a@§, t he identhjicatign rﬁscnsai%v de%%c%edigyi
recei vi ng rifig tHE tYahShdrt T he™ objett 2t o'be SeCured an
el ectroni c gakaibhat verislsi®Stain whether individual objects have
10 been removed without permission from a specified area,
especially from a closed building or from an area of a
building, whereby the method should be carried out in
such a way that the authorized removal of objects from
the secure area can be carried out without any hindrance.
15
According to the invention, this objective is achieved in
that a method for securing objects is carried out in such
a way that the receiving unit detects the presence of the
identification means, whereby the objects to be secured
20 are equipped with an identification means or connected to
the identification means, the identification means 1is
detected by a receiving unit during the transport of the
object to be secured and electronic data that verifies
the presence of the identification means is stored,
25 whereby the electronic data is configured in such a way
that it allows an unambiguous association of the signal
detected by the receiving unit with the identification
means, and that, independent of the detection of the
identification means, information is detected that allows
30 the identification of a person transporting an object

that is to be secured.



t he presence of the identification neans is stored, 25 whereby the
el ectronic data is configured in such a way that it allows an unanbi guous
association of the signal detected by the receiving unit with the

identificatjon neans, and that, independent of the detection of the
i dentifi cat WOPOEUHS infornation is detected that al PGREPEIRO4OAHIT
identification of a person transporting an object that is to be secured.

WO 2004/ 109616 PCT/ DE2004/001111 5 In this manner, it is possible that
nunerous objects can be transported out of a building wthout the need for

a change ifpapnidepbhhieat ij@n ieanNssdhte seel esuhdeses objjeets and
wi t hout a hindrance of the persons who are 5 authorized to transport these

obj ects outbef trhasapeaedt st iaf ta béléééuge@lthoﬂhwﬁhQNﬁﬁQﬁrﬁ@r a
embodi ment. of kg | nvent on,i g, ;eharagteri gedyin Shat Lhe persop; .o,

transporting obj ec e Secure efec

aut hori zat i o] daDtsbad@e woft Hdwet per mmdﬁmhﬁCdKBdthé mmﬂrmmled are

verification step, In this manner, is possible to ascertain in an 15

especi all y 3vkHpPEizAd Fé%|%ﬁ?%sﬁaﬁﬁeﬁﬂVﬁﬁ%hOEé?§6ﬁ st Pk @anasBpect to

be secured pui+of sthe seciee,pLga. Furthernore, it is advantageous to carry

out the nethod 1n such a way that a video recording is made of the 20

per son transportlng t he object to be secured. In this manner, it is

| i kewi se po SI reliable id nt|f cg i on .of Dersans mho have
e inven 1s

00 t
t aken obj ect's fBS e 8§8 éﬁ”%ﬁt FOPHE™S ion

characterized in that the person transporting the object
10 to be secured is detected in that the authorization ID
badge of +the person is checked in an automated

verification step.

In this manner, it 1s possible to ascertain in an
15 especially simple and reliable manner which person has

taken an object to be secured out of the secure area.

Furthermore, it is advantageous to carry out the method
in such a way that a video recording 1s made of the

20 person transporting the object to be secured.

In this manner, it 1s likewise possible to obtain a
reliable identification of persons who have taken objects
to be secured out of the secure area.
25
An especially preferred embodiment of the invention is
characterized in that the identification data of the
objects to be secured and the identification data of the
persons transporting the objects to be secured are
30 detected separately from each other, whereby the

identification data of the objects and/or the



25 An especially preferred enbodi mrent of the invention is

characterized in

that the identification data of the objects to be secured and the
identification data of the persons transporting the objects to be secured
are 30 detected separately fromeach other, whereby the identification
data of t heWOFPR0261and/ or t he WD 2004/ 109616 PCT/ DE2SA/RE3§0¢09111%
identification data of the persons are s€ured in a data area that is
specially protected agai nst external access. This enbodi nent of the
invention is especially well- 5 suited for use in applications in which
numer ous pes §ORs; WOEKtk Bnt REtSECH & HAY 6 Mse PRLsonalrpii YACYK Hhghts
call for special protection. In particular, this enbodi nent of the

i nventi on nakes that 10spegscbhélyoppresentd aaghinsizeexteamsborecggdpcedur es

of objects to be secured frombeing related in any way to
transporting said objects. For exanple, in this manner, it

t he persons
i s possible that

only 15 undeisspesdadimeégteqsi Sihes isveheied 1tentisiietatdion, dakalof
persons accessed and/or is the identifjication data of the persons |inked
to identdfigaited arause dbj el iwrtimnsebureichonpnesspecparryns

advant ageoug. epbqd nept ol Lie, 1 Ayent imﬁ’u%s%&?shka@ﬁ%&aﬁ%%oggﬁﬁgrtai n

persons who, wthout authorization, have transporte

F t he

area that tsllofbe speviel, photetoipmevent access to identification data
of the persons who have been 25 authorized to take objects out of the area

that is to be

10

15

20

25

30

In particular, this embodiment of the invention makes it
possible to prevent authorized transport procedures of
objects to be secured from being related in any way to

the persons transporting said objects.

For example, in this manner, it is possible that only
under special prerequisites is stored identification data
of persons accessed and/or is the identification data of
the persons linked to identification data of objects to

be secured.

An especially advantageous embodiment of the invention
makes 1t possible to ascertain persons who, without
authorization, have transported objects out of the area
that 1s to be secured, but to prevent access to
identification data of the persons who have been
authorized to take objects out of the area that is to be

secured.

In order to prevent access to personal data that is to be
protected, it 1is especially advantageous to ascertain
which of the objects taken out of the secure area have

been brought back.



secured. In order to prevent access to personal data that is to be
protected, it is especially advantageous to ascertain 30 which of the

obj ects taken out of the secure area have been brought back. WO

2004/ 109616 _PCT/ DE2004/ 001111 7 Furthernore, it is advantageous to carry

out the met NOROMYW9%Ach a way that el ectronic data abdS/RBEYBHRLal of "an

object fromthe secure area is deleted orice the object to be secured has
been brought back into the secure area. 5 This has the advantage of
reducing the risk of msuse of stored data and al so of reducing the

storage spapgrfpedfdref oritstodi ngviheagdabas 1@ Myweoyesut i thbSmadvaat ageous
to check whether objects have been brought back into the area that is to

be securedii Shch & speci thabl elperroaisf datme ambt otBearemodalagtonat ed
processing gouLinginseaze. ane g, the, bl ¢St 5 ta he seeur dhag jaat been
in e hi'n the o]

br ought bac SeCure area w specifiabl’e perro f
time. In thts bansecurébiehaemogah bfosghtriedcbigedsthansbeurdeiesded in an
automated way without this causing a hindrance of authorized transport

procedures of the 20 secured objects. Furthernore, it is advantageous for
Lhe automat g ;PhASCIBENG AR I CAURILSG, L bige 9pNELALECR180sR oWar i ng.

25 Anot her preferred enbodi nent "of the i1 nvention |
stored data and also of reducing the storage space needed

for storing the data.

10 Moreover, it is advantageous to check whether objects
have been brought back into the area that 1is to be
secured within a specifiable period of time and to start
an automated processing routine in case one of the
objects to be secured has not been brought back into the

15 secure area within the specifiable period of time.

In this manner, the removal of secured objects can be
detected in an automated way without this causing a
hindrance of authorized transport procedures of the

20 secured objects.

Furthermore, it 1is advantageous for the automated
processing routine to comprise the generation of a
warning.

25
Another preferred embodiment of the invention is
characterized in that access to the secure data area can
only be gained after the input of at least one

authorization code.

30



characterized in that access to the secure data area can only be gai ned
after the input of at |east one authorization code. 30 WD 2004/ 109616

PCT/ DE2004/ 001111 8 Moreover, it is advantageous for access to a specially
secure data_area to only be galned after the independent @Pt of two

di fferent aYO8M Y3 Pon codes. 5 In another advantage&ﬁgﬂgﬁﬁ #OHEht of the

invention, a nethod for securing objects inside protected areas with
whi ch the objects to be secured have a transmtter, the transmtter
provi des an encoded signal in the presence of a receiving field, the

encoded si gnakebsc@et aat efs by daahe aeerisvi A UALEeaRd twthsegp@a&lamy
converted into electronically processable encoded data is carried out in

such a way $®@erehéagaceirgendgouninlyams i 9aksed hafterehrohngegandenthat the
el ectronic 9§$8t'§f %Qgsq%Eﬁﬁgenyl Okp%g{Igg {92 first data

transm ssion T1I ne, enc da a 1S sfored in a data st or age
nmeans, that a recording unit for V|deo data is activated when the encoded
data is received, and that the video data js stored. 20 Anot her subject

matt er tF PRGERETORTERRtABTPEE B OEdENYT ngt obEct N THIF R ¢l Bsed

bui I di ngs, mbengly rihe s&hiLcly t@b?@c@@“i&%@dléa?x%tté@f&{n Liensthakn in the
presence of a receiving field,” supplies an enco signal, whereby the

encoded 5|gmh10hsth@téﬁﬂ@¢ﬂa/tpzseree@mwemghﬁﬂa @nﬁr@ub@équentlvhe

convert ed iQto eleg£r0n| callg grocess bIe encoge
ransmitter provide n enco signa

e presence of
a receiving field, the encoded signal is detected by a
10 receiving wunit and subsequently converted into
electronically processable encoded data is carried out in
such a way that the receiving unit amplifies the
electronic data, that the electronic data is transmitted
via an interface to a first data transmission line, that
15 the encoded data is stored in a data storage means, that
a recording unit for video data is activated when the

encoded data 1is received, and that the video data is

stored.

20 Another subject matter of the invention is a device for
securing objects inside closed buildings, whereby the
object to be secured has a transmitter that, in the
presence of a receiving field, supplies an encoded
signal, whereby the encoded signal is detected by a

25 receiving unit and subsequently converted into electroni-

cally processable encoded data.

This device is characterized in that the device comprises
a recelving unit, whereby the receiving unit amplifies
30 the electronic data, in that the device has an interface,
whereby the interface allows a connection between the

receiving unit and the first data transmission line, in



This device is characterized in that the device conprises a receivVving
unit, whereby the receiving unit anplifies 30 the electronic data, in that
the device has an interface, whereby the interface allows a connection
between the_ receiving unit and the first data transmssion line, in WO
2004/ 109616WVPCH¥HNI04/ 001111 9 that the interface | TARFPYHPEY i n such a
way that the encoded data can be transm’tted to a data transm ssion
network, and in that the data transm ssion network connects the interface
to a data archive for purposes of 5 processing and storing data, and

consequent | yhhhergrcaded rfdrla £LaAN-HLrSEQred iR herarLhiyg, tMher ehy the
encoded data triggers a switching operation, activates a “recording unit

that is | ocabtedded deda neanli hee bhagismitedftohe rdated vingnemébdiand t hat

serves to process. videq 10, dat er.eby e video data_ taped b h
Fecording LRCETOEE "y aRdnt tHadtbalt netar ci G iy it oot 28 catnh Ear o

transm ssi ogsohh8€t@nghthentsrdned ity theladLh vehivahesebyurpbtes blie
expiration of a time interval during which no other receiving event
occurred asPEOFRSBIRIofd 85051 AarbR sand ERREBARG N aYr E8G R§C8EET0f t he

stored datagapf Lhe obl ectopeaviiousiye belonglag tadine engedi Bgcasedvel | as
d y

of the video data is triggered. In an especia preferred enbodi nent of

the inventidata 20rtingyeesei i ngwitichifray regerstngnand sampl vayesg the
cpooded =1 9pel.cat, R 05gss AL, at, one of he [ Loung. Lypes, gl g onal
Further norepfi this radvantiageotse f@r ahhethaeeisd M@ Ntd HPocess video
10 data, whereby the video data taped by the recording unit
is transmitted to the archive by means of a second data
transmission 1line and then stored in the archive,
whereby, after the expiration of a time interval during
which no other receiving event occurred as a result of a
15 signal of said encoding, a reading out of the stored data
of the object previously belonging to the encoding as

well as of the video data is triggered.

In an especially preferred embodiment of the invention,
20 the receiving unit for receiving and amplifying the
encoded signal can process at least one of the following
types of signal: electromagnetic waves, acoustic waves or

infrared radiation.

25 Furthermore, it is advantageous for the receiving unit to

allow the transmission of signals.

It is also advantageous for the first and the second data
transmission lines to each be a means for the loss-free

30 transfer of data.



allow the transm ssion of signals. It is also advantageous for the first
and the second data transmssion lines to each be a nmeans for the
| oss-free 30 transfer of data. WD 2004/ 109616 PCT/ DE2004/ 001111 10 In an

especially ef enbodi ment of the invention, the firs a
transm ssi Oﬁ’quﬁ@o?@san RS 232 cabl e. I\/g eover, it igcgmh 4&’3@6{15 for the
c

second data transmission line to be a axial cable. 5 In an especially:
preferred enbodi nent of the invention, the interface is a gateway.
Furthernore, it is advantageous for the receiver as well 10 as the

interface tonfanmespgsiitalnayipge fe shasedmpodiensUR Yehé nianeaspeei al ly
preferred enbodi nent of the invention, _the data transm ssion network
consists ofthe fehst énkr Rransmissionslapel bt ekt Dhe GRRECtransni ssion

l'ine. Furthg Leed t IS advant us ke the f%a].tatt ANsdd ssi,9n LLpg to be
an RS 485 ca%?g. 50 1 nlan especi a c?y Spe erre enboJ{ ment o(? t he i%lnventi on,
at | east onergasmaisaschnvkins tonmecd ecodvidhecadata. transm ssion networKk.
Furtherrmpore, it is advantageous for the data archive to 25 have at | east

one FBAS (BNC) video input and, at the maximum four FBAS (BNC) video

inputs. In an espeERldikipnefsrs edreahodhment mehitt ke i fyenthoBnribhe data
archive is connected to a l'ocal network, as a 30 result of which data from
the archivethe supprfadefbs a gateway.

Furthermore, it is advantageous for the receiver as well

10 as the interface to form a unit having a shared power

supply.

In an especially preferred embodiment of the invention,
the data transmission network consists of at least one RS

15 485 bus and at least one data transmission line.

Furthermore, it is advantageous for the data transmission

line to be an RS 485 cable.

20 In an especially preferred embodiment of the invention,
at least one data archive 1s connected to the data

transmission network.

Furthermore, it 1s advantageous for the data archive to
25 have at least one FBAS (BNC) video input and, at the

maximum, four FBAS (BNC) video inputs.

In an especially preferred embodiment of the invention,
the data archive is connected to a local network, as a
30 result of which data from the archive is supplied for
evaluation purposes to different places within the

network.



eval uati on purposes to different places wthin the network. WO 2004/ 109616
PCT/ DE2004/ 001111 11 Furthernore, it is advantageous for the | ocal network
to be an Ethernet. In an especially preferred enbodi nent of the invention,
5 the data is eval uated by a conputer having a neans for rocessi ng

I nternet st XAPAPUWIIEyrt hernore, it is advantageous fHCHNRWYMLIL, chive to
be a digital data archive. 10 In an espe&}ally preferred enbodi nent of the
invention, the digital data archive uses a hard disk in order to store
the data. 15 Furthernore, it is advantageous for the data archive to be an
anal og data archive. In an especially preferred enbodi nent of the
invention, the transmtter for supplying the encoded signals 20 supplies
at | east onBubthehwofell aw rng taypentgfgeiymaior eheclprombgnetivorkates
acousti c wayes_or %erar d radiation. Furthernore, it is advantageous for
t he transni??e?nf% ©25° uppl yi ng the encoded signals to be a transponder.

I n an especial by pfatiL0l gnpodraentdokmrdiglimvantd ®nthet Ravehansm,tter is
a sem -active transponder. 30 Furthernore, it is advantageous for the
obj ects X o tPEefertablis bevahgatedakyofd | €@MPRVEAL Sy I h? a8epRR WO

2004/109616pf$§é§§g984f99%}ﬁét égandards.

Furthermore, it is advantageous for the data archive to
be a digital data archive.

10
In an especially preferred embodiment of the invention,
the digital data archive uses a hard disk in order to

store the data.

15 Furthermore, it 1s advantageous for the data archive to

be an analog data archive.

In an especially preferred embodiment of the invention,
the transmitter for supplying the encoded signals
20 supplies at least one of the following types of signal:
electromagnetic waves, acoustic waves or infrared

radiation.

Furthermore, it is advantageous for the transmitter for

25 supplying the encoded signals to be a transponder.

In an especially preferred embodiment of the invention,

the transmitter is a semi-active transponder.

30 Furthermore, it is advantageous for the objects to

preferably belong to an office inventory such as fax



machi nes, cell phones, |aser beaners, data nedia or f iles. The presence of
the signal transmtter in the detection 5 field or in the
transmtting-receiving field, which is preferably an el ectromagnetic field,
is used either to enerate an alarmsignal or else to register and store
encoded dat WOHM10P&d6cont ai ned in the signal transm t tFEA/DE2RYHPAHAL S
possi bl e nodalities of use can be inple ted. 10 In the case of devices or
nmet hods that nake use of the generation of an encoded signal by nmeans of a
signal transmtter attached to the object in order to store the received

encoded datg,sgpacatel ¥eih aNBARLY, WSEebddiferlat tefrd s feinected to a
data processing routine, as a 15 rule, the data processing routine is

utilized fofitée. foll owing sequence: once the signal has been detected, a
conclusion is drawn on the basis of the signal encoding as to which
object, optionally at which tinme, interacted wth the detection field,

wher eby therhecgkigsnek tdre 2 detgahior rfarghd thRkesi anthadueeettgenc! usi on
about the <current |location of the object. It is true that the invention

can fundanehtalfly oBe iroRBPndd anmh ikt g TaCaby thandiled decuriey st hods
and 25 that i?ﬁ%kéﬁig”@ﬁ?h@f?&?ﬁoﬁggHékﬁ%.%%%h%ﬁf %%gusEHﬁd Lalky be

nodi fi ed fo? execution o e nventi on, invention allows a
much nore genprehensinveslmde sf ghudctdronéhge 860 IMegharddrcudmd, sthee

i nventi on nakes i% gossible tQo operate ner chandi.se securit stemin
e

P ) .S
whi ch Objec?%c?%e akachiPRE ¢8n°BBTRAREA &0t 6f S1g9B&4r &TAFE l%%?ﬁout
there WO 20Q44d 9646 pBEHiBE20QM #dldes of use can be implemented.

10 In the case of devices or methods that make use of the
generation of an encoded signal by means of a signal
transmitter attached to the object in order to store the
recelved encoded data separately in a memory, whereby the
latter 1is connected to a data processing routine, as a

15 rule, the data processing routine is utilized for the
following sequence: once the signal has been detected, a
conclusion is drawn on the basis of the signal encoding
as to which object, optionally at which time, interacted
with the detection field, whereby the location of the

20 detection field makes an indirect conclusion about the

current location of the object.

It is true that the invention can fundamentally Dbe
combined with familiar merchandise security methods and
25 that familiar merchandise security systems can
fundamentally be modified for the execution of the
invention, but the invention allows a much more

comprehensive mode of functioning.

30 In particular, the invention makes it possible to operate
a merchandise security system in which objects to be

secured can be taken out of a secure area without there



13 being a need to deactivate or renpove security |labels for this purpose.
In particular, the invention nmakes it possible to 5 inplenent a

mer chandi se security systemw th which the unauthorized renoval of objects
to be secured can effec- tively be avoided without the need for a

deacti vati oWOA¥ W84 ity | abels. 10 For purposes of FGHRUMPAEhensi ve
illustration of the achieved functional?fy, the followi ng exanple is

provi ded: the shared use, for exanple, of fax machines, cell phones,
portabl e conputers, |aser beaners or data nedia within a building conplex,

preferably ga;ahfhceckd By |ing i wald Sof OFehhe COBELGUED 1QBOE &odevi Ce
that fundanentally allows the enployees in the building” conplex to use

and - if netbssapyrpose.relocate the above-nentioned objects, but
preferably so that, at any tinme when an object is taken out of an area
within the 20 building or out of the building itself, a procedure is

initiated that phkewsud dd hk die be nipsier behweeakthe ipergopBswhachasot aken
t he object and_ the object itself. This link makes it possible to draw
concl usibnsiBBbaNehke 2 2BeFARABALSEhARCHOVE MNEYABET WAHd! haliehkERSt he

object in qHﬁﬁE&gPrﬁ958“%@@%?%1?§H£QﬂjQﬂ?ﬁ%qaa g@.EQEuQEQeEaEaQQfeCLt I's

not al ways possible to rea entif carrier, or rather the person
who has posstegsilipnbef atviog degbjwedthctudr bethsetew@dfon sudkaatwayttiibat odn
unanbi guous 30 Iigk f%ﬁ Pe made between the object and the carrier of the
article in questioh. “®H& Possibility would be to provide all of the people
who have access to the objects

10 For purposes of a more comprehensive illustration of the
achieved functionality, the following example is
provided: the shared use, for example, of fax machines,
cell phones, portable computers, laser beamers or data
media within a building complex, preferably an office

15 Dbuilding, calls for the configuration of a device that
fundamentally allows the employees in the building
complex to use and - 1f necessary - to relocate the
above-mentioned objects, but preferably so that, at any
time when an object is taken out of an area within the

20 building or out of the building itself, a procedure is
initiated that allows a link to be made between the

person who has taken the object and the object itself.

This link makes it possible to draw conclusions about the
25 manner, about how and about who has taken the object in
question through the detection area. On the other hand,
it is not always possible to readily identify the
carrier, or rather the person, who has possession of the
object to be secured in such a way that an unambiguous
30 link can be made between the object and the carrier of
the article in question. One possibility would be to

provide all of the people who have access to the objects



WO 2004/ 109616 PCT/ DE2004/001111 14 with their own additional signal
transmtter that would then forward person-specific data to a receiver as
soon as the signal transnmitter enters the detection field. 5 The invention
is especially suited for use in closed buildings, for exanple, office

bui | di ngs, WPW1%eans for person-specjfic identi fingqugﬁ’,‘”"P’dﬂl exanpl e,
a com pany |D badge, could be equipped {th an additional t ransponder
whose signals enmitted in a detection field 10 would allow a link with the
carrier of the card. A conceivable device could be configured in such a

way that, @st@ Eﬁé%ktdWhEh&&&f@éﬁ@ﬂtséghhia%ﬁﬂhéﬂlﬁﬁgpd@ﬁat5&88@& from
the transponder attached to an object and of another encoded signal from

the additiohlaént FanypoAdeere®nvumed on daka cobapanydd®iberiygeas asseor age

pr ocedur e tggtt record%fﬁé encoded data is tr|%$¥$?%¥q§nIgfadetectlon

. e g1gna nsmitter enters . the f . .
area | s entered. egguaran ee 0 sSuccC %S of %U [0) ]ECJt securlty

devi ce, however, depends on the wearing of the person-specific
identification nmeans. In addition, 20_the wearing of an outside
i denti fidcatTRR ARHRICERN disr RUPeCiAlincotddedd | ifRks. UPRotiFer ChSpeet of an

obj ect secugiiygsystemaccqdj 0 Lnyent| I esgiLdts QURLI ance
with data pr%tect?in'25gre3%¥%§%%%h50£ gﬁéoéﬁgépgﬂgfé Egé eésinuﬁtaneously
by nunerouSornuphospbredpesarfsc winderrethyf i dwet 0 ecforskoudmblee @ egbstered at

o) oL e U S csestial s oy, unayt hochzed remyal dhesn
at the 30 sgpBnspOBRde COMMIINTs Whh1 datemiRplEcih 08 IRAEIEIBNt $ield
10 would allow a link with the carrier of the card. A
conceivable device could be configured in such a way
that, as a result of a coincident arrival of an encoded
signal from the transponder attached to an object and of
another encoded signal from the additional transponder
15 located on the company ID badge, a storage procedure that
records all encoded data is triggered when the detection
area 1is entered. The guarantee of success of such an
object security device, however, depends on the wearing
of the person-specific identification means. In addition,
20 the wearing of an outside identification means could

result in incorrect links.

Another aspect of an object security system according to
the invention lies in its compliance with data protection
25 requirements when objects are used simultaneously by
numerous authorized users, whereby the objects should be
registered at all times in a system that ascertains any
unauthorized removal of an object and that allows a
linking to the person removing the object while, at the

30 same time, complying with data protection requirements.



WO 2004/ 109616 PCT/ DE2004/001111 15 Therefore, the invention provides an
extrenely effective, data-protected object security systemthat is
especially suited for use inside closed buildings. 5 Additional

advant ages, special features anhd advantageous enbodi nents of the invention
can be gl eaWOPWYWMbhe subordinate claims and from R PRYEANAL i on gi ven
below of a preferred enbodi nent, nakinglﬁeference to the draw ngs. 10
Figure 1 shows a schematic representation of the device according to the
invention. Preferably, the device according to the invention 15 conprises

a conputer fRErPEOEESSLAE £RGEHEEENVLHIBYidaLaLRS WRkbnas vt Berenreeded data
of the transmtter |ocated on an object to be secured. ¥he term"conputer”

here i s notdababprebastededbijpcanpe 2 itastsystemetnannes whpessoevéy. This
can be any unit that is_capable of. carryin ut conputations, for exanple,
a work staf?%%?dag%ﬁr%%%a n%%%%u?%??e%.%?%%%%%%%Uter or circuitry that is
suited for carrying out conputations and/or conparisons. 25 The term
archive refers especially to a superordi nated conputer-controlled nenory
that syst erdffEhipPpadorpivrasadssd mhrsgest dbgaltarels | ARer AEVRBR29FREScONt ent

of this ar&ﬁbéég[ﬂn%n%‘éeré degnd PULRYE LY ac%riffet “%Qaﬂ@?”eﬁrr WEkng at
| east one suitable neans fTor ata processi ng. he ans rtor at a
processi ng sainohdibasedcaniasl agidcdlrom the presentation given below
" of a preferred embodiment, making reference to the
drawings.
10
Figure 1 shows a schematic representation of the device

according to the invention.

Preferably, the device according to the invention
15 comprises a computer for processing recorded video data
as well as the encoded data of the transmitter located on

an object to be secured.

The term “computer” here is not to be construed in any
20 restrictive manner whatsoever. This can be any unit that
is capable of carrying out computations, for example, a
work station, a personal computer, a microcomputer or
circuitry that is suited for carrying out computations
and/or comparisons.
25
The term archive refers especially to a superordinated
computer-controlled memory that systematically compiles
and manages data and information. The content of this
archive 1is queried and output in a structured manner
30 using at least one suitable means for data processing.

The means for data processing can be based on a logical



WO 2004/ 109616 PCT/ DE2004/001111 16 problemoriented structure of the data
for storing on a mass storage device. A few famliar synbol -oriented
structures are known by 5 their abbreviations BASIC, PASCAL, C(++), COBCL
or Java and they serve for the devel opnment of conpl ex %%§tens. Mor eover ,
structures B@E@é“@ﬁﬂﬁhe Internet are also known. Her ECTIHRIMAPHLhet is to
be understood as an open mass network ol® "gateway" conmputers that are
structurally 10 connected by a uniformlInternet protocol-address set-up as
wel |l as physically via data lines. As enployed in the device according to

the i nventi @y, fernCOPPLLBELC AR QA /A Nt WORK hgrdesyd hed, byng §onpl ex 15

system of dat a-processing neans and by the data lines that connect the
dat a- pr ocesBafg seansge wheveby. a network can differ by a certain
configuration fromanother network. 20 Thus, via a network, several

dat a- processi ng neans that are connected to each other, central nenories

and data, AQrifelerfamscadesymbelicorGanhtdld Hersbeneds AmNgkwberby the
foll owi ng networks are known: (1) several conputers that are connected to

each ot Rer thehrsphbiravigtiiomist #RIEC ar BASCALpchl( AN ea FBNor R (FAKR ". (2)

Several co e t e n te t her i a by
nmeans of te g%h%ﬁg%:%%ﬁfg"6§geq§§%a.?ﬁ%&gsﬁg?aA%?'é%ﬁgﬂékmgg§5§ﬁgépanning
the worl d: M&kebakrAreat Natwork s( GAlged ¢4) tHiommoJenemrss hetawar kalnet wor k
with simlar conputers 30 and software. gg% Fbterggeneou net wor k: network

with diffefBAtt yP8ECof tEEnPitErdeind S5 vieff ginderstood as an open

mass network of “gateway” computers that are structurally
10 connected by a uniform Internet protocol-address set-up

as well as physically via data lines.

As employed in the device according to the invention, a
computer-controlled network is described by a complex
15 system of data-processing means and by the data lines
that connect the data-processing means, whereby a network
can differ by a certain configuration from another

network.

20 Thus, via a network, several data-processing means that
are connected to each other, central memories and data,
printers, scanners, etc. can all be shared. Among others,
the following networks are known: (1) several computers
that are connected to each other in a spatially limited

25 area: “Local Area Network (LAN)”. (2) Several computers

that are connected to each other over a wide area by

means of telephone lines: "“Wide Area Network (WAN)”. (3)

Network spanning the world: "“Global Area Network (GAN)”.

(4) Homogeneous network: network with similar computers
30 and software. (5) Heterogeneous network: network with

different types of computers and software.



WO 2004/ 109616 PCT/ DE2004/001111 17 A LAN preferably refers to a data
transm ssion network that, in a spatially limted manner, allows

comuni cation via a server and thus allows the exchange of infornmation.
Conventionally, the terns "Client"” and "Server" are used 5 for the

comput ers tWe208#18%16cat ed i n a net work, narrel y, in $GIMPERAYIILhat a
server is avail able for several cllents The server provides the clients,
for exanple, wth nenory, conputing tine or files. A few typical exanples
of a LAN are the networked conputers of a 10 university or of a conpany.
The connect gdy afatd Qs Cam v s?é&@rgh%ﬂa&ada@q L1 JEAGOIENT 0L bBS
peripherals (e.qg. prlnters nodens, etc.). Atypical LANiIs th

"Et her net ™" tmmtchlmoakspatc@lﬂynglmotedembusepp|a&ﬂpWs commuEuhetmen

currently functlons W th r mal coaxial 15 cables at, .of up to
70 Mops {mebhe b L SSpEFE SBEonAYS ThiSHEweRe: FRShaRARoPRet AERRE

transm ssi ofons8eedsnoi 1yp tae1@@ MapsicMugovesnd arb&N/E57aanet weely that
can be connected to other LANs; a plurality of wvirtual LANs fornms a VLAN

20 Typi ®al Pe¥fbheaseBrpELSr &hasf anee Jorakedtinre, nghvagk, onRBEIY /(1)
"Tel net" f | "ETP
el ne ?J([) %%%nng %%g{]g%?rgtﬁgfgéj&% fﬁgma%sﬁ i%) f<f Ef él?é!rﬁ(l3)

Tr ansf er oco or er es ers

"World WdecYebn25. (\DNY "sorvéd) pr " tlos tn&ehmalc:Bmecekampaecess to
information systens all over the world. The Internet, as_a world gb
network GAN'L1F8 |HMGTRREY vi aFOF@W}W‘%TéF‘/HHD ogt ahtePor Arr &F%ni E}épbﬁa nt r ol

Protocol /I ntgEfABlies of a LAN are the networked computers of a
10 university or of a company. The connected stations can
share the data and the management of the peripherals
(e.g. printers, modems, etc.). A typical LAN 1is the
“Ethernet”, which works according to the bus principle.
An Ethernet currently functions with normal and coaxial
15 cables at a speed of up to 10 Mbps (mega bits per
second). The newer "“Fast Ethernet” allows transmission
speeds of up to 100 Mbps. Moreover, a LAN is a network
that can be connected to other LANs; a plurality of
virtual LANs forms a VLAN.

20
Typical performance features of the Internet are, among
others: (1) "“Telnet” for loading programs onto other
computers, (2) “FTP (File Transfer Protocol)” for the

transfer of files to other computers, (3) “World Wide Web

25 (WWW) ” or (4) “Gopher” for the topic-specific access to
information systems all over the world. The Internet, as
a worldwide network GAN, is linked via TCP/IP (TCP/IP
stands for Transmission Control Protocol/Internet
Protocol) and it is a set of protocols. Since they both
300 complement each other (TCP is a control protocol for IP),

they are often mentioned together.




Protocol) and it is a set of protocols. Since they both 30 conpl enment each
other (TCP is a control protocol for IP), they are often nentioned

t oget her. WD 2004/109616 PCT/ DE2004/001111 18 A typical structure based on
the Internet is the "Hypertext Markup Language (HTM.) ", which deterni nes
the exchan}@2804/199816r t ext docunents in the WW and whCIPER0408ULLy on
TCP/ I P. Hypertexts here are text docunent’, 5 depi cted on a graphic
interface with the possibility of triggering actions by activating
specially marked words or synbol s. Another structure based on the Internet

is the "Exfengy i@awarguguleacngé@g%a@%) n WHEN £OPSLhEYL €8s Athe
refi nenent of M. al l ows the greatly S|an|f|ed 10 creation of

conpl ex hypeHK@ﬁrtﬁbéuﬂéwkyn Hartpyadee a(HINRE T4 cvloich hdeWaAminge 5eto be

extensively ar ti uIarI he "e- comrer ¢ " ?Eﬁ? of .the.lnt rLnet.
I nterfaces %%%ﬁ%% % P% a é?ﬁé??él Oc%%ﬁ%n?aéeo E I&%l%@ﬁ?h St he

devi ce accopgdssg tan t hepi/mrant Hoperkeikelst agesecenNsd | tuke thece@snest i on
site between soft- ware or hardware systens, whereby software_interfaces
are methoddcPoFtedansl a iFpRiata wBﬁréﬁ@engﬁlarﬁh%t@osah%%héwppégr am

e.g. by ”Eaf‘flﬁéef‘lﬁ NVRLSIRL %thSREQa‘E!%g asl}é%“c%%?%é; IBQFkQ&S%EgHE' ty

exists to use rdware | nterfaces n espe nt ageous e i ment
~of a hardwaresymb@dhacdhummm&ctstebe¢hm©mbas&dlencdﬂﬂﬂ Datarntéo asdata

transm ssi on nef, 2 th vanta u ntod of a war e
interface F%ea ég §g% n&ﬁf%ﬁptﬂﬁPgﬁﬁ Kgmﬁ ferwggC%oCBQFG&EH
gat eway. A(Qakéﬁ@Meﬁéﬁtb%ffHTMEXaKHLealQOQQdeQQW@Hééfly simplified
10 creation of complex hypertext documents in the data
traffic of the WWW. XML is to be extensively used

particularly in the “e-commerce” area of the Internet.

Interfaces are used 1in an especially advantageous
15 embodiment of the device according to the invention.
Interfaces constitute the connection site between soft-
ware or hardware systems, whereby software interfaces are
methods for translating data from one program into
another program, e.g. by means of a conversion of the
20 data. Moreover, the possibility exists to use hardware
interfaces. An especially advantageous embodiment of a
hardware interface connects electronic and encoded data

to a data transmission network.

25 Another advantageous embodiment of a hardware interface
is a gateway computer that will be referred to below as
gateway. A gateway can be, for example, a node computer
between networks that connects compatible and
incompatible networks to each other, thus making it

30 possible to connect homogeneous and heterogeneous
networks to each other. A gateway makes it possible, for

example, to connect networks consisting of computers to a



bet ween networks that connects conpatible and inconpatible networks to
each other, thus making it 30 possible to connect honbgeneous and

het er ogeneous networks to each other. A gateway nakes it possible, for
exanple, to connect networks consisting of conputers to a WD 2004/ 109616
PCT/ DE2004/ W@244109616 nmi nframe conputer even though PREQE2PYPHLIL do not
use the sane rule conpl exes. A gateway Porwards all data packages whose
net wor k address corresponds to a network address behind the gateway. A
routing table addresses an 5 addressee that can convey the data package to

the final ﬂﬁﬁk?éﬁéo'&oﬁ%@%‘%%s,evfé%{‘cf?ﬁc\!@%ﬁhﬁle%@ NQtRGTs oft engy . usEat eways
are used, for exanple, for two inconpatible e-mail systens in order to be

abl e to exchhageasiectoori ccompl ¢xand dat gaiewhyeatdhrodhés, aorl data
advantageousl¥ for da%a 10 onnqgtigg to a data tran nu§sion ngtmgkk. Dat a
transni ssi oR°FIFRGES al"FEReitHRIC TonRBet £ 8fis CRECREER" thd T oApBRENPE i t hi n
a network oad@rsgestbenhane waed Ja@lewafoNnNectdOiig BalbéVeasrapdesannt hus
constitute a linking 15 conponent between external units and a network. In

this contex¥dreneeabsheimsdn g et EheasesapParkads e ERer EABRY
advant ageoug, GPRREEL AN AldASss Y RIGUe 1 ks %tugé;x:rggggﬁﬁgqnneﬂ ed

n
are servers, clients, interfaces or routerg. peci al pr gi ven
to 20 connecétensaybetawen usieghal foecetxvamsle} ntierf actes, datampatdhilees or
video nmeans. Currently, a large nunmber ofasiifferent dat a trangnission

lines existS et eBYStEMRat? PFOFENTPoPEe2BsFetPafEya89anEAGESEE™S use
coaxial |ipgs1 R9d3dathngscRr cRSAB8thkReSor advantageously for data

10 connection to a data transmission network.

Data transmission lines allow either connections between
the components within a network or else the are used for
connection to a network and can thus constitute a linking
15 component between external units and a network. In this
context, the above-mentioned interfaces prove to be
extremely advantageous connection sites. Typical
components that are to be connected are servers, clients,
interfaces or routers. Special preference is given to
20 connections between signal receivers, interfaces, data
archives or video means. Currently, a large number of
different data transmission lines exist, whereby it has
proven to be especially advantageous to use coaxial
lines, RS232 lines or RS485 lines.
25
In general, the RS232 standard describes the serial
connection between a data terminal and a data
transmission means with its electric and mechanical
properties. Moreover, the RS232 interface or the RS232
30 data transmission line in the device according to the
invention has proven to be especially advantageous for

serial data transmissions over short distances. The RS232



25 I n general, the RS232 standard descri bes the serial connection between
a data termnal and a data transm ssion neans with its electric and
mechani cal properties. Mreover, the RS232 interface or the RS232 30 data
transm ssion line in the device accordlng to the invention has proven to

be especi al WP 280MPldgeous for serial data transm ssifSHPIBHUORL, ¢
di stances. The RS232 WD 2004/ 109616 PCT/ #2004/ 001111 20 standard defines
a 25-pole SUB-D plug as the standard plug connection. A guideline for the
maxi mum achi evabl e transm ssion di stance by neans of an RS232 data

transm ssi opcLhdgrs R dimiange 0f-Jod osBE-peLASy 8o ThaRS4BEnghagdar d

(interface or line) is an expansion of the RS232 standard and was desi gned
as a bidireetiugnabnnkgs ioyst eéim foidapine 3zrsuﬁs£rm$m¢mumPhybueahb&e

king, the twa jnterf di f f | | 0, RS485
Chandar d 1 S HERRE AL § by BB erifoed Vi 1TFAG® pPOveR Lo B Hepethifi y

advant ageousriRskses R548biflat as ér@ﬂ§m§§é O@flme@of@m rﬁé"@eﬁ@ﬂneCtl ons
between an interface and a data archive. 15 A special advantage of the

met hod é%cording to the invention is the unique inplenentation of the data

protection fﬁ&“ﬁé?@?”%%an&ﬁew' ($nCOPESKL. gagﬁ‘g OE§0550§€<§5§E§5§1 Togat he

totality of measures rotection o ronlc uring
transn153|onhelasdaaaétamﬁaﬁﬂ asdwelds ade$bgnete apr od ebt doneot ishaied
electronic gdala. (108 FEasuLes xbend gesential! ¥il2;te, 10k 2%,
the two interfaces differ only negligibly. Since the
10 RS485 standard is meant for large distances, it has
proven to be especially advantageous to use RS485 data
transmission lines for the connections between an

interface and a data archive.

15 A special advantage of the method according to the
invention is the unique implementation of the data
protection requirements. In this context, data protection
refers to the totality of measures for the protection of

electronic data during data transmission via data lines

20 as well as for the protection of stored electronic data.
The measures extend essentially to the following
segments: (1) hardware protection, (2) software
protection, (3) data media protection, (4) organization.
In the method according to the invention, the data

25 protection 1is achieved in such a way that the
identification data of the objects and/or the
identification data of the persons are protected in a
data area that 1s specially secured against external
access. Moreover, the electronic data about the removal

30 of an object from the secure area is deleted once the
object to be secured has been brought back into the

secure area.



segnents: (1) hardware protection, (2) software protection, (3) data nedia
protection, (4) organization. |In the nmethod according to the invention,
the data 25 protection is achieved in such a way that the identification
data of the objects and/or the identification data of the persons are

prot ect ed i WOR004@PH6area that is specially secured ad&TAR0EOHIhal

access. Mreover, the electronic data ab®ut the renoval 30 of an object
fromthe secure area is deleted once the object to be secured has been
brought back into the secure area. WD 2004/ 109616 PCT/ DE2004/001111 21
Furthernore, for reasons of data protection, it is especially advantageous
to check whether objects have been brought back to the area to be secured
wi thin a 5 Bpethkiraldre perficad ekatsiors and t Hata opkygteftdre ,of ittheisobj ects

to be secured was not brought back within th eci fiable period of tine,
an autonati%SB?Sééégyngﬂg%%nt?gﬁQu?s1§?aFP§&i ﬁﬂg'ﬂ%?ﬁnﬁgjéﬁ: sgaFS t he

secure dat ape@hedricy Ypdaikned, ather 4he, i pput,Of satyhkeasty oneid0a
aut hori zati on code. reover, access to a specially secure data area is

only gainedspecefiehéei @@e‘p@rﬂde@ﬁ timgpuandf thﬂ@ dlofnflefr drt ae hofi £Aei on
codes. FundngQE?||¥x>dbff%E§Q{ kgenélflcq;l ?Pu means, ar, ¢H€§9n %ﬁefor t he

unanbi guous™i ACTfication-0 he o jec secure order ' to
achi eve t hesﬁ@ﬁifﬁab@@ﬁp@dlﬂds%lfbhﬁmémmﬂ Oém‘fl@nél"eidfmﬁrobéswmhgh rPRFSONS

who enter or |eave 20 the secure area are hindered to the smallest extent
tine is started. Furthermore, access to the secure data
area 1s only gained after the input of at least one
10 authorization code. Moreover, access to a specially
secure data area 1s only gained after the independent

input of two different authorization codes.

Fundamentally, different identification means are suited
15 for the unambiguous identification of the objects to be

secured.

In order to achieve the most automated possible
monitoring method, in which persons who enter or leave
20 the secure area are hindered to the smallest extent

possible, it is advantageous to use transponders.

Fundamentally, any kind of transponder is suited for use
in the various embodiments of the invention.

25
Passive as well as semi-active and active transponders
are suited for use in object security systems according
to the invention as well as in methods and devices for
implementing object security systems according to the

30 invention.



possible, it is advantageous to use transponders. Fundanentally, any kind
of transponder is suited for use in the various enbodi nents of the
invention. 25 Passive as well as sem -active and active transponders are

suited for use in object security systems according to the invention as

wel | as in WO2AYHE9hd devices for inplenenting obj e@CTEERMNOPIILy st ens
according to the 30 invention. WO 2004/ 109616 PCT/ DE2004/ 001111 22 In
order to conmbine the nost reliable possible identification of the objects
with a high detection rate, it is especially advantageous to use

sem -activer,transpanders. gom@linaCtiNE tRanspondel $agne e&ﬁié@ﬁb@é an
outgoing signal to, in turn, emt a signal. Preferably, the sem -active

transponderld@naxflvatednbgf toeanbgeetsrwibnet hé gbi grbchaohngadetirst
frequency. ?e sem -active ;ansggnde&; are _excjted b% the aqjlv tion to
emit an el et roﬁﬁgngﬁﬁ?%ﬁ?ﬁly hatl g & Lee¥nd FPeqlitcy 5 For- Example

sem - actlvetigﬁg@ﬂgﬂgggs are used that are 15 activated by an

el ectromagnetic field having a first frequency of, for exanple, 125 KHz.
EspeC|aﬁIy advant a- geous activation frequencies are those in the range

[rom 50,500 Kl M eouan oMot e, tLansnanders ang Usedoothy are

activated by first requenC|e n the I's nan
activation gsigtahces, i int terwny deniofa signal.

Preferably, the semi-active transponder 1is activated by
10 an electromagnetic signal having a first frequency. The
semi-active transponders are excited by the activation to

emit an electromagnetic signal having a second frequency.

For example, semi-active transponders are used that are
15 activated by an electromagnetic field having a first
frequency of, for example, 125 KHz. Especially advanta-
geous activation frequencies are those in the range from
5 to 200 KHz. Moreover, semi-active transponders are used
that are activated by first frequencies in the MHz range.
20
In this manner, activation distances in the order of
magnitude of several meters, preferably in the order of

magnitude of 1 meter to 10 meters, can be achieved.

25 Through the activation with the electromagnetic field
having the first frequency, the semi-active transponders
are made, in turn, to emit a signal. Preferably, the
electromagnetic signal from the +transponder 1is
transmitted in a different frequency range than the

30 electromagnetic fields used for the activation of the

semi-active transponders.




magni tude of several neters, preferably in the order of nagnitude of

meter to 10 neters,

el ectromagnetic field having the first frequency, the sem -active
transponders are made, in turn, to emt a signal. Preferably, the
el ect r omagn¥Pi200440a&I from the transponder is transBCTMDEAHQOIALL f f er ent
frequency range than the 30 el ectromagnetdic fields used for the activation

of the

sem -active t ransponder S.

1

can be achieved. 25 Through the activation with the

WD 2004/ 109616 PCT/ DE2004/001111 23 In
an especially preferred enbodi nent, the semi -active transponders em't
frequency r

in a

of 383 lﬁlif%\/&{saaﬂlllrr}ogre%’re xﬁ&&ﬁfﬂhgn I ke éé’z{?ﬂﬁae{laer adi o

frequency o rticular, e signal"emitted by the
transpondersram@peadassthmﬁappincablﬁreqaaspgndenmnumbéraayaﬂ&m 106 this
manner, the ranggonder serves, as ﬁn identification s for the gbjects
to be secur ThEXSEM -Sact Vet PPafSPdfuer %réﬁgﬁgm FHH Ton?

their own poyervigpurce, for exanple, a battery. The range of the signal

emtted by the transponders is
large t@ aIIOM/a reliable detection of the t ransponders.

sever a

ranges in t
advantageombﬁmatﬁsZthmuppIn¢£%l@bh&&hﬁﬁmweﬂ1mﬁmbéf b titeatobj ent s

t aken

10

15

20

25

ﬁ'ﬁsgr t?if %l?tly @?8“%1& %ltt%eéotkg?3gl}x% tgg %58?183&9”

ndgnl ade net'ers ters

this manner, the transponder serves as an identification

means for the objects to be secured.

The semi-active transponders preferably each contain

their own power source, for example, a battery.

The range of the signal emitted by the transponders is
preferably selected to be sufficiently large to allow a
reliable detection of the transponders. It is preferably
several meters, preferably about 2 meters to 50 meters.
Transmission ranges in the order of magnitude of 20
meters to 30 meters are especially advantageous since
here, a reliable detection of all of the objects taken
from the area to be secured can be combined with a
greater distance from the detector and with the avoidance
of an erroneous detection of objects that have not been

taken out of the area to be secured.

15 preferably sel ected to be sufficiently
is preferably

e especially




fromthe area to be secured can be conbined with a greater distance from
the detector and with the avoi dance of an erroneous detection of objects

t hat have not been taken out of the area to be secured. 25 WD 2004/ 109616
PCT/ DE2004/ 001111 24 List of reference nunerals (1) receiving unit (2)

i nterface 5VP390448%636t r ansmi ssi on network (4) data a?@ﬁm"“@gﬂli’ocal
network (6) conputer (7) recording uni t24 10 (8) transmtter (9) first data
transm ssion line (10) second data transm ssion |ine WO 2004/ 109616

PCT/ DE2004/ 001111 25 Clains 1. A nethod for securing objects |located in
secure aregsst Wer £b¥etHe-oblgeds.1o be secured are 5 equipped with an
identification nmeans or connected to the identification nmeans, and whereby
the identification nmeans is detected by a receiving unit durlng t he
transport OL t he ob ect_to be secured, characterized in that 10 the

recei ving uhtt det® }%l?%eurbjr%sence of the identification means, whereby
electronic data ihgdrface

5 (3) data transmission network
(4) data archive

(5) local network

(6) computer
(7Y recording unit
10 (8) transmitter
(9) first data transmission line

(10) second data transmission line



verifies the presence of the identification neans is stored, whereby the
el ectronic data is configured in such a way that it allows an unanbi guous
association 15 of the signal detected by the receiving unit with the
identification neans, and in that information is detected that allows the
i denti fi catVOR0@f10%16er son transporting an object t hZCTDE2HM/O0pdISecur ed.
20 2. The method according to Caiml, #%haracterized in that the person
transporting the object to be secured is detected in that an authorization
| D badge of the person is checked in an automated verification step. 25 3.
The nmet hod @Eggﬁging to one or both of Clanms 1 or 2, characterized in that
a video recording is nmade of the person transporting the object to be
secured. 30 WD 2004/ 109616 PCT/ DE2004/001111 26 4. The nethod according to
one or nore of the precedi clainms, characterized in that, the

i dentificatton dat &S ‘¥ﬂe%gﬁ]e%?%ufbnge‘gﬁﬁﬁ?ﬁﬂ %ﬁxﬁﬁﬁyghénid%ﬁ????cation
data of the persgpsastrapaReldng tihe i radsst ocbe secuseduacg dgtected
separately fromeach other, whereby the Tidentification data of the objects

and/ or the idereddieRedonigat @rof ldértpeicansonr @egdcured FAnactbedat a
area that is Spegéal%Heprgggg¥¥¥fg§%fgﬁ means, and whereby the
identification means is detected by a receiving unit
during the transport of the object to be secured,
characterized in that
10 the receiving unit detects the presence of the
identification means, whereby electronic data that
verifies the presence of the identification means is
stored, whereby the electronic data is configured in
such a way that it allows an unambiguous association
15 of the signal detected by the receiving unit with
the identification means, and in that information is
detected that allows the identification of a person

transporting an object that is to be secured.

20 2. The method according to Claim 1,
characterized in that
the person transporting the object to be secured is
detected in that an authorization ID badge of the
person is checked in an automated verification step.

25

3. The method according to one or both of Clams 1 or 2,

characterized in that
a video recording is made of the person transporting

the object to be secured.
30



ext er nal
cl ai ns,
t aken ou

access. 5. The nethod according to one or nore of the prec
15 characterized in that it is ascertai ned which of the obj

t of

the secure area have been brought back. 6. The nethod

according to Claim5, 20 characterized in that electronic data abo
of WA 20418246 f rom the secure area is del et ed PEROE2QHAEIAB ect to be
secured has been brought back into the s¥cure area. 25 7. The net hod
according to one or both of ains 5 or 6, characterized in that it is
checked whet her objects have been brought back into the area that

secured w Ui e, 30, Speck fiablesneti 09 ol toreand 88 eyLoFRLEd prgCess

r enoval

ing routine 1s started 1n case one

e objects to WO 2004/ 109616

edi ng
ects

ut the

is to be

PCT/ DE2004/AHidd, 27 be secured has not been brought back into the secure
area within the specifjable erioqlof time. 8. The net hod according

Claim?7,

10

15

20

25

30

5 charFATFTRAL T 1At

conprises the

e aut omat ed processing routine

to

gener ald o Pfcae Wk Nidga 9 The 8By Bedsacsopdi Bgcthiee@ne or
nmore of the Clains 4 10 to 8, characterized in that access to the secure

data aréa can omydbet§ai néflentification data of the persons

transporting the objects to be secured are detected
separately from each other, whereby the
identification data of the objects and/or the
identification data of the persons are secured in a
data area that 1is specially protected against

external access.

5. The method according to one or more of the preceding
claims,
characterized in that
it is ascertained which of the objects taken out of
the secure area have been brought back.
6. The method according to Claim 5,
characterized in that
electronic data about the removal of an object from
the secure area 1is deleted once the object to be
secured has been brought back into the secure area.
7. The method according to one or both of Claims 5 or
6,

characterized in that

it is checked whether objects have been brought back
into the area that 1is to be secured within a
specifiable period of time and an automated process-

ing routine is started in case one of the objects to




after the input of at |east one authorization code. 15 10. The net hod

according to Caim9, characterized in that access to a specially secure
data area can only be gained after the independent input of two different
aut hori zation codes. 20 11. A nethod for securing objects inside frotected

areas, wherWROMHBGj ects to be secured have a trandATEEPIOHLL eby t he
transmtter provides an en- coded signalzzn the presence of a receiving

field, 25 whereby the encoded signal is detected by a receiving unit and
subsequent|ly converted into electronically processabl e encoded dat a,

characterized ind hal-§heqr 8661 MbRILHBL! haBRbht! Backhenebeehrorkeydata, in
30 that the electronic data is transmtted via an interface to a first

data transmi ssi orred nejthintblae spheithaobedeatedisf stored in a data
storage neans, WD 2004/109616 PCT/ DE2004/001111 28 in that a recording
unit for video data is activated when the encoded data is received, and in

that the vgdeo TiataneéShs805€80or8idd.tA deyime7 for securing objects inside
closed buildings, whereby the object to be secured has a transmtter
that, i® the predeaercekerhzedctRyvFRdt fiel d, supplies an encoded signal,

whereby the encoded shgnak et IBLBTar fig 2 Faeel HbNdclibk 130 10ne

subsequently converted Into electronic
generation of a warning.

9. The method according to one or more of the Claims 4
10 to 8,
characterized in that
access to the secure data area can only be gained

after the input of at least one authorization code.

15 10. The method according to Claim 9,
characterized in that
access to a specially secure data area can only be
gained after the independent input of two different
authorization codes.

20

11. A method for securing objects inside protected

areas, whereby the objects to be secured have a
transmitter, whereby the transmitter provides an en-
coded signal in the presence of a receiving field,

25 whereby the encoded signal 1s detected by a
receiving unit and subsequently converted into
electronically processable encoded data,
characterized in that
the receiving unit amplifies the electronic data, in

30 that the electronic data is transmitted via an
interface to a first data transmission line, in that

the encoded data is stored in a data storage means,




processabl e encoded data, characterized in that the device conprises a
receiving unit, whereby the receiving unit anplifies the electronic data,
in 15 that the device has an interface, whereby the inter face is
connected to the receiving unit by nmeans of a first data transm ssion
line, in thXP2PHEYG%t erface is configured in such a RayDERWOHY encoded
data can be transmitted to a data 20 traffsm ssion network, and in that the
data transm s- sion network connects the interface to a data archive for
pur poses of processing and storing data, whereby the data archive is

configured in such gha@ya tdabr&onseanent Fyrtheqencaded dat aceatabedst ored
in 25 the archive, whereby the encoded data triggers a swtching

operation, activdtes Bheeedvcoideg itta that rersivedat edd nn hehatmelrat e

vicinity of the ei vi fie t hat serves to process video data,
wher eby t he vidéG&%% a‘%%%él 5%9?%%9?ecording 30 unit is transmtted to the
archive by neans of a second data transm ssion line and then stored in the
archive, whereby, after the expiration of a time WO 2004/109616

PCT/ DE2604/ D114 39Vithifer AT duF¢RBTHAICh ) tther FBEEAR ndEvRht
occurred as a r a5yl 1a0fqg, sigRalrdf £ dopneedi ng, Be LeRdiAG Msoh the

stored data of the objeCt  previo el onging to the encoding as well as
of 5 the video datmsnstteirggerad,. 1B. fhhe geeisemcaccof diangreoelivanm 12,
field, supplies an encoded signal, whereby the
encoded signal is detected by a receiving unit and
10 subsequently converted into electronically
processable encoded data,
characterized in that
the device comprises a receiving unit, whereby the
receiving unit amplifies the electronic data, in
15 that the device has an interface, whereby the inter-
face is connected to the receiving unit by means of
a first data transmission 1line, 1in that the
interface is configured in such a way that the
encoded data <can be transmitted to a data
20 transmission network, and in that the data transmis-
sion network connects the interface to a data
archive for purposes of processing and storing data,
whereby the data archive is configured in such a way
that consequently the encoded data can be stored in
25 the archive, whereby the encoded data triggers a
switching operation, activates a recording unit that
is located in the immediate vicinity of the
receiving field and that serves to process video
data, whereby the video data taped by the recording
30 unit is transmitted to the archive by means of a
second data transmission line and then stored in the

archive, whereby, after the expiration of a time



characterized in that the receiving unit for receiving and anplifying the
10 encoded signal can process at |east one of the follow ng types of

signal: el ectromagnetic waves, acoustic waves or infrared radiation. 14.
The devi ce accordigﬁgto Claim112, 15 characterized in that the receiving

unit al | onsPHEMIOME i ssion of signals, 15. The devifC&HEM¥BINY to aaim
12, 20 characterized in that the first g%d t he second data transm ssi on

|ines are each a neans for the loss-free transfer of data. 16. The device
according to Claim12, 25 characterized in that the first data

transnission |!nﬁntérﬂalRSdQQZn@abhﬁic$7-nJheoﬂﬁakCer@§§QﬁQh@9 sPeflbai m 12,
characterized in that 30 the second data transmssion line is a coaxi al

cabl e. WD 2004/ 199816 PET? DE2004# 001 121 23919821 TRE gavAcengedsrding to
@aim 12, Chara?%gagﬁgd b@ﬁthék t@ﬁe'”£€6£§8? b3t géﬁem@Me 5o&fec1he
gto i m inth t

devi ce accordin , Characterize at e receiver as well
as the interfacepfevivasini belbaging achaiedepoveingupd wellD 28. ofhe

devi ce %Fcording to CJaim1l2, . )
the video data is triggered.

13. The device according to Claim 12,
characterized in that
the receiving unit for receiving and amplifying the
10 encoded signal can process at least one of the
following types of signal: electromagnetic waves,

acoustic waves or infrared radiation.

14. The device according to Claim 12,
15 characterized in that
the receiving unit allows the transmission of

signals.

15. The device according to Claim 12,
20 characterized in that
the first and the second data transmission lines are

each a means for the loss-free transfer of data.

16. The device according to Claim 12,
25 characterized in that

the first data transmission line is an RS 232 cable.

17. The device according to Claim 12,
characterized in that
30 the second data transmission line is a coaxial

cable.



characterized in that the data transm ssion network consists of at |east

one RS 485 bus and at | east one data transnmission |line. 15 21. The device
according to Claim?20, characterized in that the data transmssion line is
an RS 485 cable. 20 22. The device according to Claim12 characterized in

that at | ea¥P20MA0%L% 2 archive is connected to the daPST/PERUALMILS; on

network. 25 23. The device according to ¥aim?22, characterized in that
the data archive has at | east one FBAS (BNC) video input and, at the
maxi nrum four FBAS (BNC) video inputs. 30 WO 2004/ 109616 PCT/ DE2004/001111

31 24. The gevi chafOrdHdNGdd ddignZ2.c1Lharact eri zed in that the data
archive is connected to a |local network, as a result of which data from

the archive is shataekerizgdrineiiiatati on purposes to different places
within the netwark.. 25 . The device according to Caim24, characterized
in that 10 the \IA%%:eallnneetrv\foaﬁ(e i'® dn gf:at%heg"?aﬁ;ei't. 26. The device according to
Cl ai m 24,

5 19. The device according to Claim 12,
characterized in that
the receiver as well as the interface form a unit

having a shared power supply.

10 20. The device according to Claim 12,
characterized in that
the data transmission network consists of at least
one RS 485 bus and at least one data transmission
line.

15

21. The device according to Claim 20,

characterized in that

the data transmission line is an RS 485 cable.

20 22. The device according to Claim 12,
characterized in that
at least one data archive 1is connected to the data

transmission network.

25 23. The device according to Claim 22,
characterized in that
the data archive has at least one FBAS (BNC) video
input and, at the maximum, four FBAS (BNC) video
inputs.

30



characterized in that the data is evaluated by a conputer having a neans

15 for processing Internet standards. 27. The device according to Caim12,
characterized in that the data archive is a digital data archive. 20 28.
The device according to Caim?27, characterized in that the digital data
archi ve use¥O30H4P¥16li sk in order to store the data.P§§“E@m“¢ﬁalhevice
according to Caim12, characterized iPthat the data archive is an anal og
data archive. WD 2004/ 109616 PCT/ DE2004/001111 32 30. The devi ce accordi ng
to Caim12, characterized in that the transmtter for supplying the

encoded si gpal s pi3UPRLY £Se alcdbSASInPNG F1d g SOl I owing types of 5 signal:

el ectromagneti ¢ waves, acoustic waves or infrared radiation. 31. The
devi ce accordi ngchar@tterided irhthakteri zed in that 10 the transnmitter for

supplying the encoded signals,is .,a transponder. 32. The device, accordi ng
to daim31l, ch %c&%??z%ﬁc?hv?héf i%n?ﬁgg?gaﬁgn?t%8Fa$sn§¥¥8ﬁ¥!a8§ive
t ransponder . a result of which data from the archive is supplied

5 for evaluation purposes to different places within

the network.

25. The device according to Claim 24,
characterized in that

10 the local network is an Ethernet.

26. The device according to Claim 24,
characterized in that
the data is evaluated by a computer having a means

15 for processing Internet standards.

27. The device according to Claim 12,
characterized in that

the data archive is a digital data archive.

20
28. The device according to Claim 27,
characterized in that
the digital data archive uses a hard disk in order
to store the data.
25

29. The device according to Claim 12,
characterized in that

the data archive is an analog data archive.



33. The device according to Claim12, characterized in that the objects
preferably belong to an office inventory 20 such as fax machines, cell
phones, |aser beaners, data nedia or files.

WO 2004/109616 PCT/DE2004/001111
32

30. The device according to Claim 12,
characterized in that
the transmitter for supplying the encoded signals
supplies at least one of the following types of
5 signal: electromagnetic waves, acoustic waves or

infrared radiation.

31. The device according to Claim 12,
characterized in that
10 the transmitter for supplying the encoded signals is

a transponder.

32. The device according to Claim 31,
characterized in that

15 the transmitter is a semi-active transponder.

33. The device according to Claim 12,
characterized in that
the objects preferably belong to an office inventory
20 such as fax machines, cell phones, laser beamers,

data media or files.




