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- “Control Function Implementing Selective Transparent Data Authentication Within an
Integrated System”, by Foster et al., U.S. Serial No. 10/125,708, filed 18 Apr 2002.
- “Intializing, Maintaining, Updating and Recovering Secure Operation Within an
20 Integrated System Employing a Data Access Control Function”, by Foster et al., U.S.
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Technical Field
25

This invention relates generally to data request handling and transfer of data within an integrated
system, and more particularly, to an access control function for an integrated system which
grants, denies or otherwise qualifies data access based on a master id of a requesting master
within the integrated system and an address of the data.
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initially defining an architecture for integration of nultiple discrete
conponents onto a single 5 chip, access to external devices including
menory cawole/oasé ssue. For exanpl e, an MPEG vi deo decodecTasss/emeften
enpl oys external nmenory for various data areas, or buffers such as frane
buffewsb This external nmenory is conventionally inplenented using either
DRAM or: n nol ogy. 10 Two approaches are typical in the art for
accessing off-chip devices. In a first approach, each on- chip functional
unit is given access to the needed external device(s) through a data bus
dedi cat ed t iMuliple fiprotions adeabdayrbeing odninisrlgintdgeated bioafsirighd §istend ¢Hip. aWaRASI Ny
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systenyfaﬁoﬁggther approach is to enploy a single common bus within the
integrated systemwhich allows one or nore functional units of the system
to communi cate to external devices through a single port. Although

al l owi ng the sharing of resqurces, such as nenory, one difficulty with this
apptbach conlcee aRpredshes anetypieal arhe a8t tonaceessingil-ehip deviess. Jeadirstiaperogela i n
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access dedicpted t€ eHae partieutar yhis p@l@lﬁﬁgh Sovally efficiemor Bccesihgtthb axtefidP@dviyg by a
transport demul ti R‘Iiexer to a decoder of a set-top box. This is esgem ally
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t hrough an untrusted or open master. In view of the above, a need exists in
t he ar targago aapthenmamestarea ebths syssem isoifteameedsdc A hisorbviqusipinaerseothe @gmber

PCT/ Usoozfjd%t]agpa%sfers and can degrade performance of the overall system, i.e., compared with a shared

memory system.

20 Another approach is to employ a single common bus within the integrated system which
allows one or more functional units of the system to communicate to external devices through a
single port. Although allowing the sharing of resources, such as memory, one difficulty with this
approach concerns controlling access to content or other sensitive data in the integrated system.
For example, when using a large common memory pool in an integrated design, it becomes

25  difficult to prevent unauthorized access to protected memory spaces, such as compressed data
supplied by a transport demultiplexer to a decoder of a set-top box. This is especially true for a
system where the programming interface is open and outside development is encouraged. Each
of the functional masters should be able to access the memory space and it is not possible to
differentiate whether an access is from a trusted master or an outside request, e.g., coming

30 through an untrusted or open master.

In view of the above, a need exists in the art for an enhanced access control approach for
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an integrated system Mre particularly, a need exists for an access
control function which resides between functional nmasters and sl ave
devi ces, wod3wiosh al |l ows an access to be further quali fiped/(Shonivexanpl e,
to inject data encryption and data decryption), or in certain cases

prevented. 5 Di,sclosure of Invention The shortcom ngs of the priqr art are
over corf® fgraied Y ?tF'Bnéﬁor&(W&fﬁ‘ 52 Bged %F&&Pﬁ@ﬂacc’éﬁr‘@ﬂﬁﬂ] R WERi on of a
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masters, the nultiple functional nmasters having nultiple naster ids. The
met hod qualkfieddés:exnmple] to ingctadateepoegttiohand dath adeényptior, oeigesiin ogsesast er of
the multiple functional masters; and in response to the request,
determm?‘%ﬁte\%et her to grant, deny or qualify access to the data based on
a master id of the requesting master and an address of the data. 15 In
enhanced aspects, the nmethod includes providing different |evels of data
access Disclasure ofulnveptionf uncti onal masters, as well as detern ni ng whet her
the request conprises a read request or a wite request. If the request is
a read request, then the nethod can include determ ning whether to deny
access to t [ t If th

equest i orheibReontESol i€ piR @ GielRlycoftt i Gldfibnd A lihl oot ¢
deny f ahmaghlthegprodisibhef ddbm,acteds AiethodSor dnfigtegdritétl ARAT havitg rdltisle Gincfibndlhe
data. In one enbodinent, the request is a granted master request received

fr olfl t Heasks thomultiple fupgjionalynasters havingmpliplecmasyestidsm The methedimcludesiod bei ng

i npl e [ ntrol.logic,and at_ |l.east one
o1 ove. aPeefind & ool 485 e LM SRR hdSe CHINE BOIAR pnBpft A TaneiRbe

i mpl engadpedseotthé quﬁeé@,&!:‘etérﬁﬁrhh%wh_@thbrdﬁ%rﬂft, deh§ or GLATY aéwRsk DYAE 84Tk bRsedWnt hi N
a secure menory subsystemof the integrated system 25 etc. Systens and
conput érmstesdd ahthsreqiesting wasterand enaidigss of thhdatabove- surmari zed net hods
are al so described and clained herein. 30 Advant ageously, provided herein
is an access control function for qualifying data access wthin an

i ntegrat ed gyshediced Hperdthé detHodnfdludes Pﬁﬁwﬁiﬁ§§ilﬂ€&nt RvEINBF gth acdebror BiR Wween
functional masters and slave devices of the integrated system

part i cundtply fygcEianal masterss s wiglh po Jesermining whether the request comprises a read request

or a write request. If the request is a read request, then the method can include determining

whether to deny access to the data, pass the data clear, or decrypt the data. If the request is a
write request, the method can include determining whether to deny forwarding of the data, to
20 pass the data clear, or to encrypt the data. In one embodiment, the request is a granted master
request received from the bus control logic of the integrated system, with the method being
implemented in the data flow between the bus control logic and at least one slave of the
integrated system. More particularly, the method could be implemented within a bus-to-bus
bridge of the integrated system, or within a secure memory subsystem of the integrated system,

25 etc.

Systems and computer program products corresponding to the above-summarized

methods are also described and claimed herein.

30 Advantageously, provided herein is an access control function for qualifying data access
within an integrated system. The control function can reside in the data flow between functional

masters and slave devices of the integrated system, particularly when a system employs a
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3 WO 03/ 090086 PCT/US03/11906 compn bus structure between the functional
masters and sl ave devices. The control function allows access to be
grant ed, wenmooss further qualified based, for exanple, @aTiUses/mmséer id
of the requesting master and the address of the requested data. This
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t he cl addiidn; the eottral funciibn Bravides Beschniqat Ifm‘r‘enOifypﬁh@ddtmgbcR'h& tthaldjaﬁdi seflt t er
which i s regard as the jnvention is particularly paqinted out and

di st i nd® F‘}F“tﬂ% PF‘?Ye’E"ﬁ SITEYIYSRENG, BYSEaTR SICHFRY RYBRly eselowl@g blosks of datp ton.
The forggQi ﬁ&%roro%r%gglge features, and advantages of the invention
are apparent e follow ng etailed 20 description taken in
conjunction wt h the acconpanying drawi ngs in which: FIG | depicts one
exanpl e of a pi CE g| nt egrated devi ce enpl Qyi ng compn, nmenor access

thrligh a yona| teatsgsail adwantages arg rgalizpd tigoughahe lechpinwessrt thespresgnt nast er
| ds i Gleigh gme?gﬁ]ez,&g\eﬁtxama BASE Bl ncifion RStk g§n &8s IR ANEd DY @
bus contro ter to grant eny us access s one examp

of a twpngdéremEmnpfﬂarmme@ﬂtvemmnt functl on enpl oyed, for exarrpl e, by
master #1 in the integrated device exanple of FIG 1; 30 FIG 4 depicts one
exanpl e of an integrated device enploying a data access control function,
in accordance with an aspect of the present invention; 4

15 Brief Description of Drawings

The subject matter which is regarded as the invention is particularly pointed out and
distinctly claimed in the claims at the conclusion of the specification. The foregoing and other
objects, features, and advantages of the invention are apparent from the following detailed

20 description taken in conjunction with the accompanying drawings in which:

FIG. 1 depicts one example of a typical integrated device employing common memory

access through a memory subsystem;

25 FIG. 2 depicts one example of use of master ids within an integrated system, wherein the

master ids are employed by a bus control arbiter to grant or deny bus access;

FIG. 3 depicts one example of a typical memory management unit function employed, for
example, by master #1 in the integrated device example of FIG. 1;
30
FIG. 4 depicts one example of an integrated device employing a data access control

function, in accordance with an aspect of the present invention,



WO 03/ 090086 PCT/US03/11906 FIG 5 depicts one exanple of an access table
enpl oyed by the data access control function of FIG 4, in accordance with
an aspectwofo3bbmspr esent i nvention; FIG 6 depicts one exaaplsonilvaccess
paranmeters obtai ned, for exanple, fromthe access 5 table of FIG 5 for

use by the rypti.on/ decryption sub-function of fhe data access control
f unct iyon of qﬁﬁeg %ﬁ?lc Sr?“ﬁ@é%ﬁ%‘ﬁﬁ@%n e tgﬁe goployed g‘l’ ﬁleﬁgtap‘?cégsé GPntrel ent i on:
FIG 7 fifdtonlof FOO4, X acBokdaneé with af REYeRASIthE Breséift ihwehfigh;2 Whi tening val ue,

in accordance wth an aspect of the present invention; 10 FIG 8 depicts
one exanple of the use of the access paraneters and whitening value in

sel ectively crypt.ing and decrypting transferredﬂd ta, in agcordance with
an aspect ofﬁ?jhg dgﬁffég’éﬁfx?'ﬂsgﬁ%(?%ﬁ?s RAEPELs Qptajnse, qrsexewgle_eﬁﬁgotﬁ%qussof an
access g8 bl PIG fUBF Ly ﬂh@rehﬁyﬁmn%écwphbﬁ SutPfunBiici 6&&@ Hsta AbedO€oREol AN
integrated device, in accordance wth an aspect of the present invention;
and Fl dunctoneéFiGi4 imacondancewitbdn aspect offthepresent ésentbamt r ol f uncti on

i npl enented within a 20 secure nenory subsystem of an integrated device,
in accordance with an aspect of the present invention. Best Mde for
Carryi ng QUIFIGNE dbAi¥Rnk QRamdple BF & apprORRIfSE erRifpg WRN R \Bluel I RI6ARKD
devi ce, generally %ienot ed 1 0? hav?dr% mul tipl el I nterna fuuni:!thl onal nmasters
1101, MifPan dspe@ of the préent inMergtoar 110, is shown as a processor, having a
processor core 112 and a nenory managenent unit 114. Internal nmasters 110,,
11027 1103 ... 110" connect in this exanple to a nmenory subsystem 120,

whi ch incl uggg BUSHIERRnE karhA8 of b3 ofthe @ : ! in the
art will understan%1 t hat a?t‘ﬂough glh%\?\m \?vi %%Pﬁﬁatﬁﬁrg%n{:sﬁ%%ﬁ%n@gg?ygﬁem bus
cont r olseleaivetyoerict/psihg endde¢dryping traasfented dath,Sh decovfanse béthsinesspet? 6f thBus

control wunit. 130 coordinates and consolidates requests to slaves in the

i nt egr ATEGNL BVEREOB3/ 090086 PCT/ US03/ 11906

15 FIG. 9 depicts one embodiment of an access control function implemented within a
bus-to-bus bridge of an integrated device, in accordance with an aspect of the present invention,

and
FIG. 10 depicts another embodiment of an access control function implemented within a
20  secure memory subsystem of an integrated device, in accordance with an aspect of the present

invention.

Best Mode for Carrying Out the Invention

25 FIG. 1 depicts a conventional integrated device, generally denoted 100, having multiple
internal functional masters 110,, 110,, 110, ... 110,. Master 110, is shown as a processor, having
a processor core 112 and a memory management unit 114. Internal masters 110,, 110,, 110, ...
110, connect in this example to a memory subsystem 120, which includes bus control logic 130
of a shared bus. Those skilled in the art will understand that although shown within the memory

30  subsystem, bus control 130 could alternatively reside outside of subsystem 120.

Bus control unit 130 coordinates and consolidates requests to slaves in the integrated



device. For exanple, a first slave mght conprise an external bus
controller 140 which is connected to an external non-volatile nenory 150,
such as fwas/op®ms®ry, having an open nenory portion 155. pPATEES0&NDIs] ave,
menory controller 160 connects to external volatile nenory 170, such as

SDRAM qr . Meno 70 j ncl uges an.open ne ortion 175 .5.1n
gener alc‘)j,ev'f:fm% e %ﬁg‘pi%é}lés%ia?f% cﬂ@%?efﬁ“rf&ﬁmmwi gﬁ“grql“ﬁ‘i k ‘é(’(“&@‘sdesi gn in
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bet ween functions. As such, all 1nternal’ nmasters have equal access to both
non- volnxmdre partebnvidiSatA sesond stavey meanody tmitivllst Hilaganepamesxtana volatike| ed

open, neanin hat, t h re Limts on ta,access. 10 Typicall
o oA 170rY ay SDR RS BRAMr Méndtia e ShrmrmoRaotiantli o be
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operating code, such as the operatlrlx?asystem andg%rl vers, a
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storage, and generally contajns appl.jcation .data as well| as data structures
of ot hél?*‘_swa_%'eagﬁﬂugiaﬁ{fés {robah PP@VQ@H@@;}E velafiledyetpory i B StofAgE gpaqes are
MEeDI Y |aYefed! e&ﬁn&&mgqﬂatttﬁer%w@nd\zlhmgﬁ@&% fla GOQGs L0 volatile memory and

execute instructions fromthere e integrated device is operational.
FIG 2 illustrates a bus control architecture such as would be enpl oyed by

bus. control _unif 130 of FIG 1. .This architecture all ows [ tipl
funtti onal r%YQl"éﬁ)é “Pﬂﬁ’i’ta.“.?mi@w 1§ Bs cfokﬁﬁﬁﬁﬁrﬁ?téé?fég%“ffﬁr%@ﬁ ﬁl]“gl]‘gp%lves
200, . . eta 2000V, Melalagcss) : . i :

archit er?:ttgl ﬁlrgg eYés?) ‘?ﬁ%‘appr oc és’rséglr% b?({j ggl?lp Eﬁrsnoﬁ&ﬁ? @(gi%xﬁ ﬁ@é %;oolr? gé%eﬁ E)ggn;[atmg code,

ar chi t ssthuasaherapéretiegisylstem dmitdrivest arahaly pdrsistent datalsbrabiuress Vadatilomemioonisof
Ar nonk, Ne%ﬁYor_k. The masters within the architecture each have a uni que

mast er Usef (9K session omsnted storagey and.generally coptaing applicatian datmes welhas data sent t o
arbiter f olg; b . o] ar e

ot osenp acitiof ifr SRR Sl el inalhy i hef b bl RyfBgHEREy 10

pri o i icgmnndo stsvdoparating cedwl vettgitemnt mbscindteReduteinstiaions frodvtherearhea20
al so propagates the granted request to the slave(s), along wth the
addi t i dhfaintegrated devicegnoprradMl i . e., data address information and control
informati on. As one exanple, the control information mght include a
read/wite control signal 30 indicative of whether data is to be witten
from the maguer 2 ilfustrives & bayontriol srehitecture Rudha veduld be El?\ﬁlp%rélﬁbymt&)htrofr he

|

dat a address si ?nal s pass through a multiplexer 230, e the control
si gnal gmnit 130 of FIG. 1. This architecture allows multiple functional masters 110; ... 110, to

20 communicate with multiple slaves 200, ... 200, over a common shared bus. An example of this
bus architecture is the processor local bus (PLB) of the CoreConnect architecture marketed by

International Business Machines Corporation of Armonk, New York.

The masters within the architecture each have a unique master id which comprises part of
25 the request signal that is sent to arbiter 220 of bus control function 210. When multiple requests
are presented, arbiter 220 selects the appropriate master (based on bus priority) and sends an
acknowledgment back to that master. Arbiter 220 also propagates the granted request to the
slave(s), along with the additional information needed, i.e., data address information and control
information. As one example, the control information might include a read/write control signal
30 indicative of whether data is to be written from the master to the slave or read from the slave to
the master. The data address signals pass through a multiplexer 230, while the control signals

pass through a multiplexer 240, both of which are shown to be within bus control unit 210.



pass through a multiplexer 240, both of which are shown to be within bus
control unit 210. 6 WO 03/090086 PCT/US03/11906 Simlarly, data to be
witten paessIdfosom the masters to the slaves through a nelctrigsh®&xmne 250,
and data read via the slaves returns to the masters through a mnultipl exer

260 w thi |.210. Furth | t.i pl 27 | tipl trol
2P ana) S 245 Wbk e GrsrE ISt pofe b URES I Sl LG 28, R L
may i N@atid@ad {RAhENNR r&urng kS tHE ARG ﬁ{ro@%hkmmnsﬂgm Wit hScortrol 210,
Conventionally, the slave to which a granted master request Is targeted

based durthbe aanidiigessr 270 estipiekss tonttdisignels from the slavestfer egpmnap theanasters.

i nfor i on. By way .of further,. background, FlI depi cts one exanple of a
reror y BRGSO BN 1y el for SR, SRGis At peknoderB AL R or 110,
shown idbnbbddionty, Ht Slavk}d WiGE] Yaftel mabiéRleqhfst AAAFRAS BaSQHSTHe abBRE, t he
processor core Of the processor- master. The processor can In general be

r unni ngespeuds @l thp mastes with thesappeqpaiatet ieformatgort hr eads at a gi ven point in
time, and separates external requests through the use of virtual addresses
where each process can run in its own segregated nenory space. However,
since in pragtieeoffithbANKHBEnd FIGCP HERAs BHLERDISHEL & eSS
nmust be remappe %efore theé}?g[adgg}(t} ig’éﬂgrggeﬂfzed to t ee%lgy}cﬁ:%%%rgol unit.
Thi s 13 14dorppionessosmpsrerf suchmd niagtent b@® rshown iraBEdNtUnini 14 fetdivesAdrtsdiown i n

FIG 3, the upper address bits of a_yirtual address_request are.initially
conffar éﬂéfﬁ%ﬁeﬂg‘is‘% fiem thapracessorcone, of e arocerHr Mgstee dT B PrORESSYfan AR gﬁzjraal
syste : | I L | ' or tag
Va1 ues e LG Ryl picEssedl ARG RoUE BFfadR s B fbihy AR, 4R \aReed” | 00,
addr es exterial requests eaoilighethé e ofi virtwd! hldrasssowheadieaet protéss cpmgm iaiitg@wnor si ze

of the remag‘ged region, and the type of access that is all owegr for the
def i nedesIrgrted mempry paee. Jhlgweyerstincedn peactics all progrags use commen gadresieiPatte

.. Wet:h th
canest RSt B rifesoRl Hor e recl OR3P oREATLTRE A G [T ( 0°,
t y piscalrerayiingis pedbrnaal prmanniyeshnagerhdrnGonit 118, there are several security

ri sks. Nanely, The behavi or of the processor can be controlled by nodifying
the operating code or data structures, and internal data or operation can

be comprom sgd wn in FIG. 3, the upper address bits of a virtual address request are initially

compared against the table that has been configured by the operating system. The table lists
allowable upper address bit combinations, or tag values, and then a substitute address that is used
20 to replace the upper address bits. For each entry, it will also indicate the page size, or size of the
remapped region, and the type of access that is allowed for the defined process. It can also list
other attributes such as whether the request may be stored in cache, etc. These parameters are

sent with the request to the bus control unit as control information.

25 Note that in a typical system such as presented in FIGS. 1-3, there are several security

risks. Namely,

The behavior of the processor can be controlled by modifying the operating code or data
structures, and internal data or operation can be compromised.
30
In certain cases, such as a communication controller, etc., an internal master can

be controlled by an external source, and can be used to compromise internal code or data since



30 In certain cases, such as a conmunication controller, etc., an internal
master can be controlled by an external source, and can be used to

conpr om swoinabemws@al code or data since 7 WO 03/090086 PCPCWRG83/110866
menory i s shared. Debug and devel opnent tools that are used in software
devel opment can b used to nodify or nonitor the processor's behavior. 5 A
gi ven TRy 1% nintentional ly corrupt or conpromi se the operation of

anot her internal master since nenory is shared. The sol ution presented
herein to the above-noted security risks involves providing an 10 access
control functi on Rebspasddevaldgment tduods tatt ae psidhin beft waerdet¢lophers cawbé usdd and

t he sl ave q§V|ces This access control function uses (in one enbodi nent)
char act'8madify oF monitpr,the processors beaviarhat connect's the functional masters to

t he sl ave devices to allow each request for access to be further qualified
based on a set of secure control information, and if desired, to be
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I 1lustrates one enbodi nent of a system generally denoted 400, which

i ncl udes an Thecoksien possented héneinabithnabé4e-nbtedaeanityl sisisanvdlvds providingant of

t he present inventio Syst em 400 in includes nultiple functional
mast®r acgesy gontro @nmpewdw%meéata@ %the%@eéeﬁwrmolmthﬁnslaweone or
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grant or limit access accordingly, or to otherwise qualify the access.

FIG. 4 illustrates one embodiment of a system, generally denoted 400, which includes an
access control function 440 in accordance with an aspect of the present invention. System 400
20  again includes multiple functional masters 410, ... 410, which communicate via a bus control 430
with one or more slaves 420, ... 420,. In this case, however, access control function 440
intercedes in the data path between bus control 430 and slaves 420, ... 420,. A simplified view of

the signals of the bus control architecture from FIG. 2 is also shown.

25 A request from a master granted control by the bus control unit is sent to the access
control function 440, along with the requested address and associated controls (read or write,
etc.). An access table 450 is used by unit 440 to compare the requested address, master id, and
read or write indicator to a definition of allowed access capability for that master. The given
request can either be blocked (terminated), allowed in the clear, or allowed with

30 encryption/decryption. If the requested transfer is allowable, then the bus signals are propagated
to the slaves, and access parameters 460 associated with the request based on the access table are

sent to an encryption/ decryption engine 470, i.e., if encryption/ decryption is applicable. The
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FIG. 6 illustrates an example of these access parameters 460 that can be defined by the
access control unit. For a given request, the following parameters can be passed to the

20  encryption/decryption unit 470 (FIG. 4):

Key set pointer 461 which contains the index number of the key set to be used for
any cryptographic operations. Note that the number of key sets will in general be much smaller
than the number of table entries, so several entries might share a given key set.

25

Version number 462 which is an arbitrarily defined value that is used to
differentiate a given block of encrypted code or data from a previous one using the same
memory. Since the version number is used as part of the cryptographic process (as explained
further below), changing to a new version number will prevent successful decryption of a region’s

30 old content that was based on a previous number. This can be used to either protect or obsolete

data blocks.



25 Version nunber 462 which is an arbitrarily defined value that is used
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15  particular algorithm selection.

Whitening variable 467 which is a secret number that is defined specifically for a
given device and prevents relocating code and data to other devices, as well as complicating
overall relocation within the external address space.

20

Whitening is a method of adding a variable to data to be encrypted as a means of

removing pattern dependencies; and is described in, for example, an article by C. Jutla entitled
“Encryption Modes With Almost Free Message Integrity” Proc. Eurocrypt 2001, pp. 529-544,
LNCS 2045. FIG. 7 depicts one example of how the variable used for whitening in an

25  encryption/decryption process 470 (FIG. 4) can be generated. In this example, three parameters
are mathematically combined to yield a final value that is preferably the same bit length as the
data block size that is being processed. These parameters are the whitening address 463 and
version number 462 as defined in the access parameters (FIG. 6), and the whitening variable 467
as defined in the key set (FIG. 6). The resultant whitening value comprises an address sensitive

30  whitening value that also provides time dependent customization through the version number.

FIG. 8 depicts one example of the operation of an encryption/decryption unit 470 of an

10



LNCS 2045. FIG 7 depicts one exanple of how the variable used for
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decryption thereof 476 such that the layers of encryption are simply reversed during the
decryption process.

20

FIGS. 9 & 10 depict exemplary systems employing an access control function such as

disclosed herein. Referring first to FIG. 9, an access control unit 940 is shown within a secure
bridge 930 between internal bus control 920 and internal bus control 950 of an integrated device
900. As shown, multiple masters 910,, 910,, 910;, ... 910, for a first bus 925 have requests

25 combined by common bus control 920. The arbitrated requests are then passed to the slaves, one
of which is a typical slave unit 915, and the other is a slave interface of secure bridge 930
containing access control unit 940. The access control unit determines whether a request is
allowable and if so, recreates the request as a master using its master interface on bus 2 955. In
addition to the secure bridge, there is also shown a separate master on bus 2 965,. The bus

30 control unit 950 for bus 2 955 arbitrates between the two masters and selectively forwards

granted requests to slaves 960,, 960,, 960, ... 960, as shown.

11
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I
bus contro‘l‘ a menory - contto cont ext
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controllers forma secure nenory subsystem 1020. As a result, the external
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1080 C%pﬁe% chit" f]g stg 10“?8‘? 1bf62,° 1(91%?” WI%aCéLnoc? %y gcr&gsssaescp%ce as defined in the

access control unit 1040,

20 As a further variation, the encryption and decryption function discussed above could be
included in a DMA controller such as commonly integrated in a set-top box design, as well as
others. Doing so would remove the encryption and decryption logic from the access control
cross-bar where latency might be added with each transfer. The DMA controller could be
programmed by the host processor to move a block of data from one location to another. This

25  includes memory-to-memory transfers. Assume that the integrated system has been defined so
that memory is protected, with Master 1 accessing only read protected memory and Master 2
accessing write protected memory. Also, in this example, assume that there is clear data in
protected memory that Master 2 needs to access but it must be encrypted (i.e., Master 2 can only
see scrambled data). The DMA controller can be programmed to move the data from protected

30 memory to open memory and then initiate a transfer of a given block, e.g., 64 bytes, which will be
read in a burst, buffered internally, and then written in a burst. It is authorized to read protected

memory according to the internal bus structure coding that is set up in the design, but in this case,

12
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pr esentfedherqualifiedwpndcin certejpicases pegvertsdl ity to differentiate accesses by
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The present invention can be included in an article of manufacture (e.g., one or more
computer program products) having, for instance, computer usable media. The media has
20 embodied therein, for instance, computer readable program code means for providing and
facilitating the capabilities of the present invention. The article of manufacture can be included as

a part of a computer system or sold separately.

Additionally, at least one program storage device readable by a machine, tangibly
25  embodying at least one program of instructions executable by the machine to perform the

capabilities of the present invention can be provided.

The flow diagrams depicted herein are just examples. There may be many variations to
these diagrams or the steps (or operations) described therein without departing from the spirit of
30 theinvention. For instance, the steps may be performed in a differing order, or steps may be

added, deleted or modified. All of these variations are considered a part of the claimed invention.
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secure control information. The control function presented distinguishes
whi ch functional master is requesting access and qualifies that access
based on wofoenpmsé on contai ned in data access tables. Thecxarsns/oi9oé uncti on
enpl oys characteristics of a shared internal bus that connects functional
15 masters t for exanple, nmenory controllers or other slave devices,
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inclsuded as a part of a conputer systemor sold separately. Additionally,

at |l east one program storage device readable by a machine, tangibly 25
enbodyi ng at | east one program of instructions executable by the machine to

performthe _capabilities of the present invention can be provided. The
flom1dﬂﬂﬂ!ﬁﬁﬁﬂd&ﬂﬂﬂﬁéﬁﬂﬂarein are just exanples. There may be many
variations to these diagrans or the steps (or operations) described
therein without departing fromthe spirit of 30 the invention For
instance, teyr&Rft 1F{Véht1@ﬁ ﬁam@hé@ﬂny th Fsiinsfafd bop@Edfiograas ha°rfdﬁi3§ may be
added, del eted or nodif of these varlatlons are conS|dere a part
of Mhe sensitivewlata mwalewhwloraqunrqmar@mgwh@ Q0G86tcPUTh §B0SN.11906 Al t hough
preferred enbodi nents have been depicted and described in detail herein, it
will be apparent to those skilled in the relevant art that various

nodi fications, additions, substitutions and the |ike can be nade w t hout
departing fromthe spirit of the invention and these are therefore
considered to be within the scope of the invention as defined in the
following clainms. 5 Industrial Applicability The present invention finds
applicability in systens and conmputer program handling 10 sensitive data
and which require qualifying the access to such system 14
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WD 03/ 090086 PCT/US03/11906 What is clainmed is: 1. A data access net hod
for an integrated systemhaving nultiple functional nmasters, the nultiple
functi onawommastm®ss having nmultiple nmaster ids, the methodpcongsns/siong: 5
receiving a request for data froma requesting naster of the nmultiple
functi wal masters; . and responsive to the request, determ ning whether to
grant, Y4BAYISFI8MROI ISy access to the data 10 based on a master id of the
requesting nmaster and an address of the data. 2. The nethod of claim1,
wherein the request conprises a granted master request received from bus

controll.| ogiA dath atdess nethed fad Adinfy it &Rystemchaving mailfiple Kindtiokdl hodter S the
inplenmented in the data flow between the bus control |ogic and at | east
one sl AWtigle fiynctional masters haying,mayltiple mastenidsrthe meghadormprisi®igai m 1, furt her
conpyising providing different levels of data access to the nultiple
functional masters. 4. The nethod of claim3, wherein the determ ning

further conpedebvdng almigaesrifon daga frothad RqEStIAE Mager dftie multiple fuhetidrRt@sEisNY
master, and enploying the data access |evel in deciding whether to grant,
deny orfMQualify access to the data. 5. The nethod of claim4, wherein the
deciding further conprises determ ning whether the request conprises a
read request or a wite request, and if a read request, determ ning whet her

to 25 deny respofsige foctht hejudd| deterpinifg iWhethdadospranteaény RTquelify fayddss idhe dataa;
and if a wite request, determ ning whether to deny forwarding of the data,
pas¥ t hasedana waerid of thedggueshng pRaerRdan addreshel thedpéd of claim 1, wherein
the determning further conprises determ ning whether the request
conprises a read request or a wite request, and if access is granted,

deci di 17y wheTheaneth@Doft cdaihelc Wheteid tHR rékflest ddmpisésLngrahRd wester questGeddidedt he
data if_a wite request, wherein the deciding is based in part on the

mast er fjam bes eantro} logiseaf theigtegsated systens appwhereponsbsethot islispBmentddn the
data flow between the bus control logic and at least one slave of the integrated system.
15
3. The method of claim 1, further comprising providing different levels of data access to the

multiple functional masters.

4. The method of claim 3, wherein the determining further comprises determining a data
20  access level for the requesting master, and employing the data access level in deciding whether to

grant, deny or qualify access to the data.

5. The method of claim 4, wherein the deciding further comprises determining whether the
request comprises a read request or a write request, and if a read request, determining whether to
25  deny access to the data, pass the data clear, or decrypt the data; and if a write request,

determining whether to deny forwarding of the data, pass the data clear, or encrypt the data.

6. The method of claim 1, wherein the determining further comprises determining whether
the request comprises a read request or a write request, and if access is granted, deciding whether
30  to decrypt the data if a read request or encrypt the data if a write request, wherein the deciding is

based in part on the master id of the requesting master.

15



7. The nethod of claim6, wherein said determ ning conprises enploying a
data access table in determ ning whether to grant access to the data based
on t he mawoas/op@s©f the requesting bus master and the adécaasosiivnhe dat a,
the data access table including an access level for the requesting bus

of claim?7, further conprising determning access

) vy 1N h b
'[rgzlt g Ja?agﬁ%r'getg‘g‘i oﬂ‘g%‘"\ & Whegsin said Astgyping GempHsss sgplyangfadata agqess t@blees s

table g i ' i is
Whi t i maC SR WG BenPackets  he PRAPASE op e MENSARI IWTRRIBIbR | o

poi nt s mastes ake yhesaldress bfthiealatas dte datacarpess sabiginalukiimg avateess level for the
encryption/decrypti on paraneters, and a whitening variable, wherein the
key val't@es tf%«s‘“‘?ﬁfﬁrteni ng variable are confidential nunbers used for all
dat & associated with the key set. 15 10. The nethod of claim8, further
conprising selectively performng an encryption process on the data when
the reduest Thenmmethedef cainr 7, tferther gomptising Hetemmining ptiesntaplegaesmset&rd f@rissimg
perforn ng whitening on clear wite data, encrypting a result of the
whi t enira‘?g&r’%%% Wnﬂ’éﬁﬂg %‘f% fhe-Rpcess @fﬂ% P3rAmeleTs Beluding akey s Pormen del y
per f or ReRehrfn FXME%itQﬁiH%‘i&geégn encrypted read data when the request
the

conpri ses a read request, ecryption process including unwhitening the
20 encrypted read data, decrypting a result of the unwhitening, and further

unwhi t eni ng .t he ecrypted result tqQ achieve clear data for forwarding to

t h\(,a%r e??uest |Ttrt’§ %g‘?‘g?gg‘im’l 8, wheggin H@ﬁ‘ﬁbaetd%"“ﬁ?rd?%‘titﬂ a fipesebi the kewesahni t eni ng
and uruhi . : e . . . . . f 3
i t oni S PAES Keg VB YAcABLEYHcthion itbiniRls X Enink VrdbIE el o T
nurmber kepmalué hrad thei wlerening vadablalreeonfidential mebesusedfirallpiatacazsiciited withobt ai n
the whjtening value. 12. The nethod of claim 11, wherein the conbining
corrprisf §Yethi ng a size of the whitening value to a block size of the
data. 30 13. The nethod of claim 1, further conprising inplenenting the

met hod within a bus-to-bus bridge of the integrated system wherein the
reglfestliong rietmsthodsofelaipl & durtieer @oiprisihg Sulsctiodly ipe€orming an encryption process

on the data when the request comprises a write request, the encryption process comprising

performing whitening on clear write data, encrypting a result of the whitening, and further

whitening an encrypted result, and selectively performing a decryption process on encrypted read

data when the request comprises a read request, the decryption process including unwhitening the
20  encrypted read data, decrypting a result of the unwhitening, and further unwhitening the

decrypted result to achieve clear data for forwarding to the requesting master.

11.  The method of claim 10, wherein the whitening and unwhitening comprise obtaining a
whitening value, the obtaining of a whitening value comprising combining the whitening address,
25  the version number, and the whitening variable of the access table parameters to obtain the

whitening value.

12. The method of claim 11, wherein the combining comprises matching a size of the
whitening value to a block size of the data.

30
13, The method of claim 1, further comprising implementing the method within a bus-to-bus

bridge of the integrated system, wherein the requesting master is coupled to a first bus of the

16



16 WO 03/090086 PCT/US03/11906 integrated system and communi cates across
the bus-to-bus bridge with at |east one slave, the at |east one slave

bei ng couwlbad/obmss he bus-to-bus bridge across a second bueCTizBo3/Tives met hod
of claim1, further conprising inplenenting the nmethod within a nenory 5

subsyst.em of the integrated.system reint ata reldesm at Ieast
one. of 15‘.85# S Ser r i e aEe s N Bk pis BridgBgth & At RS GO o1 o

MENOI Y, |eddf o%ﬁWe%eﬂ%rbo\ﬁﬁieQ% h?etﬁi‘é‘ Thds bn&% Pésggtséco?lﬁ%ﬁﬁs system for an
integrated systemhaving nultiple functio masters mul tiple
functional masters having multiple master ids, the data access system
conpri sj 0 e|V|n a_r.equest for data from.a.requesting
mast er SM Hé‘erm‘?tﬁ?‘g?éa?‘%ﬁﬁ‘l’ %%P%P%ﬁe'amm %’%‘etﬁ’ea Va2 MERORY
whet_hersB @hP¥the HEdhYated sybtdh W Nerdf RS Mtd R I mast er
id of tﬁeg'rsequest?ng@rlr%stg& angt’afrr\ a resgs (S:)IP&EL]R%I QStQﬁl%%%gBé;rhegl)r%%tﬁ or

det er mmémerypbscurg volatipmesome open nae edlptileadenidre, oresqeies hotvolatile maansy. f or
receiving. 16. The system of claim 15, wherein the request conprises a
granted master request received frombus control logic of the integrated
syst emjsand /wﬁar Qbdks$ @kn%vo'%faﬁ@atb ledRyGER AL bet ween
t he bus control . oglscgyasn eas?faoene&sfﬂz‘ZVEl H’%hﬂﬁyf@%{%gorx%% é{/getﬂgm 17.
The s ysmdtrpleﬂ’um:ltlanahnia‘iteré hnvir‘rgenuldplepmasmr ndy, the aatw dcoess pysveth domgrising:f er ent
IevF(Ls of data access to the nultiple functional nmasters. 25 18. The

system of claim 17, wherein the neans for determning further conprises
means for 25 a8, : [ -:p%aﬁ nd
nmeans for errp‘% oylmr{g thelﬁ%g%aé aq%l eﬁg@g%ga freve reﬁ%sgﬁé%ﬁlglgtﬁgbﬁébﬁg” B&E%{lr?
deny ormastems;iahg access to the data. 19. The system of claim 18, wher ein the
means for enploying further conprises neans for 30 determ ning whether the
request conprises a read request or a wite request, and if a read

request, for,de e data
claar or dem ry%ot?dﬁrt e{yn'ﬁﬁlléﬁtga'\%%ﬁ t[)%r&?%n?gpglﬁﬁ {Pte &c&&ﬁg?ﬁ% ta ?%%ﬁ oBQ
whethermdster dé of/tht eequestiignnasedr ant @n dddrass qfalsesdatti]&hdmbaaslfar determining belng

responsive to receipt of the request by the means for receiving.

16.  The system of claim 15, wherein the request comprises a granted master request received
from bus control logic of the integrated system, and wherein said system is implemented in the

20  data flow between the bus control logic and at least one slave of the integrated system.

17. The system of claim 15, further comprising means for providing different levels of data

access to the multiple functional masters.

25 18.  The system of claim 17, wherein the means for determining further comprises means for
determining a data access level for the requesting master, and means for employing the data

access level in deciding whether to grant, deny or qualify access to the data.

19.  The system of claim 18, wherein the means for employing further comprises means for
30  determining whether the request comprises a read request or a write request, and if a read
request, for determining whether to deny access to the data, pass the data clear, or decrypt the

data; and if a write request, for determining whether to deny forwarding of the data, pass the data

17



WO 03/ 090086 PCT/US03/11906 clear, or encrypt the data. 20. The system of
claim15, wherein the neans for determ ning further conprises neans for

det er mi niwg oathedoser the request conprises a read request ®CTASOS/1986
request, and if access is 5 granted, for deciding whether to decrypt the
data if a read request or encrypt the data if a wite request, wherein the
deci di F§-LTE8CURt 1R da% t on the master id of the requesting master. 21.
The system of claim 20, wherein said neans for determ ning conprises nmeans
for enploying a data access table in determ ning whether to grant access
to t he 20at a Thesgstemrofichén 10, whatiarthd tleafs fomdetéramning furthgr Eomprises ineinsfoel t he
address, of the dﬁéﬁ ghe data access taple including an access |level for
the redGESPIVRE Wither8¢ Esquess SOmpHIes &yeqdurivugst of aMmorequestand d aceesspt i si ng
rpans f el ' . . ;
eneryp i 5 Qe RARERS VPP ERATEL Rad red Bl o Bt HEBLAUR L B
poi nt emrequeesty evhereimthe detiding asishsed intpattesti they nagidr Risef. th@kqudsiiag masfeem of cl ai m
22, wherein the key set pointer points to a key set, the key set

conprising a key value, encryption/decryption paraneters, and a whitening

Cont | adut i al saHhere SRt Fhitfn Sl s KEERARE RS B R o 24

The sysimpioyirig £lath arddas tablerih Hetermining whetheg tagransactess t6 elealatd baabd of etief or m ng
an encryFt i.on_process on the data when the request conprises a wite
S

r eqlfestmastenéd ehite yeruesing bys sustes ardibs ardrepiotibe dasathedataarcesniably inrudingar
wite %Ld@ceagiégé‘ﬁfpf {&gﬁﬂleﬁrﬁfﬁﬁg&s{@rﬁe}-he 25 whitening, and further whitening

an encrypte Selectively performng a decryption
process on encrypted read data when the request conprises a read request,
the decryption process. including unwhjitening the encrypted read data,
decrypt#ng dhesysipm ofclaimal, fyrhen qoamrisige mesas for deteemining\ascese tablegpararaeters

et or oo oy el At Pt Rt Y g 1Bl Rl s Wbl kPP 1 1O

15 pointer, a version number and a whitening address.

23.  The system of claim 22, wherein the key set pointer points to a key set, the key set
comprising a key value, encryption/decryption parameters, and a whitening variable, wherein the
key value and the whitening variable are confidential numbers used for all data associated with

20 the key set.

24.  The system of claim 22, further comprising means for selectively performing an
encryption process on the data when the request comprises a write request, the encryption
process comprising performing whitening on clear write data, encrypting a result of the

25 whitening, and further whitening an encrypted result, and means for selectively performing a
decryption process on encrypted read data when the request comprises a read request, the
decryption process including unwhitening the encrypted read data, decrypting a result of the
unwhitening, and further unwhitening the decrypted result to achieve clear data for forwarding to
the requesting master.

30
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25. The systemof claim 24, further conprising neans for obtaining a

whi teni ng value, the neans for obtaining a whitening val ue conprising
means f orwoasbbmseg t he whiteni ng address, the version nwararses/amnds t he

whi teni ng vari able of the access table paranmeters to obtain the whitening
val ue. 26._The systemof cJaim 25, wherein {he neans for conbining

conpri 5233 medKSY$te qﬁg@gﬂﬂﬁghngersqoz@r@mgtmf@n@\#ﬂrpgm% Q/&’Ihﬁémfg)VQiu%lﬂéﬁ:k si ze
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r equestthergersins nembére amdythe ovhidemislg tvarizbld offthé advess table phaniefdre gy eitsid theyst em
and co ni cat i across the bus-to-bus bridge with at | east one slave, the
at | east ‘P?ﬁ@g"ép‘gve bei ng coupl ed to the bus-to-bus bridge across a second
bus.5 28. The system of claim 15, wherein the systemis inplenented within a
menory subsystem 15 of the integrated system wherein the data resides in
at | eas26. oneTtefsystparofehim 5] whereinmliymeas doir ombiih@tohprise® iehiys foP AAhing
non-vol atile ry,. or secure non-volatile nenory. 29. At |east one

progr arf %%e&fégzgvg‘é%"&gevql%@ﬂl@c%?z%ﬁm¢ﬁtﬁe, tangi bl y embodyi ng at | east
one program of instructions executable by the machine to performa data
access nethod for an 20 integrated system having nultiple functional

mast er 7. t heThesystemlof claim a5 ] wherkinhsdysrem i iniplogentsdi vithidl Loutasttei bridge of he

met hod gonpri sing: receiving a request for data froma requesting nmaster of
t helGruithe teerates systesm avith e fequestinggpastey heing spenied taca finst byeofitheyintegrated

a st &7 P P EDRunicRi fles RER BludRLke YBHERRR ch 08 T bR 7

slave being coupled to the bus-to-bus bridge across a second bus.

28.  The system of claim 15, wherein the system is implemented within a memory subsystem
15 of the integrated system, wherein the data resides in at least one of open volatile memory, secure

volatile memory, open non-volatile memory, or secure non-volatile memory.

29. At least one program storage device readable by a machine, tangibly embodying at least
one program of instructions executable by the machine to perform a data access method for an
20 integrated system having multiple functional masters, the multiple functional masters having

multiple master ids, the method comprising:

receiving a request for data from a requesting master of the multiple functional masters;
and
25
responsive to the request, determining whether to grant, deny or qualify access to the data

based on a master id of the requesting master and an address of the data.
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