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UE AMF AUSF UDM AAnF

301: Primary authentication procedure

302: The AUSF 
sends an 

authentication 
vector get request 

message to the 
UDM

303: The AUSF 
receives an 

authentication 
vector get message 
sent by the UDM

304a: The UE generates an 
AKMA anchor key Kakma 
based on a root key of the 

AUSF

304b: The UE generates an 
authentication and key 

management for 
application-key identifier 

A-KID

305a: The AUSF generates 
the AKMA anchor key 

Kakma based on the root 
key of the AUSF

305b: The AUSF generates 
the authentication and key 

management for 
application-key identifier 

A-KID

306: The AUSF sends an 
AKMA anchor key registration 
request message to the AAnF

307: The AUSF receives an 
AKMA anchor key registration 
response message sent by the 

AAnF

308: The AUSF deletes the 
Kakma and the A-KID

FIG. 3 
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AMF AUSF

401: The AUSF receives an 
authentication request message #1 sent 
by the AMF, where the authentication 

request message #1 carries a SUCI

406: The AUSF generates an A-KID 
#1 based on the RID

407: The AUSF stores the RID

410: When the authentication request 
message #2 carries a SUPI, the 
AUSF generates an A-KID #2

409: The AUSF receives an 
authentication request message 

#2 sent by the AMF

UDM

402: The AUSF sends an authentication 
vector get request message #1 to the 

UDM, where the authentication vector 
get request message #1 carries the SUCI

404: The AUSF receives an 
authentication vector get response 

message #1 sent by the UDM

403: The AUSF stores the SUCI, or 
stores a RID #1 in the SUCI

408: The AUSF deletes the SUCI

411: The AUSF deletes Kakma-2

412: The AUSF continues to store a 
parameter related to a RID #4

405: After the AUSF successfully 
authenticates UE, the AUSF sends a 

first authentication request response to 
the AMF

FIG. 4 
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AMF AUSF

501: The AUSF receives an authentication 
request message #1 sent by the AMF, where 

the authentication request message #1 
carries a SUCI

502: The AUSF generates an A-KID #1

507: The AUSF generates an A-KID #2 
based on the RID #3

503: The AUSF receives an authentication 
request message #2 sent by the AMF

504: The AUSF sends a first request to the 
AMF, where the first request carries a SUPI

505: The AMF determines a RID #3 based 
on the SUPI carried in the first request

506: The AMF sends a first response 
to the AUSF, where the first response 

carries the RID #3

FIG. 5 
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AMF AUSF

601: The AUSF receives an 
authentication request message #1 sent 
by the AMF, where the authentication 

request message #1 carries a SUCI

602: The AUSF generates an A-KID #1 
based on a RID #1 in the SUCI

607: When the authentication request 
message #2 carries the SUPI and a RID #3, 
the AUSF generates an A-KID #2 based on 

the RID #3

605: The AUSF receives an authentication 
request message #2 sent by the AMF, where 

the authentication request message #2 
carries a SUPI and a RID

606: The AUSF sends a second authentication 
request response to the AMF, where the second 

authentication request response carries the 
AKMA service indication information

603: The AUSF sends a first authentication 
request response to the AMF based on the 

authentication request message #1, where the 
first authentication request response carries 

AKMA service indication information

604: The AMF determines whether UE 
supports an AKMA service

FIG. 6 
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706: The AUSF sends a second 
request to the UDM, where the 
second request carries a SUPI

708: The UDM sends a 
second response to the AUSF, 

where the second response 
carries the RID #2

UDMAMF AUSF

701: The AUSF receives an 
authentication request message 
#1 sent by the AMF, where the 
authentication request message 

#1 carries a SUCI

704: The AUSF generates an 
A-KID #1

709: When the authentication 
request message #2 carries the 
SUPI, the AUSF generates an 

A-KID #2 based on the RID #2

705: The AUSF receives an 
authentication request message 

#2 sent by the AMF

702: The AUSF sends an 
authentication vector get request 
message #1 to the UDM, where 

the authentication vector get 
request message #1 carries the 

SUCI

703: The UDM sends an 
authentication vector get response 
message #1 to the AUSF, where 

the authentication vector get 
response message #1 does not 

carry a RID

707: The UDM determines a 
RID #2 based on the SUPI 

carried in the second request

FIG. 7 
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UDMAMF AUSF

801: The AUSF receives an 
authentication request message 
#1 sent by the AMF, where the 
authentication request message 

#1 carries a SUCI

805: The AUSF generates an A-KID #1 based on a RID

810: When the authentication request message #2 carries 
the SUPI, the AUSF generates an A-KID #2 based on 
the RID #2 in the authentication vector get response 

message #2

806: The AUSF receives an 
authentication request message 

#2 sent by the AMF

802: The AUSF sends an 
authentication vector get request 

message #1 to the UDM, where the 
authentication vector get request 

message #1 carries the SUCI

803: The UDM determines a RID #1 based on 
the SUCI carried in the authentication vector get 

request message #1

804: The UDM sends an 
authentication vector get response 

message #1 to the AUSF, where the 
authentication vector get response 

message #1 carries a RID #2

807: The AUSF sends an 
authentication vector get request 

message #2 to the UDM, where the 
authentication vector get request 

message #2 carries a SUPI

809: The UDM sends an 
authentication vector get response 

message #2 to the AUSF, where the 
authentication vector get response 

message #2 carries the RID #2

808: The UDM determines the RID #2 based on 
the SUPI carried in the authentication vector get 

request message #2

FIG. 8 
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