3 0 JAN 2004 DESCRI PTION I nformation processing apparatus, information
processing method, and providing nedi um Technical Field The present
invention relates to an information processing apparatus, Qﬁﬂou i
processi ng method, and providing medium Mre particularly, it relatfes to
an information processing apparatus, information processing nethod, and
provi ding nediumthat utilize encrypted information. Background Art There
are systens that encrypt information (content) such as nusic and send it to
the information processing apparatus of the users who have made a required
agreenent, so that the users can decrypt and use the content on their

i nformati on processi ng apparatus. However, in the conventional system
contents are provided according Q%SE%&%E%@N i nformati on such as sex or age
of the user, usage of content or type of information processing apparatus
that the user owns, which prevented fromproviding a variety of services.

D sclosure af. the Inventlon The present, inventi.on has been nmade,jn vi ew of

Che. dee s RECRARA ) PR BIOTR oo DaPGeRaand BFPELy Bhd

: serV|%§§r(§Ip %ﬁN %394 The present invention provides an information '
proc§§5|ng appara conprised in an electronic contents distribution

network system for sendlng contents which conprises hol di ng neans for
hol ding first information encrypted

Technical Field

The present invention relates to an information processing
’f_) apparatus, information processing method, and providing medium. More
particularly, it relates to _-an information processing apparatus,
information processing method, and providing medium that utilize

encrypted information.
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Background Art

There are systems that encrypt information (content) such as music
and send it to the infomat{ion processing apparatus of the users who
have made a required agreement, so that the users can decrypt and use
the content on their information processing apparatus:

However, in the conventional system, contents are provided
.according to personal information such as sex or age of the user, usage
of content or type of information processing apparatus that the user

owns, which prevented from providing a variety of services.

Disclosure of the Invention
The present invention has been made in view of the above

circumstances, and makes it possible to provide a variety of services.



with a content key and the content key, and the content key; storage neans
for storing second information conprising: usage conditions that indicate
conditions of equipnment or users that can use the first information with

the content key; and wusage details that indicate usage rul f rst
i nformati on; and sending neans for sending the first info?ngtgANm%'

content key held by the holding neans and the second information stored by
the storage neans to other apparatus which is simlarly conprised in the
el ectronic contents di stribution netmork systemw th a delivery key for
generating pri con |t|on tha d cate . conditions of. eqU|8nent
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first information with the content key on the basis of secon
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the Secor?:%nhﬁlo%ngll ea[]l n%ntpé g n%weﬁe(r:é/rll Cuesse th2e first information with the

content key on the basis of the second information; and prices that corresponds

to the usage details comprised in the second information for providing services.

Also, the present invention provides an information processing method
comprised in an electronic contents distribution network system for sending
contents which comprises a holding step of holding first information encrypted
with a content key, and the content key; a storage step of storing second
information comprising: usage conditions that indicate conditions of equipment or
users that can use the first information with the content key; and usage details
that indicate usage rules of the first information; and a sending step of sending
the first information, the content key held by the holding step and the second
information stored by the storage step to other apparatus which is similarly
comprised in the electronic contents distribution network system with a delivery
key for generating pricing conditions that indicate conditions of equipment or
users that can use the first information with the content key on the basis of the
second information; and prices that corresponds to the usage details comprised

in the second information for providing services.



30 JANUARY 2004 Furthernore, the present invention provides a providing
medi um that provides a conputer-readabl e program for nakinﬁ an information
processing apparatus conprised in an el ectroni c cont enf@JANYARYRAon
network system execute a process, which conprises a hol ding step of

hol ding first information encrypted with a content key, and the content
key; a storage step of storing second information conprising: usage
conditions that indicate conditions of equipnent or users that can use the
first informatfitsieRmnere.t e csesemt inveptionrprovidesge peviding medium ribatat e

usage rul es .of t ' Lnf Lon. i.ng . . Of di.ng the
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th d infornmation for, providi _services, Furthernore, the present
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conprised in an electronic contents distribution network system for

provi di nge§eery ke fethgenerating thisé dniosmetion mprrrigirg:f pricing cenditiegsfthat t
indicate conditions of equipment or users that can use the first information the
said content key on the basis of the second information; and prices that
correspond to the usage details comprised in the second information for providing

services.

Furthermore, the present invention provides an information apparatus, an
information processing method and a providing medium, wherein encrypted first
information is held, second information containing the usage conditions of the first
information and usage details for the usage conditions is stored by being
associated with the first information; and the held first information and the stored

second information are sent to a given provider.

Furthermore, the present invention provides an information processing
apparatus comprised in an electronic contents distribution network system for
providing services which comprises receiving means for receiving first
infformation encrypted with a content key, the content key and second
information comprising usage conditions that indicate conditions of equipment or
users that can use the first information with the content key sent from other
apparatus which is similarly comprised in the electronic contents distribution

network system and usage details that indicate usage rules of the first
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i nformati on encrypted with a content key, the content key and second
I nformati on conprising usage conditions that indicate conditio of
equi pnent or users that can use the first information SﬁNPﬁ‘g&c%ﬂ%ent key
sent fromother apparatus which is simlarly conprised in the electronic
contents distribution network system and usage details that indicate usage
rules of the first 3 30 JANUARY 2004 infornmation; generating neans for
generating pricing conditions that indicate conditions of equipnment or
users t hathferpatipre generaling tmeans forageparalinghprigiag custiions kel bdicele basi s
of the se Ny I rd o : e details
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distribution network systemfor sele ng the usage conpris
t he secondndiihfosenanidoinfomation pedeieed byl thet renpivihg means ag welldig itias,

decrypting.the first information with the content ke usi ng the first

i nf or mat i gﬂ&ggcmd"st 8'?'@&5‘%&”583 Qfé?é@te PRithe Sang" gy @eﬁgsft{?ro fE usage
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the present invention provides an information processi ng ~net hod conpri sed

in an el ebehTKcSEgRMEHOE Sklsetindubeobsage waelails gomprisedr in ghev isatenrg

servi ces | 1,8ES eceal Vi . r iving  first. infaor I on
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that can use the first information with the content key sent from ot her
appar at ususage detail, and charging for the usage by the usage step according to the

price for using contents.

Furthermore, the present invention provides an information processing
method comprised in an electronic contents distribution network system for
providing services which comprises a receiving step of receiving first information
encrypted with a content key, the content key and second information
comprising usage conditions that indicate conditions of equipment or users that
can use the first information with the content key sent from other apparatus
which is similarly comprised in the electronic distribution network system and
usage details that indicate usage rules of the first information; a generating step
of generating third information pricing conditions that indicate conditions of
equipment or users that can use the first information with the content key on the
basis of the second information and prices that correspond to the usage details
comprised in the second information received by the receiving step; and a
sending step of sending the first information, the content key, and the second
information received by the receiving step as well as the pricing conditions and
the prices generated by the generating step to other apparatus which is similarly
comprised in the electronic contents distribution network system for selecting the
usage detail comprised in the second information or the price, selecting the

pricing condition, decrypting the first information with the content key using the
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which is simlarly conprised in the electronic distribution network system
and wusage details that indicate usage rules of the first information; a
generating step of generating third information prici ng0c¢ONYARYAHO% hat

i ndi cate conditions of equipnent or users that can use the first
information with the content key on the basis of the second information
and prices that correspond to the usage details conprised in the second

i nformation received by the receiving step; and a sending step of sending
the fir st firsifisionmation accaslingta salecias usagri detall, eaadarhargingffor the usage
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simlarly conprised in the electronic contents distribution network system
for selecting l;he usage detail conprised in the second information or the
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conprisin sage.condi tiqps that .indicate.conpditions, of equipnent or users
that can gggrst tf(}%f’_s?ﬁﬁ‘firftﬁﬁﬁrgﬂr_rv\?tf% ' F@ﬂttenkgﬁ_'?ys%ﬂt fﬁ'ﬂn‘?@‘?ﬁer
appar at us appafitus wiithiis JitiadPEBhipHReadoth tthe At&Fdrie Homt&Reta&kBution
distribution network system and usage details that indicate usage rul es of

the first neiwirlr fysteah; apdyaisagat dalgilst that oindigate reasasy rulesr af itheofirslit i on

conpri si negheBrh&id a generating step of generating third information comprising pricing
conditions that indicate conditions of equipment or users that can use the first
information with the content key on the basis of the second information and
prices that corresponds to the usage details comprised in the second information
received by the receiving step; and a sending step of sending the first
information content key, and the second information received by the receiving
step as well as the pricing conditions and the prices generated by the generating
step to other apparatus which is similarly comprised in the electronic contents
distribution network system for selecting the usage detail comprised in the
second information or the price, selecting the pricing condition, decrypting the
first information with the content key using the first information according to
selected usage details, and charging for the usage by the usage step according

to the price for using contents.

Furthermore, the present invention provides an information processing 4
apparatus, information processing method and a providing medium, wherein
encrypted first information and second information containing the usage
conditions of the first information and usage details for the usage conditions, sent
from a given provider are received; third information containing the pricing

conditions for the first information and the price that corresponds to the pricing
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conditions that indicate conditions of equipnment or users that can use the
first information wth the content key on the basis of g

informati on and prices that corresponds to the usage d%@ gwgﬁﬁﬁﬁ%¥*sed in
the second information received by the receiving step; and a sending step
of sending the first information content key, and the second information
received by the receiving step as well as the pricing conditions and the

prices generated by the generat_i ng}h step to other apfpar atus which is
si mi | ar [ opgifionede preparef @cepeting Enthe weaivedtsecond dnferpatiemrantkthrofinet syst em

for sel 69+fo%a Qﬁ gt delald iRk egab&P{leanaq'ggé‘igeﬁj 'HSOWEMQ fhor the

pl’l ce, ect I CI hg condi tion st ornmation

with the prepa@ldtthkdynfuahatlprt aee $entdd alppf(mrfmé lequipaemr ding to sel ected
usage details, and charging for the usage by the usage step according to
the price for using contents. Furthernore, the present invention provides
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JANUARY 2004 conditions is prepared according to the received second
i nf or mat iilBerMakian apparatus; redehing meansnfairmeceivings s mformatiemencomied
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distri butlon network systemfor using contents which _conprises storing

means f orfirgkigfarmptignrwithe thensentent keyranddipage details that indicate usage rules
of the first information, and pricing conditions that indicate conditions of

equipment or users that can use the first information with the content key on the
basis of the second information and prices that correspond to the usage details
comprised in the second information, sent from other apparatus which is similarly
comprised in the electronic contents distribution network system with delivery
key; usage selecting means for selecting the usage details comprised in the
second information received by the receiving means, price selecting means for
selecting the price received by the receiving means, using means for decrypting
the first information with the content key and using the first information according
to selected usage detail; and executing means for charging for the usage by the

usage means according fo the price for using contents.

Furthermore, the present invention provides an information processing
method comprised in an electronics contents distribution network system for
using contents which comprises a storing step of storing a reference information
comprising the information of the information processing apparatus or user of the
information apparatus; a receiving step of receiving first information encrypted
with a content key; the content key and, second information comprising the usage
conditions that indicate conditions of equipment or users that can use the first

information with the content key and usage details that indicate usage rules of the
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conprising the information of the information processing apparatus or user
of the information apparatus; receiving neans for receiving first

i nformati on encrypted wth a content key, said content Qéﬁ HARY 2%ond

i nformation conprising the usage conditions that indicate conditions of
equi pnment or users that can use the first information with the content key
and usage details that indicate usage rules of the first information, and
pricing conditions that indicate conditions of equipnent or users that can
use the firstspfarardppraand oriding conditiopatteat indisate sonditions fi equipment osecond
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di stribution network” system for  using content's which conprises a storing
step of spotanidey ard dsngethe faﬂstmmfarmahon @@nplrdm ity sele@tedmaamtdemsof t he

informati_o [ 0CEeSS atu th i nfor on a rat us
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key; the aepoidimg tdie pivh fos eemacdcdréntsmat i on conpri sing the usage
conditions that indicate conditions of equipnment or users that can use the

first information wth the content key and usage details that indicate

usage rules of R B0 HINWEYRMention provides a providing medium that

provides a computer-readable program for making an information processing
apparatus comprised in an electronic contents distribution network system
execute a process, which comprises a storing step of storing a reference
information comprising the information of the information processing apparatus
or user of the information apparatus; a receiving step of receiving first
information encrypted with a content key, the content key, and, second
information comprising the usage conditions that indicate conditions of
equipment or users that can use the first information with the content key and
usage details that indicate usage rules of the first information, and pricing
conditions that indicate conditions of equipment or users that can use the first
information with the content key on the basis of the second information and price
that corresponds to the usage details comprised in the second information, sent
from other apparatus which is similarly comprised in the electronic contents
distribution network system with delivery key; a usage selection step of selecting
the usage detail comprised in the second information received by the receiving
step a price selecting step of selecting the price received by the receiving step a
using step of decrypting the first information with the content key and using the

first information according to selected usage details; and an executing step of



first information, and pricing conditions that indicate conditions of

equi pnent or users that can use the first information with the content key
on the basis of the second information and prices that3¢NdABE7P0¢0 t he
usage details conprised in the second information, sent from other
apparatus which is simlarly conprised in the electronic contents
distribution network systemwi th delivery key; a usage selecting step of
sel ecting the usage detail conprised in the second information received by
t he recepthargingt &y the asagel bytthegusingpstep setediriondp tthe price dor esbigved by
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by the usage step according to the price for using contents. Furthernore,
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charged according to the price that corresponds to the selected pricing

conditions.
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the usage detail conprised in the second information received by:the
receiving step a price selecting step of selecting the price received by
the receiving step a using step of decrypting the first information with

the content key and using the first information accor Hﬁgzhi4;fkgﬁted
usage details; and an executing step of 7 30 JANUARY 2 \é i for the

usage by the using step according to the price for using contents.

Furthernore, the present invention provides an information processing

apparatus, an information processing nethod and a providing nedium wherein

appropriate reference information is stored; encrypted first information,

second information containing the usage conditions of the first

information and usage details for the usage conditions, and third
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to they ys etggtgﬁbssggigﬁgponding to the selected usage conditions; the
0

usage 1s charged acc ing to the price that corresponds to the sel ected
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Figure 1 is a systemdiagramillustrating a EMD system Figure 27is a

syst egr dyRoE@A kbkygbeakbRgethe maj or information
D Figure 4 is a schematic diagram illustrating the transmission of
delivery keys Kd at the EMD service center 1.
Figure 5 is another schematic diagram illustrating the
transmission of delivery keys Kd at the EMD service center 1.
Figure 6 is another schematic diagram illustrating the
transmission of delivery keys Kd at the EMD service center 1.
Figure 7 is another schematic diagram illustrating the
‘transmission of delivery keys Kd at the EMD service center 1.
Figure 8 is another chart illustrating the transmission of delivery
keys Kd at the EMD service center 1.
Figure 9 is a chart illustrating an example of system registration
information.
Figure 10 is a chart illustrating use point information.
Figure 11 is a block diagram showing an example functional
configuration of a content provider 2.
Figure 12 is a chart showing an example UCP.

Figure 13 is a schematic diagram illustrating control transfer

of content.



flowin the EMD system Figure 3 is a block diagram show ng the functiona
configuration of an EMD service center 1. Figure 4 is a schematic di agram
illustrating the transm ssion of delivery keys Kd at the EMD service
center 1. Figure 5 is another schematic dlagranllllustrat@hq Jmﬁqgﬂl

transm ssion of delivery keys Kd at the EMD service center 6 is
anot her schematic diagramillustrating the transm ssion of delivery keys Kd
at the EMD service center 1. Figure 7 is another schematic di agram
illustrating the transm ssion of delivery keys Kd at the EMD service
center 1. Figure 8 is another chart iIIustrating the transm ssion of
delivery d, at he END se VIC .center e 9 IS
|IIustrat|%gg§5g;§gnp e%of “eY% én1r ?gfﬁgtﬁ %us£%?5}9§tF&ﬁStFﬁﬁaﬁgafG‘FE a
chartdhbhyggggghng use point |nfornat|on Figure 11 is a block diagram
showi ng”an exanpl'e functional configuration of a content. provider 2.

Figure 12 S I a_s QQEE;

di agram i I#‘ﬁsﬁgpﬁlgsc%%m% '%rl?lg?s&?lgplegaﬁﬁon é’% vedslj%é %IG 30% géu(réé)

is a grhepvtbaqgdtaghaphikl ustrating first-generation duplication. Flgure
15 is a chart show ng exanpl e code val ues of a service code and a

condition €08@re 16 is a chart showing an example code values set as the

usage conditions in UCP.

Figure 17 is a schematic diagram showing a content provider secure

e’

container,

Figure 18 is a schematic diagram showing an example authentication
certificate of the content provider 2.

Figu_re 19 is a block diagram showing the functional configuration
of a service provider 3.

Figure 20 is a chart showing example PTs.

Figure 21 is a chart showing an example code values set as the
pricing conditions in PT.

Figure 22 is a chart showing another example PTs.

Figure 23 is a chart showing an example code values set as the
other pricing conditions in PT.

Figure 24 is a schematic diagram showing a service provider secure
container.

Figure 25 is a schematic diagram showing an example authentication
certificate of the service provider 3.

Figure 26 is a block diagram showing an example functional

configuration of a receiver 51 in a user home network 5.



Figure 16 is a chart show ng an exanpl e code values set as the usage
conditions in UCP. Figure 17 is a schematic di agram show ng a cont ent
provi der secure container. Figure 18 is a schematic di agram show ng an
exanpl e authentication certificate of the content provider. 2. Figure 19

is a block diagram show ng the functional configuration gf a
provider 3. Figure 20 is a chart show ng exanpl e PTs. Figur% %?ﬁpgngﬁ%hart

showi ng an exanpl e code values set as the pricing conditions in PT. Figure
22 is a chart show ng anot her exanple PTs. Figure 23 is a chart showi ng an
exanpl e code values set as the other pricing conditions in PT. Figure 24

. code val the ofher e (Higure
25 s 5 SOOI 8o g SnreHO R A e S ABP B Atk WE AR ISoR CREPELPRERPE. of
the S@éﬂéfﬁi@é@%(:gfrsﬂw Ebg{ﬁketﬁé Eécéig'g%‘:%lqi agram show ng an exanpl e

functiona con uration of "a récerver in"a user honme network 5. 9 3 0

AN 2004 Bt 216 & SONEPELLEL LA0TAN DL 98 Geaml e aut et cat) on
exanpl e ofpiifeRe BPUWE £%d1Pefn SLOCTBL L fadll 29180 ELEYRLT BRLNnERELL AL er nal
structure of the usage information storage 63A in the external storage
63 of the receiver 51.

Figure 30 is a chart showihg'an,example of accounting information.

Figure 31 is a chart showing the information stored in the memory
module 73 of the receiver 51.

Figure 32 is a chart illustrating reference information 51.

Figure 33 is a chart showing an example of use point information
of reference information 51.

Figure 34 is a chart showing an exXample registration list.

Figure 35 is a block diagram showing an example functional
configuration of a receiver 201 in the user home network 5.

Figure 36 is a chart showing example information stored in the
memory module 223 of the receiver 201.

Figure 37 is a chart showing an example of reference information
201.

Figure 38 is a chart showing an example of use point information
of reference information 51.

Figure 39 is a flow chart illustrating process for utilization

of content.
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structure of the usage information storage 63A in the external storage 63
of the receiver 51. Figure 30 is a chart showi ng an exanple of accounting
information. Figure 31 is a chart showing the information stored in the
menory nodule 73 of the receiver 51. Figure 32 is a chart ﬂ ngPr pq
reference information 51. Figure 33 is a chart show ng an exanple use
point information of reference information 51. Figure 34 is a chart
showi ng an exanple registration list. Figure 35 is a block diagram show ng
an exanple functional configuration of a receiver 201 in the user hone
network 5. Figure 36 is a chart shomﬁng exanple information stored in the

menory noduyl e 223 f t he r.eceiver ure. 37 a _chart show ng.an
exanpl ¢ o%ulrgélf & A i IS o LAt U RRoRF sl REeRRo
exanp r feren i nf tiqn 51. . Fi 39 is
a fléég% #§q?$ﬁs ra |n§'%$ocess rV1§tIFIn%§IO£.€ QE%og ggfnt gggi 5004
Flqu§_40 is a flowchart illustrating the process of sending delivery
keys Kd fromthe ENMD service center 1 to the content provider 2. Figure 41

e R 4 P U 1 B ot e B e

content pro
authentication between the content provider 2 and EMD service center

1.

Figure 42 is a flow chart illustrating ancther flow of mutual
:i} authentication between the content provider 2 and EMD service center
1.

Figure 43 is a flow chart illustrating another flow of mutual
authentication between the content provider 2 and EMD service center
1.

Figure 44 is a flow chért illustrating the process of sending a
content provider secure container from the content provider 2 to the
service provider 3.

Figure 45 is a flow chart illustrating the process.of sending a
service provider secure container from the service provider 3 to the
receiver 51,

Figure 46 is a flow chart illustrating the process in which the
receiver 51 receives the service provider.secure container.

Figure 47 is a flow chart illustrating the process in which the
receiver 51 reproduces content.

Figure 48 is a flow chart illustrating an account settlement

process.
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Figure 42 is a flow chart illustrating another flow of nutual
aut henti cation between the content provider 2 and EMD service center 1.

Figure 43 is a flow chart illustrating another flow of nutual

aut henti cati on between the content provider 2 and EMD servi‘%@ cphiNe 2004
Figure 44 is a flow chart illustrating the process of sendihg a content
provi der secure container fromthe content provider 2 to the service
provider 3. Figure 45 is a flow chart illustrating the process of sending a
service provider secure container fromthe service provider 3 to the
receiver 51. Figure 46 is a flow chart illustrating the process in which

th i d tai A 4t
o a Proh YRAPC TPF | GGFY H PHOOPRe hPocRYERtARni ch the recelver 51 o

d 4 fl h t
Sett ?eﬁéﬁfmcﬁr”ﬂ%bﬁ%lgﬂ i soBateenl WEHE Hhon b e, B2 %%%"*é%éﬁt o
An enbodi be d bed bel 1
I Rf gr m(;t : 0 d| s %Ip% %%ﬁi@s% ‘g%é?lgni%# ust?rat?zgriemeElvDe(ngectann C

music di St futd ggﬁs}@@&fg@ %%nt%a(%ﬁl AN st % @A 1 JYEALLRm

The EMD syst service center at manages

'ng'i/:’%guglrl%\% %%é’énhcﬁﬂl&fp%ﬁ%tpreQQHEe{‘ﬁv@ﬁE’YbHer hd EMD BP0 |
of the EMD service center 1 that manages individual pieces of equipment,
content provider 2 that provides content, service provider 3 that

o provides predetermined services corresponding to content, and user

network 5 composed of the equipment (receiver 51 and receiver 201 in

this example) on which content is used.

The content distributed (provided) to equipment registered in an
EMD system (for example, receiver 51 or receiver 201) is digital data
whose information itself has a value. In this example, one piece of
content corresponds to music data equivalent to one piece of music.
The user purchases a content (in fact, purchases the right to use the
content), reproduces the provided content or duplicates and uses it.
Besides music data, however, content can be video data, game programs,
computer programs, literary data, etc.

The EMD service center 1 sends the delivery keys Kd needed to use
content to the user home network 5 and a plurality of content providers
2 (In this example, two content providers 2-1 and 2-2 are provided
(referred to as simply content provider 2 unless needed to distinguish
the content providers 2-1 and 2-2. The same applies to other

apparatuses.), as shown in Figure 2, which shows the major information

flow in the EMD system. Also, the EMD service center 1 receives
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provi des. predeterm ned services corresponding to content, and user

network 5 conposed of the equipnment (receiver 51 and receiver 201 in this
exanpl e) on which content is used. The content diStribUtedvgﬂTglhgfﬁhUto
equi pnent registered in an EM system (for exanple, recei 4
receiver 201) is digital data whose information itself has a value. In
this exanple, one piece of content corresponds to nusic data equivalent to
one piece of nusic. The user purchases a content (in fact, purchases the
right to use the content), reproduces the provided content or duplicates
and uses it. Besides nusic data, however, content can be video data, gane

pr Ogre{iﬁou%u‘_e’flﬁf@g}fﬁfcﬁﬂﬁgg an 'GQ‘%% 3f M3k Am Ghs ﬁg(g%eft E‘E{Res ﬁ%‘éh%%k‘:%”%% L

sends Tt he eys nee 0 ‘Use ~‘conten € user home ne rk
5 an : ral.d f co i I i I
o oS SO0 SORLEDL LAY bn Dol o AR B 0 e

proviger gbﬂ?éﬁgs?ggggﬁgrtg_distinguish the content providers 2-1 and 2-2.

The sane applies to other apparatuses.), as shown in Figure 2, which shows

the maj or fHY QFBdAN grfoquweir@, bhe END systeilsMNSthd benEMRSeEMbeopeent er

1 receives 3 0 JAN 2004 accounting information and the |ike fromthe user

hone ety kohtand kadimsd) ¢bak8esroPidd@C iorendCRe MM t(e Gt wi th
provider 2 and PT from the content provider 3. The content providers 2-1

and 2z 2i@D5eEpH k@g ANt gBédéenesynbedypw theacennkant kKay Keayet echerol
provi ded, content key Kco (encrypted wth a delivery key Kd) needed to

decrypslide QOH@Ntiatdl auSBgR Hordd Bter palhaty deabbiBukaties \anddRetails
rh@reafter) t hat describes the usage details ;

T of content, and supply them in the form called a content provider secure
container (described later) to the service provider 3. In this example,
there are two service providers 3-1 and 3-2.

The service providers 3-1 and 3-2 prepare one or more price tags
(abbreviated as PT hereafter) _according to the UCP supplied by the
content provider 2 and hold them. The service provider 3 sends the
prepared PT (s) together with the content (encrypted with a content key
Kco), content key Kco (encrypted with a delivery key Kd), and UCP
s'upplied by the content provider 2, in the form called a service provider
secure container to the user home network 5 through a network 4
consisting of a private cable network, the Internet, or communications
satellites.

The user home network 5 prepares usage control status (abbreviated
as UCS hereafter) according to the supplied UCP and PT({s) and performs
the process of using the content based on the prepared UCS. Also, the
user home network 5 prepares accounting information, timed with the

preparation of UCS, and sends it together with corresponding UCP and

PT (s) to the EMD service center 1, timed with, for example, the provision
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of content, and supply themin the formcalled a content provider secure
contai ner (described later) to the service provider 3. In this exanple,
there are two service providers 3-1 and 3-2. The service prQv{d and
3-2 prepare one or nore price tags (abbreviated as PT hereﬁﬂjeﬁ&iﬁé@tuhing
to the UCP supplied by the content provider 2 and hold them The service
provi der 3 sends the prepared PT (s) together with the content '(encrypted
with a content key Kco), content key Kco (encrypted with a delivery key
Kd), and UCP supplied by the content provider 2, in the formcalled a
service provider secure container to the user home network 5 through a

t i_sti f i t | t k, the Int t, .

Commith s o T el kiR S ERife et aries s 8P ArdageCBBnbrol
t at bb, i at ed Ucs.h t [ to th pli,ed UCP and PT

(s A pRT orhes EATRF ovadoPBFE Py tRRe it SRt S6acBa SR%t e pr epar od
UCS. Al so, .t : 5 i i i i ed
wth the T SRR UE U2 RSP chr P iBet PhESefork Bop

d PT i C .ot i f h
o ovi S SRS o0 S T ary ek & kAo HEEes R Ao e anE AR e
het V‘@ﬂ&f(s‘?@&]@@ AﬁﬁliQQEiéﬂ ﬁSHngFP 63NdnBTERL EQCEE%E'V@O%% g qgnter
1. Inthis exanpl €, as-shown i n Figure 1, the user. honme network 5 is
conprdsigth Ofed &, HRLLYE and ML &M $160NNBEEEH1 E0 HINR 52 200 RS 53ANhq

(Secure Application Mdule) 62 and the receiver 201 which is connected to
HDD 2071 aqwk hassoAMRd 212 Petails of the receivers 51 and 201 are descri bed

later.
\

J {2) EMD service center

-

Figure 3 is a block diagram showing the functional configuration
of the EMD service center 1. The service provider management section
11 supplies profit—sharing information to the service provider 3. | The
content provider management section 12 sends delivery keys Kd and
supplies profit-sharing information to the content provider 2.

T.he copyright management section 13 sends information about the
usage of content by the user home network 5 to the appropriate copyright
management body, for example, JASPAC (Japanese Society for Rights of
Authors, Composers and Publishers).

The key server 14 stores delivery keys Kd and supplies it to the
content provider 2 through the content provider management section 12
or to the user home network 5 through the user management section 18.

The delivery keys Kd supplied to the user home network 5 equipment
formally registered in the EMD system and content provider 2 from the
EMD service center 1 will be described with reference to Figures 4 to

7.
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(2) ENMD service center Figure 3 is a block diagram showi ng the functiona
configuration of the EMD service center 1. The service provi der nanagenent
section 11 supplies profit-sharing information to the service provider 3.
The content provider nmanagenent section 12 sends delivery keys Kd and
supplies profit-sharing information to the content providﬁ 2. The
copyri ght managenent section 13 sends infornmation about t 4]

content by the user home network 5 to the appropriate copyrlght nanagenent
body, for example, JASPAC (Japanese Society for R ghts of Authors,
Conmposers and Publishers). The key server 14 stores delivery keys Kd and

P erent g drshsWa P e PYvEek Fetmth g ans ey IonsR B gteyice
t t Th k Kd dt h
het TR SR Zlecpt#g%t&e oey ey R %E%ﬁeﬁuﬁg ’&Es@%?éﬁﬁsﬁﬁgésﬁﬁsﬁt%
th t be d bed th f
proviger 2.4 ramihe . OhﬂgﬁNﬁggéﬁgsgsge oy e 55 5L 098, EE ST f6gRce

to Figures 4 i gure el ver

POSSEA3 %Egﬁtg é%x‘% G&r %%rté?tslto yﬁgog% P{téﬁ?éfsarg? B%?Séé?@e‘%y

t he CO en provi 1T ver e possesse e recelver

51 i oG Verégglgmg@efht?orﬁgﬁf}lggwo,@fioﬁogﬁgr% star % of @ppr %\6'1-&%11%0”'[ ent

and t conposi ng e user ne ne mork starts to use

cont ent . tﬁﬁhe%?%W%Jl%aghff 5 i 4, a gehijver ’(‘fbﬁ is yahid oM ﬁ;ﬁ%

first day to cal endar month |nc usive). For
exanpt frsit e Hald Meley 18t Ky 15100 oY Mdal BotAUg Rt éﬁ%@%%%@re . For

’ %,

example, the delivery key Kd vers_ion 1 with a value of "aaaaaaaa"
consisting of a fixed random number of bits is available from January
1, 1998 to January 31, 1998 both inclusive {i.e., the content key Kco
that encrypt the content distributed to the user home network 5 via
the service provider 3 from January 1, 1998 fo January 31, 1998 is
encrypted with the delivery key Kd version 1). The delivery key Kd
version 2 with a value of "bbbbbbbb" consisting of a fixed random number
of bits is available from February 1, 1998 to February 28, 1998 both
inclusive (i.e., the content key Kco that encrypt the content
distributed to the user home network 5 via the service provider 3 during
the given period is encrypted by the delivery key Kd version 2).
Similarly, the delivery key Kd version 3 is available duringMarch 1998,
the delivery key Kd_version 4 is available during April 1998, the
delivery key Kd version 5 is available during May 1998, and the delivery
key Kd version 6 is available during June 1998,

Before the content provider 2 starts to provide content, the EMD
service center 1 sends six delivery keys Kd -— delivery keys Kd versions

1 to 6 —-— available from January 1998 to June 1998 {both inclusive)
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consisting of a fixed random nunber of bits is available fromJanuary 1,
1998 to January 31, 1998 both inclusive (i.e., the content key Kco that
encrypt the content distributed to the user honme network 5 via the service
provider 3 from January 1, 1998 to January 31, 1998 is encrypted with the

delivery key Kd version 1). The delivery kéy Kd version Wi a ue of
"bbbbbbbb" consisting of a f ixed, random nunber of blts;'?D ‘Qgg'gq@%e from

February 1, 1998 to February 28, 1998 both inclusive (i.e., the content
key Kco that encrypt the content distributed to the user hone network 5-via
the service provider 3 during the given period is encrypted by the

del Kk imlarl he deli d

e e
1 8 o)

S Rk, 3 Ao S skzsf%@@%ﬁi%vec@es PP SR 0

Bef he . E i

o, RV AT 2 S0 5 LS ST U 0.0 o

avall@tplng]g‘g% égga@agné \m‘?n C%%slaﬂsré—g% &bgfg*meng%g%m)alg%%o%%r?@géy

the conte recerv ores € Six [T ver

Kd. ﬁggféfésgga yn |§O 959§&ed€ébV86¥tEﬁ¥s Kd are stored is that a -

certain period o required for the content provider 2 to nake

prepar at i GiSFSHE Eh@%&ﬂﬁr\yﬁ 50N 10f - dhe oG eBh+aRE, G eRb Ke¥si cdebake

starting to provide the content. Before the recéivér 51 starts to use
cont entserddie EMASHMIIGRIGENSs Ki Sends11 e Relh Vil Wwdeysord 1 t4el ivery

keys Kd versions 1 to 3 -- available fromJanuary 1998 to March 1998 (both
IﬂC|u§¢dﬁﬂaEDetﬂﬁom January 1998 to March 1998 (both inclusive) to the
receiver 51, which receives and stores the three delivery keys Kd.
Three months' delivery keys Kd are stored in order to avoid the situation
in which content would not be available even during the term of the
contract due to trouble in that the receiver 5 cannot be connected to
‘the EMD service center 1 or other trouble and to reduce the load on
the user home network 5 by decreasing the number of connections to the
EMD service center 1. |
During the period from January 1, 1998 to January 31, 1998, the
delivery key Kd version 1 is-used by the EMD service center 1, the content
provider 2, and the receiver 51 that composes the user home network
5.
Now the transmission of delivery keys Kd from the EMD service center
1 to the content provider 2 and receiver 51 on February 1, 1998 will
be described with reference to Figure 5. The EMD service center 1 sends
six delivery keys Kd —— delivery keys Kd versions 2 to 7 —-- available
from February 1998 to July 1998 (both inclusive) to the content provider

2, which receives the six delivery keys Kd and store them overwriting
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receiver 51,, which receives and stores the three delivery keys Kd. Three
nont hs' delivery keys Kd are stored in order to avoid the situation in
whi ch content woul d not be avail able even during the termof the contract
due to trouble in that the receiver 5 cannot be connected toSﬂhséE&/[?
service center | or other trouble and to reduce the |load on the r Gaﬁm
network 5 by decreasing the nunber of connections to the EM service
center 1. During the period fromJanuary 1, 1998 to January 31, 1998, the
delivery key Kd version 1 is-used by the EMD service center 1, the content
“provider 2, and the receiver 51 that conposes the user honme network 5. Now
the transm ssion of delivyery ys Kd. fromthe EMD servi.ce center 1 to the
cont eHBS S0 o Bngr r Be TP S Ghe FaBrREY TS oG8 g 91 Cop Ve KREs
W th ferepnce o Fi.qure.5. _The. EMD servi,ce center_ .1, send L x. deljvyer

el RN AR P AR A Rt AR e e e

keys i Ver S 7 --"aval

?E?ﬁi VAP S Rk PR N LS EOOR SR DS iion, By 5%
es ) 3 | .
e B R B e By Y R e S e e e T g5 SR

Apr i 'Tﬂ89§Mbb9§gvgggl Hahye) oskeseeeﬁﬁhvaglﬂerggkg . kﬁc%afgaohhgeatg%%e

delivery keys store -themoverwiting the isting ones. T

servige cerier s iHesd hendelar uekay K, vehdl & Lvad bl d ForTlise i1,

done to make past delivery keys Kd availabl'e for use in case of unexpected

troubkgs8rot Mugagsebed! t £8@H1 & | Sn CRBH tdred 10legetRet 8¢ committed or
:iﬁ detected.

During the pericd from February 1, 1998 to February 28, 1998, the
delivery key Kd version 2 is used by the EMD service center 1, the éontent '
provider 2, and the receiver 51 that composes the user home network
5.

Now the transmission of delivery keys Kd from the EMD service center
1 to the content provider 2 and receiver 51 on March 1,.1998 will be
described with reference to Figure 6. The EMD service center 1 sends
31X delivery keys Kd -- delivery keys Kd versions 3 to 8 -- available
from March 1998 to August 1998 (both inclusive) to the content provider
2, which receives the six delivery keys Kd and store them overwriting
the existing ones. The EMD service center 1 sends three delivery keys
Kd —-- delivery keys Kd version 3 to 5 -- available from March 1298 to
May 1998 (both inclusive)} to the receiver 51,.which receives the three
delivery keys Kd and store them overwriting the existing oneé. The
EMD service center 1 stores the delivery keys Kd versions 1 and 2 as

they are.
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During the period from February 1, 1998 to February 28, 1998, the delivery
key Kd version 2 is used by the EVMD service center 1, the content provider
2, and the receiver 51 that conposes the user honme network 5. Now t he
transm ssion of delivery keys Kd fromthe EMD service center 3@ tt](raﬂgzo
content provider 2 and receiver 51 on March 1, 1998 will be descri Qﬁth
reference to Figure 6. The EMD service center 1 sends six delivery keys Kd
-- delivery keys Kd versions 3 to 8 -- available from March 1998 to August
1998 (both inclusive) to the content provider 2, which receives the six
delivery keys Kd and store themoverwiting the existing ones. The EMD
service ceanter 1 .sends three delivery k Kd -- deljvery_keys Kd._.version
3o 5 N P asTE PR pio Rt He5aP Ty LHRG oYaT ehott RaPBastvefiens vy
receiver whi.ch receives. t t e delivery ke Kd and store the

over vie iR vehe 6L ER A ST ey i, BB i FRb £E e o S g der
delivegry ys,.Kd rsi.ans d,2 as__the re.. 3.0,JAN 2004 ring the
peri o%f?%% %Fcﬁg%fﬁ&%% 5’3'[0% artcﬁog?,os 9§, S ﬁlese(felhio\%er ﬁle%"e%dgl\/er sion 3
is used b i CEs t OV th
receiver éqégﬁggwg%%%%é%gg%ﬁgQﬁi%?ik%%gﬁne moggEge&h%%??%%)%$5ﬁ£%$§§§gﬁﬂbf
del i very k f@%%s r vl tg t .cont ent Hader,

and rec%?vggéﬁ@%%éﬁg]rﬁg?&i, 9% %ﬁ(ﬁﬁ:%ﬁ@f%}gc\fﬁ boce}}j p%%lhl Fie'f grgeggcgl\itlg‘ be2

Fi 9ur e dor THRAFNDLROF YECPREBNES Fh B . SiXedBlbvaryyKeyseditter 1dSliuary

keys Kd versions 4 to 9 -- aval e fromApril 1998 to Septenber 1

(bot hsiﬁcaélﬂvs}yt@%&@%&mﬂ Qff1 1 RITQV ik@&is Bd WBLERCRECEI VS Lhe 81X 1 a1 e
_Qfllvery keys Kd and store them

from April 1998 to September 1998 (both inclu'sive) to the content

ST

LS

provider 2, which receives the six delivery keys Kd and store them
overwriting the existing ones. The EMD service center 1 sends three
delivery keys Kd -- delivery keys Kd version 3 to 5 —— available from
April 1998 to June 1998 (both inclusive} to the receiver 51, which
'receives the three delivery keys Kd and store them overwriting the
existing ones. The EMD service center 1 stores the delivery keys Kd
versions 1, 2, and 3 as they are.

During the period fromApril 1, 1998 to April 30, 1998, the delivery
key Kd version 4 is used by the EMD service center 1, the content provider
2, and the receiver 51 that composes the user home network 5.

In this way, if delivery keys Kd are distributed several months
in advance, users can purchase contenf even if they do not access the

| EMD service center 1 at all for a month or two, and later they can access
the EMD service center 1 and receive keys at a convénient time.

As above, three months' delivery keys Kd are distributed to the
equipment formally registered in the EMD system and the content provider

2 in the user home network 5. However, to user home network equipment
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overw.iting the existing ones. The EMD service center 1 sends three
delivery keys Kd -- delivery keys Kd version 3 to 5 -- available from
April. 1998 to June 1998 (both inclusive) to the receiver 51, which
receives the three delivery keys Kd and store thenlovermmlg[E Rﬁgﬂﬂ#
exi sting ones. The EMD service center 1 stores the delivery ébé
versions 1, 2, and 3 as they are. During the period fromApril 1, 1998 to
April 30, 1998, the delivery key Kd version 4 is used by the EMD service
center 1, the content provider 2, and the receiver 51 that conposes the
user hone network 5. In this way, if delivery keys Kd are distributed
sever nths Jin_advance, users ca ur chas ont ent every i.f the not
rccestiqle Tapete %Izsafign{fsgliﬁsif6§| P SRS B B 5% Reanethar L ey
can S h Vi and receive keys.at a onvenlen t,i me.
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wh I t
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requi red which takes approxi mately one nonth. Therefore, in order to nake

the cod@dtoByAl{RbbEEHr tHImARE PRE] @Qntéﬁeea{mm_amar afr-apg! »ﬁhegperlod
registration to formnal regi stration, delivery keys Kd which™al
‘ Ohe- N mdS@ har Br 6t S 1RUERAré §i s PLa EUYh RIERbrmal registration, dellvery
keys Kd which allows one-month use are distributed to the eguipment
which is not formally registered.

Returning to Figure 3, the log data management section 15 stores,
the accounting information output by the user management section 18,
PTs corresponding to the content, ‘and UCP corresponding to the content.

The profit-sharing section 16 calculates, the respective profits
of the EMD service center 1, content providers 2-1 and 2-2, and service
providers 3-1 and 3-2 according to the information provided by the log
data management section 15 and outputs the results to the service
provider management section 11, content provider management section.
12, cashier section 20, and copyright management section 13. The .
profit-sharing section 16 calculates use points for the content
providers 2-1 and 2-2 and service providers 3-1 and 3-2 respectively
{the larger the profits are, or the more the user uses, the lager the

points become) according to the calculated profits and outputs the use

points to the user management section 18. From now on, the use point
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which is not formally registered. Returning to Figure 3, the | og data
managenent section 15 stores, the accounting information output by the

user nmanagenent section 18, PTs corresponding to the contenpt, RE
corresponding to the content. The profit-sharing section 1d§£hkﬁ£ zggﬁ'the

respective profits of the EMD service center 1, content providers 2-1 and
2-2, and service providers 3-1 and 3-2 according to the information
provided by the |og data managenent section 15 and outputs the results to
the service provider managenent section 11, content provider nmanagenent
section 12, cashier section 20, and copyright managenent section 13. The
profit-sharing section 16 cal cul at use points for the content rovi,ders
511 ot A CARGSBE RTRBLARE dér o3 BLE0 HRA SEBL MRS BEIATER)Y (1HETPEERY he
profits are, or the nore,the yser uses, .the |ager the points becone)
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i 18. .F ) h i 4 JAN 2004 i h
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i i .3 is.called i int, T . i i
coct 1 DREAECTE ' T PRLE S SPREREE HPSuRALP: 7 (REr T RHCRE B BeR 3 R
serv!&§é€gg&$ggﬁegw ﬁﬂd5 %ﬁSE ﬁgﬂg.netmork 5 equi pnent. The user nanagenent
secti on The Tnforna

nmanages ion"(hereafter referred to as-system

reg stratian. Lakor e Lolhe AU 108, SAULBAEAL S thd N6 fkssla NOP (ARLWRITk &

that can bé registered’in system e systemregi stration

| nf or peEL PP §0RE 8} 0Se | OF Oh MBLE OF £9F £ 65PPAEL Plat8nh NEnbLeMheSMuli Bment
" Equi prrent T\lu er," "%et?fflemant D"
i,} in the user home network 5 that can be registered in the EMD system.
The system registration information contains information corresponding
to the items "SAM ID," "Equipment Number," "Settlement ID,"
"Account-Settling User Information,” multiple "Subordinate User
Information," and "Use Point Information," as shown in Figure 9.

"SAM ID" contains the SAM (described later) ID of the manufactured
equipment composing the user home network 5. The "SAM ID" row of the
system registration information in Figure 9 contains the SAM 62 ID of
the receiver 51 and SAM 212 ID of the receiver 201.

"Equipment Number" is the number assigned to the user home network
5 equipment that_possesses SAMi If a piece of equipment in the user
home network 5 has the capability (communications block) to communicate
directly with the sérviée provider 3 and EMD service center 1 through
a-network 4 and has, for example, the capability to output (present)
the contents of UCP and PT to the user or the capability (a display
unit and operator panel) to allow the user to select the usage details

in UCP, an equipment number of 100 or higher is given to that piece

of equipment (hereafter, the pieces of equipment that have such
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"Account-Settling User Information,” multiple "Subordinate User
Information,"” and "Use Point Information," as shown in Figure 9. "SAM | D"
contains the SAM (described later) ID of the nanufactured equi prent
conposi ng the user hone network 5. The "SAM I D' row of the stem
registration information in Figure 9 contains the SAM 62 IDaaé 9004
receiver 51 and SAM 212 ID of the receiver 201. "Equi pnent Nunber is the
nunber assigned to the user home network 5 equi pnent that possesses SAM

If a piece of equipnent in the user honme network 5 has the capability
(conmmuni cations bl ock) to comunicate directly with the service provider 3
and EMD servjce center 1 through a. network 4 and has, fqr exanple, the

capalffaRalL it ks p%Ee(B‘?E?éﬁ?‘}i t?h%Sc’B?ﬁE%‘fse‘a‘FlWEhd Phe P1eeetiset or
the capabilit a dis uni t apd, operator pane | ow t he user

ol ettt e Harar| Slch neen L CleR: bﬂ%ﬁgaﬁEﬁ%ertB? ROBCEF AFQREFN
given to, that, piec nent hereafter i eces of e U|$nent that
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0300 g 10D s s R heSH P PP PP
L2 B SR 0 RS AT LB sl
iu} and SAM 212 ID of receiver 201 in the system registration information

of Figure 9.

"Settlement ID" stores the predetermined settlement ID assigned
when formally registered in EMD system. In this example, since the
user F and user A are formally registered as account-settling users
(describedlatef)inthereceivers51anuiZOlandassignedthesettlement
ID, that assigned settlement ID is stored in each "Settlement.ID"
corresponding to SAM 62 ID and SAM 212 ID in the system registration
information of Figure 9.

"Account-Settling User Information" contains, the name, address,
phonenumber,settlementinstitutioninformation(e.g.,thecreditcard
numter), date of birth, age, sex, ID, password, etc. of the user who
is to settle the account {heéreafter, such a user is referred to as
account-settling user).

The name, address, phone number, settlement institution
information, date of birth, age, and sex of the account-settling user
are provided by the user when an application for registration is filed

by the user (hereafter the items contained in "Account-Settling User
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when formally registered in EMD system In this exanple, since the wuser F

and user A are formally registered as account-settling users (described
later) in the receivers 51 and 201 and assi gned the settlene 2 h
assigned settlenment IDis stored in each "Settlenment ID" cor ékpﬁmNu Q &o
SAM 62 ID and SAM 212 IDin the systemregistration information of Figure
9. "Account-Settling User Information" contains, the nane, address, phone
nunber, settlenment institution information (e.g., the credit card nunber),
date of birth, age, sex, ID, password, etc. of the user who is to settle
the account (hereafter, such a user is referred to as account-settling

h L add h o | .
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orna Fon regrs I'n the settlenment I nstitution) In hi's
examoi: £ DeGause1 4 RRVAR HARG LA Jditn #3990 tREQHILI N0 RIACASS r@?!:estshe eher
hand, "t he blrt age; and sex in the user's general |nfornat|on

are n@&t@ﬁgefof{aﬁ@e ﬂ?@rdaocree@'ft bRgLRr 06885 aRd Swed Nehe R eROGUHBLA AN
this exanple. Besi des, the user is nof necessarlly required to provide

them 1 TRE-ASEOURL aSELAbE NG M8 oF S35 dHe andPasItdin dgccgmo@ésesd and need not
"Account-Settling User Information" is assigned and set

f,) be accurate in this example. Besides, the user is not necessarily

required to provide them. The account-settling user's ID and password
contained in "Account-Settling User Information" is assigned and set
when the user is registered in the EMD system.

In this example, since the user-F is registéred as an
account-settling user in the receiver 51, "Abcount—séttling User
Information" for the SAM 62 ID of the receiver 51 in the system
registration information of Figure 2 contains the user's general
information provided by user F as well as the ID and password of user
F. Since the user A is registered as an account—settling user in the
receiver 201, "Account-Settling User Information" for the SAM 212 ID
contains the user's general information prévided.by user A as well as
the ID and password of ﬁser A. In this example, the user F is male
and the user A is female.

"Subordinate User Information™ contains the name, address, phone
number, date of birth, age, sex, ID, password, etc. of the user who

does not settle his/her account for himself/herself (hereafter such

users are referred to as subordinate users). In other words, it

22—



when the user is registered in the EMD system In this exanple, since the
user F is registered as an account-settling user in the receiver 51,
"Account-Settling User Information" for the SAM 62 ID of the receiver

in the system registration information of Figure 9 contalnsaiij gpﬂﬂﬂ#
general information provided by user F as well as the ID and passmord of
user F. Since the user Ais registered as an account-settling user in the
recei ver 201, "Account-Settling User Information" for the SAM 212 ID
contains the user's general information provided by user A as well as the
| D and password of user A In this exanple, the user Fis male and the

user ke SImLE. | SUBeLdLnate Uher IOLIBIAGI cniains Lhe o

addr eSs ohe passmo . of the

User g, g9es. ROt SELFe HLSLhEt 6ot ot Jmsl [ /ecagl gherage

such "Usérs aré refe subor nate us er mords t 80

JAN 291%89&5,&58& Lhg, - af HEHK@“ %d‘i%@:%a' P ple” e ; tcf[a%e‘et to'ﬂr%r%‘?r age,
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sex contained in di nate User need not € accurate
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exanpl e a ni cknanme may be-used for the name. Although the nane is used

| dent &k ymbhe A18QlcknHhR AhRCHe ¥ MRl Bhel Sa®!  2E( H lher REMET £4 uséfdﬂe
subordinate user's I D and password contained in "Subordi nate User

| nf or patildt iifS, 8Bs@ad and csr_eﬂemgmoﬁ:ﬂgtwm{sﬂh&é&t@e@é@éatﬁlf eQpiigad,

JAn the EMD system

3 The subordinate user's ID and password contalned in "Subordinate User

Information" is assigned and set when the subordinate user is registered
in the EMD system.

In this exaﬁple, since no subordinate user is registered for both
receivers 51 and 201, "Subordinate User Information" for the SAM &2
ID and the SAM 212 ID contains no information.

"Use Point Information” 1is the use point information output by
the profit-sharing section 16." Figure 10A shows use point information
of the receiver 51 contéined in "Use Point Information" for SAM 62,
Bccecording to this, the user Fr(account—settiing user} of the receiver
51 is given the content use point 222 points for the content provider
2-1, 123 points for the content provider 2-2, 345 points for the service
provider 3-1, and 0 point for the service provider 3-2.

Figure 10B shows use point information of the receiver 201
contained in "Use Point Information™ for SAM 212. According to this,
the user A (account-settling user) of the receiver 201 is given the

content use point 23 points for the content provider 2-1, 22 points
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In this exanple, since no subordinate user is registered for both
recei vers 51 and 201, "Subordinate User Information"” for the SAM62 .ID
and the SAM 212 | D contains no information. "Use Point Information” is the

use point information output by the profit-sharing section §P@¥3ﬁESQHM}#
10A shows use point information of the receiver 51 containe n e PolI nt

I nformation" for SAM 62. According to this, the user F (account-settling
user) of the receiver 51 is given the content use point 222 points for the
content provider 2-1, 123 points for the content provider 2-2, 345 points
for the service provider 3-1, and O point for the service provider 3-2.
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regi stration information, the user management section 18 prepares

Tegi sidad i20n di $he bekvipeedabepsineds Priacessasyand mendsidhem-togeiher o
with the delivery keys
'} is made to be equal.

In additioﬁ to managing this system registration information, the
user management section 18 prepares registration lists for
predetermined processes and sends them together with the delivery keys
Kd to the user home network 5.

Returning again to Figure 3, the billing section 19 calculates
the_ amount charged to the user based on, for example, the accounting
information, UCP, and PTs supplied by the log data management section
15, and supplies the results to the cashier section 20, which then
settles accounts in communication with external,bénks or the like (not
shown), based on the amounts of usage fees to be paid or charged to
the user, content provider 2, and service provider 3. Also, the cashier
section 20 informs the user management section 18 about the results
of the settlement.

The audit section 21 checks the validity of the aécounting
information supplied from the equipment in the user home network 5 as

well as the validity of PTs and UCP (i.e., checks for any illegal act).

In this example, the EMD service center 1 receives UCP from the content
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Kd to the user home network S. Returning again to Figure 3, the billing
section 19 calculates the anmount charged to the user based on, for
exanpl e, the accounting information, UCP, and PTs supplied.b he. | dat a
managenment section 15, and supplies the results to the casaiér.jé&:tzl 20,
which then settles accounts in comunication wth external banks or the
1ike (not shown), based on the anmounts of usage fees to be paid or charged
to the user, content provider 2, and service provider 3. Al so, the cashier
section 20 inforns the user managenent section 18 about the results of the
settlenment. The audit section 21 checks the validity of the accounting

i nformation supplied fromthe equi.pment in the_user ne Kk as ., wel |
hs ChBEQRPER: o of Thrl O Hocs SV BE BERuRkels ar g TVF gt T fx ol e
this exagphe tge EMD. service center 1 receives UCP fromthe content 30 JAN
2004 Brovi 88Pe2RS5¥8% K Sm the service provider 3, and UCP and PTs from the
user hone k.5..(3) Content provider Figure 11 is a bl ock diagram
showi ng a ?§L2¢§%E% tc % ng?gtion of the content provider 2-1. The

content sepy sty 3 PLOL 65 NG CONLENLn LORABIIPELET e upes a1 on

supplies i e wat er mar Ki'ng secti1on en wat er mar content

1 _ iy ee it otons .
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sectl on ression secti 3 conpresses the conte suppli1e

PR - S e R T e S e
, pplies It to the encryption ,
32, which then watermarks the content supplied by the content server
ij} 31 and supplies it to the compression section 33.
The compression section 33 compresses the content supplied by the
watermarking section 32, by ATRAC2 (Adaptive Transform Acoustic Coding
_2) (a trademark) or another method, and supplies it to the encryptipn
section 34, The encryption section 34 encrypts the content compressed
by the compression section 33, by common-key cryptography such as DES
(Data Encryption Standard) by using fhe random number supplied by the
randomnumbergeneratorsection35aseakey(hereafterthisrandomnumber
is referred to as a content key Kco), and'outputs the results to the
: secure container preparation section 38,
The random number generator section 35 supplies the random number
consisting of a fixed number of bits for use as-the content key Kco
to the encryption sections 34 and 36. The encryption section 36
encrypts the content key Kco by common-key crybtography such as DES
by using the delivery key Kd supplied by the EMD service center 1, and
outputs the results to the secure container preparation section 38.

DES is an encryption method that encrypts 64-bit blocks of plain

text by using a 56-bit common key. The DES process consists of the
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section 34. The encryption section 34 encrypts the content conpressed by
the conpression section 33, by common-key cryptography such as DES (Data
Encryption Standard) by using the random nunber supplied by the random
nunber generator section 35 as a key (hereafter this randon1n%rﬁeu &s
referred to as a content key Kco), and outputs the results to e [§ c2984
contai ner preparation section 38. The random nunber generator section 35
suppl i es the random nunmber consisting of a fixed nunber of bits for use as
the content key Kco to the encryption sections 34 and 36. The encryption
section 36 encrypts the content key Kco by common-key cryptography such as

oo LA T S U B T O L A Bt
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(exPassbEnkeviolaty vea by ihe Y o Mg SSRon. f Lomy b pompDLley
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| ow opdesederbbts hareUskRes1gs input, the 48-bit expansion key K
supplied fromthe key processing section and the loworder 32 bits La, the

out put fraom @ F d4naitd o $iGaht Healted PWiRiberd ihhe howhoodeer 32 Biitts -
Lo. The F function consists of two basic conversions:
} H, and low-order 32 bits L,. Using, as input, the 48-bit expansion key
K, supplied from the key processing section and the low-order 32 bits
Ly, the output from an F function is calculated by mixing the low-order
32 bits L,. The F functioﬁ consists of two basi-c conversions:
"substitution” for substituting numeric values in a préscribed manner
and "trénsposition" for transposing bit positions in a presc;ibed
manner. Then the high-~order 32 bits ﬂu is XORed with the output from
the ¥ function and denoted as L;. L, is ldenoted as H,.
After 16 iterations of the above process based on the high-order
O 32 bits Hy and low-order 32 bits L,, the resulting high-order 32 bits
| H,; and low-order 32 bits L, are output as cipher text. For decryption,
the-above procedures are reversed using the common key used for the
encryption.
The policy storage section 37 stores the UCP set for content and
outputs it to the secure container preparation section 38. Figure 12
shows UCP A and UCP B which has been set for content A kept in the Coptent

server 31 and which is stored in the policy storage section 37. A UCP

contains predefined information regarding "Content ID," "Content
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"substitution"” for substituting nuneric values in a prescribed nmanner and
"transposition" for transposing bit positions in a prescribed manner. Then
the high-order 32 bits Ho is XORed with the output from the F function and
denoted as L1. Lo is denoted as Hl. After 16 iterations of BWE\SZ

process based on the high-order 32 bits Ho and | oworder 3 [ ﬂ@ﬂ%e
resulting high-order 32 bits H16 and | oworder 32 bits L16 are output as
ci pher text. For decryption, the above procedures are reversed using the
common key used for the encryption. The policy storage section 37 stores
the UCP set for content and outputs it to the secure container preparation
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provi der, 2- I D' contains the ID assigned to the given

D" ogﬁr&le:f’dés cong Qidl&ér_h?. | DofntldeR AraRd de¥Cpk Db £ Ofice UCR FAtGonAithe tﬁnﬁ
| D of UCP B. "UCP Valldlty Period" contains information about the validity

peri agif afhd RenYdht pYekiMeahl dity Peg¢PdD" ¢onWeRnAd eRBat abNssd fighad@lddithe
perlod of UCP A and "UCP Validity Period"

& given UCP: "UCP ID" of UCP A contains the ID of UCP A and "UCP ID" of

\_

UCP B contains the ID of UCP B. "UCP Validity Period" contains
informatio-n about -the validity period of the UCP: "UCP Validity Period"
of UCP A confains the validity period of UCP A and "UCP Validity Period"
of UCP B contains the validity period of UCP B.

"Usage Conditions" consists of items "User Condifions" and
"Equipment Conditions."™ "User Conditions™ contains the conditions for
the use.r who can select the given UCP. "Equipment éonditions" contains
the conditions for the equipment that can select the given UCP.

In the case of UCP A, "Usage Conditions 10" is specified. "User
Conditions 10" of "Usage Conditions 10" contains information ('200
Points or Higher') indicating that the use points are 200 points or
higher. "Equipment Conditions 10" of "Usage Conditions 10" contains
information (‘No Condition') indicating that there is no condition.
Thus, UCP A can be selected only by the users who have 200 or higher
conten£ use points of the content provider 2-1.

In the case of UCP B, "Usage Conditions 20" is specified. "User

Conditions 20" of "Usage Conditions 20" contains information ('200
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of UCP B contalns t he valldlty period of UCP B. "Usage Conditions".consists
of itenms "User Conditions" and "Equi pnent Conditions." "User Conditions"
contains the conditions for the user who can sel ect the given UCP.

"Equi pnrent Conditions"” contains the conditions for the equipnment that can
select the given UCP. In the case of UCP A "Usage Conditi on§ QOAN 2004
specified. "User Conditions 10" of "Usage Conditions 10" contains
information ('200 Points or Higher') indicating that the use points are
200 points or higher. "Equi pnent Conditions 10" of "Usage Conditions 10"
contains information ('No Condition') indicating that there is no
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Sopt vageﬁh§ &Ebtgﬁeg gg&aF s_gontains items such as lD ' Type,
P ntrol rans Per'mi ssion | nformation. | D

cont ai ns. tifiead Qneéggllgn%ﬁ@amgltt%&@,ré@&h% cofpainegid), « UsageBetai 6. "

"Type" contaihs information that indicates the use type of the content’

SUCh 23§ ¥EPKOAYELT Odh OF c AUl HEALS DO 11PRS ARRE 861 . coNtBindrita iRfLdafd nasl
information corresponding to the use type contained in "Type."

f?} assigned to the information contained in "Usage Details.” "Type"
contains information that indicates the use type of the content such
as reproduction or duplication. "Parameter" contains the predefined
information corrésponding to the use type contained in "Type."

"Control Transfer Permission Information" contains information
("Permitted' or 'Not Permitted') which indicates whether control
transfer of thé content is possible (permitted or not). In the case
of a content control traﬁsfer, the content is copied to the destination
equipment while being kept on the source equipment, as shown in Figure
132, In other words, the content is used both on the source and
destination equipment. In this respect, control transfer differs from
normal content transfer in which content is removed from the source
equipment and moved to the destination equipment, only where the content
is stored and used, as shown in Figure 13B.

During a control transfer of content, the source equipment cannot
transfer the control of the content to any third equipment (not

permitted), as shown in Figure 13A. Thus, the content is kept only

on the two pieces of equipment: the scurce equipment and destination
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"Control Transfer Perm ssion Information” contains information

("Permtted or Not Permtted' ) which indicates whether control transfer
of the content is possible (permtted or not) . In the case of a content
control transfer, the content is copied to the destinatioB[]q?AmggﬁEH.while
bei ng kept on the source equi pnent, as shown in Figure 13A Th

words, the content is used both on the source and destination equi pnent.
In this respect, control transfer differs from normal content transfer in
whi ch content is renoved fromthe source equipnent and noved to the
destination equi pnent, only where the content is stored and used, as shown
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first-generation duplication whic an produce nulti
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. o
Al so, content control transfer differs fromthe one-tine duplication Shown

in Figide 14Bri Bui-Baia©QRl enbt CUH Ot CRIA RS It EaRshertethdfdid €0 third
equi pnent if the content is returned fromthe source equi pnent. Returning

to Fidplifordfs MCRHe hasniont idspgeubetdl Fsonf tBbdsourchsagaibakakl,.s 11"
to "Usage Details 14.11 "ID 1111 of "Usage Details 1111 contains the ID

assi gned retudsagry Bet aiilmrkli2Alypepld Adscestiai m9say8epenholnt FO8lds:
indicating the use type of 'Purchase and Reproduce' neaning that the

‘ cont efisadd IDdtea iy ddSed ankageppedadad 14Rar angbell" of "Usage Details
11" contains the ID assigned to "Usage Details 11." "Type 11" contains
the information indicatingl the use type of 'Purchase and Reproduce’
meaning thaf the content will be purchased and reproduced. "Parameter
11" contains the predefineci information corresponding to 'Purchase and
Reproduce.' "Control Transfer Permission Information 11" contains the
information indicating that the control transfer of the content is

permitted ('Permitted'}.

"ID 12" of "Usage Details 12" contains the ID aésigned to "Usage
Details 12." "Type 12" contains the information indicating the use
type of 'First-Generation Duplicate' meaning that first-generation
duplicates will be produced. Multiple first-generation duplicates can
be produced from the original content as shown in Figure 14A. However,
it is not possible-to produce second-generation duplicates from
first-generation duplicates (not permitted). "Parameter 12" contains

the predefined information corresponding to 'First-Generation

Duplicate.' "Control Transfer Permission Information 12" contains the
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11" contains the predefined information corresponding to |I Purchase and
Reproduce. | "Control Transfer Perm ssion Information 1111 contains the
information indicating that the control transfer of the content is
permtted ("Permtted ). "ID 12" of "Usage Details 1211 contaiﬂwsJ%Wstﬁ
assigned to "Usage Details 12." "Type 12" contains the informati 4
indicating the use type of 'First-Ceneration Duplicate' neaning that

first-generation duplicates will be produced. Miultiple first-generation
duplicates can be produced fromthe original content as shown in Figure
14A. However, it is not possible to produce second-generation duplicates

from Iﬁfé#ﬁ&@g&ﬁ ?]J;ﬂocflnqja%ig{ré ‘%_%tel““tstBB‘-"édorPlg]FétETio H;'z% rsfte:'f: BlrafkL %orﬁ@é&% fil%tcglitoe”c_s ,

t he predefine correspondin st-Geénerafion

" Cont T f erBer pLegh mformati on 12" contains the 3 0 JAN 2004
infor%%%?%%agﬁd?cag?ngktﬂa?e? egéontrol transfer of the content is not

perm t ted (ialg Peuniibede) peddl o183 Qloipse B84 o 58:A3hboronl aigadde

t
| D assi gne o0 "Usage talls contains information

' Li mpedafi gey 3Reprogyed i piv Lo £aLd o EHEnale ok Y PE1R] tE@PTOFHCI Ng cont ent
A for a specified period (tine) "Paraneter 13" contains the start tinme and

end trSBr&QLELSHANTI REi QL ihNMtkedrdd Fgl@ra;{ﬂ) ARicindCoint@int Fr @#asf ef
Perm ssion Information 1311 is set to "Permtted.’ "ID 14" of "Usage

Det ai sedfticqnpat Dsdt eihd) assighemdier Usageoneliald $hid startypembdand
contains information ' PayPer Copy5l indicating the use type (coupon for
dupl i pgesinyatbabkepbadihyveot I B t8a-Tremes pepkbdak-tdwpl.i'cat'Cagtibile
times. However, also in this case, it is

fuj Transfer Permission Information 13" is set to 'Permitted.'

"ID 14" of "Usage Details 14" contains the ID assigned to "Usage
Detailsl4.6 "Typel4"containsinformation'?ayPerCopyS'indicating
the use type (coupon for duplicates available for five times, so to
speak) of duplicating five times. However, also in this case, it is
not possible to produce duplicates from duplicates (not permitted),
as shown in Figure 14B. "Parameter 14" contains information
fDuplicates Five Times” indicating five times of possible duplicates
according ﬁo 'Pay Per Copy 5.' "Control Transfer Permission
Information 14" is set to 'Not Permitted.'

Two "Usage Details 21" and "Usage Details 22" are contained in
UCP B of Figure 12B. "ID 21" of "Usage Details 21" contains a given
ID assigned to "Usage Details 21". "Type 21" contains information 'Pay
Per Play 4' indicating the use type of reproducing four times.
"Parameter 21" contains information “Reproduée Four Times” indicating

four times of possible reproduction.' "Control Transfer Permission

Information 12" is set to "Not Permitted.'
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not possible to produce duplicates fromduplicates (not permtted), as
shown in Figure 14B. "Paraneter 14" contains information "Duplicates Five
Times" indicating five times of possible duplicates according to Pay Per
. Copy 5.1 "Control Transfer Permi ssion Information 1411 is set to
Permtted.” Two "Usage Details 21" and "Usage Details 22" vﬁﬁgﬂﬁ&)ln
UCP B of Figure 12B. "ID 21" of "Usage Details 21" contalns a ﬁﬁyé
assigned to "Usage Details 21". "Type 21" contains information 'Pay Per
Play 4" indicating the use type of reproducing four tinmes. "Paraneter 2111
contains information "Reproduce Four Times" indicating four times of

b " Cont fer P Lnf "
ot "to  Notherm ProqUsaa S0 hRLb00R T | BBo ot L AR, SBSRIEE 93 “E5AER: ns

Lhe D asel gredl 4o iABauc,DeLalL e 2. 1o IVpe. 220,008 & 5. BRYLBE" p00DY

n n ar
ar arre er- 22 al ns 1'cat €s Contro ans

Pe”“ %‘%‘@ﬁgﬂ&%@z" Eﬁf'ﬁb?he l’:‘géoﬁ’@ 6‘1%}?9 fé@rﬁerﬁ?@%hng t he

detal er aV|ng he Use poi ntfs of 200
poi nt | re o] . v Details" fields: "Usage
Detal f§ﬁ$%§E@ﬁLg%ge8€§?§?Pg ng ?%gmgggga'haV|ng t he use points of 200
poi nts or deguer C00SEe L1 PIL LR UCHSROERELBD! 8] {heldStncUiage
Details 21" and - age tails 22" Tncidental ly, Figure 12 shows

UCP B 40188 Q‘Heaﬁségﬁfﬂﬂtﬁs o EABMIBbE Yt s| Fr AUHE0Bah RIRRISE E80RAURS: 3’09%@] n
Fi gure 15A and condi ti codes " shown in Fi'gure 15B, "Usage Conditions 10"

of UG ¥ 818 " £5808s : Conghbopetd91sol 1WCEoBrogengesbe@hival U8 CO8RE user
indicating values or
fhj having the use points of 200 points or lower can only choose from two
"Usage Details" fields: "Usage ﬁetails 21" and "Usage Details 22".

Incidentally, Figure 12 shows UCP A, UCP B to show an example.
Actually, in addition to service codes shown in Figure 15A and condition
codes shown in Figure 15B, "Usage Conditions 10" of UCP A and "Usage
Conditions 20" of UCP B consist of value codes. indicating values or
predefined type according to the service codes.

Figure 16A shows code values of each code set as "User Conditions
10" and "Equipnment Conditions 10" of "Usage Conditions 10" in UCP A
(Figure 12A). Since "User Conditions 10" of "Usage Conditions 10"
indicates 200 points or higher, a service code 80xxh (Figure 15A) meaning
“with conditions for use point”, a value code 0000C8h indicating the
value 200 at this time and condition code 06h (Figure 15A}) meaning “>
= (equal or smaller)” are set as "User Conditions".
| Since "Equipment Conditions 10" in UCP A indicates “No Condition”,
a service code 0000h meaning “No condition”, a value code FFFFFFh (Figure

15A) having no meaning and a condition code 00h (Figure 15B) meaning

“No Condition” are set as "Equipment Condition".
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- predefined type according to the service codes. Figure 16A shows code
val ues of each code set as "User Conditions 10" and "Equi pnent Conditions

10" of "Usage Conditions 10" in UCP A (Figure 12A), Since, . r ditions
10" of "Usage Conditions 10" indicates 200 points or hi g@e@ﬁiﬂgﬁ]ﬁ%b
code 80xxh (Figure 15A) neaning "wth conditions for use point", a value
code 0000C8h indicating the value 200 at this tinme and condition code 06h
(Figure 15A) nmeaning "> (equal or smaller)" are set as "User Conditions".
Si nce "Equi prent Conditions 10" in UCP A indicates "No Condition", a

- service code 0000h nmeaning "No condition", a value code FFFFFFh (Figure

15A) havi ' iti 0 i 1 >
Contii £ o ERO TR TEB G BoERP LAED d R MbAS RY 5 OBk A LB o
de yal i @ S CoNGitd " GQui
code AP sy OIn Rl AA00 SR At oAl CANdiEaRS coRl B4R BOMI BEALe B,
20" 10l catags 200 PRI SoRk é@Weindﬁcﬁgé%b%g%é@l(%t@éfhl&'@é‘f‘! ng s¥btce

conditrons for use point", a value co Figure 15A) indicating

the valde 5309 randa sPRdiGiiah £8HR: 03BnkRFatge JOBIL MEANVATue 2odel 6006L 8o
| arger)” are set as "User Conditions". "Equiprment Conditions 20" in UCP B

i ndic r Oy SN 1t 1 1% NiH AR D 20 dinRMeBhdSendint tens 38h iPiyGReA,
and tﬁ%sﬁéﬁh H%gﬂ t he séﬁgjcode val ues, an explanation for it wll %EB

onm ttesh) ResamhHo s o=Figyhelldr thegsesur areoBkai AGr "pkeparahidan is@eti on
38 prepares a content provider secure container consisting, for exanple,

of a cont emqufl dnetct Ypredh td diks az conienickey Keafratea tNat eshdkeyoKCoA
(encrypted wth a delivery key Kd), UCP A, UCP B, and the content
£ } similarly to "Equipment Conditions 10" in UCP A, and the both have the
same code values, an explanation for it will be omitted.

Returning to Figure 11, the secure container preparation section
38 prepares a content provider secure container consisting, for example,
of a content A (encrypted with a content key KcoA), a content key KcoA
{(encrypted wifh a delivery key Kd), UCP A, UCP B, and the content
provider's signature, as shown in Figure 17. The signature is obtained
by encrypting a hash wvalue witﬁ a secret key {(the secret key Kscp of
the content provider 2 in this case) in the public-key cryptosystem
of the content provider. The hash value, in turn, has been obtained
by applying a hash function to the data that needs to be sent {content
A in this case (encrypted with the content key. KcoA) ), content key KcoA
(encrypted with the delivery key Kd}, and UCP A, UCP B.

The secure container preparation section 38 sends the content
provider secure container to the service provider 3 by attaching the
authentication certificate of the content provider 2-1 shown in Figure

18. The authentication certificate consists of its version number,

its serial number assigned to the content provider 2-1 by the
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provider's signature, as shown in Figure 17. The signature is obtained by
encrypting a hash value with a secret key (the secret key Kscp of the
content provider 2 in this case) in the public-key cryptosystent of . the
content provider. The hash value, in turn, has been obtai 3 QMmggﬂywlng a
hash function to the data that needs to be sent (content A in as
(encrypted with the content key KcoA)) , content key KcoA (encrypted with
the delivery key Kd), and UCP A, UCP B. The secure container preparation
section 38 sends the content provider secure container to the service
provider 3 by attaching the authentication certificate of the content

provi dekeZxteabonn LOcFhgur oo 18 T8 cant Nen ESathon Sar Uddpals qanisl st s

of it&°Versi nanb ts-8&riaf ass & &St ent prOV|der

2-1 by;Lhe 3,0 JAN 2004, Ger i %%tatg aaey ot AT
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used élgnature name he certitication agency, t e%val

periogde Of tahfttfé-l-icryp 'c%'}tﬁ ddilLatg %HQK‘;‘Qﬁe' 1P4bld

and Signature wth't e secret ca of e cert$ |cat|on

age“?glgﬂéthte qeﬂte tBElOMEL‘EEr tﬁe sezeets'ke@,atw@a o Lb‘if‘é’éékﬁhﬁ%tfpén

fal si ation roduced by conputing, "by means of a hash function, a

hash gagﬂgytrggtggg ggh@engoppgv§g@§ ang encrypting the hash value wth t he
secret; key of public-key cryptography. Hash functions and signature

aut hent i cahOns Wrldt e dasesblat RIOWEoA Bashikupgtion . acTents pa%dutiuvd
the data to be sent, conpresses it to data of a specific bit length, and

out pubg éémﬁﬁt@n@?%‘y yiddis ofHasRakUnNelhhens ofl eaChasRCcE LI b etk dnd tHwlddta i S

difficult to predict

/ } to be sent and encrypting the hash value with the secret key of public-key
cryptography.

Hash functions and signature authentication will be described
below. A hash function accepts as input the data to be-sent, compresses
it to data of a specific bit length, and outputs it as a hash value.
Hash functions are characterized in that _it is difficult to predict

. the input from the hash value {(output), that if one bit of input data
changes, many bit:s of the hash value change, and that it is difficult
to find out input data that have the same hash value.

The receiver that has r_eceived the signature and data decrypts
the signature by the cryptographic public key to obtain a resulting
hash value. Then the hash value of the received data is calculated
and compared with the hash value obtained by decrypting the signature,
to check whether the two hash values are identical. If they are
determined to be identical, the received data has not been falsified
and it has been sent by the sender that has the secret key corresponding

to the public key. Examples of the hash functions used for signatures

include, MD (Message Digest) 4, MD5, SHA (Secure Hash Algorithm), etc.

-33-



the input from the hash value (output) , that if one bit of input data
changes, many bits of the hash value change, and that it is difficult to
find out input data that have the sane hash value. The recgeiver that has
recei ved the signature and data decrypts the signature b Uhd[\N %pgﬁ
cryptographic public key to obtain a resulting hash value. Then the” hash
val ue of the received data is cal culated and conpared wth the hash val ue
obt ai ned by decrypting the signature, to check whether the two hash val ues
are identical. If they are determned to be identical, the received data
has not been falsified and it has been sent by the sender that has the

t k ' ;G 1 key. 1 .t f [
ised for SGREEEIRENtE il QB Wi s B s, Pere o EPEdy BT
Al gor i - C 004 | Lok r oqr. iy D
degcréééﬁﬁnlﬁ o%%i%g?df%ﬁ%ﬁegﬂ%%ﬁﬁggg e§ﬁ€r§%F%g¥§8h3cg |§RWE§ % ?ﬁg sane

key ( f@a)aﬁdoae?ggﬁﬁmﬁi, %kﬁrhdcﬂg‘d&%é%k%gr E)Wlf &égﬁﬁig%&ﬁf RRRY

uses different keys encryption a cryption. I'n pu

Crypt g Pl @rPhnbNgecke¥eibs. ”%?pﬁﬂ@lih(l’k_el%u&r??@o@trﬂﬁﬁ Keyn&JE Bhie
kept secret. "The key that can be made public iS called a pugflc key while

the keyyshad hsde keRb1 S€CrBht| EneabtrErakggCEah key kePeWsadiyhi.Calhe ke
public-key cryptosystem RSA (Rivest-Shamr- Adleman), will be describe

bri eftyat Rtdtbe S i@ficany loallade pRib1RS K yantig cakdedebgr fhaed i sand
then their product n is determined. The least common nultiple L of (p - 1)
and - (kept 19e@r et COgpUitUecdandsethetvakiye e that is equal to or larger than

3 and less than L and that is relatively prinme to L is determned (i.e.,
itye val ue Nchata wiygi@ol public-key cryptosystem, RSA (Rivest~Shamir-
Adleman), will be described briefly. First, two significantly large
primes p and g are determined, and then their product n is determined.
- The least common multipie L of (p - 1) and (g — 1) are computed, and
the value e that is equal to or larger than 3 and less than L and that
is relatively prime to L is determined (i.e., the value that will go
into both e and L, which is only 1}.
Inmodulo L arithmetic, themultiplicative inverse d of the element
e ils determined. In other words, the relétionship ed = 1 mod L exists
. among, d, e, and L, where d can be calculated by Euclid an algorithm.
‘ Here, n and e are public keys and p, q, and d are secret keys.
| Cipher text C can be calculated from plain text M by ‘equation (1) .
C = M®* mod n ' e (1)
The cipher text C is decrypted into the plain text M by equation
(2).

M = C% mod n . (2)
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into both e and L, which is only 1). In nodulo L arithnetic, the
multiplicative inverse d of the elenent e is determ ned. - In other words,
the relationship ed =1 nod L exists anong, d, e, and L, where d can be
cal cul ated by Euclid an algorithm Here, n and e are public keys and p, q,
and d are secret keys. Cipher text C can be calcul ated fronaaialn text M by
equation (1) . C=Menmdn ... (1) The cipher text Cis o]
the plain text Mby equation (2) 3 0 JAN 20L14 Denonstration is on1tt

The reason why plain text can be converted into cipher text by RSA and

ci pher text can be decrypted i-s that RSA is based on Fermat |s first

theor em apdybla - equat han el el doaul 2eCom (M) pdaTohdyE MoDGe

(3) If one Knows “ftie Secret conpute the secret

key d S APLRE 1Rt 'cgtgg%%‘ Eexmvﬁ}k rfd theuher +obdi gltge of e is

publlc ey nis incre t he extent that the unique factorization of

the pyl %‘;d RsKeYs Bakd dblfl fE'e(i’IHatt d fﬁﬁégsﬁ]ﬁofélﬁ 2RO + F @R a8 Ab1adhe

secret cannot e conputed fromthe public key e and the C|pher t ext

cannot beMdectpre@Mﬂasngylgphym%@ kinowl edge of the public key, . .n.(3#As
descri bed above, the RSA cryptosystem can use different keys for

encrypt i on rapde defdwd th@ns e A¥t anGiNprapalky, ﬁekghe%a/rptc@&qbsltt@nthEldecmé@
Curve Cryptography, wll be described brlefly Let B denote a point on the

el | i peyC doem thelpEbXid HefXe + hiovkoralsf iife taddhunbes of @oynts on the
elliptic curve, Ilet nB denote the result of n additions of B. Simlarly,

subt pagiliieNkey n is increased to the extent that the unique factorization

Y

<} of the public key n is difficult in terms of the amount of computation,

the secret key d cannot be computed from the public key e and the cipher
text cannot be decrypted based simply on knowledge of the public key
n. As described above, the RSA cryptosystem car; use different keys
for encryption and decryption.

Now another public-key cryptosystem, Elliptic Curve Cryptography,
will be described briefly. Let B denote a point on the elliptic cuxrve
yi=x*+ ax + b To define additions of points on the elliptic curve,
let nB denote the result of n additions of B. Similarly, subtractions
will be defined. It has been proven that it is difficult to compute
n from B and Bn. Suppose, B and nB are public keys and n is a secret
key. Using a random number r and the public keys, cipher text Cl and
C2 are computed from plain text M by equations {(4) and (5).

Cl =M + rnB eo. (4)

cz = rB‘ . (5)

Cipher text Cl and C2 are decrypted into plain text M by equation

M

Cl - nC2 _ ... (6)
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will be defined. It has been proven that it is difficult to conpute n from
B and Bn. Suppose, B and nB are public keys and nis a secret Kkey. Using a
random nunber r and the public keys, cipher text CL and C2 are conputed
fromplain text Mby equations (4) and (5). C1 = M+ rnB...(4 =
rB...(5) C pher text Cl and C2 are decrypted into plain text ﬁl@:@é‘d\[lazm@:@
(6) M=ClL - nC ... (6) 3 0 JAN 2004 Decryption is possible only when the
secret key n is available. As can be seen fromthe above di scussion,
Elliptic Curve Cryptography allows the use of different keys for
encryption and decryption, as is the case with the RSA cryptosystem

Ret ur ni ng | qur . t Ut U ticati ct.Lon _39_0

cont ent | pESsiaBt LeRy L praRAB Bnat MR cR bR prte et L i e
cent gf het.Qr cel vl | . fr he - SELV S~
oo A e e e N R s A Bt e TR g PSPy

bef or 1%9,g§iit{?%t%% BeNEEREPEAY HEY s SAREM & GAR @ N8 ardd dlie ypt8loW,C8s is

provi der 3. i s exanple, however, since the content provider secure

cont gifnercdaes, ot cootRyA é@ﬁﬁ@ésygggﬁnation, this nutual authentication
is not necessarily required. The content provider 2-2 has basically the

same conf RUHAL Ry 3% miR@reontienther auicden duthehlecahabd expiasat kongw th
drawings will be omtted. (4) Service provider

the content provider 2-1 performs mutual authentication with the EMD

service center 1 before receiving delivery keys Kd from the EMD service

o

} center 1. It can also perform mutual authentication with the service
provider 3 before sending the content provider secure container to the
service provider 3. In this example, however, since the content
provider secure container does not contain secret information, this
mutl_lal authentication is not necessarily required. | |

The content provider 2-2 has basically the same configuration as
the content provider 2-1, therefore explanation with drawings will be
cnmitted.

'(4) Service provider

Now, the functional configuration of the service provider 3-1 will
be described with reference to the block diagram in Figﬁre 19. The
content server 41 stores the content (encrypted with the content key
Kco), content key Kco (encrypted with the delivery key Kd), UCP, and
a signature of the content provider 2 contained in the content provider
secure container supplied by the content provider 2 and supplies them
to the secure container preparation section 44,

The pricing section 42 checks the authenticity of the content

provider secure container based on the signature contained in the
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Now, the functional configuration of the service provider 3-1 will be
described with reference to the block diagramin Figure 19: The content
server 41 stores the content (encrypted with the content key Kco), content
key Kco (encrypted with the delivery key Kd), UCP, and a sig Ziure of the
content providér 2 contained in the content provider secure g tMrﬁérZ[][]lr
supplied by the content provider 2 and supplies them to the secure
cont ai ner preparation section 44. The prici.ng section 42 checks the
authenticity of the content provider secure container based on the
signature contained in the 3 0 JAN 2004 content provider secure container

i . | . , T
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ey, the authenticity of the content provider secure container 1s checked.
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the pricing section 47 prepares according to‘the UCP contained in the

cont et q Bhovi S8k s 84K €ng QN AtIEpuBNE cSURP! tBS dheBnt - 1hPo$agid Bontent
contai ner preparation section 44. Figure 70 shows t wo price tags, PT A-1

(Fi guseo20A0 r aBdeitfe Acdn i AUF €1 30BhecREgRared according to UCP A of the
Figure 12A. A PT contains the information to be specified in "Content ID,"

" Cont ent RrowrdeaudBent WG Y B’ theSebviteatPbevvdeler BecurBTcbBtaihet is
Validity Period,"” "Pricing Conditions," and "Price." "Content ID, "

" Conteswi £ Drvd dethé Doricand s4€PioR' 40f pPdpaeent BTB atbertnhgr wat ithe UCP
specified in the corresponding itens of the UCP. That
contained in the content provider secure container and supplies them

) _
to the secure container preparation section 44. Figure 20 shows two
price tags, PT A-1 (Figufe 20A) and PT A-2 (Figure 20B), prepared
according to UCP A of the Figure 12A. A PT contains fhe information
to be specified in "Content ID," "Content Provider ID," "UCP ID,"
"Service Provider ID," "PT ID," "PT Validity Period,"™ "Pricing
Conditions," and "Price."

"Content ID," "Content Provider ID," and "UCP ID" of PTs contain
the information specified in the corresponding items of the UCP. That
is, "Content ID" of PT A-1 and PT A-2 contains thé ID of content A,
their "Content Provider ID" contains the ID of the content provider
2-1, and their "UCP.ID" contains the ID of UCP A.

."Service Provider ID" contains the ID of the service provider 3
that has provided the given PT. "Service Provider ID" of PT A-1 and
PT A-2 contains the ID of the service provider 3. "PT ID" contains
the ID assigned to the given PT: "PT ID" of PT A-1 contains the ID of
PT A~1 and "PT ID" of PT A-2 contains the ID of PT A-2. "PT Validity

Period" contains information about the validity period of the given:

37—



is, "Content ID'" of PT A-1 and PT A-2 contains the ID of content A their
"Content Provider ID" contains the ID of the content provider 2-1, and
their "UCP I D' contains the ID of UCP A "Service Provider ID contains t he
I D of the service provider 3 that has provided the. given PT. if

Provider I1D'" of PT A-1 and PT A-2 contains the ID of the servi pﬁb@ﬁ&@NMﬁ
3. "PT ID" contains the ID assigned to the given PT: "PT ID'" of PT A-1
contains the ID of PT A--1 and "PT ID' of PT A-2 contains the ID of PT

A-2. "PT Validity Period" contains information about the validity period

of the given, 3 0 in 2%PT: "PT Validity Period" of PT A-1 contains the.
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Condi t1 ons” Pricing Conditions I'sset to tlon Thus

A-1 capnhe+38heet &ont Q1hY 1%6@&&&1%?%50u¥”th%n%ﬂé @y ife @é'éjr who
"Equi pnrent Conditions 1011 of "Pricing Conditions 10", actually, code

val UBgafl s €8EAE IS [Alves 00, aleR ment t b YW vkl s i rmation
| f art fregog ¢ip MYt 1o talihs THIRA

Condi tions 10" of ricing Condi ons 10"
‘ about the conditions for the equipment that can select the given UCP.
In the case of PT A-1, "Pricing Conditions 10" is specified. "User

Conditions 10" of "Pricing Conditions 10" contains information {'Male’)
indicating that the user is male. "Equipment Conditions" of "Pricing
Conditions 10" is set to "No Condition.' Thus, PT A-1 can be selected
only by mal.e users.

In "User anditions 10" and "Eqﬁipment Conditions 10" of "Pricing
Condit_ions 10", actually, code values of each type of code are set as
-shown in Figure 21A, "User Conditit)ns 10" of "Pricing Conditions 10"

\ contains a' service code 0lxxh (Figure 15A) meaning “with condition of

| sex”, a value code 000000h indicating a male, and a condition code Olh
(Figure 15B) meaning “="”. "Equipment Conditions 10" contains a service
code 0000h meaning “No condition”, a value code FFFFFFh having no meaning
in this case and a condition code 00h meaning “No Condition”.

In the case of PT A-2, "Pricing Conditions 20" is specified. "User
Conditions 20" of "Pricing Conditions 20" contains information

('Female') indicating that the user is female. "Eguipment Conditions"
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contains a service code O xxh (Figure 15A) neaning 'wth condition of

sex", a value code 000000h indicating a male, and a condition code A h

(Fi gure 15B) meani ng "Equi pnent Conditions 10" contains serV|ce code
0000h nmeaning "' No condition", a val ue code FFFFFFh havi ‘Hgﬂv i in
this case and a condition code- 00h meani ng ' No Condition". Eﬁiﬁése of
PT A-2, "Pr|C|ng Conditions 20" is specified. "User Conditions 20" of
"Pricing Condi tions 20" contains information ('Female 1) indicating that
the user is female. "Equipnent Conditions”" 3 0 JA N 2004 of "Pricing
Cbnditions 2011 is set to 'No Condition. Thus, PT A-2 can be selected only

by feq@ PrROiy Cdhdi ;i%i%rnscgﬁd' ir% %%e i%rBdciSEﬂH POENT (ANl tigang 20 of

"Pr|C|ng Con i ons act ua val ues each type o code are

set ase SOP¥RLER Fhoyrey2EBnal gbgg Cgndi tions 20" of "Pricing Conditions
2011 contain a service code C)xxh (Figure 15A) neaning "with conditions for

sex", a valeysedecGREPO9BnsNh €k rguli BABLE coNdi 81§98 d 8F ‘3?95?019@1

(Figure 15B) neaning "Equi prrent Conditions 20" contains a service code

0000tc dredit N@ns Neoeondidi Ny, &Rl Wa 16eee oFFEEERN P8Yidg coie BRANLBE bR
this case and a condition code 00h neaning "No Condition". Returning to

Fi gurgh@bh {Preicrireoob1BTs costai @@nahcwﬁagpo'cnﬁr gerivhery tbadcenbaat 2io
used according to the use type (i.e., the price of the rights to use the
cont efdnBetnradisegviect beds pEDt:in ediysed Ypa) mnepethdived i cohdypeonef for
"Usage Detail s" of the corresponding UCP. This neans that 12000 Yen'
specidd»xt, ia varue ecddd 100 @h Anbiand inkPRO féaa’le, spad ki edndhtibni cedal”
on PT A-2 indicate the purchase price (charge)

: } O0lh (Figure 15B) meaning “=”. "Equipment Conditions 20" contains a

service code 0000h meaning “No condition”, a value code FFFFFFh having
no meaning in this case and a condition code 00h meaning ®No Condition”.
Returning to Figure 20, "Price" of PTs contains the usage chairge
when the content is used according to the use type (i.e., the price
of the rights to use the content according to the specified use type)
specified in "Type" of "Usage Details" of the correspon:ding UCP. This
means i:hat 12000 Yen' specified in "Price 11" on PT A-1 and '1000 Yen'
specified in "Price 21" on PT A-2 indicate the purchase price {(charge)
\ of the content A since "Type 11" of "Usage Details 11" in UCP A (Figure
12A) is specified to 'Purchase and Reproduce’
600 Yen' in "Price 12" of PT A~1 and '300 Yen' in "Price 22" of
PT A-2 are the prices of the rights to use the content A according to
the use type "First-—generation Duplicate" as indicated by "Type 12"
of "Usage Details 12" of UCP A. '100 Yen' in "Price 13" of PT A-1 and
'50 Yen' in "Price 23" of PT A-2 are the prices of the rights to use
the content A according to the use type "'Limited-Time Reproduction’

as indicated by "Type 13" of "Usage Details 13" of UCP A. '300 Yen'
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of the content A since IfType 11" of "Usage Details 11" in UCP A (Figure
12A) is specified to 'Purchase and Reproduce'. 1600 Yen' in "Price 12" of
PT A-1 and 1300 Yen' in "Price 22" of PT A-2 are the prices of the rights
to use the content A according to the use type "First- generatlon :
Duplicate" as indicated by "Type 12" of "Usage Details 1 igquqa ﬁlOO
Yen' in "Price 13" of PT A-1 and 150 Yen' in "Price 23" of

prices of the rights to use the content A according to the use type
"Limted-Tinme Reproduction' as indicated by "Type 13" of "Usage Details
13" of UCP A '300 Yen 30 , WL 2041 in "Price 14" of PT A-1 and '150 Yen'

in "Pp ﬁ0§§34"e0f4'PT (31 ?@%r 9&R T “’Qﬁnr'ﬂﬁ%gg %Em tp'f‘fgf.(."cc%fl% %ge

t he use T1&%¢t0 dup iC imes as indica

(DSEJS: Jl:%aﬁée ?"g)hérr{gplééin er s&éa%gxz?%c?%ﬁl ce@ %@nq#AIL%%S &gﬁﬂéﬁ & lfcc'aarrta e
users}h@%? QQaer@dlndiéaE%?_ %Zsf@%tlh@t d e'[f}:rvd]éif%é)ﬂhﬁ:r s Aar 'l fa'iﬁiﬂg.ce

as hig the prices exanpl e "Price 11" on PT

for "UsagerDetd & Sexéigqglé’f Jv@nAthé £290Q5YeR. pT" Rr—'lcefa% 1@RYRE A2 nfDie
"Usage Details 11" of s ' 80 Yen." Simlarly, he prices

specihsedsi %ncﬂih@%rl%%s éIQPTE(JZ?aéélleabﬁfg s eRhCchiM8s 28 Bt dde

prices specified in "Price 22" to rice 24" on PT A-2. In short, female

usersij eathriupR seentemdt Arat phakkst be 1r inca asecoPes b thmiaJag_w@p&.lces
Figure 22 shows PT B-1 and PT B-2 prepared according to UCP Bin Figure

12B. & #r h-n Frouwr exd@dplenchihdes theidd 10f" eenbenti-A foD "Ufsagometrati 1s

prowder 2-1, IDof UCP B, validity period of UCP B, Id of service

Q}OV|ﬂEv £ lyckrol sPT2Bod, veal rdirpyiper 2ad oh PT B-2, flom ¢iUzggeomedittaiols
11" of UCP A is '1000 Yen.' Similarly, the prices specified in "Price
12™ to "Price 14" on PT A-1 are twice as high as the pricés specified
in "Price 22" to "Price 24" orn PT A-2. ‘In short, female users can use
content A at half the price as compared to male users.

Figure 22 shows PT B-1 and PT B-2 prepared according to UCP B in
Figure 12B. PT B-1 in Figure 22A includes the ID of content A, ID of
content provider 2-1, ID cf UCP B, validity period of UCP B, Id of service
provider 3-1, ID o.f PT B-1, validity period of PT B-1, pricing condition
30, and two types of prices 31 and 32.

"User Conditions 30" of "Pricing Conditions 30" in PT B-1 is set
to “No Condition” and "Equipment Conditions 30" contains information
('*Slave Eguipment') which conditions the equipment to be a slave
equipment. Therefore, PT B-1 can be selected only when the content
A 1s used by the slave egquipment.

In "User Conditions 30" and '.*Equipment Conditions 30" of "Pricing

Conditions 307, actually, code values of each type of code are set as

shown in Figure 23A. "User Conditions 30" contains asexvice code 0000h
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30, and two types of prices 31 and 32. "User Conditions 30" of "Pricing
Conditions 30" in PT B-1is set to "No Condition" and "Equi pment

Condi tions 30" contains information ('Slave Equipnent') which conditions
t he equi pmrent to be a slave equipnent. Therefore, PT B-1 can be sel ected
only when the content A is used by the slave equipnment. In htb

Condi ti ons 30" and "Equi pnent Conditions 30" of "Pricing 03 kﬁﬂﬁhgﬂgq
actual ly, code values of each type of code are set as shown in Figure 23A
"User Conditions 30" contains a,service code 0000h 3 0 JAN 2004 (Figure
15A) nmeaning "No Condition", a value code FFFFFFh having no neaning in

Equ ﬁa‘é%eqr%o”ﬂ%ﬁ e oS ”“%Od‘%%%%réﬁ' b Eghd % "B fepRERE o RaTeher d rgﬁ] ne
‘ = :

val e A2 P8 GotBnameina o %‘*g’mv?fa@ B TRabke %%%E”F@%n%t e

s Se‘tlgé Océ)r?’&‘lﬁ&@"f‘g." &é%%réondlti%}lé 5 "efgv”%%%gé %goiﬁ 8g¥ 'v‘ées

.are set since e equlp IS se eI (0] or t e sl ave

equi Pé@ﬁp 0 Y&lerd ForE L€ vpae Tods L d %éﬂﬂ%ooro'og&hwﬂ@am%@r Sgiyaty on

is pertforned four tines as "Type “Usage Deta

(Fi g%&l&@@oflé‘?c&?k@ﬁll W ther tﬁleaﬁ)’afue AR0.is 300 13/@@006541P'ih8§ca%%_nd S

the price when ication is 'performed two times as " Type 2 Usage

Det aidg, Zge 105~ 'Aﬁ'a fnkndbrat £8on RBYAEers Bledy 3’ 031 tnddrdi iy ewr:xar @ﬂa@Q%Q"r)d‘ ng
to UCP B includes, as shown in Figure 22B, the ID of content A, |ID of

cont ey ﬂ{ﬁ/léi@m;?-rel,, d&wfcdé@x%zldé@ar% IR @fi iRy \Hhee eRfudypdert JrudbdP
?of PT-B-2, validity period of PT B-2

“ E is set at below number 100 for the slave equipment.

100 Yen' in "Price 31" on PT B~1 is the price when reproduction
is performed four times as "Type 21" of "Usage Details 21" of UCP B
(Figure 12B) indicates 'Pay Per Play 4'. Also, '300 Yen' in "Price
32" is the price when duplication is performed two times as "Type 22"
of "Usage Details 22" of UCP A indicates"Pay Per Play 2'.

PT B-2 prepared according to UCP B includes, as shown in Figure
22B, the ID of content A, ID cof content proﬁider 2-1, ID of UCP B, UCP
B, ID of service provider 3-1, ID of PT B-2, validity period of PT B-2,
pricing condition 40, and two types of prices 41 and 42.

"User Conditions 40" of "Pricing Conditions 40" in PT B-2 is set
to “No Condition” and "Equipment Conditions 40" contains information
('Méster Equipment') which conditions the equipment to be a master
equipment. In short, PT B-2 can be selected only when the content A
is used by the master equipment.

In "User Conditions 40" and "Equipment Conditions 40" of "Pricing
Conditions 407, actually, code values of each type of code are set aé

shown in Figure 23B. "User Conditions 40" of "Pricing Conditions 40”
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-_'}- charges when using the content A according to the use type indicated

pricing condition 40, and two types of prices 41 and 42. "User Conditions
40" of "Pricing Conditions 40" in PT B-2 is set. to "No Condition" and
"Equi prrent Conditions 40" contains information (' Mster Equipnent') which
conditions the equipnment to be a master equipnent. In short, PT B-2 can be
sel ected only when the content A is used by the master qu%ﬂngpﬁu ZGQ'UBer
Condi ti ons .40" and "Equi pnent Conditions 40" of "Pricing drtron "
actual ly, code values of each type of code are set as shown in Figure 23B
"User Conditions 40" of "Pricing Conditions 40" 3 0 JAN 2004 contains a
servi ce code 0000h (Figure 15A) neaning "No Condition", a value code

FFFFFEQnE%}I g, g%ggfgé ﬂ%}&g E%dl}jl 031 ng(ﬁﬁﬁ%&%ﬁ;?xgﬁgn%%%%{‘ ﬁ@%deonéi?%nagg 3

neaning on service CcCo

set t@a@Qé%é@ﬁthV%thQB% &rﬁe%%d.fn%r 1 O PRt ahgea Y:%lnlt{ﬂtg?)g'xe ié)ﬁdeset

to 000064h 1 ndicating "val ue 100 tthe condition” code i's set

meani ngsg) (§6Hahe &% i hGMGES )ondte gt cesH m@iﬁkﬁ%ﬁtncgﬁﬁgigoﬂy 43nd Hp[d ce
ont ent

42" on PT B-2 are charges when using the c according to the use

type sadycabedogeNifasdt "t R xkh mehniHRAoq P8t 2bhdii 23 onaRdr” E¥RS RN o4,
"Usage Details 22" in UCP B. Here, conparing the prices on PT B—E (appli ed

to thenshaveme egubpEstt @ndofdeBn 2 dARRIH B toathe 1RPt ghaaMu BERBYE L4 dihe
price on PT B-1is found to be set at two tines as nuch as that on PT B-2.

For exaspie, swbi te LBhi RBadlhgon=P¥ Beluandogaliegqgel§@ Yen', "Price 41"
on PT B-2 indicates '50 Yen'. Simlarly, while "Price 32" indicates '300
Yen', "PriTiee 42'icedli oadiesatddlinePrice 417 and “Price 427 on PT B-2 are

in each "Type 21" of "Usage Details 21" and "Type 22" of "Usage Details
22" in UCP B. |

Here, comparing the prices on PT B-1 (applied to the slave
equipment) and PT B-2 (applied to the master equipment), the price on
PT B-1 is found to be set at two times as much as that on PT B~2. For
example, while "Price 31" on PT B-1 indicates '100 Yen', "Price 41"
on PT B-2 indicates '50 Yen'. Similarly, while "Price 32" indicates
'300 Yen', "Price 42" indicates '150 Yen'

Returning to Figure 19, the policy storage section 43 stores the
content's UCP supplied by the content provider 2 and supplies it to
the secure container preparation section 44.

The secure container preparation section 44 prepares a service
provider secure container consisting, for example, of the content A -
{(encrypted with a content key KcoA), content key KcoA {encrypted with
a delivery key Kd), UCP A, UCP B, signature of the content provider
2, PTA-1, PTA-2, PT B-1, PT B-2, and signature of the service provider,

as shown in Figure 24.
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Returning to Figure 19, the policy storage section 43 stores the content's
UCP supplied by the content provider 2 and supplies it to the secure
cont ai ner preparation section 44. The secure container preparation section
44 prepares a service provider secure container consisting, for exanple,

of the content A (encrypted with a content key KcoA), contgpt ke
(encrypted with a delivery key Kd), UCP A UCP B, signatuégﬂ tﬁ@& gﬁﬁﬁtent

provider 2, PT A-1, PT A-2, PT B-1, PT B-2, and signature of the service
provider, as shown in Figure 24. 3 0 JAN 2004 Al so, the secure contai ner
preparation section 44 supplies the prepared service provider secure

b h h
container 474 RecHELeNOTE B HOCKe. %D, SLLecHing.an, U TLLEBI LY e
nb b
rbe i e g ot %Snéﬂgaiﬁ%lérgseé‘%&g? e

the ngnﬁ¥0£t£98hlﬁ rE?fbﬁﬂﬁéﬂe 4deEnGH. cégﬁéﬁg%hgétysﬂ hed O?B tBﬁe showr

aut hentication I cate e nane an I C key the servi

provi ger p3gdre 28d LhRs$98Q g%% Qh 5t t}g cebhi huhPkhon 12GEReY-i f1e U@;ﬁfﬂaép tO

Figure 19, the policy storagé section stores the’ content's supplied
by thegssogheR! tHMAYd dRIrvA AN reWAReS-1 th{ Gnd RRFEGYE LAY %'g‘é%rc ; the

preparation section 44. The secure contai ner preparation section

prepagegodi 6BhVEAE pB&QMb@%&sSﬁ%@Hef%QnEﬁb“%&EﬁQ@%k%t'Q%e H@héﬂﬁﬁﬁﬂﬁé of
the content A (encrypted with a content key KcoA), content key KcoA

(encrypgtedrnehbion ngh%grYtKQYVﬁdldatycBeéaoalgﬁakﬁbea@Eﬂéﬁ%ﬁaﬂﬂfﬁﬂ

prOV|der 2, PT A1,

3 certificate, the name and public key Kpsp of the service provider 3-1,
and the signature of the certification agency.

Returning to Figure 19, the policy storage section 43 stores the
content's UCP supplied by the content provider 2 and supplies it to
the secure container preparation section 44. |

The secure container preparation section 44 prepares a service
provider secure container consisting, for example, of the content A
(encrypted with a content kéy Kcod), content key KcoA {(encrypted with
a delivery key Kd), UCP A, signature of the content provider 2, PT A-1,
PT A-2, and signature of the service provider, as shown in Figure 17.

Also, the secure container preparation section 44 supplies the
prepared service provider secure container to the user home network
5 by attaching an authentication certificate, such as the one shown
in Figure 18, consisting of its version number, its serial number
assigned to the service provider .3 by the certification agency, the

algorithm and parameters used for the signature, the name of the

certification agency, the walidity period of the authentication
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PT A-2, and signature of the service provider, as shown in Figure 17. Al so,
the secure container preparation section 44 supplies the prepared service
provi der secure container to the user hone network 5 by attaching an

aut hentication certificate, such as the one showmn in Figure 18, consisting
of its version nunber, its serial nunber assigned to the s§ryi awi der -3
by the certification agency, the algorithm and paraneterngZeﬁﬁﬁBQﬁhﬁe
signature, the name of the certification agency, the validity period of
the authentication 3 0 JAN 2004 certificate, the name and public key Kpsp
of the service provider 3, and the signature of the certification agency.

Ret urpning. to Fi gure 19 agai.n, ,the nutyal t hentd cation_section 4
TR et g, iR M SRl s B8rPiEhLBhputder s,

a
perforns nﬁ%ua entr catron “w

[ ecel Hgo i De LANLERLe PLOVLAET S SEUECORLA! BEL LM Lhe content | provi der

2. It a er ns nut ual enticatron w user hone network 5
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net work 5. wever:, i's “mutual thentication IS no per
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exanpl e,” since the content provider secure contal ner service proviaer

SECUr & CONG A PF L0 B0t e £ONL R D1 88F 8EchPEOLERARer FRSmSEHY CRnREAY der 3
need not necessarily performnmutual authentication with the content

provigefv2d@nd User ApSE diet Mids Rt S8E%EGe 1ROV LHeki 8n 4 e Rasheald ¥

the sane configuration as the service provider 3-1,-therefore explanation
Wit h i tavd 1S Welflorke seafihigeldhe(Seridset HOSRLAEE W dire container to the

'\, user home network 5. However, this mutual auvthentication is not
performed 1if, for example, the network 4 is a communication satellite
network. In this example, since the content provider secure container
and service provider secure container do not contain secret information,
the service provider 3 need not necessarily perform mutual
authentication with the content provider 2 and user home network 5.

The service provider 3—2 has basically the same configuration as
the service provider 3-1, therefore explanation with drawings will be
omitted. |

(5} User home network

(5-1) Receiver 51

With reference to the block diagram in Figure 26, an example

- configuration of the receiver 51 in the user home network 5 will be
explained. The receiver 51 consists of a communications block 61, SAM
62, external storage 63, decompression section 64, communications block

65, interface 66, display controller 67, and input controller 8.

The communications block 61 of the receiver 51 communicates with the
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(5-1) Receiver 51 Wth reference to the block diagramin Figure 26, an
exanple configuration of the receiver 51 in the user honme network 5 wl|
be explained. The receiver 51 consists of a communications bl ock 61, SAM
62, external storage 63, deconpression section 64, conmunications bl ock

65, interface 66, display controller 67, and input controlle

communi cations bl ock 61 of the receiver 51 comruni cates w &{]t Si‘g @%N
200't service provider 3 or the EMD service center 1 through the network 4,
sendi ng and receiving necessary informati on. SAM 62 consists of a nutual
aut henti cation nodule 71, accounting nodule 72, menory nodul e 73,
encrypti.gnlde j l.e 7 | I e up
of 51 oFareh pry R taE T ot s S RTERg o2 sPHERS ToBmiGhe ld e liEE &
mul ti zLAXehoCOAFT L-UGEL QT i j : .cel I's inside are sandw ched
by duﬁny agers o% aI&niﬁﬁﬂf%%%%%ﬁ%qffﬁ%ﬁﬂgkﬁggﬁ?t operates at a smal

range of okt AP Rind {RWBICK mhtnal SaLidh CUAL L 6n nEAsl AAA | Lipaakl L4 om
out si de (tanper_—prgl_of . The nylinua}laau?lﬂ%npl}lcap%ongnno u epgfaio'}c agi%l%él?%ﬁe ds
SAM 6gogauthent hedld 3Nmeall kf 1§ ate SNAWN ddy fd GURS: Zn SlodAd 78, thes R Y
nmodul e 73 to the partner of mutual authentication, perforns mutual

aut heghbeRtcH1&NG SURR! i £nddieubeiPan by ckey ikt AR dSesplad Keisively
consequent|ly shared by the partner of nutual authentication to the

encr ypé i i giees ypipiRic sl e THhadhe rautthentyeat bonseeibithbsal 8 Wi crSAMe
contains information that corresponds to the information contained in the
aut hemgmeayi @l Terin didaitae o Ehgdwe ch8) B§ duieng arlets proyideinur-dnd@nthe
authentication certificate (Figure 25) of the service provider

3,}._ like. Since it operates at a small range of voltage or frequency, it

B

is difficult to read data illegally from outside (tamper-proof).
The mutual authentication module 71 of SAM 62 sends SAM 62
authentication certificate shown in Figure 27 stored in the.memory
module 73 to the partner of mutual authentication, performs mutual
authentication, and supplies the temporary key Ktemp (session key)
consequently shared by the partner of mutual authentication to the
encryption/decryption module 74. The authentication certificate of

SAM contains information that corresponds to the information contained

"y in the authentication certificate (Figure 18) of the content provider

2-1 and authentication certificate (Figure 25) of the service provider
3-1. Therefore, its description is omitted.

The accounting module 72 prepares usage control status (UCS) and
accounting information]based.on,the usage details of the selected UCP.
Figure 28 shows an example of UCS when the rights for content have been
purchased according to the use type 'Purchase and Reproduce.’

, It shows UCS A generated based on the usage details 13 in UCP A shown

in Figure 20 and "Price 13" on PT A-1 shown in Figure 20A. As shown
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3-1. Therefore, its description is omtted. The accounting nodule 72
prepares usage control status (UCS) and accounting information based on
the usage details of the selected UCP. Figure 28 shows an exanple of UCS
when the rights for content have been purchased according to the use type
"Purchase and Reproduce.’' It shows UCS A generated based on tg? u

details 13 in UCP A shown in Figure 20 and "Price 13" on PT ﬁﬁi5352004
Figure 20A. As shown 3 0 JAN 2004 in Figure 28, UCS contains the
information specified in "Content ID, T "Content Provider ID " "UCP ID,"

" UCP Validity Period " "Service Provider ID " "PT ID IF "PT Validity

d he " SA " Usy D", "Us s "
[ St of . FLIHER Al UFB, SORERRREEnPr g e i o0 1 15 wcﬁ%?)f%einf i
P ol " ¢ Diryoymns P: - UCS
cgg;gﬁ% ??éﬁ%v¢%§?a.|onﬁgéecPPng?ﬁhlthgcgo§?¥ % i rlpggg of” e “pT.
Thus’Pf@vﬁE}&&gﬁ%& Q U% A "' c%ﬁé?’?er%m e'nt'Ul: Bont ;{eﬁ]t t,g‘?('; g(?gr];

content A nt'ent rovfder RE7 D oF~t he’ co

2, "UGP & Oy # D | ikdity Period" contains the
vaI|d|ty perg %éa¢8€%£r§ " gév?@% érowygIE ¥§D cont ai ns the | D of the
service pryyer,3,1p AT d &b, cant aépgviﬁug]&&?t PJE&I%, nang P{I‘, Yaki; q&t

Peri od" contains the ‘vali |ty period o con ains't

assi gnedi &, t hes Givede oSy adh: tiys "gES 1y O wofy UGS 5 'r'l%dt"h@)fl Qc%f
UCS A. "SAM I D" contains the ID of the equi prent an& of UCS A

o iy gui Rt heepreengs il s i Boranty ettty
f_U’;Ser PT. Thus, in the case of UCS A in Figure 28, "Content ID" contains
the ID of content A, "Content Provider ID" contains the ID of the content
provider 2, "UCP ID" contains the ID of UCP A, "UCP Validity Period"
contains the validity period of UCP A, "Service Provider ID" contains
the ID of the service provider 3, "PT ID" contains the ID of PT A-
1, and "PT Validity Period" contains the validity period of PT A-1.
"UCS ID" contains the ID assigned to the given UCS, and thus "UCS
ID" of UCS A contains the ID of UCS A. "SAM ID" contains the ID of
the equipment and "SAM ID" of UCS A contains the SAM 62 ID of the receiver
N 51. "User ID" contains the ID of the user who uses the content and
"User ID"™ of UCS A contains the ID of user F. |
"Usage Details"™ consists of items "ID,"™ "Type," "Parameter," and
"Control Transfer Status." Of these items, "ID," "Type,"™ and
"Parameter" contain the information specified in the corresponding
items of "Usage Details™ of the selected UCP. Thus, "IDP" of UCSA
contains the information (ID of Usage Details 13) specified in "ID 13"

of "Usage Details 13" of UCP A, "Type" is set to 'Limited-Time

Reproduction' specified in "Type 13" of "Usage Details 13," and
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"Usage Detail s" consists of itens "ID, |IF "Type," "Paraneter," and

"Control Transfer Status." O these itens, "ID " "Type," and "Paraneter"
contain the information specified in the corresponding itens of "Usage
Details" of the selected UCP. Thus, "ID' of UCSA contains the information
(1D of Usage Details 13) specified in "ID 13" of "Usage Det%’ﬂ ;sljﬂ.ﬁzm] Lucp
A, "Type" is set to 'Limted-Time Reproduction' specified i ype 13" of
"Usage Details 13," and 30 JAN 2004 "Paraneter” contains the information
(Start Time and End Tinme) specified in "Paraneter 13" of "Usage Details
13." "Control Transfer Status" of "Usage Detail s" contains the respective

| Ds oﬁ %pgmggggge Sﬁ% EHEHEggegH %lkgftﬁggs rchas%%fg%ﬁngonEent) and

destinafion eqU|pnent ntro of the

selec%? PEEEBS inehphQ mg@%glﬁgade(mUs e'Dﬁt%gﬁ%r95 stransfer is

posSi ho'Controf “trans h~the |ID of the source

equi IOfTEnt %EP&l'ﬂ%?fé&gﬁﬁ Qﬁtbﬁn"ﬁgéng”BQEai‘ig" Féﬁ@ai‘ﬁ t&%,e' D of

t he source equi prment nt ro Transfer Pérm ssion ormat of the

UCP i 8088kt @veNebs PO Mitd &burc &%ﬂﬁf HmeHrangt rlggn%tnﬁct Y35 S RQyl Flu?‘éh%%te& o

"Not Permtted. In that case, contr transfe e content s not

per f o AR MtUn PLEAW 8880 i nat Don QP iilentTh 2N8ESE ¢ = AIYSIh He Uborfi stslleoﬂ Ds

of both source and destination equipnment are set to the ID of SAM 62

becausgfo _ﬁ@ﬂti@h"Téﬁr@{e?rsel%%rﬂEcﬁ@'c@nlén§é’l‘fr@:t"%ﬂrﬁ t@&a " Ysage  Debaichs, 113"
of UCP Ais set to 'Permtted and-because the control of contént A is not

transtesngder”L5agas HISIOr ' 1G0RbALBALEDE HISAOFYr Ofs YRE AODRS f Potithe 1sane
.content. Only information that represents 'Purchase and Reproduce
ID of the source equipment and the ID of the destination equipment are
used as the ID of the source equipment. If "Control Transfer Permission
Information™ of tﬂhe UCP is set to "Not Permitted, ' "Control Transfer
Status" should be set to 'Not Permitted.' In that case, control
transfer of the content is not performed (not permitted). In "Control
Transfer Status" of UCS A, the IDs of both source and destinatiocon
equipment are set to the ID of SAM 62 because "Contrél Transfer
Permission Information 13" of "ﬁsage Details 13" of UCP A is set to
'Permitted' and because the control of content A is not transferred.

"Usage History" contains. the history of use tLypes for the same
content. Only information that represeﬁts "Purchase and Reproduce'’
is stored now in "Usage History"™ of UCS A. For example, if the receiver
51 has used content A before, information that represents the then use
type is also stored.

In the case of the UCS described above, "UCP Validity Period" and
"PT Validity Period" have been specified. However, these items may

not be specified for the UCS. Also, although "Content Provider ID"

has been specified for the above UCS, it may not be specified if the
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is stored nowin "Usage H story" of UCS A. For exanple, if the receiver 51

has used content A before, information that represents the then use type
is also stored. In the case of the UCS described above,' "UCP Validity
Period” and "PT Validity Period" have been specified. Howev t N s
may not be specified for the UCS. Al so, although "Content PELOiJQﬁﬁﬁHBﬁ$
has been specified for the above UCS, it may not be specified if the 3 0
JAN 2004 UCP ID is unique enough to identify the content provider.
Simlarly, "Service Provider ID'" may not be specified if the PT IDis

uni que enough to identify the service provider. The UCS prepared-is sent

63n UHpather WPENCERESeURE ot RC L R d NELHOPy B LGP AP RORE s oy ey Kesve)

of ¢ heaares, SFoRHRE bRk hior 30 ied D ST TR 2 PETHS R AR o B

cach. 3 o el e PR Pt ReB UL N ock B, in turn. i< ivided into
Koo (ncryBEod e E R o e e o) o TS byl T e by CAMED et et™®
T R R R R T R S L SR R s

29, e YeRABIAM Wik FhO8EGe 2B L ANE) s IR H&ﬁ%hl@?&éck?fgﬁwﬁt&ﬁi\eﬁ th

a save key Ksave) for decrypting cintent A"are stored, in matched pairs,
in the bFaege idHcaryRtidHy Yt B e dodile370fo £ RecPlOgki BFr 51 O her sgonhent

keys Kcol and KcoZ (encrypte
\)‘ in Figure 29, the usage information storage 63A of the external storage
63 are divided into M number of blocks (1 MB each, for example): BP-1
to BP-M. Each block BP, in turn, is divided into N number of usage
information memory areas: RP-1 to RP-N. The content keys Kco {encrypted
with a save key Ksave) and UCS supplied by SAM 62 are stored, in matchedl
pairs, in the appropriate usage information memory areas RP of the usage
information stdrage 63A.
In the example of Figure 29, the UCS A shown in Figure 28 and the.
content key KcoA (éncrypted with é save key Ksave) for decrjpting cintent
A are stored, i.n matched pairs, in the usage information memory area
RP-3 of the block BP-1. Other content keys Kcol and Kco2 (encrypted
with a save key Ksave) and usage control status UCS 1 and 2 are stored
in the usage information memory areas RP-1 and RP-2 of the block BP-1.
The usage information memory areas RP-4 (not shown) to RP-N of the block
BP-1 as well as blocks BP-2 (not shown) to BP-M do not store any content
key Kco or usage control status UCS and contain the initial information

which indicates that they are empty. Hereafter, the content keys Kco

{encrypted with a save key Ksave) and UCS stored in the usage information
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with a save key Ksave) and usage control status UCS 1 and 2 are stored in
the usage information nenory areas RP-1 and RP-2 of the bl ock BP— 2@04
usage i nformation nenory areas RP-4 (not shown) to RP-N of th

as well as blocks BP-2 (not shown) to BP-M do not store any content key
Kco or usage control status UCS and contain the initial information which
indicates that they are enpty. Hereafter, the content keys Kco (encrypted
with a save key Ksave) and UCS stored in the usage information 30 JAN 20
menory areas RP will be collectively referred to as usage information if
there is no need to treat them separately. Figure 30 shoms t he accounting
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Detai E b ?th% égggﬁk?ﬁng I'n oggéti%ﬁ ég%#glnntE%Ehr%oggé?%gnoggggsﬁfed
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information A in Figure 30, "Content contains the of contedt A,

" Cont efitp PDOW'@'I%PH%J.M‘E Iﬁ@rim + Dr of r$ 180 %meprﬁy'-defmﬁ-:b "
D' contains the ID of UC#'Valldlty Period" contains the vali

peri oga f UER Per! &@rw-qa:é’rlQJ/l-derSAWIDCGntf@se§ ilbe"l y9fgd etsarnd oe and
provider 3-1, "PT D' contains the ID of PT A-1, "PT Valldlty Peri’od"
) "Accounting History."

"Content ID,"™ "Content Provider ID," "UCP 1ID," "UCP Validity
Period," "Service Provider ID," "PT ID," "PT Validity Period,™ "UCS
ID," "“SAM ID,"™ "Use; ID," and "Usage Details" of the accounting
information contain the information specified in the corresponding
items of the UCS. Thus, in the case of the accounting information A
in Figure 30, "Content ID" contains the ID of the content A, "Content
Provider ID" contains the ID of the content provider 2-1, "UCP ID"
contains the ID of UCP A, "UCP Validity Period" contains the validity

_'period of UCP A, "Service Provider ID" contains the ID of the service
provider 3-1, "PT ID" contains the ID of PT A-1, "PT Validity Period"
contains the wvalidity period of PT A-1, "UCS ID" contains the ID of
UCS A, "SAM ID" contains the ID of SAM 62, "User ID" contains the ID
of user F, and "Usage Details" contains the information specified in
"Usage Details 13" of UCS A.

"Accounting History" of accounting information contains

information indicating the total of the accounts calculated in
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contains the validity period of PT A-1, "UCS ID' contains the ID of UCS A,
"SAM I D' contains the ID of SAM 62, "User ID' contains the ID of user F,
and "Usage Details" contains the information specified in "Usage Details
13" of UCS A. "Accounting History" of accounting information contains
information indicating the total of the accounts calculated in 3 3 JAN 2004
equi pnent. "Accounting Hi story" of accounting informtion A qygﬁﬁmb

total of the accounts calculated in the receiver 51. In the accounting

i nformati on descried above, although "UCP Validity Period" and "PT
Validity Period" have been specified, they may not be specified for the

UCS. hougl). . rQvidar ¢ D : 1 fied in :

accpué%?%%m?% orma ﬁ6ﬁ93%§@$f§éﬁx% ngf‘g%g@ﬁ%g?ﬁ%?;@%ﬁ%%@%% |£ﬁc§pﬁPﬁéFiEP
| D | Scupi giea enox0BnL 0akbdslhiLY chhgy1GRakerh BHRVERL: yBMidhar |y, " Service.
Provider D" may not be specifie it the PT 1D Is uni que enough to identify

the servic i rng Lgu cbh r % t ores
keys such:ggp&?%ég%%%??ﬁﬁi%yﬂﬁgﬂr%€tg&ﬁd%gég?h%&sgggggpkéigﬁgghgf g %IGZ,

the pybligitieyeKpege fhqt MeTEYD) $8K ¥ CO-ceBHE hdvel BReRUBLEE 1 keXaKPER Lf
the certification agency, the save key Ksave, and three nonths' delivery

keys igy hbe Bot Bgakieakhoroeekhif yegt.e Af sSAMIBEZnbTHHUNEcRYEntaleoY I
information (for exanple, the accounting information "Ain Figure 30),

r ef er encehd Nidimbperitiedand dhawdesudfiverinficraidtObn Valskes b kbb@re,
HP-M as shown in Figure 31. Figure 32 shows the reference information 51

st or etlt ina ¢ i@ tTBRDEPechBdubiel £ 7She TP Mef esenseqi8f Qidldh b dARkAIITS; the

predet er m ned :

b content provider. Similarly, "Service Provider ID" may not be
specified if the PT ID is unique enough to i_denti fy the service pro’vicier .

Returning to Figure 26, the memory module 73 stores keys such as
the public key Kpu of SAM 62, the secret key Ksu of SAM 62, the public
key Kpesc of the EMD-service center 1, the public key Kpca of the
certification agency, the save key Ksave, and three months' delivery
keys Kd, the authentication certificate of SAM 62 (Figure 27),
accounting information (for example, the accounting information A in
Figure 30), reference information 51, and M number of verification
values HP-1 to HP-M, as shown in Figure 31.

Figure 32 shows the reference information 51 stored in the memory
module 73. The reference information contains predetermined
information specified for each of the items of "SAM ID," "Equipment
Number," "Settlement ID," "Charge Limit," "Account-Settling User
Information," "Subordinate User Information," and "Use Point
Information."

"SAM ID, " "Equipment Number, " "Settlement ID," "Account-Settling

User Information," "Subordinate User Information," and "Use Point
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information specified for each of the itens of "SAMID," "Equi pnment

Number," "Settlement ID" "Charge Limit," "Account-Settling User
I nformation,” "Subordinate User Information," and "Use Point Information."
"SAM I D, " "Equi pnent Nunber,"” "Settlenent ID " "Account-Settling User

Information,” "Subordinate User Information," and "Use Poi r§ ﬂBJM}%M%W
| nformation" of the reference information contains the informat

specified for the itens corresponding to the ID of SAM 62 in the system .
registration information (Figure 9) nanaged by the user managenent section
18 of the EMD service center 1. Thus, the reference information 51

cont ai ns the 1D of SAM 62, equi pnent nunber (100) of SAM 62, settlerrent | D
of usép PrméEéSF} odefthe; ﬁ&fﬁ§@PclenfL@rfﬁEﬁa$ﬁ%’f Q%E?allm’( g‘%rf%rleﬂ ormation

i nformati Qn nane, .address, phone nunber, settlepent instit

. infor ﬁﬁ??&ﬂ?l %r i LERS %a%reaﬂan%se? £e fhefg %stsl%rﬁg b’P ’it}t%%rsysr—‘}em
T RS GAIE llT BAUE
B e SR
e e
Pk SN D 1 A LR T

t gmoéﬁ%bkréaqﬁghﬂ(Eﬁgdnaﬁ@)(tad%@é@b%h&fle el sy fgectaéleqr(éryta'ﬁ%scl'ﬂ%élsﬁ

'\} information, date of birth, age, and sex), ID, and password of user

F), and the same information shown by the use point information (Figure
10A} shown in Figure 33.

"Charge Limit" contains the upper limit on amounts charged, which
varies depending on whether the given equipment is registered formally
or temporality. "Charge Limit" of the reference information 51
contains the upper limit on amounts charged for formally registered
equipment ('FormalzRegiStration') because the receiver 51 has been
formally registered. The upper limit of amounts charged when formally
registered is higher than the upper limit of amounts charged when
temporarily registered.

Next, M number of the verification values HP-1 to HP-M stored in
the memory module 73 shown in Figure 31 will be explained. The
verification value HP-1 is the hash value obtained by the application
of a hash function to all the data stored in block BP-1 of the usage
information storage 63A (Figure 29) of the external storage 63. The
verification values HP-2 to HP-M are hash values obtained by the

application of the hash function to the data stored in the corresponding
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the menory nodule 73 shown in Figure 31 will be explained. The

verification value HP-1 is the hash val ue obtained by the application of a
hash function to all the data stored in block BP-1 of the usage

i nformation storage 63A (Figure 29) of the external storage Q?Q]IDEN 2004
verification values HP-2 to HP-M are hash val ues obt ai ned by

application of the hash function to the data stored in the corresponding 3
0 JAN 2604 bl ocks BP-2 to BP-M of the external storage 63, as is the case
with the verification value HP-1. Returning to Figure 26, the
encryption/decryption nodule 74 of SAM 62 consists of an decryptlon uni t
91, random nunber generator unit and encrggtlon unit 93,

decr yprOGHS B T2 990 dRRTY 5 Ehe e}é\a%F%%e%t%ﬂ nb3ke§SKED Wl?hC?ﬁ@ with

delivery key, Kd and outputs the results to the encryption unit 93. The
randdﬁ?%dﬁ%%% b%%%+%?o?gﬂﬁ?t 9% generates a random nunber-with

ey Kt o P8 PRI o tls S %@%‘ﬁ%ﬂ%‘%ﬁﬁ%ﬁf’%ﬁ Fhinipiueg 4e' &
[ { t t Th
éiqzéﬁ@ézs%ﬁ?ﬁ%%%%t%d&cﬁa@n e e e avgr%%yr‘éﬁaé&”
t t T l'i ed
ot 2 extl reCOTBr 08 BATCVREN oot N L IRe RO EaT *e%‘%% FHE
oo TR 0 DGR LOR: Ofey REDATENDLLEY eﬂ%grg,bkgg}cmﬁ%d fouwﬁtdtt e

t enporar ener e random numnoer “gener at or

data chgek '&J%égé&%@é #ﬂ%ﬁ’fﬁ BN Gl eckqbl g{mbg YspdLator unit
. ‘I nf ormat 1 on orage e external stor age or al sification
!_} 92 generates a random number -with predetermlned digits during mutual
authentication, generates a temporary key Ktemp as required, and
outputs them to the encryption unit 93 as required (for example, during
mutual authentication).

The encryption unit 93 encrypts the decrypted content key Kco again
with the save key Ksave stored in the memory module 73. The encrypted
‘content key Kco is supplied to the external storage 63. When sending
the content key Kco to the decompression section 64, the encryption
unit 93 encrypts it with the temporary key Ktemp generated by the_ random
s number generator unit 92. |

The data check module 75 checks the data in a block BP of the usage
information storage 63A of the external storage 63 for falsification
by comparing the hash value of the data stored in the block BP with
the corresponding verification value HP stored in the memory module
73. The data check module 75 also recalculates the verification value
HP when purchase, use and control transfer of content take place and

stores (updates) it in the memory module 73.

_52-



by conpar,ing the hash value of the data stored in the block BP with the
correspondi ng verification value HP stored in the nenory nodule 73. The
data check nodule 75 al so recal culates the verification value HP when
purchase, use and control transfer of content take place and stores
(updates) it in the nenory nodule 73. 3 0 JAN 2004 The oMMsﬂ]%
section 64 consists of a mutual authentication nodule 101, decryption
nodul e 102, decryption nodul e 103, deconpression nodule 104, and

wat er mar ki ng nodul e 105. The nutual authentication nodule 101 perforns
mut ual authentication with SAM 62 and outputs the tenporary key Ktenp to

the decrypI{hion e%%% lree[sr]%s(%.%n gg%tg%&;égt L gﬂsfggé'lc?%&l%éyd?EZalﬁe eﬁ@f@gfﬁéé

key Ktenp ecrypt e conten €O encryp nmporary

Kt em}n @l?ige Cilégeucﬁéi%gﬁ’aigﬁ llHotd%lteﬁl é?,e &%@ﬁ%ﬂ&ﬁ]&ggﬂggll% 31,0§eca_19§5essmi?ﬁ

decryﬁflon nodul e eCrypts the. content “recor on the HDD

the Cmorcﬁﬁ@fé X&¥, K&a ﬁgéeg@%gyﬁgt {ledﬁ%%“'lbg.tOThéhﬁuﬁlﬁ&P”EﬁEEéﬁﬁ’ﬂcﬁPﬂBhe

104. e deconpression no urther econpresses the decrypted

cont gt 3PYe & 3 N % A TRAGZ haRE 1 QRS withesiwsd beid Buthlts the

wat er mar ki ng nodul e 105. The wat ermar ki ng nodul e 105 wat er mar ks

i nf or @b OPa £ ¥ely REempMcbithd Bhdriydthecrbdent iforr, rdemtdddgaticmedutibe

receiver 51 and outputs the results to speakers (not shown) to reproduce

nusi Cp 07 RS GOPMR HicaRidrRSy REQHE Hifp €6HBEY HA eReVddit driteke @RI/ en8r 2Pt edof
the user home network 5. The interface 66 converts the signals from SAM 62

and the es aRiReS 10 KECKitefph4ahat GuBpspecthé etk S10rte ard thut gutsypthen
results to the HDD 52. It al so converts the signals fromthe HDD 52 into a
“Specihodal & or 03 andr i idudrsyptieon epditls 10 SAMGand thkecontent recorded
on the HDD 52, with the content key Kco, and outputs the results to
the decompression module 104. The decompression module 104 further
decompresses the decrypted content by a method such as ATRACZ2 and outputs
the results to the watermarking module 105. The watermarking module
105 watermarks information (such as SAM 62 ID) in the content for
identification of the receiver 51 and outputs the results to speakers
(not shown) to reprodgce music. |
The communications block 65 communicates with the receivers 201
. of the user hoine network 5. The interface 66 converts the signals from
SAM 62 and the decompression section 64 into a specified form and outputs
the results to the HDD 52. It also converts the signals from the HDD
52 into a specified form and ou_tputs the results to SAM 62 and the
decompression section 64.
The display controller 67 controls the output to a display unit

(not shown). The input controller 68 controls the input from an

operator panel (not shown) consisting of various buttons.
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deconpressi on section 64. The display controller 67 controls the output to
a display unit (not shown). The input controller 68 controls the input
froman operator panel (not shown) consisting of various buttons. 3 0 JAN
204 The HDD 52 stores registration lists |like the one sho ingNgﬂﬁﬁ 34
in addition to the content and the like supplied by the s i p #d

3. The registration list consists of the |list section that stores

tabul ates informati on and the SAMinformation section that stores
specified information about the equi pnent that possesses the given
registration list. The SAMinformation section stores (in the "SAMID'

field) thenheSAdD @Zoétéﬂ@s :ﬂ%&ﬁ'@fﬁti&@ﬁ&%@@i%‘é%ﬁ@%% \é@fbvhzeghsﬁéh'z%n

list, in this exanple, AM 62 | D of the receiver I't also stores

the valigi s¥dpeibRdtef th@ecbﬁﬂéﬁtr ahi0Bhbki 38 kbi BupBeieMabidichy Rerdadie
field) , version nunber of the registration list (in the "Version Nunmber”

fiel roandenuberrref requisyyeiti czonneat ednkiiRelsudicnghehl s seqyepiBBh) thiih
t he "Nunber of Equi prent Connected" field), which is three in total, in

t hi s exargs ef albuThtds nintbenaetehvendSthit seMf iafdrinhe ibwo sl’ee:QQIO\!lETtﬁlatZ(-)l
and 301 connected to it. The |list section consists of nine itens "SAMID,"
"Usersttdrés S chbsd ngnforAstbont albgut tigueguepmeBt| tedt" pobBatees the
Equi prent," "Status Flag," "Signature to Conditions,"” and "Signature to
Regi strath oned¢isttatnon Lhsthis exanple, stores the registration
conditions of the receivers 51, 201 and 301. "SAM I D' stores the SAM I D of
t he equi pridmm SHM]IHﬁQIMﬁ@ﬂqﬂ£§e¢tEDn stores (in the "SAM ID" field) the

i} SAM ID of the equipment that possesses the given registration list,
in this example, the SAM 62 ID of the receiver 51. It also stores the
validity period of the registration list (in the "Validity Period"”
field)', version number of the registration list (in the "Version Number"
field), and number of equipment connected -(including this equipment)
(in the "Number of Equipment Connected" field}, which is three in total, ,
in this example, including the receiver 51 itself and the two receivers
201 and 301 connected to it.

The list section consists of nine items "SAM ID," "User ID,"
"Purchasing, " "Accounting," "Egquipment Billed," "Master Equipment,"
"Status Flag," "Signature to Conditions," and "Signature to
Registration List™ and, in this example, stores the registration
conditions of the receivers 51, 201 and 301.

"SAM ID" stores the SAM ID of the equipment. In this example, the
SAM 62 ID of the receiver 51 is stored. "User IDﬁ stores the ID of

the user of corresponding equipment. In this example, the ID of user

F is stored.
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SAM 62 I D of the receiver 51 is stored. "User |ID' stores the ID of the
user of corresponding equi pnent. In this exanple, the ID of user Fis
stored. 3 0 JAN 2004 "Purchasing" stores information ('Yes' or 'No') which
i ndi cates whether content can be purchased. In this exanpbe si nce the
receivers 51 can purchase content, 'Yes' is stored. "Acco dﬁhﬁé$¢§%mﬁes
information ('Yes' or 'No') which indicates whether accounting can be
performed in communication with the EMD service center 1. In this exanple,
the receivers 51 can perform accounting since the user Fis registered as
an account- settling user and thus the appropriate rows of the

" A ti " | t '"Yes. ' "Equi. B'h| d"' .t . SAM | f

L he ot o sl St orebe T heo HAL1OB (I d85" P (NPeS cibish cinaltatelt o
i 51 ( SAM 62 f ti f h | SAM 62 | D

C o uffhai cOREELR L g BEECRLILACC O I o Shpt 88 TR A Sne Sl SuL ' o

t hat id t t,if,. th i i t 1 Nt

Chal can B CON BNl b ghUen WD 1 CCelyES ool L.

exa”ﬁ'r?;c? 2k jf%ﬁ(g,‘%%rs bl eﬁgm’g,gtgfc?ﬁ:ﬁ{giﬁ%% LG SR ia%%o%‘&‘iin%ggzg\gfﬁieﬁ 8

i nfor which i'n es ere I's no equi pnment

cont rfo%rééc?rﬁg-céﬁﬁ@ﬁi’éaﬂ&g"?ﬁ%lﬁrﬁﬁe?ﬁMDrEéHf%EEi QERLLe Ghe pperat Lon

of tHhe "appropriate equipnent. | ere i's no suchrestriction, appropriate

| ATOTIRION, ( (e RRRIIVELIB1) dadh PeRrRln, blocleiS Y @ 180K TRR! Liseh! eng <of
if there'is any condition that wll stop the operation, appropriate

i nf org@}i e de e HC hedoudt - selt¥ind @SRECENVEKLs! $he appropriate rows
of the "Accounting™ column store 'Yes.' "Equipment Billed"
stores the SAM ID of the equipment with which accounts are settled.
In this example, since the receivers 51 (SAM 62) can perform accounting
for themselves, SAM 62 ID is stored. |

"Master Equipment"” storres the SAM ID of the connected equipment
that can provide content if thé given equipment receives content from
other equipment connected rather than fr(;)m the service provider 3. In
this example, the receiver 51 receives content from the service provider
3, so information ('None') which indicates that there is no equipment
providing content is stored.

"Status Flag" stores any restrictions to the operation of the
appropriate equipment. If there is no such restriction, appropriate
information ('No Restrictilion') 1s stored. If there are any
restrictions or if there is any condition that will stop the operation,
appropriate information ('Restricted! or 'Stop,' respectively) is
stored. For example, if settlement of accounts has failed, or if

user-crediting process for formal registration has not been completed

{or on temporary registration) "Status Flag" of that equipment is set
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stored. For exanple, if settlenent of accounts has failed, or if
user-crediting process for formal registration has not been conpleted (or
on tenporary registration) "Status Flag" of that equipnent is set 3 0 JAN
20Hto 'Restricted. ' In this exanple, the equipnment with jts "Status Fl ag”
set to 'Restricted can use the content already purchased,'dhnlﬁ$h@@ﬂ4
purchase new content. In short, certain restrictions are placed on the
equi pnent. Besides, if illegal acts such as illegal duplication of content
are detected, "Status Flag" is set to 'Stop’ and the operation of the

equi pnment is stopped. Consequently, the equi pnent can no |onger receive

any sepVigssiFOMtdder EMR g4k, ﬁlé,hitﬁeeéﬁun‘li’%ﬁen{?%irﬁfHgisc"ém%tﬁé Al Aged

on the receivers 51 and their "Status Fl ag set to Restriction.®

" Si gNaklr ot REDINEL £ £ONS " ARS thRecshaPat Uk erofay N FMA S&I Viri: Lemisr 1
to the information stored in "SAMID, " "User I|D, "Purchasing, "

"AccopiittRgse nEGuicprRRhtBi | IRdshorMastertEqHi PEBRL i ctaRds" Birdt ¥ addBhn
In this exanple, a signature to registration conditions of the "receiver 51

i s stohedeqlibpgeatur eBéoideg) sif atligdl HetStAI@S dha 118@NaEA i@ tihsh
entire data specified in the registration list. (5-2) Receiver 201 Figure

35 shofscait enxaapkaleondt tgiy atitatuef F1h¢" ieceeven 2OHop Thed ERERYRERIS dk om
t he conmuni cations block 211 to input controller 218 of the receiver 201
~ have éfindie enmipainitai s tst dppese. oCohize quentlyi, cahe anguigiack céh 1o lidieyer

i nput controller 68 of the receiver 51. Thus, their detailed description

i s onretedveheny pesviibke frohe tiemiMp mydidem.223 of SAM 212 stores public
-key Kpu of SAM 212,
} In this example, no restriction is placed on the receivers 51 and

their "Status Flag" is set to 'No Restriction.'

"Signature to Conditions" stores the signature of the EMD service
center 1 to the information stored in "SAM ID, " "User ID, " "Purchasing, "
"Accounting, " "Equipment Billed," "Master Equipment," and "Status
Flag." In this example, a signature to registration conditions of the
receiver 51 is stored. "Signature to Registration List" stores the
signature to the entire data specified in the registration list.

(5-2) Receiver 201

Figure 35 shows an example configuration of the receiver 201. The
components from the communications block 211 to input controller 218
of the receiver 201 have functions similar to those of the communications
block 61 to the input controller 68 of the receiver 51. Thus, their
detailed description is omitted where possible.

The memory module 223 of SAM 212 stores public key Kpu of SAM 212,
secret key Ksu of SAM 212, public key Kpesc of EMD service center 1,

public key Kpca of certification agency, save key Ksave, three months’

delivery key Kd, authentication certificate of SAM 212 distributed from
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secret key Ksu of SAM 212, public key Kpesc of EMD service center 1,
public key Kpca of certification agency, save key Ksave, three nonths
delivery key Kd, authentication certificate of-SAM 212 distributed from3 o

JQ N 200. the certification agency in advance and referen%b@iq?@ﬂggj'on
201, as shown in Figure 36. The reference information 20 o d%w

shown in Figure 37, the ID of SAM 212, equi pnment nunber (100) of receiver
201, settlenment ID of user A, account-settling user information of user A
(general information (the nanme, address, phone nunber, settl enent
institution information, date of birth, age, and sex) , ID, and password
of user A), and use point information shown in Figure 38 (the sane
i nf or'FRe i AT sl 1ot R gty iR EiYaree 19B) 1S dd formetiions 204t Rsse
of HDD 52, and thus description_ thereof is onmitted. (6) Purchasing and
uti | i SRRYBN B IBHIR RO ‘NowEnEe bR BRRS S Ty TN P MY s S| 2feSnowWn
described with _reference to the % ow chart in Figure 3 EEre it LS.
assumtd Yhatrend’s cbheeht in%AMh ﬁgon?aﬂfpﬁ?BBiaﬂW£§¥1?%2 uppl T&ES1¥SEnd
used g the ,receiver_51_of the user hane twork 5 via the servic
or ovi et PO EIGRERE PG S B BNty iy PP END LR YT ST bR e
to content provider In_Step %%%, the deli,very keys Kd up %' he
cont dht (SEpehr et H5bTmRLToRE (BRE neber cauebRrer Shome aipeeti Pt E ehEnkos
is shown.in the flow chart of, Fi . I t % th ngﬁﬁﬁ%
aut hejn?%l\glajfj‘llg%‘logelé}l"poorﬁn B ERé e%ﬁ/%%slg:%\ﬂ’céggé%&e(?g ’xe)ér?%’r s ?ﬁ%‘ford

of user A), and use point information shown in Figure 38 (the same
ii; information as the one shown in Figure 10B)

HDD 202 has functions to those of HDD 52, and thus description
"thereof is omitted.

(6) Purchasing and utilization of content

Now the processing in the EMD system will be described with
reference to the flow chart in Figure 39. Here it is assumed that the
content A in the content provider 2-1 is supplied to and used by the
receiver 51 of the user home network 5 via the service provider 3-
1.

(6-1) Transmission of delivery keys from EMD service center to
content provider

In Step S11, the delivery keys Kd are supplied to the content
provider 2-1 by the EMD service center 1. Details of this process is
shown in the flow chart of Figure 40. In Stép $31, the mutual
authentication section 17 of the EMD service center 1 performs mutual
authentication with the mutual authentication section 39 of the content

provider 2-1. When the authenticity of the content provider 2-1 is

verified, the content provider management section 12 of the EMD service
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aut hentication with the nutual authentication section 39 of the content
provider 2-1. \Wien the authenticity of the content provider 2--11is
verified, the content provider managenent section 12 of the EVD service 3 0
- JAN 200 center 1 sends the delivery keys Kd supplied by the kéyf: ?FM¢r2@0$
to the content provider 2-1. Details of nutual authentication w
described later with reference to Figures 41 to 43. In Step 532, the
encryption section 36 of the content provider 2-1 receives the delivery
keys Kd sent fromthe EMD service center 1, and stores themin Step 533.
When t he encryptlon section 36 of the content provider 2-1 stores F»; the

del K f.S I S12
30 beBPHSETbbr BrACE RS 1 1 TG S5HG0 5 HPPYIES %ﬁgﬁﬁ?ﬁmmr”ﬁ o ”
th t f Kj f t f FEi 40
Sh”ue segteeiptghteieg @ﬁ@ec eeninPEnfhstonion-Faraty el tier
41) c%§%%81ﬂ @%lcul%gpr I ﬁgﬁ%g S ake u§5944 (gu £ 42) and the case
re 4 'E

in mhlc ey s use gure 4115 a fl ow chart which

operat i on R S Fﬁggw*é%&ge?&égﬁhérﬁtﬁﬁ S ARy et e
17
S e e R e el A R A

SeCt'8Hd3§t09Est%ﬁe&9Eh?@§e I Qwizder 2 generates a 64-bit random nunber Rl
(it may also be generate y the random nunber generator section 35) . In

Step 542, yhbg tRE Rl AR kealkion 36 Ahe320ok ehitepe89t 8B PLPW M o<
DES- encrypts the random nunber RL wth a prestored conmon key Kc (it

i;} the delivery keys Kd, the process of Step S11 finishes and Step S1z2

in Figure 39 begins. Before explaining the process of Step S12, the
mutual authentication (process of checking for spoofing) in Step S31
of Figure 40 will be described, taking the case in which one common
key is used (Figure 41), the.case in which two common keys are used
(Figure 42), and the case in which a public key'is used (Figure 43).

Figure 41 is a flow chart which describes the use of one common
key in common-key DES cryptography for the operation of mutual
authentication between the mutual authentication section 39 of the
content provider 2 and mutual authentication section 17 of the EMD
service center 1. In Step S41, the mutual authentication section 39
of the content provider 2 generates a 64-bit random number Rl (it may
also be generated by the random number generator section 35). In Step
542, the mutual authentication section 39 of the content provider 2
DES—encrypts the random number Rl with a prestored comﬁon key Kc (it
is also possible to make the encryption section 36 perform the

encryption). 1In Step 543} the mutual authentication section 39 of the
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is also possible to nmake the encryption section 36 performthe encryption)
In Step S43, the nutual authentication section 39 of the 30 JAN 2004 s

content provider 2 sends the encrypted random nunber Rl to the nutual

aut henti cation section 17 of the EVD service center 1. In St ep S44 t he

mut ual aut hentication section 17-of the EMD service center %ﬁgm

recei ved random nunber RL with a prestored conmon Kkey Kc. In Step

mut ual aut hentication section 17 of the EMD service center | generates a

32-bit random nunber R2. In Step S46, the nutual authentication section 17

of the ENMD service center 1 replaces the loworder 32 bits of the

T e e M R AL A
S e%aa;e%ﬂbzs{&% 00 B el S Pl are
cectt on, 14 8leh 85I SRS~ SERbEE o ARy R SR My

END 9810 gccggé%gu %ﬂdﬁ»{ahgﬁveg LYRLEG,RUIRR 0. LG, 690LEL R ouidEs 2

I ndSt ep ] ent | ca |hon sec cont’ent” ~ provi

2 t R I

mut 32{%3\%%?? Fgg@g‘zctﬁ%%%e’ﬂ# e comlﬁ%ﬁé tld%l $LE:”flggkts?ﬁ'tghEe:MESe
hi gh-Qrdar.3 ?cheq{ﬁesr 810 ré nxgﬁé%lpé esh Rl 4 1R2nq ért Re. 9“59%9%4%2

bits R1, of the ran R generated in and i f they nmafch,
it cen hgﬁuéé al r?c?x{Eb%%ﬁ%ﬁr!lh’ﬁ!SthHesEMb%rtﬂl@éentértlhﬁelgﬁé?ééét ed
R1H and recel ve Rl, , not nmatc :

('} the low-order 32 bltS of the decrypted 64-bit random number R1 with
the random number R2 to generate a concatenation RlH"RZ, where Ri, is
the high order n bits of Ri and.A"B is a concatenation of A and B (the
low-order n bits of A and m~bit B are concatenated to produce ntm bits).
In Step 547, the mutual authentication section.l17 of the EMD service
center 1 DES-encrypts R1,|R2 with the common key Kc. In Step 548, the
mutual authentication section 17 of the EMD service center 1 sends the
encrypted R14||R2 to the content provider 2.

In Step 849, the mutual authentication section 39 of the content
provider 2 decrypts the received R1,||R2 with the common key Kc. In Step
S50, the mutual authentication section 39 of the content provider 2
checks the high-order 32 bits of the decrypted R1,|RrR2. against the
high~order 32 bits R1l, of the random number R1 generated in Step S41,
and if they match, it certifies that the EMD service center 1 is
legitimate. If the generated R1l, and received R1l, do not match, the
process 1is terminated. If they match, the mutual authentication

section 39 of the content provider 2 generateé a 32-bit random number

R3 in Step $51. 1In Step S52, the mutual authentication section 39 of
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process is termnated. If they match, the nutual authentication section 39
of the content provider 2 generates a 32-bit random nunber 'R3 in Step S51.
In Step S52, the nutual authentication section 39 of 3 0 JAN 2004 the .
cont ent prOV|der 2 produces a concatenation R2I1R3 by pIaC|@pUt !grE@@Mnn
nunber R2, which is the loworder 32 bits taken out of the recCerve and
decrypted RIHI I R2, in the high-order position and placing the generated
random nunber R3 in the | ow order position. In Step S53, the nutual

aut hentication section 39 of the content provider 2 DES-encrypts R211R3
with the coomon key Kc. In Step S54, the nutual authentication section 39
of the content provider 2 sends the encrypted concatenation R2 1IR3 to the
nut uaFPauEPrReR € RTUR IREtE HFCBNGSS Bheonvp teehiicte kePY1PLlpR18Gef 555,
the nutual authentication_section 17 of the ENMD service center 1 dec¢rypts

t he reRRACBFUEDFERendicGh ¥ LReROWI ‘?W%%ézé&?ﬁ%ﬁa@? O%OfIW%F§Ee$B’@d

th t th t 17 of the EMD t k

he TR e aEread iRl ) S t&ﬁ%’rwkgoo%%e amiﬁ%ﬂacgrﬁéfﬁ%géaa.ﬁ £ 1 ﬁe
d nmber f that t.h t

o | UPRTHALE %ﬂ?ﬂ%yna%bﬁst  in; GRel éwég?fdeﬁgpﬁﬁ&éi@?” ”’V'ﬁ%é

that t.h t | t )

wr ot REERPRED PRERELETERE 108 EoREdRh' TR rierdaktrkes't Kiorint oy DES

TPt by o e en i %s%nﬁﬁﬂet%t%“a'
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nmut u |ca I on sectlon of fovi dér enéra
-64- b'éoﬁ@é‘@@ﬂéﬁ'ﬂ&ﬂ%@ ¥3 to' Pné'fPrual authentication section 17 of the EMD

Ay

service center 1.

In Step S55, themutual authentication section 17 of the EMD service
center 1 decrypts the received concatenation R2 ||R3 with the common key
Kc. In Step S56, themutual authentication section 17 of the EMD service
center 1 checks the high-order 32 bits of the decrypted concatenation
R2||R3 against the random number R2. If they match, it certifies that
the content provider 2 is legitimate. If they do not, it terminates
the process, determining that the content provider 2 is illegitimate.

Figure 42 is a flow chart which describes the use of two common
keys Kcl and KcZ in common-key DES crfptography for the operation of
mutual authentication between the mutual authentication section 39 of
the content provider 2 and mutual authentication section 17 of the EMD
service center 1. In Step S61, the mutual authentication section 39
of the content provider 2 generates a 64—bi£ random number R1. In Step
562, the mutual authentication section 39 of the content provider 2

DES-encrypts the random number Rl with a prestored common key Kcl. 1In
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S62, the nutual authentication section 39 of the content provider 2
DES- encrypts the random nunber RL wth a prestored comon key Kcl. In 30
JAN 2004 Step S63, the mutual authentication section 39 of the content

provi der 2 sends the encrypted random nunber RlL to the E eni nt er
1. In Step 564, the nutual authentication section 17 of t@@mm

center 1 decrypts the received random nunber RL with a prestored common

key Kcl. In Step 565, the nutual authentication section 17 of the EMD

service center 1 encrypts the random nunber R1 with a prestored common key

K02 In Step S66, the nutual authenticati on section 17 of the EMD service
nt er generates a 64-bit random nunber In Step 567, the nutual

aut heﬁFF‘Ea‘W%ﬂ tsfhecf“lu?&hlaﬂ?aBFh?HElEW@Brﬁﬁ%‘é’-%r‘WePfltlé%cﬁ‘i?ﬁ:t%’-t PREVASIRIom

nunmbe th the co n key Kc2. In Step_568, the_putual  aut hentl cation

sect | énsf‘?\glﬁf t{“ﬁeeél% e Eéméié’ﬁ‘t éle.k:’e§e s tPhd nEMPpEEFViCEN FEMREDeT S
Rl and R2

2. In Step o84 SR Rl s a@m%%% m%[‘%%%t%%naf%ﬁﬁ:%@ﬁ?éﬁ?r%cdeerd
CommnREs™ %ﬁ?’eyﬁprﬁpé? Frazost %ﬁ‘éera”ae%: "ol ReE oo <l do Rt
¢ andohRUSBLH %é&%@? et B LB AR P

e”CWQEEQELe ?é{xﬁéP ) Ejtttﬁx(éef%ﬁ{iéuﬁshﬁr{%?% StR[fleWEW 2 ﬁ’és&eo eeffiatoﬁﬁnojn s

| egi t it e. erm roc erm ni ng

Ut hertT Tt on Legtchn 38 of e i E e et SBerith 111 CHd R
provi der encrypts t ecrypted

":r}andogég’t*ﬁf@@r cBRtWrt B 126 PN Ko Gl Yahdom number R2. In Step S67,
the mutual authentication section 17 of the EMD service center 1 encrypts
the random number R2 with the common key Kc2. In Step S68, the mutual
authéntication section 17 of the EMD service center 1 seﬁds the encrypted
random numbers R1 and R2 to the mutual authentication section 39 of
the content provider 2.

In Step 569, the mutual authentication section 39 of the. content
provider 2 decrypts the received random numbers R1 and 7R2 with a
prestored common key Kc2. In Step $70, the mutual authentication
section 39 of the content provider 2 checks the decrypted random number
Rl against the random number Rl generated in Step S61 (the random number
R1 before encryption). If theymatch, it certifies that the EMD service
center 1l is legitimate. If theydonotmatch, it terminates the process,
determining that the EMD service center 1 is illegitimate. In Step
571, the mutual authentication section 39 of the content provider 2

- encrypts the decrypted random number R2 with the common key Kel. In

Step 872, the mutual authentication section 39 of the content provider

2 sends the encrypted random number R2 to the EMD service center 1.
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Step 572, the nutual authentication section 39 of the content provider 2
sends the encrypted random nunber R2 to the EMD service center 1. 3 0 JAN
2004. In Step 573, the nutual authentication section 17 of the EMD service
center 1 decrypts the received random nunber R2 with the gomon key Kc

In Step S74, the nutual authentication section 17 of the &N JAdH VO
center 1 checks the decrypted random nunber R2 agai nst the random nunber

R2 generated in Step S66 (the random nunber R2 before encryption) . |If
they match, it certifies that the content provider 2 is legitimate. |If
they do not, it ternmnates the process, deternmining that the content
provider 2 is illegitimate. Figure 43 is a flow chart which describes the

use of a 16DSBEPS73 elfeineiuabantheniticatdopupt el 7@y phedipEerivdice he
operation of nutual authentication between the nmutual authentication
secti 8An89Tol derEYEbAt ERE 5?6%88@1 yapAaTNHEBRE aBEhWATNc ARROROBBON &EYLT7
of the EMD _service center 1. In Step S81, the nutual authentication

sectiBRL39 ‘%f5¥$ﬁe%BﬁteH@edWéVF@%ra?tg%ﬂg%ﬁﬁEéoa 82ChiPnr AddBi HbRHEMIRL.

2" seh gv?%éq%}%mﬁ%%“t 1S e It SAL SRR PHaRSTc POA LB TS CaTEoT
s R U ;@a%th@%s%gh%@m AR BB o
Cor o S0, S53, cLbes PULAL, AU enL) ek ”pi%%ﬁ@%% ST
R I TP P S oot
f“} provider 2 is illegitimate.

Figure 43 is a flow chart which describes the use of a 160-bits
length elliptic curve in public-key cryptography for the operation of
mutual authentication between the mutual authentication section 39 of
the content provider 2 and mutual authentication section 17 of the EMD
service center 1. In Step $81, the mutual authentication section 39
of the content provider 2 generates a 64-bit random number R1. In Step
582, the mutual autﬁentication section 39 of the content provider 2
sends the random number R1 as well as an authentication certificate
(acquired in adﬁance from the certification agency) containing its own
public key Kpcp to the mutual authentication section 17 of the EMD
service center 1,

In Step $83, themutual authentication section 17 of the EMD service
center 1 decrypts the signature of the received authentication
certificate (encrypted with a secret key Ksca of the certification
agency) with the secret key Ksca of the certification agency acquired
in advance and takes out the hash value of a public key Kpcp bf the

content provider 2 and a name of the content provider 2. It also takes
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i n advance and takes out the hash value of a public key Kpcp of the

content provider 2 and a nane of the content provider 2. It also takes 3 0
JAN 2004 out the public key Kpcp and nane of the content provider 2
contained as plain text in the authentication certificate. I4nth

aut hentication certificate is a legitimte one issued by th B J?%NiZQOﬁon
agency, it can be decrypted and the resulting hash value of the public key
Kpcp and the nanme of the content provider 2 should match the hash val ue
obt ai ned by the application of a hash function to the public key Kpcp of
the content provider 2 and the nanme of the content provider 2 contained as
plain text in the authenticatiopn certificate. This proves that the ublic

key Kt e i} g i ke rdiRCR fR Y Fananh &E Ade Eé@ﬁePzEI QFP é&erI? Cppgained
t t he d fit b d
o R I o B e AT L

1 t hent t h 1 |
D reRrt b SR Lo oy o R B OB S8 A ohY SR ESRER® bﬁﬁsﬁéﬁﬁgméﬁﬁ%t

Lone o IPEE ol bBeEh S te ERsRLEReS aeh M B HBE A S iR of
223}1 fﬁgtﬁl‘e HRe S e ndoREent IpPLsRasE 2 Hh8y Téhﬁ‘%'ct&?ﬁtg?%ﬂ%’ﬁ 3 Hite
Lot 021 008 BERI o(BN 180Gy Lk 86 Sgﬁ’g‘?néﬁf‘i’ﬁg Ane BN §2Y Rhen

" goefp@sgs%ﬁfh@nﬁ&%ﬁﬁ SRR PRt 2 B e B,
‘ C]e ntefs bigsndscthei g %P@ta%%térﬁﬂ R JR c%E}%&BfEE%% M tint B SEEE L HERY the
public key Kpcp is the legitimate one that has not been falsified. 1If
the signature cannot be decrypted, or even if it can be, if the hash
values do not mateh, the public key or provider is illegitimate. In
that case, the process is terminated.
If the authentication is successful, the mutual authentication
- section 17 of the EMD service center 1 generates a 64-bit random number
R2 in Step S84. 1In Step 585, the mutual authentication section 17 of
the EMD service center 1 generates a concatenation.Rl"R2 of the random
N numbers Rl and R2. 1In Step S86, the mutual authentication section 17
/ of the EMD service center 1 encrypts the concatenation R1HR2 with its
own secret key Ksesc. In Step S87, the mutual authentication section
17 of the EMD service center 1 encrypts the concatenation R1|R2 with
-the public key Kpcp of the content provider 2 obtained in Step S83.
In Step S88, the mutual authentication section 17 of the EMD service
center 1 sends the concatenation R1|R2 encrypted with the secret key
Ksesc, the concatenation Rl"RZ encfypted by the public kgy Kpcp, and

authentication certificate (acquired in advance from the certification
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authentication certificate (acquired in advance fromthe certification 3 0
JAN 2004 agency) containing its own public key Kpesc to the mnutual

aut hentication section 39 of the content provider 2. In Step S : érﬂf
mut ual authentication section 39 of the content provider 2 de px' I;\?é]ﬂ4

signature of the received authentication certificate with the secret key
Kpca of the certification agency acquired in advance, and if it is right,
takes out the public key Kpesc fromthe certificate. This process is the
sanme as in Step S83 and thus description thereof will be omtted. In Step
S90, the nmutual | authentjcation section 39 of .the content 5{18\” d
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i?pe r@dlOM ption thereof will be omitted. In Step $90, the mutual
authentication section 392 of the content provider 2 decrypts the
concatenation R1[[R2 encrypted with the secret key Ksesc, by using the
public key Kpesc obtained in Step S89. In Step S91, the mutual
authentication section 39 of the content provider 2 decrypts the
concatenation R1[|R2 encrypted with its own public key Kpcp, by using
its own secret key Kscp. In Step S92, the mutual authentication section
39 of the content provider 2 compares the concatenation R1||R2 decrypted
in Step S90 and the concatenation.Rl"RZ decrypted in Step $91. 1If they
match, it certifies that the EMD service center 1‘is legitimate. If
they do not match, it terminates the process, determining that the EMD
service center 1 is illegitimate.

If the authentication is successful, the mutual authentication

section 39 of the content provider 2 generates a 64-bit random number
R3 in Step $93. In Step 594, the mutual authentication section 39 of
the content provider 2 generates a concatenation R2||R3 of the random

numbers R2 obtained in Step S90 and the random number R3 generated in

Step $93. In Step S95, the mutual authentication section 39 of the
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nunbers R2 obtained in Step S90 and the random nunber R3 generated in Step
S93. In Step 595, the nutual authentication section 39 of the 3 0 JAN 2004
content provider 2 encrypts the concatenation R211R3 with the public key
Kpesc obtained in Step 589. In Step 596, the nutual authenti catd @ Rp?ggq
39 of the content provider 2 sends the encrypted concatenation R21JR3

the nmutual authentication section 17 of the ENMD service center 1. In Step
597, the mutual authentication section 17 of the EMD service center 1
decrypts the encrypted concatenation R2IIR3 with its own secret key Ksesc.
In Step S98, the nutual authentication section 17 of the EM service

t k th d ted nb
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procegses subsequent to t he gi ven nutual authentlcatlon (6-2) Transn155|on
of confent fromcontent provider to service provider Now the process of

Step S12 iy, Eirg ?@39t‘Pﬂelrhu%fj‘éﬁ%h'eQ%‘icaltﬁon%&Ptﬁg@117%"?t%%@b@ﬂ%e%ﬁ‘ﬂéjer

secure containef 1s supplied fromthe content provider 2-1 to the service
provi dentdrl dRek3blts heldirypted concatenation R2 |R3 with its own secret

ii} key Ksesc. In Step S98, the mutual éuthentication‘sectign 17 of the
EMD service center 1 checks the decrypted random number R2 against the
random nﬁmber R2 generated in Step S84 (the random number R2Z before
encryption). If they match, it éertifies that the content provider
2is legitimate. If theydonot, it terminates the process, determining
that the content provider 2 is illegitimate.

As described above, the mutual authentication section 17 of the
EMD service center 1 and the mutual authentication section 39 of the
content provider 2 perform mutual authentication. The random numbers
. \ used fqr the mutual authentication are temporary keys Ktemp valid only
’ for the processes subsequent to the given mutual authentication.

(6-2) Transmission of content from content provider to service
provider

Now the process of Step $12 in Figure 39 will be described. 1In
Step $12, the content provider secure contalner is supplied from the
content provider 2-1 to the service provider 3-1. Details of the

process is shown in the flow chart of Figure 44. In Step 5201, the

watermarking section 32 of the content provider 2-1 reads content A
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process is shown in the flow chart of Figure.44. In Step S201, the
wat er mar ki ng section 32 of the content provider 2-1 reads content A 3 0 JAN
2004 fromthe content server 31, inserts a predeternm ned watgrnmark th
represents the content provider 2-1, and supplies content Axf QU4
conpression section 33. In Step S202, the conpression section 33 of t
content provider 2-1 conpresses the watermarked content A by a

predet erm ned net hod such as ATRAC2 and supplies it to the encryption
section 34. In Step 5203, the random nunber generator section 35 generates
a random nunber for use as a content key KcoA and supplies it to the
encryption secti 0{1 34. In St eglsz 04, e encr on sect.ion,34 of ,1}5

cont eitChrif dentent %%EY%t thena/ar PnﬁrR’e’ Br%ﬁﬁfle&’é‘é?&r&‘&ﬁ%‘e at py
a predeterm ed nmet hod h_as t he_random_ nugber. (c t key
Kcony SRR S S =T ahREs FeTES, gEneﬁﬂ%?uee?%anceete?ﬁeg* 7 s,
5205,  the encryption, section 36 encrypts the content key KcoA by a
predeqoerpn]%ensesdlc?’r%t%%‘atls%chgf)és DES by using the delivery key Kd supplied by
Section 3 "DVF%% T T e A T kL e PR A S
appl i.cat 'm%:__t! n

cont eér:r?1 EB{ﬁp S%)e aéfg%r'{{ %écﬁg%%f%f gﬁc}r\% ?;f&?#%ﬁﬁﬁ ilvery?ﬁ Ed)

AL LR Bl st sesqpam, Astaanln el g
KsesGyhd Q- LRK 3hEdHdN & et ARAlY &e SR 39 Jr@=8 ek’ a random number for
f} use as a content key KcoA and supplies it to the encryption section
34.
In Step S204, the encryption section 34 of the content provider
2-1 encrypts the watermarked and compressed content Aby a predetermined
method such as DES by using the random number (content key KcoA)
generated by the random number generator section 35. Then in Step S205,
the encryption section 36 encrypts the content key KcoA by a
predetermined method such as DES by using the delivery key Kd supplied
by the EMD service center 1. |
\ In Step 5206, the secure container preparation section 38 of the
content provider 2 computes a hash value by the application of a hash
function to the content A (encrypted with the content key KcoA}, content
key KcoA (encrypted with the delivery key Kd), and UCP A and UCP B (Figure
12) for content A stored in the policy storage section 37, and encrypts
the hash value with its own secret key Ksesc, to genefates the signature
shown in figure 17.

In Step S207, the secure container preparation section 38 of the

content provider 2-1 prepares the content provider secure container,
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In Step S207, the secure container preparation section 38 of the content
prOV|der 2-1 prepares the content provider secure container, 3 0 JAN 2004
shown in figure 17, which contains content A (encrypted with {he content
key KcoA) , the content key KcoA (encrypted with the deliver @b 2004
UCP A and UCP B (Figure 12), and the signature generated in Step S206.

Step S208, the mutual authentication section 39 of the content prOV|der
2-1 performs mutual authentication with the nutual authentication section
45 of the service provider 3-1. The process of this nutual authentication
is simlar to that described mﬁth reference to Figures 41 to 43 and thus

description thereof is omtted. |In Step 5209, the secure con%&%ger
pr epaitbAnsetd R 198 BR1EhE W RIdHt COM&W&AG?C{YE&&&%@% teptent

R A R o
2%?3%‘?%? s SuBE D e (8heqd ASCrRt e B T BT L ataRb o e
Transm ssi E%Ep?%%?ék?*k?%‘%%% e ARt atroro e her Th e ioR s e
{0 o TS L AL e B BT DR LR P
0 the,flan ehar ool SELOYER 48 kNSl 80,9220, oRG:ALCHOg SeehLOp:A2eat

t he serV| ce prov € sl ghature”contal ne

S e e S 46T ot ohbe Sontes s
-“\E?rt 'J_féf@f&qég'%‘ﬁg%@esh@§ PotsPeer £alisidédription thereof is omitted.
In Step S209, the secure container preparation section 38 of the content
provider 2-1 sends the content provider secure container prepared in
Step 8207 to the service provider 3-1 by attaching the authentication
certificate (Figure 18) issued in advance byr the certification agency.
When the content provider secure container is supplied to the
service provider 3-1 as described above, the process of Step S12 finishes
and Step S$13 in Figure 39 begins.
(6-3) Transmission of content from service provider to receiver
In Step S13, the service provider secure container is supplied
from the service provider 3 to the user home network 5 (receiver 51).
Details of the process is shown in the flow chart of Figuie 45. In
Step 8221, the pricing section 42 of the service provider 3-1 checks
the signature contained in the authentication certificate attached to
the content provider secure container sent by the content provider 2-1.
If the authentication certificate (Figure 18) has not been falsified,

the pricing section 42 takes the public key Kpcp of the content provider

2-1 out of the authentication certificate. The verification of the
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the pricing section 42 takes the public key Kpcp of the content provider
2-1 out of the authentication certificate. The verification of the 3 0 j AN
20% aut hentication certificate is similar to the process of Ste 883 in
Figure 43 and thus description thereof is omtted. In Step S2 q“éHI
pricing section 42 of the service provider 3-1 decrypt3 the signatu 0#
the content provider secure container sent by the content provider 2-1, by
using the public key Kpcp of the content provider 2-1. It checks the
content provider secure container for falsification by determ ning whether
the resulting hash value matches the hash val ue obtained by the
appllcatﬁon of a hash function to the content A (encrypted with the

cont ekt %9tkﬁ@h}oncsﬁréhﬁlEé§:eK&éAsl{f‘éﬁéffyﬁpe&% PROCRESIEr $&ep REP Ka) |
d A. h | . tch (fal t det ect ed

fhe oFiguce’ a8 fainPnitele eritict” thokste %ﬁo%&a}etf L ssmag that )

th i f f.th tent t d

S ep” o2 T et Sl Yo, B Bt B Ebn LA S B B e
erV|8 ent A ted with the content ke

> neSEahvaY ﬁ%@ S BHER S R ST e Tk e S e p e et
agn%grt% ogé bnt €§o‘9§§gg% 1pr gﬂn%et%%rsyﬁﬂtafgrf and L{ﬁ_ﬁ)lle%tteq’l

to the'con ser hen stores

seCtIQP od2qLpkES, At??é %thg 88£t8£tt§§?$98E%”EeBh9é'@%Bt%ﬁ%% for

cont al ner and supplles & Secure container preparati on Secti 44.

% DR e P SR R S P RO k. i

f:} the hash value obtained by the application of a hash function to the
content A (encrypted with the content key Kcod), content key KcoA
(encrypted with the delivery key Kd), and UCPA. If the two hash values
do not match (falsification is detected) the process is terminated.
In this example, however, it is assumed that there is no falsification
of the content provider secure container and Step 5223 is performed
next.

In Step 5223, the pricing section 42 of the service provider 3-1
takes content A (encrypted.wifh the content key KcohA), the content key
KcoA (encrypted with the delivery key Kd), and the signature out of
the content provider secure container and supplies them to the content
server 41, which then stores them. Also, the pricing section 42 takes
UCP A and UCP B out of the content provider secure container and supplies
it to the secure container preparation section 44.

In Step 5224, the pricing section 42 of the service provider 3-1
prépares PT A-1 and PT A-2 (Figure 20), PT B-1 and PT B-2 (Figure 22}
based on the extracted UCP A and UCP B and supplies them to the secure

container preparation section 44.
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based on the extracted UCP A and UCP B and supplies themto the secure
contai ner preparation section 44. 3 0 JAN 2004 In Step 5225, the secure
cont ai ner preparation section 44 of the service provider 3-1 prepares the
service provider secure container shown in Figure 24 fromgcontent A
(encrypted with the content key KcoA) read out fromthe gadfqﬁghf r 41,
the content key KcoA (encrypted w th the delivery key Kd), the S|gﬁg?ure
of the content provider 2, UCP A and UCP B, PT A-1, PT A-2, PT B-1, PT B-2
~and the signature thereof . In Step S226, the nutual authentication section
45 of the service provider 3-1 perfornms nutual authentication with the

nutual  aughesticadson @1@ls%.cm:eotzoﬁF%%{@g%%‘%%g%t%Mggﬁs LOCESS, P %q:il%e

mutual authentication is simlar fo reference

Fi gur garvitet prodiaRed Bhysdeseript kan %Qgﬁﬁ%% F%o%&%&eg'ech'}egc é:r% _7@_}]_3:

the secure contai ner preparation section e sSservice provi

sends shBenS &R Vi zﬂiQﬂiﬂ@%m%ﬁﬁﬂﬁﬁﬂ?%ﬂ&éﬁ%fﬁpt&& q&?%hgncgﬁgggﬁﬁﬁgé%&xhﬁe

recei ver 51 of the user hone network y attaching the tion

certi teaat eutFegunetRe) cMitdhe SeFydLe1 Prigd dehdmk KNerdhe (%ﬁrc‘i"r@?ced

provi der secure container is supplied to the receiver 51 by the service

provi deth3theagedeseriybedyakaye, theespraaesse 8fF BhePcshichitnishes nd Step
S14 in Figure 39 begins. {6-4) Recordi ng of content by receiver In Step

S14, Ube Bend CEP [®,09T derl ,SETH- COMBINCPTSEA 4 thE s SISl RHQWHASE |

3-1 is received by the receiver 51 of the user home network 5. Details of

t he processniSteh@@? 6, nthbendtwal chiatHerdfi FHtGWIe section 45 of the service

\} provider 3-1 performs mutual authentication with the mutual
authentication module 71 of the receiver 51. The process of this mutual
authentication is similar td that described with reference to Figures
41 to 43 and thus description thereof is omitted.

In Step 5227, the secure container preparation section 44 of the
service provider 3-1 sends the service provider secure container
prepared in Step S225 to the receiver 51 of the user home network 5
by attaching the authentication certificate (Figure 25) of the Service
provider 3-1.

When the service provider secure container is supplied to the
receiver 51 by the service provider 3-1 as described above, the process
of Step S13 finishes and Step 514 in Figure 39 begins.

(6-4) Recording of content by receiver

In Step S14, the service provider secure container sent by the
service provider 3-1 is received by the receiver 51 of the user home
network 5. Details of the process is shown in the flow chart of Figure

46. In Step 5241, the mutual authentication module 71 of the receiver

51 performs mutual authentication with the mutual authentication
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46. In Step 5241, the nutual authentication nodule 71 of the receiver 51
performs mutual authentication with the nutual authentication 3 0 JAN 2004
section 45 of the service provider 3-1 via the conmuni cations block 61. If
t he mutual authentication is successful, the communications block 61

receives the service. provider secure container (Figure 24) QZfTLAhe
service provider 3-1 that participated in the nutual authenti i N QUU%he

authentication fails, the process is termnated. |In this exanple, however,
it is assunmed that the nutual authentication has been successful and Step
5242 is performed next. In Step 5242, the communications block 61 of the

[ eCoi YELL o0 HECEER.A0- YL NENLGRt a0 SentLELORLE aLnpNRs SEEt el oKpY Lo

Sérvi ce provider articrpa e mut ua athentication.

I'n St@?.52ﬂ§1tEQQm@Pﬁéypéﬁ?ﬂé%@?%X?%%ﬂ”iQDgHESegéfﬂgétEﬁerggﬁkﬁﬁﬁca%ions

checks the signature contalne service provi r secure contal ner

checks {he si gnatlire Eontarned 1 . vraer “SEcii .
R e R e s i L o T

is noffahsthbCabironcand rateRe?224 1 $hR& LB d i 3®HG i tPleERnIifh,  UCPs

and PTs are selected and usage details and price thereof are sel ected.

More spegkhteabtYont her HeRe 4ihdlesed dst Yok 181145295 peRELEONSt8PH i hhe RTS
that satisfy the pricing conditions are selected, based on the reference

i nf or pRt#10Ns 2kafip1GUr Bodékest, 01 £di 4 BissRRATEARE Ve H® i tR1a43 aGknbhe icataioer
51. In this exanple, "Use Point Information"” of the reference information

51 i ndasabesent babcesBrant andsgtpel BR40f ilshpeaadirarid predd.der 2-1 counts 222
-points as shown in

L In Step 5242, the communications block 61 of the recelver 51
receives an authentication certificate of the secret key from the
service provider 3-1 that participated in the mutual authentication.

In Step S243, the encryption/decryption module 74 of the receiver
51 checks the signature contained in the service provider secure
container for falsification received in Step $241. If falsification
is detected, the process is terminated. In this example, however, it
is assumed that there is no falsification and Step 8224 is performed
next.

In Step 5244, UCPs and PTs are selected and uéa_ge details and price
thereof are selected. More specifically, the UCPs that satisfy the
usage conditions and the PTs that satisfy the pricing conditions are
selected, based on the reference information 51 (Figure 32) stored in
the memory module 73 of the receiver 51. In this example, "Use Point
Information" of the reference information 51 indicates that content
use point of the content provider 2-1 counts 222 points as shown in

Figure 33. According to this reference information 51, out of UCP A

and UCP B set in accordance with the content A, UCP.A.(Figure_iZAJ which
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Figure 33. According to this reference information 51, out of UCP A and
UCP B set in accordance with the content A, UCP A (Figure 12A) which 3 0 jA
Al 2004 shows "User Conditions 10" of "Usage Conditions 10" ns 1200
Points or Higher' is selected. Besides, since "Account--SetSq?ngﬂ é
Information” of the reference information 51 has set the user F as ,
"Pricing Conditions 10" of PT A-i (Figure 20A) are satisfied. As a result,
out of PT A-1 and PT A-2 prepared in accordance with UCP A, PT A1 is
selected. Afterwards, details of UCP A and PT A-1 thus selected are
displayed on the display unit which is not shomn through the display

t | e 67. Th th f t
or et e e@%trg%%‘iﬁ-o ses e ondt heoHp ng‘g?ngﬁﬁﬁﬁe'\%rﬂoﬁorgtﬁot
h f f t
i e hshetf £ GREFegLepn” ?@%@%ﬁ.%&ﬁ %E?%%?snﬁ’-%@?ﬂiég”é‘ré“ser D of

t he re ouL pu e&athrough

the (e r%%ﬁr?%?%itd%%reiragsncenlqﬁ%m%&la%?éh T8t bt
(pri QEPJ%WZC Or]gg g%%b%o? slgee sﬁ&‘eﬁt d. (Fll u§teel%08éS%Xe E%tai% gi' nﬂ

nodul e he recerver 1 pr ares

i . e :

R T L e Ait%rjepﬁ‘%gét% é’%%ﬂgarf#rﬁ?%t#i?%? e
t d duced at h f 2000 In St

246, b n bt S A TEaeryated wiih the content key Riof), UG A PT AL PT

A2, and the egc'v&ﬂ?&é” Be@h 10136 £ YHEAlL Y @4l Alef thnfd eeléers@a L q95ptiBged
service provi secure contalner (Figure 24), output
} on the display unit which is not shown through the display controller
67. Then, the user F performs an operation to select predetermined
"Usage Details"™ of UCP A on the operator panel which is not shown, with
reference to the display (for example, by comparing use types which
the user F desires to use and prices thereof). In this way, ID of the
selected usage details of UCP A and ID of PT A-1 are outputted through
the input controller 68. Also, in this example, usage details 11 of
UCP A (price 11 of PT A-1) has been selected.
In Step 5245, the accounting‘medule 72 of SAM 62 of the recelver
51 prepares UCS A (Figure 28) and accounting information A (Figure 30A),
based on the entry of "Usage Details 11" of UCP A and PT A~1 selected
in Step S244. Ih this case, the content A is purchased and reproduced
at a charge of 2000 yen.
In Step S246, content A (encrypted with the content key Kcoa),
UCP A, PT A-1, PT A-2, and the signature of the content providerr2 are
taken out of the service provider secure container (Figure 24), output

to the HDD 52, and stored there. In Step S$247, the decryption unit

91 of the encryption/decryption unit 74 decrypts the content key KcoA
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to the HDD 52, and stored there. In Step S247, the decryption unit 91 of
the encryption/decryption unit 74 decrypts the content key KcoA 3 0 JAN
2004 (encrypted with the delivery key Kd) contained in the service provider
secure container, with the delivery key Kd stored in the nenory nodule 73.
In Step S248, the encryption unit 93 of the encryption/decrgpﬂ;jz unit 74
encrypts the content key KcoA decrypted in Step S247, -by nea dV

save key Ksave stored in the nmenory nodule 73. In Step S249, the data check
nodul e 75 of the receiver 51 searches the usage information storage 63A of
t he external storage 63. for the block BP which has f ree space and in

which,th t ent, KcQA t ed ith th K in_ St S248
R ot g PR R g R

I bl ock .BP-1 of t. L nf ti . 63A (Fi 2 [
et cCTETT AU Ty G ERE GLATESYIrOF A FoR- ot age G Tor S tPd o
t he usage information nenory area RP-3 of the block BP-1 is sh own to
al ready” store the content key KcoA and UCS A. In this exanple, however

it Eﬁiycii g FESTLERAE e nﬁ@‘&?‘%ﬁ‘"@{l@?iﬁ%ﬁ TR PnEP L ERRn AREEIPE SR o
bl ook Bh 1 s (AT PP Baar e B L AR o eR o iors “areas

RP-1 46 HisNlavdekegt ﬁgaiﬁ'e St8Rea243: tﬂ!&eﬂlgh'ar% fRawdel.73he data check

nodul e 75 conpares™t ash value obtained in"Step S250 with the
verificatignstepl 484bP-dné LW endbk hHah1ES7 563 €Hel FoddBydR M ¥ AR L 73

and t hat
\’ the usage information storage 63A of the external storage 63 for the
| block BP which has free space and in which the content key Kcoh encrypted
with the save key Ksave in Step S248 and UCS A prepared in Step S245
are stored in matching pairs. In this example, block BP-1 of the usage
information storage 63A (Figure 29) is detected. Incidentally, in the
usage information storage 63A of Figure 29, the usage information memory
area RP-3 of the block BP-1 is shbwn to already store the content key
KcoA and UCS A. In this example, however, they are not stored at this
point and predetermined initial information indicating free space is
stored.

Ih Step S250, the data check module 75 of the receiver 51 obtains
a hash value by applying a hash function to the block BP-1 data (all
the data stored in the usage information memory areas RP-1 to RP-N)
detected iﬁ Step S249. Then in Step S$251, the data check module 75
compares the hash value obtained in Stép S250 with the wverification
value HP-1 (Figure 31) that is stored in the memory module 73 and that

corresponds to block BP-1. If they match, the block BP-1 data is free

of falsification and Step $252 is performed next.
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corresponds to block BP-1. If they match, the block BP-1 data is free of

falsification and Step S252 is perfornmed next. 00 JAN 2004 I-n Step 5252,

SAM 62 of the receiver 51 stores the usage information (the content key

KcoA encrypted with the save key Ksave in Step S248 and UC@@ prepared in
th

Step $245) in the usage information nmenory area RP-3 of Qb@hﬁ%? in
the usage information storage 63A (of the external storage 63). In

5253, the data check nodule 75 of the receiver 51 conputes a hash val ue by
applying a hash function to all the data stored in block BP-1 in the usage
i nformation storage 63A, including the usage information stored in the
usage information nennég@area RP-3 in Steg 5252. In Step S2574,_ the, data

check moduieS 78R Greanr FHUL2 AE threFPERLXPF ot $APEESHRA Usegretin fAT AL On
dule 73 with _the hash | ue., t 52.55, th i I
72 ot R COTF e KENHIGPR RBGINBLPS. Wil SBEoAT e SnFBR TR fOnC AT SRared
in St 4 dth i nishes. In St $251, i f .the_dat heck
odul B4 e e PAPREE haP SHE TAMBural TR P ARUSP AR R SRR st F o8
I P- 1 t t the. hl.ock BP--1.data h fal sified.
Lo Mo o SOt L e e s G, BB 1 008ty lpoRebol abe EoBor cne
det er mi nes V\Qet@er al | ége blocks BP in the usage information storage 63A
of th%xre%lé? at %’f%?%g% 3 have been checked. If it determ nes that not

al | the blgcks BP) (e exler oaloplorage. 63 Bve, DealL Elipsked obhpgpes (o

Step S257 an ar che or “othér unchecked ocks w't ree space, returns

to SteR 232001 MB8¢ apfNSimeSh st BentaseSEo! £1 8IS Ya stored in block

{} BP-1 in the usage information storage 633, including the usage.
information stored in the usage information memory area RP-3 in Stép
S252. 1In Step 8254, the data check module 75 overwrites the
verification value HP-1 stored in the memory module 73 with the hash
value. In Step 8255, the accounting module 72 stores, in the memory
module 73, the accounting information A prepared in Step 5245, and the
process finishes.

In Step 8251, if the data check module 75 determines that the
computed hash value and the verification value HP-1 do not match, the
block BP-1 data has been falsified. Consequently, the data checkmodule
75 goes to Step S256, where it determines whether all the blocks BP
in the usage information storage 63A of the external storage 63 have
been checked. If it determines that not all the blocks BP in the
external storage 63 have been checked, it goes to Step 8257 and searches
for other unchecked blocks with free space, returns to Step S250, where
the rest of the process is executed.

In Step S256, if the data check module 75 determines that all the

blocks BP in the usage information storage 63A of the external storage
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In Step S256, if the data check nodule 75 determ nes that all the bl ocks
BP in the usage infornmation storage 63A of the external storage 3 0 JAN
2004 63 have been checked, there is no block BP (usage information nmenory

area RP) that can store usage information. Consequently, the C
finishes. Wien the service provider secure container is thus EL@e3§§M B@U#

the. receiver 51, the process of Step S14 finishes and Step S15 in Figure
39 begins. (6-5) Reproduction of content In Step S15, the contents A
supplied is used by the receiver 51. In this exanple, according to the
usage details 11 of selected UCP A, the usage type of content Ais

repro tion. Thus, reproduction of content A wll be, d scriged next. .

Dot a1 4 W7 IR T I For S S HGWIC. B OEHeBP| GHOBAS: ENEPTRAEGPE HoRORY
Step S261,_t.he.data_check nodule 75 of the receiver 51 ¢ ut a_hash
W Sl v Dk et RS LR 00 T L o
infOLfP&§ Storage 63A of the external storage 63, including the content
key Kco %@ncfypted with the save key Ksave) and UCS A stored ,in the

ipaoe 11 UL L RIS REa 0,028, SRigatlaF' O EnfD. pLOBigR 49

the data e T éceiver conpar

co i 61\ t i Ljcat] I HP- =
computad T arar Deg i Reckins 98 i M K HheR e REReK ST g By,
Step S25%egihsthey match, the block BP-1 data is free of falsification and

Step 5263 is performed next. In Step S263, it is determ ned whether
contents Adssavaig@li&tion of content '

e~

Ny In Step 515, the contents A supplied is used by the receiver 51.
In this example, according to-the usage details 11 of selected UCP A,
the usage type,of content A is reproduction. Thus, reproduction of
content Awill be described ﬁext. Detalls of the reproduction is shown
in the flow chart of Figure 47.

In Step S261; the data check module 75 of the receiver 51 computes
a hash value by applying a hash function to the block BP-1 data in the
usage information storage 63A of-thé external storage 63, including
the content key KcoA (enc.rypted with the save key Ksave) and UCS A stored
Ain the usage information memory area RP-3 in Step S252 of Figure 46.

In Step S262, the data check module 75 of the receiver 51 compares
the hash value computed in Step S261 with the hash value (verification
value HP-1) computed in Step S253 of Figure 46 and stored in the memory
module 73 in Step S254, If they match, the block BP-1 data is free
of falsification and Step 8263 is performed next. |

In Step 5263, it is determined whether contents A is available,

based on the information contained in "Parameter™ of "Usage Details"

for UCS A (Figure 28). For example, as "Type" of "Usage Details" for
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based on the information contained in "Paraneter" of "Usage Details" for
UCS A (Figure 28) . For exanple, as "Type" of "Usage Details" for 3 0 JAN
2004 UCS is set to ' Limted-Tine Reproduction, ' "Paranetersy ~of, { he UCS
stores the start time and end tinme of usage. And it is deteggi n’eélN\l\E@Qﬁer
the present tinme is within the limts. If the present tine is within the
limts, the content is judged to be available and if it is not wwthin the
limts, the content is judged to be unavailable. On the other hand, if
"Type" of "Usage Details" for UCS is set to a use type that allows
reproduction (duplication) up to a certain nunber of tines, "Paraneter”
stores the information ahout the renaininqgnynber of tines tge content can

be us€S 45 Sehd-cavhiMhbre~RiRBCRIOUGEORL or E4TPROtRLT fHetBFUCS stasEs
210 0L ehIE ERBECIBA S0 SRt el L uud0gd 9be aual Lable s SRl
cor{ SERGLOSCENLL L2 ugast b henavarpble, S 0cs < Dipey 1ol bR
(1 SPRbePnfd 2R ShRSEA AU LARLAUIRY b Ml Lol L S EORCSLA B,
5 bR U AP IR BRRR, SATLRRIG Bt
e EOURLL08 IPCULB 2 416 S5 VS VRBCLES, MDA et S
etk pAbFEIoRL LG | o PP £0'y L ASFIATBRL St RN OR
C@EftaEBoPHEb@He(ﬁnﬂdﬂﬂg%ion about the remaining number of times the content
can be used. If the available number of times stored in "Parameter"
is not zero (0), the corresponding content is judged to be.available.
On the other hand, if the available number of times is zero (0}, the
corresponding content is judged to be unavailable.

Since "Type" of "Usage Details" for UCS A is set to '"Purchase and
Reproduce, ' in this example, the content A is purchased.ana.reprodubed
without limit. Therefore, "Parameter" of "Usage Details" of UCS A
contains information that content is available. And thus in this

o example, in Step 5263, coﬁtents A is judged to be available.
Consequently, Step 5264 is performed next.

In Step S264, the accounting module 72 of the receiver 51 updates
UCS A. Although UCS A does not contain any information that should
be updated, the available number of times stored in "Parameter" is
decremented by 1 if "Type" of "Usage Details" is set to a use type that
allows reproduction up to a certain number of times.

Next, in Step 5265, the SAM 62 of the receiver 51 stores the UCS

A updated in Step S$264 (not actually updated in this example) in the
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Next, in Step S265, the SAM 62 of the receiver 51 stores the UCS A updated
in Step S264 (not actually updated in this exanple) in the 8 0 JAN 19+
-usage information nenory area RP-3 of the block BP-1 in the usage
information storage 63A of the external storage 63. In Step S266, the data
check nodule 75 conputes a hash value by applying a hash functg{g t0 the
bl ock BP-1 data in the usage infornmation storage 63A of the rd

storage 63, including the UCS A stored in Step S265 and overwites the
verification value HP-1 stored in the menory nodule 73 wth the hash
value. In Step S267, the mutual authentication nodule 71 of SAM 62 and

nmut ual authentlcatlon nodul e 101 of the deconpression section 64 perform

nutuanﬁﬁ?héﬂ?PE@?Fbﬁnaﬁﬁm§ﬁ§rérﬁénﬁg ér@fk§@§I%¥9ﬁ¥ Bﬁui it JhRR LFIE NI S
~nut ual uthegtlcatlon is simlar to that discrlbed reference to

Fi gur tRTAIMEH198 S adeLHe s FB?l PRCERRR o?t‘?%a%?nqat edIn TheP rgffomthe
nunbers, R1 (%P or their g? at i sed f r.the _mutu )

aut heﬂ?Fea?l?%% A Ehor édCQE‘PPEFrSo? 3P é@f@l BRpaPP{Kiageh %%J%m
decry u f encry n/decry nDduI 74 dec ts_t
conteﬁ? ﬁg§ &EB%E E r gFE hE-§§Wb1ﬁ3§’HE§%ﬁ9 Qﬁ%&?léﬁﬁﬁﬁgkt P- 1
(the f Lang nDr area RP 3@5%2 the us rage
63A of LPREERY %‘F%%%gst §7aga 53 i Basils o A R anh e O HATRY

save 5§¥r¢§§9¥8§ tglgé Qpe% %c.t:'ft ﬁmt; lu le s%%re'ge)ﬁ& thﬁéﬁp}é}?%‘qdu]{
encryption uni encryption/ decryption no

decrypiefd enat ﬁQEhk%llﬁ%‘?A

;.} In Step 3267, the mutual authentication module 71 of SAM 62 and
mutual authentication module 101 of the decompression section 64
perform mutual authentication and share temporary keys Ktemp. The
process of this mutual authentication is similar to that described with
reference to Figures 41 to 43 and thus description thereof is omitted.
The random numbers R1, R2, and R3, or their combinations used for the
mutual authentication are stored as temporary keys Ktemp.

In Step 5268, the decryption unit 91 of the encryption/decryption
module 74 decrypts the content key KcoA {encrypted with the save key
T Ksave) stored in block BP-1 (the usage information memory area RP-
3) in the usage information storage 63A of the external storage 63 in
Step S252 of Figure 46, by using the save key Ksave stored in the memory
module 73.

Next, in Step 5269, the encryption unit 93 of the
encryption/decryptionmodule 74 encrypts the decrypted content key Kcoa,
by using the temporary key Ktemp. In Step $270, SAM 62 sends the
encrypted content key KcoA encrypted with the temporary key Ktemp to

the decompression section 64.
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by using the tenporary key Kitenp. In Step 5270, SAM 62 sends the encrypted
content key KcoA encrypted with the tenporary key Ktenp to the
deconpression section 64. 3 0 JAN 2004. In Step S271, the decryption nodul e

102 of the deconpression section 64 decrypts the content si ng
the tenporary key Ktenp. In Step 5272, the deconpression gﬁ@tﬁgﬁﬁbgﬁﬁﬁ

receives the content A (encrypted with the content key Kco) recorded on
the HDD 52 through the interface 66. In Step S273, the decryption nodul e
103 of the deconpression section 64 decrypts content A (encrypted with the
content key Kco) with the content key KcoA. In Step 5274, the

deconpr essj on, ,mod 04, of the deconpression ction, 64 deconpresses the
docrypt od Ton'e FE by athe RTEREFeR TAgthBdLBacREasDRTHRESTPER SELER

5, the, Ki I he_d SSi i
2 ShEL L8 B0 TRk b SR BRTh RSB
51. | 7 Al K he.l ik h
o RIS i LBl TR AR i
, i S i i i HP- 1
(nat ATl YAL S PRS0 R RRSE PO Aa!gh! heabion ahe 1
cont epfe 1Rckieged b8 Derunaugh| abie | 0,51 5008 oRAMARIENDDS o the

predeterm néd error processing ay an error nessage on

uni t &@&Bm?ﬁQtQ%?%ntéH&{% %QEH(Q& &y cf)%'%terrﬁlj&e(ren%m& §3§E§rt eontent

finishes. S way, when content A iIs reproduced (used e receiver
51, the pg@gﬁSﬁi{ﬁnkﬁgegongggtsgegoggohhe-entire process in Figure 39. The

7Q§scrip ion has been directed to a case as an exanpl e where
L In Step S274, the decompression module 104 of the decompression
section 64 decémpresses the decrypted content A by a predetermined
method such as ATRACZ2. In Step $275, the watermarking module 105 of
the decompression section 64 watermarks the decompressed content A for
identification of the receiver 51. 1In Step 5276, content A is output
to speakers or the like (not shown) and the process finishes.
In Step 8277, if it is determined in Step S262 that the hash value
_computed in Step S261 and the verification value HP-1 stored in the
memory module 73 of the receiver 51 d§ not match, or if the content
is judged to be unavailable in Step 8263, SAM 62 runs predetermined
error brocessing to display an error message on the display unit (not
shown) through the display controller 67 and the process finishes.
In this way, when content A is reproduced {used) on the receiver
51, the process finishes, and so does the entire process in Figure 39.
The description has been directed to a case as an example where
the content A is used (purchased} by the receiver 51. The receiver

201 can also use the content A as the receiver 51. However, "Use Point

Information" of the reference information 20 of the receiver 201 shows
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the content A is used (purchased) by the receiver 51. The receiver 201 can
al so use the content A as the receiver 51. However, "Use Point

| nformation" of the reference information 20 of the receiver 201 shows 3 0
JAN 200+ that content use point of the content provider 2-1 c

points as shown in Figure 38, the receiver 201 does not fqulQJ(? ‘343\? 2001!-
condition of "User Conditions 10" of "Usage Conditions 10". Therefore,

this case, UCP Ais not selected but UCP B is selected. Next, as to
selecting of PT, in this case, as UCP B has been sel ect ed, either PT B-1
or PT B-2 (Figure 22) that correspond to UCP B is selected "Price 30" on
PT B-1 conditjons the equi t_to be slave equij and "Prjice 40"

PT A DPEONGPTFORG THE BUURproht the Geheat crr oltAbhett ] CHRBFE! OF cPOLRES
receiver .201 as the nas ui_pnent se PT B 2 t.hi sed on
var | Gt SHSHEI CPoRSREE o1 %%ﬁ&lﬁﬁ%?ﬁi 0¢335y, g haapt B g RBE e

det ai | t he Lange of..sel ec of PTs .,are ter ned.,
Nbreovﬁr%t o et i O as fpmaR R retthEr e, tume 1SR i thisi e

Usage, Lo %'R”fs Rétugfeéggd Hﬁ?ru@gﬂ' ik 0?3 18keghrice” of PIs are

nade 45> conditions fOF “séx or age o i'S ano possi ble that the

nai cati on a1 hess Saharraneh EFCar B E8ae 0 LA SLhOR Do SpLpkEsTR""
ser vi %Ptl?é’f’?t‘ B- f' b JoA( E(l%UQ‘)e f‘?ﬁ%ﬁ}t S6LLLERBAL ﬁ\JS)WCtPhﬁ iR QCessLaYy

procedures for set I.ng accounts wt receiver 51 will be described
Wi th ¥eferenger ta, the ﬁJlo\@o%gﬁttldrﬂs @h%ue%ulﬁ%enthlt% BEOE§§§e' Sqit phbed,

,when t he anmount posted exceeds a preset
and "Price 40" on PT A~2 conditions the equipment to be master equipment.
Therefore, the receiver 201 as the master equipment selects PT B-2.
In this way, based on varioué conditions set for the equipment and its
user, UCPs and usage details of UCPs and the range of selection of PTs
are determined. |

Moreover, the description has been directed to a case as an example
where "Usage Conditions" of UCPs and "User Conditions" of "Price" of
PTs are made as conditions for sex or age of a user. It is also possible
that the place or the date of birth of a user are set for conditions.
In this case, indication of those conditions is set to code values 0300h
to 7FFFh of service code in Figure 15A.
{6-6) Account settlement

Now the processing procedures for settling accounts with the
receiver 51 will be described with reference to the flow chart in Figure
48. This process is started when the amount posted exceeds a preset
ceiling (the limit charge for formal or temporary registration), or

if the versionof delivery keys Kd becomes obsolete, making it impossible,

for example, to decrypt the content key Kco (encrypted with the delivery

-78-



ceiling (the limt charge for formal or tenmporary registration), or if the
version of delivery keys Kd becones obsolete, nmaking it inpossible, for
exanple, to decrypt the content key Kco (encrypted with the delivery 3 0
JAN 2004 key Kd) in Step 5247 of Figure 46 (and. thus inposs%ﬁbe to receive
- the service provider secure container). In Step 5301, nutudl JZ\N 2004
authentication is perforned between the receiver 51 and EMD service center.
1. This mutual authenticationis simlar to that described with reference
to Figures 41 to 43 and thus description thereof is omtted. Next, in Step
5302, SAM 62 of the receiver 51 sends an U authentication certificate to

t he. t [ 18 of th E i 1. In St 5303,
SAM 655 BATha Tt GHER S 61 SdnELgRES JEnEARBR i Lo &5 FBOEREeatBbunt
(accounting informtion) to be ettleq, by neans of the tenporary key
KtenpS%ﬁ%}%ﬁ %f?ﬁggﬁﬁ 3 ur?e?9?§§legﬁter 1in Step 5301, and sends it to
t he EMD [ 11 th ith t (S f_del,i Kk Kd,
UCPs and PR Cak G O o TEBTE5, “AHASPEOrerrali on Preforiish 5 vastAtnEtf or
the i j t i 51 4 t. i i.ved, and .
decr Rt S Tehehodid i e il b PRl iR By BERLRR TR 1o

CheCk§iIBJ:'féf ef?c?iﬁffgt %ijesfc(?crl inl e %lfe,‘} cet fﬁ%tF l:gs c'>' %t3a5 3 1’1 :
se ?o % op. |n¥§€ S gf §I| |§%

in the registration I'Tst to be ep t'he

sectié%%gfhﬁ%iégeggggééfrygcgmﬁggggn 1 anal yzes the accounting information

received in Step to calculate the anobunts to be charged to the user
(user F, fhQuxeXaiPI®ep 8802, saM 62 of the receiver 51 sends an

L } authentication certificate to the user management section 18 of the

EMD service center 1. In Step 8303, SAM 62 of the receiver 51 encrypts
the UCP that corresponds to the account (accounting information) to
be settled, by means of the temporary key Ktemp shared with the EMD
servic’e center 1 in Step S301, and sends it to Ehe EMD sefvice center
1l together with the version of delivefy keys Kd, UCPs and PTs stored
on HDD 52, and registration list.
In Step 3304, after the information sent by the receiver 51 in
Step S303 is received and decrypted, the user management section 18
| ) of the EMD service center 1 checks the receiver 51 for any illegal act
that would make "Status AFlag" in the registration list to be set to
'Stoé.‘
In Step S305, the billing section 19 of the EMD service center
1 analyzes the accounting information received in Step S303 to calculaté
the amounts to be charged to the user (user F, for example). Then,
in Step S306, the user management section 18 checks to see if the accounts

were settled successfully in Step 5305.
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in Step S306, the user managenent section 18 checks to see if the accounts
were settled successfully in Step S305. 3 0 JAN 200 Next, in Step S307, the
user nmanagenent section 18 of the EMD service center 1 sets the

registration conditions of the receiver 51 based on the resu%t ﬁ@%&fzfgh§
run in Steps 5304 and 5306, and attaches a signature to it t [%
registration list of the receiver 51. For exanple, if an illegal act is
detected in Step S304, the "Status Flag" is set to 'Stop,' which stops al
t he subsequent processes. In short, the receiver 51 can no | onger receive

any service fromthe EMD system On the other hand, if it is confirned

1at, Che S TR 0GS ola)] i, P20 na Bt L o e
1 CERLEL, ALLPUE", ddc 030l SUaiGe Aoty AUERESE FaDl ek Vs 51
EnaGEIEal GESHOPAR, of A EBSEL 6 S PCIb OGNS s LS
Py U540 SRECEIDEL 0 YIS nd rendantie 1SR LR RedpEbeLyM By e
02 of e BSSERNEEE! (258l el 8 L¥er s Achans e shratog; st

decr ypi §q hegnsang st ates, tthefy kA é@g}pg&.@i ythé*%qfﬂsee_q%%nl%%o@g g 1p

accounting information is deleted and the registration [ist an elivery
keys &goaf e ppdatad ivet 8 FRIDLHY ﬂ@ﬂ&é? ¥Sceive any service from the EMD
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system. On the other hand, if it is confirmed that the settlement has
failed in Step S306, "Status Flag" is set to 'Restricted,' in which
case, the receiver 51 can no longer purchase any new content although
it can reproduce already purchased content,

Next, the_account settlement process goes to Step 5308, where'the

user management section 18 of the EMD service center 1 encryﬁts the
latest version of delivery keys Kd (the latest three months' delivery
keys Kd), by using the temporary key Ktemp, and sends the results
together with the registration list made in Step 38307 to the receiver
R 51.
4 In Step S309, SAM 62 of the receiver 51 receives the delivery keys
Kd and registration list sent by the EMD service center‘l, through the
communications block 61, deérypts them, and stores them in the memory
module 73. The existing accounting information is deleted and the
registration list andidelivéry'keys Kd are updated in the memory module
73.

In the present specification, a system means entire egquipment

consisting of two or more equipment items.
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In the present specification, a system nmeans entire equi pnent consisting of
two or nore equipnent itenms. 3 0 JAN 2004 As for providing nediumfor use
in providing users with the conputer prograns for running the processes
descri bed above, in addition to recording nedia such as magnetic discs,
CD- ROMs, or solid.state- nenories, communications. nmedia suc sthkNM@gB$or
satellites can also be used. The content providers according to the above
enbodi ment of the present invention store second information containing
the usage conditions and usage details by associating with the first
information and send the second information to predeterm ned equi pnent by

07301 1 8 Wl 06 L Sl PR L0 TRl s RO B R
U OBEAYE ' PSR RGPERY U565 B8R SR e Ao, Snd L T S0

condt L 0RRPRd, BOTLBLGiBAke! BagHHiY, WALEHmLiPRID SEr e LD (e
det o honsEs e it DLELTRL 0y, #0260 1 5000 LNOLTRLON oo 40

inforgati9nq Therefore it ‘is possible to distribute the first information
according to the conditions. Furthernore, the receivers according to the

5?20di mentripd  ddr e Rf eﬁf&h&@i‘@”é&&ﬁr&%ﬁgt Bg Eﬂg_t gRbvieNe OATHRMES o thhd he
ge details that correspond to the usage conditions selected according
to theres&her eAFENntNHAT BRELEN sRBEANREHhPRATIUN Mt 1911 df & tis qufgeont ent
i:} conditions and usage details by associating with the first information
and send the second information to predetermined equipment by
‘associating with the first information. Therefore it is possible to
distribute the first information according to the usage conditions.
Furthermore, the service providers according to the embodiment
.of the present invention prepare third information containing the
pricing conditions and the price of the first information, in accordance
with the second information that contains the usage conditions. and the
usagdge details of the first information, and send the second information
and the third information to predetermined equipment by associating
with the first information. Therefore it is possible to distribute
the first information according to the conditions.
Furthermore, the receivers according to the embodiment of the
present invention use the content in accordance with the usage details
that correspond to the usage conditions selected according to the

reference information and perform accounting for the use of content

in accordance with the usage details that corréspond to the usage
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in accordance with the usage details that correspond to the usage 3 0 JA Ar
2004 conditions selected according to the reference information. Therefore,
it is possible to have a variety of services. Industrial Appkicability The
present invention can be applied to information processing iktﬁ%ﬁk;iﬁf
encrypt and distribute information such as nusic data, noving pi 4
data, still inmage data, text data, or programdata. 30 January 2004 C ai ns:
1. An infornmation processing apparatus conprised in an electronic contents
di stribution network system for sending contents, characterized by
conprising : holding neans for holding first information encrypted-wth a
content ke and, .sai,d content.key; stora means. for_stpring cond

| nf or TR oh BB SR Ay HE ARG TG FhEr Bt bl eBnar TI T BE BF e/
equi ppent _o ha n_u iLd first informtion with said content
key agg %B)Eaggggige%gi g ?hgt%gﬁggggtgngﬁﬁgﬁ%J%S of said first

i nformati on; and sending neans for sending said first information, said
content key held by said hol ding nmeans and sai d second i nfornmation stored

by sardaskerage RS i 19kher apparatus which is simlarly conprised in
said-eﬁectron?c ﬂggntg%?é g? tribution network systemw th a delivery key

for The present invention can be applied to information processing
systems that encrypt and distribute information such as music data,

moving picture data, still image data, text data, or program data.
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‘generating (c) pricing conditions that indicate conditions of equipnment or
users that can use said first information with said content kewoQanuire004
basi s of said second information and (d) prices that corresponds to said
usage details conprised in said second information for providing services.
2. An information processing nethod conprised in an electronic contents

di st ri but CimBet work system for sending contents, characterized by
conprising: a holding step of holding first i nf or mat i on encrypted with a
content key, and said content key; a storage step of storing second

i nformation coAninrmatidaprocasing appaiaten sokdprised Ndizratlcronidi ¢draentsof
equi pnent or_ users that can use said first information with said content

key and 8@'313@“3'%l&'@ﬁ\yo'i(ﬂy&te(rﬂ)foﬁj§§@‘é'n9élq§ﬁt¢'§st‘H’éﬂrap'iﬁ’(ﬂ?@‘étbéf GPERRYISINGIf es of
said first in t ?‘:ﬂq" ndi ng step of sending said first

I nformati on, slg@gm% |1nt8§rr1]? ey(ﬁ%@gd by said holding step and said second
i nformation stored figt Bdorhatiooregeystedwitioa cohteet keppamdit us whi ch i's
simlarly conprised i.n sajd gl ectronic contents distribution network
systemwi th a deli v%fi‘a kP"F fYgenerating (c) pricing conditions that

i ndi cate condi §fopies Hlfeaﬁg%rpéfSHﬁ %cor'rt?ﬁ{firnﬁé‘t&}n EGpH§iRgsai d first _
i nformation with said content e on the basis of sal second i nformation
and (d) prices that(aorr eysagescanslitizrisdthad dndicalet eonditierimpf eguipneant or
users that can use said first information with said content key and
(b) usage details that indicate usage rules of said first
information; and
sending means for sending
said first information,
said content key held by said holding means and
said second information stored by said storage means to
other apparatus which is similarly comprised in said electronic
contents distribution network system with a delivery key for
generating
(c)  pricing conditions that indicate conditions of equipment
or users that can use said first information with said content key on
the basis of said second information and
(d) prices that corresponds to said usage details comprised

in said second information for providing services.

2. An information processing method comprised in an electronic contents
distribution network system for sending contents, characterized by comprising:
a holding step of holding
first information encrypted with a content key, and
said content key;
a storage step of storing second information comprising
(a) usage conditions that indicate conditions of equipment or

users that can use said first information with said content key and
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said second information for providing services. 3. A providing nmedi umt hat
provi des a conputer-readabl e programfor naking an informati or30RaA0&FI0Ng
apparatus conprised in an electronic contents distribution network system
execute a process, characterized in that said process conprises: a holding
step of holding fi rst I nformati on encrypted with a content key, and said
content key; a stordfe steggefdetadsi fiplsdodinata nfigageat iues cohpsaidi digst( a)
usage conditlopﬁ #@%f?&t ﬂﬁcate conditions of equipnment or users that can
use said first in with said content key, and (b) usage details

that indicate gsapeingbep of seradity Shidsfirst infoanawdn, aid @E)dtemt&@EdHW byt ep of
sending said first information said content key held b said hol ding step

and sai d 3 ohRidings sterapnd aid @ﬁéan%yn@amatt@mcﬁtg@éi EY@@IQ storgonesteBpgPar at us
which is siyg] Q&#é(ramr\ﬁﬁd i nﬁlﬁﬁfaﬂgelcf)ﬁ% rgﬁhcnﬁo%]iﬂn?ectﬂin?é r%&?’d%hﬁn

net wor k system th a delivery r ge erat| nfor
conpri si n(jls(rdjutlpnlrratwgrlcsysdiémimtixatdbﬁtrenyﬂ(bydat generrasdingl ons of equi prrent or
users that can use idfirst inf rrrat{@g W th said ;f‘
basis of said secoffd i nPBF RGBT '§@'C§§?1198F'9 '95§4O(B$U'§m%s°rt hat
corresponds t 0u§é§’s¢’thb‘§é&?u§@%§ld firsE BRI With SR BorRERORS, bRTRE BaLison T or
providing services. 4. An information processing apparatus conprised in an
el ect roni ¢ conoksaid second information and

(d)  prices that corresponds to said usage details comprised in

said second information for providing services.

3. A providing medium that provides a computer-readable program for
making an information processing apparatus comprised in an electronic contents
distribution network system execute a process, characterized in that said process
comprises:
a holding step of holding
first information encrypted with a content key, and
said content key;
a storage step of storing second information comprising
(a) usage conditions that indicate conditions of equipment or
users that can use said first information with said content key, and
(b) usage details that indicate usage rules of said first
information; and
a sending step of sending said first information said content key held by
said holding step and said second information stored by said storage step to
other apparatus which is similarly comprised in said electronic contents
distribution network system with a delivery key for generating third information
comprising
(c) pricing conditions that indicate conditions of equipment or
users that can use said first information with said content key on the basis
of said second information, and
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di stribution network system for providing services, characterized by
conprising: receiving neans for receiving first information emoriptag 2004h
a content key, said content key, and second information conprising usage
conditions that indicate conditions of equipnment or users that can use
said first informatign with said content key sent from other apparatus
which is sinilarly thnprPdegs thatsearesponds itersaid usgaecdetsilsicomurisedi ion

net wor k SySte%aiﬁ%cﬂﬁagﬁoﬂﬁéﬁ% ﬁ)r;d?é‘\tridfngcgeqﬁEgs usage rules of said first

i nformati on; generating neans tor dgeherating pricing conditions that

I ndi cate conditions of equipnment or users that can use said first

informatign with said content key on the basis of said second infornation,
and priceS-t ha@ndaﬁg@ﬁeﬂd&m@%ﬁ @rpales gemprised dg @ plestonis cantantssecond

i nf or mat i gdREBhRAWEK ﬁ@t&nrfSFB{‘o‘(rid?H% UBAMSS, éﬂgr_a%?él'@eﬂ%wgriéiﬂ . sendi ng

said first information, ‘"salid content key, and said secon rmati on
recei ved by safeteiviegimdang foeeereiviisgwel |  as said pricing conditions and

said prices generatgd, by sai.d generatin nmean ot her apparatus which is
simlarly conpri sedﬁfsﬂ lrﬁgriraat@rg%@qrgﬁyeg "gigbﬂtcgﬂf@ttgp& ri bution network
system for sel ecti ngajgaiohterta@s, gedail conprised in said second

information or said price, seléecting said pricing conditions, decrypting
said first informat&espPrd inforsmatignsemmiginkey, usi ng

usage conditions that indicate conditions of equipment or

users that can use said first information with said content key sent

from other apparatus which is similarly comprised in said electronic

contents distribution network system, and

usage details that indicate usage rules of said first

information;
generating means for generating

pricing conditions that indicate conditions of equipment or users that
can use said first information with said content key on the basis of said
second information, and

prices that corresponds to said usage details comprised in said
second information received by said receiving means; and
sending means for sending

said first information,

said content key, and

said second information received by said receiving means as well
as said pricing conditions and said prices generated by said generating
means to other apparatus which is similarly comprised in said electronic
contents distribution network system for selecting said usage detail
comprised in said second information or said price, selecting said pricing
conditions, decrypting said first information with said content key, using
said first information according to selected usage detail, and charging for

the usage by the usage step according to said price for using contents.
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said first information according to sel ected usage detail, and charging for
the usage by the usage step according to said price for using Gonkftarsy.2002
30 January 2004 5. An information processing nethod conprised in an

el ectronic contents distribution network system for providing services,
characterized by conprising: a receiving step of receiving first

i nformati &n enbhyipfenationhpepcesaingninekwd copyirgedoint ant elkelyonianebriestsnd

i nf or mat i I.Sin L& t_ i ngdi . Lt f

cqui prent CBIEEBRG AR SRR I8P VTR pbiRiast P RER Sl 0B S ont ent
key sent from gtrbesivingraémbiifecelVigd is simlarly conprised in said

el ectronic distribution network system and usage details that indicate
usage rul es of sai dfifst irgermaficsy ergryeied Vﬂt@@ﬁ@ﬂ%ﬂtﬂf@%tep of generating
pricing conditions t. -0l e nditions of equipnment or users that can
use said first inf o%%gtﬁognmvﬁ(? ’%aﬂ?d content key on the basis of said
second infornation sscbrut iinfesmiatien compeisigndsage wenditivhagehatdétdicate

sendi ng. st ep oFORUETG COHIRIET @t pHEINRLCABSS SHHATBOMIGHTANEy Wilnd
b1 g cond [ LRI EF R MR Archaeh el 1 BB D B
ot her appar at usaidtéletiroric sistibetdnynetwopk isystgém and aisagel dataitothiad indicatent s
di stribution nleutsé'\é)é Fuléé’%%s?é?dfn?ét i%%lr%%%ﬁ];g sai d usage detail conprised in
a generating step of generating pricing conditions that indicate conditions
of equipment or users that can use said first information with said content key on
the basis of said second information and prices that corresponds to said usage
details comprised in said second information received by said receiving step:;
and
a sending step of sending
said first information,
said content key, and
said second information received by said receiving step as well as
said pricing conditions and said prices generated by said generating step
to other apparatus which is similarly comprised in said electronic contents
distribution network system for selecting said usage detail comprised in
said second information or said price, selecting said pricing conditions ,
decrypting said first information with said content key using said first
information according to selected usage details, and charging for the

usage by the usage step according to said price for using contents.

6. A providing medium that provides a computer-readable program for
making an information processing apparatus comprised in an electronic contents
distribution network system execute a process, characterized in that said
process comprises:

a receiving step of receiving

first information encrypted with a content key,
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said second information or said price, selecting said pricing conditions |,
decrypting said first information with said content key using saisnfiaryStoos
i nformati on according to sel ected usage details, and charging for the
usage by the usage step according to said price for using contents. 6. A
provi di ng nmedi um that provides a conputer-readable programfor nmaking an

i nf or mati on pr ocesshisgcenieat kavu@ndonpri sed in an el ectronic contents

di stribution networ t te .QCes ar erized in. sai d
process conpri ses: Séﬁ%‘ieﬁ%@i@e&%%%ﬁ@i ?frb’ﬂégf FS@%'%Pﬂ%oﬂf?&t inﬁ]@é’ta
encrypted wi t hegnditioiseof elgalpmdét cOusarsunay caAQbsessaid frenirfdiméiidn withd
second i nformation conprising usage conditions that indicate conditions of

equi prent or uS¥A SONtRI ke selit Borhpiher apparatus wihiah isaimilan compriged ont ent
c f _ > eE FES . .
o vt roni ¢ contadledfiif Botinllbisthon THNGH $AGTHAE B defRt thar

i ndi cat e usageindidaés ushgs aulds bf said firsf inforatation; a generating step of
generating third infqrmation cor‘rgri Si nﬁiggri ci ng.conditions that indicate

condi tions of @§&NG WQ%?DQ@?@ Wni_QQt nfg U CPPHENGi nf or mation with
sai d content key Ogoritalshgge it%r%fthﬁﬁtrﬂiica‘%é(‘c%geitibﬂéQ{f@gygﬁe@ﬁn dr§ §fatt hat

corresponds to sai etalls conprised In sai n ormat i on
recei ved by satah useesaid digstsinérmadion with ssaidiicoptent &keyodn dlee diasis ebisdidf i r st
| nformation, ésgci;o% I Brerﬁétiokneyanda B%ces that corresponds to said usage details
comprised in said second information received by said receiving step; and
a sending step of sending
said first information,
said content key, and
said second information received by said receiving step as well as
said pricing conditions and said prices generated by said generating step
to other apparatus which is similarly comprised in said electronic contents
distribution network system for selecting said usage detail comprised in
said second information or said price, selecting said pricing condition,
decrypting said first information with said content key using said first
information according to selected usage details, and charging for the

usage by the usage step according to said price for using contents.

7. An information processing apparatus comprised in an electronic contents
distribution network system for using contents, characterized by comprising:

storing means for storing a reference information comprising the
information of said information processing apparatus or user of said information
apparatus;

receiving means for receiving first information encrypted with a content
key,

said content key, and

second information comprising
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said second information received by said receiving step as well as said
pricing conditions and said prices generated by sai d generati n@0skegaryt2004
ot her apparatus which is simlarly conprised in said electronic contents
di stribution network system for ‘selecting said usage detail conprised in
said second information or said price, selecting said pricing condition,
decrypting said first i nfherysagecepnditionssihialinsicate vondisipna if eguiranentrar st

usage by the usage SPRIp ARG TRt e EERekEn B AR TEMRER YT
i nformation processing apgRjert detallo Mmaats addicateanusdgret futed cof ogdie ntfisst

di stribution network system for using contents, characterized b
conprising: stori ng[nfﬁé'a??é'_oﬂora%q o?ﬁ*ﬁ@gacﬁa'é@'g?%c@alt ningicaie i epndi i Qf ng
the information Of?&&bﬂqe'nﬁ‘fd?rﬂ%rb%a?rc%ﬁeﬁ% hi@RRal ?r@fbﬁné’cforP?@t’h Qfjgsai d
i nformati on apparatus; receiving neans tor receiving rrrst 1nformtion
encrypted with a cocdrdent keyon fise Hasisnf said senpndanfbreationdamdf or mat i on

conprising 87 30 January,2004 the usage conditions that indicate conditions
of equi pment or us@ﬁ‘%eglﬁéﬁq COIRESRAAIIS 1Y SR é'?ag?uf%tﬁ@ﬁ COMRRSEH Bapal

content key and usags.diff fibinatti, 46l PSR WpPdthRS Q/ﬁioﬁais?sfnj]ifaﬂy

information, and pricing conditions that indicate conditions o equi pnent
or users that can usenpesed fin rsaid ietdabronia icontants idistrbudtiore oetwerk &ysfemn t he

basi s of said second.ténf rrratki on, and prices that corresponds to said usage
details conprised iWiQgeHvery key,
usage selecting means for selecting said usage detail comprised in said

second information received by said receiving means;

price selecting means for selecting said price received by said receiving
means;

using means for decrypting said first information with said content key and
using said first information according to selected usage detail ; and

executing means for charging for the usage by the usage means

according to said price for using contents .

8. An information processing method comprised in an electronics contents
distribution network system for using contents, characterized by comprising:
a storing step of storing a reference information comprising the information
of said information processing apparatus or user of said information apparatus;
a receiving step of receiving
first information encrypted with a content key,
said content key, and
second information comprising the usage conditions that indicate
conditions of equipment or users that can use said first information with
said content key, and usage details that indicate usage rules of said first
information, and pricing conditions that indicate conditions of equipment or
users that can use said first information with said content key on the basis
of said second information and prices that corresponds to said usage

details comprised in said second information, sent from other apparatus
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second information, sent fromother apparatus which is simlarly conprised
in said electronic contents distribution network system wi th dglJavasry 308y,
usage selecting neans for selecting said usage detail conprised in said
second infornation received by said receiving neans; price selecting nmeans
for selecting said price received by said receiving neans: using neans for
decrypting sai Whighvisisimiarh sempesedin said slertnic eonteris,digtibutionineiverds d

first informt el ected usage detail ; and executing neans
for charging f%@?ﬁpﬁﬁégge @Q(t ﬁb usage neans according to said price for

usi ng cont ent sa.ushgeAseleofing stép of seleutingssdid uszigeodetall qumsrskd i 8aid
el ectronics C(%ER? nts distrib tbé{on network system for using contents,
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apparatus or user of sai mation a parat us; a recelving ste
recei vi ngsfep; st i nf ormati on encrypt ed with a content key, said content

key, and second inforpati | Si.n e _usage co Itl ns th i ndicate
Condi t1ons of BdEP o depeng Rar uh RSB RN sl FartsPlkey Gl « 1
sai d cont gghglsaid f@'ﬂﬂwf@ﬁﬁ%rﬂ@é@rﬁﬁtgﬁb%@éd@ G34&e HERMS; and es of said first
I nformati on, and pricing conditions that indicate conditions of equi pnent

or users thatag&xeoelingaiep dfichergingforthetusegeliytthedisage sten socording fon t he
basi s ion and prices that corresponds to said usage
det ails c%%@ pq'%ﬁspgglgg%ggg%ﬁ%nd I nformation, sent from other apparatus 88

9. A providing medium that provides a computer-readable program for
making an information processing apparatus comprised in an electronic contents
distribution network system execute a process, characterized in that said
process comprises:
a storing step of storing a reference information comprising the information
of said information processing apparatus or user of said information apparatus;
a receiving step of receiving
first information encrypted with a content key,
said content key and
second information comprising the usage conditions that indicate
conditions of equipment or users that can use said first information with
said content key and usage details that indicate usage rules of said first
information, and pricing conditions that indicate conditions of equipment or
users that can use said first information with said content key on the basis
of said second information and price that corresponds to said usage
details comprised in said second information, sent from other apparatus
which is simitarly comprised in said electronic contents distribution network
system with delivery key;
a usage selection step of selecting said usage detail comprised in said
second information received by said receiving step;
a price selecting step of selecting said price received by said receiving

step;
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30 January 2004 which is simlarly conprised in said electronic contents
distribution network systemwth delivery key; a usage sel ecti3ogiaptigy @foa
sel ecting said usage detail conprised in said second information received
by said receiving step; a price selecting step of selecting said price
received by said receiving step; a using step of decrypting said first

i nformation w Bhusiag ateponit decryRing aaid firgt infigrmaeation with siaid apatentikeyand
accordi ng sel. d i .S t ,ng.step,of charging for
t he usageu%ﬁgt%ﬁﬂésggﬁgiﬁ%@na%‘lccg’rrﬁr?’ﬂdgggle%g%fggﬁ‘? @%gﬁa,rarﬁgi ng contents. 9.
A providing nedhwxethiig plep\ufdpardging fofHe @isage agahk &isahe $teaEcsrdingplsl Ng an
i nformati on processi ng apparatus conprised in an electronic contents

di stri but B3 RiEEIEF KSBgLOBIRMERecut e a process, characterized in that said
process conprises: a storing step of storing a reference information
conprising the information of said information processing apparatus or
user of said information apparatus; a receiving step of receiving first
information encrypted with a content key, said content key and second
information conprising the usage conditions that indicate conditions of
equi pnment or users that can use said first information wth said content
key and usage details that indicate usage rules of said first information,
and pricing conditions that indicate conditions of equipnent or users that
can use said first information with said content key on the basis of said
second information and price that corresponds to said usage
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details conprised in said second information, sent from other apparatus
which is simlarly conprised in said electronic contents distribution
network systemw th delivery key; a usage sel ection step of selectlng sai d
usage detail conprised in said second information recelv Zg
receiving step; a price selecting step of selecting said prlce rec d by
said receiving step; 89 30 January 2004 a using step of decrypting said
first information with said content key and wusing said first information
according to sel ected usage details; and an executing step of charging for
t he usage by the usage step according to said price for using contents.
89a Abstract The present inventiomymkes-¢t possible to provide services
according to user information. "User Conditions 10" of "Pricing Conditions
10" on PT A-1 indicates that the user is male. Thus, PT A-1 can be
selected only by male users. "User Conditions 20" of "Pricing Conditions
20." on PTHe reskicat Bsvéialohheakseritspbesibge THUBroRIdA- 2601 &
selected only by female users. Wen the prices on PT A-1 and the prices on
PT A-2cacedtogphcedsert hefprineédsocan PT A-2 are half as high as the prices
on PT A-1. In short, fenale users can use content at half the price

conpar ed t'BJsmt Eousiétsons 10" of "Pricing Conditions 10" on PT A-1 indicates

that the user is male. Thus, PT A-1 can be selected only by male users.

"User Conditions 20" of "Pricing Conditions 20" on PT A-2 indicates
j‘ that the user is female. Thus, PT A-2 can be selected only by female
users. When the prices oﬁ PT A-1 and the prices on PT A-2 are compared,
the prices on PT A-2 are half as high as the prices on PT A-1. In short,

female users can use content at half the price compared to male users.
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