10

15

20

. 25

7 September 2005

DESCRIPTION

DATA STORAGE APPARATUS.

Technical Field

The present invention relates to daté storage

- apparatuses, and more specifically, it relates to a data .

storage apparatus that allows addition and alteration of

administration information for administering an internal

memory of, for example, an IC card while preventing

tampering, without collecting the IC card.

Background Art

IcC (Integrated Circuit) cards (smart cards), which are.
expected to be used, for example, inhelectronic money
systems and security systems, are being developed.

An IC card inciudes a CPU for executing various
processes and- a memory for storing'déta, étc. required fo:
theAproceéseé,'and it exchanges data in electrical cdﬁtact'.'

with a.predetermined reader/writer (R/W) or in a non-céntact

manner using electromagnetic waves. In .IC cards that = .

exchange data with the R/W in a non-contact manner using

electromagnetic waves, generally, required electric power is

jsupplied by the gleétromagnetic waves.

When an IC card is used, for example, in an electromic -

money- system or a security system, security.issues such as
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sedrecy of data and prevention of forging of the IC card are
essential, so that, génerally, access to the IC card is
allowed using a key assigned by an admiﬁist;ator (operato;)

of the system. That is, access to the IC card by a person

‘without the key is restricted.

Furthermore, security is dictated in, for example, ISO
(International Organization for Standardizaion) 7816,'which

defines standards for contact-type IC cards. According

thereto, by applying a key to a DF (Dedicated File) that

corresponds to a directory or a folder, access to DFs and
EFs.(Elementary Files), which cqrrespond to files, that
belongs to the layer of the DF is restricted.

Generally, ﬁhat is called ticketing, which is executed
for newly addihg to . an IC card a file for storing data for
providing a new service or for changing a key required for
accessing data, is generally executed at a facility or the
like'with adequate security management after an
administrator or a manufacturer of the IC card collects the
IC card issued to a ﬁser'and'on the market. |

That is, generaily, for exémple, an issuing agént,A
executes primary issuing of an IC card, issuing an IC card 
without functions (IC card:ﬁhat does not allow reading or

writing) to a ticketing agent that executes ticketing, as

shown in Fig. 1. The ticketing agent executes ticketing

(secondary issuing) so that an- administrator #1 that wishes
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to provide a service using the IC card is allowed to use fhé'
IC card.

That is, the ticketing agent allocates a storage region
to be used by the administfator #1 (a region of the
administrator #1)‘in the IC card,.and writes a key and other
information that is required for the administfatbr #1 to
access the storage region. Ticketing is executed at a place

with adequate security management (hereinafter referred to

-as a secure place when appropriate) such as a facility of

the ticketing agent. Referring to Fig. 1, the ticketing

agent and the administrator #1 are typically the same entity.
The IC card that haS'ﬁndergbne ticketing is shipped to

the market and distributed to a user. Then, it is used for

the administrator #1 to provide a service. That is, this

. allows the user to use the IC card as, for example, an

electronic commuter pass or wallet.

For example, if the IC card that is now on the market

supports multiple functions and if'an administrator #2 other

“than the administrator #1 wishes to provide a service using

the multi-function IC card, the ticketing agent temporarily

‘collects the IC card on the market, as shown in Fig. 2.

Then, the ticketing agent executes ticketing so that

" the administratd; #2 is allowed to use the IC card. That is,
the ticketing agent allocates a storage region to be used by

the administratox_#Z (a region of the administrator #2) in
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the IC card, and writes a key and other information requlred

for the admlnlstrator #2 to access the storage region. Then,

the IC card that has undergone ticketing is shipped to the:

_market again.

The key, etc. that is written to the IC card by

,tlcketlng is essential 1nformat10n for securlty of the IC
- card. It is undesirable to distribute such information to a

-place without security management (hereinafter referred to

as'an insecure place when appropriate) such as the market,

‘where probability of unjust acts suCh as eavesdropping and

tampering is high. Thus, ticketing is executed at a secure

place after collecting the IC card from the market, as

.described above.

Thus, the IC card must be collected each time ticketing

is to be'eXecuted, which is laborious. In order to overcome
. the above, the applicant has proposed earlier, in Japanese

. Unexamined Patent Application Publication No. 10-201497, a

method of ticketing in which administration information

including a key requ1red for access1ng a storage region is

‘encrypted s0 that leakage of content of the admlnlstratlon

information to a third party will be prevented.

Now, storage regions will be described with reference

to Fig. 3.  Storage regicns conéist-mainly of area regions

and service regions. &n area region is allocated to each

administrator, and a service region is allocated to a
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service provided by an administrator that administers an

area region.

According to the method disclosed in Japanese Unexamined
Patent Application Publication No. 10-201497, allocation of
storage regions is such that both area regions and service regions
are assigned, so that an assignee administrator is allowed to
proﬁide a number of area regions and service regions. Thus, an
administrator to which a predetermined storage region is assigned
is allowed to let yet another administrator provide area regions
and service regions in the storage region under its own
administration.

This indicates that a problem has existed that it is
impossible to separate rights for registering service
regions and area regions, that is, it is impossible to

separately assign right to register service regions and

right to register area regions.

Disclosure of Invention

Embodiments of the present invention seek to allow
.sepérate registration of an area region and a service region
by separately providing a region required for registration of
the area region and a region required for registration of the
service region.

According to a first aspect of the present invention,
thére is provided a data storage apparatus for administering

regions for storing data in a hierarchical structure, the

data storage apparatus comprising:
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storage means in which.at least one of a first region
administered by a first administrator, a second region for
administering information relating to a service, a third
region, a parent thereof being the first region, for
administering information required for forming a region, an
upper layer thereof being the first region, that is
administered by a second administrator, and a fourth region,
a parent thereof being the first region, for administering
information required for forming the second region is
formed; reception means for receiving a request for forming
one of the first to fourth regions, and information relating
to the region associated with the forming request, at least
a portion of the information being encrypted; reading means
. for reading from the storage means, based on the information
received by the reception means, a key stored in a region
that serves as a parent of the region associated with the
forming request among the first to fourth regions; decryption
means for decrypting the encrypted information using the key
read by the reading means; and forming means for forming the
region associated with the forming request in the storage
means based on the information decrypted by the decryption
means.

According to a second aspect of the present invention,
there is provided a data storage method for administering
regions for storing data in a hierarchical structure, the
data storage method comprising: a reception
control step of controlling reception of a réquest to a data

storage medium in which at
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least one of a first region administered by a first
administrator, a second region for administering information
relating to a service, a third region, a parent thereof being
the first region, for administering information required for
forming a region, an upper layer thereof being the first
region, that is administered by a second administrator, and
a fourth region, a parent thereof being the first region,
for administering information required for forming the second
region is formed, the reqﬁest being for forming one of the
first to fourth regions, and reception of information
relating to the region associated with the forming request,
at least a portion of the information being encryptéd; a
reading step of reading from a region of the data storage
medium, based on the information received under control by
the process of the reception control step, a key stored in a
region that serves as a parent of the regidn associated with
the forming request among the first to fourth regions; a
decryption step of decrypting the encrypted information
using the key read by the process of the reading step; and a
fofming step of forming the region associated with the
forming request in the data storage medium based on the
information decrypted by the process of the decryption step.
According to a third aspect of the present invention,
there is provided a recording medium having recorded thereon
‘a computer-readable program for a data storage apparatus for
administering regions for storing
"data in a hierarchical structure, the program comprising: a

reception control step of
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“controlling reception of a request to a data storage medium in
which at least one of a first region administered by a first
administrator, a second region for administering information
relating to a service, a third region, a parent thereof being
thé first region, for administering information required for
forming a region, an upper layer thereof being the first
region, that is administered by a second administrator, and a
fourth region, a parent thereof being the first region, for
administering information required for forming the second
regidn is formed, the request being for forming one of the
first to fourth regions, and reception of information relating
to the region associated with the forming request, at least a
portion of the information being encrypted; a reading step of
.'reading from a region of the data storage medium, based on the
information received under control by the process of the
reception control step, a key stored in a fegion that serves
as a parent of the region associated with the forming request
among the first to fourth regions; a decryption step of
decrypting the encrypted information using the key read by the
process of the reading step; and a forming step of forming-
the region associated with the forming request in the data
storage medium based on‘the information decrypted by the
process of the decryption step.

According to a fourth aspect of the present invention,
there is provided a program for allowing a computer that
controls a data storage apparatus for administering regions

for storing data in a hierarchical structure
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to execute: a reception control step of controlling reception
of a request to a data storage medium in which at least one of
a first region administered by a first administrator, a second
region for administering information relating to a service, a
third region, a parent thereof being the first region, for
administering information required for forming a region, an
upper layer thereof being the first region, that is
administered by a second administrator, and a fourth region, a
parent thereof being the first region, for administering
information required for forming the second region is formed,
the request being for forming one of the first to fourth
fegions, and reception of information relating to the region
associated with the forming request, at least a portion of the
information being encrypted; a reading steﬁ of reading from a
region of the data storage medium, based on the information
received under control by the process of the reception control
step, a key stored in a region that serves as a parent of the
region associated with the forming request among the first to
fourth regions; a decryption step of decrypting the encrypted
_information using the key read by the process of the reading
step; and a forming step of forming the region associated
with the forming request in the data storage medium based on
the information decrypted by the process of the decryption

step.
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According to a fifth aspect of the present invention,
there is provided an information processing apparatus for
providing information to a data storage apparatus for
administering regions for storing data in a hierarchical
structure, in which at least one of a first region administered
by a first administrator, a second region for administering
information relating to a service, a third region, a parent
thereof being the first region, for administering information
required for formingla region, an upper layer thereof being the
first region, that is administered by a second administrator,
and a fourth region, a parent thereof being the first region,
for administering information required for forming the second
region is formed, the information processing apparatus
comprising: encryption means for encrypting information of a
second regidn using a key administered by a fourth region when
requesting-formation of the second region, encrypting
information of a region administered by a second administrator
using a key administered by a third region when requesting
formation of the region administered by the second
administrator in a region administered by a first
‘administrator, encrypting information of the third region using
‘a key administered by a-first region when requesting formation
of the third region, and encrypting information of the fourth
region using a key administered by the first region when

requesting formation of the fourth region; and
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providing means for providing the information encrypted by
the encryption means to a data storage medium.
According to a sixth aspect of the present invention,
there is provided an information processing method for an
information processing apparatus for providing information
to a data storage apparatus for administering regions for
storing data in a hierarchical structure, in which at least
cne of a first region administered by a first administrator,
a second region for administering information relating to a
‘service, a third region, a parent thereof being the first
region, for administering information required for forming a
region, an upper layer thereof being the first region, that
is administered by a second administrator, and a fourth
‘region, a parent thereof being the first region, for
administering information required for forming the second
region is formed, the information processing method

comprising: an encryption step of encrypting information of

a second region using a key administered by a fourth region

when requesting formation of the second region, encrypting

information of a region administered by a second
administrator using a key administered by a third region
when requesting formation of the region administered by the
second administrator to a region administered by a first
administrator, encrypting information of the third region
using a key administered by a first region when requesting

formation of the third region,
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and encrypting information of the foﬁrth region using a key
administered by the first region when requesting formation of
‘the fourth region; and a providing step of providing the
information encrypted by the process of the encryption step to
the data storage medium.

According to a seventh aspect of the present
invention, there is provided a recording medium having
recorded thereon a computer-readable program for an
information processing apparatus for providing information
to a data storage apparatus for administering regions for
storing data in a hierarchical structure, in which at least
one of a first region administered by a first administrator,
a second region for administering information relating to a
- service, a third region, a parent thereon being the first
region, for administering information required for forming a
‘region, an upper layer thereof being the first region, that
is administered by a second administrator, and a fourth
region, a parent thereof being the first region, for
administering information required for forming the second
region is formed, the program comprising: an encryption step
of encrypting information éf a second region using a key
-administered by a fourth region when requesting formation of
the second region, encrypting information of a region
administered by a second administrator using a key
administéred by a third region when requesting formation of
the region administered by the second administrator to a

region administered by a first administrator, encrypting
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information of the third region using a key administered by
a first region when requesting formation of the third
region, and encrypting information of the fourth region
using a key administered by the first region when requesting
formation of the fourth region; and a providing step of
providing the information encrypted by the process of the
encryption; step to the data storage medium.

According té an eighth aspect of the present
invention, there is provided a program for allowing a
computer that controls an information processing apparatus
for providing information to a data storage apparatus for
administering regions for storing data in a hierarchical
structure, in which at least one of a first region
administered by a first administrator, a second region for
administering information relating to a service, a third
region, a parent thereof being the first region; for
administering information required for forming a region, an
upper layer thereof being the first region, that is
administered by a second administrator, and a fourth region,
a parent thereof being the first region, for administering
information required for forming the second region is
formed, to execute: an encryption step of encrypting
information of a second region using a key administered by a
fourth region when regquesting formation of the second region,

encrypting information of a region administered by a second




7 September 2005

- 13 a -

administrator using a key administered by a third region when
requesting formation of the region administered by the second
administrator in a region administered by a first
administrator, encrypting information of the third region
using a key administered by a first region when requesting
formation of the third region, and encrypting information of
the fourth region using a key administered by the first
region when requesting formation of the fourth region; and a
providing step of providing the information encrypted by the
process of the encryption step to the data storage medium.
As defined in the first, second, third and fourth
aspects of the present invention, a first region administered
by a first administrator is formed, and also, at least one of
a second region for administering information relating to a
service, a third region, a parent thereof being the first
region, for admiﬁistering information required for forming a
region that is administered by a second administrator, and a
fourth region, a parent thereof being the first region, for
administering information required for forming the second
region is formed, a key stored in a region that serveé as a
parent of the region associated with the forming request
among the first to fourth regions is read, and encrypted
- information received is decrypted using the key that has been
.read.

As defined in the fifth, sixth,




7 September 2005

- 13b -

seventh and eighth aspects of the present invention,
information of a second, region is encrypted using a key
administered by a fourth region when requesting formation of
thé second region, information of a region administered by a
second administrator is encrypted using a key administered by
a third region when requesting formation of the region
administered by the second administrator to a region
administered by a.first administrator, information of the
third region is encrypted using a key administered by a first
region when requesting formation of the third region, and
information of the fourth region is encrypted using a key
administered by the first region when requesting formation of
the fourth region, and the encrypted information is pfovided

‘to a data storage medium,

Brief Description of the Drawings
| Fig. 1 is a diagram for explaining distribution of a

conventional 1C card.

Fig. 2 is a diagram for explaining distribution of the
conventional 1C card.

Fig. 3 is a diagraﬁ for explaining regions.

Fig. 4 is a block diagram showing an example
construction of a card system that uses an 1C card,

according to an embodiment of the present invention.
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Fig.-5 is a block diagram showing an éxamﬁle
ponsﬁruction_of a reader/writer 1 shown in Fié..é.

Fig. 6 is a block diagram showing an exampie
construction of an IC card 2 shown in Fig.,4.

Fig. 7 is a diagram showing a'logical format of an

"EEPROM 66 shown in Fig. 6.

Fig. 8 is a'diagram showing a directory ;tructure of
the EEPROM 66 shown in Fig. 6. |

Fig. 9 is a diagram'for explaining a process of forming
fhe directory structure. shown in Fig. 8.

Fig. 10 is a flowcharﬁ for explaining an area_forming'
process. | | .

Fig. 11 is a diagram for explaining the principles of
the present invention. | |

Fig. 12 is a block diagram showing an example
construction of a ticketing proéessing system éccorﬁing to
an embodiment of the present invention. |

Fig. 13 is a flowchart for_explaiping a ticketing
information providing process.: | |

Fig. 14A'is,a'diagram for explaining forming of an afea

registration service definition region.

Fig. 14B is a diagram-for explaining fofming of an‘area
registration service definition region.
Fig. 152 is a diagram for explaining. forming of a

service ‘registration service deéfinition region.
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Fig. 15B is a diagram for explaining'forminé'of a
service registratioh service definition fegioh.

Fig. 16A is a diagram for explaining forming of an area
-defiﬁition_region. | |

5 ' Fig. 165 is a diagfam for explaining forming of an area

defiﬁition region.r |

Fig. 17A is a diagram for explaining forming of a
service definition-region. | ”

Fig. 17B is a diagram for explaiﬁing forming of a

10 service definition region.
Fig. 18 is a.flowchart for explaining a decryption

process..

Fig. 19 is a diagram for explaining a medium.

15 Best Mode for Carrying Out the Invention
Embodiments of the'present invention will now be
.fdéscribed wiﬁh_reference to the drawings. Fig. 4 shows an
_éxampie.constructién of a ﬁ&n—contact card system (é system
'feferé to a iogical assembly of a plurality of appératuses,
201 _irrespective.of,%hether the constituent apparatuses are
within the same case) that uses'éﬁ IC card, acéérding to an-
embodiment of the present invention.
 .The non-contact ca;d'sysiem includes an R/ﬁ
»(;eadet/writer)'i}.ah IC'cardAZ,'and a controller 3,—énd

25 data is exchanged between the R/W 1 and the IC card 2 in a
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non—contaet manner using electromagnetic waves. More
specifically, ‘the R/W 1 transmits a predetermined command to_
the IC'card 2, and the IC card 2 receives the command and
executes a process corresponding to the command.l The IC
eard Zrthen generatee responee deta corre5ponding ﬁo the
processing result, and,traﬁsﬁits the responeeedata‘to the
R/W 1. | |

The R/W 1 is connected to the controller 3 via a
predetermined interface (e.g., an interface compliant with
the_RS—485A standard) , and the controller 3 supplies a
predetermined control signal to the R/W 1 so that a
predetermined process will be executed.
| Fig. 5 shows an example constructionrof the R[W 1 shown -

in Fig. 4. In an IC 21, a DPU (Data Processing Unit) 31 for

. processing data, an SPU (Signal Processing Unit) 32 for

processing data to be transmitted to the IC card 2 and date
received from the IC card 2, an SCC (Serial Communication
Controller) 33 for executing communications with the
coetfollef.SL and a memory 34 including a ROM (ﬁeed Oﬁly
MemorY) 41 thet prestores infOrmation that is reduired for.

processing data and a RAM {Random Access Memoryf 42 for

temporarily storing data in the course of processing are

- comnected via a bus.

Furthermore,. a flash memory. 22 for storing

predetermined data is-connected to the bus. The DP? 31
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outputs to the SPU 32 a command fo be transmitted to the IC
,¢érd 2, and receives from the SPU 32 reépoﬁse data received
from the IC card 2. . The SPU 32'execu£es a predetermined

' :pfocess (e.g., BPSK (BiPhase Shift Keying) mddulation.

5 (céding into Manchester code)) on the command to be
transmitted to'the-IC card 2, outputting the result to a
modﬁlation cifcuit:23, and receives . from a demodulation
circuit 25 the response data transmitted from the IC card z,
executing a predetermined process on the data.

10 | The modulation,qircuit 23 ASK (Amplitude Shift Keying)
—-mocdulates a carrier wave having a bredetermined frequency
{e.g., 13.56 MHZ), Supplied from an oscillator (0SC) 26;
with the data supplied from the SPU 32, outpﬁtting a

modulated wave thus generated to the IC card 2 via‘an

15 antenna 2? in the form of an electromagnetic wave. At this
time, the modulation circuit723 executes ASK modulation ﬁith
a modulation degree below one. Acccrdingiy, the maﬁimum
Vamplitude of the modulated wave does not become zero eveh if
rthe'dafa is at low level. |

20 The demodulation circuit 25 demodulates a modulated
‘wave (ASK—moduiafed wave) received via the antenna‘27;_
oﬁtﬁﬁtting demodulaféd data to the.SPU 32.

Fig. 6 shows an~exémple construction oflfhe IC qard 2.
shbwn ih.Fig.:4. rIn-the IC card 2, an iC 51 réceives, via

25 réﬁ'antenna353, a modulated wave transmitted from the R/W 1.
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A capacitor 52 constitutes an LC circuit together with the
_antehna 53, tuning into (resonating with) an electromagnetic

‘wave having a predetermined frequency (carrier frequency).

" In the IC 51, an.RF interface unit 61, in an ASK

demodd;ation unit 81, detects and demodulates the modulated
waﬁe (ASK—mddﬁlatéd‘wave) received via the antenna 53,

Outputting demodulated data to a BPSK demodulation circuit

62 and to a PLL (Phase Locked Loop) unit 63; and the RF

interface unit 61, in a voltage regulator 82, stabilizes the

" signal detectedrby the ASK demcdulation unit 81, Supplying

the result to each circuit ae a DC power supply.
Furfhermoret the_RF interface unit 61, by an oscillation
eircuitBS, oscillates a signal having the same frequency as
a ciock‘frequency;of data, outpuﬁting the signal to the PLL
unit 63. o | |

Furthermore, the RF interface unit 61, in the ASK

demodulation unit 81, varies the load of the antenna 53,

fwhich serves as a power supply for the IC card 2, in

aceordance with data supplied from a calculatibn unit 64 wvia

a BPSK:deﬁletion cireuit 68 (e.g., a predetermined

- switching eleﬁeht is turned on/off in accordance with the

1data-so that a predetermined load will be connected in

parallel to the antenna 53 only when the ewitching‘element,_

is on), thereby ASK-modulating a modulated wave being

' received via the ahtenna 53‘(thesR/W-1xqutputs_é modulated
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‘wave a constant maximum amplitude when data is transmitted

-,dfrdm the IC card 2 (when-letting the IC card 2 transmit

10

15

20

’ 25 :

data), ‘and the modulated wave is ASK-modulated by varylng

the load of the antenna 53), and transmlts the modulated

":component to the R/W 1 via the anternna 53 (varies a terminal

'voltage of the antenna 27 of the R/W 1).

The PLL unlt 63 generates from the data supplied from
the ASK demodulation unit 81 a clock signal that is
synchronized with thehdata,,outputting the clock signal to

the BPSK demedulation circuit 62 and to the BPSK modﬁlatien

'ci;cuit 68.

“dThe BPSK demodulation eircuit 62, if the data

demedulated by the ASK demodulation unit 81 is BPSK-

ﬂmedulated, demodulates the data (decodes Manchester code}

based on the clock signal_supplied from the PLL unit 63,

"outputting demodulated data to the calculation unit 64.

The calculation unit 64, if the data supplied from the

_BPSK demodulation circuit 62 is encrypted, decrypts-the data
" in an encryption/decryption unit 92, and processes the data
‘in a'seqnencer 91. If the data lS not encrypted, the data

-_'supplled from the - BPSK demodulatlon c1rcu1t 62 1s supplled

dlrectly to the sequencer 91 w1thout pa551ng through “the

'encryptlon/decryptlon unit 92.

The sequencer 91 executes a- process correspondlng to.

the data supplled thereto as a command More specxflcally,
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for example, the seqﬁencef 91 executes writing and reading

of data to and,from‘an'EEPROMV(Electrically Erasable and

Programmable ROM). 66, tequired‘operations on data, etc.
“Furthermore, the.Sequencerr9l controls access'to the EEPROM -

.66 by authentiCation‘ manages.theAEEPROM'GG etc.

A parlty calculatlon unit 93 of the calculatlon unit 64
calculates data to be stored in the EEPROM 66 and, for

example, a Reed-Solcmon code as a parity from data stored in

the EEPROM 66.

Furthermore, the calculation unit 64 executes a

predetermined process in the sequencer 91, and then outputs

response data (data to be transmitted to the R/W 1)

'eorresponding to the process to the BPSK modulation circuit

68. The BPSK modulation circuit 68 BPSK-modulates the data

-supplied from the calculation unit 64, outputting modulated

data to an ASK modulation unit 84 of the RF interface unit

. 61

A ‘ROM 65 stores a:program and other data necessary‘for

'?rbcessing*by the sequencer 91. A RAM 67 temporarily stores

data'ih the course of procéssing by the sequencer 91.- The

EEPROM 66 is a non—volatlle memory, and it keeps data stored

‘ even after the IC card 2 ex1ts communlcatlon w1th the R/W 1

and supply'of power 15'stopped

‘Next a process of exchanglng data between the R/W 1

,and the IC card 2 w1ll be descrlbed The R/W 1 (Fig. 5)
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radiates a predetermined electromagnetic wave from the.

and

waits until_change.in-loadnstatue,due to the IC card 2

fappioaching is detected.f Alternatively, the R/W. 1 may

execute a process (polllng) OFf repeatedly radlatlng an

electromagnetlc wave that is ASK—modulated with data: hav1ng

1a predetermlned short pattern to call the IC card 2 until a

response from the IC ‘card 2 is received within a
predetefmined period.

In the R/W 1, when an approach of the IC card 2 is
deteCted, the SPU 32 of the R/W 1 BPSK—modulates a carrier

wave that is a rectangular wave- hav1ng a predetermlned

frequency (e.g., a frequency that is double the clock

frequency of data) with data tcrbe‘transmitted to the IC

‘card 2 (a command corresponding to a process to be executed

by the IC card 2, data to be written to the IC card 2, etc.),

'outputtlng a modulated wave (BPSK—modulated signal)

(Manchester code) thus generated to. the modulation circuit

23.

' When BPSK modulation is executed, data can_be-*
associated with change.in.the‘phaae of'the-modulatedﬁwave_by

'differential modulation. In that;case,.evenfif.thefBPSK—

~modulated signal, is inverted, demcdulation_yields the

noriginal data,‘eliminating'the needszr considering:the

polarity of the modulated’wave-at the time:of.demcdulation.
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The modulation circuit 23 ASK-modulates a predetermined

carrier wave with thé.input BPSK—modulated Signal at a
'modulatlon degree (= max1mum amplltude of data

"Slgnal/max1mum amplltude of carrier wave) below one (e.qg.,

0.1), and transmlts atmOQHlate@ wave_(ASK—modulated Wave}'

'thus generated to thé IC card 2 via the antenna 27. When
transmission does hoﬁ%také place; of:the two levels of
‘digital signal (high level and low level}, the modulation

‘circuit 23 generates. a modulated wave using, for example,

hlgh level
- In the IC card 2 (Flg 6}, an LC circuit formed of the

antenna 53 and the cap§01tor 52 converts part of the

‘electromagnetic wave radiated by the antennaf27-0f the R/W 1

‘into an electric signal, and the electric signal (modulated

wave) is output to the RF interface 61 of the IC-51. Then,
the ASK demodulation unit 81 of the RF interface 61

recfifies and smoothes the modulated wave to detegt an

rénvelop; supplying a signal.thus generated to the voltage

regulator 82, and the_ASK.demodUIation unit 81 suppresses DC
éomponent of the sigﬁél-to extract a data signél,'sﬁpplying

the data signal to the BPSK demodulation circuit.GZ and to

‘the PLL unit 63..

At this time, a terminal ﬁoltage VO‘of.the.antenna 53
s, for example, ekpresSed.as follows:

VO = V10(1 + k X Vs (t) }cos (011".)‘
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- where VlOcos(mt) denotes carrier waﬁé,ik denotes modulation

degree, and Vs(t) denotes data.output'fpbm.theaSPUISZ,

' Also, a ldw—iével.value‘VLR of a voltage Vi after
.reCtificatiQn.by the ASK dEmoduiaﬁidﬁ{unit 81'is; for
example, éxp;esséd aéufdliows: | ' |

VLR - vio(1 + kX (41)) - Vf
where VI dénotes‘vbltage drop acrbss a diode (not éhown)

coﬁstitUting a reétifying circuit for rectification and

L.smoothing in the ASK demodulation unit 81, which is

generally on the order of 0.7 volts.

The voltage regulator 82 receives a.signal that has
been rectified and smoothed by the ASK demodulatién unit 81,
and stabiliﬁes_the signal, éupplying the_fesult-to circuifs
'inéldding the-éaicuiation unit 647as'a DC pbwe: supply. ‘
Since the modulation deg:ee‘k of the modulated wave herein
is-below 6ne'as deséribéd'earlier, voltage variation
(difference between high level and low level) after
rgcﬁificatiénfis smail,v Thus, a DC'power supply can be
readily generéted;by the véltége‘generator 82. R

Now, for examﬁle, if a modulated wave with a modulation

‘degree of 5% is so received that V10- will be three volts or

larger, the low level voltagé VLR after rectification is

©2.15. (= 3 x (1 -:0.05) - 0.7) volts or larger, so that the
' voltage regulator SZ"Supplies.a sufficient-voltagerto,eagh

circuit as,a_poﬁer'supply.; Furthermore, in this case, the
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ampliﬁude of Ac:componéntJ(data domponent) cf: the voltage V1
after rectification, ie., 2 k k'x7VlO fPeék{to%feak,Valué),
is 0.3 (= 2 x 0,05 x 3)_v§lfs or larger, so that the ASK
demodulation_unit:81 ié‘élibwed to demodulate daté wifhia-
sufficiently high S/ﬁrﬁatio; B -

By using an ASK?moduiated'ﬁave_with a modﬁiatibnidegree
bélow one as deséribed above, éommﬁnicatiqns are executed
with low error rate (high S/Nrratio}, énd a sufficient DC
voltage is'SUpplied to the‘IC card 2 és a power supply.

The BPSK demodulation circuit 62 reCeives the data‘

signal (BPSK-modulaﬁed signal) from the ASK demodulation

unit 81, and demodulates'the data Signal based on. the clock

signal supplied from the PLL unit 63, dhfputting demodulated‘

data to the calculation unit 64.
The calculation unit 64, if the data sﬁppliéd from the
BPSK demodulation circuit 62 is encrypted, decrypts the data

in the encrthion[decryption unit 92, and supplies the data

'(Command) to the éeqﬁeﬁcer 91, where the data is ptocessedL

During this period, that is, between when data is

'transmitted to the IC card 2 andlwhen a respon5e”thexeto'is
. received, the R/W 1 waits Whilé'frahémittiﬁgrdata with a
value of ome. = Thus, during this peribd; the IC card 2

" recéives a modulated wave with a constant maximum amplitude,

-When‘processihg?is:complete, the sequencer ‘91 outputs

‘data relating to the processing result, etc. (data to be
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transmitted to the R/W l) to the BPSK modulatlon circuit 68.
The BFSK modulatlon c1rcu1t 68, 31mllarly_to_the SPU'32=Qf,
the R/W 1, BPSK—modulates (coding into Manchester code) the
data, outputtlng the result to the ASK modulatlon unlt 84 of
the RF interface unlt 61 - ' . '

The ASK modulatlon unlt 84 varles the load connected
between to ends of the. antenna 53 1n,accordance w1th the
data from the BPSK modulatlon circuit 68 using a sw1tch1n§
element or the like, thereby ASK—mddulating a modulated wave
being feceived {the maximumramplitude of the modulated wave
output by the R/W 1 is constant duringdtranemission of data
by theVIC card 2 as’'described earlier) in accordance with
data to be transmitted, SO-that-tne terminal'voltage of the
antenna 27 of the‘B/W 1 is varied,-whereby'the data is
transmitted to the R/W 1. |

The modulatien‘circuitn23 of the R/W i_COntinuously

transmits data with a value of one (high level) while data

- is being received-ffom.the IC card 2. The demodulation

circuit 25 detects data transmitted from the IC card 2 on
the basis of'slightVVariation (e g. seVeral.tenS of
mlcrovolts) in the termlnal voltage of the antenna 27

electromagnetlcally coupled to the antenna 53 of the IC card

2.

) ~-Furthermore, the demodulatlon circuit 25 ampllfles the

detected s1gnal (ASK—modulated wave) by a high- galn
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amplifier {not shown) and demodulates the result,'Outputting
digital data thus obtained to the SPU 32. The SPU 32

demodulates the data (BPSK~modulated smgnal), outputtlng the

result to the DPU 3. The DPU 31 processes the data from

the SPU 32, determining-whether or not t03e21t_communlcatronf

according to the result of proceséingr 'If it is determined

- that communlcatlon be executed agaln, communlcatlon is

executed between the R/W 1 and the IC card 2 81m11arly to
the case described above. If it is determined that
communication be exited, the R/W 1 exits the communication

process with the IC oard 2.

As described above, the R/W 1 uses ASK modhlation with
a modulation degree k below-one'to'ﬁransmit data to the IC
card 2, and the IC card 2 receives the data and executes a

process in accordance with the data, returning data

'correspohding to the result of processing to the R/W 1.

Next, Fig. 7 shows a logical format of the EEPROM 66

shown in Fig. 6. The EEPROM 66 consists ofrunits of block,

" and in'rhe embodiment_shown in Fig. 7, one block consists of,

for example, sixteen bytes.

Furthermore in theé embodiment shown in Fig. 7, the

_loglcal address of -the uppermost block is desrgnated as

#OOOOh (h denotes hexade01mal representatlon), and loglcal

7,

#0000h to #FFFFh are assigned as logical'addresees, thus
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forming 65,536 (=2'°%) blocks.

A block is used either as a user block or as a system

in ascending order of logical address, and are assigned to
system blocks in'descending order of'logiéal addfess; That

is, referring to Fig. 7, user blocks grow downward while

at which time no user block-or system block can be formed.

Thus, the boundary bétweenrhser blocks and system‘blécks is

of user blocks or on the number of system blocks (however,
the total number of user blocks and system blocks is limited
to 65,536 at most in the embodimentrshown in Fig. 7).

There are seven. types of system blogks, namely, a

a'system definition block, an area definition block, a’
service definition bléck, an area regi;tration service,
definitiqn Block, and a service registration service
definition-block. In the embodimenf;shown in Fig. 7, blocks
that'sérvé és én area'definition blbck,ra service definition
block, an area registratiqn service block, or a seryiée
regiSt:ation definition block are designated as area/servicé
-definition blécks. | ,‘ |

Of the systémxblocké, basically,.the'prqduction ID.

block, the issuance ID block, and the system definition



10

15

20

25

7 September 2005

- 28 —

block are already allocated at the time of issuance-bf the
IC card 2, respectively at.logical addresses #FFFFh, #FFFEh,
and #FFFDh. The area/service definition blocks are
allbcated upward‘frdmrthe.logicai addﬁéss #FFFCh in order of
formation.

In the production ID block, information regarding

.production of the IC card 2 is allocated. That is, in.the

‘production ID block, for example, a unique production ID,

year and date of production, a manufacturer code, etc. are

allocated.

In the issuance ID block, information regarding

-issuance of the IC card 2 is allocated. That is, in the

iséuance ID block, for exampie, date of issuance of the IC
dard 2, a code :epresenting order of issuance of the IC card,
etc. are allocated.

In the system defiﬁition block,'for'example, the number
of.éystém blocks of user blocks in the EEPROM 66, a system
:key} etc. are allocated. The system key is used when mﬁtual,
authentication is executed between the IC card 2 and the R/W
1 and the controller 3,

An area definitiéhrblock is.formed, for éxample, BY
allocating a.storage region'(areé) to an administrétork and.

information forfthé administrator to administer the storage

J;regioﬁ (area region) allocatedrto him/hérself is allocated

therein; 'That is, in the area définitibn'block, code range,
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remaining capacity, area key, etc., ﬁhich will be described
later, are ailocated.

In a servicé definition biock, information for
administeringra setvice region (capscity, service key, ete.
of the service region), which will Be described iater, is
allocated.

In an area registration service definition block and a
service registration service ‘definition block, information
required for forming a new area regien and a new service

region {a service code and a serviece key}, respectively, is

allocated.

Next, in the sequencer 91, storage regions .of the

‘EEPROM 66 are managed in a hlerarchlcal structure Fig. 8

shows a dlrectory structure of the EEPROM 66.

The stptage regions of the-EEPROM‘66 form a
hierarchical strﬁcture of area_definition regions, and the
area definition regions may inClﬁde aree definition regions,
area_fegistratioﬁ service definition regions, service
definition regions,rand service registration sexvice
rdefinitien regions;

An area definitioh region is allocated to an

administrator, and a code region indicating a range of

identificatiohicddes.that may be used by.the administrator.

as names for 1dent1fy1ng area deflnltlon reglons and service

definltlon reglons -a_remalnlng capacity indicating the
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number of empty blocks that may be used, an arearkéy for

generating an access key that is used for authentication,

etc.,are allocated‘theréin._'Oné area-definition region

corresponds to one area definition block described with

: refe:enCe‘to Fig. 7.

In the emb@diment shown in Fig. 8, an area definition
region allocated to an administrator A is at the uppermost
layer, and area definition regions for administrators Bl and
B2 are formed with the ﬁppermost layer as a parent layerxr

thereof.

In'an area registration service definition region, a
service key that is ;equired,when registering a new area
definition region is'éllocaféd. Similarly, in a service
rggistrafion_service definition region, é sefvice key that
is required when registering a service definition region is
allocated. These service keys are used to decrypt

information that is supplied as information for forming a

new area definition region or service definition region.

A service definition region is allocated to a service
provided by an administrator, and a capacity of service

region for storing_data,requiredffor‘providiﬁg the seivice,

- a service key for generating an access key, etc. are
" allocated therein. One service definition region

‘corresponds to one-sérviqe definition block described‘with

reference to Fig. 7.
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A service region is a storage region for storing data
required for prOVidlng a service, and it‘corresponds to user
blocks in Fig. 7. More specifically, the service region
con31sts of zero-or'more'user biocks, and the number of user
bloCks constitdting'the Serfice regioﬁ is allocated as a
capacity:of'a service definition region for administering
the Setvice region.'

Furthermore}‘in area definition regions, service
definition regions, area registration service definition
regions, and serVice registration serv1ce definition regions,
1dent1f1cation codes for identifying these regions are
allocated. Identification codes for identifying area
definition regioos;‘and service defioition regions, area
registration service_definitioﬁ regions,‘and service
registration service definition regions‘Will hereinafter be-
referred to aslarea'codes and aervice,codes, respectively,
when appropriate.-
| In the embodlment shown in Fig. 8, the area definition
region at the uppermost layer is allocated to the
administrator A. Furthermore, OOOOh to FFFFh are defined as
a range of identification codes that may be used (code
range) and 0123456789abcdef is defined as an area key,

respectively, Any 1dent1fication code w1th1n the code range

dof the area definltion region may be used as an area code of

fthe area definition region In this embodiment, for example,
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the minimum value withia the.che'range.of the area
defiﬁitieﬁ,regionjisrused as an area code thereof.

‘ihus,tthe area coderdf“the'area definition region with
a.eode range of 0000h‘te FFFFh, tﬁat is, the area definition

reglon allocated to the admlnlstrator ‘A, is 0000h. Anh area

‘deflnltlon region- w1th an area code #xxxxh will herelnafter

be referred to as an area definition region #xxxxh when

appr0priate,

In'the.layer of the area definition region #0000h of
the admlnlstrator A , @n area reglstratlon service definiticn
reglon that is requlred when the admlnlstrator A permits
another admlnlstrator to form-a new area definition region
is provided. Ia the area registration service definition
fegion,rof-the coqe range OQCOh to FFFFh of the area
definitioa region #OOOQh, 0020h is aesigned as a service
code. An area registrationrservice definition region with a
service code #xxixh wil;‘hereinafter be'referred to as aa

area registration service definition region #xxxxh when

appropriate.

In the layer of the area definition region #0000h of
the admiaiStrator_A, a service registration service

definition region that is required when permitting formation

of a new service definition region is provided. 1In the

service registration service definition region, of the code

rahge 0000h te‘FEFFh of the area definition region #0000h,
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0021h is assigned as a service code. A service registration

servrce deflnltlon reglon with a serv1ce code #xxxxh will

herelnafter be referred to as a serv1ce reglstratlon service

definition region #xxxxh when appropriate.

In the layer of the area deflnltlon region #0000h of
the admlnlstrator A, & serv1ce deflnltlon region for the

administrator A to provmde a service is provided. In the

Service definition region, of the code range 0000h to FFFFh

of the area definition region #0000h, 0008h is assigned as a

service code. A service definition region with a service

‘code #xxxxh Wlll herelnafter be referred to as a service

deflnltlon region #xxxxh when appropriate.

The service deflnltlon reglon #OOOBh has a capacity of
elght rand thus allews usage of a service region consisting.
of eight user blocks. Furthermore, the service key of the
service definition recjic'm #0008h is 0101010101010101.

: Furthermore in the layer of the area deflnltlon reglon

'#OOOOh of the admlnlstrator A, an area deflnltlon reglon

#OlOOh of the admlnlstrator Bl and an areerdefinition region
#0040h of- the admlnlstrator B2 are prov1ded as Chlld layers

thereof. Furthermore, in the layer of the area definition

. region #0000k, other area definition'regions that are not_'
. shown are provided. ,Thus,,the number of,blocksrthat may be

heed by thelaree definitien regiong#OOOOh (remaining

capacity) is, for example, thirty-seven blocks.
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As a eode-rangerofrthe'area definition region #0100h of

_the-administrator Blh'of the'code range OOOOh‘to FFFFh of

the area deflnltlon reglon #OOGOh Wthh is the parent layer

thereof 0100h to 03FFh is allocated Since the code range

"of the area deflnltlon reglon of the admlnlstrator Bl is.

0100h to O3FFh, thevmlnlmum.value thereof, i,eﬁ, 0100h,_1s

assigned ‘as anfarea code of the area definition region of

the administrator B1l.

Furthetmore, thelremainihg capacity and the area key of
the area definition region #0100h are fourteen and
alafalalaltalafal, respectively. Furthermore, in the layer'

of the area'definitioh,region #0100h of the administrator Bl,

& ‘service registration service definition region #0121h is

provided as a child layer thereof. The service code of the

service registratien service definition region is 0121h and

" the service key_thereof iSJOlOlOlOlOlOlOlOl.

- In the layer of the service registration service

definition region #0121h, a service definition region #030Ch

- for the admlnlstrator Bl to prov1de a service is provided.

In the service deflnltlon reglon of the-code range 0100h to
OBFFh of‘the a;ea_deflnltlon,reglon.#OIOOh,-030Ch is |

assighed asha_serviceICOde.' |

A.The serviee,defihitioa tegioh #Q30Ch with the service
Codé'030Ch has'a éépaeitY,of‘;ixteén; allowing-usage'of a

service region consisting of sixteen user blocks.  The
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-service-key Qf the‘service definition region #030Ch is

0202020202020202.

1'Since'the capacitytof'the:service‘region administered

by théfsefvice definition-region #030Ch is'sixteen-and the

service deflnltlon reglon #OBOCh itself uses one block as a
serv1ce deflnltlon block, the number of blocks that are used
due torex1stence of the serv;ce definition region #030Ch is
17 (= 16 + 1). o

Furthermore' the servicé'registration service
deflnltlon reglon #0121h - 1tself uses one block as a service
deflnltlon block. Thus, in’ the layer of the service
registration serﬁide definitiqn regioh #0121h, the numbeér of
1 it is understood
that the number of blocks.allééated fromlthe areaidefinitién
region #OIOOh, whidh‘is the‘parent layer (upper layer)
thereof, is eighteen. |

Furthermore, in tﬁe’layer'Of the area definition region
#Olooh,'eighteen_blocks'are‘beiﬁé ﬁéed.in the service
registfation éervice definiti@n region #0121h and the
service definition ;egiog.#030Ch, which are child iayérs
(lpwer:layers) thereof,,as‘described above. Furthermo:é,--
the aréa.definition,région #0100h itéelf uses oné bleck as

an‘area_definitiqn'block.'-The remaining capacity of the

_area-définitibn region #0100h is fourteen as described

earlier. - Thus, in the layer of the area définition region
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#0100h, the number of blocks in usage is 19 (= 18 + 1) and

: the number of blockshthatimay be used is fourteen.

Accordingly, itjisfunderstood that the number of blocks

‘allocatéd from -the area‘definition,region #0000h, which is

the parent layér thérebf;'iéVSB {= 19-+ 14);

.As a code range of=the'areardefiniti6n region #0400h of
the administratér B2,-Qf.the que range OOQOh to FEFFHIOE
the area definition.regionn#OOOOh, which.is-the parent layer
thereof, 0400h to 04FFh is allocated. Since the code range
of the area définition régioh.of the.adminisfrator B2 is
0400h to d4FFh, the miﬁiﬁum value theréof,-i.e., 0400h, is
assigned as an a#ea code of the area définition region of
the adminisfrator 321‘ Fu:the£more, the remaining capacity
and the area key of tﬁé area definition redion #0400h are
ten and bOb0bObObObOLObO, respectively.

Next, a précesé-of'forming the hierarchical structure
shown in Fig;fB-will‘be—deséribed.with reference to Fig. 9,.
aésuming that, as an'éxample, the administrator A, to which
fhe area definition regioﬁi#OOOOh,at the uppermost layer is

allocated, is an issuer of thé IC caxd 2. The'adminiétratqr

. A issues the IC card 2, for'example,*in'response to a

fequest‘fromVa user (1). Of the hierarchical .structure.
shown inAFig--8,\for.ekample;-the area définition region
#OOOOh,_the_area:registration service défiﬁition‘regiénr

#0020h, and the service registration service definition -
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region #0021h are formed in the IC card-éﬁ

Although the_aréa.:egistration service definition
region #0020h and the- service registrétianService'
definition region'#bOélh are described herein as beingf.~
fpfmed at the timé‘of‘issuanée of thé:IC"card 2, thé-
arrangement-may‘beAsuch‘fhat only the=aréandefinition,;egibp
#0000h is formed at the time of issuance of the IC card 2’
and that the area registration service.défin;tion regioﬁ
#0020h and the service.registration‘seivice definition
region #0021h are forméd at a later timing by a process‘
similar to é brocess which will be aescribed later. |

When the administrator A starts providing a
predetérminéd service using.a séfvice region:administered,by-
a service definition region,#ObOBh,»the administratoi A
registers information required for forming the service

definition regidn #0008h in a ticketing machine 101 (2).

._The ticketing machine 101 inqludes, for example, the R/W 1

and the_controllef-B shgﬁn in Fig. 1. The'ticketing machine
101 méy.be diSpdsed;'for example, at a station, a reﬁail-i
store, or other:faciiifies;.

When the user mdunts~the IC card 2-on the ticketing
machine 101 (gets the IC card 2 into a stéte.where
communigafion ﬁith‘the‘R)W 1 included'in-the ticketing

machiné'iOl'is allowed},'the-ticketing machine 101 executes

- ticketing, that is, it transmits a command and'réquired data
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to the IC card 2 based on the registered information,

whereby the service definition regién #0008h is formed.

- Thus, the user is allowed to receive the service by the
- administrator A using the_service region administered by the

service definition region-#OOOBh.

Edch of the administrators Bl and B2, if wishes to’

- provide a service using the IC card 2, makes é contract in

advance wifh the édminiStrator A, asking thé administrator A
to register information required for forming~area definition
regions #0100h and #0400h in the‘tickefing machine 101 (3),
(4) . When the user mounts the IC card 2 on the ticketing

machine 101, the tickéting'mﬁéhine 101 executes ticketing,

 that is, it transmits a commahd and regquired datarto the IC
card 2 based on registered information, whereby the area

: definition regions #0100h and #0400h are formed.

Thus, the-administtator Bl or BZ is allowed to use
resource of the IC card 2 within a :ange defined by the area

definition region #0100h‘br #0400h. 1In this case, the

administrator A is the ticketing agent to the_administfator

Bl or BZ2.
Then, when the administrator Bl wishes to s;aft a

predetermined service using an area administered by the area

- definition regiog_#OlOOh,,the-admihistratO;,Bl asks the

administrator A to register information required for forming

25 a service regist#ation service definition region #0121h in
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- the ticketing machine 101 (5). When the user mounts the IC

card Z on the ticketing machine 101, the tiéketing machine

101 executes ticketing, that is;'it-transmits a command and

required data to the IC card 2 based on registered - .

information;'whereby the area definition regién #0121h is

formed.

When the service registration service definition region

#0121h has been régistered in the area definition region

#0100h administered by the administrator Bl-as described
above, the administrator Bl completes preparation for
providing a predetermined service using a service region
administered by a service definition region'#GBOCh. |
When thé service registration serVice.definition.iegion‘,
#0121h has been régistered; the administfator BI registers
information required for.fofming_the service definition
region #030Ch in the ticketing machine 101 (5). When the
user mounts the IC card 2 on the ticketing machine 101, the
ticketing machine 101 transmits a command and reQuired data;
to the IC card 2 based anregiétered information, whereby.
the service definitioﬁ-regionr#O30Ch'is'f§rmed, Thus, the.

user is allowed to receive the service provided by the

administrator Bl using a serviée'region‘administerEd by the

.service definitiqn region #030Ch.

Although the administrator A (a first administrator A

(an issuer of an IC-card)), the admiﬁistrator Bl (a second -
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administrator (an administrator other than the issuer of‘the'

Ic card)),‘and the adﬁinistrator B2 (a second administfetor,
i.e., an.administrator in a position equivaieﬁt to thef-of
the adﬁinistrator B2) have been'deScribed as different
admlnlstrators in the embodlment descrlbed with reference to
Fig. 9, the flrst admlnlstrator and the. second
administrators may be the same administrator.

In the IC card 2, an area definition region, a service
definition region, an area registration service definition

region, or a service registration service definition region

is formed. An area forming process for forming an area

definition region, a service.forming process for forming a
service definition region, an area registration service
formingrﬁrccess for forming an area registration eefvice
definition region, or a service registration service forming

process for forming a service registration service

‘definitien region is executed, for example, by the sequencer

91. The area forming process, the service forming'process,
the area regietfation service forming procese and the
service reglstratlon service forming process will be
described w1th reference to a flowchart shown in Fig. 10.

- Since the area forming process, the serv1ce formlng

process, the area registration service forming process, and
- the service registration service forming process are’

basically the same process, deecription‘Will be made herein -

b s
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in the context of the area forming process as an examplé.
~When the IC card 2 is mounted on the tiéketing maching

101, for example, the ticketing machine 101 transmits to.the

IC cara 2 a command for formiﬁg an area definition region |

‘(hereinafter referred to as an area formation command when

- appropriate) and'information required for forming the area

. definition region, for example, a code range of the area

definition region to be formed, the number of blocks
allocated to the.area definition region (hereinafter
referred to as the number of‘allocated blocks when
appropriate), an area kéj, eté.

Upon receiving the area formation command, the IC card

- 2 (the sequencer 91) recognizes the code range, the number

of allocated bloéks, the area key, etec. of the area
definition region to be fbrmed, transmitted together with

the command. Furthermore, the IC card 2 recognizes an area

‘code of the area definition region to be formed. That is,

the minimum Value of the code range of the area definition

‘region to be formed is recognized as an area code thereof.

'Furthermore, the IC card 2 recognizes an area definition.

region with a code range including the code range of the

area definition region to be formed as an area definition

-_regibn of a parent layer of the area definition region to be

formed.

Inithe'IC card 2, it_is determined in step S1 whether.
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the area definition region to be formed has already been

formed in the EEPROM 66. That is, in step S1, it is

determined whether an area definition region having the same
area code as thét of the area definitioﬁ region to be formed
has alreédy been formed.

If it is determined in step S1 that the area definition
region to be formed has al;eady been formed, the area
forming process_is exited.r That is, if the area definition
region has already been formed, the samé area definition
region need not be doubly formed, so that subsequent
processin? is not executed.

" If it is determined in step Sl fhat the area definition
region to be formed has not been formed; the procedure
proceeds to stép s2, in which itris deteimined.whether the
code range and the number of allocated blocks (capacity)-of
fhe area definition region to be formed are appropriate.r

That is, in step S$2, it is determined whether the code range

. of the.area'definition region to be formed is within the

.code range Stofed in the area definition region of the

parent layer and whether the number of allocated blocks of

-fhe_area definition region to be formed is within the

remaining capaéity stored in the area'definition region of .
therparenf'layerg

'If‘it.ié determined”iﬁ étep 52 that the code range,and

-the number of allQCated blocks of the area definition region
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to be formed are not appropriate, that is, if the code range
of the area definition region to be formed is not within the

code range stored in the area definition region of the

‘parent 1éyer‘or if the number of allocated blocks of the

area definition region to be formed exceeds the remaining

-capecity stored in the area definition region of the parent‘

layer, the procedure proceeds to step S$3, in which error
processing is executed, and the area forming process is then

exited.

That is, in step S3, for example, a message to the

-effect that an area definition region cannot be formed as a

child layex of the area definition region of the parent

layer is transmitted to the ticketing machine 101. Thus, in.

this case, an‘area.definition region is not formed
(ticketing is not executed) .
On the other hand, if it is determined in step S$2. that

the code range and the number of allocated blocks of the

area definition ‘region to be formed are approprlate that is,
1f the code range of the area definition reglon to be formed

_1s within the code range stored in the area deflnltlon

Iregion of the.parent layer and if the number of‘allocated

blocks of the area deflnltlon reglon to be formed is w1th1n

"the remalnlng capac1ty stored in the area deflnltlon reglon
:of the parent layer the procedure proceeds to step S4, in

rwhich the area defihltlon region to be formed‘ls formed as.a
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child layer of the area definition region of the parent

. layer;

That is, in step S4, of empty blocks in the EEPROM 66

. (Fig. 7), the lowermost block (an empty block with the

. higheét logical ‘address} is allocated as ah area definition

- block correspohding-tb the area definition region to be

10

15

20

25

formed. Fﬁrthermore,_the code range, the remaining capacity,

the area key, eté. are written (stored) in the area

- definition block.

In step S4, as for the code range and the area key, the

code range and the area'key transmitted f:om the ticketing

‘machine 101 are written as they are. As the remaining

capacity, a value obtained by subtracting one from the

number of allocated blocks'transmitted from the ticketing

machine 101 is written. The reason why the value obtained

by subtracting one from the number of allocated blocks is

written as the remaining capacity is that ﬁhe area

definition region that has been formed uses one block.
Then, the piécedpre proceeds to step $5, in which the

remaining capacity of thé‘area definition région:of the

parent layer is rewritten, and the area forming process is

‘exited. ' That ‘is, in step 85,,a”value cbtained by
'~subtractingathe,number of allocated blocks ffgﬁ the,

‘remaining capacity of the area definition region of the

parent layer is newly written asrthe remaining. capacity of
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the area definition region of the parent layer.

The respective area definition regions #0100h and

-2#0400h of the administrators Bl énd B2, shown in Fig. 8, are

formed by executing the area forming process described above.

' Tha£ is,-at,the‘timé of issuance of the IC card 2, the

'admihistrator‘A,jas the isSuer‘thereof, owns all the

reﬁource of the IC card 2. For.example, identification
codes and capacity ﬁhat may be ﬁsed of the IC card 2 are
0000h to FFFFﬁ‘and 65,533 blécks; at the time of issuance of-
the IC card‘z,.tﬁe only area-definition reglion that exists
is the area definition region #OOOOh at the-uppermost layer
with a code range of 0000h to FFFFh and a remaining capacity
of 65,532, |

In this embodiment, the EEPROM 66 has 65,536 blocks as
shown in Figf‘f.‘ The reason Why capacity thétimay-be used

of the IC card 2 immediately after issuance thereof is

65,533 blocks, three blocks fewer than that, is that the

production:ID.block,_the-issﬁanCe ID block, and the systemA -

._.definitioh block are present, as shown in Fig. 7.

Also, the remaining capacity of the area definition

region #OOOOh'at the ﬁppermdst-layer is 65,532 blbcks, dne

block fewer than 65,533 blocks that may be used, is that the

area definition region #0000h itself uses one block.

A service definition region is formedrbaSicaily'by a

process similar to the area forming proéeSS'describedlwith
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reference to the flowchart shbwn in Fig. 10; however, in

step S2, it is determined whether a service code, instead of

the qode'range;“is appropriaté, That is, in step S$2, it is

determined whether the service code of thé_serviCe

-definition region to be formed is within the code range

. stored in the .area definition'region of the pareﬁt layer and

whether the number of'alloéated blocks of the service

definition region to be formed is within the remaining

capacity stored in the area definition region of the parent

layer.

Also, an area registration service definition region

.and a service registration service definition region are
formed basically by a process similar to the area forming

process.described with.refefence'to the flowchart shown in

Fig._lO; ﬁowever, in step 82, it is determined whether a
service code, instead of the'code'rénge, is_appropriate.

That is, in step 82, it.is determined whether the
service code of the area tegistration service definition
fegion or the Sérvice registration serviée definition region
,ﬁo be formed isrwithinrthé code‘range stérédrin-fhe'area

definition region of the-parent layer. Since each of the

;area registration service definition region and the service
registration service definition region occupies only one

block, it is sufficient that the remaining. capacity stored

in the area definition region of_the'parent,layer'exists.




10

15

20

25 .

7 September 2005

- 47 -

Next, when administration information for administering

user blocks (hereinafter also referred to as ticketing

-information when appropriate), required for forming an area

definition=région, a service{definitioh;region, etc., such
as -a code range, -the number-bf allocated blocks, an area key,

a service key, is'fegistered in the ticketing'machine 101

‘and ticketing is execﬁtéd'as described with reference to Fig.

9, if the ticketing machine 101 is disposed, for example, at
a station, a retail store, or other insecure plages, it is
not preferable from the viewpoint of security management

because susceptibility to unjust acts such as éavesdropping

~and tampering is high as described'earliér.

Thus, as shown in Fig.-ll; an administrator that is to

- form an area definition region, a service definition region,

etc. (hereinafter referred to as a ticketing agent when

appropriate) encrypts ticketing information and trahsmits

the encrypted ticketing information to and registers it in

the ticketing machine 101 via a transmissign‘medium 121 such
as a public network, the‘Internet, a terreétriai wave, a
satellite link, or a CATYV (Cable Television) network. The

ticketing machine 101 transmits the encrypted ticketing

information to the IC card 2, and the IC card 2 decrypts the
=encrypted,ticketing information and forms an area definition
region or a service definition region.

‘Fig. Ii shows the IC card 2 in which only a storage
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region for the administrator #1 t0 provide a service had

been configured and in which a storage region for the

“radministrator‘#z to pro#ide a service has been configuféd

‘(ticketing has been executed) as described above.

Next, Fig. 12_shows an example‘ébnstructidn; according

to an embodiment,. of a ticketing brocéssing system that

" executes the ticketing process_deséribéd‘above. A ticketing

information providing apparatus 131 executes a ticketing

informaticen préviding process, which will be described later,

to transmit tickéting information in an encrypted form

(héreinafter referred to as énérypted ticketing information_
when appropriatei to the tiéketing.maéhine 101 ﬁia the
transmission medium 121.

The ticketing machine 101“réceives the éncrypted
ticketing ihformation-from the ticKeting information
providing apparatus 131 and regiéters it. When £he‘IC‘card
2 is mounted, the tickéting machine 101 transmits the
encrypted ticketing‘informatiéﬁ to the IC card 2. The IC
card 2 receives the encryptéd'tickétiﬁg information from the

ticketing machine 10;, and executes a decryption process

which will bé_déscribed.later, therébyzdecrypting the

encrypted ticketing information into original*tiéketing

-information. - Then, the IC. card. 2 executes the-area forming

process, the service forming process, etc,'described.with

reference to. the flowchart shown in Fig. 10, thereby fdrming
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an aréa'definition'region or a sérviée définition regioﬁ_
'bésed on the decfypted tickéﬁing iﬁformatién.- |

- Next, a_ticketinglinfbrﬁation providing process
éxecutgdtby-the;ﬁicketing iﬁformafidn bréviding-apparatus_
131 will be-de’iscfibed y}ith r.éfer'enc_er to a flowchart s'{how_n in
Fig. 13. The ticketing info:matiqﬁrbro#iding_appérétus 131
:eceives input of, for example;-é code. range; ﬁhé.number of .
allocated blocks, and an area key required'for fofming an
area definition region; for ekample, a service code, the
nurnber of allocated blocks, and é service kéy reqﬂired for
forming a serﬁice definition-région; for example, a service
code and a serﬁice key reéuiréd fo;-forming an area
registration sefviée définitiqn region; or, for_eXéﬁple, a
service cdde and a Serviée kéy:réquired.for-fotming‘a, |
serﬁice registration service definition region. Then, in
step 511, ticketing information is created based on the
input information. |

That is, for exaﬁpie, in the case of an area definition

region, when a éodé fange,_the number of allocated blocks,

and an area key required for forming the area definition

“region are input, ticketing ihformatibn is creéted by

associating those items. Forming of a service definition
region, an area registration service definitioen region, or a

service registration service definition region i% exeécuted.

- in a similar manner.




10

15

20

25

7 September 2005

" - Then, the procedure proceeds to step S12, in which a

MAC (message authentication code)  is created. The MAC is

created by using a hash code, etc..SO.that'dreationVOf

- different original data'(e.g.;icombination of‘a service code

range, a capécity, én'area key .etc. in fhis case) having thé
same MAC is inhibited. ) |

Then, in step-SIS,'thé_ticketiﬁg infbrmation,;s
encrypted. Details of the-encfyption‘Will beldescfibed

later. The procedure proceeds to step S14, in Which'an

identification code (an area cpde if the encrypted ticketing

information is for forming an area definition region, or a
service codé if the-enérypted'ticketing information is for
forming a service_definition'region, an area registration
service definition'region, or a_service'fegistratipn service
definition region} is added to the encrfpted ticketing
information as é header, and the information,is trahsmitted
to.the ticketipg méchine 101 via the transmission medium 121,
and the ticketing information providing'p;ocess is. exited.

- In this embodiment, the ticketing information created

in step S11 is one of_information for forming an area
~definition region, information for‘forming_a service .
definition region, information for forming an area

‘registration service definition region, and information for

forming a service registration. service definition region.

First, a case where a new area registration service




7 September 2005~

'—_-.51.-'

' definition region #0020h is formed'iﬂrstep-sll under the

area definition region #0000h that haéjalready been

registered, as shown in Fig. 14A;'Will-be described. Sincéj

the'area registration service definition regioh.#OOZOh-is

néwly formed, in step $11, ticketing information is created

" by associating a service‘code'(OOQOh) and a service key

10

15

20

25

(0101010101010101) . .

More specifically, tickétingjiﬁfdfmatibn that has been
created and encrypted is és shown in Fig. 14B. That is, at
the beginning of the ticketing information shown in Fig. 14B,

a service code #0020h of the area regiétratibn service

definition region #0020h is disposed as a header. The

.serviée code #0020h 1is ndt'enérypted'so that the parent

. layer can be‘identified in the IC card 2.

The service code #0020h serving as a header, which is

"not encrypted, is followed sequentially by the service code

#0020h, one as the number of allocation‘blocks,

10101010101010101 that serves as a serViée key #0020h, and a

- MAC that aré to be stored ‘in the area registration service

aefinition'region #0020h. - TheseliteMs‘aré encrypted (shown

as shaded in Fig. 14B) using 0123456789abcdef, which is the

_area key #0000h of the area definition region #0000h sérving

~as & parent.

‘Next, a case where a new service registration. service

définition region #0021h is_férmed under the area definition
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region #0000h that has already been registeréd,.as‘showﬁ in

- Fig. 15A, will be described. When the service regiétration

service definition region #0021h is formed, ticketing
information that is créated is as shown in Fig. 15B. ' That

is, at the beginning of the ticketing informationishdwn in

Fig. 15B, a service code #0021h of the service registration

service definition‘region #0021h is disposed as a header.

The service code #0021h is not ehcrypted s0 that-the-parent

layer can be identified in the IC card 2.

The servicé code #OOZlh serving as a header, which is
not encrypted, is followed sequentially by the service code
#0021h, one as thé number bf allocated blocks,_
0101010101010101 as a service key #0021h, and é MAC that are-
to be stored in the service registfation service defiﬁitiqﬁ
region #0021h. These items are encrypted (shown as shaded
in Fig. 15B} by thé process of step §13 using
0123456789abcdef, which is the aréa key #0000h of the area
definition region #0000h serving as a parent. - '

Next, -a case wheré a new area definition region #0100h
is_forméd under the area définition region #OOOOh thét has

already been registered, as'shownlin Fig. lGA,-will be

~described. Ticketing information that isrcreated'is as
" shown in Fig.llﬁB. That is, at the beginning-of the
ticketing information shown in Fig. 16B, an area.code #0100h

of the area definition region #0100h‘;s_disposed-as*a_heade;.

RO
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The area code #0100h is not encryptéd so that the

parent layer cah be identified in the IC card 2. 1In the

-ticketing information providing apparatus 131, the area code

#0100h is identified by the code range in input information.

This is because the area code can bé'identified_by the code

range since the area code of an area definition region is

‘the minimum value in the code range thereof in this

embodiment as described earlier.

The area code #OIOOh serving as a header, which is not
encrypted, is followed sequentially by a service code range
#0100h to 03FFh, fourteen as the number of allocated blocks

(capacity), al0alala0aQaQalal as an area key #0100h, and a

- MAC that are to bé stbred in the area definition region

#0100h. These items are encrypted (shown as shaded in Fig.
16B) by the process‘éf step S13 using 0101010101010101,
which is the servicé key #0020h of‘the area registration
service definition region #0020h serving as a parent.

When an area definition region is newly formed as above,

- encryption is executed using a service key of an area

‘registration service‘defiﬁition region that has already. been

formed. Thus, referfing to Fig. 8, foflexample, the

 admini§trator Bl not having an area3registration'service
definition region is not allowed to provide an area
' definitibn'region'administéred by anotlier administrator C in -

the area definitioﬁfregion #0100h -administered by the-.
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administrator Bl.

That is,,in the IC card 2, even if a command for newly

- forming an area definition region is received, if a service

key of an area registration service definition region that

‘serves as a parent is not stored in the IC card 2,

deCryption is not allowed. This indicates that- for example,

the admlnlstrator A is allowed to 1nh1b1t the admlnlstrator

Bl from sublea51ng a region admlnlstered by the

administrator BIl.

Next, a case where a new service definition region

#0008h is formed under the area definition region #0000h

that has already been registered, as shown in Fig. 17A, will

be described. Ticketing information that is created is as

shown in Fig. 17B. That is, at the beginning of the

ticketing information shown in Fig. 17B, a service code

#0008h of the service definition region #0008h is disposed

as a header. The service code #0008h is not encrypted so

'that the parent layer'can be identified“in the IC card 2.

The service code #0008h serv1ng as a header, which is

not encrypted is followed sequentially by the_serVLCe code

‘#OOOBh, eight as the number of allocated blocks,

‘01910101010l0101 that serves‘as-a service key #OOOBh; and a

MAC that are to be stored in the service deflnltlon reglon

#OOOBh., These items are encrypted by the process of step

513 (shown as shaded in-Fig;‘l7B)_using 0101010101010101,
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which is the service key of the service registration service

definition region #0021h serving as a parent.

When an area definition region is newly formed,

-:encryptlon is executed iusing a service key of an area

‘reglstratlon serv1ce deflnltlon region that has already been

formed. Thus, referrlng to Fig. 8, for example, the

~administrator Bl having the service registration service
definition region #0121h is allowed to provide a service

definition region 030Ch in the area definition region 0100h

administered by the administrator Bl, but another
administrator C (not shown} not having a service

registration service definition region is not allowed to

provide a service definition region in an area definition

region under administratiomn. o B

That is, in the IC card 2, even if a command for newly

forming a service definition region is received if a

service key of a service reglstratlon service definition

reglon that. serves as a parent is not stored in the IC card

-2, decryptlon is not -allowed. Thls indicates that for

‘example the admlnlstrator A is allowed to permlt the

admlnlstrator c to pr0v1de an area deflnltron reglon but not’

to prov1de a servrce deflnltlon reglon

.. As descrlbed above in thlS embodlment the

. admlnlstrator A (the 1ssuer of the IC card 2 in thlS case)

_lS allowed to prov1de a new area deflnltlon reglon under the
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"area definition reglon #000h administered by the

admlnlstrator A and to assign a rlght to provide yet
another area definition region and arright to provide a
sepvice definition region_under the area definition region
separatelytto[other1business,entities._'

 As described above, since ticketing information is
encrypted ueingpeh area key or a service key that is a

parent, it is impossible to know content of the ticketing

'information unless the area key or the service key is known.

Thus, .leakage-of the content of the encrypted ticketing

1nformatlon is prevented even if the encrypted ticketing

‘information is transmltted to an insecure place

Furthermore, as a result, for example, it is possible to
distribute the encrypted ticketing:infermatien to a third
party to ask registfation on the'ticketing'machine 101,
transmission to the IC card 2, etc.

Slnce the tlcketlng information is encrypted hereln

u31ng an area. key or a service key that is a parent

_bas;cally, it is desired that the tlcketlng 1nformat10n

providiﬁg‘procesé'be executed under the supervision of an
administrator of the parent. That is, if the ticketing

information pfpviding'process is‘executed by.a_third party,

the area key or the service key that is the'parent, used fot_

ehCryptiQn,.must be known to the third party, which‘is not;

‘preferablepffem_the,viewpdint'Qf security; thus, it is

B S UL,
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désiréd,that the ticketing,infofmation providing process be
éxécutedrunder the'supervisionAoflan a&ministrator‘of the
parent; |

Nékt, a décryption process that is executed by the'IC
¢axdl2 will be déScribed with reference to a flowcha;t shown
in Fig.'ls. AS'déscribed.earlier, when encrypted‘ticketing
ipfdrmation.is transmifted from the ticketing information

providing apparatus 131, the tickéting machine 101 receives

‘and registers it. When the IC card 2 is mounted, the

ticketing machine 101 transmits the encrypted ticketing
infdrmation to the IC card 2.
The IC card 2're¢eive5'the enérypted ticketing

information—from the ticketing machine 101, and it

‘determines in step 521 whether a.corrésponding area

definition region, aréa registratiqn service definition
région, or service registration service definition region
has beenridentified as a parent of‘an area definition region;
ajsérviée definiti@n region, an area registration servicé
definition fegion;'dr éervice_fegiétrétion éervice
definitioﬁ region that is to be forméé‘based on the
encrypted ticketihg”information;;

- That is, in_sfep SZl,.by.refefring tolthe header.of the

encrypted ticketing information,. thée area che of an areaf

' definition region, the service code.of a service definition

region, thé service code of an area registration service:
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definition region, or the service code of a service

'registration eervice,definition region that is to be formed

-is recognized.

-Furthermoie;'in‘Step.SZl, if an area registretion

Vservice-definition'region is to-be formed as shown in Figs.

14A and 14B or lf a serv1ce reglstratlon service definition

Areglon is to be formed as shown- in’ Figs. 15A and 15B, an

area definition regien'that includes the service code

'recognized'in_the'cbde‘range thereof is detected from the

EEPROM 66, and the area definition region is identified as a

parent.
If an area definition region is to be formed as shown

in Figs. 16A and iGB;'an erea definition region that

includes an area code recognized in the code range thereof

is detected, an area registration setvice definition region
registered thereuhder is detected from the EEPROM 66, and
the area tegistration service defiﬁition region is
identified'as atparent layer. If a'serviCe definition

region is to be formed'as shown'in‘Figs 17A and 17B, an

area deflnltlon reglon that 1ncludes a serv1ce code

recognlzed in the code range thereof is detected, a service

_reglstratlon serv1ce definition reglon reglstered thereunder

is detected from. the EEPROM 66 and the serv1ce reglstratlon
service deflnltlon region.is 1dent1f1ed as a parent.-

. If a parent'qf the reglonfto-be.fqrmed has been
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~identified in step S$21 by'the process described.above, the

procedure proceeds to step S22, while it proceeds to step

524 when identification failed. A possible cause of failure

in identifying a parent is that, for example, when an area

definition region is to be formed, an area registration

service definition region that serves as a parent thereof
has not been registered.

In step S22, the encrypted ticketing informatioh is

decrypted'usihg an area key stored in the area definition

region of the parent layer recognized'in step S21, a service
key stored in the area registratioh service definition
region, a service key stored in'the service definition
region; or a serviCe-key stored in the service registration
service definition region, and theh_the procedure proceeds
to. step $23. | |

In step‘823, it is determined whether the ticketing

information hasfbeen tampered based-on a MAC included in the

decrypted tlcketlng 1nformat10n The determination is

executed by checklng ‘whether the decrypted MAC coincides

.w1th a. MAC that is newly calculated by the IC card 2 from

'other decoded 1nformatlon

If it is determlned in step 523 that the tlcketlng

1nformat10n has been tampered the procedure proceeds to
step 524, 1n which a message to the effect that the'

‘tlcketlng 1nformatlon has been tampered is transmltted to
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- the ticketing machine'iOI‘and'error processing such as

deletion'of the decrypted”ticketing‘information_is_executed,

and the decryption process is exited. In this case, the

and an area definitioﬁ

If the
procedure has proceeded from step 821 to step 824 a message_

to.the-effect that an area:reglstratlon servlce_definitiou

region or a service registration service definition region

has not been registered is transmitted to the ticketing

machine 101, error processing such as deletion of the

decrypted ticketing information is executed, and the

-deCryptiou process is exited.

on the other hand, 1f it is determined in step 523 that
the tlcketlng 1nformatlon has not been tampered, the
decryptlon process is exited. In this case, the decryption
process normally ends, ~and theura process. of storing the |
decrypted ticketing 1nformatlon in the EEPROM 66, i.e.,
correspondlng one of -the area formlng process, the Serulce
formlng_process, the-area reglstratlon service formiug '

process, and the service registration service forming

process for forming an area definition region, etc. is

executed

As descrlbed above the tlcketlng 1nf0rmatlon prov1d1ng
apparatus 131 encrypts tlcketlng lnformatlon to create ‘

encrypted tlcketlng-rnformatron,”aud.the IC card 2 decrypts
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the encrypted ticketing information. Accordingly, unjust
acts such as eavesdIOﬁping and tampering are prevented'even'

if the tlcketlng machlne 101 1s dlsposed at an insecure

place and it transmlsSLOn takes place via the transm1531on

medlum 121.

As a result when tlcketlng is executed in order to

start prov1d1ng a new. serv1ce using the IC card 2, the IC

card 2 need-not be collected, serv1ng‘to reduce cost needed

for collection. Furthermore, a user of the IC card 2 is

allowed to receive the new service immediately, without
having the IC card 2 collected, by carrying the IC card 2 to
a place where the tlcketlng machine 101 is disposed and ‘

executlng tlcketlng

Furthermore, as described earlier, a predetermined.

administrator is allowed to select from permitting other

administrator to form only an area definition region, only a
service definition region, or both an area definition region

and a service definition‘region,.and is thus allowed to add

" restriction as to whether or not to permit an administrator

that is allowed to form a region is also ‘allowed to transfer

a reoiOn:to[another adminiStrator.
- Although the present inVention has been described

hereinabove in the context of a non-— contact card system in

',whlch communicatlons are executed in a non contact manner

.25

the present 1nvent10n may also be applled to a card system
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in which communications are executed in contact.

Furthermore, the scope of the present.invention is'not- 3

limited to card systems.
.Although both. user bloéks-and-sySﬁem'bIOCks-are stored

in a single memory, i.e., the EEPROM 66, user blocks and"

system blocks may be stbred in physically separate-memories.

Furthermore, although data is stdred in the EEPROM'in'
this embodiment, daté ﬁéy be storéd in a §émiconducto£ :
memory other than the EEPROM, on a'mégnetic disk, etc.

Furthermore, although storage fegioﬁs_of the EEPROM 66
aré managed'in,a hierazxchical strucfure in the embodimeﬁt,
the present inventﬁqn;may alse be aﬁplieq to a case wherei
storage regions of the EEPROM 66 are not managed in a
hierarchical structure. |

Furﬁhermpre, although encrypted ticketing information
is transﬁitted via the fransmission medium 121 and
registered in the tibketing machine 101 in the embodimenf,

encrypted ticketing information may'be'stored in a recording

" medium (storage medium) such as a magnetic disk, a magneto—

optical disk, an optiqal'diSR, a memory catd, or a magnetic
tape, and registeredlby‘directly carrying it to the
ticketing machinellol. o |

The serieé of pfocesses described above may belexecuted_

by‘sofiware,as'well as"by hafdware, ' When the series of

: processes.arerexécuted;by_software, a program constituting
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the software is 1nstalled from a recordlng medlum onto a-

computer embedded in dedlcated hardware or onto a general—

purpose personal computer or the like that is capable of

executlng varlous functlons when various programs are

installed thereon.

Fig. 19 is a diagram showing an egample construction of
a general—puroose personal-computer. A CPU (Ceatral
Processiﬁg Unit) 201 of the personal computer executes
various processes‘accordino to programs stored in a ROM
(Read Only Memory) 202 or a RAM (Randcm Access Memory) 203. -
The RAM 203 stores data and programs asrrequired When the
CPU 201 executes varioﬁs'processes. An input/output.
interface 205 is connected'to an input unit‘206-including‘a_
keyboard and a ﬁouse and it outputs to the CPU 201 51gnals,
that have been 1nput to the input unit 206. The
input/output interface 205 is also connected to an output
unit 207 including a display, a'speaker,,etc.

Furthermore, the input/output interface 205 is

‘connected to a storage unit 208 implemented'by a hard disk,

etc., and to a communication unit 209 for exchanging data

. with ofher-apparatuses via ‘a netﬁork_such.as the Internet.
A drive 210 is used to read data from or write data to a

'recording medium:such asda magnetic disk_221, anroptical

disk 222, a magﬁetofoptical'disk 223, or a'semiconductor

memory 224;-
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As shown in Fig. 19, the recordlng medlum is
1mp1emented by a package medla having recorded a program
thereon and dlstrlbuted separately from a personal computer -
to prov1de the program to a user, such asoa magnetlc,dlsk
221 (including a floppy disk), an optieai disk 222
(including a CD-ROM {Compact Disk-Read Only Memory)) and a.
DVD (Digital Versatlle Disk}}, a magneto optical dlsk 223
(1nclud1ng an MD (Mlnl Disk)), or a semlconductor memory 224,
or by the ROM 202, the hard disk lncludlag the storage unit
208, etc. storiag a program, which.is-provided to a user by-
being embedded in advance in a computer.-

Furthermore; in this specificatioﬁ, steps defining a
| - , without limitation fo
processes that are executed in time seriea accordiﬁg.to the
described order, processes that are not necessarily executed

in time series but executed ih parallel or individually.

Industrial Applicability

As described_above, according to a daﬁa storage
apparatus ahd method and a firsr program of the'presenﬁ
invention, at least one of a first5region'administeredfby a
first administrator, a -second region for administering =
- a.parent
rhereof being thelfirst‘region;'for administering

information reguired for forming a region, an upper layer
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thereof being the first region, that is administered by a

second administrator, and a fourth region, a narent thereof
being the first region, for administering information

required for forming the seeond,region is formed,'a key-

stored in a region that serves as a parent of the region

associated_with'the forming request is.read, and encrypted

information received is decrypted using -the key that has

been readr Accordingly, the first administrator is allowed

torallocate the first to fourth regions arbitrarily to other

administrators. | |
_ Aecording'to sn'information processing apparatus and

method and a second program of the present invention,

‘information of a second region is encrypted using a key

administered by a fourth region when'requesting formation of

the second region, information of a region administered by a

second administrator is encrypted using a key administered
by a third region when requesting formation of the region

administered by the second administrator to a region

' administered by a first adminiStrator' information of the

third region 1s encrypted u31ng a key. administered by a

~first reglon when requesting formation cof the thlrd reglon,
“and infOrmation of the fourth region lS encrypted u51ng a

key administered by the first region when requestlng

formation of the fourth region, and the encrypted

information,is_prOVided to ‘a data storage medium.
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Accordingly, the first administrator is allowed to
arbitrarily permit the second administrator to form the
second. to fourth regions,” énd leakage of information to a

third party can be p:evented.
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CLAIMS
1. A data sfbrage apparétus for admihistering regidns for

storing data in.a hierarchical structure, the data storage
apparatus comprisingi

sﬁofage means in which at least one of a first region '
administered by a first édministrator} a second region for
administering information relating to a service, a third
region, a parent thereof beiﬁg the first region, for
administering'informatiqn required for forming a region, an
upper layer thereof beiné the first region, that is
administered by a second administratoi,rand a fourth region,
a parent thereéf'being the first region,'for admiﬁistering
inforﬁationvrequired for forming the.second region is,
fofmed;

reception means for receiving a request for forming one
of the first to fourth regions, and information relating to

the region associated wifh the forming regquest, at least a

7 portion of the ihformation.being encrthed;

reading méans for reading from the storage means, based
on the information receivedrby-tﬁe reception means, a key

stored in a region that serves as a parent of the regidn

,assobiated with the forming request among the first to

fourth regions;

decryption'means'for decrypting_thé‘éncrypted

'informétion uSing the key read by the reading means; and
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forming means for forming the region associated with

the forming request in the storage means based on the

infdrmétion decrypted by the decryption means.

2. A:data storage method fer administering regiens for
storing data in a hierarchical.strueture; the data storage
method_comprising:

a?receptien control step of centrolling reception ef a
request to a data storage medium in which at least one of a
first region administered by a first administrator, a second
region for administering information relating to a'service,
a third‘regien, a parent thereof being the first region, for
administering information required for fdrming a region, an
upperilayer thereof being the first region, that }s -
administered by a second administrator,'and_a fourth regioht

a parent thereof being the first region, for administering

‘information required for forming the'second region is formed,

the request being for forming one of the first to fourth

' regions;.and.reception of information relating to the region
‘ 'aSSOCiatéd with the forming request, at least a portion of

 the information being encrypted;

a reading step of reading from a region of ‘the data

.storage_mediﬁm, based on the information received under

'control:by the process of the_reception,ceﬁtrol step, a key

stored in a region thateserves as a'perent'of the region

aseoeieted-with the forming request among the first to
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“fourth regions;

a deeryptiOn step of decrypting the encrypted

_ inforMation:using'the_key read by the process of the reading

stepj and

-a forming step of forming the region assbciated with

the forming-reﬁuest in the data storage medium based on the

'informatioﬁ'deerypted by the process of the decryption step.

.‘3. A recording medium having recorded thereon a computer—
readable program for a data storage apparatus for
administering regions for storing date in a hierarchical
strﬁcture,_the prograﬁ comprising:. | |

a feceptien'contiol step of controlling reception of a
requeet to a data sfefege medium in which at least one of a
first-region administered by a first administrator, a second
reglon for admlnlsterlng 1nformatlon relating to a service,

a third region, a parent thereof being the first region, for

an

upper_layer.thereof being the first region,;thet is

"administered by a Sechd.administrator, and a fourth region,

a parent thereof being‘the'first region, for administering

;infermation required for forming the second region is formed,
-the request belng for forming one of the first. to fourth
'reglons and receptlon of 1nformatlon relatlng to the reglon
:assoc1ated w1th the formlng request at least a portion of

_'the_lnformatlop belng encrypted;
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a.reading step of reading from a region of the data
storage'medium.;based en-the-infotmation received under
control by the process of the receptlon control step, a key
stored in a reglon that serves as a parent of the region
assocxatedzw1th.the formlng;request among the. first to’
fourth reglons
a decryption step of decryptlng the encrypted
information using the key read by the process of the reading
step; and
a forming step of forming the region associated with
the formihg-request in the data storage medium based on‘the
information decrypted by the process of the decrthion step.
'4, A;progrem fOr alloWihg a computer that controls a data
storage apparatus for edministering regidnsﬂfor storing data_
in a hieraréhicai sttucture to execute:
o a reeeptiOn control stepdof conttolling_reception of a

request for forming one of a first region administered by a

flrst admlnlstrator a second reglon for admlnlsterlng

1nformatlon relatlng to a serv1ce a third region, a parent

.thereof being'the;first region, for administering

information required for forming a region, an upper layer

theteof being the'first region that'iS‘administered by a

]second-adﬁinistrator and a fourth reglon a parent,thereof
=belng the flrst ‘region, fo:-admlnlsterlng'1nformation

'requlred for_formlng-the'second region is formed, and
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receptioh.of information relating to the region associated

with the fdrming request, atvleast a portion of the

information being encryptéd;'

a reading step of reading from a region of the data

Storagejmédium, based on the information received under

'coﬁtrql by the process of the reception control step, a key

stofed‘in‘afregion that sérves as a parent of the region
aSSOCiated wiﬁh the forming feqﬁest‘among the first_to
foﬁrth regions; .

a decryptlon step of decryptlng the encrypted

information u51ng the key read by the process of the reading

step; and

a forming steprof forming the region associated with
the formiﬁg request in the'data storagé:mediuﬁ based on the .
informatibn aecrypted-by thé'process of the decryption step.
5. An information.prOCESSing apparatus for providing

information to a data storage apparatus for administering

regions for storing data in a hierarchical structure, in

'which at least one of a first region administered by a first

administrator,.é‘second region for administering information

relating to a service, a third region a parent thereof

- being the'fifst region, for admlnlsterlng 1nformat10n

an upper layer thereof being

the flrst reglon that'is administeredrby a second

admlnlstrator and'a fourth #egion, a.pérent'thereqf being -
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the first régidn, for admiﬁistering infdrmation required for

fOrming_the éecpnd_:egion islformed, the information

proceésing-épparatus_cpmprising:
éncryptionfmeans-for-encryptiﬁg iﬁformatién of the

second region using afkey administered.by the fourth region

- when requesting formation of the secondﬁregion, encrypting

information of the region administered by the second

'*fadministfator using a key administered by the third region

when requesting formation of the region administéred by the

second administrator, encrypting information of the third

~region ﬁsing a key administered by the first region when

requesting formation of the third :egibn, and encrypting
informétionidf1thé fourth ﬁegiqn using a key administered by:
the first fegibn when requesting formatioh.ofithé fourth |
region; and

providing means for providing the.information encrypted
by the endryption means to the data storage medium. |

6. An inférmation processing method for an information

. processing apparatus for. . prowviding information to a data

storage apparatus_for administéring'regions'for storing data

in a hierarchical structure; in which at least one of a

first region administered by a first admihistrator,.a,secpnd

region for administering infdrmation‘relating to a service,
a third region, a pérent'théreof,being-the first region, for

administering information required for forming a region, an
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upper layer thereof being the firét region, that is

: 'édminiStered‘by a,seCond3administrator,.and a fourth region,
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a patenttthereof'beingﬁthe'first regibn; for administering

information required for forming the second region is -formed,

_the information processing method comprising:

an encryption step of -encrypting. information of the

: second_:egion'using a key administered by the fourth‘regipn}
when requesting formation of the second region, encrypting
'informationiof the region administered by the second

- administrator using a key administered by the third region

when requéSting formétion of the region administered by the
second administrator, éncrypting information of the third
regidn uéiﬁg a key adﬁinisteréd by the first region when
requesting fprmation bf'thé third.regioﬁ, and.encrypting.
information of the fourth region using a kéy administered by
the first region when'requesting formation of the fpurth‘i
region;'and

a.providing step of providing the information encrypted

_by the_process'df therencryption step to the data storage

medium.

7. _A'récording medium having recorded thereéon a computer-

'readébie prégram for an information processing apparatus'fo;

pioviding:info;mqtion'to a data storage apparatus for
adminiStering ;egionS‘for storing data in a hierarqhical\‘

struCture} in which at least one of a first'region
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- administered by a first'administratdr,~a second region for

administering information relating to a service, a third

region, a parent thereof being the first:région; for:
rédminiStering information required for forming a region, an
'upper layer the:eof béing the first regipn;;thét ié

'administered-by a sedondfadministrator, and a'foufth region,

a parent thefeﬁf being the;first region, - for édministering
inf¢£mation required for forming the second reéion'is fofmed,
thé'program comprising: o

| an encryption step of encrypting information of the

seéond region using a key administered by the fourth region

‘when requesting formation of the second region, encrypting

-infdrmétion.6f‘the.regipn‘adminiStered by the second

administrafor using a'key administefed'by,the third region

‘'when requesting formation of the region'administered,by the

second administrator},encrypting information of the third

_regidn using a key administered by the first region' when
'requesting formaﬁion of'therthifd'region, and encrypting

“infdrmationrof the fourth region'ﬁsing a key administered by

the first region when requesting formation of the fourth

- region; and

. a providing-step'of'prdviding‘the ihformation encrypted

fby'thé.proceSS'Of the.eﬁdryptidn step to. the data storage

medium. .

8. A program_for allowing a computer that controls. an
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information processing apparatus for providing information

 to d data storage'apparatus for administériﬁg regions’ for
' storing data in a hierarchical structure, in which at least

_oﬁe'of”a-first'region administered by a first administrator,.

a second region'for‘administering information relating to a

- service, a third region, a parent thereof being the. first

region, for admlnistering information requ1red for forming a

iregion, an upper . layer thereof being the first region, that

is administered by a second administrator, and a fourth
region, a parent thereof being the first region, for
administering ‘information required for formiog the second
region is formed, to . execute:

an encryption step of encrypting information of the

-second région‘using a.key adminiatered by the fourth region

when requesting formation of the second'region; encrypting

information of the region administered by the second

- administrator using a  key administered by the third region
~ when requesting formation of the region administered by the

second administrator, encrypting information of the third

region using a key administered by the first region when

‘requesting'formation of the third region, 'and encrypting

:informatlon of the fourth region u31ng a key administered by

the first region when requesting formation of the fourth

‘.region; and

a providing step of providihg'the_informatioo encrypted.
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by the process ‘of the encryption step to the ddta‘storage

medium.
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ABSTRACT -

The present invention relates to an information

processing apparatus that allows'ééparately forming regions.

having different roles. When an area definition region

#0100h is néwly'forméd under an area definition region

- #0000h that is‘forméd on an IC cafd, informatioh of the-area

definition region #0100h is encrypted using a service key

stored in an area registration service definition region

- #0020h that is formed in advance, and the encrypted

information is supplied to the IC card. Upon feceivingrthat
information, the IC card decrypts the encrypted information

using the service key stored in the area registration

 service definitibn region'#OOZOh. Then, the area definition

‘region #0100h is formed based 6n.£he result of decryption.

The present invention may be applied to an IC card that

exchanges information in a non-contact manner and to an

- apparatus that exchanges data with the IC card.




