
disadvantage oi such systems is the need for expensive
proprietary repeaters that are not likely compatible
outside of the proprietary network and that are
typically configured to operate in accordance with
layer 2 or higher of the Open Systems Interconnect
(OSI) layered architecture. [0006] It will be
appreciated by those of ordinary skill that operation
of a repeater at layers above layer 1, commonly
referred to as the physical layer (PHY)3 can cause
significant performance issues when time sensitive
data or data associated with high bandwidth
applications is being transported by the network. For
instance, so-called wireless distribution system (WDS)
repeaters operate at layer 2 and with a single
transceiver causing delay and throughput performance
impact as will be discussed in greater detail
hereinafter. Because the WDS repeater receives and
transmits packets on the same channel, issues such as
congestion and at least a 50% reduction in throughput
will result. Still further, since the media access
control (MAC) address of the packet is modified in
conventional layer 2 or higher operation, security
features can be compromised along with a reduction in
the overall ease of use. [0007] However, for pure
physical layer repeaters, problems and complications
can arise in that the random packet nature of typical
WLAN protocols provides no defined receive and
transmit periods. Further, when a series of repeaters
are coupled together to serve a client, delays due to
cascaded repeating can cause packet acknowledgements
(ACKs) to be delayed. Because of delayed ACKs and
because packets from each wireless network node are
spontaneously generated and transmitted and are not
temporally predictable, undesirable consequences such
as packet 



collisions may occur. Some remedies exist to address
such difficulties, such as, forexample, collision
avoidance and random back-off protocols, which are
used to avoid two or more nodes transmitting packets
at the same time. Under the 802.1 1 standard protocol,
for example, a distributed coordination function (DCF)
or other schemes may be used for collision avoidance.
However, as the size of a mesh or other network
increases, as measured by, for example, the number of
"hops," the amount of delay associated with each hop
and the likelihood of at least some delay in the
return of ACKs or the like makes pure physical layer
processing for individual repeaters prone to possible
error as timeouts may occur before higher layer
protocol messages can be transferred back and forth
along the repeated network paths. [0008] Known
approaches to providing repeaters in WLANs, and
specifically to providing 802.1 1 compliant repeaters
designed to span larger areas, include providing
repeaters configured as two Access Points (APs) in the
same box with an inter-AP routing capability between
them, and providing a store and forward repeater (SF
Repeater). Both approaches are reflected in
commercially available products. While a repeater
configured as two APs in a box may be suitable for
expensive outdoor wireless networks, such repeaters do
not meet the requirements of low cost and small form
factor generally associated with consumer product
applications. Further, such repeaters are complicated
to install and operate and can lead to compromised
security. [0009] Conventional consumer oriented SF
repeaters are typically provided with configuration
software. The consumer oriented repeater is generally
a WDS repeater with a single radio frequency (RF)
section as opposed to the two AP approach noted above.
Such a repeater is loaded with software which
determines the channels used 



by the AP. Channel information is then communicated by
the consumer during initialconfiguration to the SF
repeater to configure the repeater in kind. Problems
arise however, in that such systems are difficult to
implement for the average consumer as they require
some basic knowledge, or at least the ability to
interpret data values associated with the WLAN
parameters. [0010] One system, described in U.S.
National Stage Application Serial No. 10/516,327 based
on International Application No. PCT/US03/16208,
resolves many localized transmission and reception
problems by providing a repeater which isolates
receive and transmit channels using a frequency
detection and translation method. The WLAN repeater
described therein allows two WLAN units to communicate
by translating packets associated with one device at a
first frequency channel to a second device using a
second frequency channel. Since the repeater operates
as a physical layer device, the MAC address of the
packets are not modified, as would be the case in a
repeater configured as a layer 2 or higher device. The
direction associated with the translation or
conversion, such as from the first frequency channel
associated with the first device to the second
frequency channel associated with the second device,
or from the second frequency channel to the first
frequency channel, depends upon a real time
configuration of the repeater and the WLAN
environment. For example, the WLAN repeater may be
configured to monitor both frequency channels for
transmissions and, when a transmission is detected,
translate the signal received on the first frequency
channel to the other frequency channel, where it is
transmitted to the destination. It is important to
note that the frequency translating repeater described
in U.S. Application Serial No. 10/516,327 acts in near
real time to receive, 



boost and retransmit packets. While addressing many of
the problems in the art, the frequency translating
repeater described in U.S. Application Serial No.
10/516,327lacks capabilities such as store and forward
or higher layer intelligence or processing capability,
including filtering traffic based on knowledge of
network operating conditions. Such a repeater is the
equivalent of, for example, a hub for a wireless LAN.
[001 1] It should be appreciated that, in general,
repeaters will be used where the placement of a wired
connection to a LAN, such as an Ethernet LAN
connection or the like, is undesirable. Where several
repeaters can be used to extend LAN ranges, it would
be desirable for a physical layer (PHY) repeater that
can address the consequences of delay and the like as
described above without being prohibitively expensive.
It would be further advantageous for a PHY repeater to
be capable of treating packets differently based on
characteristics of the packet such as a source or
destination address or a priority associated with the
packet while preserving packet and network security
mechanisms.SUMMARY OF THE INVENTION [00 12] An
physical layer frequency translating repeater of the
present invention, referred to hereinafter as
"physical layer repeater" or "repeater," solves the
problems of delay using basic physical layer
functionality in conjunction with selective or
adaptive higher layer functionality at least part of
the time during operation. By providing higher layer
functionality, the repeater provides enhanced
capabilities and remedies problems by, for example,
eliminating delays in processing protocol messages
such as ACKs and the like and providing additional
intelligence. If more than one AP, repeater or client
is present on different channels within the WLAN 



environment, the repeater may be wirelessly connected
to the desired AP in a number of manners, as will be
described in greater detail below. The exact degree of
higher layer operation can be provided by a
configuration determined by a processor through a
setting, an analysis of the operating environment, a
physical or software slide bar switch or the
equivalent. [0013] To alleviate the difficulties noted
above, the repeater of the present invention is
configured to assume responsibility for the
acknowledgments of physical layer packets toward the
sender, which is typically a layer 2 function.
However, packet retransmission can be begun, but is
not required to be begun prior to complete reception
of the packet in order to preserve the advantages of
physical layer operation such as speed. Packets can
further be regenerated to ensure high network
performance and layer 2 functionality can be included
for each node including the repeater. Regeneration
allows any signal degradation in the signal-to-noise
ratio (SNR) to be removed prior to retransmission and
allows greater receiver sensitivity tobe achieved. It
should be noted that when the repeater is configured
for regeneration, a delay corresponding to the
demodulation time associated with at least one symbol
of the packet must be incurred - typically around 4
msecs. Since such a duration would exceed a packet
acknowledgement (ACK) timeout interval, the repeater
should be configured to be "immune" to timeouts and
should be able to supply ACKs to senders to avoid
protocol conflicts. [0014] In accordance with certain
repeater embodiments, a predetermined amount of delay
is set by the physical layer repeater to allow
sufficient time to perform demodulation of the address
information in the packet and to decide whether to 



retransmit any particular packet based on demodulated
information. Additional time can be established based
on whether or not filtering functions or the like will
be allowed. [00 15] To enable a filtering function, a
filtering or routing table is included in the physical
layer repeater. The routing table provides information
to the repeater regarding how to treat the
retransmission of a packet differently based on one of
the following: the content of the media access control
(MAC) addressing information; the content of the IP or
other layer 3 addressing information; the quality of
service (QoS) level indicated in the packet
information; and/or the type of payload contained in
the packet. Based on the content of the various
portions of the received packet, the corresponding
treatment by the physical layer repeater can include,
for example, selection of a different frequency
channel based on the above criteria. Further, in
accordance with other embodiments of the physical
layer repeater, the packet can be terminated or
prevented from being repeated, or the packet can be
received anddemodulated such that the data contained
in the payload can be used locally and not wirelessly
retransmitted. Accordingly, the repeater can be
configured with the added functionality of a wireless
client device. [00 16] In performing higher layer or
quasi higher layer functions, the physical layer
repeater can take responsibility for positive ACK of
packets according to the MAC protocol of, for example,
802.1 1. If address filtering is used, ACK generation
would be mandatory as it would in the case noted above
where symbol-by-symbol demodulation and re-modulation
of the repeated packet associated with regeneration is
performed. Demodulation of a packet can be performed
in parallel with physical 



layer repeating to allow for the storage of the
address information and payload information in the
packet. If no ACK is received from the intended
client, the stored packet information can be
re-transmitted. In the case where pure physical layer
repeating is demanded within the timing requirement
associated with the ACK timeout parameter, samples of
the unacknowledged packets can be stored and forwarded
without demodulation. [0017] As noted above, a filter
table or routing table can be used to control routing
of packets during, for example, hybrid layer 1/layer 2
operation. In some embodiments, maintenance of the
stored routing table or filter table can be conducted
based on messaging between the repeater/wireless node
and other network elements. Alternatively, maintenance
of the routing or filtering tables can be conducted
based on observation of packet addresses within the
network on each side of the repeater. Observation can
be performed in a number of ways to be described in
greater detail hereinafter, including continuous
observation on both repeating frequency channels
ofnetwork data traffic in comparison to a
corresponding list of various routes between nodes. A
list of routes in the network can be constructed
observing the MAC addressing with transmissions.
[0018] Also as noted above, the physical layer
repeater must be configured to take responsibility for
ACK generation if address filtering is used. For
example, a repeater unit in a lightly loaded or sparse
network may use pure physical layer repeating while a
unit in a dense network such as a multi tenant
dwelling might need to filter packets to reduce the
overall congestion in the network due to a "merging"
of the collision domains which occur in pure physical
layer repeating operations. 



[0019] The physical layer repeater is capable of
performing pure physical layer repeating, capable of
performing layer 2 repeating and in some cases layer 3
repeating. The degree of functionality can be
established along a sliding scale such that the modes
of repeating operation are set based on network
conditions or is based instructions received from
other wireless nodes. Additional higher layer features
can also be added such as the ability to operate as an
"associated" client in addition to operating as a
hybrid repeating device. For example, a data port
could be added to the repeating device such that the
repeater unit can act as a network node repeating to
other devices, while also being able to receive
packets individually addressed to the repeater. Such
packets could include data destined to a multimedia
device, stereo device, or another type of data device
such as a computer or the like. Examples of such a
device could include a wireless speaker, a television,
a stereo, a video surveillance camera, or a touch
screen computer for use in a refrigerator or in the
kitchen. 10[0020] In accordance with other repeater
embodiments, the repeater is configured to generate
ACKs but also to be independent of the consequences of
ACKJTimeout. In addition, the repeater is configured
to have a more complete MAC and PHY layer to allow
additional functionality. More generally, with a
complete PHY and MAC, the repeater can act as a client
locally and also perform network interface control
(NIC) operation to other devices. With such features,
repeater chips can be embedded in other devices, such
as those listed above, in addition to being included
in stand alone repeaters. The repeater can further
operate as what would appear to the rest of the 



network as a MESH node under, for example, 802.1 l(s),
but with PHY level repeating capability. Ideally, the
repeater can perform demodulation and regeneration of
a packet on a symbol by symbol basis. By immunizing
the repeater to timeouts, repeaters can be cascaded
without concern for delay. Further, the ability of the
repeater to perform layer 2 address filtering allows
the repeater to break collision domains and
dynamically merge them. Thus, the repeater can treat
packets with different MAC addresses differently.
Layer 2 repeating features can be incorporated
dynamically in addition to or in lieu of layer 1
repeating features to optimize network performance.
[0021] It should be noted that when the repeater is
configured to generate ACKs, the repeater should not
generate an ACK if there is a client on the same
channel as the AP that will generate an ACK, such as
when the client is in range of the AP channel and is
on the same frequency. Accommodating such a scenario
can be problematic in that as clients move relative to
the AP, they may change channels as their proximity to
the AP changes. Therefore, to address such client
movement, continuous monitoring 1 1of traffic may be
required to ensure that tables are always up to date.
In the case where the client has moved from the repeat
channel to the AP channel, the repeater needs to cease
generating ACKs. In order to track which channels are
allocated, a routing table can be continuously updated
by a number of different means. Information included
in the updates could be obtained from, for example,
continuous observation of the data traffic on the
network on both repeating frequency channels and a
corresponding list of various routes between nodes.
One of ordinary skill will 



recognize such an observation and listing of routes as
similar to a spanning tree algorithm used in layer 2
bridges in wired networks. A list of routes in the
network can be constructed observing the MAC
addressing with transmissions. [0022] Accordingly, a
controller associated with the repeater, such as a
processor or a module under the control of a
processor, or the like, would prohibit the repeater
from ACKing packets for a specific node if the source
addressing on any packet on the AP frequency channel
contained the MAC address of the node. The controller
can therefore act as an effective table pruning
mechanism. Conversely, for packets received on the
repeat channel with the destination or receiver MAC
fields containing MAC addresses associated with the AP
channel, those packets can be filtered and not
repeated if the repeater is configured for address
filtering. In any case, when a packet is repeated from
the repeat channel to the AP channel, the source
and/or transmitter addressing information must be
placed in the table and marked as being on the repeat
channel. In a more inclusive approach, all source MAC
addresses on the AP channel and all source MACs seen
on a repeat channel destination table can be added to
a global table. The repeater can then decide whether
to pass packets and provide ACKs or whether to
withhold ACKs based on the content of these tables.
Where multiple 12repeaters overlapping in frequency
are used, a dialog may be established between the
repeaters to determine which one, or ones of the
repeaters should repeat packets. [0023] Another higher
layer mechanism that can be used to update routing
tables would be through messaging from other network
nodes. Specifically, nodes can identify themselves to
each other through a routing update message as could
be used 



for example, in an 802.1 l(s) MESH standard type
network. 13BRIEF DESCRIPTION OF THE DRAWINGS [0024]
The accompanying figures, where like reference
numerals refer to identical or functionally similar
elements throughout the separate views and which
together with the detailed description below are
incorporated in and form part of the specification,
serve to further illustrate various embodiments and to
explain various principles and advantages in
accordance with the present invention. [0025] FIG. 1
is a diagram illustrating a basic WLAN including an
repeater in accordance with various exemplary
embodiments. [0026] FIG. 2A is a diagram illustrating
a repeating path in full duplex physical layer
repeater. [0027] FIG. 2B is a packet flow diagram
illustrating comparative latencies associated with the
full duplex physical layer repeater depicted in FIG.
2A. [0028] FIG. 2C is a diagram illustrating a
repeating path in a half duplex layer 2 store and
forward repeater. [0029] FIG. 2D is a packet flow
diagram illustrating comparative latencies associated
with the half duplex layer 2 store and forward
repeater depicted in FIG. 2C. [0030] FIG. 3 is a
diagram illustrating exemplary packet flow and
processing associated with an repeater configuration
having two access points (APs). [0031] FIG. 4 is a
diagram illustrating exemplary packet flow and
processing associated with an repeater configuration
embodied as a pure physical layer repeater. [0032]
FIG. 5 is a diagram illustrating exemplary packet flow
and processing 



associated with an repeater configuration embodied as
a physical layer repeater including higher layer
processing capabilities. 14[0033] FIG. 6 is a circuit
diagram illustrating various hardware components
associated with an repeater configuration embodied as
a physical layer repeater including higher layer
processing capabilities. [0034] FIG. 7 is a circuit
diagram further illustrating various hardware
components associated with signal processing in an
repeater configuration embodied as a physical layer
repeater including higher layer processing
capabilities. 15DETAILED DESCRIPTION OF THE INVENTION
[0035] Referring now to FIG. 1, a wireless local area
network WLAN 100 is shown. WLAN 100 could be, for
example, an in-home network configured in a residence
110 with an external broadband connection 101 from a
broadband service provider such as a cable company,
telephone company or the like. The broadband
connection 101 can be coupled to a conversion device
such as a MODEM 111, such as a cable modem, router or
the like and provides a wired or wireless Ethernet
connection to, for example, a wireless access point
(AP) 112. In a typical repeating scenario, a first
link 113 can be established between the AP 112 and a
physical layer repeater 120 located in a suitable area
of the residence 110 so that repeating can be
conducted, for example, over a second link 114 to a
client device 115 such as a PC enabled with an 802.1 1
interface, such as a WiFi interface or the like.
[0036] It will be appreciated that the first link 113
and the second link 114 operate at difference
frequencies which can be established in a variety of
ways such as at 



startup, during an initiation procedure, or the like.
The repeater 120, in a pure physical layer mode of
operation, will receive a packet on the first link 113
and will immediately begin to repeat the packet on the
second link 114. If the repeater 120 is configured to
regenerate, then the packet can begin to be repeated
once at least one symbol of the incoming packet is
received, for example after a typical symbol interval
of around 4 microseconds. In some embodiments, one or
more additional repeaters such as repeater 121 may be
present with a first additional link 116 and a second
additional link 117 to client 115. It will be
appreciated as will be described hereinafter that in
such circumstances, the repeaters 120 and 121 must
track which 16repeater is assigned to perform higher
layer functions such as generating (ACKs) to the
client 115. It is possible using routing tables or
filtering tables to track information such as which
repeater is responsible for generating acknowledgments
and repeating to which clients based on client
addresses, AP addresses and the like. Further,
multiple repeaters may communicate using
inter-repeater communications protocols to establish
thresholds such as signal to noise ratios, received
signal strength indicators (RSSI) and the like and
conditions under which a repeater will assume
responsibility for a particular client. [0037] Even
when operating with layer 2 or layer 3 functions, the
repeater typically can extract addressing information
without decoding the payload contents and thus, the
physical layer repeater 120 can be used in secure
network environments without compromising encryption
or the like, particularly when operating in the pure
physical mode as will be described hereinafter.
Further, the media access control (MAC) 



addressing information is not modified within the pure
physical layer mode of operation providing support for
security protocols between the AP 112 and the client
device 115 directed to, for example, ensuring packet
authenticity. [0038] In an alternative embodiment, a
non-frequency translating approach may be used with a
physical layer/hybrid repeater in connection with the
use of household wiring as described in co-pending
U.S. Patent Application Serial No. 10/465,817 entitled
"WIRELESS LOCAL AREA NETWORK USING EXISTING WIRING AND
WIRELESS REPEATER MODULES," and under protocols such
as 802.16 as described for example, in co-pending U.S.
Patent Application Serial No. 11/127,320 17entitled
"NON-FREQUENCY TRANSLATING REPEATER WITH DETECTION AND
MEDIA ACCESS CONTROL." [0039] The present application
is also related to U.S. National Stage Patent
Application Serial No. 10/529,037 based on
International Application PCT/US03/28558 entitled
"WIRELESS LOCAL AREA NETWORK WITH REPEATER FOR
ENHANCING NETWORK COVERAGE." The repeating techniques
described in U.S. Application Serial No. 10/529,037
may be applied in a non-frequency translating approach
where they are directed to, for example, MAC
addressing. Other techniques described in U.S.
Application Serial No. 10/529,037 may be less related
to a non-frequency translating approach such as
receiver to transmitter isolation and the like.
However, it should be noted that in both a frequency
translating approach and a non-frequency translating
approach, the MAC addresses of the source and
destination are not modified and thereby provide
greater 



suitability for pure physical layer repeating. [0040]
To appreciate the operation of the physical layer
repeater 200, two scenarios 210 and 220 are shown in
FIG.s 2A, 2B, 2C and 2D. In a pure PHY layer mode of
operation, as shown in scenario 210, a configuration
211 is shown in FIG. 2A where a signal is received on
a first frequency Fl and repeated on a second
frequency F2. The flow diagram 212 of FIG. 2B shows
that the packets are essentially received and
transmitted at the same time. The packets are
transferred with less then 1 microsecond of delay
since the repeater is configured in the pure physical
layer mode to repeat "instantly." While simultaneous
receive and transmit is not an absolute requirement
for a PHY layer repeater it provides significant
advantages. 18[0041] In a slightly different example
as shown in scenario 220, layer 2 functionality is
included and one of a possible number of worst case
scenarios is shown. A non-physical layer repeater
configuration 221 is shown in FIG. 2C including
repeater sections for transmitting and receiving on
the same frequency Fl. On the receive side, the
baseband processing and MAC processing are conducted
and, for example, address information is extracted and
stored. Thus the repeater stores packets and repeats
only when no other traffic is present on the network.
Since the repeater receives and transmits on the same
frequency, and due to potential random delay caused by
the possible presence of other traffic the delay will
be at least %50 and possibly greater. In this
scenario, the repeater can demodulate the MAC
addressing information so that the packet can be
stored and retransmitted when the network is free. The
repeater can additionally modify the MAC addressing 



information in direct contrast to scenario 210 as
described above. As can be seen in the flow diagram
222 as shown in FIG. 2C, the repeater receives and
acknowledges packets and retransmits them after a
processing and buffering delay. [0042] It will be
appreciated that the need for layer 2 type
functionality can easily arise in an environment where
there is significant network traffic or where only one
radio frequency (RF) channel is available and
receive/transmit isolation techniques as described
above are impractical. Such scenarios can be
addressed, as noted above by providing an AP 33 1 and
an AP 332 in the same repeater package 330 as shown in
scenario 300 of FIG. 3. The repeater 330, for example
receives an entire packet 1 311 from the AP 310 at the
AP 33 1. The AP 33 1 forwards the packet as packet 1
313 after providing an ACK 312 to the AP 310 to
satisfy the protocol for the AP 310. The 19AP 33 1
communicates with the AP 332 across a link 333 to
establish layer 2 protocols for transmitting the
packet, possibly filtering the packet, or conducting
other operations. [0043] The repeater 330 then
processes the packet 1 311 at 313 and transmits it via
the AP 332 as a packet 316 toward a client station
340. At the same time the repeater 330 receives a
packet 2 314 at the AP 33 1. After receiving the
entire packet 2 314 and providing an ACK 315 to
satisfy the protocol for the AP 310, the repeater 330
can process the packet 2 314 at 317 and any ACK 318
generated from the client station 340. The repeater
then transmits packet 2 319 toward the client station
340 and receives the ACK 320. It will be appreciated
that the above noted flow can operate in reverse for
packets originating from the client 340. 



[0044] The placement of two APs 331 and 332 in a
single box basically provides an alternative new
system instead of providing an improved repeater. The
repeater 330 disadvantageously requires substantial
hardware and firmware for providing multiple
stripped-down access points. Further, with
commercially available APs, the channel linearity and
selectivity prevents a transmitter on one channel from
being physically near a receiver on another channel
without significant performance impacts. Finally, of
great importance, substantial security and
configuration complications arise in that, in a dual
AP configuration, a change in the MAC address
information in the packet is required, thereby
invalidating some security protocols such as WiFi
protected access (WPA) or 802.1 l(i) (WPA2), or the
like. 20[0045] In contrast, as shown in FIG. 4, a pure
physical layer repeater scenario 400 can be used to
transmit packets instantaneously while, with little
more than the existing physical repeater components,
provide higher layer functions as will be described
hereinbelow. An AP 410 can send a packet 1 411
destined for a client 430. The repeater 420 configured
as a pure physical layer repeater will begin
transmitting packet 1 412 toward the client 430 as
soon as it receives a signal associated with packet 1
411. In such a scenario, no ACK is generated by the
repeater 420. Rather, after the entire packet 1 412 is
received by the client 430, an ACK 413 is generated by
the client 430, which can be instantly repeated toward
the AP 410 by the repeater 420. A packet 2 414 can be
sent in a similar manner and transmitted instantly by
the repeater 420 toward the client 430 as packet 2
415. When the client 430 receives the entire packet 2
415, it generates an ACK 416 toward the AP 410, which
can be 



instantly repeated toward the AP 410 by the repeater
420. It will be appreciated that the above noted flow
can operate in reverse for packets originating from
the client 430. Note that the above noted flow can
apply to the alternative embodiment associated with a
physical layer repeater in a non-frequency translating
configuration. [0046] It should be noted that the
above scenarios are directed to pure physical layer
repeating, such as where the signals are
re-transmitted without demodulation and decoding and
without MAC address modification. One primary benefit
of such repeating aside from speed is the ability to
maintain network security while performing repeating
operations. If a packet is repeated from a baseband
receiver on the sender side to a baseband transmitter
on the destination side, as a pure physical layer
repeater, no layer 2 information is decoded or
modified. Thus speed and security are maintained. As
layer 2 functionality is increased, some delay is
incurred 2 1for increased intelligence and
regenerative capability, which enhances overall
network performance. It is still possible in the
physical layer + layer 2 scenarios outlined below to
preserve network security since, while MAC addressing
information can be decoded to baseband for
regeneration, the MAC addressing information it is not
modified. Further, while the payload content may be
demodulated, is not decoded, disturbed or otherwise
re-encapsulated, which preserves the integrity of
encryption. Still further, in the case of 802.1 l(i)
security, the entire packet may be demodulated and
regenerated but with no modifications, maintaining the
integrity of the protocol. Specifically, none of the
MAC addressing information is modified. Thus, the
physical layer repeater with higher layer functions is
suitable for use in secure 



networks. [0047] As shown in FIG. 5, a physical layer
repeater can be selectively provided with layer 2 and
some layer 3 functionality and, as described herein,
can implement these higher layer functions without
disrupting security or encryption. In FIG. 5, an AP
510 sends a packet 1 511 toward a client 540. A
physical layer repeater 530 which has been equipped
with layer 2 and optionally a subset of layer 3
functions is configured to begin processing at 512
upon reception. Processing may include baseband
demodulation to extract preamble and MAC addressing
information for the purposes of regeneration and
possibly more. In a regenerative scenario, the
repeater 530 can wait at least one symbol duration
before beginning regeneration of, for example, a
packet 1 514, which is generated toward the client
540. Once the entire packet 1 5 11 is received, the
repeater 530 generates an ACK 513 toward the AP 510 to
satisfy the protocol requirements of the AP 510. It
will be appreciated that if the ACK 513 was not
generated and significant delay was encountered, a
packet timeout 22could occur and the protocol
controller in AP 510 would assume that the packet was
not received or was received in error. [0048] When the
client 540 receives the entire packet 1 514, an ACK
515 is generated toward the repeater 530. If it is
determined that the client 540 is on the repeater
channel, blindly generating an ACK will cause issues
if the client 540 is also on the same channel as the
AP 510, as two devices will be generating ACKs. The
result is a probable collision, with no ACKs being
received by the AP 510. Here, a is be used to
determine if the ACK should be generated or not based
on the MAC 



address and repeating direction. The table may be
populated by observing the MAC addressing of packets
on the network. In particular, if the repeater 530
repeats a packet that generates an ACK to the sender,
but never receives an ACK from the intended recipient,
even after several retries, it may be determined that
the client is no Jonger present on the repeated
channel. In such a case, the repeater 530 sends a
protocol message, such as a NULL packet, to the client
to determine if the client is still present. If the
client is not present, it will be deleted from the
table and no more ACKs will be generated by the
repeater on behalf of that client. The table may be
periodically updated and verified in such a manner.
[0049] A second packet 2 516 is sent by the AP 510,
and the repeater 530 immediately begins processing at
517 as described above in connection with the
processing 512. The repeater can regenerate and send
packet 2 519 immediately upon receiving at least a
first symbol. When the repeater 530 receives the
entire packet 2 516 an ACK 518 is generated toward the
AP 510. When the client 540 receives the entire packet
2 519, an ACK 520 is generated toward the repeater
530. 23[0050] It will be appreciated that a primary
benefit of layer 2 operation is the ability to extract
and potentially manipulate the handling associated
with the packet or to filter transmission of the
packet for selected MAC addresses. Such a capability
is useful in a contentious environment where multiple
client and possibly multiple AP nodes are present. In
addition, in some embodiments, a client node can be
equipped with a repeater and, with layer 2
functionality, can act as a network interface
controller (NIC). 



[0051] With reference to FIG. 6, a physical layer
repeater circuit 600 is shown for receiving on two
frequency channels. A local oscillator LO 1 601 is
used to drive one set of receive and transmit channels
for down-conversion and up-conversion through an input
mixer 610 on the receive side and an output mixer 635
on the transmit side. For down-conversion, the input
mixer 610 mixes a signal received from, for example,
an antenna and inputs the mixed signal to amplifier
612 as will be appreciated. The output of amplifier
612 passes through a bandpass filter element 614 the
output of which is transferred to amplifier 616 at
intermediate frequency of, for example, 594 MHz. The
output of the IF stage amplifier 616 is transferred to
analog-to-digital converter (ADC) 618 which is
preferably a 14 bit converter. The other set of
receive and transmit channels are coupled to LO 2 602,
which is used for down downconversion and
up-conversion through an input mixer 6 11 on the
receive side and an output mixer 636 on the transmit
side. For down-conversion, the input mixer 611 mixes a
signal received from, for example, an antenna and
inputs the mixed signal to amplifier 613. The output
of amplifier 613 passes through a bandpass filter
element 615, the output of which is transferred to
amplifier 617 at intepnediate frequency of, 24for
example, 462 MHz. The output of the IF stage amplifier
617 is transferred to ADC converter 619 which is also
preferably a 14 bit converter. Preferably, no
automatic gain control (AGC) is performed prior to
conversion. It should be noted that the ADC converters
618 and 619 are driven, for example, at 132 MHz
sampling by a clock generated from divider 605, which
is coupled to an LO 3 603. The LO 1 601, the LO 2 602
and the LO 3 603 are all coupled to a reference source
604 which 



generates, for example, a 2 112 MHz clock reference.
In such a way, all the processing elements will be
synchronized to a common clock reference for more
accurate processing. [0052] In order to perform
additional baseband digital processing of the received
signals, the outputs of the ADC 618 and the ADC 619
are coupled to dedicated signal processing blocks such
as a signal processing block A (SPBA) 620 and a signal
processing block B (SPBB) 621. The SPBA 620 and the
SPBB 621 are coupled with a signal processing bus 622.
The SPBA 620 and the SPBB 621 may further have digital
outputs which couple the baseband signal to a
demodulator DEMOD 623, which in turn is coupled to a
media access control (MAC) block 624 and finally to a
modulator MOD 625, which is coupled back to the SPBA
620 and the SPBB 621 for output or further processing
if necessary. The output of the DEMOD 623 can be used
to actually decode information such as the MAC address
and the like whereupon MAC block 624 can perform MAC
processing for packets under the control of for
example processor 627, which can be a high performance
processor such as an advanced reduced instruction set
computer (RISC) machine (ARM) or a million
instructions per second (MIPS) type processor or the
like. The processor 627, acting as a controller, would
prohibit the repeater from ACKing packets for a
specific node 25if the source addressing on any packet
on the AP frequency channel contained the MAC address
of the node effectively acting as a table pruning
mechanism. Packets received on the repeat channel with
the destination or receiver MAC fields containing MAC
addresses associated with the AP channel, are filtered
and not repeated if the 



repeater is configured for address filtering. When a
packet is repeated from the repeat channel to the AP
channel, the source and/or transmitter addressing
information must be placed in the table, for example,
in memory 650, and marked as being on the repeat
channel. Alternatively, all source MAC addresses on
the AP channel and all source MACs seen on a repeat
channel destination table can be added to a global
table. The repeater can then decide whether to pass
packets and provide ACKs or whether to withhold ACKs
based on the content of these tables. Where multiple
repeaters overlapping in frequency are used, a dialog
may be established between the repeaters to determine
which one, or ones of the repeaters should repeat
packets using for example Xtender Operating System
(XOS), or an equivalent messaging protocol. [0053]
Alternatively, the MAC block 624 combined with the
processor 627 or state machine 640 may act as a symbol
by symbol delay line rather than block 620 and 621.
Accordingly, each symbol is demodulated and the
information is passed to modulator with no
manipulation of the retransmitted symbols only
regeneration thereof. Processing in such a manner can
be established based on network conditions and allows
for increased sensitivity to the received signal on
the part of the receiver leading to a higher quality
of the repeated signal and improved performance and
range. Optionally a state machine 640 can be used to
help control the operation of the repeater by
generating an output state or state vector Si + 1 642
based on a previous state or state vector Si 641 as
will be appreciated by one of ordinary skill in the
art. 26[0054] In parallel with the sample level
repeating or symbol-by-symbol regenerative repeating,
the MAC block 624, state machine 640, and processor
627 



may observe the addressing of the packets and perform
layer 2 processing as configured including generating
ACKs. By demodulating the baseband information, the
physical layer repeater now has access to addressing
information and through the operation of the processor
627 and attendant high speed memory 650, can filter
packets, redirect packets, direct packet to
destinations based on quality of service (QoS)
parameters or the like. When the packet is ready to be
retransmitted, using sample-by-sample, or
symbol-by-symbol repeating, the SPBA 620 and the SPBB
621 output the data samples to the multiplexer 628
which selects the appropriate one of the SPBA 620 and
the SPBB 621 for output based on which channel the
signal was detected and subsequently processed on. If
symbol-by-symbol repeating is used, the modulator 625
will pass the data samples on to SPBA 620 or SPB 621
to use as the source of the retransmitted packet. The
output of the multiplexer 628, which is typically a 14
to 16 bit digital value is coupled to a
digital-to-analog converter (DAC) 629 which outputs an
analog signal. The analog output of the DAC 629 is
coupled to a low pass filter (LPF) element 630 to
remove any quantizing noise and the output of the LPF
element 630 is coupled as a modulating input to a
vector modulator (VM) 63 1 a digital IF frequency
signal at for example, 528 MHz to begin up-conversion.
The output of the VM 631 is input to an amplifier 632
the output of which is coupled to a bandpass filter
(BPF) element 633. The output of BPF element 633 is
coupled to an RF switch 634 and depending on which
channel the information is to be repeated on, the RF
switch 634 will direct the signal to an output mixer
635 or an output mixer 27636, where the modulated IF
signal will be mixed with a 3006-3078 MHz signal from 



LO 1 601 or an 1960-2022 MHz signal each with a 5.8
MHz offset. [0055] As will be appreciated by one of
ordinary skill in the art, an physical layer repeater
is capable of receiving two different frequencies
simultaneously, determining which channel is carrying
a signal associated with, for example, the
transmission of a packet, translating from the
original frequency channel to an alternative frequency
channel and retransmitting the frequency translated
version of the received signal on the alternative
channel. Details of basic internal repeater operation
in accordance with various embodiments may be found,
for example, in co-pending PCT Application No.
PCT/US03/16208. [0056] The physical layer repeater can
receive and transmit packets at the same time on
different frequency channels thereby extending the
coverage and performance of the connection between an
AP and a client, and between peer-to-peer connections
such as from one client unit to another client unit
and allowing the merging of network collision domains
or network segments. Such merging is advantageous when
delay sensitive applications are using the channel as
little or no queuing of packets on the repeater will
occur resulting in higher performance. When many units
are isolated from one another, the repeater further
acts as a wireless bridge allowing two different
groups of units to communicate where optimum KF
propagation and coverage or, in many cases, any RF
propagation and coverage was not previously possible.
[0057] In order to facilitate the operation of the
physical layer repeater, and, in some cases, to
replace certain expensive components such as surface
acoustic wave 28(SAW) filters, a series of digital
signal processing blocks can be used to perform a 



series of functions. As shown in FIG. 7, a physical
layer repeater scenario 700 is shown where various
digital filter components are connected to provide
filtering functions. Digital data 701 received from,
for example, an ADC, can be input at a digital
interface 703 according to data clock 702 at a
clocking rate of 132 MHz. Portions of the digital
signal can be input to an auxiliary digital filter 704
the output of which can be used, inter alia, for power
detection at power detector and comparator 705. The
signal levels can be established with threshold levels
THRESH_C 706 corresponding to a correlation threshold
and THRESH_P 707 corresponding to a power threshold.
The output of the power detector and comparator 705 is
a threshold detection signal DETECTJ? 708 and a
channel width detector signal 20/40 MHz 709, which
provides an initial indication of the packet bandwidth
based on a coarse power determination. A correlator
detector and comparator 720, which also receives the
filtered output signal from the auxiliary digital
filter 704, can be used to determine the presence of
orthogonal frequency division multiplexing (OFDM) and
the presence of a barker code or signal indicating the
use of direct sequence (DS) spread spectrum
modulation. Accordingly, the THRESH_C 706 input
corresponding to a correlation threshold can be input
to the correlator detector and comparator 720, which
outputs an OFDM DETECT signal 722 indicating a high
level of correlation with OFDM, a BARKER_C DETECT
signal 723 indicating a high level of correlation with
a barker code in the present transmission, and a phase
estimate 721 . A more accurate channel width detector
signal 20/40 MHz 724 can be output and the output of
digital filter 704 can be forwarded at 725 to an 802.1
1 demodulator. 



29[0058] The digital signal 701 can also be forwarded
to a digital delay pipeline 710, where it can be
delayed until certain processing has been conducted as
will be appreciated. A 20 MHz digital filter 712 can
be used to process a signal transmitted on a 20 MHz
channel or a 40 MHz digital filter 713 can be used to
process a signal transmitted on a 40 MHz channel. An
additional digital filter 714 can be used to conduct
additional filtering. The digital filters can be
coupled to each other and to additional signal
processing blocks such as the signal processing blocks
A 620 and B 621 as shown in FIG. 6, through an inter
signal processing block (ISPB) bus 711 which is also
shown in FIG. 6 as the bus 622. For repeating, the
output of the appropriate one or more of the digital
filters can be input to multiplexer and automatic gain
control (AGC) unit 715 where control inputs for 40 MHz
718 and 20 MHz 719 can be used to select which of the
filter outputs will be transmitted. The output of a
modulator can also be coupled to the multiplexer and
AGC unit 715 for transmitting information demodulated
from the signal if appropriate. The AGC portion of the
multiplexer and AGC unit 715 can be used to establish
the zero thresholds and gain thresholds for reverse
quantizing prior to digital to analog conversion. The
output of the multiplexer and AGC unit 715 is input to
a frequency converter and interpolator 716 for up
conversion and output at 730 to the RF transmitter
section (not shown). [0059] Although several
embodiments are shown herein for the physical layer
repeater with selective layer 2 and higher functions,
the number of embodiments is for illustrative purposes
and may not be exhaustive. It will be appreciated that
changes and alterations to specific components, and
the interconnections thereof, can be made 



by one of ordinary skill in the art without deviating
from the intended scope of the present invention as
defined by the following claims. 30CLAIMS What is
claimed is: 1. A physical layer repeater for
conducting a physical layer repeating operation in an
environment associated with a wireless network, the
physical layer repeating operation including receiving
a signal associated with a packet and transmitting the
packet without modification of one or more of a source
address and a destination address contained in the
packet, the physical layer repeater comprising: a
digital baseband section including at least first and
second signal processor and a demodulator; and a
processor coupled to and capable of controlling the
baseband section, the processor configured to:
selectively conduct a higher layer function during
operation in addition to the physical layer repeating
operation, the higher layer function including:
processing first information from at least a
demodulated portion of the packet; and determining a
manner in which the packet is handled during the
repeating operation based on the first information. 2.
The physical layer repeater according to claim 1,
wherein the physical layer repeating operation
includes a frequency translating physical layer
repeating operation. 



3 13. The physical layer repeater according to claim
1, wherein the processor, in selectively conducting
the higher layer function, is further configured to
assume responsibility for an acknowledgment (ACK) of
the packet. 4. The physical layer repeater according
to claim 3, the processor, in assuming responsibility
for the ACK of the packet, is further configured to
provide the ACK according to a media access control
(MAC) protocol including an 802.1 1 MAC protocol. 5.
The physical layer repeater according to claim 1,
wherein the processor is further configured to begin
packet retransmission prior to complete reception of
the packet. 6. The physical layer repeater according
to claim 1, wherein the processor, in determining the
manner in which the packet is handled during the
repeating operation, is further configured to
regenerate at least a portion of the packet. 7. The
physical layer repeater according to claim 1, wherein:
the digital baseband section further includes a
digital delay line, and the digital delay line is set
with a predetermined amount of delay so as to allow
sufficient time to perform demodulation of one of the
source address and the destination address associated
with the packet. 328. The physical layer repeater
according to claim 7, wherein the processor is further
configured to decide whether to retransmit the packet
based on the demodulated one of the source address and
the destination address. 9. The physical layer
repeater according to claim 7, wherein the digital
delay 



line is set with additional delay to allow sufficient
time to perform a filtering function. 10. The physical
layer repeater according to claim 1, further
comprising a memory coupled to the processor and the
digital baseband section, wherein the processor is
further configured to build and maintain a table
including one or more of a routing table and a
filtering table in the memory, the table providing
second information such that the processor can
determine a retransmission procedure associated with
the packet based on the second information. 11. The
physical layer repeater according to claim 10, wherein
the second information includes one or more of: a
media access control (MAC) address, an internet
protocol (IP) address, a layer 3 address, a quality of
service (QoS) level parameter, a payload type
associated with a payload contained in the packet. 12.
The physical layer repeater according to claim 11,
wherein the retransmission procedure based on the
second information includes one or more of: a
selection of one of a first and a second frequency
channels; a termination of the packet; a termination
of the packet; and a use of data contained in a
payload contained in the packet. 3313. The physical
layer repeater according to claim 10, wherein the
retransmission procedure based on the second
information includes one or more of: a selection of
one of a first and a second frequency channels; a
termination of the packet; a termination of the packet
and use of data contained in a payload contained in
the packet. 14. The physical layer repeater according
to claim 10, wherein, if a filtering 



table is included, an ACK is not generated for the
packet if the packet is filtered. 15. The physical
layer repeater according to claim 1, further
comprising a memory coupled to the processor and the
digital baseband section, wherein the processor is
configured to demodulate the packet while performing a
physical layer retransmission operation on the packet
to allow at least an address and a payload of the
packet to be stored in the memory. 16. The physical
layer repeater according to claim 15, wherein the
processor is further configured such that if an
intended recipient of the packet fails to provide an
acknowledgement (ACK) of the packet, the stored
address and the stored payload are re-transmitted. 17.
The physical layer repeater according to claim 1,
further comprising a memory coupled to the processor
and the digital baseband section, wherein the
processor is configured to sample the packet without
demodulation while performing a physical layer
retransmission operation on the packet to store the
sampled packet in the memory. 3418. The physical layer
repeater according to claim 17, wherein the processor
is further configured to: build and maintain a table
in the memory, the table including one or more of a
routing table and a filtering table, and store and
forward the sampled packet based on the table. 19. The
physical layer repeater according to claim 1, further
comprising a memory, wherein the processor is further
configured to build and maintain a table in 



the memory, the table including one or more of a
routing table and a filtering table, the processor
configured to maintain the table based on a message
exchange between the physical layer repeater and one
or more other network elements. 20. The physical layer
repeater according to claim 1, further comprising a
memory, wherein the processor is further configured to
build and maintain a filtering table, the processor
configured to selectively break and merge collision
domains based on the filtering table. 2 1. The
physical layer repeater according to claim 1, wherein
the higher layer function includes one or more of a
layer 2 function and a layer 3 function. 22. The
physical layer repeater according to claim 1, wherein
the higher layer function includes a variable amount
of higher layer function between a layer 2 function
and a layer 3 function, the variable amount determined
based on conditions associated with the wireless
network. 3523. The physical layer repeater according
to claim 1, wherein the higher layer function includes
a variable amount of higher layer function between a
layer 2 function and a layer 3 function, the variable
amount determined based on instructions received from
another node in the wireless network. 24. The physical
layer repeater according to claim 1, wherein the
higher layer function includes operating the physical
layer repeater as a client in the wireless network in
addition to performing the physical layer repeating
operation. 25. The physical layer repeater according
to claim 1, further comprising a data port coupled to
the processor and the digital baseband section,
wherein the higher 



layer function includes operating the physical layer
repeater as a client device in the wireless network,
the client device including one or more of an audio
device, a video device, a data communication device, a
multimedia device, in addition to performing the
physical layer repeating operation. 26. The physical
layer repeater according to claim 1, wherein the
processor in selectively conducting the higher layer
function during operation is further configured to be
independent of a timeout parameter. 27. The physical
layer repeater according to claim 1, wherein the
processor is further configured to operate so as to
present the wireless network the appearance of
operation under a protocol including an 802.1 l(s)
MESH protocol in addition to the physical layer
repeating operation. 3628. The physical layer repeater
according to claim 1, further comprising a memory
coupled to the processor and the digital baseband
section, wherein the processor is further configured
to build and maintain a routing table, the routing
table built and maintained by observing MAC addressing
associated with transmissions on the wireless network.
29. The physical layer repeater according to claim 1,
further comprising a memory coupled to the processor
and the digital baseband section, wherein the
processor is further configured to build and maintain
a routing table, the routing table built by processing
messages received from other nodes in the wireless
network. 30. The physical layer repeater according to
claim 1, further comprising an interface unit coupled
to the processor and the coupled to utility_wiring in
a structure, 



wherein the processor is further configured to build
and maintain a routing table, the routing table built
by processing messages received from other nodes in
the wireless network. 31. The physical layer repeater
according to claim 30, wherein the messages received
from other nodes in the wireless network include
routing update messages according to an 802.1 l(s)
MESH protocol. 32. The physical layer repeater
according to claim 1, wherein the processor in
selectively conducting a higher layer function during
operation is further configured 37to conduct a
variable number of higher layer functions based on a
condition of the network. 33. A physical layer
repeater for conducting a physical layer repeating
operation in an environment associated with a wireless
network, the physical layer repeating operation
including receiving a signal associated with a packet
and transmitting the signal associated with the packet
without modification of one or more of a source
address and a destination address contained in the
packet, the physical layer repeater comprising: a
digital baseband section including at least first and
second signal processor, and a demodulator; and a
processor coupled to and capable of controlling the
baseband section, the processor configured to: process
the signal associated with the packet on a
symbol-by-symbol basis to form a processed symbol; and



regenerate the processed symbol associated with the
packet after at least a symbol interval to form a
regenerated symbol. 34. The physical layer repeater
according to claim 33, wherein the processor is
further configured to retransmit the regenerated
symbol after a predetermined delay interval including
a period not exceeding a time duration of the packet.
35. The physical layer repeater according to claim 33,
further comprising a memory coupled to the processor
and the digital baseband section, wherein the digital
38baseband section includes a media access control
(MAC) block, and wherein processor is further
configured to: store a plurality of the processed
symbols associated with the packet in the memory; and
regenerate and retransmit the plurality of processed
symbol after a predetermined delay interval, wherein
the predetermined delay period is generated in the MAC
block and includes an acknowledgement timeout period.
36. The physical layer repeater according to claim 33,
wherein the processor is further configured to
selectively conduct a higher layer function during
operation in addition to the physical layer repeating
operation, the higher layer function including:
processing a plurality of the processed signals
associated with first information from at least a
portion of the packet; and determine the manner in
which the packet is handled during the repeating
operation based on the first information. 



37. A physical layer repeater for conducting a
physical layer repeating operation in an environment
associated with a wireless network, the physical layer
repeating operation including receiving a signal
associated with a packet and transmitting the signal
associated with the packet without modification of one
or more of a source address and a destination address
contained in the packet, the physical layer repeater
comprising: a digital baseband section including at
least first and second signal processor and a
demodulator; and 39a processor coupled to and capable
of controlling the baseband section, the processor
configured to: process the signal associated with the
packet on a sample-by-sample basis to generate a
signal sample; and transmit the signal sample. 38. The
physical layer repeater according to claim 37, further
comprising a memory coupled to the processor and the
digital baseband section, wherein processor is further
configured to: store a plurality of the signal samples
associated with the packet in the memory; and
retransmit the plurality of signal samples after a
predetermined delay interval. 39. A system for
conducting repeater operations in a wireless network
environment including a network client, the system
comprising: a first physical layer repeater for
conducting a first physical layer repeating 



operation in the wireless network environment, the
first physical layer repeating operation including
receiving a signal associated with a packet on a first
frequency channel and transmitting the signal
associated with the packet on a second frequency
channel without modification of one or more of a
source address and a destination address contained in
the packet, the first physical layer repeater capable
of performing higher layer operations in connection
with the first physical layer repeating operation; and
a second physical layer repeater for conducting a
second physical layer repeating operation in the
wireless network environment, the second physical
layer 40, repeating operation including receiving the
signal associated with the packet on the first
frequency channel and transmitting the signal
associated with the packet on the second frequency
channel without modification of one or more of a
source address and a destination address contained in
the packet, the second physical layer repeater capable
of performing higher layer operations in connection
with the second physical layer repeating operation,
wherein the first physical layer repeater and the
second physical layer repeater are configured to
communicate using a inter-repeater protocol to
establish one or more parameters for deciding which of
the first physical layer repeater and the second
physical layer repeater will conduct the receiving the
signal associated with the packet on the first
frequency channel and the transmitting the signal
associated with the packet on the second frequency
channel. 



40. The system according to claim 39, wherein the
first physical layer repeater and the second physical
layer repeater include a memory, and wherein one or
more of the first physical layer repeater and the
second physical layer repeater are configured to build
and maintain a table in the memory, the table
including one or more of a routing table and a
filtering table, the table providing information such
that the one or more of the first physical layer
repeater and the second physical layer repeater can
determine a procedure associated with the higher layer
operations based on the information. 4 1 




