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-Field of thggled gion This invention generally relates to @ d
appar at us p@r d%ﬁﬂmnng a S consuner to order goods, serV|ce2P§ﬁ@§§'ﬁ€%nt
fromone or nore other conputers connected via common conmuni cation |inks
and, nore specifically, a nethod and apparatus for allow ng a consuner to

. order goods, services and content from tlonputers connected to the Internet,
wherein the consuner is automatically billed for °~ the ordere

services or content by its tel ephone service prOV|der 10 BacﬂMﬂﬂﬂﬁW““M"I%
| nventi on Communi cation networks are well known in th

comuni cations field. By definition. a network is a group of

associ ated devices that are connected by conmunications facil i mmm @MIM I”
l'inks. Network communications can be of a permanent nature, such as

cables, or can be of a tenporary nature, such as 15 connections e chaoz+

t hrough tel ephone or radio links. Networks nay vary in size, from7" a

| ocal area network (LAN) consisting of a few conputers or workstations and
rel ated devices; to a wde area network (WAN) which interconnects conputers
and LANs that are geographically dispersed; to a renote access service
(RAS) which interconnects renote conputers via tenporary comuni cation
links. An 20 internetwork, in turn, is the joining of nultiple conputer
networ ks, both simlar and dissimlar, by neans of gateways or routers that
facilitate data transfer and 2 2 oCT 2002 WD 99157663 PCT/ US99/ 08836 2
conversion fromvarious networks. A well-known abbreviation for the term
internetwork is "Internet."” As currently understood, the capitalized term
"Internet" refers to the collection of networks and routers that use the
Transm ssion Control Protocol/Internet Protocol (TCP/IP) to conmunicate
with one another. 5 A representative section of the Internet 20 is shown in
FIGURE 1 (Prior Art) in which a plurality of |ocal area networks (LANs) 24
and a wi de area network (WAN) 26 are interconnected by routers 22. The
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Communication networks are well known in the computer communications
field. By definition. a network is a group of computers and associated devices that
are connected by communications facilities or links. Network communications can
be of a permanent nature, such as via cables, or can be of a temporary nature, such as

15  connections made through telephone or radio links. Networks may vary in size, from
a local area network (LAN) consisting of a few computers or workstations and

I related devices; to a wide area network (WAN) which interconnects computers and
' LANSs that are geographically dispersed; to a remote access service (RAS) which
interconnects remote computers via temporary communication links. An

20 internetwork, in turn, is the joining of multiple computer networks, both similar and

dissimilar, by means of gateways or routers that facilitate data transfer and
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t he sell er obniform Resource Locator (URL) that provides the exact location of the linked
document on a server connected to the Internet and describes the document. Thus,

30  whenever a hypertext document is retrieved from any Web server, the document is
considered to be retrieved from the WWW.

A consumer is allowed to retrieve hypertext documents from the WWW, i.e.,

a consumer is allowed to "surf the Web," via a Web browser. A Web browser, such

as Netscape's Navigator or Microsoft's Internet Explorer, is a software program

35 implemented by a Web client, i.e., the consumer's computer, to provide a graphical
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15  video. a music CD, a computer game, etc., the consumer may simply download the

good or service from the company’s Web site to his or her computer for immediate

consumption and use. If the good or service is of a more tangible nature, such as an

appliance or article of clothing ordered from an on-line catalog, a more conventional

method of delivery, e.g., the postal service, is used. The traditional method of

20  payment for such goods and services has been by major credit card, wherein the

consumer is required to transmit his or her credit information over the Internet to the

company’s Web site. However, many question the security and confidentiality of

such electronic transmissions. Furthermore, many consumers do not have a major

credit card with which to make such purchases. Alternative billing systems, such as

25  providing credit information by facsimile or postal service, are much less convenient

and often prove enough of a barrier to prohibit the sale altogether. Finally, the

traditional methods of billing and payment do not adequately protect the seller or
consumer from fraudulent purchases.

In addition 10 goods-and services, many companies also wish to provide

30 consumers with "premium content," i.e., hypertext documents and other

electronically stored and transferable information considered 10 have a monetary

value to the company. Examples of such premium content may include magazine

articles, proprietary databases, movies, stock information, radio broadcasts, etc. The

traditional method of payment for accessing such content has also been by major

35  credit card, wherein the consumer pays for a subscription to the content and is



(a) establishing a connection between the conputer and the server via the

I nternetwork of conputer systens; 25 (b) transferring a transaction
-identification fromthe server to the conputer, wherein the 22aB8RQuion
identification identifies the product ordered and the conputer ordering the
product; (c) termnating the connection bgtween the conputer and the server
via the internetwork of conputer systens; 30 (d) establishing a direct
connection between the conputer and the server; (e) transferring the
transaction identification fromthe conputer to the server to identify the
product or defeday tfaﬂ?mﬁ‘?l'ig)&tlﬁF R ‘?ﬁtbﬂﬂatwﬁ%v@f 2dYfternefRhe cgmgargps' WepoZ 5
(fj transferring an access key assigned to the product ordered th

conput er or datei Againhtismettiod bilfimpand peyneat daes nb'oadeheatcl(yrmeteeirtht bedler bs used
to claimthe product ordered by the c ut er. l.n second as ecd'te of the
nvent on, | CHESEMFIR iR ABan RS et it B ids PirGoa s S SR GHs
plurality ofse@@,niguters and servers connect ed to forman internetwork, the
appar atus conpri si ng: (a? a consumer's conputer conprising a network
interface for confecrdinglys » moseefieptizve methosraad aapqsawéé@ﬂrdglrmﬂmd bilbiggifed t o
the network %r a‘é‘rs%ﬁﬁg a%&‘éoﬁt Eéo%ﬁgﬁet%%rﬂ%ﬂaﬂ tﬁedrtntegn%yﬁtngé&’e‘ﬁeﬁé ng

unit, the st ge nedr Gy CONERi N hg program co e processing
unit for pl agethgd and apphestud shouldysropide wcztutdiuatlc(bﬂ)lmgsé tHel dogflinig véithwantect i on

to the billing server via an |nternet
need of a credit card or transferring any sensitive credit information via the Internet. In
10  addition, the consumer should be allowed to use the purchased good or service, if
downloaded, only after billing is completed. Finally, the method and apparatus should
prevent consumers with histories of nonpayment from purchasing additional goods,

services and/or content.

Summary of the Invention

15
The present invention provides a computer program for ordering products,

including goods, services and content, from computers connected to the Internet,
wherein the consumer is automatically billed for the ordered good, service or content by
its telephone service provider. In a first aspect of the invention, there is provided a

20  method for ordering a product over an internetwork of computer systems, wherein the
product is ordered from a computer connected to the internetwork and supplied by a
server connected to the internetwork, the method comprising:

(a) establishing a connection between the computer and the server via the
internetwork of computer systems;

25 (b) transferring a transaction identification from the server to the computer,
wherein the transaction identification identifies the product ordered and the computer
ordering the product;

(c) terminating the connection between the computer and the server via the
internetwork of computer systems;

30 (d) establishing a direct connection between the computer and the
server;

(e) transferring the transaction identification from the computer to the server

to identify the product ordered and the computer ordering the product; and



communi cation link; and (ii} transferring the order to the billing server
via the internetwork 15 conmunication link; (iii) termnating the
-connection to the billing server via the internetwork commg® «tri 2! i nk
after the transaction identification has been received fromthe billing
server; (iv) establishing a connection togthe billing server via a premum
20 communi cation link; and (v) transferring the transaction identification
back to the billi server. via the prem um co ni cation |ink: d (b) a
b 111 ng server colbr i ST EPhATER RYaTELS P warba erisrg s Bhe
i nt er net Wor KeondpudérQ@sifrighte PrductaRiR iRteh@r td1@e BEMpPRIK thaDisQisé B olaia e 2
storage nedium 25 coupled to the processing unit, the storage nedi um

cont ai ni ng pProdvdwrdeseibbetbecompbichy t he processing unit for processing the
order for the product placed by the consuner's conputer by transferring a
transaction identification to the consuner's conputer via the internetwork
comuni cat i on | i nk a sshomwhaspee i itlid iasertion, therkds pivided dnhypirbws Canadening &

conmput er. 30 2 OCT 200Z 5a In a third aspect of the invention, there is
provided a cl?fﬁﬂ%&té’iom %aﬁ%r% ShecmeHteR A0 SEVErs ComRsGHedro et an WreEt¥SRponent

for orderi ”gth@aP;?]aQQtHQE &ﬁx‘?ﬂh@ plurality of conmputers and servers connected
to forman inte etvvor?<, t he” conput er - execut abl e conponent conprising a

pl ug-in conponent(a) or @cadnmegs eomputeeimprising 4 iwptkuinteriaty fovfcobnectinptd er s

and servers connected o formthe jnternetwork, erein the plug-in

component . pl e TReGHOBKg PGSR anis OBRIES (e NoTe SYEBIcE SO S e um

tel ephong) CoMBMBhCRuPRA th tHMpr¥édsiingubit, thé §Brage medium containing program code
executed by the processing unit for placing an order for the product by:

(1) establishing a connection to the billing server via an internet
communication link; and

(i)  transferring the order to the billing server via the internetwork

15 communication link;

(iii)  terminating the connection to the billing server via the
internetwork communication link after the transaction identification has been
received from the billing server;

(iv)  establishing a connection to the billing server via a premium

20 communication link; and

(v)  transferring the transaction identification back to the billing
server via the premium communication link; and
(b)  abilling server comprising a network interface for connecting to the

internetwork, a processing unit coupled to the network interface, and a storage medium

25  coupled to the processing unit, the storage medium containing program code executed
by the processing unit for processing the order for the product placed by the consumer’s
computer by transferring a transaction identification to the consumer’s computer via the
internetwork communication link, which identifies the order placed by the consumer’s
computer.

30



server connected to the internetwork which processes the order for the
product; (b) transferring the order for the product to the billing server
~.for processing; 10 and (c) obtaining access infornmation fromZthQCgiZUIJZ ng
server via the prem umtel ephone comunication link which is used to claim
the ordered product. In a fourth aspect af; the invention, there is provided
a conput er-readabl e 15 nedi um havi ng a conput er - execut abl e conponent for

ful filli d t_pl by. t t
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provi di ng sai g&q% CGeS: i : r [ (EE by
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conput er 8 s esh@inrs atk seragrd cadrteeted safamcthepuieraetwoelk, wheseih lig: plogisact i on

i dentification. ZSWL}E] a fift spﬁct f the invention, there is provided a
conput er - r ea IR HRIPEHARE eﬁg)ré %ngﬂ?té’ry-' execut abl e conponent for
processing an ordgy f ogsidblRAAEY GherhuAfREp RN ARTHERIonRMIULE bagRTeCt ed
to an internetwork of conputers and servers, the conputer-executabl®e
conponent  cosepyer somgectediso the intprictwpiknehich phricedsepiho oedss éor thoipradudier  by: 30
ot abl  shinga. prédi unTEBIRRIRE BiHis i ik PEEFGHRE HOIENOUrEH ROPPer and
the billjigg sfyrver; and 2 2 OCT 2002 5b (b) providing the consuner
conputer with access igtornation conpri si ng ag@sbgﬁu;zs identification to a
desi gnat ed conmunicg at i etaisagsicosss rfowaasiontihen j limg seryecdapphe memamd a

mer chant seryer,connected to the i.nternetwrk. . a,password for claimng the
or der ed prod‘ﬁ%ﬁ’?o% TR patfog link i }Fﬁel}sg‘g%pé%lgh@g Of%é"rfﬁ(l?rf’%%g the | ocation
of the ordered product on the nerchant server connected to the

i nternetwork, which enables the consunmer conputer to access the ordered
product whil e t helncblegtthespesbofbe eyvenien, these sinreyidef & eeropytersicadabdhnect ed

via the & e%@ﬁﬂl&m & (%r{lﬁﬂerléfg&table component for fulfilling an order for a product

placed by a computer connected to an

internetwork of computers and servers, the computer-executable component comprising
a billing component which fulfills the order by:
(a) providing said computer a transaction identification assigned to the order
20 after an internetwork connection with said computer is established; and
(b) providing said computer an access key assigned to the order identified by
the transaction identification after a point-to-point connection with said computer is

established and after said computer returns the transaction identification.

25 In a fifth aspect of the invention, there is provided a computer-readable medium
having a computer-executable component for processing an order for a product placed
by a consumer computer connected to an internetwork of computers and servers, the
computer-executable component comprising a billing component which processes the
order by:

30 (a) providing the consumer computer with a premium telephone number for
establishing a premium communication link between the consumer computer and the

billing server; and



In a sixth aspect of the invention, there is provided a conputer-readable
medi um 10 havi ng a conput er - execut abl e conponent for supplying a consuner
.conputer connected to an internetwork of conputers and serverd2viGth 28cess
to a product ordered by the consunmer conputer, the conputer-executable
conponent conprising a nmerchant conponentsghi ch processes the order by: (a)
establishing an internetwork communication |ink between a nerchant 15
server and a bil I{?Sg ser verk ctglnnect ed to tr}e ighernet.w?rk wherein .t he
billing server process¥S't F GRPSUFST COHBUET WHth A¢Ceht WEUHaHYN FRBPUYRS Afver
conput er; angtced)idétidiechib® 4 diigahte icOBNRMI4R6n Ydskibn deERSA thaopkimér HN
conprising an access identification to a designated comuni cati on session
bet ween t he ewrRierend@dRerghat sermer qonBeqied b inteyaetywerk, apapweddortlgining

cl ai mi ng the,qr u 0 p r u
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be used gy ttrderdpsoduet o highkreliant Seragraasedidictoakcibketktpock] wdiicH ¢rablean

i dentified s%%ver connected to the jnternetwork WR%ill t he consuner conputer
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ordering a product over an I nternetwor conputer systens, wherein the
product is ordered by a consuner's conmputer connected to the internetwork,
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connected to an internetwork of computers and servers with access to a product ordered
by the consumer computer, the computer-executable component comprising a merchant
component which processes the order by:
(a) establishing an internetwork communication link between a merchant
15 server and a billing server connected to the internetwork, wherein the billing server
processes the order for the product placed by the consumer computer; and
(b)  providing the billing server with access information comprising an
access identification to a designated communication session between the consumer
computer and the merchant server, a password for claiming the ordered product, a
20  locator for the ordered product identifying the location of the ordered product on the
merchant server, to be used by the consumer computer to access the ordered product

from an identified server connected to the internetwork while the consumer computer

and the billing server are connected via a premium communication link.

25 In a seventh aspect of the invention, there is provided a method for ordering a
product over an internetwork of computer systems, wherein the product is ordered by a
consumer's computer connected to the internetwork, the method comprising:

(a) establishing a premium telephone connection between the consumer's
computer and a billing server connected to the internetwork;

30 (b) during the premium telephone connection between the consumer's

computer and the billing server:



(i) providing the consuner's conputer with access information conprising an
access identification to a designated conmuni cati on session between the
consuner's conputer and a nerchant server connected to the |nE q@émork a
password for claimng the ordered product, a locator for the ordered
product identifying the |ocation of the gsglered product on the nerchant
server connected to the internetmnrk' (i1) establishing an internetwork
connecti on between the consuner uter,and tﬂerQﬁ

h
connected to the int erqln)et wot R A ngct ec ns&‘? apf B¢ pf b%‘é‘%ﬁ%mt ervaglpaer ed

product; 10 (iili )cdxﬁ@rs&fgedﬂaca@sﬁ&mmwl&frﬁd apdeSighiatbd tordmuhitatisredesslant server
to the consuner' s conputer. Brief Description of the Drawi ngs 15 The

f oregoi ng aspects e&weewmﬁyowrtehécaweﬁama%véﬁ%ﬁs%r 6‘?nnteﬁ‘ie§ to thgent i on

wi |l becone nore geq& er st ood
by reference to tlﬁ tMSrkaB g%gsgldé)?%?qq %ﬁﬁ}%cr?g{&ﬁgn%ﬁﬂﬁ a%{;(eﬁ{fiogﬁfé
conj unctison with dridered peaiupsidgntifgingrthevoogtson attibe eideredfprGluiREod tHeRnérohandy t )

is a block diagramof a re res ntative rtion of the 20 Internet; FlIGURE 2
is a pictorial dlsféYeéﬁP%‘?ec internetWorkt wor k (LAN) connected to the

I nternet which suppli S@)goo%blﬁlﬁh%hﬁ%ﬁexﬂ@@vcﬁl@@érﬁﬁ&ti&fﬁ@@@& fAY¥ cBnsuRiRey Mer
usi ng 2 2 OCT 2002 991 57663 PCT/ US99/ 08836
computer and the merchant server connected to the internetwork which is
capable of providing the ordered product;
10 (iii)  transferring the ordered product from the merchant server to the

consumer' s computer.

Brief Description of the Drawings

15 The foregoing aspects and many of the attendant advantages of this invention
will become more readily appreciated as the same becomes better understood by
reference to the following detailed description, when taken in conjunction with the
accompanying drawings, wherein:

FIGURE 1 (Prior Art) is a block diagram of a representative portion of the

20 Internet;

FIGURE 2 is a pictorial diagram of a local area network (LAN) connected to the

Internet which supplies goods, services and content ordered by a consumer using



a conputer |ocated el sewhere on the Internet in accordance with the present
invention; FIGURE 3 is a block diagram of the several conpongntesCof20dzhe
-consuner’ s r shown in FIGURE 2 that is used to order rvi ces
~and content“f(?%kiéhe Internet in accordance with the pr esent%ﬂ@%ﬁ@?@ﬁ;
FIGURE 4 is a block diagram of the several conponents of a billing server
shown in FIGURE 2 that is used to supply the ordered good, service and/or

| ocation of the content and confirmthe-frder in accordance with the
present invention; FIGURE 5 is a block diagram of the several conponents of
a nmerchant server 10 shown in FIGURE 2 that provides the ordered goods,
services or content in accordance with the present invention; FlIGJRES 6A
and 6B are w ndows Produc d by a Web brawser installed on.the consuner's
conput er fr FmCRFPEI tlﬁ%a"i‘gr?éﬁﬁ%‘ﬁ?reo?‘&le‘ 3 thﬁl‘}&d“aﬁ‘i‘ff’?ﬂ%“%ee fick® PPMORE 7 i s
a fl ow chartinvédtiogf rati ng the logic used by the consuner's 1 ~ conputer to
nitiate an or derpipfige 9900 A HlerBBI L s LAMLABAREINEL coLERES 8A- 8C
are a flow chart ‘iTlustiratin he %_o_glc use y t consuner"s conputer to
conpl et e t hecogriar shown ingBEHIRR 4/that i% asedite ardgy Beodsheeryigasand sentert fADRES
g_A-9|F ar & VathieQﬂ&nwiﬂd@m@@k@?ﬂﬁ@&hmidnhmvgﬁmﬂper' S CgrmUEI er for -
i spl ayi ng messa cia th t rder a_goo nd/.qQr service;
FRE 100 o o HIGRae R et eng R Ssnf eofelih, Mone Mne iRty “cer ver
connect ed t oshowe ih NGER&hthanisFisGURESupplyahs arsisted gded, ssndesr ad/qgdendtiemd/ or
service to t ?ﬁx‘?ﬁlﬁ BRI Sider fladRTantd wi illustrating
the logic us[ge}ghﬁf/m't e dl??l ng se_gr\r(/igrrl%caonnec%%(\:’ldntﬁ(;ﬁ?%%&#Aﬁbg{#g\%h in FIGURE 2
to confirmthe orfdSURE 3 isbloghdiagiagy ofthospver} ¢oraponepts ol RmeIChanisseryer | ow
chart i !ﬂwisltghatghlnl@ tﬁrnl@UR@ti ah& p?lcmas Eme aorg@éce?wagdmﬁgiscer ognentd &t FT (c);U e
automati ca | t ns r. for the ordered good and/or seance;

13 is a di ag;}rezﬁ%dﬂclel}”slg}%?ipﬁeégl?ﬁ%veﬁéﬁ’ons taken in parallel by the 30
consuner' s conputBEUERES éAang 6B arngvis@WOd@e@bd@rWah@ros’appzwytaleeorgood
and/ or ser Vige codshieFFcokiputdr! bt (vicBIhBcoNbRk Wrdkrd 8 46Q&FhnAbr BerVRD, browser

installed on the r's co ter .fromwhi.ch the consumer orders prem um
content in accor ﬁﬁ%t’ﬁ aaﬁhg})?’éﬁfhé@‘fS%“Wd}%w% B¥ﬁ ° SPRYESES

i nventi o, copRtep¢r inian oE &3 gon6 GRI/MCENISOBOMSBSRemet; FI GURES 15A- 15C
are a flow chart pgihygt i FTall e e : ter to
order prem um conFtI,ent ogilgeléx 8{@%6&{% ef?ﬂ%fc;hﬁ gﬂ“%ﬁ@% i‘@ﬁ%ﬁ?@ a%us

wi ndows pr odiPEEENSS COMPUISHIPsomete themdanoba 2eest angyarseryire Ryerthe Huagess:

associ ated wi th tRIGUREBSADF ¢ CardiwiRdEva Hrodielt biddhtcohduné’'s@omb@er char t
illustratin taig | ogi ¢ used %%&fggdcog%grreé' S c%\% tecg to Qrder previously
bookmar ked HPGAFRIAT0R fesshees asposipled Yl Srderiof s 8ob8 padirsgn sy ¢ ne
consumner2s computldEURE 1@ispifiep eeprailivstzating dheidegic juaedeby tiet billingseryetier of

previously bepkémddiadndL AN hEWA R FERURE Pl Pslpplyl thel crdded W anBRF Service
illustrati n%&the Io%c.used by the billing server 10 connected to the LAN

shown in FI CORE PISTRET SARRNETY process the order for premum content nmade
by the consuner' FIG&IRHL Biis a flow chart illustrating the logic used by the billing server

connected to the LAN shown in FIGURE 2 to confirm the order of the good and/or
service;
FIGURE 12 is a flow chart illustrating the actions taken by a telephone

service provider to automatically bill the consumer for the ordered good and/or
service;
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FIGURE 13 is a diagram illustrating the actions taken in parallel by the
30 consumer's computer and the billing server to order and supply the good and/or
service;
FIGURE 14 illustrates a window produced by a Web browser installed on the
consumer's computer from which the consumer orders premium content in
accordance with an alternative embodiment of the present invention;



FI GURES 20A-20B are a flow chart and access to illustrating the |logic used
by the billing server to obtain and provi de access informati onl QOBCth

. prem um cony@vdsiges t he consunmer's conmputer; 15 FIGURE 21 is P}h/ﬁ%w ﬁag
illustrating the |logic used by a nmerchant server to provide 't I0

server with the access information for the prem um content; and FI GURES
22A-22B are a diagramillustrating the actions taken in parallel by the
consuner's conputer, the billing server’and the nerchant server to order
and provide prem umcontent. 20 Detailed Description of the Preferred
Enbodi nent As previously described and shown in FIGURE 1, the Internet 20
is a, collection of |ocal area netvvorks and (LANs) 24, w de area networks

(WANs) 26, renot LRNS) T si on
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In the actual enbodi nent of the present invention shown in FIGURE 2, the
LAN 24 is insul ated fromthe Internet 20 by a firewall server Z3D 08fi moz
-tracks and 3 P ﬂf{ﬁ]m s the flow of all data passing through it usin

TCP/ I P pr ot 0CO z z ocT zooz WD 99/ S7663 PCT/ US99/ 088BET/U§99%/ 836
firewall 30 protects the LAN 24 from nalicious in-bound data tragic. The
LAN 24 is a bus network interconnecting the various conputers and servers.
The LAN 24 shown in FIGURE 2 can be forrd of various coupling nedia such
as glass or plastic fiberoptic cables, coaxial cables, twisted wire pair
cabl es, ribbon cables, etc. In S addition, one of ordinary skill in the art
wi Il appreciate that the coupling mediumcan also include a radio frequency
coupling nmedja or ot nt.angi bl e co a, An uter system or
nunber of coLr}sﬁtieeF’e%“géﬁte‘ﬁlﬁc FH?GFQIEIPH@C&J ?P(S{E“Ic? Hsed élat‘ %Wseffamy é‘ﬁs,
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supplied by a renote server server wher e

on the |3t erifethose eglbodmrxﬁnLSARf th: present maeréwnu which glgreon inciyde RECST Aepi ct s
several 10 ofohii@ Jeeit wmn&omfuc&t@f thhithe RWokdpueg t€i€hvRy sctfvard hexsdendbn

ordi nary skl{pl iLn the ar h A ﬂﬁﬁﬁ{n %ate that the billing server 34

i ncl udes nmanyCABTE %°6¥ﬁ58 SHVLes fid¥: shown in FIGURE 4. However, it is
not necessary t halin the Bewhl ¢nnmslenepsodithd bresant imventioro stmwncio I GRERE 2, he shown
in order to ﬁmim%an%b%g@t %@tlhﬁﬁxegﬁmglmma 1%erBE S Wb FadcB EnBr esent
i nventi on, hown 1 n server 1 ~ connected to
the LAN 2% veoptralsnibe\fiew of il edata passing. thmséeﬂ yping rthe E&P{lPsmePquh n PRe art
will appreciate that the network interface 54 includes the necessary

circuitry for connecting the billing server 34 to the LAN 24 and the
firewall 30, and is constructed for use with the TCP/IP protocol, the bus
network configuration of the LAN 24, and the particular type of coupling
medi um



20 The billing server 34 also includes a processing unit 56, ch pk@y 58
and a mass nenory 60. The nmass nenory 60 generally conprises a random
.access menowWo RME, read-only nmenory {ROM, and a permanent pgaasosbsaiQge
device, such as a hard disk drive, tape drive, optical drive, floppy disk
" drive, or conbination thereof. The mass nmenory 60 stores the program code
and data necessary for 25 supplying prodycts to consuners i n accordance
with the present invention. Mre specifiCally, the mass nmenory 60 stores a
billing server conmponent 62 and/or 62' fornmed in accordance with the
present invention for supplying the ordered products and confirm ng the
order of products. In addition, mass nenory 60 stores a database 64 of
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the billing M 4enga pemory > §cafgggwméﬁﬁ NNy {CRBIPIIYGS 2 TARAO e s ar y
for the conpuheiordZRAM)as eagniyn@eniosi (REIMp aidra pemnmaaerit andss sﬂotagmdlehcae
appreci ated t t h [oJe
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5 Ordering Goods and Services Consunmer conputers, such as conputer 42, are
normal Iy provided with a Wb browser 51 such as Netscape's N2 dfTo@002 o
-provide th rs with a graphical user interface to the and
~the WwW Fﬁ%gﬁggéﬁfrllustrates t he consuner's conputer 42 th%%ﬂﬁﬁ%ﬂgkﬁnts
such a Web browser 51. The consuner's 10 conputer conprises a display or
nmonitor 72, a keyboard 74, a nouse 76, and a nain unit 78 that includes the
conmponent s di scussed above in connectiofdOwith FIGURE 3. Mnitor 72 includes
a screen 73 on which elenents of the Web browser 51 are di splayed. Such

el enments include a main wi ndow 80 for displaying hypertext docunents
requested by the consuner and a graphics cursor 82. 15 In accordance with a

first enbodi nent for cti CI g the pr esent , ent onsu y visit
a nerchant’ s%@ﬁ ddp g ‘P‘Eg t?‘é’éesSP‘oWé’%ﬁmQS‘l °B R epgg,p,r%cﬁ-v@tsa ﬂ?ﬂi@%ext o
docunent froapphdiakd thae tms)cmupsmrenmyy be detedgarpal sompntelseadabmamcdxﬁmranex anpl e,

a consumer u i canput er a tri ert ext

docunent shovﬁ?H?dn nﬂ em%rlgl? 45\/%trl nggjwvggnﬁwgﬁﬁgﬂﬁ@%ﬁ?%sé%ga ‘(;S 1]}1@ grRZO Wb
site known hggsotiated ivdel thy cersputey-tsedablemedivi, Wr&mppvm@lﬂi@dﬂewe makes -
a selection gfe %aaﬁrr; 'swts%rmag@és PWéBanoWéExaél' Rt EseNers@@ersqsa@to?% 82

with the nouse 76 ab vet ction and "single-clicking. Inresponse
an ordering MIWBB‘WS? tqraet ngﬂ'%f EWEH- t he screen 73 of the client's

conputer 42 as shamwillnbéldetdibeBn mbre detalebelog, whergpoadudd elderpd dystheo t he
consuner .yet c QB e B ;@a@%@ Bg% %ﬁm@?@ﬁ@%?& btﬁ@'bﬁnné E&l’&dgqoéé?erd'e?s%?h%ynem

opti ons, djéor er ronicotransm ssion of credit
i nf or mat | on GIF theJaternet, 8-+ indniNi24 dilestrated in FEQURE 7 f FOGHRE ddepiriswexesal, in

accor dangg Woftﬂekbyacnﬁmﬁts olflthéﬁtﬁlling@erv@tnSLﬁUFbeﬁrdMaH 4170 ird sh@@n@anl s al so
di spl ayed as ed in nore det bel ow,

e eonaanareatf aft PR St b nflia RS B somPRist RS ot 11" 30
aut omat i cal | yholvel i M6URE oneddawaver,oit i% dtot)ptbcasbmyghatf all afhtheser ganematly pr oduct
on his or her, ﬁﬁ r@gg&ﬂf?c}ﬁe}xé'b‘% Bl 19 +er 5 'd@u’BEeZn 11'1&5%{1&@&%0&1:9&' 09' c

i npl ement ed owser nstar 'l ent s conput
when the aut Btwmcecngrthq Pr§SenE Biyemitpn; AsghosetiB FICYRE 4. i billigg gerver 34nISa bI ock
100 and p3 oceafiscted tathel KK 24022 svhedneri fitertdeb SBHr Alwsy ofSdrdihaly skéit &y ienes i f

2002 W0 001 5700 AR PERG b Betwpaf in @At TRbadd end REcelbalP ity et O
client's conpernestingzthe prlingoterver Bé to-the &N 24 anshiha fisewalbifh pedisscopsaicisiug- i n

52 fromthe kirhké RgthaRé YEP/IB4rotbévlthe bhh&woa! coaligaaton bSthalllAN bhangl ug-in
52 in menory 50 i.n | f .the plug-in 52 is already instal | ed on

the client' stk‘@@ﬁﬁﬁt@f%ﬁog?m’lwmg 'not installed, but then |oaded, the
| ogi ¢ pr2@eeds ~ The hillmgsskvet 08 alsocineluti¢tsea progessing Lumtrfpﬁorae:hsplm&, gnd a
initialized t T, n ock
108. Those o@éf)r gﬁnar Gskr %HQ&' rgéné? i ?ﬁe}aﬂgréebééﬂgtggs t%h%tid‘lt) e C%Eg-r n 52
of the preseREmORy dRt nreﬁeoaldvmrra@raé@ww@arar REGMaRFAT mesg FtaTargiéEI"l'éﬁa the
client's conmpithes al@td\@iskresive) tpe\ieive - drgmwrtirivra 16y RIRERWR] oN@invBidtioar t s. 10
Once the pl ug} }eraf52r4 s“{agg Heal i zgéi Sop }anm 52 eof ra‘g_ first enpodl ment
of the present Trivention RN heﬁo |B 9%d PARESTIAC to

pl ace t h&5 coprpphisng Qerrl@terto \mnsumrﬁelmaqcprdagceswrthéhe szseﬂrhevelnagm cMagins in
FI GURE 8A i NscHicaitK tﬁ@@na@é‘%dﬁi&?%@%r&@a3o1llﬁh§%l§rv&23mhgod@ﬁtGﬂ"aﬁcﬂ@r ghient’s

conput er 42 sta Li'shes, an ernet connectio ng.server 34
usi ng wel | - %?Wh@nrﬁwtthéheai"tesenﬂn‘?%&?“ IS‘P%}P? ‘Prﬂﬁ’% dPFRAUES ug- i n
52 di spl ays anqouomﬂim% cmmforrdermtf pmdmtstdom 8dd1am Sy memoky GURor&Aaon t he

screen 73 of t gq%r 0 onfirmns
t he consumer éstg‘%a?(kzh?g r§d prOV| 1on F%etl-g(n:g‘h?pneég% hﬁ{éhe g%ptg)grn?eﬁnlgty to

cancel t#@ p[ﬁqéﬂ%@e"eﬂd@f% wenmmm peedustss  Htowill breapprsgiatednpy Ithase i nue to
a block 126 whigiaey tKIR iR kheDart that ﬁer&taeaﬁz&rooﬂﬂ}sd&t hhdrt@ &Enf&madén Miag the 20 .

| nternet 20 uct, LD., uni quel t he ,pr rd to the
billing servgllsgéﬁs 814 °f leffé?fg?éf’yffﬂagﬁgg‘f‘ u""e"teflﬁ 8?311“9&2%7 R "ﬂﬂ
described i napmcceatdtbttlmtlthbéﬁlbmg sefver campanest 61, $2aa8d glaatiase qeuofctmdmt LD
the first ti p?rx‘n{atlgh %ﬁfsﬁ@@to&{]d&{ a"@o}rﬁéﬁeli’?ealahhllz'rﬂ&iuﬁ'ﬁra\‘r@rlogtféd ieNGss 1 f

this is the st t] e consu has_ pl aced an order he consuner
wi |1 not “havBeBEBNOR &Sithatling peverndsesing p driyig moshiapisms arspciptes wrrhn €phe
transferred in block 126. After transferring the purchaser LD. and product
LD. to the billing server 34, the plug-in 52 waits for the billing server
34 to transfer to the consuner's conputer 42 a transaction LD. which
identifies the consuner, the product ordered by the consumer (by product
LD.), and the billing server 34 supplying the order (as 30 noted above,
there may be hor e than one b|II|ng server. Iocated elsemhere on the Internet

gy = = o oy

()




35 server 34. Once received, the plug-in 52 displays a directgry%ﬁrgﬁﬂt
wi ndow 86 as 2 2 OCT 2002 WD 99/ 57663 PCT/ US99/ 08836 - | 4 &40 i

. FI GURE 9B wwagtwpeanpts the consuner for a network or |ocal ‘%‘rﬁ%%%s@n
the consuner's conputer 42 in which to store the product that the consuner

" has purchased. After entering the directory in which the consuner w shes to
save the product that it has purchased, the |ogic proceeds to a block 132
where the consuner's conputer 42 begins*réceiving an encrypted version of
the product transferred by the billing server 34. However, as wll be

di scussed in nore detail below, the consuner is not allowed to decrypt the
product until the consuner has actually been billed for the product. In
this regard, it S fres. . t.he 'S
comput or 42 SPUGBLichlde SRLNEL Hitn b BobhPBe T ROM M PRI e
10 conput er AEmEp80t gorest Hebi server prfiverfiveder dundling Hequssts | forgstewdver 34

and obtai n anmREsRmH rkRivel 91a tHE GitdrAEd J0nki i WwoduCt . Wil e the encrypted
product is being downl.oade ia.the Internet, 2 the plug-in 52 displays a
downl oad transact %nw‘iltagiouge é‘isﬁﬂ ’?g;g%@ %&é\???ff% tE? gﬂﬁ?@@%&i‘?‘?’eg’gcr een
73 of the5corsnsueet,sandosupplier byt Zhenhillidg serdérdat may,tiheuts be fpaorgdedgtosthat us  of
t he downl oad bﬁlpﬂ%%r\%f):@”ge'}nerémg servBr 59 q@%ge? ?]}g?*?@k%nl%l@e mdaﬁxepwg-llp 52

determnes if entir encrth ed product een recel ved.
not, the | ogiféCHBEdepiqss srvreal oBthedigy compongnts of the, meshaptyseFvet3hr boRset has
been conpl et &f yrdiity kB de thet Bt Wi1PagiREHAtE EHat freQGRdTPhENE Eerde? 30 Gidladed @yl 0adi ng

of the encrypted product is conplete, g~k n 52 20 displays in. a bl ock
57 an” aut ot PRl A BOTROUE il ERE S Hidhlfr Mis BOCRERY S Bhinc o Che
consuner !feprlsyebesehgenerdly sonvamtipnali compiongntabe tsbewr an iosder 66 diselosomder, t he
Dl ook 1381 o e P L o S S the
premi um t el emg%ﬁwgﬁédml aB"W‘Y‘HE i*B?f?fiCF%g?%féPv’g?‘i%‘Otaofgﬁ@ﬁ nodem

49 of the coVPANES, d2fonrdniehiingwedemldiiahb § AN er WANIe Those ofoetinary ekiidhabl i sh

a PPP_conneciy o bl biSellkld RS RIKBhH Alurrak0sd NR1AGL HR!n EODAIIIBYL Of (e
present invention destribed herein, the prem umtel ephone nunber provi ded
by the bilPIi Ay ek geprumstion andiinplee constuped facispwith (A TCRAP moetaentethe s
conput er 42 ipgrtidulaP etworkrRehfigurdtiod- of het EANdbYWAN MR EfonhétYihg doWartdhaa 900
area code, asmgnled bés/ fh% FO bil.ling server's tel ephone service provider.
As those of BPUCHATYPERT FAUPHRE PRUUTS " aphone switching arts will appreciate,

the 900 area codeThameinbent sgpredditlsyincheles ¥ procéssing swimier xdisplapif, podes,
wherein the ¢pRSWERor, $19CPRE Fhdsy rﬁ@%&@i ?\:rfe}a"l’ig Ethitisefa AnBh tdcedgkar rate
per mnu ﬁ for at one caLI, and or |8n f that charge Iﬁ?‘gald by
the tel e% on &Y, r Fod-@Bpy ?‘6‘“9’%&@?@}&“ Gr PEHBRRTA H1ast FORRBHAFWS:t he 900
nunber i s assuguesdc hakd disk dtivd)eapeatrivgnoptizd], driveyBopy, diskhdrivepdi@mbingies of

VD 99157663 ind 2uCER. 200 RAHARIY 98804eh PRANAREUDERs Hhige used

and, in fact, nmandate ephone_ service provic arting
from the scofeN&Ns EhRroghEsdanbase e midnincindes the elseiennacally| storpd geed) OBy t he
nmodem 49 is aesivebaidrddybyt the corufieh) Olcothei ehbbdienGUTIRC hregtnt BvédionGhd A

noni t or of t 24.- The tel ephone 5 i tch routes the telephone
To 0o 29 bl billagsler Lifes e BRARAR, nll bl by il S, 15,58

Accor di ngl y, hyprstesorloowments aoaar exlectipniseliyatstarehsfoammim considesed of vi a
W1 6ty o Ol CTRIRObF L RERAAR, RN eniBodtrkrts! BE sy yicbrp T UBE 54
AUt hor | 2at i oAIOREiERROSH: Code A ala ReeremRron PBlY e Be Sl perves "t P
consuner' s caiRiufeenhelgreffiunMebntent, aslivettas Sttieh ecoebwingirngtiat for use pemivne
connect i t ik L .SErVe 4 | .

connect i gg bg?r\sf}eggh R{I#JS S@gcﬁé%#t\gf {hg %%aé?rgﬂ‘ﬁ?“e& §g gtglflcg%t %18&'&%? ??s%iggﬁg!rg\@g 34 is
ful ly establ FemBenent Ae fprmeg- innacsordancenwiththe presens rievangos fgr prexidingeige

transaction bing GeivRe3Piwith Nle SRCMRT in?émiboh Rkt WAR Bé |debdigarp efoy ethe 34 By
verify the 15 order 144

in a block , 1t will be recogni zed that n
consumers may HRUE ‘gc{g’n@’c?ﬁs dé‘? QC%GW%W@O%?&P?F gtn Hﬁ%%??é’,recfﬁ%tlggto%ﬁut ers
| ocat ed el sewreachantoresdidregdtewayr coatpoBént 16d \and prodectatatabadei (IgndyFie twehetti ons
with theasbill. : oi ti h t tion
(D i s mitesSorgrESiotilnic iy bha losB hPrpass BRI 61 o e ROTREE or
and the order placed by the consuner, and supply the 20 plug-in 52
installed on the consuner's conputer 42 with the appropriate access key _
for decrypting the previously sent product. In other Wirds, the transaction
LD. serves , a type of claimticket used by the consuner to claimthe
correct access key once




billing is conplete. Next, in a block 146, the plug-in 52 begins

downl oadi ng the appropriate 25 access key for the decrypting 2 0€TpR62iuct .
-As will beniesgdidded in nore detail below, as long as the b er 34
receives the %%@actl on LD. fromthe plug-in 52 within a cgkkgﬁgw@ﬁ%

" period (i.e., the free period at the beginning of a 900 tel ephone call
during which the caller can hang-up w thout being charged), the billing
server 34 will transfer the appropriat el%ccess key for decrypting the
encrypted product. 30 O herw se, the PPP connection between the consuner's
conputer 42 and the billing _ server 34 is termnated and the consuner is
not billed for the tel ephone call or the product. Wile waiting for the

access key, the ug-in 52 dis t d in a
Bl ock 1 45, whTETF RBLT Peafane BB R ARRIE] AP bUABR BRI RER, LG O
the access ksyh asn ﬁOpIJe'cqrsﬁ‘MQModm’elmnaﬂmenaségn%nmﬁélsmrmwebfsewm 2 2
OCT 2002 VO gH»{b63 fErCMnH@g‘?/r&ﬁé&@ mlmefémﬁsﬁfanan,camuingrthé%r&ﬂml nal Iy
recei ved the access L F agﬁ swﬁ are nmerely repeated
until the ac%‘é%@tk%%?“ieg"%aé e {njerhet apd the Fved, the pl ugi n 52 ends the

t el ephones cal |, and hence, ter mrdibain $dods afePFrereioemnection with the billing

server 34 1n a bl g8 dbiel hehrLAga%! B8 RERAIMSAON A b Lhe

billing server 34 B gine cryption encrypte pr oduct
usi ng the acWebsbrRwserish wclbla@dﬂetmncs Nevigawr dekprowide thegonpumgrs with 2

di spl ays ano;a@hca%mrnte%ﬁéd RNhiRER 3 et WRYWIOFIGIR A SHERfates hﬁé

decryption o r oduct ess | cordin in a
deci si on bl otJ8SYBY St‘}?é“pb‘Feﬁéf ithat d’g"ng‘ﬁ'Fﬁesé‘C]i‘ PVE%HW?&DH ﬁg %T%I ly 10
decrypt el | &onmntter cbimpribes aldisplanat dfitoa 72, arkeybbardr7d peajoest 716)tnd a triaén pr oduct

has been ful I e sto a

bl ock 160 shgl\}é}qﬁiﬁeﬁs%ﬁgﬁ%ﬁ @C]Jgo\q/\’rlé&rﬁgh%éﬁ%gﬁ{%&)%&%éégﬁﬁeag 8s tB‘Le encrypt ed
product fronMeEierA2 BOluges arsreeni’amn & amentsiaf e Welf rawsepSEae space.
Next, in a bhx@ﬁkyeaGZ,submlemdaar idelae ﬂe@axﬁt»smaowrsanﬁaa%smucgompb&teﬂd wi ndow
91 on the scpeen 7t3 ?ﬂe%"c nsuner ' S?“bdlrs] FEF er 4% shown 1 n FI GURE 9F.
The consuner ?ém}eﬂéﬁeq&g% © FAREUBIST PR AP WA %actl on conpl et ed

wi ndow 915 t o r ecdnrascdrdange wmhith d fitstembaediment for prapticingathe Ipngsemtrievensiend ce

provi der. Th@or!sﬁgércm%yp(/lsxtt Q%Q’:Mﬂté Weditk hﬁﬂéQHéiWébrbr@w&lr a¢ lﬁn&@éne\moé"’ t hat
the logic i Ierrentdg nt 5 b di scusse it is

t he n co
necessary to YRSERH| 8“‘3‘%‘@ fram Q‘fhﬁé‘ é’@r"ﬁ’%&&%rﬁﬁ?’n‘é" er geods 3p é?Fé‘WF%d%BS/ 20 t he
bi I i ng ser velanpl, ian cansiumess tisiagioodipuween 42 odndt MebpbressertS 1i mag ntirieve ttiee suppl y

the encrypt gﬂ@&%%{;ﬂﬁéﬁ@ l?o%eﬁ§h%<ﬁxmt\9mggﬁ sﬁ%ﬁ%ktg@FF%ACf?Sm‘étb%r k $fore AS

shown in_FI ng Server conponent

62 to sudfhl ywehélt@mw‘@et ot s “BiertrsB o9k Emppraen” T CARSIIRFT AKEHs to a

deci sion bl og Iselaaiibnmea tpaﬂi&:uldﬁibﬁélmb?&ﬁambﬂﬁﬂi}fgr tHehQaﬁchH"laﬁi;drfSQ WELWeen t he
consuner's co 7; abOIVFaquS 25 billin erver,, 3 has been est.,abl i shed
0 t°

via the Inteff e eﬁté%’? & ) SEiESRICkng. | s hErEPYr @Be%rtdgﬂflgmtl I
such a connewindow 7Qais dmameda@natbt iserRerd73 NE e, client’s cdmpiter $h apslokn {73, t he

bi | I'i ng ser VEIGIoBB e ord& i@ iha&s 70 lesbfl?s wtﬁge&{sum vebéx&)ube%ppér@sa{el ved
uter 42. .1t not ecl| sl on (o]

fromthe consuner's co I S"repeate
until the pr%&&E‘F Bﬁ agcl B@eénvq'rlé’élélR?é’d‘entS@ptGﬁ‘é’e"Ehé‘atf’r’o‘iiﬁfg{ cpps ‘%ﬁk been
recei ved, theeditonic trgnsadssioar of eradiiniafdrmation er efacsimids trahisrhidsionr afseredit | s new

|0 a8 doct o1 Oflhatl, Wifeler % pocofaabll Hih e ekl ihbubd TR ah B HITOT M

pl aced an order
order, then ©RR6Hisgse displayedasia paymenhBpion: ko@lhbaéie%cnéecbm mprfgd%lr ver 34

with a purchpgew, l-chhef&hsdnkE@ s@ﬁa@wmerautd}ﬁmr sﬁumrgl Jeon tsklemlel édnbmﬁerswnyer
conponeny, 62 35 assggg b lﬁg consuner ﬁ ? hD d d t& h176 and
transfer t h%ut?)ra?ttoﬁ ¢ billgd a onertime qedigpy) sharge for the ordere pro uct on his or
her next monthly telephone bill.
FIGURE 7 illustrates the logic implemented by the Web browser 51 installed
on the client's computer 42 when the automatic billing icon 68 is selected. The logic

begins in a block 100 and proceeds to a block 102 where the Web browser 51
35  determines if the plug-in component 52 of the first embodiment of the present



WD 99/ 57663 -17 PCT/ US99/ 08836 to the consuner's conputer 42 in a block
178. As noted above. the plug-in 52 will return this purcha bp 2

- subsequent {igwysbh8 consuner places an order. The purchaser | dﬁgged
in the product and information database 64 of the billing server an

" used for accounting and recordkeepi ng purposes. such as paynent -~

hi stori es, custoner denographics, etc. If the consuner is not a first-tine
buyer or, is a first-tinme buyer and t hud3-has been assi gned a purchaser

LD., the logic proceeds to a decision bl ock 180 where the billing server
conponent 62 determ nes whether an order by this particular consuner shoul d
be denied. Mre specifically, the billing server 34 determ nes whether the

10 purchaser ﬁ%\ggtlbf Pr% bc(élll( (iangta ll:ci elcligﬁt'saci%B{pgfé% ?% eﬂ“ Jo? %%8?/ Fi{'s &J\ﬁuﬂﬁur se of

ti nme, certai nsu Eerr phone

i ncl ude the clwnipads fh@rpltl&m 55!rf§em§h@ Hliegl saresriddg \tlmheplrn@mﬁt?loland/malbn A

log of such nw&hgﬁﬁsz trnnsdeo e FSIB—&K‘I(W Tede | mgtlhgzqglhﬁéaa§mlearoaduct
and | ogged i nformati o

e bill server
The pur chaseris Fheats TS 40 06 o VBt B 1Hé"”?q4e8‘6‘rth@r logdec M SoE PERESSE " ¢ ne
| ogged pubchasexr Hidaksl06t vkere oths uptag-imi dodmpoeendrS@v snimtalized nbypltizec ichigntist s
order and not i, p t 82: i y
i ncl ude a rress&s’ggfj?‘ggﬁﬂogﬁ tﬁéri/ dedgél?ateﬂé%%?lg%bﬁ- ht0 %%ﬁs%#eﬂ(ﬁﬁ& tﬂ?ﬁﬁ?er 42
fol | owed by tvéHmPR®ER n‘hé}fthQ RugpPpp2 of ihropresesh iysptigiels donaiagred, ii €rver 34
and the consufBfinifaléARaRHIBE cheht's BorBpltbi0GHing #3thod€ vellk@bem il ek @mqmdrn a
bl ock 184. 01 the g‘g other hand, if the consuner is not blocked by
pur chaser LD® % ¥'si on bl ock 180. the logic proceeds to a block 186
where thdObilli ng Onee (e plegrim$X isginisiatized; aresplogiin2 pDthet ferst ¢rabagiirdent afnd
transfers thepd ﬁﬁm%deﬂfbd—%rfotrﬂs EREIERNSHEL] & FRTIRESRASS tolfiBee the

t t LD. i dent duct d duct

LD ) and 1 he COPUFToRG cudr B 8 UGS AUV E:Pap SWoLoBHePegR G HIOBE ¥hdt &1 | ed on
the consuner 'bocRg 70(an4bpt0?:8ed420 waldck 120rin tWhich the abiaa's computeDi2 dvedblislees
pronpting the,q @%‘ég?gnnfea{onq? e @ﬁ&%rs%rdepw’ﬂigé‘ wiefl- @h%%ézﬁo%s% pflugt 1t has

ordered. After ﬁran sact e consumer conput er

42, the BPI I iNgyL se.a\hécrckcléﬁptbhemg -ig 22| dbpdays nqﬁelaw wﬁwa@ﬂdemé@lw@ﬂ ashe

consurer aEdlsFmﬁ WRISUKRE m oaﬂbsl sQFeKn 1§8fthLetcnam1s lcoRButePs, eNlieabifimbitiohhose of
ordi nary ski

be st or ed
Gt abase o4 ST ELEDRTP SRS BTONeT D EULDe| o LCRCH BB N BeDi 11 ng
server 34 or oppommmjtylie ¢apeshtthel purchasenelctha reonsiarey canted9 "Dliéeth@dlom sdllhere in

the Internet cohfndeh§ aMIOAUGL6 nheleORid ﬁ@.ﬂlt%waerte thd bmu@ lebicn8a Sof Her 34

wi |l estahlish an rn nnectlonvm eso di.ng ner.chant
server 3 b nz #(gécPrPﬁ'@tg iyl 9§ lngI ?’evﬁr?‘{ucﬁlo l%a';.l}ﬁrbé@‘i &t ed
that the 35 pewedut andvagtuvbaset bDatssigried tmibs corsmmey B0 vafl b:ehksm‘deldl Ing
server 34 or f n n%:g 18 the
I nt ernet 20, n?ndarg(awaﬁb@léﬂer%r%&gue %’ﬁ%%éc{)\?g%%hﬁew:b %ﬁgnéﬁggérsy for
the billing &8Oy ‘Yé@'n”b%hélrlﬂg spver 34 e klengaytf thisds Mﬁb‘t‘mi’ thapthe copgimer” j n g

bl ockk190 OIt h@s blatdd sQorder mrcoﬁﬁfm%tho@Zﬁ&tlgiefi?sdié}ﬁdﬁwmgﬁd Inraduct in

a wor ki ng.di rect the billing server as a

precur sof to”f’l’sgﬁ"s#‘/% u%as‘fapﬁﬁe‘{%eb?%% @8t''s conputer 42. In a block 192,

the billing serverAf@o ing 82 mudhaser d.Dhandipradue Iddyto the billingseryennrd.d, for

decrypting the t%l'ﬁ%h m»eduaﬂg Ofw%esslmr%d skiVerl 34 YOIkisRY fd,l HRCIBAmetts Wi | |
a

be appreciated he ent 62 ect .t he access
oy ¥ om & pERHEREHELE FRpCshgiR VY 1R U ROaeF B RUELCESER Y] ogged
i_nformation, tir cortsembr (By prgdweriR), ahd the diilfing satvetidt ampl)gz@dreamdexa(asaccess

Key at ragdom,qr %%VQQBé/r@rrﬁag}Jge ﬁ{obeefhaﬁedn%%nmg s@llvgpﬂctaggseise}%grg q&,‘h&, access

key has been sel ected server C

server 34 tréﬂtémérr%o)twes‘ewcbeﬁﬁs@daeérle@mc d@telltbnl@w@m%tmmcﬂgné&mmlé’ﬁ 42 as

wel I as the tgtephone v@ﬁﬂbmé chhsinet’ B OrédrUaf itie é&,sw,doln Msehafs qmeg&tapéehsh a g
erforme

PPP connection w dD@' r]% | 1 ng server @ E | | | | can

and the 15 alt®8¢ POSRMSS S GPTRY Y T "epéﬂ nmS? ﬁ%’éatf Fi&%Phen
ends in a bl (bd:dckll%ﬁ élteesanoglycwaitsp ujlebe trmsadtmanlD 33 reecibalfrore tite whinghe
present iiQve y i |l etion
o bi 11119, for™er 3 a0hdPsrtiecd U8 EEHES2 RRAD e Mo o Mo TSR, e
access key is depicted in FI GURE 11. The Iog| c begins in FIGURE 11 in a

bl ock 200 and proceeds to a decision block 202 where the 20 billing server
conponent 62 determnes if a PPP connection has been established to the
billing server 34 by any consuner conputer 42 installed with a plug-in 52
As



not ed above, nmany consuners may be placing orders at any given tinme, and
hence, many conputers nay be attenpting to establish a PPP zqng@ptzn@n to
-the billi NGy 59, %Qﬁ 34 so that they may obtain the appropriate access

_for decrypting elr 25 ordered product. Hence, decision bl JEHIRIY0 ?83
repeated until such a connection has been established. Once a PPP
connection has been established, the | ogic proceeds to a decision block 204

- where the billing server conponent 62 déf¢ernines whether or not the order
pl aced by the consuner shoul d be deni ed by determ ning whet her the
purchaser LD. 30 assigned to the consuner and transferred to the billing

server 34 by the plug-in 52 is blocked. If so, the consuner is

appropri ately notlfl ed by a nessage di spl.ayed on the screen 73 of
the consumer$h® m%gwhﬁthYBPB@HE‘?G@SWAE&W&%&V? k of bﬁEIqufoeag server
conponent 6201enﬁ5coh§\m1@rs&mnpmdr eb ephaivh oatdre decbrodudnitian tidsconfiendrMis

CoeCt on, nhlitbBe, SARP IS gRORUEY yf e bichhed; BES) gyl T om e

35 di scussi oP™
i .e., befor eprofect thap ithappsrehaes thyjogsi m@s@s tpEhlegoldloggssthe tonsumexpi r at i on

of the free &ﬁﬁm@i 4ztd%gm§ %b%wwg alwaxickypmf vé?ﬂoxb'of H@Cbr&ﬂfct trmfafed% thé aced.
The logic t | ock 210, t he enjed based on

ends i
pur chaser [P‘ﬂ“’tgl"rg@rﬂef)g? CHB}NB‘éeée?fsW‘pd’e dlﬁ?é’ésiegll?) 5§ g@ﬁ‘?%"ll?wmg canshuner
det er mi nes i fs rohellowaeo dstrypl tie ipeoderirneid thrasmduroer kayacthalty beenrhglledsfor
telephone nu e I 49 of the
consurner's @g%o ar %nst}ﬁ;%ggrﬁ ﬁ%%%ﬁﬁ%%%ﬁ%%%%%&g%@% o%ﬁ&% ?I i ng
server 34) i¢pmpuirdlsplen %F%&%s A Efemlhmoﬁ@elﬁ)@%ﬂuné??bdbﬂtnﬂm CSUMPES pr esent
i nventiom acdmpikerQQ uts@d @Qbﬁﬂl@shmmé&mh&loﬁ&b HeBiNRG sbvet IarldbAi®RNI t or 36
of all consuners 9 éia t the| r monthly telephone bills for
ordered prod?fErs K5Y fof %Bl pf Yftcat ed that all purchases attenpted from
their tel ephone nWhilerths khuurypied rafiunt sdbeitd doweloadatieviai e tinietnet Ak nhed based
on the consulgjgé n§5‘1‘ e&n@;ﬂ?&”% rHOWRARIad Exﬁﬁsa%mﬁﬁﬁﬁ LQindS0 88UEO @b LA Y

provi des a nal of the consuner compyter 42 in a
bl ock 206. r\éﬁ\b aorbrfﬁc%srezeg'? qf&etce{l%m%ﬁew&ﬂurerﬁad@lf}ylrtdﬁr@teﬁﬁbf‘em 49 of
t he constnerc}mngmgpuhﬁro,ft}&rttbvhfbdmdetotﬂliwcdaaﬁnaoMmtmfardeh@xoﬁﬁldche;@ldad ing

server 34 & SobEAnIalethnI hoohse SRR ol APhARY AL L BRLHT BT tO

deci si on blo% € order i1s pr ocee

deci si on bl ordt. thealogie meh¢ath blogks bl 34 P-Mbl%rlm@}r tf@omm P@Quﬂé‘taérbmlhes i f
it has receiyehiét® dowaRa&d foQhe ddasurhérBdntptiedplatg-in 52. If not, the logic

proceeds to anothegr decisiop black 216 in which the billing server
conmponent 62 det e&l’ﬁe g%‘”’i%f’a‘{}% 0? tg‘é BEFYRLEA HHE‘Fﬁis’Sa‘F%‘F ’eg’ﬁi 58%1’.’“%25 not ed
above aniD dedisplaysedh ian biook é33detmi duthoeizatign tdansmcfiore evipdow 89 dssshoma in ne
interval at aﬁg.n@@gb“%&g B ¢ ?ngr ﬁJr@s@&%@ cﬁé‘*bhrt&l’r'{dd&%éé% ?or?zge?nconsumar .

‘ctan hang up not. be char e hone servi ce he tel ephone
servi ce provildiie, o Jibe aE}PE In %é‘“’r"%‘?cﬁef}l%ﬂm}sﬁ‘mﬁbﬁ ﬁﬂF‘P?‘e’l@ drogb dinds.
Ebwever t helnfares 2pamandl(§1cﬁ 18 Gh &HGUR@W% ha}léxﬂ ﬁphmmaoxtmepmg-@vmer and
ence, 25 nm C During the ri t he LN 52 may
di splay a rnsg{’éﬁcéla’gsyth(é1 rg'ﬁ unp?%gprl?gn?ﬁl m S8 ({egtetﬁp(fi'l ﬁgmgnﬁeweﬁg&]qo tﬁlf)e and not
be char g&d fmﬁdfmhé9 pEthe gbwpeter4d andghe mlqéerpudtaémtb: numbextmercterm lishon LD. is

Component 62 i ?W‘%fp*‘)“?’%;‘f% oD, IF (e RAul Ulthment B¢ e preiah <Fve"
L obk 1508, VTR SeHTED et e BT S BhG LGeT o i Buciot Bl e

prem um t el eghené4 caidl dialah $gq ten mlodemt49e of ae ccommutnersn camplerd? 26 [ f the
transaction c€el Vv ‘ from
deci si on, bI ot:dlgofﬁ]b%[g gé dg%s i H%rﬁlg%ﬁla%%wggoq H“gaﬁg%l %ssggrggg,g%e
conponem? 62biHBge parveess telgphopge sevice provided hAs thossi pleardinany gkiedn s ds,

once the bil delepsorﬁeswémﬁgl afis Swﬂla%p]h@@i@ﬂev Qkk $00uréd A08AHhas Baen-[endralgm t he

plug-in 52, }ege?'ve %or 'Omercial %rurp%gerg? gvherem t%e consumer is generally charged a flat

rate, or a particular rate per minute for a telephone call, and a portion of that charge is
paid by the telephone service provider to the vendor or merchant to whom
35  the 900 number is assigned. It will be recognized, however, that other types of



2 2 OCT 2002 WD 99/ 57663 PCT/ US99/ 08836 -zonerely waits for the free period
to expire. Once expired, the tel ephone service provider bill Tc suner
.for the ordgpeysfgggduct as will be discussed in nore detail E%% oeEset Ne
billing server conmponent 62 transfers the access key assigned to the order
“identified by the transaction LD. to the consuner's conputer 42 so that the
5 plug-in 52 can decrypt the product previously provided by the billing
server component 62. The | ogic then endd>in a bl ock 219. Now that the

plug-in and billing server conponents of the present invention have been
described, the actions provided by the tel ephone service provider in order
to automatically bill the consunmer for the ordered product are discussed in

10 d Ll i i th Fl QJRE —— i i i
b1 ook 220" andeipitiet SUBBES Y, B hed 98 i A8 el B0 6L FALARHESAVEE 1 o0,
routes the ppewidemwitbeyieparting fibin theshopp pf thagreserddarentorsf t he consumer's

conputer 42 to th i £t 4GST . 36 of
the LAN 24. Once ?‘Rée Q%lg;fﬂgﬁ@%aﬁ‘fﬂéc&ﬁ‘b G e FRaRAL £Aist shshvBRd B3 The RIRHHARE

hone "sw 40, an rs, the i1, .the tel ephone
servi ce provisyEFh ﬁ%icpgnqq;ﬁ thg‘ef péﬁ‘l“@“ﬁ@’i?%ﬁ’%@%ﬁr‘?‘ﬁgé' aﬁ%?rete‘f’%mé‘ pire in
a bl ock 224 beftch €0 rdutdsithd ®iephenecaatizonisr adcess setver 38, dhetich motidiebbledklling6. | n
the neantine Lther . S r i | lgpng er 34 may
tormnate tnEr e SonARSTaGRy- HiT R Ry bopipufe 45 b BRngl b SEBCGIRRNER U1
free period Nigsthexgephoge swisoled@ana agress weregs A8 dthsthe hilking seryen Her While| s t he
consuner for fifecophsltios disPb&AE CdstadsiRdUNhd [NRINEBR @isplads O GhdbARition'Si NG
its own 20 interna ac?lguntl Eg?@ﬁgr?? Iitl[hng ro, edfuctges. Conse uentI% t he
charge for tl‘i‘@m{ﬁ’r“b 215731 1t iR P& %"BT‘PO e® TFOWIF’FTSa‘g’BE’&Fer f the
consuner 18 nevhichnindichiey titee¢hapgiog etapisl ¢f the rconimetiore ke fledriBing Lsebver 34 moan whi ch
t he nodem 49, 0f. tike consunmer’'s conputer 42 made the tel ephone call to the
billing server 54.'In a _block 228, the tel ephone service provider _collects
payment for the pPERs s PP8Icepprsten befvrerhihg comumers epmpranea 423 thedilling om t he
consuner Vi asérivér 30 iTdhilC @bthBlsheNther PGS 69 . trddlfets tthe preli@ploagiged vi ce

provi der has col |l ect a at. for t cal,l . .the.tel eph servi.gce, provi der
pays a servi érgnst?ﬁté?xbgst go %EE’QBP%\WH%W 40?0 hﬁ%thﬁi%ﬁhinﬁée@ f%?j%l e’i'"ﬁ’ %}gbl ock
230. Thi $5 sepwerén gHhedkel 4dant tvdll sbef deengnized ghagrmayncdpsurmerp anayebs plgeingf each
order placedordelCsffuikideduslyahnaV REmRE ] gE&prﬁ@r_@' REARY ddanaet bRngeof the
pl ug30 in 52/consu%69r' S con‘ggf&ﬂri 4 nd the bil l&rg%\}'&%r.ver conpponent

62/ bi | 1ing s&RGBFt Aymay, bgastablishing Bk CopRReHpRs, Witk ing3Seq¥etiod & aphe
consuner' s cgiwentinte. 4Phepeforpthic stansagtiom I.Dntienaretsarycrortbatt thohilling temeer B4 1 | | ng

server 34 TheycRnRMIRte SBaIBHASY 8o hRpk A hE Snbhi PLRCGLIYLE, Of the

order ed Eroduc to_t g server, n sponse, g(server
34 transf®r s PReripaddastalied pnthe consumens compuier 42 with she aRprofyigte areess X onput er
42. The bi || if6iQlesBbigy thddredicuslytse@ppddiict Inhthee RoEdspiHRdransadtich K TseRR92 VO

st abl 1 shi ng° R Caim et sied BT HEbaffitelyp Safar S itk Byenster <

conput er 42. bdhegischmplggnsuner' s conputer 42 has received the transaction

LD. and the encrypleRd iRr:081ek 144, "Be GIRSITES begiRP BWhRRAIfE 1HE %ﬁg@aﬁ&&sfrpm
the Inte get 20 I’ldfdl I the.teLe hqne un‘nlﬁr transferred b he 5 billing
server 3801 naGEERFO G B AeryPingdoe Bioded. Pl caeabedin oo kel Bt
Once t he PPPagdongeet thenbillinghseriee 3birkdeivey thenmasacteh 1.D. dxinalthe pligdn 52 he
consuner's c : : t t 'nnﬁﬁc t LLIing
server 34 sog{{ﬁg{ ?%ﬁga%ﬁf@l@irﬁ%ﬁgigfvg% %%ﬂgonen%t?r&%y |d3;fna;§i?)f03}gt }gh%)r der
and mat ch t h&ali Auringawhipl e cpllerican pang-up witheut beipe ghareefhelte plinhsgrver 34

transacti on. wit ceardfenghy , apbfopribie! hdceg key \for decraptifgerise 2fbrydied gpguopri at e

access k t o4 he.cons r's c ter sg that the plug-in,52 ~decrypt

T proandt | it PRE AFP coRn BT e e e WRhystel S it B 3k RGP
only abl e t osetwenr3fpis temmenaseddandethe mooshur isnot biled fortthe tedephenmenll ¢rsthonl y
able to use ?;Ftﬁiu@tr. oduct, once the access key has been provided, which
necessarily requitres, that  the consuner's conmputer make_a prem umtel ephone
call that is bill &5y Waine 5fof ethepRessss skPvi g‘é ]B”Wgér d‘ESBFa?'FIea’L"gﬁéurrer' s
t el ephone semnuthorzaion evindow 9 thes blogk Bt whitinnGtifieéscthe comsumes efthadagwiaddi ment

of the prese i i A \ - . preoyi ded by
o mer chant oo SIS (e ReEGIATE s TSR M IS e Mer R FRinR L CT ot
of time the consunmer spends accessing the content, rather than 20 billed a

unit rate or drop-charge for the premumcontent. _ As shown in Fl GURE 14,
a consuner may use a conputer 42 installed with a




‘Wb browser 51 to visit a nerchant's Wb site and retrieve a hypert ext
docurment whi ch may contain or be linked to content consideredi2td€Tha2 a
-monetary Vvgld'gokfaed e nNerchant. For exanple, a consuner usi er 42
~and Wb browser 51 may 25 retrieve the hypertext docunent sﬁ&;\'fz‘?#;ﬁmé”ﬁai n
wi ndow 70 of FIGURE 14 from a merchant server 39. The consuner may order
the prem um content stored at that nerchant's Wb site, i.e., at nerchant
- server 39, by selecting the automatic bld-ling icon 68. As will be described
in nore detail below, if the consuner selects the automatic billing icon
68, the consumer will be billed automatically by its tel ephone 30 service
provider on his or her next nonthly tel ephone bill for the tine spent on a
prem um t el ephone |ine accessing the prenumcontent retrieved fromthe
mer chant ser%ﬁ“@@.swq%ds a gﬁ?lgh@ﬁ?‘@ aF?Fésgﬁb {gr"(‘? 9"?‘814’%% al l ed
on the client50sareangeelly e@epedidd wheththichecaskeyrid receibed.| Onge teceined &he plugel ect ed
is the sane . nat S i . ng_ | t] t he
first. whi cHhaacsant Fieious sl Ry BEHEL. G B TR trhBY AR &

PCT/ US99/ 088dBingsgrvenifeintm tdeckiS2h FI GURE d. Briefly, in response to

sel ection of the gféoRBhh&IM the iFFP t&@BctfR withaehd'\Bhiiky eue&r34o thedpipl oads a
er .34 via the |.nt 0 and

| ug- i t 52' f the bill t
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present i nveft f o¥ecisiong gloghﬁ%/ thy folug-n deempines b they exdpctobes Rewy dullh

connect ilon vdechyptdte If hotsblocixtiogian@N 58 atdandely refratcdaingl @8R I KR beéb2) for

the plug-in nent i th econd . .enbodi nent | s . denoted, wi.th a prine ""'.
10 once’s ho (ATREASE! Rl fuRP AR MR rol RaC RIOBREGK H0 InPi TP
depicted in PEI 8C vhrrerheplug-iplSd oigletdsehe enpsypted produnt deom memopt &blim
content i nfohaRfiéms cinpiter inQinRiffokt t8Gaveiphed. RéxtUfl NBloEBId208R pMed-tir SnOWN i n
the art. The |09IC begins in Fl GURE ,15A EP a hl ock 2470 ifggck_(é{:proceeds to a

bl ock 242 i RIILR FHBEACORSARAICE éHH‘E‘?ﬂ B thes PARAM ‘She's Uin PP R bt
connect ilén taniguterdl|ak ishpyvsmrRIGUREIOF. 1 Phé\eottspmenisahdnl pokid@lithe optien pl ug-i n

52" di spl aygtgé‘ t&&x?ﬁﬁii%nc%{gfe@a:[w AGHST W @gg}ﬁ‘te%ﬁ% aR BheNR Vi ifs! (3R 16A on
t he screen 0 e consuner_s co.rrput er .. e premum content access
wi ndow 280 et servich eravisies ubler logicdprtbe plugrin 52 ehengndsciaathienk 18Ad provi des

t he conS&er Wi t INdRehapRerbpioi implémet@nN 66| the HRug-80Y&EHonehf 52 REs GegSUNET
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the l,ogic in Fl GURE m d t ock 24 20
The’ ot ug- n GiSeo ok By 1 feg i hyindiepiF cmbipel Qe ed i e y
i dent i f yi0ng thediliing sexyen Hoint & dirstcheshadimeniy of tthe prasens uinentiomdo gupply dheaser LD.
assigned to dRfptdaN sl -anAacish [kep Qo ARS GhhsRfdrs bofPLRr B add sl the

consuner is urchaser LD. the first time it places an order with '
S BTl i e ERAYEETE sRe Rt ibpiRrenieg by e byls fervet Fomponght 256 SRRy hovrmoy
has pl aced aamcopeelr produre bepginssinrloslt 170 andipreedraroa deesion ddaokdrT2 dviere

h L | Andelet bt : -
Dot b, ork P AR AP Ml BEoLGRNT b il it 42 rtipeer 1

yet other enmhot _ _ _
assi gned-t hebiBingowase?4 has begm eviablishedyviaghe Intapet 205 1fpaindesisiengblogh |22

eljlid_m't nati Pg itk E@ra?e ehred tﬁ[x)mesublié hltchﬂ@cﬁ@ﬁ H&Y bedf f%@blﬁs%ﬂlﬁﬁ?' fottz inl a’iaiﬁsiod P :
addition to oduct ..L.D. _an e purchaser. : e plug=in transfers to
The bi 11 ng U8R BEOHE bt o0, e RERnesot e APy BB Bk YRR Chan
provi di ng t hecgiveshirom begorsumerh domheterdd, et nasedecisivreblack W shrepeated onsuner
w 'l be billadihrprafceEs! MBS bblifreeQMent . It will be appreciated that the
merchant, LD. and advertised rate . are obtai he irectly fromthe nerchant
veb sitelsed by PR e sier LD e derm f%@vs&eﬂmﬁlew@ﬁ& COmpQnEpt 62

t r ansf er r i ngddtérmigesrifthasarsumEr is npwdddciecikibn blotkrnGhdret, ifthis,is thiedir&Sime :
advertised r Ll L rv 4 | i ' I t he
billing ser v@secghg{mt@W%d%gggmgﬁﬁ%ég?ﬁ%%%%@?\éﬂg %%C%ngr% ransfer
to the consuerder, shamothsunleg-iMi2 will hgnignablei torprowide thé Hilingieerverfidewithee
consuner, theubHa860 U a8 bonQiG! €3 cBrdind , GROBHITRS sém¥r BEREbHht 6. ), and
the billjng server, 34 processi ggsgggg) order ?z6gq%te tabsgt%e, there Bay be
nmore thah onfSIBRT HEfnLEEy, 8 pufe Rk TSI G PREPaSSHED: The
consuner's conputer 42 5 also waits for the billing server 34 to transfer a
prem um access tel ephone nunber and the actual prem um access rate at which
the consunmer will be billed (since it may



. the consuner is allowed to downl oad the~

differ fromthe advertised rate). It will be appreciated that the prem um
access teI ephone number is the premumrate tel ephone nunber 2RQagctt 2602
.consuner's GPHRYLERE3 uses to establish a point-to-point (PPP) n@% 836
the billing server 34 10 and the nunber by which the consuner S per
"“mnute (or other tine interval) for accessing the prem umcontent. As wll
be described in nore detail bel ow, once {j,}ﬁe PPP connection is established,

€sired prem um content fromthe
merchant server 39 and billing at the actual premiumrate begins. 15 Once
the transaction LD., prem umtel ephone nunber and actual premumrate are
received by the plug-in 52', the plug-in 52' displays the prem um content
access w ndo t.h .t n act ual
SoCees i o280 TRyR PR Al eI A NE AL SEARD B 7 ﬁtne
number fi el d @8 ghis parchaserel. P edcl SQMqu«tnéémecw vemwmeaglamm\ordw F

16B. Once the @&agenlstyrrenog@anﬁ&ﬁ@ rddi6r 448 B¥drifafiond asth&ét bPSf 'ﬂl'tesbﬂ)l'infher
desire to con}g

I nue oraer r cont ent
i Sconneat ot HEVE GHAURBIE T oRFEaang i (eOmarHE MR aPSRet: St o8 TV k 252
i n FI GURE 515Bhisthia, custeme doinogrepiib] etct he pl ugi n 52 suppl i es the prem um
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t he PPP connection between the conputer 42 and the billing server 34 is

mai nt ai ned the consuner WI Il be b| 'l ed at t he act uaI rate supplied by the

~ - ~EN N o, . T




20 server 34 disconnects fromthe nmerchant server 39 in a block 38-1. The
logic for the .. billing server conponent 62' then ends in a2idl 8¢k 882. The
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the billing server 34 with access information to the ordered premum
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35 embodiment of the present invention as the first, which was described above in
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consuner |P adcfress stored in mass menory 61 and previ ously%ﬂ%@@?é}gd by

“the billing server 34 to verify that it is transferring each page of the 5
ordered premumcontent to the correct stination, i.e., that the IP
- address of the consunmer's conputer 42 d | oadi ng t he prem um cont ent
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the consuner's conputer 42. It will be appreciated that 20 during such
time, the consuner will continue to be billed for its tinme accessing the ..
prem um content because the PPP connection between the consuner's conputer
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and billing server 34 on a premiumtel ephone line is maintai ned. However,
once the consuner's conputer term nates the PPP connecti on, tHbZHmﬂlﬂné
.ends and t hedxolshéeda server 39 transfers a request to deny agﬁp,% 999&8§6he

prem um content to the nmerchant 25 server 19 so that the merc server 19
" may deny future access to the prem umcontent to the consuner’'s conputer 42

(unl ess, of course, the consuner re-ordg {S the prem um content using the
plug-in conponent 52' or 52", as described above). The billing sever 34
then termnates it Internet connection with the nerchant server 39. Wile
the preferred enbodi nrent of the present invention has been illustrated 30
and described, it wll be appreciated that various changes can be nade
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product is op@ai&d Cﬂmemfw%mﬁpa@réhmwém@c%@dtwhmet @euaﬁm@lrmemm r@ttand
supplied by ge lgrver connected to the internetwork, the nmethod conprising:

(a) establishi ng necti o en _t he uter and t grver. via the
i nternetwdbrk of c@ E’g tr@%?%’?rzbvmﬁr)emf%ﬁéF&%PF ﬁ’b‘m@e{ F%fﬂg%{ﬁet j ppprum
identificatione ﬁnecnmlm B theeplug-on §2ietht (plegynpi’ alisplayh ehe prentitre dongnsact i on

I dentificati gel0giHib{/286 a.Ub% E&Q!J%m%@'%&ﬁuﬁanfiiew&ecﬁ%ﬁ%&%d%Eﬂﬁf ing the
product; (c) term nati nge&? C H%%fﬂon bet vveen the comp ter andg)&)?e server

via the int ePiBYYR R JF REEETVeT it 18R Blﬁ'm"é’ﬁlt Qplgmalnru
connecti on btMe8d ahthe rmnﬁelﬁem Qaresbectieelyl, Sassshowarin KIGURE 6B f @nce nige t he

transacthpn | Eﬁm%xgdefpﬂéglscg%g bg‘%&&?ﬁi dﬁ&iEB tgt is toPhér fesiié'lo @J&n%l% lv?:ﬁ’?ﬁé fy the

pr oduct ordere a co er or ransferring
an access keyrda%&rgﬁmuﬂbcqnﬁ@t ﬁh@alyetmé?-d@ﬁv@an%ﬁ%thpmn%wamcempwa@r| ng the

product fr orrfrbxhahénnefﬁét 2an b bEock QBRI EIGWRBL SBS Néx£an h B10éR 264, ahd1plube
product or der ed) bLX)p s the pre liﬁm te€lephone number provided by the billing server 34 to the
modem 49 of the computer 42 and the modem dials the number in order to establish
25  the PPP connection to the billing server 34. As described above, the premium
telephone number provided by the billing server 34 and dialed by the modem 49 of

the consumer's computer 42 in the present invention is a "900 number, " ie., a
ten-digit number with a 900 area code, assigned by the billing server's telephone
service provider. As those of ordinary skill in the telephone switching arts will

30  appreciate, the 900 area code has been generally reserved for commercial purposes.
wherein the consumer is generally charged a flat rate, or a particular rate per mintute
for a telephone call, and a portion of that charge is paid by the telephone service
provider to the merchant to whom the 900 number is assigned. It will be recognized,

however, that other types of telephone numbers may be used and, in fact, mandated



2. The nethod of Caim1l, further conprising: (a) while the conputer is
connected to the server via the internetwork of conputer systeénsoCcT 2002

-transferri rypted version of the product fromthe c t he
_server;, angﬂ%gﬁfﬁ§Fafter transferring the access key fron1tﬁgﬂz§§ég&8?o t he
conputer, claimng the product ordered by the conputer by decrypting the
encrypted version of the product using the access key. 3. The nethod of
Claim 1, wherein the direct connection-4etween the conputer and the server
is established via a tel ephone |ink adm nistered by a 30 tel ephone service

provi der so that when the direct connection between the conputer and the
server is established, the tel ephone service provider autonatically char ges

for the tel ephone |ink and.the pr.odu 4. The
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3, wherein the direct. connection n the co the.s
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plurality of ¢ ters servers conn enet wor t he
appar at us cdﬁ’ﬁYlfi@' Y$ing ity Winingesnal @aequntng ang hilane P}'@ﬁﬁﬁuﬁl r‘?’ﬁc%F el

interface fagilugth szorsmta B&rﬂ:@mt fRedsNiBEN S ch,zsa fbf QeEf figeklBf thecoupl ed
to the net\/\orklgﬁé ﬁ%' and asto % I’TEdIt ecdtto%@ %’gcessmg
unit, the stBPage® He CBR rnﬁpﬁ’é SEﬁslé’ﬁl %B qrEY q yﬁrocesm ng
uni t forlSpl aohergwindowr236r ast grownhia HlCdéREﬂGGyon thie)sceesp b lof $le pepsamedmnect i on
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transferring the order I ng server via r
conmuni cat i ?R{erp}qqk content, Sxe premlum rate e% which the consumer 1s brlIeg or vnewmg or

accessing the premium content, and the total cost to the consumer calculated

therefrom for accessing the premium content. Next, in a block 258, the plug-in 52'

20  places the order for the premium content with billing server by transferring the

previously assigned transaction I.D. to the billing server 34. It will be recognized

that many consumers may be ordering premijum content simultaneously, and hence,

many computers located elsewhere on the Internet 20 may be establishing PPP

connections to the billing server 34 at any given time. Therefore, the transaction .D.

25  is necessary so that the billing server 34 may identify consumer and the order placed

- by the consumer, and supply the plug-in 52' installed on the consumer's computer 42
with the appropriate information for obtaining access to the premium content.

After the transaction I.D. has been transferred to the billing server 34, the

logic proceeds to a decision block 260 in which it determines if the consumer's

30 computer 42 has received in return an access I.D., password and URL from the

billing server 34. As will be described in more detail below, when the billing

server 34 receives an order for premium content from the consumer's computer 42, it

forwards the order to the merchant server 39 of the merchant providing the premium

content ordered. In response, the merchant server 39 supplies the billing server 34

35  with: (a)the URL for the premium content ordered; (b)a password allowing the



"(iii) terminating the connection to the billing server via the int?r@@gwork
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premium telephone line by the actual rate. The total cost is then displayed in the

timer window 290 as shown in FIGURE 16C. Next, in a block 276 a termination

window 296 as shown in FIGURE 16D is displayed to the consumer on the

35 display 73 of the consumer's computer in a block 276, From the termination




(a) establishing an internetwork communication link to the billing 20
server; and (b) transferring the order to the billing server 2i2a0€he02

- nternetV\Drwogggmgw cation link. 20. The apparatus of C ai mﬂcqrmé%ﬁ)ﬁﬁkn t he
program code executed by the processing unit of the billing server

" processes the order for the product pl aced by the 25 consuner's conputer
by: transferring to the consuner's conputer via the internetwork

communi cation |link, (a) a prenmiumtel epifone number associated with the
product ordered,; and 30 . (c) a premiumbilling rate associated with the
product ordered and the prem umtel ephone nunber. 2 2 0 CT 2002 -39 21.
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- content bookmark is selected by the consumer is shown in more detail FIGURE 17

and denoted hereafier as plug-in component 52". The logic begins in a block 300 and
proceeds to a block 302 in which the consumer's computer 42 establishes an Internet
connection to the billing server 34. Next, in a block 304, the plug-in 52" displays a
25  premium content access window 310 as shown in FIGURE 18 on the screen 73 of the
consumer's computer 42. The premium content access window 310 confirms the
consumer's order for premium content, and displays the previously obtained premium
telephone number and actual premium rate at which the consumer will be billed in
fields 312 and 314, respectively. If the consumer enters "OK," the logic in
30 FIGURE 17 will proceed to a block 306 where the plug-in 52" transfers to the billing
server 34, the purchaser 1.D., product 1.D., merchant 1.D. and actual rate. The
consumer's computer then waits for the billing server 34 to return the transaction 1.D.
for the order in a decision block 308. Once received, the logic then proceeds to
block 252 on FIGURE 15B such that the remaining logic shown in FIGURES 15B
35 and 15C as described above in connection with plug-in component 52’ is performed.
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charge for the ordered 5 product based on: (a) the premumbilling rate
associated with the prem umtel ephone nunber and the product ordered; and
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server. . . . .
repeated until such information has been received.

Once the product 1.D., merchant I.D., purchaser I.D. and rate have been

received, the billing server component 62' determines if the consumer is new in a

20  decision block 326, i.e., if this is the first time the consumer has placed an order for

. premium content. If this is the first time, the plug-in 52' will be unable to provide the

billing server 34 with the purchaser 1.D. for the consumer. Accordingly, the billing

server component 62' assigns the consumer a purchaser 1.D. in a block 328. As noted

above, the plug-in 52' will return this purchaser 1.D. each subsequent time the

25  consumer places an order. The purchaser I.D. and merchant L.D. are logged in the

product and information database 64 of the billing server 34 and used for accounting,

reporting and recordkeeping purposes, such as payment histories, customer
demographics, account reconciliation, etc.

If the consumer is not a first-time buyer or, is a first-time buyer and thus, has

30  been assigned a purchaser 1.D., the logic proceeds to a decision block 332, where the

billing server component 62' determines whether an order by this particular consumer

should be denied. More specifically, the billing server 34 determines whether the

purchaser 1.D. is valid. If not, the consumer placing the order is notified in a

block 334 and the PPP connection between the billing server 34 and the consumer's

35  computer 42 is disconnected in a block 336. The logic then ends in a block 338, On



32. The conputer-readabl e nmedium of C aim 31, wherein the plug-in conponent
obtains the access information by: (a) transferring the tranhgaaQT @2
-identificaf the billing server 10 to identify the order .. and
~(b) obtain?ﬁgﬂgﬁagccess key fromthe billing server, mhereiﬁc?ﬂgsgﬁg@%s key
is assigned to the order identified by the transaction identification, and
wherein the access key is used to claimthe ordered product. 33. The

- conput er -readabl e nmedi um of Caim32 h&#tng a further 15
conput er - execut abl e conponent conprising a billing conponent for verifying
the order placed by the plug-in conponent, wherein the billing conponent
verifies the order placed by: (a) providing the transaction identification

to the plug-jn conponent. once the internetwork communi cation link.with the
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t el ephone c nj i i i thergiL]i I 1ol S E S by the
pl ug-in con%g%ge%n P%ayﬁggﬁeﬂgot%ﬁ{héﬁpﬁrlégdé I{eﬂgméaogjls%lrﬁn&osf §%E@ih%1b4;3, erein
t he bi | | i ng 2BsastapbReifentifies themopsunerasthe peodyriyderad Corpsednsht Duiand then
g ncrypt e@t VQJtilﬁi'hQ NseRfer Bhte A8 El@té@t am_el,e&ﬁdpmglfigrsg id@tﬁanedii Lk ibhgal sqisRaaent

i sconnects the internetwork conmuni ion |ink w e in rver.
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30 provided ﬁﬁmﬂhkﬁéﬁgiﬁé’%%‘? . 36. The conputer-readabl e medi um of

el e
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bi | i ng1§er wensun®®. cohfpater 42 pustelledr eadhaltiee pivedinfii. of AC ratedh 3Bgvewhearwi n t he
prem um 10 i L i Nk -abl | Witah L. L1 ng server
is adm ni st tgggﬁﬂﬁkg{&gafg{}gyﬂg@hggg \t/}‘lﬁcy(;glf)/?rgé?lgedrnav%%ﬁ%ﬁﬁ ca %%ﬁ%‘?gljg nléagc har ge
for the or dé’ﬁé&elp%%@tewghﬁhm PRB eonngetion torthe bilingserven 34 80 hah ey amayt ed wit h
t he prem umdbedie abwRBE to RMtamAR icomeht thisy alesird. haleats] edeeiionr s16¢ic35204 t he
duration of the premumtele t}oniﬁcgmmn*aﬁﬁ%i ﬁn link with the billing
server. 15 szf’ea‘Fﬁém sr‘r‘ﬁ‘h?g‘?’mg‘é&)& F RESATBBHEISF: o ai m 39 having a furt her
conput eR0execut alfinge e PP cnrmrecticrohgsrtiesn ngjaklisbed, [thenlygisqrpsedsto af decisjpnocessi ng

the order plypgRdshvHeREt fhdifhides iCREBINE YerverB8 hed Redib& dé {rhﬁsa&ioﬁxqrmonent

processes the order by: (a) providing the plug-in conponent, with a prem um
t el ephone 20679 55Oy Hct‘%‘pg‘gefélﬂ“?’g'gg f‘ﬁéﬂg"r %‘%SWH’F{Se‘FWéS cRiREcat i on

link with thecdsstd pramisecament. &fmbt( docisidr Block B Brmerelyrepeatedninein such
conmuni cat | Qﬁ'né 5&“&@"&5&&&%8 199 "RYEL v&L RIS redefved> E}@bllogi%h&g(:eeds to a

25  block 356 where the billing server obtains the Automated Number Identification

(ANI) of the PPP connection between the billing server and the consumer's
computer 42 from the access server 38. The ANI is logged by the billing server 34 in
the product and information database 64 and is also used for accounting, reporting
and recordkeeping procedures. In addition, the billing server obtains an Internet

30  Protocol (IP) address that was assigned to the consumer's computer 42 by the access
server 38 when the PPP connection was established. As will be described in more
detail below, the billing server 34 will transfer the transaction I.D. and consumer
computer [P address to the merchant server 39 in order to retrieve the access
information desired by the consumer.



(i) establishing an internetwork conmmunication link with 25 a nerchant
server connected to the internetwork which supplies the accesg oCTf 2002ati on
-for the ordeyedypisgsiuct; and (ii) forwarding the order for tm?ﬁwﬁﬁﬂﬁﬁ6to
_the nmerchant server via the internetwork comunication |ink. e
conmput er - r eadabl e medi um of O ai m 40 having a further 30
conput er - execut abl e conponent conprising_a merchant conponent for supplying
- the access information for the ordered pf®bduct to the plug-in conponent,
wherein the merchant conmponent supplies the access information by: 220
CT 2002 -43 (a) assigning an access identification to a designated
conmuni cati on session betmeen the consuner's conputer and the mer chant

server; (b) aSS|g ai i ng the o d
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20 Next, in a block 370 shown in FIGURE 20B, the blllmz server 34 establishes

- an Internet connection with the located merchant server 39 using the IP address

obtained in block 368. Once the connection has been established, the billing server
transfers the transaction I.D. and the IP address for the consumer's computer 42 to the
merchant server 39 in a block 372. As will be described in more detail below, the
25  merchant server 39 will send the billing server 34 the information necessary for the
consumer computer 42 to access the premium content in response to the transaction
LD. received from the billing server 34. Accordingly, in a decision block 374 the
logic determines if the billing server 34 has received an access I.D., password and
URL for the premium content from the merchant server39. If not, decision
30  block 374 is merely repeated until such time as the billing server 34 receives this
information. Once received, the billing server 34 forwards the access I.D., password
and URL to the consumer's computer 42 in a block 376 so that the consumer's
computer 42 may launch its Web browser 51 with the appropriate URL, establish an
Internet connection to the merchant server 39 and provide the merchant server 36
35 with the access I.D. necessary for accessing the IP session the merchant server 39 has
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ordered product. 46. The conputer-readabl e nedi um of C aim45, wherein the
billing conponent al so provides said conputer with an encrypted version of
t he product ordered before the plug-in-¥onponent di sconnects the

i nternetwork connection with said conputer. 10 47. The conputer-readabl e
medi um of C aim 46, wherein the plug-in conponent decrypts the encrypted
version of the product with the access key provided said conputer by the
billing conmponent. rTEut er - readabl e .nmedi,um of C aitg}:44, wher ei n
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ed

access the ordered product 2.2 -45 whil e the ‘consuner, conput er
and the bi | g SwhlFss e ensafinc F0a F £ORMES OMPHIEY dRrAIFEReRbIA | nk.
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cal cul at es &oBpuieyd2 gl theeconsumere QoPPYER L re9rdgss the fromivgr sopetdander ni ned

r ag e az soci %&tﬁﬂlis\gbi B ﬁiehﬁmr edti 'nHéﬂdnetle@@@ﬂl%g:mBPWﬁh b QRerhiufkrefpRoriene .

ordered produc .t uration. prem um t el ephone co ni.cation lin

et veon | he 106 e et s ietine il be hifea e eudery EReRGs so8 et

conput erdr eacabt 3 dischinneatofromdl the mefdhantsamiengd? én & block 881.c Thpidger foestrcut abl e

conponent  CofRLs Sdrpst c%nﬁbh@ﬁ b9 (hX A0 R bIbQ 389 aci ng the order for the \

product, whereln ﬁjh E_I u%- | n corrponeigt pl aces the order for t h%eq%r oduct by:

(a) providing a d SSH 1€ dMPisEented Ve e FREFCHFN SRSSATaBAIRNAYA BRI 5 t o

sel ect the proddwcthe dilindseren 36 wdth avadsk ynfointdtied td the ordeeedogromliugi cdayent,he

CONSUMEr S {5 shown in more detail in FIGURE 21. The logic begins in a block 390 and proceeds

25 to a block 392 where it determines if the direct Internet connection between the

merchant server 39 and the billing server 34 has been established. If not, decision
block 392 is merely repeated until such connection has been established. Once
established, the logic proceeds to another decision block 394 in which the merchant

session gateway component 65 determines if the merchant server 39 has received
30  from the billing server 34 a transaction 1.D. identifying the ordered premium content

and the [P address assigned to the consumer computer 42. The consumer computer's

IP address is logged in the product database 67 of the merchant server 39 and is used

later by the merchant server 39 to verify that the merchant server 39 is transferring

the ordered premium content to a valid IP address, i.e., to the appropriate consumer's
35 computer.



t el ephone service provider; and (b) establishing the prenm um communication
I ink with the billing server using the prem umtel ephone nunb‘eé orbrTOE ed by
fis

-the billingwghygjeesonmponent. 20 53. The conputer-readabl e @g%? aim
50, having a further conputer-executable conponent conpri si 23’

" conmponent for supplying the consumer conputer with access to the ordered
product, wherein the nmerchant conponent supplies the access to the ordered
product by: (a) assigning the access idehltification ; 25 (b) assigning the
password; and (c) generating the locator. 54. A conputer-readable nmedi um
havi ng a conput er - execut abl e conponent for supplying a consumer conputer
connected to an internetwork of conputers and server's with access to a

product ordered by t he.cons re 30 the. co ter-exec
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o108, coormRen, it AEGRUNEDE ohE R g R A e by he

merchant server 39 has received a requcst from the billing server 34 to deny access to

the consumer's computer 42. As noted above, when the billing server 34 detects that

25  the consumer's computer has terminated the PPP connection with the billing server

and disconnected from the premium telephone line, the billing server 34 transfers the

transaction 1.D., consumer computer's IP address and the access 1.D. originally

assigned by the merchant server, to the merchant server 39 in a request to deny

further access to that consumer. Therefore, until such a request is received, the

30  decision block 398 is merely repeated. It will be appreciated from the description

above, that while the merchant session gateway component 65 waits for the

consumer's computer 42 to terminate the premium telephone call, the merchant

server 39 will transfer the premium content to the consumer's computer 42 (and such

transfers will be governed by the Web server component 63 of the merchant

35  server 39) and the consumer will continue to access the premium content while being



'58. The conputer-readabl e nmedi um of O aim 54 having a further
conput er - execut abl e conponent conprising a plug-in COh‘pOﬂGﬂtZQOﬂ[ﬂbﬂﬂgl ng
-the order {\QyqolshgsProduct, wherein the plug-in conponent pl or der
_by: (a) enabli ng a consuner to place the order for the pr odggﬁi’sép@ﬁ
establishing the prem um conmuni cation |ink between the consuner conputer
and the billing server using the prem umtel ephone nunber provided by the
billing server; and (c) forwarding the3érder to the billing server via the
prem umtel ephone comuni cation link. 10 59. A nethod for ordering a
product over an internetmork of conputer systens, wherein the product is
ordered by a consuner's conputer connected to the internetwork, the nethod
conpri si ng: ) | i shin emu teIe one con ctlo the
consumer' s E’éﬁﬂ gpﬂ daérﬁ’qui P‘E‘B’ 8’% @’ét%&vef ttﬁaé‘s efﬁeq“ﬁeﬁ\ﬁo

(b) during tdsmsumemncumpmai @olﬂownloadmnbctordnned)@tmem tdment,oﬁsumerchmtcorrput er
e Dt 8 SRUE e {oabuB ) S (e O SUIP RO UL brelohllyaccess

i nformation conpri sl n%gan access |denti cation to desi

comuni cat i gaAnsierees Bhihsilies ferverd 4 onvani thad lhkﬁﬁfﬁ%@mnﬂ"hpﬁﬁr ehtst server
connect esl t grdeh@ FEemiunh ebmeﬁtvwrtke c@nm&ismradoﬁ dle.,th&i it 1B adfRsPsfigeed
product, a locator for th% g uct .ident.i rlm | ocat i of the
o1 der e pr oBTERTEr? (PP FRGHR CGOPBA BEMIGE Ot s M SPRGRIG k. (i 1)
est abl i shi ngddrkss thewnerchat servér 39dnsetotdddn ithetewoeyy t he consuner's conput er
and the nerchant gged yRry mﬁg,u@&&ea%éegsnﬁ%c@m% AhaBD sessih! dalewn

transferri ng t he ordere c@ fromthe merchant server | nsuner's
conput er. 6EOMAMENHRY fes theypaepesd. D £ 4t 9oBsuress i raddiesgpreyigysly @iehnat i ng
the prend umd e;bealmmrswmﬁwdrmmotﬂkmma&umrssompmtpmﬂanmdoﬁchghhl l'ing

Server, andacces rom,tﬁe a 31% C¥ ﬂ) Segglﬂ? wlﬁl g}e?chgﬁaﬂf’eg.%h §)I’ C%Rs%agér{?lgr &g pr OdUCt

based on a predeternine Ion o 1 ephon
connecti on 5@4%1@:}5 waﬁgmrn%loemmura% P the |meir<m3n%&qr‘o§rand 2 2

OCT 2002 48a:61ao [dhger NRERS Ah® Ipréphidmtéiflent | UTh) §dgi€ @MR¢ Sndiéhian@béssiont he
prem um tel ephone connec;dL5 bet weengltﬁléfé@?nsurrer s conputer and the

billing ser@g?w?%cqr%?%ew ene(ngfmt? ing a request to deny the order
for thelproduct Hrwibhte appeecizidd bynthoseofvedinary skikk imehrecdratiat emoevtbe PPPa an

I nt er ”etWOfE ?tlﬁ'tﬁpﬁx#t@gerﬁﬁts%ﬂghrﬁ%} h‘#plu{eEQZSaﬁ ‘éﬁégﬁﬂ 5 er“ﬁ““m E Server,

and (b) prohi urther tran e ordere uct to th
consumer' s Efﬁ‘ﬁjﬁ‘i’é? lephpne ’Pﬁé’aﬁﬁ?wtﬂls@d%%@k’hmﬁrSFfP{&e RERYIfT lgegwé;

billing the consumer for the duration of the premium telephone call using methods

well known in the art. Once the consumer's computer terminates the PPP connection

20  using the premium telephone number, i.e., "hangs-up," billing ceases, just as it would

with any other premium telephone call. The telephone service provider then pays a

service charge to the provider of the billing server 34, and pays the merchant its
portion for providing the premium content.

FIGURES 22A-22B are an overall diagram depicting the actions of the plug-

25  in component 52/consumer's computer 42, the billing server component 62'/billing

server 34, and merchant session gateway component 65/merchant server 39 in

parallel.  Consequently, FIGURE 22A depicts the consumer's computer 42

establishing an Internet connection to the billing server 34. The consumer's

computer 42 then transfers the product 1.D. identifying the ordered premium content

30 to the billing server 34 as well as a merchant 1.D., advertised billing rate and

purchaser L.D. In response, the billing server 34 transfers a transaction 1.D.

identifying the order back to the consumer's computer 42. The billing server 34 also

transfers the premium telephone number associated with the ordered premium

content and the actual premium rate at which the consumer will be billed for

35  accessing the premium content. Once the consumer's computer 42 has received the
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and the billing server. 20 63. The nmethod of C aim 59, further conprising:
prior to establishing the internetwork connection between the consuner's

conput er and o chan r t n n for
t he ordered prag‘gaug? fromtaf@g;%’gufn tglgéigrn\%}ekwgert Ege %%ﬁ‘gﬁﬁr%% éso(?ﬁcgmrr%u?er Vi a
the prenium tde$cep¢ﬂ§ﬁefrmmﬁé@t§mﬂ(bmdvde§h thererniws ighphone rsrhst transieared the

billing servefy eSpiMH@r @rver 8498n in&@&% ésﬂibﬂEHY%t PPI"\ cbﬁiélcti&?%ﬁuhﬁlem}lﬁahor he
password, and the ss id

Wherein est abFEhPhg T 8 T SAER e B B AR coTael b e ot BB B *
conput er &and ﬁrhmuuecmll&mm begey andra mnmnexésex)mp@&) 4P tramdfers ghet transaation Hdnt

server and ongeg dthQ%ﬂﬂx]’gﬁsten}é‘r H]s& Gt tﬁgbllﬂﬁf%eg'gcrtcgﬁgﬁeﬁf §£the E[Qdénlﬁ the
consuner's conpu Ing server Ining access to the
consumer' s cmﬁlﬁjtaqurwa{dh@oal&ap@m@rwﬁhﬁmwn n session identified by
the access identi fAdé@deir@n tl@en&ll(r@ seB‘Ve@\BktCBsﬁBhiHé@ aRdaewet dodrectidietonde chant
server. 2 2 ocr 3§ gt % miﬁgf t a%m 9 wherei n theﬁﬁéem um
t el ephone coﬁﬂeé'ﬁtfainbﬁew? Yo’ a(’J"F’%lcl ’Oﬂg[ O PRSP

. AY. A. A, U0A9. aAQr&&S to the merchant server 39. In response, the merchant server 39 transfers to

- A9. A9. A A, . @{e g%ﬁ’ef‘.ﬂ e e BramBtoy 1% - a«&%sélﬁ sévoﬁi 'and YRI/)
AACAY. AT, L AR AA, . A AyY. Ay A%SA]\ % A
AU A AY. Aal. »)g]uc }mlg q_u§e)|;1‘ l{yythe ]consumers computer4 to locate and access the desired

) ZP8N#r } xsni gitéthina] eoatdne ahearhcthd balinodeeadr Ga]maas]fa-a]ﬂceadcea]s tdheationlcdt)] cal cau

% \(,:\ﬁa} ca] ca] Ca@ﬁ%ﬁgi&o %%?]\Blﬁ %Lﬁfa] @g#lcgl%]cig%a Séfcga cae] g%]r(e:ce]‘ve§ a(]hcaa]cces]sca] ca] C
a] ca] ca] d4] capeanatidne e sqreumers) eamrigrdd)] saprorided japalnesmes 0PosEPRAREL | ' |
s ; (CCG; locates the merchant server 39 and the ?remlum content stored there using the URL

*q

* k k% & 8 d Z
)i e st d el eale At el Pleals ] Gelad ) oo oo
ON00061=1112g®n3p 3Bet AerchBHGEBEKShi th Fspouskcthl andrelmnt at]reex]Baa]'@aijecsat]xc a] ca]ca
LC a] C f"‘] ca] calcahéphredhtRlGRIS 3 6R]oAdunrs 2bmplieRd £ aliGR]I B laparkEiale8 B BE999:

. 4<<<5=]?2=0ssy5ing guahtime, shercoptip s Willcopfipes jocky Rillpd frdls) ting esepesiiectf ca) ca) ¢
a] ca] ca] ca] c afeanfuoadantdne a]aaas]ecm]e (P@Pomhﬁa:]:ca]bea]ecﬁ]thm]mﬁz]ma]smhqmte@kEAAABB

BBB- CMOCCCGD '
aJca] ca] ca]ca cgﬁ g%?ﬁ}%a% ‘ca %E‘(E:gr]eglar]g caﬁcdaﬁ%l& C%?cea (Lig]a!:gﬂ:g

I RV3W W@ \APYSmmEs “’:mmtmpm the PP connectlon the illing ends and the billing
m p&qgr svuxx/ &ém&‘im Rarlsirealdgadst o daycabealis &l Eﬁlﬁ]r&@&ﬁ@dt(%@h{@ﬂm&%h&t a] ca] ca

ool ol oo alec gl sl o et sl p S L spleel el oGl e
] ca] ca] ca] c/\apma]ltda]theactqnam]ara]ccmpmax] 42a(unless, of course, the consumer re- ordcrs the

L <ATYGZ&37 DS Rk O gﬁkgg']gcrg]@glp%ghfahca]aa Gkesboshoabeal cal ca

Ul ca] caU ca] ca calca alcaj ca cal ca! o}xsnid_

Zj e [ V] ca] ca] vea}‘b peaf*e& a]heztsqne qqaa@sat'@a]ve QIEEPRU AP ca] ca] ca
] ca] ca] ca] ca] Ca] ca}}'ma:uhe em‘d]j@ﬂib@&ment of the present invention has been illustrated

caU] bh] o3 TJEC%‘] Exyief cif‘]é']ca ST tﬁ%aj g Ehied Aah G GAE Rlefiy o2 o)

X () +, srsnggsiont Soreamgjes ledullisa] ca cal
ca] ca]U]ca] i:a] I@?ﬂl@a&pﬂ& }esa& qa]&ﬁbﬁaxula ?depaﬁadgai Rdes aproalalieal &2l m]{ca} ffJ]u
ca] cal] ca] ca ANNANA R I cMYj e

] c] ca] ca] ca] ESESFE cha‘b}%%ﬂd df]h(‘f%ff afe f{:&]%cpéf@? Bf&lé‘]\g(be\é(\]bgg"ffl&]% Jca] cau
] ca] cal] ca] c ahethdd &]ac gidptaldecdcamexgrkysr packageS€itidehdfe. In such cases, instead of

Joal oa] cal cafta) ooy A BEROANE S ERARCOTRBLRM MR SRBIEC) ool ca

] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca]ca]ca]ca
] ca] ca] ca] ca] ca! hx, n, n6t b{(?' K] | wmhc”YU] c] ca] ca] ca] ca] ca] ca] ca] ca] caU] ca]c
aJ cal ca] ca]calca]ca]ca]ca]lca]ca]ca]ca]ca]lca]lca]lca]lcalcalcalcalcalcal]lh

+BMro( 5: } xsni d_ZU] c] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca]l ca] ca] ca]ca] ca] ca]ca] ca] ca]ca] ca]ca]ca!:Vzf3*\ M7o(5:}xsnid_ZU]c]]ca]c
a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal ca] ca] ca] cal ca] ca] cal ca] ca] ca] C

NA NI 11 A IO A NN



10 10 10!/ @10%& ()- ' ( / @10%& ()- y!' f )Z}[<rS2

110%3&' ()-!' @, 110%& ()-!1@ ", ! 10%&' ()-!;3",!1109%& ()-109%& () -
FLOYER: () 7REEHOLS? 22 0CT 200
XL 31200& TR 1 100 ()-1SL) 1 109%& ()-!1' - &10% - & () - @ L | RODAIRI(OBSIGNL" | 1
0% ()-N#rP2 | XL 31 10% C@&10%&' ()-$109%&' ()- 10GG 10GG
10GG XL8! 10%46G& () - S! 6FL0%EGE () - S#rAwWW4P2 16°99s! 10% & () -
-5 99s! 109&' ()-"!8 fZU%0%R ()-!fZY%0%& ()-34-!10% | & ()-!!S&I0%& ()-1lyqa?P2
16°9! > "9%0%& ()-fF109%&' ()-S 9s! 10%& ()-!;
9s! 109&' ()-fF10%& ()-T 99s! 10%&' ()- " fZzX9P2 !fF4310%& ()-!1!10%& ()- Sf90
109& ()-1X *110%, & ()-! X*110%& ()-!C ,"%0%& ()-Z m uVy
1 S109%&' ()-y :!10%& ()-s10%& ()-#-10%& ()- 10 10 10! D& 8s! 10%&' ()-fm
I w | """ dEuMihe eSyrynted@rqdycty the ron@inger i3 vovidokwith-ap acoesgkey) oxclaigngunber y f 7
Ilg%& I( ?LE)OS/& "t'h'éﬁ?i#ﬁ(?oé/éf\esented upon delivery ?Lf Otg}qe& productlsa &Gg?t the ccénfgrc%f may §%$$$%Wd
Eu{//? . Syf (Afe %io%ct. l(xg Biﬁ%ng syste <-)tL the presen(t)iﬁ\’/ennon rrgz?y- 256 be usegi)té order
109&' () - S* 10p#8Hcks tha) IYEe(Ysed by Ob@E consubfd -dOYRIOf - predldriifd(méEpeAEPar &8dEu

Loo () -5 10%E LD éi%-(c{oﬁiﬁ%‘i’i’fﬁ%% REARS B ol 08 Comppy game iy g
109%& () - Ss9MesesthE)copsmEEyds fot allowed tobegambey ofghemavgupylppovided an access

109& () - " 10%ev( Whith 198N trurnd HAAEcdnputd@ése(protider) ) - * q* *dEDC
1 SS 109k () -, YMLOY& () - y10% () - L3G' 10% () - y10%& () - SELOYE () - *** &+t +++dED
C

1'S, $10%& ()- S, #10%& ()-S! 10%& ()-, - 10%& ()-LL10% ()-, 10%& ()-++8, g, , - - dEb
C 1S9."109%& () -y, ,

109 ()-S) MLOY& ()-S) mLOYB& () -, (410%& () - 9f & 10%&' ()- -p.s.t.u.v....bC

| SS910%& () -y10%& () - #10%& () -



10 10 1096109%& ()-y&0! 109%& ()-.)/z// ONOOJEbC

I SS, 109 () -yS10% ()-10% ()-ys' ! 10%& ()-v

Z109%&' () - y9109%&' ()-0061=1112dEhC ! SS 10%&' () - yY10%& ()-310%(QC-TL2002

109& () - Sy109& () - 109%& () - 2q2223j 33dEbC

| SOf &10%&' () - S$|v1100/& () y, #109%&' ()-y!! 1008 ()- y@L0%& ()-L9" 10%& ()- 34Z4445F
6dEDC ! S96#109& () -

109& ()- 9. - #109& () - yF+ 109& ()-y) mMLOY%& ()-S " 109%& () - F666666667bC

| SSMLO%E () -y10%: ()-$, 10%& ()- 10 10 10y910% ()-y@B10%: ()- 78E999: : b: dELC
| S1I0%. ()-1 109% ()- 10% ()-L310% ()- SyMLO%& ()- y9!10% ()-b::;K;

. 4<dEbC

| SSL0%& () - #410%%%&%{%%&%%?% ntidn AR EEN Gl d & dpers o savilege I EPC

1 S&0 10% ()-9.Z"
109& () - (10%eclejmet @b Jobed 3s-follows:>9227[ 2\ 2] 2dYNC !'S 10 10 10S810%& ()- L6
109& ()-5109& ()-f 3109%& () - 110%& ()-17] 20???>@@ABYNC ! SSsF10% u& () - @

10% u& () - @ 10%u& ()A ' detidd Wridiiide = g BAEYNC
1S9 10% u& () - 53/10% N () > S10% u&' ( %#&%%eﬁhéé}?ﬁ%‘%& Y0% UL () - BB;
BBB- CMCdEYNGYStefps; #wgsir, tby . product 1s ordered from a computer connected to the

10% u& (3- yfintéﬁf’étw&k(and%xpiaﬁ&/d b 4 berkeeorfiebied 8 108bi8elw i CHDRIERRGDTDxm
bC ! S#, - 109&Z& 10-u 10-u

10 uy (" 10% §& S’§§ |er0% u& ()-9%10% u& ()-S$10% u&' () - TD DdDsDDEF~\ : nbC
T &1099BOB& () - ! &1q&)rB+BStablishingkd 06Mred8O1 petwe IH26oR Huter ahA WsSeryer! sm

&‘iﬁﬁi&d) Fﬁ%@%%%%ﬁ%&mm Seliorgre () Wik Mmor C 1110

10! S* &0! 109&' () -! X &0!(bDY& t(apsfemng a transaction identification from the server to the

VEO! 1061 & S &y heBAHE i QRS A () -
| 4, MVLOY& ()- #3%?&;{1 tg‘j:gemg tﬁ: p:o( ul:Y dedfid %“))ﬁ %&@gﬁ% WM drdereP4H8

(c) terminating the connection between the computer and the
server via the internetwork of computer systems;
(d)  establishing a direct connection between the computer and the
15  server;
(e) transferring the transaction identification from the computer to
the server to identify the product ordered and the computer ordering the product; and
® transferring an access key assigned to the product ordered and
the computer ordering the product from the server to the computer that is used to
20  claim the product ordered by the computer.

2. The method of Claim 1, further comprising:

(a) while the computer is connected to the server via the
internetwork of computer systems, transferring an encrypted version of the product
from the computer to the server; and

25 (b)  after transferring -the access key from the server to the
computer, claiming the product ordered by the computer by decrypting the encrypted
version of the product using the access key.

3. The method of Claim 1, wherein the direct connection between the
computer and the server is established via a telephone link administered by a
30 telephone service provider so that when the direct connection between the computer
and the server is established, the telephone service provider automatically charges for
the telephone link and the product ordered.
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7. The method of Claim 1, wherein the access key is selected from a list

of predetermined access keys.

10 8. The method of Claim 1, wherein the direct connection between the
computer and the server is terminated before the access key is transferred if the order
of the product is denied.

9. The method of Claim 3, wherein the direct connection between the

computer and the server is terminated before the access key is transferred if the

15 transaction identification is not transferred from the computer to the server within a
predetermined time interval.

10.  An apparatus for ordering a product from a plurality of computers and

servers connected to form an internetwork, the apparatus comprising:
(a) a consumer’s computer comprising a network interface for
20  connecting to the internetwork, a processing unit coupled to the network interface,
and a storage medium coupled to the processing unit, the storage medium containing
program code executed by the processing unit for placing an order for the product by:

() establishing a connection to the billing server via an
internetwork communication link; and

25 (ii)  transferring the order to the billing server via the
internetwork communication link;

(iii)  terminating the connection to the billing server via the
internetwork communication link after the transaction identification has been.
received from the billing server;

30 (iv)  establishing a connection to the billing server via a
premium communication link; and
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(b)  abilling server comprising a network interface for connecting
to the internetwork, a processing unit coupled to the network interface, and a storage
5 medium coupled to the processing unit, the storage medium containing program code
executed by the processing unit for processing the order for the product placed by the
consumer’s computer by transferring a transaction identification to the consumer’s
computer via the internetwork communication link, which identifies the order placed

by the consumer’s computer.

10 11.  The apparatus of Claim 10, wherein the program code executed by the
processing unit of the billing server further processes the order placed by the
consumer’s computer by transferring an access‘key assigned to the order placed by
the consumer’s computer after the billing server receives the transaction
identification identifying the order placed from the consumer’s computer.

15 12.  The apparatus of Claim 11, wherein the program code executed by the
processing unit of the billing server further processes the order for the product placed
by the consumer’s computer by transferring an éncrypted version of the product to
the consumer’s computer via the internetwork communication link before the
consumer’s computer terminates the connection to the billing server via the

20  intemetwork communication link.

13.  The apparatus of Claim 12, wherein the program code executed by the
processing unit of the consumer's computer further places the order by decrypting the
encrypted version of the product using the access key transferred to the consumer’s
computer by the billing server via the premium communication link.

25 14.  The apparatus of Claim 10, wherein the consumer is automatically
billed for the order placed by the consumer’s computer by the premium
communication service provider of the premium communication link.

15.  The apparatus of Claim 14, wherein the consumer’s computer dials a
900 telephone number to establish the premium communication link.

30 16.  The apparatus of Claim 10, wherein the program code executed by the
processing unit of the billing server further processes the order placed by the
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is transferred to the consumer’s computer if orders placed by the consumer are to be

denied.

5 17.  The apparatus of Claim 11, wherein the program code executed by the
processing unit of the billing server further processes the order placed by the
consumer’s computer by terminating the connection between: the consumer’s
computer and the billing server via the premium communication link before the
access key is transferred to the consumer’s computer if orders placed by the

10  consumer are to be denied.

18.  The apparatus of Claim 10, further comprising a merchant server
comprising a network interface for connecting to the internetwork, a processing unit
coupled to the network interface, and a storage medium coupled to the processing
unit, the storage medium containing program code executed by the processing unit

15  for supplying the order placed by the consumer’s computer and processed by the

billing server.

19.  The apparatus of Claim 18, wherein the program code executed by the
processing unit of the consumer’s computer places the order for the product by:
(a) establishing an internetwork communication link to the billing

20  server; and
(b)  transferring the order to the billing server via the internetwork

communication link.

20.  The apparatus of Claim 19, wherein the program code executed by the
processing unit of the billing server processes the order for the product placed by the

25  consumer’s computer by:
transferring to the consumer’s computer via the internetwork communication
link,
(8 a premium telephone number associated with the product

ordered; and
30 . ()  apremium billing rate associated with the product ordered and

the premium telephone number.
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server using the premium telephone number.

22.  The apparatus of Claim 21, wherein the program code executed by the
processing unit of the billing server further processes the order placed by the
10  consumer’s computer by:

(a) establishing an internetwork communication link to the
merchant server after the premium communications link between the consumer’s
computer and the billing server is established; and

(b) forwarding the order to the merchant server via the

15 internetwork communication link.

23.  The apparatus of Claim 22, wherein the program code executed by the
processing unit of the merchant server supplies the order for the product placed by
the consumer’s computer and forwarded by the billing server by transferring access
information to the billing server which identifies: (a) a location of the product in the

20 plurality of computers and servers connected to form the internetwork; (b) a
designated communication session during which the consumer’s computer may
download the located product; and (c) a password for claiming the located product.

24.  The apparatus of Claim 23, wherein the program code executed by the

processing unit of the billing server further processes the order placed by the

25 consumer’s computer by forwarding the access information to the consumer’s
computer via the premium communication link.

25.  The apparatus of Claim 24, wherein the program code executed by the
processing unit of the consumer’s computer uses the access information transferred
by the billing server to locate and download the ordered product.

30 26.  The apparatus of Claim 25, wherein the program code executed by the
processing unit of the consumer’s computer terminates the order for the product by
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27.  The apparatus of Claim 26, wherein the program code executed by the

processing unit of the consumer’s computer calculates a charge for the ordered

5 product based on: (a) the premium billing rate associated with the premium

telephone number and the product ordered; and (b) the duration of the premium
communication link between the consumer’s computer and the billing server.

28.  The apparatus of Claim 25, wherein the program code executed by the

processing unit of the billing server transfers a request to deny the order placed by

10 the consumer’s computer after the premium communication link between the
consumer’s computer and the billing server is terminated.

29.  The apparatus of Claim 28, wherein the program code executed by the
processing unit of the merchant server invalidates the access information for the
ordered product in response to the request transferred by the billing server.

15 30. A computer-readable medium having a computer-executable
component for ordering a product from a plurality of computers and servers
connected to form an internetwork, the computer-executable component comprising a
plug-in component for ordering a product from the plurality of computers and servers
connected to form the internetwork, wherein the plug-in component places an order

20  for the product by:

(a) establishing a premium telephone communication link with a
billing server connected to the internetwork which processes the order for the
product;

(b)  transferring the order for the product to the billing server for

25  processing; and

(c) obtaining access information from the billing server via the
premium telephone communication link which is used to claim the ordered product.

31. The computer-readable medium of Claim 30, wherein the plug-in
component further places the order for the product by:
30 prior to establishing the premium telephone communication link with the

billing server,
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illing server;
(b)  obtaining a transaction identification which identifies the order
from the billing server; and
5 (c¢)  disconnecting the internetwork communication link with the

billing server.

32.  The computer-readable medium of Claim 31, wherein the plug-in
component obtains the access information by:
(a)  transferring the transaction identification to the billing server
10  to identify the order placed; and
(b)  obtaining an access key from the billing server, wherein the
access key is assigned to the order identified by the transaction identification, and
wherein the access key is used to claim the ordered product.

33.  The computer-readable medium of Claim 32 having a further
15 computer-executable component comprising a billing component for verifying the
order placed by the plug-in component, wherein the billing component verifies the
order placed by:

(a) providing the transaction identification to the plug-in
component once the internetwork communication link with the billing server is

20  established by the plug-in component; and
(b)  providing the access key to the plug-in component once the
premium telephone communication link with the billing server is established by the

plug-in component.

34. The computer-readable medium of Claim 33, wherein the billing

25 component also provides the plug-in component with an encrypted version of the

product ordered before the plug-in component disconnects the internetwork
communication link with the billing server.

35.  The computer-readable medium of Claim 34, wherein the plug-in
component decrypts the encrypted version of the product ordered with the access key
30 provided by the billing component.

36.  The computer-readable medium of Claim 30, wherein the premium
telephone communication link is associated with a 900 telephone number.
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from a merchant server located using the access information during the premium

telephone communication link with the billing server.

39.  The computer-readable medium of Claim 38, wherein the premium

10  telephone communication link established with the billing server is administered by a
telephone service provider which calculates a charge for the ordered product by
multiplying a predetermined rate associated with the premium telephone
communication link and the ordered product by the duration of the premium

telephone communication link with the billing server.

15 40. The computer readable medium of Claim 39 having a further
computer-executable component comprising a billing component for processing the
order placed by the plug-in component, wherein the billing component processes the

order by: -
(a) providing the plug-in component with a premium telephone
20  number used to establish the premium telephone communication link with the billing

server; and
(b)  after the premium telephone communication link with the

consumer computer is established,
@) establishing an internetwork communication link with

25 a merchant server connected to the internetwork which supplies the access

information for the ordered product; and
' (i) forwarding the order for the product to the merchant

server via the internetwork communication link.

41. The computer-readable medium of Claim 40 having a further

30 computer-executable component comprising a merchant component for supplying the

access information for the ordered product to the plug-in component, wherein the
merchant component supplies the access information by:
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(a)  assigning an access identification to a designated
communication session between the consumer’s computer and the merchant server;
(b)  assigning a password for claiming the ordered product;
(c)  generating a locator for the ordered product identifying the
5 location of the ordered product in the internetwork; and
(d)  supplying the access identification, password and locator to

the billing component.

42,  The computer-readable medium of Claim 41, wherein the billing
componeﬂt further processes the order by forwarding the access identification,
10 password and locator received from the merchant component to the plug-in

component.

43.  The computer-readable medium of Claim 40, wherein the plug-in
component er places the order for the product by creating a bookmark for the
ordcarecL[aoﬁttgjl which contains the premium telephone number used to establish the

15  premium telephone communication link to the billing server.

44, A computer-readable medium having a computer-executable
component for fulfilling an order for a product placed by a computer connected to an
internetwork of computers and servers, the computer-executable component
comprising a billing component which fulfills the order by:

20 @) providing said computer a transaction identification assigned
to the order after an internetwork connection with said computer is established; and
(b)  providing said computer an access key assigned to the order
identified by the transaction identification after a point-to-point connection with said
computer is established and after said computer returns the transaction identification.

25 45. The computer-readable medium of Claim 44 having a further
computer-executable component comprising a plug-in component for placing the
order for the product, wherein the plug-in component places the order for the product
by:

(a) establishing the internetwork connection with said computer;

30 (b)  receiving the transaction identification provided by the billing

component;
(©) disconnecting the internetwork connection with said computer;
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(e)  returning the transaction identification to the billing
component; and
® receiving the access key assigned to the order identified by the

5  transaction identification which is used to claim the ordered product.

46. The computer-readable medium of Claim 45, wherein the billing
component also provides said computer with an encrypted version of the product
ordered before the plug-in component disconnects the internetwork connection with

said computer.

10 47.  The computer-readable medium of Claim 46, wherein the plug-in
component decrypts the encrypted version of the product with the access key
provided said computer by the billing component.

48.  The computer-readable medium of Claim 44, wherein the telephone
communication link is associated with a 900 telephone number.

15 49.  The computer-readable medium of Claim 44, wherein the telephone
communication link established by the plug-in component is administered by a
telephone service provider which bills for the product ordered via the telephone
communication link.

50. A computer-readable medium having a computer-executable
20 component for processing an order for a product placed by a consumer computer
connected to an internetwork of computers and servers, the computer-executable

component comprising a billing component which processes the order by:
(a) providing the consumer computer with a premium telephone
number for establishing a premium communication link between the consumer

25  computer and the billing server; and

(b) providing the consumer computer with access information
comprising an access identification to a designated communication session between
the consumer’s computer and a merchant server connected to the internetwork, a
password for claiming the ordered product, a locator for the ordered product
30 identifying the location of the ordered product on the merchant server connected to
the internetwork, which enables the consumer computer to access the ordered product
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(g_ " billing server is administered by a telephone service provider which calculates a
charge for the ordered product by multiplying a predetermined rate associated with
the premium telephone communication link and the ordered product by the duration
of the premium telephone communication link between the consumer computer and

the billing server.

10 52.  The computer-readable medium of Claim 50, having a further
computer-executable component comprising a plug-in component for placing the
order for the product, wherein the plug-in component places the order for the product
by:

(@)  providing a graphical user interface which enables a consumer

15  to select the product and be automatically billed for the product by the consumer’s
telephone service provider; and

‘ (b) establishing the premium communication link with the billing
server using the premium telephone number provided by the billing server

component.

20 53.  The computer-readable medium of Claim 50, having a further
computer-executable component comprising a merchant component for supplying the
consumer computer with access to the ordered product, wherein the merchant
component supplies the access to the ordered product by:

(a) assigning the access identification ;

25 (b)  assigning the password; and

©) generating the locator.

54. A computer-readable medium having a computer-executable
component for supplying a consumer computer connected to an internetwork of
computers and servers with access to a product ordered by the consumer computer,

30 the éomp,uter—executable component comprising a merchant component which

processes the order by:
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5 (b) providing the billing server with access information
comprising an access identification to a designated communication session between
the consumer computer and the merchant server, a password for claiming the ordered
product, a locator for the ordered product identifying the location of the ordered
product on the merchant server, to be used by the consumer computer to access the

10 ordered product from an identified server connected to the internetwork while the
consumer computer and the billing server are connected via a premium

communication link.

55.  The computer-readable medium of Claim 54, wherein the premium
communication link between the consumer computer and the billing server is

15 administered by a telephone service provider which calculates a charge for the
ordered product by multiplying a predetermined rate associated with the premium
communication link and the ordered product by the duration of the premium
telephone communication link between the consumer computer and the billing

Server.

20 56.  The computer-readable medium of Claim 54, having a further
computer-'executable component comprising a billing component for processing the
order placed by the consumer computer, wherein the billing component processes the
order by:

(a) providing the consumer computer with a premium telephone

25 number used by the consumer computer to establish the premium communication
link between the consumer computer and the billing server; and

(b)  forwarding the order placed by the consumer computer to the
merchant component via the internetwork communication link between the merchant

server and the billing server.

30 57. The computer-readable medium of Claim 54, wherein the billing
component further forwards the access information provided by the merchant

component to the consumer computer.
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| @BF" 109&' computer-gxeantable compongnt Lomposing (3 plug-in component for placing the
order for the product, wherein the plug-in component places the order by:
(a) enabling a consumer to place the order for the product;

5 (b)  establishing the premium communication link between the
consumer computer and the billing server using the premium telephone number
provided by the billing server; and

(¢)  forwarding the order to the billing server via the premium

telephone communication link.

10 59. A method for ordering a product over an internetwork of computer
systems, wherein the product is ordered by a consumer’s computer connected to the
internetwork, the method comprising;:

()  establishing a premium telephone connection between the
consumer’s computer and a billing server connected to the internetwork;

15 (b)  during the premium telephone connection between the
consumer’s computer and the billing server:

@) providing the consumer's computer with access
information comprising an access identification to a designated communication
session between the consumer’s computer and a merchant server connected to the

20 internetwork, a password for claiming the ordered product, a locator for the ordered
product identifying the location of the ordered product on the merchant server
connected to the internetwork;

(ii)  establishing the internetwork connection between the
consumer’s computer and the merchant server using access information; and

25 ' (iii) transferring the ordered product from the merchant
server to the consumer’s computer.

60.  The method of Claim 59, further comprising:
()  terminating the premium telephone connection the consumer’s
computer and the billing server; and .
30 (b)  calculating a charge for the ordered prodl',lct based on a
predetermined rate and the duration of the premium telephone connection between

the consumer’s computer and the billing server.
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5  the billing server to the merchant server via an internetwork connection between the
billing server and the merchant server; and
(b)  prohibiting further transfer of the ordered product to the

consumer’s computer.

62.  The method of Claim 59, further comprising:
10 prior to establishing the connection premium telephone connection between
the consumer’s computer and the billing server,
(a)  establishing an internetwork connection between the
consumer’s. computer and the billing server;
(b) transferring an order for the product from the consumer’s
15  computer to the billing server; and
(c) transferring a premium telephone number associated with the
ordered product from the billing server to the consumer’s computer, wherein the
premium telephone number is used to establish the premium telephone connection
between the consumer’s computer and the billing server.

20 63.  The method of Claim 59, further comprising:
prior to establishing the internetwork connection between the consumer’s
computer and the merchant server, transferring the access information for the ordered
product from the billing server to the consumer’s computer via the premium
telephone connection between the consumer’s computer and the billing server,
25  wherein the access information includes the locator, the password, and the access

identification.

64. The method of Claim 63, wherein establishing the internetwork
connection between the consumer’s computer and the merchant server comprises:
(a) locating the merchant server and ordered product with the
30 locator transferred to the consumer’s computer by the billing server;
(b)  obtaining access to the consumer’s computer to the designated
communication session identified by the access identification; and
(¢)  providing the password to the merchant server.
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