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Background of the Technology

[0002]United States Patent Application Number 20040087305 (publication number
10/635,804) entitled “Method and System for Cellular Network Traffic Redirection”
discloses a method within a mobile telecommunications network such as a GSM
network environment, for redirecting a home network (HPMN) operator's outbdund
roamers’ traffic to preferred visited networks or according to distribution control of the
home operator's determination. An embodiment of that type of outbound Traffic
Redirection (TR) solution is based on MAP signaling and is deployed on the network
side that is SIM independent and deals with handset idiosyncrasies. Since the filing
of that United States patent application, dozens of (HPMN) operators have deployed
or are about to deploy that type of MAP signaling-based network TR solution in their
networks. Furthermore, the GSM Association has also published its guideline IR 73

regarding this type of traffic redirection service termed as Steering of Roaming
(SoR).
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60/662 031) entltled “Method and Apparatus for Defense Against Defense Against
Network Traffic Redirection,” and a non-Provisional United States Patent Application
based thereon filed March 14, 2006 entitled, “Method, System and Computer
Program Product for Countering Anti-Traffic Redirection” teach such approaches for
an HPMN to counter possible anti-TR measures attempted by an VPMN.
[0005]Yet there is a need in the art for a means by which a first VPMN can neutralize
or defeat the technological measures by which competing VPMNs attempt to steer
away, or retain inbound roaming traffic in the face of that first VPMN’s attempted

inbound traffic redirection.

Summary

[0006] To further protect the HPMN operators’ investment in TR, the present invention
provides a set of technological measures by which a can counter anti-TR attempts
by undesired VPMNs in the coverage area of the HPMN's desired VPMN. This
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provi des a set of technol ogi cal neasures by which a can counter anti-TR
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[0009]Figure 2 depicts another possible routing option under an embodiment of the

present invention that does not use Translation Type (TT).

[0010]Figure 3 depicts yet another routing option under an embodiment using
franslation type.

[0011]Figure 4 depicts yet another routing approach under an embodiment of the
present invention that does not use translation type.

[0012]Figure 5 depicts yet another routing approach under an embodiment of the
present invention that does use translation type.

[0013]Figure 6 depicts an exemplary anti-ITR signal flow under the present invention
to defend against the ITR attack by a second VPMN.

[0014]Figure 7 depicts an exemplary signal flow of a genuine concurrent registration

under the present invention.

DETAILED DESCRIPTION OF THE INVENTION

[0015]According to the present invention, a solution for counteracting visited network
(VPMN) based inbound network traffic redirection (hereinafter “anti-ITR”) can be
deployed in the HPMN network within the signaling path, or in other embodiments by



(VPWN) based i nbound network traffic redirection (hereinafter "anti-ITR")
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type 0/unknown but w thout chan 0019] Sim | ar approaches can be
used to ri80t&Figpre §C@PP'ﬁ*§s§8b@§Oa]ef rroafymonoﬂ@rﬁn under an embodiment using

translation type. In this embodiment, all SCCP messages with CdPA (Called-Party-
Address) Numbering Plan E214 and CgPA (Calling Party Address) from a non-
HPMN are sent to DPC (Destination Point Code) of an anti-ITR module 300 with a
new destination translation type (e.g. 32) but without changing Rl. When the anti-ITR

300 relays the message back through a Roaming STP 301, the new transaction type
32 can be applied. In the new translation type 32, all SCCP messages with CdPA
Numbering Plan E214 and CgPA from a non-HPMN can be sent to DPC (Destination
Point Code) of an HPMN HLR 301 with a destination translation type 0/unknown but
without changing RI.

[0019]Similar approaches can be used to route all SCCP messages with CgPA from
an HPMN and CdPA from a non-HPMN and NP being E614 by means of an anti-ITR
solution under the present invention. Figure 4 depicts yet another such approach
without using translation type, and Figure 5 depicts a possible embodiment that
does use translation type.

[0020]Note that the SCCP re-routing options do not necessarily require the rerouting

of SCCP messages of E164 CdPA from HPMN to non-HPMN thru an anti-ITR
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an HPMN and CdPA from a non-HPMN and NP being E614 by means of an anti-ITR
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t hey sti l[do2apyisbédnceivable that agreements among internationally diverse operators, or
initiatives by industry groups such as the GSM Association, or even local laws or
regulations could be taken to oppose or even outlaw inbound traffic redirection. The
anti-ITR solutions of the present invention can be applied to enforce those initiatives
by defeating inbound traffic redirection. As the above example indicates, even to the
extent that these solutions fail to defeat inbound traffic redirection, they still may be
applied to monitor the occurrence of inbound traffic redirection and send reports to
the regulatory bodies, industry associations, or international operators concerned
with such violations or use of inbound traffic redirection.

[0025]One key aim of the proposed anti-ITR solutions under the present invention is
to hold the MAP Location Update message (when routed thru an anti-ITR solution)
regarding an HPMN outbound roamer from a new VPMN (say, VPMN 2) when that
roamer is already in the middle of a new location update in another VPMN (say,
VPMN 1) and the new VPMN (VPMN 2) has just been canceled with respect to the
same roamer. Only if the earlier location update is observed (via rerouting or

monitoring) to be aborted or ended with error (System failure, unexpected data
5



applied to nonitor the occurrence of inbound traffic redirection and send
reports to the regulatory bodies, industry associations, or international
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completed yet

3. HPMN HLR 603 sends cancel location to the VPMN 2 VLR/ITR 601
(redirected thru or monitored by the HPMN anti-ITR 602). The HPMN anti-ITR
602 noted the VPMN 2 to where the cancel-location is sent.

4. VPMN 2 ITR 601 solution fakes a location update as if the roamer were back
in VPMN 2. HPMN anti-ITR 602 holds the LUP message from VPMN 2
because HPMN is still in the middle of the LUP transaction with VPMN 1
regarding the same roamer and the LUP comes from the VPMN that a cancel-
location has just been sent to on the same roamer

5. HPMN HLR 603 sends ISD to the VPMN 1 VLR 600 (redirected thru or
monitored by the HPMN anti-ITR 602)

6. VPMN 1 VLR 600 sends ISD ack back to the HPMN HLR 603



conpl eted yet 3. HPMN HLR 603 sends cancel l|ocation to the VPWN 2 VLRI TR
601 (redirected thru or nonitored by the HPMN anti-I TR 602). The HPMN
anti -1 TRweQaoambed the VPMN 2 to where the cancel - | ocaPconsc@ecmeavs 4.

' P 2. [PARRNILT B8 8558, EVRORAAS e PRRA A TR b oakmRsE llBite ™"
HPMN i s still maonitores by dioé ¢1RIVINt &rdi-ITEP602)amRMdiNi Anti-IWR IB02RMted. thatetbar di ng

t he sanme roa t S the VPMWMN t hat a cancel - | ocation has
just been QamyeNd (8 e BT et e MM 605 Sende  TSD t o' {he VPN

1 VLR 600 (8ediR\Nd tamdi- -ITRr 602 endohUP e doythehteeldHRIVIN IR LUPTIG GPRIN 8. VPN
1 VLR 600 sen&;&lm,lk back to the HPMN HLR 603 6 WD 2006/ 099476

PCT/ US2006/ 00 HPMN HLR 603 sends LUP ACK to the VPW 1 VLR 600
(redirected thru or nonitored by the HPMN anti-I TR 602). HPWN Antl-ITEOEZSOZ
notes th VRIMN 1 LUP transacti.on i.s c eted 8. HPMN anti-| TR
sends Lugbgisﬁllﬁgurgnwﬁ@c AHEXRRREY g i@fl‘f"FIBW\&%%U'%W'PCWGQMGQ{'%@QQF| gure
7 depi ct ajrmi@r&veem‘ﬁi;@rﬁym@ngaml flow of a genuine concurrent registration
under the p i nvent i an i nbound roamner registered with

n. 1.
VPWN 2 is rrée "‘érﬁrh'a Wfi‘ﬁroéﬁm“iglste@d WBVKPMNZ |8 registeringaith VPMNT.HPWN HLR

703 (rediregt WMN‘F’iUVER"WseﬁdH LuPTtB H@MN HERNM A tebirdctEy (e NPfrdeit hi s
transaction i s not cogg "fpé\ﬁ‘]é%"t' HLR 703 sends cancel location to
|

VPWN 2 VLR | TRMOIR (7P -Iff Rr@Zd?O*f%mlq BarsacHoN {sotigpnleded vet TR
702) . HPWN amHPMN m@@%oe%ﬁstdaﬁcel\(!%’é\élﬂoﬁ thayminch VLWIT‘F@'?GF' reld%é’téﬂon s

sent. 4. VPWMN 2 VLR 701 sends a genuine a |l ocation update because t

roaner is i miEHiostrePRitored kY ithe ZntlﬂmoahtfﬂPMNWWGH%&D%I@@GS@MUP
message frorr\wrmdz%ome cahtdl lbcatidhid serth the mddle of the LUP

transaction with VPWMN 1 on the sane roamer and the LUP comes fromthe VPMWN
that a canteVAMNZ:YIR Wedssgndsta grimtinesa facation sipdatecbenause theraamer is

immediately back in VPMN 2. HPMN anti-ITR 702 holds the LUP message
from VPMN 2 because HPMN is still in the middle of the LUP transaction with
VPMN 1 on the same roamer and the LUP comes from the VPMN that a
cancel-location has just been sent to on the same roamer

5. HPMN HLR 703 sends LUP reject error to VPMN 1 VLR 700 (redirected thru
or monitored by the HPMN anti-ITR 702). HPMN Anti-ITR 702 notes that the
VPMN 1 LUP transaction is completed with error. HPMN anti-ITR 702 then
relays the held VPMN 2 LUP to HPMN HLR 703

6. HPMN HLR 703 sends ISD (redirected thru or monitored by the HPMN anti-
ITR 702) to VPMN 2 VLR 701

7. VPMN 2 VLR 701 sends ISD ack to HPMN HLR 703

8. HPMN HLR 703 sends LUP ack (redirected thru or monitored by the HPMN
anti-ITR 702) to VPMN 2 VLR 701

Other Variations

[0029]Provided above for the edification of those of ordinary skill in the art, and not
as a limitation on the scope of the invention, are detailed illustrations of a scheme for
generating and provisioning the CSI| of the outbound roamer in a wireless

communication network, who has moved onto a VPMN and is detected as being
7



5. HPW HLR 703 sends LUP reject error to VPMN I VLR 700 (redirected thru
or nonitored by the HPWN anti-1TR 702). HPMN Anti-ITR 702 notes that the
VPWN 1 LUNVOt2n@mmeaersi on is conpleted with error. HPMN antCTIUBR060@92051en
relays thg hel d VP%N 2 \5%@[\@0 HPWMN HLR 7 3 6. HPWN HLR 703 sends | SO

(redi rect'€8°tHNG Y Hin dNHIPertHs Yasiofions and moxificaions withippim spirg R 701

7. VPWN %f%&pﬁé&énﬂﬁ?@ﬂlohﬁm atolirse bWNtMHBSZQ?O%InWWIIH#%JQ@I s LUP
ack (redlre hru or gl%qltored gygthe HPWN anti-ITTR 702) to 2 VLR

701 Ot her®f S'E“ gimenin JeRtrhaNe @Y hedy dlisdnsedh & os dexaniie.i wh"@flnttl‘lese of
ordi nary cﬁéSbhH)ed Rridogindérits, MadpiRbnt Mertidn 1§ AL ARNRA bﬂﬁaﬁlgofptﬁnotket he

i nvention, .are detajled illustrations of a scheme for generating and
provi si oA of trieveel GSM mpbile etk the Bresent inventignraay elso heoeffentivelsit | on

net wor k, At a\h%@ﬂ)ﬂ a t
2006/ 09947 Fr@? udégo%rgobg%s %hs?gﬁsﬁ eq??\ﬁ ?Féﬁ tﬁéfpﬁﬁ%ﬁ‘ °F°‘%\IAQ on

vari at i orf@rmigidelpsammunigations; i emchgssqsl aretnorofally lvenfigwsé o dpevatat i on
Wil of GaHiIFS "RERET ndtdhd \‘ﬁhi% tl% h&ﬂ'{ ly bb'lséél b nhgfjn?a\%nt}'n'algralpﬁlgl gof the

enbodi rrents t hat have now een | ose
descri bed® mﬁm@%mhﬁheelphb@mmramt&vnated rsetwopdserrent ed primari I y from

t he oi I t.h es I nvention al so
be ef Pec[[? vjeB THe %pnﬁ)‘;el?rfﬁ% né p&%ﬁ w@%ﬁ?‘%&%ﬁﬁ 18 e llg{sga?v%fax%m;}le%t her
net wor k @Dntﬁmﬁbherec arer descrrbed esmgnisrms ahd @oAstruCtvdrawn eitgely SRS GBI\

nor mal | £ thin a etwork to which they

nor mal | § ng&glscfré:’%%gn%ﬁ?f?%i ‘{rﬁew(?}ﬁ’ﬁ?%rl’ |L|SFyO?gﬁ'leS§| 8% shrHlY et B‘? her
nei ghbor iimtgrpoeter doritriting metmbmuehvs@rtﬂr&e me&BOTHS eapAsHRIsast tHE YRjted kP

resent inventian etajled in the illustrative exanples contained here,
gre descr’lgBea&CH%‘)Wﬁgt @PM" gnﬁa'bot?%tqfueﬁ% Ahpioyided e qu%rﬁnlﬁsmpenﬂfn le

t el ephonyelecdmmsihicatidny medhkh\i\/emeliijdmgs\ﬁltmfuttllﬁﬁ@ﬁoﬁ*xﬂﬁah %@(ﬂl‘éuﬂ gep'Pn
invention to those nmedia. The capabi Yes of

the vi o1 TEIMGR MiEhecHiield fetierer N, g shoser QM@W@WA\@M@BRﬁhr ough
Sy 1By ol shanosrorChR R BT, KA PRS0 B KAL)
CDVA, I 8PP 8 normally used in a home or 'subscribed network, but also configured
for use on a visited or non-home or non-accustomed network, including apparatus
not dedicated to telecommunications such as personal computers, Palm-type or
Windows Mobile devices; (iii) an entertainment console platform such as Sony
Playstation, PSP or other apparatus that are capable of sending and receiving
telecommunications over home or non-home networks, or even (iv) fixed-line devices
made for receiving communications, but capable of deployment in numerous
locations while preserving a persistent subscriber id such as the eye2eye devices
from Dlink; or telecommunications equipment meant for voice over IP

communications such as those provided by Vonage or Packet8.



satellite phones or other nobile tel ephone networks or systens; (ii) any
so-called WFi apparatus normally used in a hone or subscribed network,
but al so wonheegueerd for use on a visited or non-hone oPCHa2@600E2bDNMEd
networ k, including apparatus not dedicated to tel ecomruni cations such as
personal conputers, Palmtype or Wndows Mobile devices; (iii) an
ent ert ai Nfeshnical meferengesat f or m such as Sony Pl aystation, PSP or other
apparatus that are capable of sending and receiving telecomrunications
over home or non-hone networks, or even (iv) fixed-line devices nmade for
recei vi n@sSMreo2nQzaX @7ex, Qurxcapabl e of depl oyment in numerous | ocations
whi |l e pr ﬁﬁ§l{/lv1l1qq a persistent subscriber id such as the eye2eye devices
from D i nky"or' 't'el econmuni cati ons equi pnent nmeant for voice over IP
comuni cag$mneiiguch as those provi ded by Vonage or Packet8. 8 WD
2006/ 0994767 PCT/ US2006/ 009295 Techni cal references GSM 902, Qr71X, Q70X
Qr7x, GIWM/BrateerrgphReaming 73 Steering of Roaming GSM 348SecurityOTA,
GSM 3104 &SsawaisbelmvoPaM 23119Gat ewayLocat i onRegi ster, GSM
408Mobi | eARadi 0 GSM 5_3122l\/bbi | eStatti onProcedure GSM 24008Mbbi | eRadi o,
GSMR201 1G31048Peewiy®@Phity GSMR53041 dl e MbdeSel ection GSM2901
OEr r or Netyén Rt @gte@%&ﬁﬁgﬁ Bie? WO 2006/ 099476 PCT/ US2006/ 009295

a sC

Abbr evi at1 ons reviation I'ption
GSM 408MobileARadio

GSM 23122MobileStattionProcedure
GSM 24008MobileRadio,
GSM22011ServiceAccessiblity
GSM25304idleModeSelection
GSM29010ErrorNetworkMpping
GSM 29002MAP



3G Third generation of nobile BSC Base Station Controller BCSM Basic Call
State Model CAMEL Custom zed Application for Mbile Enhanced Logic CDVA
Code Di viwoanoddab476pl exed Access CLI Callin Line |Identi PrcaatSeaa/002dPA
Called Party Address CgPA Calling arty Address CAP Canel Application Part
CC Count Code CB Call Barring CSI Canel Subscription Information DPC

Dest i nat iAlvbrewiationSode GVSC Gat ewa MSC GPRS General Packet Radi o System
GLR Gateway Location Register GSM d obal System for Mobile GSM SSF GSM
Service Switching Function GI dobal Title HLR -H HLR from HPWN HLR Hone

i w Hore—Puybl--e—Mpbite—Network | MSI | nternatignal
k,gﬁ?f ;OETFW Hon jont tﬁf,esqr@"fqo!l_at elligent Network |SG |International Signal
Gat eway AP | ntel|igent Nl ganeraf BIof Mobilen part 1 SD MAP | nsert
Subscri $ata | AM I ni t|iBaselglienconialiefge | DP Initial DP | N CAR message
| SUP | SIBGRMr Part | UP |NBgsiq GalhBlaimMogeht e MAP Mbbil e Applicatidn Part

CAMEL Customized Application for Mobile Enhanced Logic
CDMA Code Division Multiplexed Access
CLI Calling Line Identification

CdPA Called Party Address

CgPA Calling Party Address

CAP Camel Application Part

CC Country Code

CB Call Barring

CSl Camel Subscription Information
DPC Destination Point Code

GMSC Gateway MSC

GPRS General Packet Radio System
GLR Gateway Location Register

GSM Global System for Mobile

GSM SSF GSM Service Switching Function
GT Global Title

HLR —H HLR from HPMN

HLR Home Location Register

HPMN Home Public Mobile Network

IMSI International Mobile Subscriber Identity
IN Intelligent Network

ISG International Signal Gateway

INAP Intelligent Network Application Part
ISD MAP Insert Subscriber Data

IAM Initial Address Message

IDP Initial DP IN/CAP message

ISUP ISDN User Part

LUP MAP Location Update

MAP Mobile Application Part

MCC Mobile Country Code

MCC Mobile Country Code

ME Mobile Equipment

MNC Mobile Network Code

MO Mobile Originated

MSC Mobile Switching Center

MSISDN Mobile Subscriber ISDN Number
MSRN Mobile Subscriber Roaming Number
MT Mobile Terminated

MTP Message Transfer Part

10



MCC Mobil e Country Code

Mbobi | e Net wor k Code

VBl SDN MowDl2e0680b456 1 | ber

MI Mobi |
PCT/ US20
Nat i onal
O Csi

MCC Mobil e Country Code
| SDN Nurnber

VE Mobi | e Equi pnent
MO Mobile Originated MSC Mobile Switching Center
VMSRN Mbbi | e Subscrchhars2ieandi2ngy Nunber
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Nunmber
feature

| nf or mat|i
STP-H HANRRETP SRI - SM Se
FMNAch Poi nt  SSN
Ki t Appl i catResming Restricted due to unsupported feature

Servi ce
STK SIM

¢ TAROLL | ng |l ndi

oot

ang

lcted due to unsupp

cQvefr Thepkir i ganal _Poi nt Code SRl

Send Routi

15SISCCP Si gnall

Qriginating GAMEbubscriptiont InfaBTRti@ gnal _ Tr ans

f

nidroRisietRoaming Nomberi on For Short Message

RodmiBgNatlibwether SI M Subscri ber

| denti fy,

TRRI

RI Routing Indicator

SPC Signal Point Code

SRI Send Routing Information

SCCP Signal Connection Control part

STP Signal Transfer Point

STP-H HPMN STP

SRI-SM Send Routing Information For Short Message
SSP Service Switch Point

SSN Sub System Number

SIM Subscriber Identify Module

STK SIM Tool Kit Application

SM-RP-UI Short Message Relay Protocol User Information
STP Signal Transfer Point

SS Supplementary Services

TR Traffic Redirection

T-CSlI Terminating CAMEL Service Information
TP SMS Transport Protocol

UDHI User Data Header Indicator

UDH User Data Header

ub User Data

VAS Value Added Service

VLR -V VLR from VPMN

VLR Visited Location Register

VMSC Visited Mobile Switching Center

VPMN Visited Public Mobile Network
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SM RP- U Short Message Rel ay Protocol User Information STP Signal Transfer
Poi nt SS Suppl enentary Services TR Traffic Redirection T-CSI Term nating
CAMEL Serwoceodadasmati on TP SMS Transport Protocol UDPCTUESee060e4295 Header
| ndi cator UDH User Data Header UD nveat a VAS Val ue Added Service VLR -
V VLR from VPMN VLR Visited Location Regirster VMSC Visited Mbile
Switching Center VPM Visited Public Mbile Network 11 WO 2006/ 099476

PCT/ U820q6/ 009295 CLAIMS | claim 1. A nethod for countering a traffic
redirecti ' an i nbound roam ng nobile station in a Visiting Public

Mobi | e Net wor & (mé&tdd fc?ycoalnt@ilﬁg é’wt’!ai‘ficcrewﬁb%tioﬁ ofNer WitsduntiH3MMing H@n@et hod
conprising the, steps - ..~ _hol di on egistrati on nessage froma
second VPWN oﬁtai'ﬁn 'B@to\ﬁ'ﬁﬂﬂﬂrﬁwgﬁg&bﬂ?ifez‘ﬂorﬁw%bﬂét%ﬂ? motie Mobilg e
status of an NeﬂWEﬂt:j(B{PMN') fHeavib®ida coRpRisig theBlepsopm the HPMN to the second
VPWN on t he out bound roaner was a | ocation cancellation and the second

regi stration messaf@dingomserend eRaistEptiopVRessagentEom A Is6aaRN PdNwn pe

recei ved while a fpy h&heA bt f St P, f he
out bound r oaner isbbtgﬁﬁg@g?ﬁesgggﬁ%t t ggﬁgl\/ﬁl&%ﬁn e{tﬂeagt?%/gg(tgwg @{g{.'us of

the first registratm@pdiaieys agiousnmessagsusemgirometheeBMN rte ghs t sesbhdn
ogi atrat i on messagevi, e WibdiRER vibe §104HiEn Lanttfiibh: 3hy e
status of the firssecond registration message from the second VPMN on the outbound
roamer is received while a first registration message from a first VPMN
for the outbound roamer is being processed at the HPMN,
- detecting the status of the first registration message, and
- routing the second registration message for processing only on

detecting a failure of the first registration message.

2. The method of claim 1, wherein detecting the status of the first and the
second registration messages comprises passively monitoring the exchange
of registration messages between the VPMN and the HPMN.

3. The method of claim 1, wherein detecting the status of the first and the
second registration messages comprises actively monitoring (i.e. in the
signaling path of roaming messages) the exchange of registration messages
between the VPMN and the HPMN.

4. The method of claim 1, wherein the registration message is a Location Update
(LUP) message.

5. The method of claim 1, wherein the failure of the first registration message

includes aborting the registration message, rejecting the registration message

with error and time-out of the registration message.

12



second regi stration nmessages conprises passively nonitoring the exchange
of registration nessages between the VPMN and the HPMN. 3. The nethod of
claim 1, wbeneimdet ecting the status of the first and Phe/USs@comL9s

trat j t th |
pah of 1 oag naenaeae 8BS ARhby EokpMRRY B dtcllafns dpbtSiadhopen "
the VPMN and umlmwnesgageTmtrmmm BIPMN 40 thel seodier ePRIN bethieegicahgat i on

nessage is a Locaﬁtrlton Ug ékc masscgﬂ 5. The method of claiml,
wherei n the faF9eFdoHM ?‘F@gﬁ'sf oGl SANSHIAIN- ressage i ncl udes aborti ng

the registration nessage, rejecting the regl stration nmessage wth error

and ti me-ou% g,f t he regl gt[?ém 1(; ssage. WD 2006/ 099476

PCT/ US2006/ 6099§5mefiodrhk clalip hbgfubieg | F}W@'ngff@'mﬁewecé?ﬁﬂfidsrqggst@é'9@ct| ng
that the i Mediedsaby oRIRWAHG aBOEERBDf Fritirst FedBtdahisn HRMRE® the second VPWN
of the second registration message is a |ocation cancellation. 7. The

met hod of claim1, further conprising failing the second registration

message on getrpatmhét [ The
ot hod of | ol Al D e R oL L P A note s cage

i ncl udes abor indhiglestaborting e registsrtionsaessgae, m@nglth@regrﬁtratlegmessage on
message Wi thghldforand tlmmt%v;heﬁfegrﬁﬂs EMeSEAL | on message. 9. The nethod

of claim1, further conprising e second registration nessage on
detecting that the status of an imTedi ately previous registration msssage

00 e TS5, YRUNSRRG P UERESPE: 1o SURHERY' Blip6OHR SLiodl, Aeialibns.

redi recti on of an 1 nbound roam’ng nobi

Mobi | e Net wor me(s‘dﬁgé\l))nb;etecﬂhigrtlmtl?h@lstaiui\/bbah émmiseiately orévibtid\Jegistfagosyst em
conprising: - r obi n f\lZPI(/IBI observing at |east one registration

nmessage exchma?ﬁgﬁg%gf' PRARF A7HCTSTE HPMN, - a hol di ng bl ock for

hol di ng a second regi st ratl on rressage from a second VPMWMN for an inbound
roamer, kgaflrst |strat|0{1 e frama first VPMN for the
i nbound r oaHEA ?@t?félfﬁb EF%@E@%@d affiC rodirettion of an inbound roaming mobile

station in a Visiting Public Mobile Network (VPMN) by a Home Public Mobile
Network (HPMN), the system comprising:

- a probing block for observing at least one registration message
exchanged between the VPMN and the HPMN,

- a holding block for holding a second registration message from a
second VPMN for an inbound roamer, while a first registration
message from a first VPMN for the inbound roamer is being processed,

- adetecting block for detecting the status of the at least one registration
message exchanged between the VPMN and the HPMN, and

- a routing block for routing the second registration message for
processing.

11.The system of claim 9, wherein the VPMN and the HPMN are a part of a
wireless network.

12.The system of claim 10, wherein the wireless network includes GSM, GPRS,
3G, CDMA, WCDMA, TDMA, WLL, WiFi, WiMax and VoIP networks.

13



- a detecting block for detecting the status of the at |east one
regi stration nessage exchanged between the VPWMN and the HPMN, and - a
routi ng bWockodme476outi ng the second regi stration nmessageTfuseoospoeLssi ng.

11. Th t f i ,wh i ) P . th PIWN . t. of
w7 ol ese netanie SeBfe o kbl in HRRAE idekanEroonss sirBE ikt wor «
i ncl udes GSM beERREN thaGiPIINRd anNGidnatiobSTMLL, WFi, W Max and Vol P

net works. 13 WD 2006/ 099476 PCT/ US2006/ 009295 13. The system of claim?9,
wherein the probing block intercepts a signaling link between the HPMN and

an internat i1 4rie §8Rm Idk. cldifre 12y sherminthe probigl Blockhsisgivalyt RenRérebhBg bl ock
passively nonitaors the re istrgﬁi on rregiﬁqifgs@ exchanged bet ween the VPMN
and the HPMWN. registgfiondpessavesexehanoge e BYHVIN aBe dbe REMN.ock i s
coupled to the HPMN Roami ng STP. 16. The system of claim 14, wherein the
probi ng bl ock _actively nonitors the registration nessages exchanged

bet ween t he 1¥PR SHsterd 1RE glann®, whereietheyRioBRdOloek i§ apupledie the A

probi ng bl ock HEAMiR@ETP he registration nessages exchanged between the
VPWN and a HPWN STP. 18. A conputer program product conprising a conputer
readabl e medium including a conputer readable program code for countering

atraffic iWLegld i r o@ni i station in.a Visiting
ubl ¢ obi 18 PReredt DVARRy By ieheRB, R bisE St fombRidants. '« ne
conput er  pr ogegistrationduessageserciEnggd betvwemmpibe MPMIE add hhe HPMIGr am code
configured for holding a second registration nessage froma second VPMN
for an i nbound roaner, on detecting that the status of an imredi ately

previ ous re@l gheadystem ofetaimg®, Whereirt the sbMCbMERMdritors e reyiatationr oamer
frst  reg st MeraReaeedagisd pefbenerd YrRbbmne por VNS TRbound roamer 1s
bei ng processed,

18.A computer program product comprising a computer readable medium
including a computer readable program code for countering a traffic
redirection of an inbound roaming mobile station in a Visiting Public Mobile
Network (VPMN) by a Home Public Mobile Network (HPMN), the computer
program product comprising:

- computer readable program code configured for holding a second
registration message from a second VPMN for an inbound roamer, on
detecting that the status of an immediately previous registration
message from the second VPMN for the inbound roamer was a failure
and the second registration message is received while a first
registration message from a first VPMN for the inbound roamer is being
processed,

- computer readable program code configured for detecting the status of
the first registration message, and

- computer readable program code configured for routing the second
registration message for processing only on detecting a failure of the
first registration message.

14



- conputer readabl e program code configured for detecting the status of
the first registration nessage, and - conputer readabl e program code
confi guradofzo%mwﬁi ng the second registration nessagePCorusproemessi ng only

on detectin a f th r regi.str t|on Mess

2006 05046 kiR eD bridlin frghila 5oy GRBLr %85?'8%‘%%%%”8?3*&'%. m 17,
conpri si ng corgpodram cc&iedemﬁrgumdof@r aetecting tiooslatgiofethel M5t gial Bt sar@ntihe

st at us of thefirﬁs and t he second relstreﬁlon nessag ri ses

passi vel y noni"BYPTHIPN: MRESSAGRS, fRnRyises - Ba7aiy Sétmew‘f%@gsg*g%s% 2R rPft he

VPMWN and the Heyibiratith. mbssagespeiviienthe WPMN Bh@tcHPRfN.Cl ai m 17, conpri sing
conput er readable program code configured detecting the status of the

first and the second registration nessages conprises actively nonitoring

t he_exchanggoathe &&BphREF Bng‘Pé}anr%é@&ecﬁ aawwcérhsné(ﬁ’woﬁel?;%tér%ab‘%@

21. The conputer program product of claim 17, conprising conputer readable
program code @pdragueede conrfigused ideteating tB@o’iiWGlSr@fgihﬂ first japd ﬂ?ﬁs@&‘@éd on

detecting a syg f L S tr. g,gfﬁ Ryt er
program pr oductﬁgfaﬁloﬁal m 1 %béééo%%@ﬁ%e% a%m/& ter rea bll%e pr og@%m code
confi gured foregisirationgnessagee betneendpe k/PMN am\theelleN@é on detecting that
the status of an immedi ately previous registration nessage on the first

VPMN was a success. 15
21.The computer program product of claim 17, comprising computer readable

program code configured for failing the second registration message on

detecting a success of the first registration message.

22.The computer program product of claim 17, comprising computer readable
program code configured for failing the second registration message on
detecting that the status of an immediately previous registration message on
the first VPMN was a success.
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