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NOTICE OF COPYRIGHT

[002] A portion of the disclosure of this patent document contains
material that is subject to copyright protection. The copyright owner has no
objection to the facsimile reproduction by anyone of the software engine
and its modules, as it appears in the Patent and Trademark Office Patent

file or records, but otherwise reserves all copyright rights whatsoever.

FIELD OF THE INVENTION

[003] Embodiments of the invention generally relate to co-location
facility. More particularly, an aspect of an embodiment of the invention

relates to unified user login for global customers with multiple agreements.
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BACKGROUND OF THE | NVENTI ON [004] G obal conpani es that support custoners
in many different regions generally have multiple agreenents with the sane
cust oner .woheliagewenent s nay be established at the regi enalush@vwese97&cach
agreenent may be treated as a uni que agreenment with the custonmer with its
own set of requirenments, resources, etc., even if other agreenents nmay have
al ready been established with the sane custoner. This approach may be used
either because it is a traditional business practice, or because it is the
only way the underlying information system can support, or both. As the
nunber of custoner increases and/or the nunber of agreenents per custoner

i ncreases, t EBAGKGROINPAAENHEMNYENdONMnecessary overheads and costs for
t he gl obal conpanies as well as for their customers. -2- SUBSTI TUTE SHEET
(RULE 26) [004] Global companies that support customers in many different

regions generally have multiple agreements with the same customer. The
agreements may be established at the regional level. Each agreement
may be treated as a unique agreement with the customer with its own set
of requirements, resources, etc., even if other agreements may have
already been established with the same customer. This approach may be
used either because it is a traditional business practice, or because it is
the only way the underlying information system can support, or both. As
the number of customer increases and/or the number of agreements per
customer increases, the same approach can cause unnecessary
overheads and costs for the global companies as well as for their

customers.
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SUMVARY OF THE | NVENTI ON [ 005] For sone enbodi nents, a central relationa
dat abase is used to contain a set of tables and schema to associ ate

i ndi vi duavoagriegents with different | evels of access ripghtis2@asewser
per m ssions associated with different users associated with the sane
custoner. An asset hierarchical nodel is configured to enable grouping of
the assets in one or nore asset groups, and a user group nodel is
configured to enable grouping of the users of the custonmer in one or nore
user groups and according to geographically distinct co-location
facilities. A logical customer organization nodel is applied to group the
i ndi vi dual aéiﬂﬂgﬂﬁiﬁﬁﬂﬁibﬁé@ﬁéﬂﬁfﬁlﬂogical cust oner organi zati ons, wherein
t he groupi ngs can be regi on based groupi ngs, organi zati on groupi ngs and
depar t ment al [@¥dupi ngs Fousbmesembodintertdeacenirelaelasional dhtaregelis i s appl i ed
to enable a first user to login to an Internet portal using a first login
| D to access ugeflito sbnizhs atset bf talfies ahd asbemago@sgoaiatindivigudlo a first

| ogi cal custoner organi zation, and using a sanme first login ID to access a

second asset ggpedhentsi Wil dffep&it IQ\Vé?é'Bf aééégéjﬂld}ﬁsta‘hdtdt%rfp'&ﬁﬂssid?&' cal
cust oner organi zation. The unified login ID nodel also enable the first

user to | ogi %3580%99% 99 bler 3 b2 o s&aagéd'w thel DB ARSTe, O8F O e

assets in a secon asset acco r secon cust oner
or ganl zation.

centr.al, rel,at.i ona base ndthe host ed on
o o o asraChE A hiRe maaelila eliof AR A R §ro bl bastefity | RuLE
26) BRI EF DESCRI PTI ON OF THE DRAW NGS [006] The draw ngs refer

to

embodi nent s @NEtHEMPIQ RS SFOURS, AAKcEhuser group moggl i peifigused i@ GMBb@r e bl ock
diagrans that illustrate exanple enbodi nents of a gl obal custoner having
mul ti pl e agr geomgping pf dredusers of the cEstgmer il Gneoranbdieorderdjragpsand hat
illustrates an exanpl e enbodi nent of using different login IDs to access
di fferent asgetsrdirt geographically distinct co-location facilities. A logical

customer organization model is applied to group the individual agreements

into separate logical customer organizations, wherein the groupings can

be region based groupings, organization groupings and departmental

groupings. Unified login identification (ID) model is applied to enable a

first user to login to an Internet portal using a first login ID to access a first

asset in a first asset group according to a first logical customer

organization, and using a same first login ID to access a second asset in

the first asset group according to the first logical customer organization.

The unified login ID model also enable the first user to login to the portal

using a second login ID to access one or more assets in a second asset

group according to a second logical customer organization. The central

relational database and the portal are hosted on one or more servers

connected to the Internet.
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Figure 1D is a block diagramthat illustrates an exanpl e enbodi nent of
using a unified login ID to access different assets; and Figure 2
is a bl ocwodnagrraamt hat illustrates an exanpl e enbodi nerCTAS2@0089930 Of
agreenents; and Figure 3 is a block diagramthat illustrates an
exanpl e enbodi nent of |ocal and gl obal adm nistrators; and Fi gure
4A is a block diagramthat illustrates an exanpl e enbodi nent of an asset
tree; and Figure 4B is a block diagramthat illustrates an exanple
enbodi ment of user groups; and Figure 4C is a block diagramthat

Il lustrates an exanpl e enbodlnent of asset gr oups; and Figure 5is
a bl ock di agEBHEFHAES 5 1 MINGebhodi ment of the dat abase

tabl es; and Fi gure 6A S bIock diagramthat illustrates an
exarrple embod@0fdnt of di eairaWilrmcrtelﬂretowmbocﬂimﬁrﬁ%ou&@dnvamiwntm-whlch

Figures 1A and 1B are block diagrams that illustrate example
embodiments of a global customer having multiple agreements; and

Figure 1C is a block diagram that illustrates an example
embodiment of using different login IDs to access different assets; and

Figure 1D is a block diagram that illustrates an example
embodiment of using a unified login ID to access different assets; and

Figure 2 is a block diagram that illustrates an example
embodiment of groups of agreements; and

Figure 3 is a block diagram that illustrates an example
embodiment of local and global administrators; and

Figure 4A is a block diagram that illustrates an example
embodiment of an asset tree; and

Figure 4B is a block diagram that illustrates an example
embodiment of user groups; and

Figure 4C is a block diagram that illustrates an example
embodiment of asset groups; and

Figure 5 is a block diagram that illustrates an example
embodiment of the database tables; and

Figure 6A is a block diagram that illustrates an example

embodiment of an architecture that may be used; and
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SUBSTI TUTE SHEET (RULE 26) Figure 6B is a block diagramthat
illustrates an exanpl e enbodi nent of an architecture for user managenent

t hat may we 20si@d?227and Figure 7A is a bl ock di agcarastéiatnso97o
illustrates an exanpl e enbodi nent of information processed by the

perm ssion data store (PDS); and Figure 7B is a bl ock diagrans
that illustrates an exanpl e enbodi nent of rel ationshi ps anong different
information entities; and Figure 8A is a network diagram

illustrating an exanEI e enbodi nent of a network environment that may be
used; and igy(e eBagaiblock diagramithat ibusirates aoraxasyelepl e enbodi nment
that nmay be used; and Figure 9 is an exanple fl ow di agramt hat
illustrates anmuaieeat ehalbhidhdtechiré ifedussranahagement that aaydselased W t h sone
enbodi ments. [007]Wiile the invention is subject to various nodifications
and al ternatigxg fornms, specific enbodi nents thereof have been shown by way
of exanple in the drawings and will herein be described in detail. The

i nventi on shoul d be wAART SA90Y G RagREn tha i15Es LR, ARfdsCul ar forms
? 2 ?%e A9EEn %

di scl osed, but on the®contrar tionis to cover

Tod et oy e tal ST o M b SE088 il Aol BB ¢ 2

and

Figure 7B is a block diagrams that illustrates an example
embodiment of relationships among different information entities; and

Figure 8A is a network diagram illustrating an example
embodiment of a network environment that may be used; and

Figure 8B is a computing environment example embodiment
that may be used; and

Figure 9 is an example flow diagram that illustrates a process
enabling unified user logins, in accordance with some embodiments.
[007] While the invention is subject to various modifications and
alternative forms, specific embodiments thereof have been shown by way
of example in the drawings and will herein be described in detail. The
invention should be understood to not be limited to the particular forms
disclosed, but on the contrary, the intention is to cover all modifications,
equivalents, and alternatives falling within the spirit and scope of the

invention.
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-5- SUBSTI TUTE SHEET (RULE 26) DETAILED DESCRIPTION [8] For sone

enbodi nents, nethods and systens are descri bed to enable a service provider
to nore eWwbizeilned7y of fer its services to custonmers. Thecsarseeionsprovi der
may have nultiple agreenents with a custoner, and each of the agreenents
may be associated with one or nore assets of the service provider. The
assets may be geographically specific. The nethods and systens may enabl e
users of the custoners to access the assets using unified user logins. This
i s advant ageous over the traditional approach where a different user login
i s assi gned RETALESHRESHYIPTHON each of the assets. The nethods and
systens extend user nmanagenent capabilities to include asset based

perm ssi on nf@ERjenent . Fdsgbng empsdinassel mgtmgsandisgstémisrages and asset
perm ssions may be defined. A central relational database containing a set

of tables andieseiesmidBYathe aisfickPreviaeetd moks EﬁFdlé?ﬁlyrcﬁfeﬁ*tlt's%r\%@eé he user
groups, asset groups, asset trees and asset perm ssions. [9] sone

ebodi rent s, 14 BEARIAIUT 1AL S RIRAbTRIGITRND G| adoBiinine gﬁpevl te

(EBS) from oration o wood hore rnra an eragi ng

the Trading Community Archjtecture the O.a BS. O her
appl | cat | ons CHRGHIRY JeAESEheY T pOHeTRES TbRS BpsPHReEIIBABeRd syst erms
i nclude Data Col | ecti on Advantage (DCA), _Oracle ldentity Manager (01M,
Oracl e | nt er RAre@ssets of §ie(SPIYE PaoMicy- of e AsSets g1a\SOBSEPTENRIRZET ( RULE
26)

specific. The methods and systems may enable users of the customers to

access the assets using unified user logins. This is advantageous over
the traditional approach where a different user login is assigned to the
same user for each of the assets. The methods and systems extend user
management capabilities to include asset based permission management.
User groups, asset groups, asset trees and asset permissions may be
defined. A central relational database containing a set of tables and
schema may be used to store information relating to the user groups,
asset groups, asset trees and asset permissions.

[009] For some embodiments, the methods and systems
implement Oracle E-Business Suite (EBS) from Oracle Corporation of
Redwood Shores, California and leveraging the Trading Community
Architecture (TCA) from the Oracle EBS. Other applications from Oracle
that may also be used by the methods and systems include Data
Collection Advantage (DCA), Oracle |dentity Manager (OIM), Oracle

Internet Directory (OID), among others.
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WO 2011/ 072270PCT/ US2010/ 059970 [0010] I n the foll ow ng descri ption,

numer ous specific details are set forth, such as exanples of specific data
si gnal s, worgponeet7s, connections, etc. in order to provipde/ts2elosvagh
under standi ng of the present invention. It wll be apparent, however, to
one skilled in the art that the present invention may be practiced w thout
these specific details. In other instances, well known conponents or

nmet hods have not been described in detail but rather in a block diagramin
order to avoi d unnecessarily obscuring the present invention. Thus, the
speci fic det 00]set fdrthe éﬂlewhw@$§cr@kienpn1um¢roumaepe;ﬁf&tdeﬁaﬂs aee a¢l s may
be varied fromand still be contenplated to be within the spirit and scope
of the presefidrth,rauehtaoexarhles bif Speeifipalata sighaly, cohpotehts,| ed descri ptions
which follow are presented in terns of algorithnms and synbolic

represent at i @BRNOELHRCBRL i BRI Mo PréAdB il thok¥Udh hdbrSaRBIHES tRENDry.  These
algorithm c descriptions and representations are the neans used by those

killed int ' ti !
R N T e T,
d |1 i .t ] f- ' nt . st | eadi
o a dest red HdFPTeHHE BN dPaY PRATE TSN IoH] TBRSSFEe m ARSI at | ono
of physical quantities. Usually, though not necessarily, these quantities
take the for M ethesiirgiances walkKnaygheeMeosegis-aranekwssiavemnadery st or ed,

transferred, conbined, conpared, and otherw se mani pul ated. It has proven
conveni ent adescmw] inpétait bpatdtherf iora bleak aiegram incomentaugerd, to refer to

unnecessarily obscuring the present invention. Thus, the specific details
set forth are merely exemplary. The specific details may be varied from
and still be contemplated to be within the spirit and scope of the present
invention.

[0011] Some portions of the detailed descriptions which follow are
presented in terms of algorithms and symbolic representations of
operations on data bits within a computer memory. These algorithmic
descriptions and representations are the means used by those skilled in
the data processing arts to most effectively convey the substance of their
work to others skilled in the art. An algorithm is here, and generally,
conceived to be a self-consistent sequence of steps leading to a desired
result. The steps are those requiring physical manipulations of physical
quantities. Usually, though not necessarily, these quantities take the form
of electrical or magnetic signals capable of being stored, transferred,
combined, compared, and otherwise manipulated. It has proven

convenient at times, principally for reasons of common usage, to refer to
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-7- SUBSTI TUTE SHEET (RULE 26) these signals as bits, values, elenents,
synbol s, characters, terns, nunbers, or the like. [0012]It should be borne
in mnd, wWoweuar7227bhat all of these and simlar terns areTius2t18/08®3@cCi at ed
with the appropriate physical quantities and are nerely convenient |abels
applied to these quantities. Unless specifically stated otherw se as
apparent fromthe follow ng discussion, it is appreciated that throughout
t he description, discussions utilizing terms such as "processing" or
"conmputing” or "calculating"” or "determ ning" or "displaying" or the |ike,
refer to thethesd gnalsdisitsc ¥skies, elemeniangymiesls sgharaotersrtegns | ar

el ectroni c conputing device, that mani pul ates and transforns data
represent ed asmieys) @ahe(igkectronic) quantities within the conputer
systenlis registers and nenories into other data simlarly represented as

physi cal quapgdfdjes wi qﬂ%%d@@e%’ﬂ?ﬁ’éﬂrﬁhrﬁ’%@xﬁéﬁnﬁ%t 8% oPthes8HrRf ers, or
ot her such i nformatl on storage transm ssion or di sp ay devi ces. [0013] The

present | nveri il @la0al el rbe sk o aRRALR i hbopREl efogm%ﬂgae HigofReg 2t ons

herei n. This apparatus y cons equired

act i vat ed or a%gcaaﬁfym%% Eereribrd it epBlFa 0 Decorimiles, Eetsi,sX?}Lﬁter

Such a conput er ram nmay be stored in a conputer readabl e storage

medi um such 3§§C' ? statagbetherwise & arparamifrepgae dellaying diseeissi@nng f | oppy
di sks, optical disks, CD-ROVs, and magnetic-optical disks, read-only
menori es (ROm;aappneaiaﬂexﬂrﬂmmbmghenbﬂieedescﬁption, discussions utiIizing terms

such as "processing" or "computing” or "calculating" or "determining" or
"displaying" or the like, refer to the action and processes of a computer
system, or similar electronic computing device, that manipulates and
transforms data represented as physical (electronic) quantities within the
computer system's registers and memories into other data similarly
represented as physical quantities within the computer system memories
or registers, or other such information storage, transmission or display
devices.

[0013] The present invention also relates to apparatus for
performing the operations herein. This apparatus may be specially
constructed for the required purposes, or it may comprise a general
purpose computer selectively activated or reconfigured by a computer
program stored in the computer. Such a computer program may be stored
in a computer readable storage medium, such as, but is not limited to, any
type of disk including floppy disks, optical disks, CD-ROMs, and magnetic-

optical disks, read-only memories (ROMs), random access memories
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SUBSTI TUTE SHEET (RULE 26) (RAMs), EPROMs, EEPROMs, magnetic or optical
cards, or any type of nmedia suitable for storing electronic instructions,
and each wouplied2170 a conput er system bus. [0014] The al gomiushem/0a9vdo

di spl ays presented herein are not inherently related to any particul ar
conput er or other apparatus. Various general purpose systens may be used

Wi th prograns in accordance with the teachings herein, or it may prove
convenient to construct nore specialized apparatus to performthe required
met hod bl ocks. The required structure for a variety of these systens wl|l
appear from t(BéNt@sEPCF]%@MarEEBP@Ms,magnmi@om@ﬁim cafax) 05 pAy dypeesf | A and 1B
are block diagrans that illustrate exanple enbodi nents of a gl obal custoner
havi ng nmul ti phediaguiablerfosstofng tedeatronl®ihsraigtidres, aangl edod caupigdityaw t h

| ocations many cities worldw de. For exanple, the custoner 104 may have

| 'ocations incbafigsy dlemPpanghai 102, and Minich 103, as shown in Figure
1A. The custoner 104 'nmay be a custoner of a service provider that also

of fers servi ;N man [ L ervice
provi der rnalyT(ZOZ1 Ji'*}qui ni X)i_,hgleéégé&QP{S@&m@%@%t@%@??@r@ﬁa&eg%ce Equi ni x
connects busi esse? W t h gartners.aqd custo%rs ?ﬁound t he V\R;| d through a
gl obal pl at f SFATBRADAILACHP ALY RATLEH ALY MRRIGr OF OINEARAF AUSan 35100 de i t's
data center services to custoners at many different geographical areas. For
exanpl e, EquigeNRrahRyrpREfeSSIPmSteay be usrt avilyProsrAe 1N RBRroaNEe Withe
custonmer 104 to -9- SUBSTI TUTE SHEET (RULE 26)

the teachings herein, or it may prove convenient to construct more

specialized apparatus to perform the required method blocks. The
required structure for a variety of these systems will appear from the

description below.

Multiple Logins

[0015] Figures 1A and 1B are block diagrams that illustrate example
embodiments of a global customer having multiple agreements. Customer
104 may be a global company with locations many cities worldwide. For
example, the customer 104 may have locations in London 101, Shanghai
102, and Munich 103, as shown in Figure 1A. The customer 104 may be
a customer of a service provider that also offers services in many
geographical areas. For example, the service provider may be Equinix,
Inc. of Redwood City, California. Since Equinix connects businesses with
partners and customers around the world through a global platform of high
performance data centers, Equinix can provide its data center services to
customers at many different geographical areas. For example, Equinix

may have a master service agreement (MSA) with the customer 104 to
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use the data center located in Munich, and Equi nix may have anot her NMSA
with the custonmer 104 to use the data center located in London, etc. The
term "serwoeelpnreander” is used to refer to a conpany sech/us01lBgsdory t hat
provi des services to custonmers. The term "custoner” may be used to refer to
a conpany that subscribes to the services offered by the service provider.
The term"user(s)" refer to the enpl oyees of the custoner who act as
representatives of the customers and who are authorized to access the
services offered by the service provider. [0016] Referring to Figure 1A,
agreenent A 188 thegatrcenieotbcatestindiiunich, dad &atrix sray havebaeihenol,
agreenent B 110 nay be associated with a data center in Shanghai 102, and
agreenent C MSA il the astoneal @4 tovutd tiee datsacareat lecaica iNlwnclonlet. | n many
environnments, it may be necessary to have different groups fromthe sane

customer to hagaefthEER AR pradidReMERIsedh r8rdr e aSINp &R SUVAS EGuUItRS
conpared to having one nmaster agreenent. This is because each agreenent my

be different il (6Bs SERIASR ) hord STRURE ISR Br GndProdlshtbr e

agreenents 1 are w € Sane cust ormer yprcally,
when a user needs to access, the asset located in Laopdon, 1 t hat user is
host gned & uldE IR e MRADHEaL Sy oTEBen S Tt eervidReat AR OYdBaserdes “vant s t o
access an asset |ocated in Shanghai 102, a different user |login is assigned
to the user ByOYif. sEhe/irm wissiSHeeferdadhe enyroyers &f the qusiamserybed in
Figure 1C where user 180 needs to use user login | Dl to access the asset

| ocat ed i n Lawtasrd@tsentmtves obihe diXomers and who are authdrifed BUBSEISTUTE
SHEET (RULE 26) access the asset |ocated in Shanghai 102, and user login

I D3 to accesshd bervisesadffdrod dyadeiseriibepedvidél3. 1t may be noted that since
t he agreenents 105, 110, and 115 are different, the user 180 may have

different acqgsper i $RGRGLA et SdtebRRAl 401 A may oA dRateghanghai

102 and Muni 103. Wien the nunber of ‘agreenents and the nunber of users
o eae | TG I8 R Ay ORI B B SR B SRR o
'1Tustrates %vrlltheggg%l c(:aenter in Shanghai 102, and agreement C 115 may be

associated with a data center in Munich 103. In many environments, it

may be necessary to have different groups from the same customer to

have different agreements with the service provider, as compared to

having one master agreement. This is because each agreement may be

different in terms, services, etc. As shown in Figure 1B, all three

agreements 105, 110, 115 are with the same customer 104.

[0017] Typically, when a user needs to access the asset located in

London 101, that user is assigned a user login by the service provider.

When this same user wants to access an asset located in Shanghai 102,

a different user login is assigned to the user by the service provider, and

so on. This is illustrated in Figure 1C where user 180 needs to use user

login ID1 to access the asset located in London 101, user login ID2 to
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enbodi ment of using a unified login ID to access different assets. In this
diagram the user 180 is able to the sane login ID1 to access the asset

| ocat ed iwokondom7801, Shanghai 102, and Munich 103. ToPCEiSesmos99rhe
unified login ID as illustrated in Figure 1D, assets, asset groups, users,
user groups, |ogical customer organization, permssions, etc. need to be
defined as follows. Assets [0019] An asset can be a physical asset or a

| ogi cal asset. For exanple, a physical asset may be the data center, a
particular rack in the data center, a conference roomin the data center, a
cabi net, cageéscesethaorsas! lanated i Sbgnghdi 188s and sy lnginde3 taacerast

i nformation, perm ssion information, or any other features and

functional i t yhé hesettibeataddn Munich i 03edt hay be retpo sieat dimce the confi gured by
t he service provider under the terns of the agreenment. For exanple, when

the user 180 ab%ne@éa%ﬁ,'ﬁlf@?aﬁhﬁ% e(rBlléléfger%ﬁli,lthé‘ user 186 n§tal Rawent er in

London using the login | D1, the user W get visibility into the

{ﬁgi ﬁi"eraiESBﬁHr?ﬁS%%%&%Lh Wﬁ@%ﬁﬁgeﬁ%&%@%tﬁd%%n%h%ﬁ he | ogin 1D2,

assets located in

2 Tack or castebnan L end MinibE D3 SibPatie ALFER ohalie s AtnBRes above

associate an agreenent with a data center (at data center |evel), the
agreenent nayUAIRES Oh&ISaEsIDETaRSSd MANATING thegiss 19giBgapd theiyacyessHer exanpl e,
a service provider such as Equinix may have two data centers in London 101,
and an agr eetfenassetsitanie vargtcomgrled 04 in London 101 nay be applicable to
both data centers. Portal [0020] The users nay | ogin and access the assets
using a portal

Unified Login

[0018] Figure 1D is a block diagram that illustrates an example
embodiment of using a unified login ID to access different assets. In this
diagram, the user 180 is able to the same login ID1 to access the asset
located in London 101, Shanghai 102, and Munich 103. To implement the
unified login ID as illustrated in Figure 1D, assets, asset groups, users,
user groups, logical customer organization, permissions, etc. need to be

defined as follows.

Assets

[0019] An asset can be a physical asset or a logical asset. For
example, a physical asset may be the data center, a particular rack in the
data center, a conference room in the data center, a cabinet, cages,
networks, etc. A logical asset may be user account information,
permission information, or any other features and functionality that the
user is allowed to be exposed to, as configured by the service provider

under the terms of the agreement. For example, when the user 180 logs
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provi ded by the service provider. The users may use client conmputer systens
and browser software to connect to a network such as the Internet in a

cl i ent - sewoentignmyi7znonnent. The portal nay provi de opti orsTfuseomhsvoaser to
sel ect the |l ogical asset(s) that the user needs to access. For exanple, the
portal may include a user interface that displays a list of |ogical assets
of fered by Equinix globally. [0021] Dependi ng on the asset, a user may need
to use the right login IDto log into the portal and access the asset. The
portal may be associated with a rel ational database where user account

i nformati on imio the datacenterthéondpatisigaihedagiablBde theyser B30 witl @’inf i gur ed
to store other information associated with the users, agreenents, assets,
per m ssi ons, visibility into the logid&l-asSeBIdLAtdtEN SdAdON(RUL ESi2tilarigt whehe

rel ati onal database nay be associated with one or nore database servers

connect ed Wi {BirlgBeNSGinaDs, thEgsdrelstt windt vi5rirkasts thBYofiealCadetal | zed and
may be used to store information about all of the gl obal™ assets associ at ed

ith [ ' ineal ' ' 0022] Fi
2 s a ol ock ey froTrgoEs A raL A e b B I e & | o oups of

ts. For . nmbodi ts, | tipl ts. iated with th
sane. cust omeP HESALRSEH GHBRaS CBEL R CaPIE 47 RPHPBT S0SUF ORGTUGENt s. Each of

the groups of agreenents may be referred to as a | ogical customner

or gani zat i onAlthRygh t'ﬂ%é%@mﬁ’éﬁ FROVeRSBOCHIE @8l 2araeMeRt Withraydatecantons f or
each actual custoner organization. For exanple, the custonmer 104 may be
associ at ed wi(atrddtagieotdr leval}, dhe ageereraenizaty arso R asaociaz@6yitThaegiogi cal
cust oner organi zation 205 may be associated with agreenents 210, 211, and

212, while t hegidgieval). FoseRERIpl@rpee bt proticdd Sutmys ERLAsiS agd\phage W t h
agreenents 213 and 214. Further, since the agreenents 211-213 are

assoct at ed b (aRe BbefSh ViShiort 01 | 81 S3boRleTh Rl TRAAIGAY EPR 0305 | 5

al so associated wt e assets ASl- the | ogli cal custoner

or gani zati on. I I i h S - AS10. For sone

enbodi nent s, 'fﬁgn%(f%ﬁjg?gﬁé)g%g%‘?\é\q'é%?lééﬁgﬁﬁ]sgét%t%ﬁ%@ cal customner

organi zations is established based on input provided by the custoners. The
groupi ngs may, be regi on-based, organi zation-based, departnental -based, or

in any ways lthe customers wish to group them -1 3-

SUBSTI TUTE SHEET .( RULE_26
[0020]( T%e)users may login and access the assets using a portal

provided by the service provider. The users may use client computer
systems and browser software to connect to a network such as the
Internet in a client-server environment. The portal may provide options
for the user to select the logical asset(s) that the user needs to access.
For example, the portal may include a user interface that displays a list of
logical assets offered by Equinix globally.

[0021] Depending on the asset, a user may need to use the right
login ID to log into the portal and access the asset. The portal may be
associated with a relational database where user account information may
be stored. The relational database may also be configured to store other

information associated with the users, agreements, assets, permissions,

-12-
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WO 2011/ 072270PCT/ US2010/ 059970 [ 0023] For sone enbodi nents, the users
assigned to a |logical custoner organization are the users who may have

vi si bi | i twyote11die27asset s associ ated with that |ogical cesrarsee10/059970

organi zati on. Each of these users nmay be kept track of based on their user
profiles as established wwth the portal. The profile may include, for
exanple, first nane, |last nane, enmail address, etc. An organization profile
may al so be mai ntained for each |ogical custonmer organization. For exanple,
t he organi zation profile may include the user profiles nentioned above as
wel | as thei etcasgpéte etativines datevase 00U bT as sagjateshwith onawsing®éed to a | ogi cal
custoner organi zati on may be changed over tine. For exanple, an expired
agreenent nayatsbasenserests coneheatatenitagiceromvdrk nayhelrelatiddaddatBbassone

enbodi mrents, when a new agreenent is added to the |ogical custoner

organi zati onm4leMe %éﬁfralpiéafarﬂc?ﬁwdy’f’de Q@e@ﬂﬂ%ré hibheatiroapo@adll siher of i | e.
The portal nay be used to add new user profiles to the organi zation

profile. e ting login IDs may be
updated. Si mg’da%%l Qséﬁea{r:s@éﬁﬁgexoc\(vﬁ@f? %rv@%ﬁo?é?é renmoved, the organization
profile may be updated usi ng the portal and sonme existing login IDs may be

removed. Logical Customer Organization Model

[0022] Figure 2 is a block diagram that illustrates an example
embodiment of groups of agreements. For some embodiments, multiple
agreements associated with the same customer may be grouped together
to form groups of agreements. Each of the groups of agreements may be
referred to as a logical customer organization. Thus, there may be many
logical customer organizations for each actual customer organization. For
example, the customer 104 may be associated with logical customer
organizations 205 and 206. The logical customer organization 205 may
be associated with agreements 210, 211, and 212, while the logical
customer organization 206 may be associated with agreements 213 and
214. Further, since the agreements 211-213 are associated with assets
AS1-AS5, the logical customer organization 205 is also associated with
the assets AS1-AS5. Similarly, the logical customer organization 206 is
associated with the assets AS6-AS10. For some embodiments, the
grouping of the agreements into logical customer organizations is
established based on input provided by the customers. The groupings
may be region-based, organization-based, departmental-based, or in any

ways that the customers wish to group them.
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Local Adm nistrators [0025]Figure 3 is a block diagramthat illustrates an
exanpl e enbodi nent of |ocal and gl obal adm nistrators. For sone

enbodi mrenwe,20a/geap of users can be assigned to a | ogi ealr/usesHos®ro

or gani zati on. Managenment responsibilities of the | ocal and gl obal

adm nistrators are -14- SUBSTI TUTE SHEET (RULE 26) applied
based on business rules and based on a hierarchical nodel, and are
determ ned by the custoners. [0026] All the users in a |ogical custoner
organi zation may have visibility to all the assets associated with that

| ogi cal cust §¥RH3]or ganiFpasboe emrbpdiexenipl ibe uders ahgigned e adegicgned to t he
| ogi cal custoner organi zation 205 may have visibility to the assets

AS1- AS5. Si micletonyer arghanitzhtiomisiesr theassargvertd tnaytHavel vigibitigl tocthietassets

organi zati on 206 may have visibility to the assets A56- AS10.
associated with that logical customer organization. Each of these users
may be kept track of based on their user profiles as established with the
portal. The profile may include, for example, first name, last name, email
address, etc. An organization profile may also be maintained for each
logical customer organization. For example, the organization profile may
include the user profiles mentioned above as well as their asset
permissions.
[0024] The agreements assigned to a logical customer organization
may be changed over time. For example, an expired agreement may be
removed, and a new agreement may be added. For some embodiments,
when a new agreement is added to the logical customer organization, new
user profiles may be added to the organization profile. The portal may be
used to add new user profiles to the organization profile. New login IDs
may be created. Some existing login IDs may be updated. Similarly,

when an expired agreement is removed, the organization profile may be

updated using the portal, and some existing login IDs may be removed.

Local Administrators

[0025] Figure 3 is a block diagram that illustrates an example
embodiment of local and global administrators. For some embodiments, a
group of users can be assigned to a logical customer organization.

Management responsibilities of the local and global administrators are

-14-
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[ 0027] A user associated with one | ogical custoner organization i s not

all owed to access or have visibility to assets associated with anot her

| ogi cal owetonm722z7ngani zati on. For exanpl e, when the usecTABilog®7o n to
the portal, the user 180 is not able to access the assets A56- AS10 because
t hese assets are associated wth the | ogical custoner organization 206 and
not the | ogical custoner organi zation 205. However, if it is necessary for
the user 180 to access the assets in the |ogical custoner organi zation 206,
a different login ID may be assigned to the user 180. This allows access
security to la@pliechhgeed antthisinassatldsayicthasesien aniieraseijaal madeloand[ 0028] One
or nore of the users assigned to a |ogical custonmer organization is

desi gnat ed asradettmimecby #iecustborersone enbodi ments, the adm nistrator is
a user who has at least the ability to manage user perm ssion on asset for
any asset W tdoapja USEnR|IGh8WRersTiMa ffiked RlLs@imatsitalizaton hiaydiesrd | bed

bel ow. The adm ni'strator is capable of assigning -1 5-

SUBSTI TUTE St RO 176 s BE AU 81aP0P wi ARREQULRE o 343fEPI N9 and modi fyi ng
users within the dser group. For some enbodi nent's,” an adm ni strator may be
a local adm nistrat.or, | obal, adm ni strator. or r .admnjstrator (as
descr i bed bePHTZArb o e pIpa el titoisss siodeco it Rusdfuttames, o
assets associated with the | ogical custoner organization. For exanple, the
| ocal adni ni S1FFRIBOBOTEIRYSERVEOYisibYitY itothe agsets ASIrARPn Siméanbgllcal

cust oner organi zation 205, and the |ocal adm nistrator 310 nmanages one or
nore assets e hserstdssigragl todhedogitalnristamgaoigeaizaion 206. mp@029EA | ocal
adm nistrator has the ability to grant asset perm ssions to one or nore

users associ gisaslitpitd lihé hesstasSd-pF1oal custoner organi zation. The | ocal
adm ni strator may add a new user, delete a user, or nodify their

per m ssi ons assetp, r i L | aghAhid 10 ey send a
request to tﬁ%b%cal a@ﬁ%@gﬁsﬁg?@éﬁggﬁtﬁggg%&@th?@eé%ﬁésh[&% ulggr who
has access t h o At S quent .t . arr r ey be
emoved by t e AlRRRE Bhabte e VIOBRRY B kst Ree e 43R eBeY o0 a1,
This granti n? and renovi ng perm ssi %n to the asset AS1 does not affect the
user profil e QFC]IGHSINBST WOLRIZEHRNY 5GF FXRHIRGS, AN YeSEniBOdPER It & the

| ocal admi nistrator is not allowed to nodify the profiles of the users.
There may bethgpodal, fig eserotd) isamiiabie ta aceass, the asketseAporss ) e f or

managi ng one or nore assets. There may be a "group adm nistrator” who is
abl e to nanagpecalise tifesehassass atesasstgiglae dvithathevwogioal custemet her | ocal

adm nistrators. This provides sone levels of flexibility as the group

organization 206 and not the logical customer organization 205. However,

if it is necessary for the user 180 to access the assets in the logical
customer organization 206, a different login ID may be assigned to the
user 180. This allows access security to be managed within each logical
customer organization.

[0028] One or more of the users assigned to a logical customer
organization is designated as an administrator. For some embodiments,
the administrator is a user who has at least the ability to manage user
permission on asset for any asset within a user group. The concept of

user group is described below. The administrator is capable of assigning
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-1 6- SUBSTI TUTE SHEET (RULE 26) adm nistrator may fill in for the |ocal
adm ni strat or whenever necessary. The |ocal adm nistrators are determ ned
by the cuw0anar072370030] As il lustrated by the dotted |i necCrruskiguos®7’d@, the

| ocal admi nistrator 305 may be responsible for managing only the asset ASIL.
A different | ocal adm nistrator may be responsi ble for managi ng assets
other than the AS1. The dotted line fromthe user 180 to the asset ASl is
used to represent that the user 180 is given access to the asset AS1 by the
| ocal adm nistrator 305. Note that the | ocal adm nistrator 305 can give
users perni sPeonissitng, appravindasearchi®l andeoditydzg usersiwithin the vger305 cannot
adm ni ster or give permssions to the other assets AS2- AS5. d obal

Admi ni st r at oiggoud.0B3A$drae ehoadiaents iameadsinistrtoemagybdoe lapae or nore gl obal
adm nistrators. A global adm nistrator may have visibility to all of the

assets assoCigahfifisihidd, 29fdPalffhistHR OBl sued dinfiAktramy-(akor exanpl e,
gl obal adm nistrator 3157 has visibility to the assets AS1-AS5 in the

| ogi cal t - izat i - : - ' I
[ogrcal oust ouBs i aRaa WRcA0R A MR SRl SRAES bdb B 000
IDt th AlL.-AS in the | oqgical t i zati
205 and a di PESrBrHOSAEET Binanalaried chbradioahzalon, on SamRlthg, cal
cust oner organi zation 206. For some enbodi ments, a gl obal adm nistrator
cannot use t Hee Deabad@étistragor OrdmARIassa o Mereasselsarithin e gicatust oner

organi zati ons. The gl obal adm nistrators are determ ned by the custoner.
-17- SUBSTI TOUEoBHEETgaMzatorR @P5 Sape theAbeahadmimastoator 310 manages one

or more assets within the logical customer organization 206.

[0029] A local administrator has the ability to grant asset
permissions to one or more users associated with the same logical
customer organization. The local administrator may add a new user,
delete a user, or modify their permissions to an asset. For example, a
user with the login ID10 may send a request to the local administrator 305
to be added to a list of user who has access to the asset AS1. Ata
subsequent time, the same user may be removed by the local
administrator 305 from having access to the asset AS1. This granting and
removing permission to the asset AS1 does not affect the user profile of
the user with the login ID10. For some embodiments, the local
administrator is not allowed to modify the profiles of the users. There may
be one or more local administrators, each responsible for managing one
or more assets. There may be a “group administrator” who is able to
manage all of the assets assigned to two or more other local

administrators. This provides some levels of flexibility as the group

-16-
SUBSTITUTE SHEET (RULE 26)



[0032] In addition to the |local adm nistrators and gl obal adm nistrators,
there may be a super adm nistrator. A super adm nistrator may have all the
aut hori t ywohat/a7kazol ocal and gl obal admi ni strators havePCThasbonmsesot he
super adm nistrator may grant perm ssions to any assets to any users. The
super adm ni strator may al so have the authority to manage users, user
groups, etc. The roles of the super admnistrator, the gl obal

adm nistrators and the |ocal adm nistrators may be performed by different
people. Alternatively, sone roles may be perforned by the sane person,
dependi ng on aghunistatar goawtill tymior The: lovapadministiatios whenever rReehsserri ned by
the custoner. The super adm nistrator nay have the authority to nmake a user
a gl obal adniThiesbcaltaminrstratdrecae caterintined bgtthe custonser. a user who wants to
have access to an asset nay nmake a request to a |local administrator, a

gl obal adm nigdaat or OEAsﬂII@é{Fméd%X"th@io%ttéétli%-in fsgak 3Tie |eagl Asset - Based
Perm ssion Mddels [O0033]Figure 4A is a block diagramthat illustrates an

I nmbodj : t il hysi cal
aseers and | o P alordbs AR belrERondBRHor izl ilol iE B SEASEIAS, T2
hbe 2o o B RS Sl b B aghe B4R oL ok
and they include portal block 410, all data centers bl ock 415, and all
account s bl oéhamthe AShe Tdie deitashling Eomy thewserd B8R the agsiAPh ineeeEs user

account information. The all accounts bl ock 420 may be accessed
-1 8- SUBSTI TandpresiEfinThaRIteH 6)1 80yis gisupaccesdiv e assetohSt byrth@age t he
users and their profiles. For some enbodi nents, the accounts bl ock 420 nmay

not be accessqshl Byntimistrane395. NGl thgitheadsal tigwinRtraks 308lcdmegivel obal
adm ni strators. As nentioned above, the super adm nistrator may have all

the, author | ¢ &8 8e88RIorl iooholssbhgiochl ARl AiiidAppsesd o obal

adm ni strators. port 10 may be used to access | ogical

assets. The al| . bl 4 d S hysi ca
assets. This%?Hggﬁ%ggﬁﬁgégﬁég%g2%%?5%%Hﬁa¥ﬁﬁgf#6§ha%%¥§g§§H§§5'block 416
and second data center block 417. For exanple, accessing a physical asset
may i ncl ude Si C II..qein at a data center. An enployee or someone acts
on t he behal al L provi der nmay need to verify to determine if a

user has the permission to access the physical asset. This verification may
i ncl ude usi néfg)oot?ﬂ]ecure Oh&P& emgog@i“’éﬁﬁi %@rq RS AN SF HIPT§rAPRAd to t hat

user and whether to allow entry into the data center.
administrators. A global administrator may have visibility to all of the

assets associated with one logical customer organizations. For example,
global administrator 315 has visibility to the assets AS1-AS5 in the logical
customer organization 205 or the assets AS6-AS10 in the local customer
organization 206. However, the global administrator 315 may use one
user ID to manage the assets A1-A5 in the logical customer organization
205 and a different user ID to manage the assets A6-A10 in the logical
customer organization 206. For some embodiments, a global
administrator cannot use the same user ID to manage assets in different
logical customer organizations. The global administrators are determined

by the customer.
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[ 0035] Wien a new data center block 418 is added (illustrated with dotted

| ines 436), the new data center block 418 is placed at the sane | evel as

t he firstwoaba/oermver bl ock 416 and the second data centem/usbaols®iy. At a
next lower |evel fromthe all accounts block 420 are a first account bl ock
421 and a second account block 422. At a next |lower |evel fromthe second
data center block 417 are the cages bl ock 430 and the all conference room
bl ock 435. Bel ow the cages bl ock 430 are the first cage bl ock 431 and the
second cage bl ock 432. -1 9- SUBSTI TUTE SHEET (RULE 26) WO
2011/ 072270PSHPESACNTNISHAT0 [ 0036] When a new asset is added to the asset
tree 400, it is added based on whether it is a physical asset, or a | ogical
asset. The n¢e03¥set i ¢n abiditioaddéle iacal Redmauppliraiprs ane gholsahch of the asset
tree 400 depending on the relationship of the new asset to the existing
assets. An exdsiinisgaftssherspnaglsoaepeeadmaistratom Ahspes sefmibiseatct00. For
sone enbodi nents, when an existing asset is renoved, aII of the assets

linked to ang ﬁé\?é anetd %thbﬂYfﬂha{ ﬁiéelb?altﬂﬁglfoiaﬁl i?(tFé)coFéer\}mé\ﬁTDved wi ||

al so be rennv For exa enoval o ages 430 al so

remove the f| 61%& UEESS t%%ﬁbe Adm IS ARP nPHFerAh: BQHﬁusQu’oﬂS‘io‘éﬁ% dds8f8 the

asset tree 4

to any users. The super administrator may also have the authority to
manage users, user groups, etc. The roles of the super administrator, the
global administrators and the local administrators may be performed by
different people. Alternatively, some roles may be performed by the same
person, depending on the configuration. The super administrator is
determined by the customer. The super administrator may have the
authority to make a user a global administrator or a local administrator.
Thus, a user who wants to have access to an asset may make a request

to a local administrator, a global administrator or a super administrator.

Asset Tree and Asset-Based Permission Models

[0033] Figure 4A is a block diagram that illustrates an example
embodiment of an asset tree. Asset tree 400 illustrates physical assets
and logical assets. In this example, the assets are arranged in a
hierarchical structure or tree format. At the top or root of the asset tree
400 is all assets block 405. At the next lower level are the asset types,
and they include portal block 410, all data centers block 415, and all
accounts block 420. The all accounts block 420 may be used to access

user account information. The all accounts block 420 may be accessed
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[ 0037] As descri bed above, an asset nmay be nmanaged by a | ocal adm nistrator.
Cenerally, when the local administrator is assigned an asset at a parent

| evel , thwol2ocizd72zdm ni strator may al so be responsi bl e fPor/usanmagseego al | of
the assets at the corresponding children |evels directly linked to and
positioned at |lower levels fromthe parent level. In sone situations, a

| ocal adm ni strator nmay be assigned an asset at a child | evel such as, for
exanple, the data center 1 illustrated in block 416. [0038] For sone

enbodi nents, when a user is given access to an asset positioned at a
particul ar | byet supertgeimiaisiretort togaanagre theseserampdahsis poefilgs.y E0r sedess to
all of the assets at the associated children | evels. [0039] For sone

enbodi ment s, enhfisdi@entss she@ascaints bldok 420usay noapelsecessed ed thasiteayd of
bei ng extended to all the assets at the children | evels. For exanple, a

user may be %é’%apﬁﬁmirﬁ%é’c@ﬁs HRd M gDl B8mAAstPators. As mentioned20-

SUBSTI TUTE SHEET ( RULE 26)
above, the super administrator may have all the authorities and
capabilities of the local administrators and global administrators.
[0034] The portal block 410 may be used to access logical assets.
The all data centers block 415 may be used to access physical assets.
This includes assets associated with first data center block 416 and
second data center block 417. For example, accessing a physical asset
may include physically being at a data center. An employee or someone
acts on the behalf of the service provider may need to verify to determine
if a user has the permission to access the physical asset. This verification
may include using a secured portal to determine the permission granted to
that user and whether to allow entry into the data center.
[0035] When a new data center block 418 is added (illustrated with
dotted lines 436), the new data center block 418 is placed at the same
level as the first data center block 416 and the second data center block
417. At a next lower level from the all accounts block 420 are a first
account block 421 and a second account block 422. At a next lower level
from the second data center block 417 are the cages block 430 and the all

conference room block 435. Below the cages block 430 are the first cage

block 431 and the second cage block 432.
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center 2 illustrated in block 417, but that permissionis |imted to the
conference roomillustrated in block 435, and does not include the cages
il lustratwd 2on/dbzmek 430. This is referred to access- pr eornug2@0M59930
illustrated by the dotted lines 437 in Figure 4A. User G oup and Asset

G oup Models [0040]Figure 4B is a block diagramthat illustrates an
exanpl e enbodi nent of user groups. Users nmay be grouped into user groups.
One or nore user groups may be associated with a | ogical custoner

organi zation. As illustrated in Figure 4B, the users having login | D1-1D12
are grouped [0Q3B]t hr ee ihem arnaw agselris gddag4o 452 agss. trepnéG@ it israsislegser
groups nmay conprise all of the users that manage assets on behal f of

cust oner 450basbe e wisether ity alphysichbsassbt! or aikwiddiasper. t Bhe pewvasded by t he
service provider to access the assets according to the agreenents

establ i shed hehwsefideian GHs bBPRIprAsO AN G1ahs YskbLRe®UOVidiRendlfg041] I n the
current exanple, a first user group 452 includes users assigned tthe login I

D1-1D5. Th 4 i NGl ' [
206- 105, The STH Pde gy b i Biw et BB S AARAR AN ABIER 1 1001

D12. The users nmay be det erm ned t he custoner 450_ The service provider
may enabl e tﬁésﬁg'é?ylaﬁsor %%f%@@ye%ﬁ}é”é&]eeﬁseﬁﬁ?el@'nF‘PrDSWQ the portal .
Al ternatively, the service provider nmay automatical |l y@enerate_ the login ID
on behal f of enodigentsguienghexisting apsetiis rempyedsall ofibenssats lBikest a | ogin
IDto a user group and to a -21- SUBSTI TUTE SHEET ( RULE 26)
| ogi cal cust torandgogdionzdtdt dowemnlgvels thaen tioe assethy berenudvedheilladsa bést rat or s
(e.g., the super administrator). [0042] Figure 4C is a block diagramthat
illustrates asmexedpIFer example, removal of the cages block 430 will also remove

the first cage block 431 and the second cage block 432 from the asset

tree 400.

[0037] As described above, an asset may be managed by a local

administrator. Generally, when the local administrator is assigned an

asset at a parent level, the local administrator may also be responsible for

managing all of the assets at the corresponding children levels directly

linked to and positioned at lower levels from the parent level. In some

situations, a local administrator may be assigned an asset at a child level

such as, for example, the data center 1 illustrated in block 416.

[0038] For some embodiments, when a user is given access to an

asset positioned at a particular level of the asset tree, the user may also

be given access to all of the assets at the associated children levels.

[0039] For some embodiments, the permissions given to a user

may be limited instead of being extended to all the assets at the children

levels. For example, a user may be given permissions to access the data
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enbodi ment of asset groups. Assets nmade avail able to the custoner 450 by
the service provider may be grouped into asset groups. One or nore asset
groups nmawyoheliagsizgned t o and nmanaged by a | ocal adm ni PCTAtSEE10/088970
illustrated in Figure 4C, the assets AS1-AS10 are grouped into five

di fferent asset groups 460-480. These five asset groups nmay be associ ated
with a service provider 451 and nmade available to the custoner 450
according to the agreenents established between the custonmer 450 and the
service provider 451. As may be noted, an asset group nmay conprise one or
nore assets. CPOB4Z)] ilustoriad inblacki&ht/, dubtharpergissian isdienitedplerthiessi on to
access the assets. This may be done by associating permssion right to a
| ogi n | D. Theoprenss raum ifstracedindsioeki 488 sat doessseinciideupe ddges an asset
group is conprised of multiple assets, the perm ssion granted to an asset

group may CONRfshrafedBIBTb& 180, Thisedidrecd adleskpuhingiaficdiyal assets in
the asset group. [0044] For sone enbodi nents, the concept of asset tree,

user group arﬂgJ Asnst )gﬂ%Jgole@a/ ir?@s g%(ﬂarpg ‘Ejréﬁ have multipl e asset trees,
user groups ana assel? groups. ‘\/Bny- 0- rra% refa‘ati onshi ps between the user
groups and the asset groups may be established. Managenent of user groups
and asset grg be pgerf d separately. This provides
-22- SUBSTI THRELSHEER aNQpgeel TOUP Ol ities in fornming the user groups
and asset gr based on differe riteria, For exanple, the user groups
mmy be for medddAed on FAMEAR RS Block siadanbyat ks FABRET oxaBley | ol ude
fi nance user group, and there may be a finance asset group, and so on. A
user in the i Begt elipsaredforps: Kafes Wiayis grouped dntQsussr 9rewRi bel ong i n
t he shi ppi ng asset group, and so on.

One or more user groups may be associated with a logical customer

organization. As illustrated in Figure 4B, the users having login ID1-1D12
are grouped into three different user groups 452-456. These three user
groups may comprise all of the users that manage assets on behalf of
customer 450. These users may be allowed to use the portal provided by
the service provider to access the assets according to the agreements
established between the customer 450 and the service provider.

[0041] In the current example, a first user group 452 includes users
assigned the login ID1-ID5. The second user group 454 includes users
assigned the login ID6-ID8. The third user group 456 includes users
assigned the login ID9-ID12. The users may be determined by the
customer 450. The service provider may enable the user to register and
select own login ID via the portal. Alternatively, the service provider may
automatically generate the login ID on behalf of the user during a

registration process. Association of a login ID to a user group and to a
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Dat abase Tables [0045]Figure 5 is a block diagramthat illustrates an
exanpl e enbodi nent of the database tables. The tables illustrated here are
repr esentwoiog/gxanpl es of sone of the tables that may peTaseaonsororpl enment
enbodi nents of the invention. These tables include asset table 510, user
group table 515, asset group table 520, user table 525, user asset

perm ssion table 530, perm ssion table 535, and custoner organi zation table
540. Key fields in each table may be defined. Relationship anong the tables
may al so be defined. [0046] The custoner organization table 540 may be used
to describe {ogical gyistuhercorgasizationmainbe perforvedty eredoe il | ustrated in
Figure 2. The agreenent table 545 may be used to describe the agreenents

bet ween t he adsiinistatorsde.ghehssupecadmirostrater). For exanpl e, the agreenent
tabl e 545 nmay descri be the agreenents 210-214 illustrated in Figure 2.

There may be @@Azﬁ}tlonsm@remf@rs@bldw ohl@ér\éﬁefhatthmsﬁaﬁésoé%x%am zation
t abl e 540 and the agreenent table 545 to associate a | ogical custoner

I R S R s R TR ¢ s

may be used tb?/ tﬁleeségpvwl:)eepFor\]/ledeursrﬁéy be grouped into asset groups. One or more
asset groups may be assigned to and managed by a local administrator.
As illustrated in Figure 4C, the assets AS1-AS10 are grouped into five
different asset groups 460-480. These five asset groups may be
associated with a service provider 451 and made available to the
customer 450 according to the agreements established between the
customer 450 and the service provider 451. As may be noted, an asset
group may comprise one or more assets.
[0043] A local administrator may grant users permission to access
the assets. This may be done by associating permission right to a login
ID. The permission may be granted based on asset group. When an
asset group is comprised of multiple assets, the permission granted to an
asset group may comprise permission granted to all of the individual
assets in the asset group.
[0044] For some embodiments, the concept of asset tree, user
group and asset group may be extended to have multiple asset trees, user
groups and asset groups. Many-to-many relationships between the user

groups and the asset groups may be established. Management of user

groups and asset groups may be performed separately. This provides
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may use the portal of the service provider to access the assets. For
exanpl e, the users may include those that have the login | D1-1D12

i Il ustratwd 2on/ieyare 4B. The user group table 515 nay PeTasedonswdescri be
groups that the users belong to such as, for exanple, the user groups
452-456 illustrated in Figure 4B. There may be tools that allow setting up
a new user profile, maintaining the user profile and renoving the user
profile to reflect a life cycle of a user. The tools nmay al so all ow
associating a user with a user group, a |logical customer organization, and
so on. [0048flekieildissén farating e 0seregrobps @oddsset grespsilmsedtnn difseary

provi ded by a service provider according to agreenents between the service
provi der and ctitegiac UsdragramplEotheaxsemyreups naydses kirs enieyasenadruflecAdis AS10
illustrated in Figure 4C. The asset group table 520 nmay be used to describe

groups that Hagoaneahy tHé'L@@%tPhér‘é‘?ﬂﬂag%clu@é ﬂﬁéﬁé@h@erc}ﬁr’@@ a§§@’che§éoup5
460-480 illustrated in Figure 4C The permssmn abl e 535 may be

dtod fs t ted to th
users, °Th§Sﬁé@%ﬁ%‘gée[ﬂnér@rﬁstééfﬁ%%eﬁar%%f st MR P he
1 t | rt t.
At hough not raé‘ec?ﬂw@ AeBibt o s H}?Eybeia"rpﬁ%ﬁﬁéif@?npﬁ%a%%éhq?éuﬁztsibase
and used to inplenment enbodi ments of the invention. - 24-
SUBSTI TUTE SRRETS(®ULE 26)

Database Tables

[0045] Figure 5 is a block diagram that illustrates an example
embodiment of the database tables. The tables illustrated here are
representative examples of some of the tables that may be used to
implement embodiments of the invention. These tables include asset
table 510, user group table 515, asset group table 520, user table 525,
user asset permission table 530, permission table 535, and customer
organization table 540. Key fields in each table may be defined.
Relationship among the tables may also be defined.

[0046] The customer organization table 540 may be used to
describe the logical customer organizations 205 and 206 illustrated in
Figure 2. The agreement table 545 may be used to describe the
agreements between the customer and the service provider. For example,
the agreement table 545 may describe the agreements 210-214 illustrated
in Figure 2. There may be relationship information between the customer
organization table 540 and the agreement table 545 to associate a logical

customer organization with one or more agreements.
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WO 2011/ 072270PCT/ US2010/ 059970 [ 0050] For sone enbodi nents, using the

nodel s descri bed above, a user assigned to a user group and associated with
a | ogi calwoustiairez7oor gani zati on nay use a unified user POFIUS20IDFD7@CCESS
all the assets in the asset group associated with the sane |ogical custoner
or gani zati on, assum ng appropriate perm ssions have been granted. This is
different fromthe traditional approach where a different login IDis
needed to access each of the assets. Wen the sane user has a need to
access an asset in an asset group associated with a different | ogical

cust oner or gé4At i on, Thediger éallatoA50yay beusagytomtescabedkaugersahahi t ect ure
[0051] Figure 6A is a block diagrans that illustrates an exanpl e enbodi nent
of an archit ecdyuse tHepontayof biee seritd pgetdeeito sictbssatheoadselts. For sone

enbodi nents, enbodi nents of the present invention may be inplenented using

O acl e | dent ighynMragE UseRLMayasclads elddetthaP have siORighoIRAb14 0 provi sion
and de-provision users, including their profile information into Oracle

| nt t Di o Tradi i it . As

dgsg:inged agg\@tgﬂégemﬂ%gea%% !-I[?& are Qub%ﬁac@és%gp @%Q@S@&% ation. For
nbodi ts, inf i | ati to th i Si oni d

derbr ovi of onfASCHRe Birirraart Dedisate PbnadeisBL S for ey fteiearo a

Perm ssion Data Store éPDS). Fi(g_ure_ 6B is a block diagramthat illustrates
an exanpl e e@FRINIEIR-4of illtstiatedn Tigerg 4B. Udare maabe fedls thafallomay be used.
The provisioning and de-provisioning of a user is illustrated.

- 25- SUBSTI TISEENGHEET neRULEE A8 pfilaDmzintairine S0 e pustie10id&geadng 0052] The
PDS 615 is configured to be flexible and scalable to
the user profile to reflect a life cycle of a user. The tools may also allow
associating a user with a user group, a logical customer organization, and
SO on.
[0048] The asset table 510 may be used to describe the assets
provided by a service provider according to agreements between the
service provider and the customer. For example, the assets may include
AS1-AS10 illustrated in Figure 4C. The asset group table 520 may be
used to describe groups that the assets belong to such as, for example,
the asset groups 460-480 illustrated in Figure 4C.
[0049] The permission table 535 may be used to describe different
types of permissions that may be granted to the users. The user asset
permission table 530 may be used to describe the permissions granted to
a particular user to access a particular asset. Although not described,

other tables may also be defined in the database and used to implement

embodiments of the invention.
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support custoner specific nodel to fit their business needs. It supports

hi erarchi cal asset managenent, user, and asset groups. The PDS 615 is

conf i gur estot2o11kgeyot r ack of perm ssions granted to user PCRUS20100899EEN
approved. The 01M QA D, TCA and PDS work together to enable the

i npl ementation of the users, the assets, and the perm ssions so that the
enbodi nents of the invention can operate in a secured manner. [0053]Figure
6C is a block diagramthat illustrates an exanpl e enbodi nent of association
bet ween users and agreenents. \When a user logs in, the PDS 615 is consulted
to make surel@0R{Y] t he IFogisameremhadinmentpagsing thls modelswescrideshakove, supposed
to be. Once the user is verified as an approved user, the association of

t he user andaamserassigped tagr esorerdep kadassotiaest with d lbbicat cagtechern Fi gure
6C with agreenents 680- 690. This information nmay be stored in the tables

of the rel at ippflizatRranagiseRPUniB¥aTRke lodM D t@BLESsTAY tHekdsedeinuper tabl e
525, agreenent” table 545" and custoner organi zation table 540. The

o ) S oo ; _ b
synonront sed e rooHB kBl d fliR e SmERoicAl Sustihel BfodiEatart 17 ne
users and the association. base

of the .users with the asset on the
per m ssi ons. aﬁ%@ﬂ]%a%%ré’P”é%np?rHaFﬂOG%ihﬁzjetbﬁsr‘&é?'i”ﬁp- ZBB? i%‘i{fPEﬁ{E 605
provi ded by the service provider. There nay be different portal
appl i cat i ons fromptheikacdigpeal anpsoaeh wheee Ercb%ﬁ?rG@F logy I Dhisoveerehtoc ust oner
portal, a marketplace portal, or a service directory portal. These portals
may use access each obthe BIBST | WHEE thdEEM¢ BSREh26 R need to access an
asset in an asset group associated with a different logical customer

organization, a different login ID may be necessary.

Architecture

[0051] Figure 6A is a block diagrams that illustrates an example
embodiment of an architecture that may be used together with a portal.
For some embodiments, embodiments of the present invention may be
implemented using Oracle Identity Manager (OIM) as a central
provisioning tool to provision and de-provision users, including their profile
information into Oracle Internet Directory (OID), Trading Community
Architecture (TCA). As described above, OIM, OID and TCA are products
of Oracle Corporation. For some embodiments, information relating to the
provisioning and de-provisioning of the user and their profiles is also
provided to a Permission Data Store (PDS). Figure 6B is a block diagram
that illustrates an example embodiment of architecture for user
management that may be used. The provisioning and de-provisioning of a

user is illustrated.
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the sanme rel ational database to authenticate users, determne their

perm ssions, and retrieve or generate information based on their

per m ssi one.20Haok70f the | ogged in user nay have a diff eCcenS2u8059970
experience wth the portal based on their perm ssions as conveyed by the
PDS 615 to the portal applications 605. For exanple, the portal
applications 605 may present a first user with the login | D1 a user
interface that only shows the assets AS1 and AS2. A second user with the

| ogin 1D2 may see a user interface that does not show the assets AS1 and
AS2 because {0b3YJecond Tieed?DEAES issonfigueddodustiexibletans sealable tnS1 and AS2.
[0055] 1t nmay be noted that the portal of the service provider nmay be used
by users t hatuppert @aastoenat spbcifict odelf tbeitehdir busiheseneed&aitisuppstiener may be
associated with one or nore |ogical custoner organization. The | ogical

cust omer or gRfraRHiCHD akBat mhRBgEHehL IBeRASERFAKA G 7RE DB euses | 0gi n
I D may be stored in the user table 525 illustratéd in Figure 5. As

descr 1 bed abQupiale HAGER IR AHFHILASE Balde P USianRlo ndjepuser | 001 0

I D may be esta ervice provider. Some of these

users may be desi gnated t I | admind strators and gl oba

admi ni strat O@Preﬁ%ﬁnﬁ?ﬁ QZMI’ h‘?gt ?Q?b?n(g%\”ﬂﬂf %Q%B?%qﬂﬁ%agga éﬂeant ed

perm ssions to access assets by the |local and/or gl obal adm nistrators.
Wien a user l9g$ementabon petheordass, therssete@ng thegiemissions sehatiteel t o
determne if the user is an approved user. Being approved -27-
SUBSTI TUTE SkHEOAIRENE @ahe imegntionasan dperatchie aisecuredsmberer. gr ant ed

perm ssions by the appropriate | ocal and/or global admnistrators. [0056]]If

it is deternmigesB]t hat FiRIBST id & bRITkapagravethal IRistratdraPBrample | s sear ched
to determne the perm ssions granted to the user. However, if it is

det er i ned t bainddiieHPSS adcilfon kiR AL HAGLgrddiReHRCIVITEN aRRef aken

t hrough an approval process i's may one by~determ ning the | ogical

The. o1 M and TR 1B DRSS RofRhedie M e Biaethe Rdntbl e A8 or vty

to grant the user necessar erm ssions, etc. The | ocal or, gl obal
adm ni strat orpaﬁﬁ‘yofdr?e@fed@égtttﬁﬁy BE? BAPPRLAOHRR- &9836@‘? Hﬁ@rs'isg'r%'?'ﬁg %he user.
[ 0057] The di agram 600 al so includes service |ayer 610 positioned

an approved user, the association of the user and one or more

agreements is verified, as illustrated in Figure 6C with agreements 680-
690. This information may be stored in the tables of the relational
database. For example, the tables may include user table 525, agreement
table 545 and customer organization table 540. The information may be
retrieved using the TCA. The TCA and the PDS may be synchronized
with one another to establish information relating to the users and the
association of the users with the assets based on the permissions.

[0054] A user can login using the portal applications 605 provided
by the service provider. There may be different portal applications. For
example, the service provider may provide a customer portal, a

marketplace portal, or a service directory portal. These portals may use
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bet ween the portal applications 605 and the data collection/synchronization
framewor k 620. The service layer 610 is configured to interact with

di spar at ewbaockieree7systens to fetch, transform and recorcrius2datsorn
appropriate format into the PDS 615. [0058] The service |layer 610 is
configured to enable | oose coupling between the portal applications 605 and
the PDS 615. The service |l ayer 610 nasks the conplexity of the PDS 615 to
the calling portal applications 605 by providing sinple to use interfaces.
For exanple, the service |layer 610 exchanges informati on between the PDS
615 and t he pe samedpfstionat database sy authendcaleeusais odetatmioe thay i ncl ude
asset tree related informati on and user interface (e.g., screens, web

pages, etc.) penhizsioris, and retrieve or generatei@3rmatificbbadéd bnIhEET ( RULE 26) WO
2011/ 072270PCT/ US2010/ 059970 [ 0059] The PDS 615 in the mddle layer is

positioned beewarRidiie B&IVHCHREC!IBYGEd PllsctHay RvE aldifferent user
col l ection/synchroni zation framework 620. The PDS 615 is configured to

receive requ - ﬁﬂﬁ" [ ri i tion
fromthe dat ?é%rll @@W@ﬁ&@ﬁéﬁ?@u za é@ﬁ%’f@é&”ﬁgggnégﬁdog\r/{gy%@éw%
responses to rtal applijcatiops 6 e retrieved infprmation may
ol ude.: nf ofins 638 6 foe BBRRL ASHEAnaERs. 5B ehEMiple dhaashelbl os
illustrated in Figure 5. The PDS 615 is further configured to |ink the
agr eenent i neopheations Giy@enaresentia lirskusenvish the login ik 3atser nf or mat i on and
perm ssion informati on based on their relationships and put theminto
rel evant dat intstface thatesly Soowe Kenpsasts AL anclR&R. | Afsecomd user wily be st ored
in the user asset perm ssion table 530 illustrated in Figure

the login ID2 may see a user interface that does not show the assets AS1

and AS2 because the second user does not have access to the assets

AS1 and AS2.

[0055] It may be noted that the portal of the service provider may be

used by users that are associated with different customers. Each

customer may be associated with one or more logical customer

organization. The logical customer organization that the user is

associated with and the user login ID may be stored in the user table 525

illustrated in Figure 5. As described above, the users are determined by

the customer. The user’s login ID may be established by working with the

service provider. Some of these users may be designated as the local

administrators and global administrators. The non-administrator or normal

users may be granted permissions to access assets by the local and/or

global administrators. When a user logs in to the portal, the user’s login

ID is verified to determine if the user is an approved user. Being approved
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5. The PDS 615 organi zes all the information that it retrieves fromthe

dat abase and presents it to the portal applications to provide a custom zed
portal i mnwerbaos2170 t he user. As descri bed above, a usePrCoruSpa0sd97o
interface of a first user may differ froma portal interface of a second
user because each may be associated with a different |ogical custoner

organi zati on, has different asset perm ssions, etc. It nmay be noted a
portal interface of a non-adm nistrator user may differ froma porta
interface of a local or global adm nistrator. [0060] The PDS 615 al so

i nteracts w tmay meapdhatiheassr ihestbiesnsgrao®d/permipgosebyitbe apayanriabd 0. Thi s
enabl es the PDS 615 to gather information about the login ID of the user

and map the lagl antrwidtial takieninigratypsi at e per m ssions, assets, and
agreenent information that the PDS 615 -29- SUBSTI TUTE SHEET

(RULE 26) reggggyves Vi@t ishiotdahineBQhhedil idh 3986 Bbpriveat ek, fieampwor k 620.
The operation of the PDS 615 enables the relevant data to be logically

managed to SWURROL Lo %Yw'ea%.‘é[é‘rt]ér‘nﬁﬂe?ﬁ@geFrﬁgbBﬁg%Qn%ﬁStthg%\égﬂ perm ssion
t echni ques in accordance Ww SOne exanpl é e rment's of the present

i nvention. Ala_Fo illu?tr.ated in Figure 6A are the differeg:mé Or%cle roducts
that are usedWEVEReT tidt dEEEM HR3G{r18 0% 20 AR PY r K'%69%" These
include the O M 625, the Oracle Enterprise Resource Planning (ERP) 630, and
the Oracle OFeER® &N 1HERONSRB AEP(IBEPrEDSS. Fdvd MayPedene gMcti onalities
of the Oracle products can be found at the web site of Oracle Corporation.
[ 0061] Fi gur e déterimsniaghihe ddgichl agistomehatganizatien itiatdbe arsee shoptde

associated with, searching the OIM and locating a local or global
administrator who has the authority to grant the user necessary
permissions, etc. The local or global administrator may then use the
portal to grant the permissions to the user.

[0057] The diagram 600 also includes service layer 610 positioned
between the portal applications 605 and the data
collection/synchronization framework 620. The service layer 610 is
configured to interact with disparate backend systems to fetch, transform,
and reconcile data in appropriate format into the PDS 615.

[0058] The service layer 610 is configured to enable loose coupling
between the portal applications 605 and the PDS 615. The service layer
610 masks the complexity of the PDS 615 to the calling portal applications
605 by providing simple to use interfaces. For example, the service layer
610 exchanges information between the PDS 615 and the portal
applications 605, where the information may include asset tree related

information and user interface (e.g., screens, web pages, etc.) information.
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enbodi nent of information processed by the perm ssion data store (PDS).
Diagram 700 illustrates that a |ogical custonmer organization information
715 can cwotaiwn7ea7obe |inked to nmultiple service contra®C3/useoiags®enent s
712. A user 702 can be associated with one |ogical custoner organization
715. The user 702 can belong to a user group 705. The assets 725 can bel ong
to the asset group 710. The users, assets, and perm ssion can be |inked and
represented together, as shown in block 735. Perm ssion on an asset is
given to a user when a user is linked with a perm ssion on a given asset.

[ 0062] Fi gur e[GE59]s a blThekPASjainghe maiddid layet isgrasdicneddieiwpee teerbodi ment
of relationships anong different information entities. D agram 750 i ncl udes
| ogi cal cust geriicelayanszatandrithbldatk cdlléction/synchronization-fimeBOBSI2A.UTE SHEET
(RULE 26) Associated with the |ogical custonmer organization 715 are the
user group 7G%e pPHS @@i@tcoglfi?Hl%dﬁ%Qe@@i%trBGué’@@%n‘i HREPJRA- aplicafsed | bed
above, the users 720 belong To the user group 705, the assets 725 belong to
t he asset gr T Al f I - asset groups,
and their reggg’bE%@%Ven@ﬁ%ﬁésﬂonwa@b@gh%rdg&/%lggﬁyn%%ﬁjs '%Arir@rn. The

perm ssions 730 are gi\ven gn the assets included in the asse r 755 by,
Por "exanpl o, ERREHGKH2S BB droyRsEassotapelt Rosrlabp e s s eSm RA o | ayer
where the PDS 615 resides nay be viewed as an abstraction |ayer. The PDS
615 extract s refsieded framaton maydoelude sifermation stased snepe payrgre af thgst or m
them and put theminto a common data nodel. The PDS 615 then comuni cates

t he i nf or mat idatalfasertables ibstrated daE@gune delTheoP DBed thoist fatthappdifigatredns 605.
Thi s enabl es the portal applications 605 to focus on presenting information

to the usersid atkeie sGraeniuntimtormaticle gathéhwitth @seOMpdrendtion, akséthe syst enms
in the lower layer. [0064]1t should be noted that, although the above

descri pti ons iiiieiid P ahd PRtmALEI R R e AinddBldorehfkorRy  and

super adm ni strator, the nu S may r ce epen on the

i mpl ement ati gn . ex I ast f..havi | o : i, Nl [ at
each | ocati Oﬁu&;@%gﬁgi%végg@@% SE%%FL%S& %&%?ﬂﬁ‘?ﬁ?@ﬁ%#'ﬁﬁ%”’@@%@}m| tiple
assets in nmultiple | ocations renptely. This provides the custaoners
flexibility i”ﬂﬁ)g'%% SIHPHIM goe1aRSPt éﬁm"sﬂ%l 1301830 H'HS%%teﬁ'slH%g&H? They can
del egate the administration responsibility to one adm nistrator or nany
adni ni strat obs. The PDS 615 organizes all the information that it retrieves from the

database and presents it to the portal applications to provide a customized
portal interface to the user. As described above, a user or portal interface
of a first user may differ from a portal interface of a second user because
each may be associated with a different logical customer organization, has
different asset permissions, etc. It may be noted a portal interface of a
non-administrator user may differ from a portal interface of a local or
global administrator.

[0060] The PDS 615 also interacts with the portal applications 605
via the service layer 610. This enables the PDS 615 to gather information
about the login ID of the user and map the login 1D with the appropriate

permissions, assets, and agreement information that the PDS 615
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-31 - SUBSTI TUTE SHEET (RULE 26) They can organize the adm nistrators and
their asset managenent responsibilities a hierarchy of gl obal and | ocal

adm ni st r&0ans/07e270. Per mi ssi on Propagati on [0065] For somaSesoosinent s,
perm ssions associated with an asset and a | ogical custoner organization
may be propagated to PDS 615 in the mddl e |ayer. For exanple, when a | ocal
adm nistrator grants a user with the login IDlL perm ssions to use the asset
AS3 located in a first region, that perm ssion information is propagated to
the PDS 615. Simlarly, when another |ocal adm nistrator grants a user wth
t he | ogi n | D8etperes yisi ibagiata caliectionésyasheanizeon fsamewark 620. 8eond regi on,
that perm ssion information is al so propagated to the PDS 615. Thus, the

PDS 615 may beevdtionest the RD 389 besngtestingesietsvatiatiatssiolse gidatiye per m ssi ons
to all the assets are nerged together. The perm ssion propagation is

iIlustrated infarfddeer® sidpoNai WK ufiREERBIRIYins AA9BBEEL YR BA is a network
diagramillustratihng an exanpl e 'enbodi nent of a network environnent that

b d. i ith
oy be used. ARSI GRKAERRTSA bcBARalEs THOT S ble KitbRRRETyS
Net k [ t 800 I fer t | i ept -

vl ronment . R PraseqL Tvapian. Al et diern o it af i oey
several client conputers 805 to 807 are connected to and comrunicate with
one anot her Wedydie thaiare ured®y, thatslath caigction/synshrosyzaiondraraawerk chi p

620. These include the OIM 625, the Oracle Enterprise Resource
Planning (ERP) 630, and the Oracle Operational Data Store (ODS) 635.
Features and functionalities of the Oracle products can be found at the
web site of Oracle Corporation.

[0061] Figure 7A is a block diagram that illustrates an example
embodiment of information processed by the permission data store (PDS).
Diagram 700 illustrates that a logical customer organization information
715 can contain or be linked to multiple service contracts or agreements
712. A user 702 can be associated with one logical customer organization
715. The user 702 can belong to a user group 705. The assets 725 can
belong to the asset group 710. The users, assets, and permission can be
linked and represented together, as shown in block 735. Permission on
an asset is given to a user when a user is linked with a permission on a
given asset.

[0062] Figure 7B is a block diagrams that illustrates an example
embodiment of relationships among different information entities.

Diagram 750 includes logical customer organization block 715.
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-32- SUBSTI TUTE SHEET (RULE 26) conmmunication network. Note that
alternatively the network 880 m ght be or include one or nore of:

i nt er - chiwoconmrmi7eat i ons, an optical network, the I|ntePogtys2@olosmadl Area
Net work (LAN), Wde Area Network (WAN), satellite link, fiber network,
cabl e network, or a conbination of these and/or others. Note that the
nunber of client conputers and server conputers illustrated in Figure 8A
are used as exanples only and is not nmeant to be restrictive. [0067] The
server computers 808 to 810 may represent, for exanple: a nmaster device on
a chip; a se/Asspcigiast wiih the ldgicaticlsiommer orgaobizatioly 7d brase theichenagroap

m cr oprocessor, conmunications interface, etc.; a disk storage system

and/ or conpu70Bgthecasust gesup i@ andshe asbet ieéé #65. dangredceibed&MoveotHB07 may
have conputing, storage, and view ng capabilities. The nethod and appar at us
described hefgbps mbél%ngﬁeﬁh@@sépgm%ﬂ,%é ¥s8etY 725%@?19/&@{?{61”' cating
means or devi ce whether [ocal or renote, such as a LAN, a N, a system
bus, on-chip —4-0 e furt i a he use
of thet orm GrrarIBBIGE et 8 M i IBUpE AL RSP GIR R and

speci fyi ng o.initiates a comuni cation .(t ient) and 0 responds (the
sbrver) . No e BsorgivE risnioraaan Petousipd Buthe Slstoats TS 1T bt ons

may be in a single comunicating device, in which case the client-server
and ser ver - cIPEERtSSIARSatIbAhIieNaY the agselsdbciadegdriha asspidiee A4BY. i f two
devi ces such as the client conmputer 805 and the server conputer 808 can
bot h initi at éoramamelspthedotal arafougiobat admaisttdieiss communi cati on may be

vi ened as peer- -33- SUBSTI TUTE SHEET (RULE 26) to-peer.

Li kewi se, conuoggd]cat i omhehaidakemybhanses wey PDOWIE Afssdddhagnsk Geweand
client conmputers 805 and 806 may be viewed as peer to peer if each such

comuni cat i ngsdgvhc&rdctioRaRAY errRf PbR &1bkiPActa ¥td RBRPIIRSdrfRdus

communi cati on
systems in the lower layer, transform them and put them into a common
data model. The PDS 615 then communicates the information from the
common data model to the portal applications 605. This enables the
portal applications 605 to focus on presenting information to the users
rather than having to deal with the complexity of the systems in the lower
layer.
[0064] It should be noted that, although the above descriptions refer
to local administrators, global administrators, and super administrator, the
number of roles may reduced depending on the implementation. For
example, instead of having a local administrator at each location or for
each asset, a global administrator may manage multiple assets in multiple
locations remotely. This provides the customers flexibility in determining

how they want the assets to be managed. They can delegate the

administration responsibility to one administrator or many administrators.
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[ 0069] Figure 8A also illustrates an enbodi nent of a server conputer to

di splay the application on a portion of a nedia space, such as a web page,
a profil evpaga/om7a portal such as that provided by a secviuseoipnsssraer,

etc. The application may be enbedded into a third party's nedia space, such
as an HTML web page, a page of a portal, etc. The applicati on when executed
on a server 809 causes the server 809 to display w ndows and user interface
screens on a portion of a nmedia space such as a web page. A user froma
client computer 805 may interact with the page that contains the enbedded
appl i cati on, Taey canenrgsnigplthe iadpunistrataraangibely assel management ser vi ce
presented by a user interface of the application. The web page may be
served by a wedpaaibikiiesddBievarcapyf didal andwocatlaeipsinatragss, gicot ocol  (WAP)
enabl ed client conmputer 805 or any equival ent thereof such as a nobile

devi ce or personal conputer. The client conputer 805 may include browser
software (e. Permiddi®i PXdpddatidacess the web-based anticipatory design tools
hosted by oné or nore of the server conputers 808 to 810. [0070] For sone

exanpl e enboghge)ts. t hRrBERIAEMBBAINERE] 981988 EBYsbAISlcddgiticades scripted
to execute on the server conputer 810 to allow interaction with a user and

to present c 1 i r : =34 | TUTE
SHEET (RULE S50t e M@ ruRinb ofaiiElion may be ropanpied PDR B on 1 he
server computer, 810, t0,cause informatign stored in.the database 811 to be
ettt eved T THoME RIS B e PoraxSTE e er & Pt aip Gl e R B e e
information fromthe portal applications 605 and to present information to
the portal appihiteale@RdDa@ermigaioyoia bge Hispssehishiocaes! ind/finsk i npl enent ed
as web applications hosted on the server conputer 809 and served to the
browser of clégan, ihabpatreissioB0Bfcamatie07s pidpagated td thepPDBEGHS. ons 605 may
then serve web pages that allow a user to use the client conputer 805 to

access the v@impaky,assat anepepical admimistratar gedrits el wikdiheabgiaugoner
organi zation. The rel ational database 811 nmay be associated with a dat abase

server such asrmisafor@8MRGheldi8et RE%hC QHWHtaEs;ect%hg-rggriBﬁ fdrat i onal

dat abase 811 namy store information as defined tabase tabl es

II1ustrated ip@rrﬁis%fbrnein?drm%?i%% ia&% E’% iaégfyaetgtthe PDS 615. Thus, the PDS

615 may be viewed as a master permission data source where

permissions to all the assets are merged together. The permission

propagation is illustrated in Figure 7A.

Network Environment

[0066] Figure 8A is a network diagram illustrating an example
embodiment of a network environment that may be used. Network
environment 800 has a network 801 that connects with server computers
808 through 810 and client computers 805 through 807. Network
environment 800 may also be referred to as a client-server environment.
As illustrated, several server computers 808 to 810 and several client
computers 805 to 807 are connected to and communicate with one

another via the network 801, which may be, for example, an on-chip
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[0071] Figure 8B is an exanple conputing environnment that nmay be used with
sone enbodi nents of the invention. Conputing environnent 802 is only one
exanpl e ovoaoswi7eEbl e conputing environnent and is not iPorarsdad/ os®7euggest
any limtations as to the scope of use or functionality of the enbodi nents
of the present invention. Neither should the conputing environnent 802 be
I nterpreted as having any dependency or requirenent relating to any one or
conbi nati on of conponents illustrated in Figure 8B. - 35-
SUBSTI TUTE SHEET (RULE 26) WO 2011/ 072270PCT/ US2010/ 059970

[ 0072] Enbodi wentguitatidreneiwasiit iNnte begt diiermgibest thematwark 88¢erightlbe pur pose
or special purpose conputer systens or configurations. Exanples of well

known conput er irgysdeeone bhatorewy: ibeerusiol comphuwdeatidng, aarapticat nétwoirk,ed t o,
personal conputers, server conputers, hand-held or |aptop devices, Tablets,

Smart phones ihdNgitbRR Sa LBUAILAREACEIRDK (ISAS], 8 RIe el REAVRARIPINPased
systens, set top boxes, programrabl e consuner el ectronics, network PCs,
m ni conput er g, iRk Khkaffer network, cable network, or a combination of these
and/or others. Note that the number of client computers and server
computers illustrated in Figure 8A are used as examples only and is not
meant to be restrictive.
[0067] The server computers 808 to 810 may represent, for
example: a master device on a chip; a server system; an intellectual
property core, such as a microprocessor, communications interface, etc.;
a disk storage system; and/or computing resources. Likewise, the client
computers 805 to 807 may have computing, storage, and viewing
capabilities. The method and apparatus described herein may be applied
to essentially any type of communicating means or device whether local or
remote, such as a LAN, a WAN, a system bus, on-chip bus, etc.
[0068] It is to be further appreciated that the use of the term client
computer and server computer is for clarity in specifying who initiates a
communication (the client) and who responds (the server). No hierarchy is
implied unless explicitly stated. Both functions may be in a single
communicating device, in which case the client-server and server-client
relationship may be viewed as peer-to-peer. Thus, if two devices such as

the client computer 805 and the server computer 808 can both initiate and

respond to communications, their communication may be viewed as peer-
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conputers, distributed conputing environnments that include any of the above
systens or devices, and the |ike. [0073] Enbodi nents of the present

i nvent i orwoayiing2ziescri bed in the general context of comrpwiuseeiensm®as abl e

I nstructions, such as program nodul es, bei ng executed by a conputer system
General |l y, program nodul es include routines, prograns, databases, objects,
conponents, data structures, etc. that perforns particular tasks or

i npl ement particul ar abstract data types. Those skilled in the art can

i npl ement the description and/or figures herein as conputer-executable

i nst ruct i ons foweEEhLikawidse conrodnieatians belyweenrthe senaymoumpitersedfibl e medi a
di scussed bel ow. [0074] Enbodi nents of the present invention may al so be

practiced i nafds809 dnd eliert@upmputag 808 anoBoenhay bbetavédsk pear @ peef or ned
by renote processing devices that are |inked through a communi cati ons

network. I'n & cHchtdudAREMERMRIhY H@vRRVs CABABIR! of |ﬁ|'h9€id5@6h6‘?ééﬂ>&$se%y be
| ocated in both local and renote conputer storage nedi a includi ng nenory

storage devi -36- SUBSTI TUTE SHEET (RULE 26) WD
5011/ 072270 TR W 9970

[0069] Figure 8A also illustrates an embodiment of a server
computer to display the application on a portion of a media space, such as
a web page, a profile page on a portal such as that provided by a service
provider, etc. The application may be embedded into a third party’s media
space, such as an HTML web page, a page of a portal, etc. The
application when executed on a server 809 causes the server 809 to
display windows and user interface screens on a portion of a media space
such as a web page. A user from a client computer 805 may interact with
the page that contains the embedded application, and then supply input to
the query/fields and/or service presented by a user interface of the
application. The web page may be served by a web server 808 on any
HTML or wireless access protocol (WAP) enabled client computer 805 or
any equivalent thereof such as a mobile device or personal computer.

The client computer 805 may include browser software (e.g., Firefox) to
access the web-based anticipatory design tools hosted by one or more of
the server computers 808 to 810.

[0070] For some example embodiments, the portal applications 605
may include codes scripted to execute on the server computer 810 to

allow interaction with a user and to present customized interface to a user.
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[0075] Referring to Figure 8B, the conmputing environnent 802 includes a
gener al - pur pose conputer system 810. Conponents of the conputer system 810
may i ncl wste,20twnt72z@ne not limted to, a processing unit 82@/Usamioogomne or
nore processing cores, a systemnenory 830, and a system bus 821 that
coupl es various system conponents including the systemnenory to the
processing unit 820. The system bus 821 nay be any of several types of bus
structures including a nenory bus or memory controller, a peripheral bus,
and a local bus using any of a variety of bus archltectures By way of
exanpl e, and ThetPDEm ttamiagiinclede kodes Retipied e @xeculiel ardiel sefvet ry St andar d
Architecture (I SA) bus, Mcro Channel Architecture (MCA) bus, Enhanced | SA
(EI SA) bus, bfodmmt&éﬁﬂtmcdm iBfantiodstéesanithd idatak=2éeHY)1 {odsal e bus, and
Peri pheral Conponent Interconnect (PCl) bus al so known as Mezzani ne bus.

[ 0076] Conput e&trigyed €T kDol Rif €3 st Bb %ﬁi@fa@o\b%récmfngueéd fPrgehy T eadabl e
medi a. Conputer readable nedia can be any avail able nmedia that can be

accessed by GagRLEL, RYSH D rg&&b%@gné%rdngd@% 3% B SRR L foRciryol ati 1 e

nedi a, renova non re exa , and not

limtation, ¢o er cude or a i nformation
such as corrpt?]rﬂ‘nggogala%%ﬁ'lc@ @51\53 -8r%orag tmét(% 9g’t‘:“ogram nodul es or
ot her data. Conputer storage medi uns incl ude but are not limted to, RAM
ROM EEPROM TP HeehasweR applirations mesied @'&Hﬂfbﬁ%@?r cCamMPRIsV 8QE @hd al
versatile disks (DVD) or other optical disk storage, nmagnetic cassettes,
magnet i ¢ t apserved to the browser of3dienBtiBRPLTWE BOSHEETS Q RUL Re 20)tal

applications 605 may then serve web pages that allow a user to use the
client computer 805 to access the various assets associated with a
particular logical customer organization. The relational database 811 may
be associated with a database server such as, for example, the server
computer 810. The relational database 811 may store information as

defined by the database tables illustrated in Figure 5.

Computing Environment

[0071] Figure 8B is an example computing environment that may be
used with some embodiments of the invention. Computing environment
802 is only one example of a suitable computing environment and is not
intended to suggest any limitations as to the scope of use or functionality
of the embodiments of the present invention. Neither should the
computing environment 802 be interpreted as having any dependency or
requirement relating to any one or combination of components illustrated

in Figure 8B.
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magneti c di sk storage or other nmagnetic storage devices, or any other

medi um whi ch can be used to store the desired information and which can be
accessed w9 20ompez7er system 810. Communi cati on nedi a typctaiskgropesdodi es
conput er readable instructions, data structures, program nodul es or other
transport nechani smand includes any infornmation delivery nmedia. [0077] The
system nenory 830 includes conputer storage nedia in the formof volatile
and/ or nonvol atile nenory such as read only nmenory (ROM 831 and random
access nenory (RAM 832. A basic input/output system 833 (BIOS), containing
t he basic rol@(%ds thatEnmleogiments phiefigventrfiromaytticoppdratior@widl enent s

Wi thin conputer system 810, such as during start-up, is typically stored in
ROM 831. RAMg8aardl ynipsdd or spetislipusposs eompdieprsypienes anconmfiburagorishat are

i mredi ately accessible to and/or presently being operated on by processing

unit 820. By paaynfbs BK@BRkRowANS il Ey8tb M tABE m kgjér@sé%ﬁniclddé?bbﬁt es
operating system 834, application prograns 835, other program nodul es 836,

and or 90T am A3t AoBHfiiod W01 TR CATIMLEE: SURFTLRIONIRY nahadldgl ude ot her

renmovabl e/ non-Ttenova atiTe conputer stora nedi a. By way

of exanpl e onl Fi gure i|lystrates a hard djsk drive 841 that reads
From or wri ¢ L2508 dadites chabials S abonge NebrRlSar EPIEEASE0" o magnet ¢

di sk drive 851 that reads fromor wites to a renovabl e, nonvol atile
magneti c di sRYSISMS, AMaropfoesRscERrRsad SKsigms, et bexas, pegranthaditor writes
-38- SUBSTI TUTE SHEET (RULE 26) to a renovable, nonvolatile optical disk
856 such as aofBuReMelectrontosr neptdrk ACsyminaonfiuiers, neamivaimmiee/ non- r enovabl e,
vol atil e/ nonvol atil e conputer storage nedia that can be used in the

exenpl ary opebaiguidrseatine®abmipltihy é@wirbhinedtLthaginduds aegof the USB dri ves
and devices, magnetic tape cassettes, flash nmenory cards, digital versatile

di sks, digit Vi i 8 {RAM solid state ROM and the |ike.
The hard di s%bgr?gzggﬁ%oﬁgdﬁ%‘%égaﬁ%m golﬁ'ect ed to the system bus 821

mgnot ¢ di SO, a5 g HEaf e BB DS B ey Monnect o

to the system bus 821 by a renpvable nenory interface, such as interface
850. [0079] THee E?F%@i canigxt Pﬁ?‘?m8@@6@X§P'éfé‘¥’l?o'ﬁﬁti%ﬁ'°r§a SHEgESRIggRM

modules, being executed by a computer system. Generally, program
modules include routines, programs, databases, objects, components,
data structures, etc. that performs particular tasks or implement particular
abstract data types. Those skilled in the art can implement the description
and/or figures herein as computer-executable instructions, which can be
embodied on any form of computer readable media discussed below.
[0074] Embodiments of the present invention may also be practiced
in distributed computing environments where tasks are performed by
remote processing devices that are linked through a communications
network. In a distributed computing environment, program modules may
be located in both local and remote computer storage media including

memory storage devices.
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di scussed above and illustrated in Figure 8B, provide storage of conputer
readabl e i nstructions, data structures, program nodules and other data for
t he conpuwenrosyweEm 810. In Figure 8B, for exanple, hara@cuivskoidososao 841 is
illustrated as storing operating system 844, application prograns 845,

ot her program nodul es 846, and program data 847. Note that these conponents
can either be the sane as or different fromoperating system 834,
application prograns 835, other program nodul es 836, and program data 837.
The operatin systen1844 t he application prograns 845, the other program
nmodul es 846, [G0vb]t he pRﬁjerammctatlggwﬁ&rtbegnomut@gferw@nmam@@Ei c
identification here to illustrate that, at a mninum they are different

copi es. includes a geﬁ@ral&dBﬁd’éeTwrﬁpﬁiéEEVst(eRUBEOZ@omM@]ents of the
2011/ 072270PCT/ US2010/ 059970 [ 0080] A partici pant nmay enter commands and

i nformation 'cBhﬁthé‘fesﬁ@éFﬁl&@r méy%&lﬁ@e%%ttdﬂéwéghmit@@% Q?Vdc‘é%ém@tiﬂht as a
keyboard 862, a m crophone 863, a pointi ng devi ce such™as a nouse,

trackbal | or H)M[h[}

j oysti ck, gar?téalhg#ﬂI r@@%%%wreﬁg%sﬁwb%% Etaeﬂg orrmélsd l%?] t?ejw ces are
often connected to cessi uni.t 820 throu h ser interface
860 that 1. cutisnous B2F HBSCHTinlkh VAl us S starc m@ﬁ sy o e
interface and bus structures, such as a Earal | el port gane port or

uni versal sefysEMbRSMQUZHP the\prRAASSHIY WY1 8N Ui%ék‘s’[@mp@ﬁ&?ﬂw% deV| ce
is also connected to the system bus 121 via an interface, such as a video

i nterface 89@nyloh sadelial typesta busestruzhuresrincloding et mesnom)bualcs'cmelrmohude ot her
peri pheral output devices such as speakers 897 and printer 896, which may

be connect ed cbhironghageriphbril toueah®REbedl bud gsihgeny 396. vdriedBad] e conput er

system 810 nmay operate in a networked
architectures. By way of example, and not limitation, such architectures
include Industry Standard Architecture (ISA) bus, Micro Channel
Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video Electronics
Standards Association (VESA) locale bus, and Peripheral Component
Interconnect (PCI) bus also known as Mezzanine bus.
[0076] Computer system 810 typically includes a variety of
computer readable media. Computer readable media can be any available
media that can be accessed by computer system 810 and includes both
volatile and nonvolatile media, removable and non-removable media. By
way of example, and not limitation, computer readable mediums uses
include storage of information such as computer readable instructions,
data structures, program modules or other data. Computer storage
mediums include, but are not limited to, RAM, ROM, EEPROM, flash

memory or other memory technology, CD-ROM, digital versatile disks

(DVD) or other optical disk storage, magnetic cassettes, magnetic tape,
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envi ronnment using | ogical connections to one or nore renote conputers, such
as a renote conputer 880. The renote conputer 880 nmay be a persona
conput er ,we 2oand211el d devi ce, a server, a router, a netROTRISRGo/0s99pEEr

devi ce or other common network node, and typically includes many or all of
the el ements described above relative to the conputer system 810. The

| ogi cal connections depicted in Figure 8B include a |ocal area network
(LAN) 871 and a wi de area network (WAN) 873, but may al so include other

net wor ks. Such networ ki ng environnents are commonpl ace in offices,

ent er pri se- winkgnasissliskestonagearor Riher imagnetiststorage aeviceisnoeangother

-40- SUBSTI TUTE SHEET (RULE 26) WD 2011/072270PCT/ US2010/ 059970 [ 0082] When

used in a LAmeditmowkichgaerhs ossurenstord thee desitad ieformesioanarBll@hich capnnect ed
to the LAN 871 through a network interface or adapter 870. Wen used in a

VAN net wor ki g £265560BPRbmoUler SRIBHMLEI0. DEvh@thRENoh YRe&alpicac! udes a
nodem 872 or other neans for establishing communi cations over the WAN 873,

such as the 'e%tﬁ:[tﬂ@é corﬁpﬁtmgﬁ%@ymtwﬁ&nsn@ﬁta%‘?rdcﬂ{r@é,ﬂ@grg?éme”ernal’ may

be connected 10 e system bus via the user-1np I ace 860, or
ot her appropria net wor ked envi ronnent Pr%gr am nodul es

mechanism In . a
depi ct ed rel GQHeT B PRET TFRSEPRMES A i #06 NGHOES ALY SO RBPRof . mmy be
stored in a renote nenory storage device. By way of exanple, and not
linitation, Febye¥ medialjiustrates remote application prograns 885 as
residing on renote conputer 880. It will be appreciated that the network
connecti ons $0M] are érenpistary nemiont 880 inthades afmpstealstarape media
comuni cations |ink between the conputers may be used.
in the form of volatile and/or nonvolatile memory such as read only
memory (ROM) 831 and random access memory (RAM) 832. A basic
input/output system 833 (BIOS), containing the basic routines that help to
transfer information between elements within computer system 810, such
as during start-up, is typically stored in ROM 831. RAM 832 typically
contains data and/or program modules that are immediately accessible to
and/or presently being operated on by processing unit 820. By way of
example, and not limitation, Figure 8B illustrates operating system 834,
application programs 835, other program modules 836, and program data
837.
[0078] The computer system 810 may also include other
removable/non-removable volatile/nonvolatile computer storage media. By
way of example only, Figure 8B illustrates a hard disk drive 841 that reads
from or writes to non-removable, nonvolatile magnetic media, a magnetic

disk drive 851 that reads from or writes to a removable, nonvolatile

magnetic disk 852, and an optical disk drive 855 that reads from or writes
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[0083] 1t should be noted that sonme enbodi nents of the present invention may
be carried out on a conputer system such as that described with respect to
Fi gur e 8ByvOHowre279 sone enbodi nents of the present i nveoriusaowmyohe
carried out on a server, a conputer devoted to nessage handling, handheld
devices, or on a distributed systemin which different portions of the
present design may be carried out on different parts of the distributed
conmputing system [0084] Anot her device that may be coupled to the system
bus 821 is a power su y such as a battery or a Direct Current (DC) power
suppl y) to a remova EelnostSWIGMEaSHEEﬁS@FMLCE 253 CD &taMArtathenat i ng
Current (AC) adapter circuit. The DC power supply may be a battery, a fuel
cel |, or si mob#calPegianetheoenosabigdsnirembeablechalagedanvotatier i odi ¢ basi s.
The conmuni cati on nodul e (or nodem) 872 may enploy a Wrel ess Application

Protocol to %éhﬁﬂitérséloﬁ’ag@ mBHRSthat BAYRI sk iAMh& BRBR)Iary DpRr&ffgTuni cati on
nodul e 872 may inplenent” a wirel ess networking standard’such as Instltute

o B oot L1 Clor a0 FRBEREORECBUFAR! B[] EFBIs B Bhuddantipiied, | BEE st

802.11-1999 ed b
magnetic tape cassettes, flash memory cards, digital versatile disks, digital

video tape, solid state RAM, solid state ROM, and the like. The hard disk
drive 841 is typically connected to the system bus 821 through a non-
removable memory interface such as interface 840, and magnetic disk
drive 851 and optical disk drive 855 are typically connected to the system
bus 821 by a removable memory interface, such as interface 850.

[0079] The drives and their associated computer storage media
discussed above and illustrated in Figure 8B, provide storage of computer
readable instructions, data structures, program modules and other data for
the computer system 810. In Figure 8B, for example, hard disk drive 841
is illustrated as storing operating system 844, application programs 845,
other program modules 846, and program data 847. Note that these
components can either be the same as or different from operating system
834, application programs 835, other program modules 836, and program
data 837. The operating system 844, the application programs 845, the
other program modules 846, and the program data 847 are given different
numeric identification here to illustrate that, at a minimum, they are

different copies.
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[ 0085] Exanpl es of nobile conputing devices may be a | aptop conputer, a

tabl et conputer, Netbook, cell phone, a personal digital assistant, or

ot her si mvbaniideri7oe wit h on board processi ng power andP@rsSke@s®s9970
comuni cations ability that is powered by a Direct Current (DC) power
source that supplies DC voltage to the nobile device and that is solely
within the nobile conputing device and needs to be recharged on a periodic
basis, such as a fuel cell or a battery. Flow Diagram [0086]Figure 9 is an
exanple flow diagramthat illustrates a process enabling perm ssions and
restrictions [@%{ggerrentA participenb miyrerdentemmsangs antbipiirmaios. infl % di agr am
900 illustrates a process that nmay be perfornmed to nmanage perm ssions and

restricti onscomputeresstana10rthraugh iapsetievice®beactoas rokeyboard 86214 on
facilities. [0087]1n block 905, one or nore |ogical custoner organizations

Er e defined hEropheHelgd®angnd élhﬁ Sﬁ@le\/l@e%eqe@bél@'as%ﬁ'n%hb@“t@écl@ﬁl%ﬁase

ach -42- SUBSTI EET
touch pad. Other input devices (not shown) may include a joystick, game
pad, scanner, or the like. These and other input devices are often
connected to the processing unit 820 through a user input interface 860
that is coupled to the system bus 821, but may be connected by other
interface and bus structures, such as a parallel port, game port or a
universal serial bus (USB). A monitor 891 or other type of display device
is also connected to the system bus 121 via an interface, such as a video
interface 890. In addition to the monitor, computers may also include
other peripheral output devices such as speakers 897 and printer 896,
which may be connected through an output peripheral interface 890.
[0081] The computer system 810 may operate in a networked
environment using logical connections to one or more remote computers,
such as a remote computer 880. The remote computer 880 may be a
personal computer, a hand-held device, a server, a router, a network PC,
a peer device or other common network node, and typically includes many
or all of the elements described above relative to the computer system
810. The logical connections depicted in Figure 8B include a local area
network (LAN) 871 and a wide area network (WAN) 873, but may also

include other networks. Such networking environments are commonplace

in offices, enterprise-wide computer networks, intranets and the Internet.
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of the | ogical custoner organizations is associated with one or nore
agreenents established between a custoner and a service provider. In block
910, one WO 2amweg2218er groups are defined and stored in PhE/usSenOsd970

rel ati onal dat abase. Each of the user groups is associated with a | ogical
cust oner organi zation and is conprised of one or nore users. In block 915,
one or nore asset groups are defined and stored in the central relational
dat abase. Each of the asset groups is associated with a | ogical custoner
organi zation. In block 920, a user designated to grant perm ssions and
restrictions[@@2ccess When osed o1 andye nabrerking envirgemertt; ibe. corheutene or
nore assets include the assets in the asset groups. The perm ssions and
restrictions sgsteng8adisdotiredtd taiter ISANBAhigrowsgt a greoupdk. infed@88]drn bl ock
925, access perm ssions or restrictions to the one or nore assets is

assigned to %@‘éBté?%?bleﬁ@r?%_edﬂ th é'WANﬁrﬁ‘ét\A@HQH@%nvir(@rﬁr‘%ﬁﬁttﬁé’ﬁoﬁ%@érdi ng the
perm ssions and restrictions is stored in the Central relational database.

I n bl ock 9305y§teH 536 .t;ﬂﬁ@élwiﬁclﬁaagla%ﬂo&gmlé)ﬁé O Hfh'gpgn ddfopt login ID to
access a first asset in a rirst asset group according to a first |ogical

custoner organjzation. In block 935 the fir ser . is enabl ed | ogi n
Gorng the f  ESIESBAR qasnbnaleas Suet BE AN BT oy #5 Pidhel e ot oup
according to the first |ogical custoner organization. In block 940, the
first user i 4NQIRBILE. WHidroHaK bgsintgnal @e@gﬁr@al,d@ﬁhbﬁ@mﬁeﬁ@@'é%h@ne or
nore assets in a second asset group according to a second | ogical custoner
or gani zat i onsystem bus 821 via thed@serShBEThEUEEcSEEE Dr ORUErEZBYprisie

2011/ 072270PCT/ US2010/ 059970 [ 0089] From t he descri pti ons above, sone

enbodi nent s @fedha@idrmViend hefivdrked eeeirénment, rdbgrael Alddensl delsitivbase
containing informati on associated with assets of a service provider,

cherein th ! : _ . "4 stinct
erein the féléﬁ &1He om Gﬂeﬁkzge\gdngﬁ‘%bocggpfd?ﬁoﬁ@ﬂf‘efrlégﬁ?ﬁeﬂpﬁé %ﬂiré%ln‘nj' stinc

co-location facilities. A perm IS con to enabl e at

orant por mi o8 BT 5eEHRL88Hae dede &7 MDY ERARIT G B Ble, o P

users of the sane custoner. An asset hierarchical npdel is configured to
enabl e groupiFt'ﬂj"rGfscEi ﬁésfé%@étrgm%e 8RRIIGHIORFegBe 889 AsUsidinghaNa user group
model is configured to enable grouping of the users of the custoner in one
or nore user rgmeteeomputeaEeor Hiwilh becpiecigtasyinap Hiecagiwordicenngeions
co-location facilities, the user groups and the asset groups nmanaged

i ndependent | ghoWwnare exeaigiany.andl dihes maserofiestaviablrgda comnagnioatisisng a
first login identification (ID) to access a first asset in a first asset

group accor dijAg beevder tHeStorhp@icfdmUse Q88d. or gani zation. The first user is
enabled to login using a sane first login ID to access a second asset in

the first assgigdrour FCGRIM BE rofed fHat'sohid emBBLFAENEET tREBFeddgant zat i on.

invention may be carried out on a computer system such as that described
with respect to Figure 8B. However, some embodiments of the present
invention may be carried out on a server, a computer devoted to message
handling, handheld devices, or on a distributed system in which different
portions of the present design may be carried out on different parts of the
distributed computing system.

[0084] Another device that may be coupled to the system bus 821

is a power supply such as a battery or a Direct Current (DC) power supply)
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[ 0090] Some enbodi ments of the invention include applying a

per m ssi ons- based asset managenent nodel to manage assets associated with
agr eenentwohetveearoa custonmer and a service provider, wereraiseoiansdse@st one
user fromthe customer is designated as an asset adm nistrator having
authority to grant or restrict perm ssions to access assets in one or nore
geographically distinct co-location facilities, the - 44-
SUBSTI TUTE SHEET (RULE 26) perm ssions applied to other users of the sane
custoner. A |logical custoner organization nodel is applied to enable
groupi ng of @nd Adiernaling yrreahtht sadaptaeeircuihel ke Silopewenndpplienaier vi ce
provider into at least a first |ogical custoner organization and a second
| ogi cal cust beea battggnazasliaail, ol bienikeg D& powes saueegiandzad beteghargedr nore
agreenent groups where each agreement group is associated with a | ogi cal

cust omer org@wgaéh@dlc bRBE. WS BoRAfUhitRBINCRAbJGIESoP FRIdEPR OGTD Ayl ON i's
associated with at east one an asset group and at Ieast one a user group.

The agreemante%o[ﬂg)gglW{;r s'd‘sbzﬁﬁat'% P%}ﬁcfil t&r[r%gelsthl y app t he assets of

t he service pr I erarchrca red to enable

e gr ouped i AEBTBBCEIOM B eV IS die RuRuR o TR s A7 e shoRmeece:

groups is assigned to one of the at least first |ogical custoner

or gani zat i on 2aMifelsee BRIVATEEIGCHANEYS WieBrasongite af FéelioRl@ndst user is
enabled to login using a first login identification (ID) to access a first
asset in a fiHettradceEngineers dEEE)BOa. tlostahdard, lisEElsigi 862.1 ¢u9O8mer

organi zation. The first user is enabled to login using a sanme first |ogin
ID to access p@bﬁmgy@ggnnnggghe first asset group assigned to the first
| ogi cal custoner organization. The first user is enabled to login using a

second | ogi nt[(?]@fgo acc 3 C(g? 8f iERiI8 cB dé\/?ce%%ﬁg a%s%? OFgroup

assigned to econd cust oner zatl on st user

asset o oup. Rt ot0EhEShpBE Relidd? C§E§ﬁ§ﬁsrab?bs%ﬁ\a?§@%h' e thire

-45- SUBSTI TUTE SHEET (EULE 26 WO 2011/ 072270PCT/ US2010/ 0599d0 [0091] It
may be not ed 2ERIGHANY THIAEHSHTHE SeXics WE AR SOATHREPCESSING Power an

wireless communications ability that is powered by a Direct Current (DC)
power source that supplies DC voltage to the mobile device and that is
solely within the mobile computing device and needs to be recharged on a

periodic basis, such as a fuel cell or a battery.

Flow Diagram

[0086] Figure 9 is an example flow diagram that illustrates a
process enabling permissions and restrictions management, in
accordance with some embodiments. Flow diagram 900 illustrates a
process that may be performed to manage permissions and restrictions to
access one or more asset in one or more co-location facilities.

[0087] In block 905, one or more logical customer organizations are

defined for a customer and stored in a central relational database. Each
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refer to a custoner, the service provider may have agreenents with nmultiple
custoners. Each of the nultiple custoners may be associated with their own
set of | oyDeali/oevonmer organi zati ons, and the users of PCmaseons497pl e
custoners may use the sane portal to access assets associated with their
appropriate | ogical custoner organizations. [0092] Wile sone specific
enbodi nents of the invention have been shown the invention is not to be
limted to these enbodi nents. For exanple, several specific nodul es have
been shown. Each nodule perforns a few specific functions. However, all of
t hese functi e@hthelogiadl besigmarmsganiaaibonsie aasdaiatedwitb\ome wroren down
further into scores of nodules. Mst functions perfornmed by el ectronic

har dwar e conpgregthsnizestdislistiepl betwbed anyustarhbnane aesarlistippovided Wi ce versa.
[0093] " The different functions described herein may be perfornmed by

har dwar e, soblgM @10, WnedoraABRY @@érag?auﬁé aROHBfindd 8nd@EdrbaMms t cémpd) function
i npl enented in software are stored on the nmachi ne-readabl e nedi um and have

bl Th
Chvent s on. i s (eRtgiEAN labSeE Aath b UPEIHeot it vith%h 10tRe | On. The
descri bed herein, but o 8oge of thg ?%Rended cl ai ns.
-46- SUBSTI TW@O@I%I?IFQ??QB% %é}‘ EPRPfiged of ohe or more users.  In block

915, one or more asset groups are defined and stored in the central
relational database. Each of the asset groups is associated with a logical
customer organization. In block 920, a user designated to grant
permissions and restrictions to access the one or more assets is identified.
The one or more assets include the assets in the asset groups. The
permissions and restrictions are granted to the users in the user groups.
[0088] In block 925, access permissions or restrictions to the one or
more assets is assigned to each of the users in the user groups.
Information regarding the permissions and restrictions is stored in the
central relational database. In block 930, a first user is enabled to login
using a first login ID to access a first asset in a first asset group according
to a first logical customer organization. In block 935, the first user is
enabled to login using the first login ID to access a second asset in the
first asset group according to the first logical customer organization. In
block 940, the first user is enabled to login using a second login ID to
access one or more assets in a second asset group according to a second

logical customer organization.
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What is claimed is: W claim 1. A systemfor managi ng assets in a
co-location facilities environnent, the system conprising: a central
rel ati onavodatiabazye cont ai ni ng i nformati on associ at ed WPCh/Us2®e059906 a
service provider, wherein the assets are associated with one or nore
geographically distinct co-location facilities, wherein a perm ssions
nodel is configured to enable at | east one user froma custoner to be
designated as having authority to grant perm ssions to access the assets,
the perm ssions granted to other users of the sane custoner, wherein
an asset hi efGR&Hi cal el theseserpliens aepves sensbembgdvupitapfdfe t he assets
i n one or nore asset groups, and a user group nodel is configured to enable
groupi ng of frhentisrrisclode tluentias talatondl dlatateaser comaiaingsiaforgrapiops and
according to the geographically distinct co-location facilities, the user

groups and thasa§aRld Ql&@ﬁ@%tm%w'c%ﬂﬁﬁaéﬁWHéfthfth@rH%s@beér*éer
wherein a first user is enabled to login using a first login identification

(101 to accessaubidluanelorid JddthoRear a8iRRARERIA) PRS2 1" o

| ogi cal custoner organi HEET ( RULE

2
) A permissions model is configured to enable at least one user from a

customer to be designated as having authority to grant permissions to
access the assets, the permissions granted to other users of the same
customer. An asset hierarchical model is configured to enable grouping of
the assets in one or more asset groups, and a user group model is
configured to enable grouping of the users of the customer in one or more
user groups and according to the geographically distinct co-location
facilities, the user groups and the asset groups managed independently of
one another. A first user is enabled to login using a first login identification
(ID) to access a first asset in a first asset group according to a first logical
customer organization. The first user is enabled to login using a same first
login ID to access a second asset in the first asset group according to the
first logical customer organization.

[0090] Some embodiments of the invention include applying a
permissions-based asset management model to manage assets
associated with agreements between a customer and a service provider,
wherein at least one user from the customer is designated as an asset
administrator having authority to grant or restrict permissions to access

assets in one or more geographically distinct co-location facilities, the
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wherein the first user is enabled to login using a same first login IDto
access a second asset in the first asset group according to the first

| ogi cal owetonmr722z7ngani zati on. 2. The system of elcaiusedip/ossyes ei n t he
first user is enabled to login using a second login ID to access one or
nore assets in a second asset group according to a second |ogical custoner
or gani zati on. 3. The systemof claim1l1l, wherein the one or nore
asset groups are associated with one or nore co-location facilities, and
wherein permssions granted to an asset at a first |level of the hierarchy
nmodel i ncl ud@erpissitnssAmpiedde atterdisass of H samsaustanel. eAddgicdlower than the
first level in the hierarchy nodel, and wherein the other assets at the

| evel s | ower cubmdrwrghnizatioh ewslel iappirdioarratdyraupied of sné onmicabl e to

| ess than a total nunber of assets included in the |levels |ower than the

first level. ggreementd-betBef Yivé 8OO M thd sepigs Providbenfsaeeasea e
provi ded by a“service provider, wherein the service provider is associated

wi th the custpresoBaselioPB <P, diBh% R0 SEURI Bk Byt he customer to

"
access the assets; ereil east one u rom t%e custoner to

e e e o A A AT o PSP B B 0 1

wherein that designated user is authorized to adm nister over one of a

- 48- SUBSTI TOTRURSHEESTS $RRTEAQEEME T @reUR isagsagialied Withl 3 lagical kesipseest
groups, and sone subsets of all of the asset groups. 5. The system
of claim4, wgareraticrhandgrieeeerach lagiceabcusip@eér organizai®nds assoeategt eenent
groups, wherein each agreenment group is associated with a | ogical custoner

or gani zat i onwitangt |shstrFignas asset! o AndcatIE HTRINCOA Badi g@iupoMhes associ at ed
with at | east one an asset group and at | east one a user group. 6.

The system Ofagfé@rhéht%zeﬁ’éﬁﬁéseﬂfé (8s %P%@éu%ﬁ%ri&%‘é@é@’é"ﬁhe%é&%&so?{h% forme

based on one a region, an organization, a epartnent, and wherein a

11050 SRy ISR 8 ah g ol gl g o5t 1

wherein the assets include |ogical and physical assets, and wherein a user
interface i s FHINGQF Ep aess LPP Qpei Q{frﬁgr PS5 TR teEaINAN ASRHHe fir st

user according to perm ssions granted by the admnistrator to the first
user, the uséanibgt @otped iRlosME et BareRs$etprpeps.ancowhetein eaelyiot epr ovi der .

asset groups is assigned to one of the at least first logical customer
organization and second logical customer organization. A first user is
enabled to login using a first login identification (ID) to access a first asset
in a first asset group assigned to the first logical customer organization.
The first user is enabled to login using a same first login ID to access a
second asset in the first asset group assigned to the first logical customer
organization. The first user is enabled to login using a second login ID to
access one or more assets in a second asset group assigned to the
second logical customer organization. The first user is able to login using
the first login ID to access a third asset in a third asset group assigned to

the first logical customer organization.
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8. The systemof claim7, wherein the user interface is presented to the
first user based on the first user logging into the portal using a browser
i nst al | edworor/wokizent conputer system connected to an | RCEMUSRA10i059930
client-server environnment. -49- SUBSTI TUTE SHEET ( RULE 26)
9. The systemof claim1l, wherein the assets are associated with one or
nore data centers of the one or nore geographically distinct co-location
facilities, and wherein the designated user is further authorized to revoke
perm ssions to access the assets. 10. A nethod for inplenmenting

uni fi ed user [0@)ilns f olt may belnniad that dthoughtthe examplesoaesaibedtaoveet hod
conpri si ng: appl ying a perm ssi ons-based asset managenent nodel to
manage asset sefessoaicaktoma, tie agnvineprol/ikich etaykavaagieshmeras wathd a servi ce
provi der, wherein at |east one user fromthe custoner is designated as an

asset adm ni ghuiablarcuURBMES. ahdHbf the thItiFreaéﬁst@ﬂ‘r]_eF§ﬁ$aryitS‘é aPgidrtagi ons to
access assets i n one or nore geographically distinct Co-l|ocation

access ass: o . _ |
applying a1 SHCPT T T 1208t o R r et EhS A PR o o one or

21Tt | oo Sasa DUl FUORRR 2 Wse Divealne GOBRA ARR SR omor

organi zation, the agreenents enabling the users of the custonmer to access
the assets ofseoeiatastwitl heir appreeriate logical gpsipyien@ra@niaatians. hi er ar chi cal
nodel to enable grouping of the assets into one or nore asset groups,
wherei n an a$d@2]can béVhieospmed Specticerebodiments ohfwenvgnibapbavand wher ei n
each of the asset groups is -50- SUBSTI TUTE SHEET (RULE 26)

been shown the invention is not to be limited to these embodiments. For

example, several specific modules have been shown. Each module

performs a few specific functions. However, all of these functions could

be grouped into one module or even broken down further into scores of

modules. Most functions performed by electronic hardware components

may be duplicated by software emulation and vice versa.

[0093] 'The different functions described herein may be performed

by hardware, software, or a combination of both. The portions of that

function implemented in software are stored on the machine-readable

medium and have executable instruction to cause the machine to carry out

that function. The invention is to be understood as not limited by the

specific embodiments described herein, but only by scope of the

appended claims.
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assigned to one of the at least first |ogical customer organization and
second | ogi cal custoner organi zation; enabling a first user to login
usi ng a fwosbillwogiTn i dentification (ID) to access a fireCTassen/os7a first
asset group assigned to the first |ogical custoner organization, and
enabling the first user to login using a sane first login ID to access a
second asset in the first asset group assigned to the first |ogical

cust oner organi zati on. 11. The method of claim 10, further
conprising enabling the first user to login using a second login IDto
access one olCLAIMS assets in a second asset group assigned to the second

| ogi cal custonmer organi zation, and wherein the first user is able to login
using the first login IDto access a third asset in a third asset group
assigned to teaffisccdimledgscal customer organi zati on. 12. The met hod
of claim 11, wherein information related to the assets, the users and the
perm ssions ngegldmed in a central relational database associated with the
service provider, and wherein information related to the rel ationships

anong the users, the %1% LSSI S| RS} i.shed and stored
in the central rel1atpi‘ gzgt?hzgtrabaséedwg BSS&s aodbslo_c §'i8m%ﬂi§' | TUTE SHEET

(RULE 26) . 13. .The nEet hod of. claim 11, wherein the admnistrator is
responsi bl e PS?’"%W&BHBGPK%%%%WB“EH‘%n asset level and authorized to

adm ni ster over a single asset group, all of the asset groups, or sone
subsets of all of ¢RI EQiptiona gadabase containing information associated with

assets of a service provider, wherein the assets are associated with one or
more geographically distinct co-location facilities,

wherein a permissions model is configured to enable at least one
user from a customer to be designated as having authority to grant
permissions to access the assets, the permissions granted to other users
of the same customer,

wherein an asset hierarchical model is configured to enable
grouping of the assets in one or more asset groups, and a user group
model is configured to enable grouping of the users of the customer in one
or more user groups and according to the geographically distinct co-
location facilities, the user groups and the asset groups managed
independently of one another,

wherein a first user is enabled to login using a first login
identification (ID) to access a first asset in a first asset group according to

a first logical customer organization, and
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14. The method of claim 11, wherein the one or nore asset groups are
associated with one or nore co-location facilities, and wherein perm ssions
granted twoaniiagsed at a first | evel of the hierarchy nedeluscoolosmdes

perm ssions granted to other assets at levels |lower than the first level in
t he hi erarchy nodel. 15. The met hod of claim 14, wherein the other
assets at the levels lower than the first level in the hierarchy nodel is
limtable to less than a total nunber of assets included in the |evels

| ower than the first |evel. 16. The method of claim 11, wherein a
first user is a mwheseinghedirstiusesis enablad o laginupingsmaamiedirel lagkmiDasset i s
a nenber of at |east one asset group, wherein the agreenents are grouped
into one or mwaccesy @sveond gesatps theviiest aisbetegrobpagortimgto freofingt i S
associated with a | ogical customer organization, and wherein each | ogi cal
custoner or g@gHigaldultbrhér dYaARa@bsd W th at | east one asset group and at

| east one user  group. -52- SUBSTI TUTE SHEET (RULE 26)

17. The method of claim 11, wherein the assets include physical and | ogical
assets associated with one or nore data centers of the one or nore

geographical ly distinct Iocatlonfalllt user
interface i s presént (%ﬁmf?fr(g?'”hée‘f” B WS?Héeﬁ"rsresqabF%Je{Be'PS@gl ng into
the portal of the serV|ce provi der using a browser installed in a client
conput er sysueRIcDAANEPAHDILAthaesrisoNTMoaMEre apsetsdn asecendiassahent .

18. A conputer-readable nmedia that stores instructions, which when executed
by a machi ne graguaecarbmgnachseeondlogmaf omstommroagardnatiamrrpri si ng:
configuring a central relational database to receive log in requests from
two or nore geographically distinct co-location facilities to enable two or
nore users froma sane organi zation to log into both 1) the |ogical assets

of, including Intef st&’tgrﬁﬂ'éf d4h ?t@ﬁérdﬁ%@éﬂé’%r Hﬁb?é%s@ﬂgd% psOr nore

servers, and 2) the p assets two or nore geographically

g stinet co- s?%é%éo"%tgﬁiwc%p%% I BB At Pohent ) ot on

contract in a taple as unj gue custoner_ and rel ah naII assocj at es
mul tiple cuspsﬁ@ﬁswreet ghasset@t girehieveeidhs MgAel a data set
t hen groups the organization with multiple contracts i nto an operating
cust omer ent inguags peintissiass gerrdad daothesdgsets at Ievelswpwerthandbedirstnt er f ace
presented froma first logic asset of the co-location facility is
configured f devel retheusiecrey oragiehiarat wherdimthgy other bbsets abpies fviefey entiti es
in any way they -53- SUBSTI TUTE SHEET ( RULE 26)

lower than the first level in the hierarchy model is limitable to less than a

total number of assets included in the levels lower than the first level.

4. The system of claim 1, wherein the assets are provided by a
service provider, wherein the service provider is associated with the
customer based on one or more agreements to enable the customer to
access the assets, and wherein the at least one user from the customer to
be designated as having the authority to grant permissions to the assets is
an administrator responsible for managing the assets at an asset level,

and wherein that designated user is authorized to administer over one of a

-48-
SUBSTITUTE SHEET (RULE 26)



wi sh including region based groupings, entire organi zati on groupi ngs and
departnental groupings. 19. The conputer readabl e nmedi umof claim
18, wher ewo 2onifooezrati on related to the users, the | ogi cacTasdoplhy®rcal
assets, and the unified login IDis stored in the central rel ational

dat abase. 20. The conputer readabl e nmedi um of claim 18, wherein the
users are grouped into one or nore user groups, the | ogical assets are
grouped into one or nore asset groups, and wherein the assigned unified
login I D can be used to access all assets belonging to an asset group.

-54- SUBSTI TSTrRlespEsEt qreup.Flbef)the asset groups, and some subsets of all of the

asset groups.

5. The system of claim 4, wherein the agreements are grouped into
one or more agreement groups, wherein each agreement group is
associated with a logical customer organization, and wherein each logical
customer organization is associated with at least one an asset group and
at least one a user group.

6. The system of claim 5, wherein the one or more agreement
groups are formed based on one of a region, an organization, and a
department, and wherein a first user is a member of at least one user

group, and wherein an asset is a member of at least one asset group.

7. The system of claim 4, wherein the assets include logical and
physical assets, and wherein a user interface is configured to display
information associated with the first user according to permissions granted
by the administrator to the first user, the user interface associated with a

portal of the service provider.

8. The system of claim 7, wherein the user interface is presented
to the first user based on the first user logging into the portal using a
browser installed in a client computer system connected to an Internet in a

client-server environment.
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9. The system of claim 1, wherein the assets are associated with
one or more data centers of the one or more geographically distinct co-
location facilities, and wherein the designated user is further authorized to

revoke permissions to access the assets.

10. A method for implementing unified user logins for a co-location
facilities environment, the method comprising:

applying a permissions-based asset management model to
manage assets associated with agreements between a customer and a
service provider, wherein at least one user from the customer is
designated as an asset administrator having authority to grant or restrict
permissions to access assets in one or more geographically distinct co-
location facilities, the permissions applied to other users of the same
customer;

applying a logical customer organization model to enable grouping
of one or more agreements between the customer and the service
provider into at least a first logical customer organization and a second
logical customer organization, the agreements enabling the users of the
customer to access the assets of the service provider;

applying an asset hierarchical model to enable grouping of the
assets into one or more asset groups, wherein an asset can be grouped

into one or more asset groups, and wherein each of the asset groups is

-50-
SUBSTITUTE SHEET (RULE 26)



WO 2011/072270 PCT/US2010/059970

assigned to one of the at least first logical customer organization and
second logical customer organization;

enabling a first user to login using a first login identification (ID) to
access a first asset in a first asset group assigned to the first logical
customer organization, and

enabling the first user to login using a same first login ID to access
a second asset in the first asset group assigned to the first logical

customer organization.

11. The method of claim 10, further comprising enabling the first
user to login using a second login ID to access one or more assets in a
second asset group assigned to the second logical customer organization,
and wherein the first user is able to login using the first login ID to access
a third asset in a third asset group assigned to the first logical customer

organization.

12. The method of claim 11, wherein information related to the
assets, the users and the permissions is stored in a central relational
database associated with the service provider, and wherein information
related to the relationships among the users, the assets, and the

permissions is established and stored in the central relational database.
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13. The method of claim 11, wherein the administrator is
responsible for managing the assets at an asset level and authorized to
administer over a single asset group, all of the asset groups, or some

subsets of all of the asset groups.

14. The method of claim 11, wherein the one or more asset groups
are associated with one or more co-location facilities, and wherein
permissions granted to an asset at a first level of the hierarchy model
includes permissions granted to other assets at levels lower than the first

level in the hierarchy model.

15. The method of claim 14, wherein the other assets at the levels
lower than the first level in the hierarchy model is limitable to less than a

total number of assets included in the levels lower than the first level.

16. The method of claim 11, wherein a first user is a member of at
least one user group, and wherein an asset is a member of at least one
asset group, wherein the agreements are grouped into one or more
agreement groups, wherein each agreement group is associated with a
logical customer organization, and wherein each logical customer
organization is associated with at least one asset group and at least one

user group.
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17. The method of claim 11, wherein the assets include physical
and logical assets associated with one or more data centers of the one or
more geographically distinct co-location facilities, and wherein the user
interface is presented to a first user based on the first user logging into the
portal of the service provider using a browser installed in a client computer

system connected to a network in a client-server environment.

18. A computer-readable media that stores instructions, which
when executed by a machine, cause the machine to perform operations
comprising:

configuring a central relational database to receive log in requests
from two or more geographically distinct co-location facilities to enable two
or more users from a same organization to log into both 1) the logical
assets of, including Internet portals and other web pages hosted on one or
more servers, and 2) the physical assets of the two or more geographically
distinct co-location facilities with a single unified login identification (ID),
where a data model in the database maintains each customer service
contract in a table as a unique customer and relationally associates
multiple customer service contracts from the same organization; a data set
then groups the organization with multiple contracts into an operating
customer entity with the assigned unified login ID, where a user interface
presented from a first logic asset of the co-location facility is configured for

the customer organization to group their operating entities in any way they
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wish including region based groupings, entire organization groupings and

departmental groupings.

19. The computer readable medium of claim 18, wherein
information related to the users, the logical and physical assets, and the

unified login ID is stored in the central relational database.

20. The computer readable medium of claim 18, wherein the users
are grouped into one or more user groups, the logical assets are grouped
into one or more asset groups, and wherein the assigned unified login ID

can be used to access all assets belonging to an asset group.
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