" | MPROVED RQOOT- CAUSE APPROACH TO PROBLEM DI AGNCSI'S | N DATA NETWORKS!
FI ELD OF THE | NVENTI ON 5The invention relates to an inproved

r oot - cause approach to probl em diagnosis in data networks. The
invention is particularly suited to diagnosing problens in a data
network including at | east one virtual machi ne.. BACKGROUND TO THE

| NVENTI ON The foll owi ng di scussion of the background to the invention
is intended to facilitate an 10 understandi ng of the present
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provndmg a proper assessment of potential root-cause problems.

To elaborate, it is to be remembered that virtual machines are inter-related with the
physical computer systems on which they operate since they share a common pool of
20 central processing unit (“CPU”), memory, disk space and storage resources.
Accordingly, a malfunctioning application running on one virtual machine may result in
other virtual machines hosted on the same physical computer system being starved of
resources which should otherwise be available to them. Similarly, abnormal processes
on the physical computer system may result in poor performance of applications

25  running on each virtual machine hosted thereon.

The root-cause diagnosis problem is further complicated because the virtual machines
may themselves be dynamically moved between physical computer systems during
operation. At the same time their identity (eg. IP address, hostname, etc.) remains the
same and the applications executing on the re-located virtual machine continue to
30 operate in the same manner, ie. independent of the new physical machine(s) on which
the virtual machine is running. This dramatically increases the difficulties in diagnosing

potential root-cause problems as the relationship (or where the virtual machine is



the virtual machine is running. This dramatically increases the
difficulties in diagnosing potential root-cause problens as the
relationship (or where the virtual machine is -2- hosted across

mul ti pl e machines - rel ationshi ps) between physical conmputer systens
and virtual nachines need to be constantly updated. Accordingly, it
is an object of the present invention tg pr ovi de an |rrpr oved
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bet ween oCOmPARENSh @ wRELEED 26O APGRE SRR BT aASMESRRY root-cause
approach to problem diagnosis in data networks in the form of a method comprising the

steps of:

associating each metric in a at least one set of metrics with at least one

component and/or network device
15 obtaining values for each such metric from a monitoring system;

determining whether each such metric is indicative of a problem within the data

network; and

ranking and correlating indicative problems to determine whether a problem may
be symptomatic of another problem based on an interconnection and/or
20 interdependency between a physical machine and a virtual machine, between

components or between components and network devices.

The method may include the step of obtaining and storing information on the
interconnection and interdependencies between each physical machine and virtual
machine in the data network and where the step of ranking and correlating indicative
25 problems includes the sub-step of ranking and correlating indicative problems to
determine whether a problem may be symptomatic of another problem based on the
stored physical/virtual machine interconnection and interdependency information. The
method may also include the step of obtaining and storing information on the
interconnection and interdependencies between components and between components

30 and network devices and where the step of ranking and correlating indicative problems



The met hod may include the step of obtaining and storing information
on the interconnection and interdependenci es between each physi cal
machi ne and virtual machine in the data network and where the step of
ranki ng and correlating indicative 25 problens includes the sub-step
of ranking and correlating indicative problens to determ ne whether a
probl em may be synptomatic of another pr,obl em based on the stored
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obtained differs fromthe prior stored information, storing the
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interdependencies between components and between components and network
devices is repeatedly obtained and compared to the prior stored information on the
20 interconnection and independencies between components and between components
and network devices and if the information so obtained differs from the prior stored

information, storing the obtained information in place of the stored information.

The method can also include the step of defining a set of priority queues and the step of
ranking the indicative problems is made with reference to the priority queues. Where
25  the method allows, the step of performing end-to-end correlation may be performed on
each priority queue in turn. Similarly, the step of performing top-to-bottom correlation
may be performed between each priority queue and the next lowest priority queue, if

any.



The nethod can al so include the step of defining a set of priority
gueues and the step of ranking the indicative problens is nade with
reference to the priority queues. Were 25 the nethod all ows, the
step of perform ng end-to-end correlation may be performed on each
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invention will now be described, by way of exanple only, with

reference 19 édaerdaa@@maﬂyadrdglodéla%m dfnth‘éhirﬁbntldmoﬁh@w@ & Efstén for

schematic representati on of a data networ E g na

accor dance'm ementing an improved root-cause approach to problem ag osxs m data networks
15 and a computer readable medium having computer software stored thereon for

executing the method as described in the first aspect of the invention.
BRIEF DESCRIPTION OF THE DRAWINGS

The invention will now be described, by way of example only, with reference to the

accompanying drawings, in which:

20  Figure 1 is a schematic representation of a data network to be analysed in accordance

with the present invention.

Figure 2 is a model illustrating the various layers of the data networks the subject of the

improved root cause approach to problem diagnosis according to the present invention.

Figure 3 is a first flow-chart of an improved root-cause approach to problem diagnosis

25 in data networks according to the present invention.

Figure 4 is a second flow-chart of the improved root-cause approach to problem

diagnosis in data networks shown in Figure 3.

Figure 5 is a third flow-chart of the improved root-cause approach to problem diagnosis

in data networks shown in Figure 3.



with the present invention. Figure 2 is a nodel illustrating the
various | ayers of the data networks the subject of the inproved root
cause approach to problem di agnosis according to the present

i nventi on. Figure 3 is a first flowchart of an inproved
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The monitoring system 106 as described in the co-pending application is slightly
modified in processing, but retains the structural elements of agent programs 108 and a

15 single manager program 10. This modification is described with reference to Figures 1
and 3.

Step 12 sees each agent program 108 and the manager program 110 analyse their
respective physical machines 102. This analysis is aimed at determining a
predetermined set of information in respect of the physical machine 102 and each

20  virtual machine 104 hosted by the physical machine 102 (if any).

In this embodiment, the predetermined set of information includes the IP addresses and
host names of each such physical machine 102 and virtual machine 104. To provide an
example of how this can be obtained, where the physical machine 102 is executing the
Linux™ operating system, the “ifconfig” command is used to obtain the IP address of
25  the physical machine 102. Domain Name Server (“DNS”) lookups of the IP addresses

can then provide the host name of the physical machine 102.

In order to determine the number of, and |P addresses for, each viﬁual machine 104 the
application programming interface (“API”) of the virtualisation technology running on
the physical machine is used Again, for example purposes, the physical machine 102
30  uses VMware(RTM) technology from VMWare, Inc. of Palo Alto, California to support

the hosting of the virtual machines. This software is then used as follows.



15si ngl e manager program 10. This nodification is described with
reference to Figures 1 and 3. Step 12 sees each agent program 108 and
t he manager program 110 anal yse their respective physical machines
102. This analysis is ainmed at determ ning a predeterm ned set of
information in respect of the physical machine 102 and each 20
virtual machine 104 hosted by the physieal machine 102 (if any). In
this enbodi nent, the predeterm ned set of information includes the IF
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o TCP port 25 to find out information in respect of SMTP mail servers;

e TCP port 1433 to find out information in respect of Microsoft™ SQL servers: and
20 ¢« TCP port 1521 to find out information in respect of Oracle ™ databases.

Network devices can similarly be discovered using Simple Network Management
Protocols (“SNMPs”), by polling specific Management Information Bases (“MIBs”) for
different devices. For example, the “traceroute” Unix™ command and the “tracert”

Microsoft Windows™ command can be used to find the general network topology.

25  The relationships between applications can be discovered by using network sniffers to
look at TCP packet transmissions between ports. The “netstat” command on a Unix™

server can also provide this information.

The predetermined set of information is then transmitted by each agent program 108 to
the manager program 110, so that the manager program 110 can establish a

30  physical/virtual relational map of the data network 100 as well as a dataflow graph of



At the sane time, the agent program 108 al so obtains, as part of the
predeterm ned set of information, information relating to what
applications are running on each system (physical machine 102 or
virtual nmachine 104), the rel ationshi ps between such 15applications
and the rel ati onship between applications and network devices. The
applications runni ng on a system can bef,/,dl scovered using TCP port
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15 o no agent program 108 is transmitting their predetermined set of information to

the manager program 110;
¢ the relational map or dataflow graph has not changed; OR

o the relational map or dataflow graph has changed and the new relational map or

dataflow graph has been stored in the configuration file,

20  processing returns to step 12 after waiting a predetermined period of time (step 24).
This loop, operating as a separate thread to the analysis process, is repeated
indefinitely to allow the interconnections and interrelationships of the data network 100,

as known to the manager program 110, to be constantly updated.

The actual root-cause diagnostic process 10 is able to operate once the discovery
25 process referred to above with reference to Figures 1 and 3 has executed at least once
and a layer model has been defined. In this embodiment, the layer model is as shown
in Figure 2. The HOST layer monitors the CPU, memory and disk utilisation of the
physical machine 102 as well as the status of physical server hardware (ie.
temperature, voltage, etc.). The NETWORK layer monitors the network connectivity to

30 the physical machine 102 and the traffic to network interfaces of the physical machines



5 processing continues to step 18, where the predeterm ned set of
information is used by the nmanager program 110 to create a rel ational
map of the physical machines 102 and virtual nachines 104 in the data
network 100 as well as a datafl ow graph of the data network 100. The
new rel ati onal map and datafl ow graph are then conpared with the

exi sting relational map/datafl ow graph % step 20 to determ ne

whet h th | ati 10 h

Mo at T onal Mo e G by enPa P e MR e dte i IS e R B cruey A arpe

or dat af | owIRTapRL_GaEST! Seaid?de;ﬁ?s?‘ﬁsagnem bethstvtm}Uédmbwméﬁwm&gem from

Pro0 am 10,0 SerRA B Sl ool Y CAISSARGL AR e

of i nfor matieprestaistthe vieanaefggae vrtuagmanhidd 04 tbeakeal fadn dreaperspeztios of the
dat af | h_.h t ch ed: | tafl

orhoh ok AR BARNAT o IR vl HE BB DRS A TR R buBLeach

been storedlayerctehends(mfltsguwaﬂiamsfqmac;tnoﬁ(mpmmlgsm ng returns to step
12 after waiting a predeterm ned period of time (step 24). This | oop,
operating aBach Be@anhahe I4yurenstel & tise canalaysii 8t Peaves sf défitioapead &6t of

he.data nelGUPR- L0/ RRAoRIAUE GorTR WA R AR DG AT P

constantly updated. The actual root-cause diagnostic process 10 is
able to opef @Oéﬁ%‘égetﬁ‘iégrtﬂ%%@%??s 38 wilh g esdeseriped EQOWdN'HbE?\%eW%W
reference tpgliegursg 51 and 3 has executed at |east once and a |ayer
nodel has been defined. In this enbodinent, the |ayer nodel is as

shown in Fi gudig, 26, aleé%oH%Te Isaaﬁﬁénsg@mrﬁ@F@ohhﬁolgPé&rege%@é st 3P dordpSients
utilisation of the hysi cal machine 102 as wel|l as the status

of
physi cal setth@bha\f?a‘?%ﬁﬁa"%“t(ﬁ?@ ast%h“aﬁ%@@“%'t%@*@ @pge §achtigort table is
NETWORK' | ayafiafeai tths SmaktRyen 3rvgHaln qq’@“@éﬁs‘ Ydrt yaltiés 3&1 Eés@hmtﬁ@l to be
machi ne 102 and the tra{éjpc to network interf aé:%; e ph%/5| ca
machi nes - &2nsipded g, 395)k PTG dPS (iR %re@t B¢ oFet (b Manaper
t he physs caprogmehi 1eretdide sddhevalleRTldAl arRisnl brdgayren10.epresents t he
view of the virtual nmachine 104 as taken fromthe perspective of the

physi cal maghimeelf2valddies YEEEERY- 1SERMRPC! R¥BhydreRr RRieNtiSist Reytdd. € Whis
of the virtual machines 104 as taken fromthe perspective of the

Soperat i ng SAPBTHRRBWEEN iRYehANd ARMRRTSNL S| MAHE W ETBRCe tadhe g6t arics

the Fi Pur e, afeehiddayey cdepends RNddfined |liewes 14,y er&dd.0 AtuRetda@it time, the
property component from which the metric value has been obtained (as communicated by the

20 agent program 108) is related to the metric value (step 32).

Thereafter, each metric value is again assessed to determine whether the metric value
is “normal” (for example by comparing the metric value to a specific “normal” value or
range of values) (step 34). If the metric value assessed is “normal” processing

continues to step 36. If not, processing continues to step 44.

25 Step 36 sees the manager program 110 check whether each component/layer
combination associated with the “normal” metric value has a corresponding entry in the
report table. If so the corresponding entry in the report table is deleted (step 38). The
system administrators are thereafter informed that a previously identified “abnormal”
component/layer combination has now become “normal” (step 40). Processing then

30 continues at step 42.



Each layer in the layer nodel is also correlated at the tine of
definition to a set of netrics. The inportance of this correlation
W Il be described in nore detail bel ow The root-cause

di agnostic process 10 will now be described below with reference to
10Figures 4 and 5. At step 26, a report table is initialised. The
report table represents a list of conpogpnts t hat have been
identified as beiﬂg in an "abnornmal " 1'§e. Once each report table {s
i nitial i sedOYSNE" thifyEPMBPRYIVEHPL PRMRERIS: BFSogigiefe¥ith Jhe pha metric
metrics tovaretdanstthilees dbaesgontiihgrerageantthe FepgitataBble]l @8chesk &Pma8e .as to

Step 30 see he manager 15program 110 recejve such val ues from an
agent pr ogiIRTETH BRUR AR AT AP ST J6¢ ECRATE J e S PR PHSSTTRG (step
| ayer to whi2ghifisb precessihgedes Thitsp nel Hinoh peduepsibe tat@an td sty B4 amdre the
conponent is nad@ mﬁ}h.referen e to the set of netrics associ ated
with each I"§PEPCRE VALEIRRE°F%  he | ayer nodel. At the same tine, the
conponent from which the netric val ue has been obtaiped (a

conmuni cat &8 By MIRE MEGE ntCH AGgiesth "EBS‘}‘E‘W@GF ergay {]16) ?W?@EM%"F% each
val ue (st epomppnenthsice addntiinatieACissbibledCwitial tHe anagRi'nmaeRessied e a

determ ne whether the netric val is "nornmal" (for exa e

o e REe TG S/ b eSO Bl 1f Bt Tamaeh e ljayas GoBp TRl lograve

val ues) (stoepesgbndingfertine, aehédkds walde asas sasthedthesnétnovalad being processed
continues to,st

processj.ng.cqontinues to st 36. If n processin

e 55 16t oy T8 1eddBorh Jafia 8 58 Proseaaisier i e Mook Pibeer g Mty o 36 &8

conponent / |y procesbimyatiuors tasepcidattedle et dext inetritivaluaad Pronetsed.c val ue

has a corresponding entry in the report table. If so the

correspo gdim@ c@fﬁpcsnentﬂrhybmnﬁtﬁmrb? a&@dﬁ_ia@?d wmdgdu eihbﬁhdrrﬁa’t mptri_B&besl‘. Adtehave a

system adnmi nistrators are thereafter infor t hat .a previqus

THenti § od SOUBT e e RBBRETIILERE. BB ABTN At MBe AL B daidor each

"normal " (suep cdthpondiittmyes sompinbian(sEpcad)t | Nigsinad chéskpis 4Rereafted-made to

However,_if, the.conponent/l ayer. copbi nati ons _assocjated with the

Toormal 15 et RnETED e ks SoLe. B dhgeit s hRueS kiR e, o e

tabl e, a checdessed (R4S If oo wiretdssingtrhevenst istep 48al Ifi@cbEopgssyoetsseid

s the | astypbl | RodahWRelihdlfe PIOSERRSHLi P 42). If so processing
15 abheE el s

noves to st processin urns to step 34 where the
S5next netrig value i roc d. In a,sim.l nner 44 sees
Phe manager B d0Saat bR ket Rer Shehedls SRR an Ll As BERRT e
conbi nat i onefasaaitingttied folbwingtvhgabledare ratteibite dreet ¢dch ewal, irethbatertaable:
corresponding entry in the report table. If such conponent/| ayer

conbi natg ons dochavie esmhpsRpoRee:Ng entries, a check is made as to
whet her the netric val ue being processed 10is the last netric val ue

to be processedchst®B Aibondrt ngfe; MPCessi ng noves to step 48. |f
not, processing returns to step 34 where the next netric value is

processed. If a;c gg&nt/layer conbi nati on associated with an
"abnormal " netric doeS not have a corresponding entry in the report

table, an e@étfo%aflf egg‘ﬁgntWintt&ealgﬁPa%rlet mg)@%\?e ti\grfoll%%ﬁ\@ additional variables:
t —the test
25 m — the measurement made by the test.

For the sake of ease of reference, the above variables will be suffixed by a number
representative of the position of the entry in the appropriate queue (see below) to which

the variable relates so as to evidence differences between entries.



such conponent /| ayer conbination (step 46).Again, a check is
thereafter made to 15 determ ne whether the nmetric val ue being
process is the last netric value to be processed (step 42). If so,
processi ng noves to step 48. If not processing returns to step 34
where the next netric value is processed. Step 48 sees the report
tabl e being re-formatted to form an aleét table. As part of the

reformatting, .t he fol riables af% attribut t ach entry

the alert taprtes siythe HeiE i sdRanere; be-onenent fuek GhGoHEREoRa =N
and | - theohéyes a&pdlioeasal |y, each entry in the alert table may have
the follow ng additional variables: t - the test 25m - the

nMeasur eMentThHEBAghA¥r bﬁ&grafn%io b&Gihs loRitcipkise e SARS iRthd AEREMNCHIo 4 Ajh
above variables will be suffixed by a nunber representative of

t he
posi tion ofPTPHY @HRUPy 3 MEHHE APYHIYGUPYE &nfuR W (REBEYLEYENR) (%P @H ch he
the var Isablcatergah@ett@ﬁ i$PaR¥ dnOa BrldERAERcdiabiRERBAES tRE YRSy M HNYI Bsblem

-10- Provided tha aI ert tahle has nore than one, en Fﬁ/ step 50),
processi ng FRYTPAIE Wf %O”éPé’”F'E‘) ?Womﬁ’i@t'%ﬁéﬁ%ﬁ‘mﬁ%ﬁ rA4ep- begl ns
to categorise the entries in the alert table into a high priorit

queue, a mBdEUAPHrRBIE IBySUpsRIHENEN @sBeIsed tpr dedeTine d‘uhéﬁ\@rGB‘%répaFSZU‘U‘t'P‘e

The 5 cat %ﬂréssmmé)mgh Pribds e (s%eppw)deﬁ 86 "thaeshrAgsessgBAt 1085 péidms
severity of any obl em assocl ated wi t he conponent /| ayer

conbi nat i or?”aﬁ“dttﬂé’”f’ ichEelafon g @”LIF‘%? 'i“cS"r‘le h'ngﬁBC’r&Y g¥¢ % able is
subsequent | y assessed to determ ne whether there are nultiple entries
in the Wi ghThir peg-agndaetriatiost rigcss) commeress vitle epgthalpsr being geaprared oo

performs a%a@ﬂ@tﬁe? a%ﬁqn QR 1high Bﬁérﬁ? q@dud Rt Te®idudrdtd QithiréBrence to the
priority queue. 10 This end-to-end correlation process comences W th

each al ert W8IPRESYoRpHICSt én‘éééPPQS*t prifieqlre e NiEh tieTiyi gieysr sy mepager

queue (st el%r@@rbm 110 %hé’ék@rmé?hé/tﬂ é&hﬂo%ﬁt%eé}éereta%d he nﬁ‘cﬁé&?@d b$ QRe QhtdiIbR
first and second entries in ueue, manager

program 11(9r%ﬂ’{bé'ﬁsc\ilh§tq1i%?”%GHE)O?IQH?)S 'Bﬁhérer'éla 8”%?3“?’ ﬁB‘? E“é‘f‘@%erb’yoqfﬁ‘@
gat af :joyg grﬁphfboném@rs tha tlwa?er@& @éiﬁb %%pllcatés Qg@hové{] thteh@ét@n}r@ (i@ Ct1, Cn1)
ependency, t he er C0nSl er the two aler

bei ng dupl i e tsge q?ﬁ?\'/& ?‘lft Eé whiErgtaping t @f?ﬁcorérﬁf)tryt@ {:??egnz ) in
medi um p;l ahé mé;hqm@u@ dusliep IﬂBéreWélnbeiebelhcwnﬂy ag wtd&t@jsmoméd@wrow draph,
a2, Cn2) int riorit ] there is no endency a

Chai caren ti RGeS TR PRI AR M TierblEs ok GoPRe RN orRS gra tnues
hi gh prior |Ltrw gjluentaes ihhthe hiphnparigtqueee baoe Bsen conpadrad @dth wath bthat Entry in

gm;;’e;s%d Ntk ﬁlgnlp%gnterqh(e)&elty gueue have been conpared with each ot her

An identical end-to-end correlation process is then performed in respect of the medium
priority queue (with duplicated entries being moved to the low priority queue) and, in
turn, the low priority queue (with duplicated entries being eliminated from the low priority

queue).

25  On completion of the end-to-end correlation of each priority queue, each priority queue
is subjected to a top-to-bottom correlation process. This top-to-bottom correlation
process will be explained with reference to the high priority queue only (step 60). In this
context, each entry in the high priority queue is compared with each other entry in the

high priority queue. As part of this comparison:

30 o If Ct1=Ct2, Cn1=Cn2 and I1=I2, the two entries are considered to be aspeCts ofa

single alert. Accordingly, both entries are deleted from the high priority queue



20t he high priority queue. An identical end-to-end correlation
process is then performed in respect of the mediumpriority queue
(with duplicated entries being noved to the low priority queue) and,
inturn, the low priority queue (with duplicated entries being
elimnated fromthe low priority queue). 250n conpletion of the
end-to-end correlation of each priority queue, each priority queue is

subjected to a top-to-baqottom correl tidhl_' rocess. This top-to0-hottom
corr el ati on profBLERARS W 2ePEls HaY GV Pereierddanaiehal frghdelcte:
priority queue efthyadpehedd Heeto (sfeptdd)s context, each entry in the
high priority queue is conpared wth each other entry in the high

priority queug. fAS1ReRtafl ChitchCANPaELSPR: manabbr p?dgﬁarﬁelﬂb%é\%s%é Hirgt
single entry hav t he optional variabl es of each deleted entry

in _

appended t her et ale(tgwﬁra ium pripritpglyeys Gte@f)cn1=Cn2 but 11>12, the
manager program 110 noves the first alert to the nediumpriority
queue (Step 64)Iif B14Gt2E@0H CnCEQn2hat I'CAA.tiBn habagerptegian nidves thensegend alert

pr ogr am noves tgqhgﬁ%?g%eﬁrl&ﬁ@; ?Ge‘b‘et(g{% rggfg_i umpriority queue (Step

64). As with the en orrelation process, inrelation to
entries noved whepn perform ng the top-to-bottomcorrelation on the
et um pr 1 55 1y RGTel S B BB bl Trbesst dh “BsiBhe®) BhrEY: 8Py Sonen
queuel. Si mdea‘btnyiﬂg ﬂ‘lratbb%pummdowmamnpmthemmdw _bh@*ity qpedeosudtﬂderﬁ?iesoam
correlatio t i q S t m
the. Tow priBAeeySaelll Peri el s Y Sl ouBh BB T e PR
i n the H ghofipinocartejatign earetheslowopraitye dusuet suetachtrieatary defetech&omeithie upw

priority quq@gwtaqr&gué quﬁer%%eﬁﬁﬁaw}ﬁvé.dﬂ' the low priority queue. If this

conpari son 'l Ies an entry in the mediumpriority
queue, the /ﬂesqééj peraicﬁ)reinlw ir??l’t)er Xiginspriority queue is compared with each entry in the
medium priority queue and then each entry in the low priority queue. If this comparison
identifies an identical entry in the medium priority queue, the medium priority entry is
15 moved to the low priority queue. In the case of a comparison identifying identical
entries in the low priority queue, however, the low pricrity queue entries are merged fo

form a single alarm.

The virtual environment is then dealt with at step 68 which sees each entry in the top
and medium priority queues assessed to determine whether the entry relates to a virtual
20 machine (as evidenced by the physical/virtual relational map). Typically, this
assessment is done based on a check of the IP address and/or host name of the
machine associated with those IP address values and machine names that form part of
the physical/virtual relational map. This check commences by processing the entries in
the high priority queue first, followed by the medium priority queue. Checks are not

25 performed on the low priority queue as these entries cannot be demoted further.

If this check indicates that the entry in the priority queue relates to a virtual machine,
processing continues to step 70. If not, processing returns to step 68 where the next
entry in the priority queue is being processed. Of course, if the entry just processed is
the last entry in the priority queue being processed, processing commences on the next

30 lowest priority queue until the last entry in the low priority queue has been processed.



15 noved to the low priority queue. In the case of a conparison
identifying identical entries in the low priority queue, however, the
|l ow priority queue entries are nerged to forma single alarm The
virtual environnent is then dealt with at step 68 which sees each
entry in the top and nediumpriority queues assessed to determ ne
whet her the entry relates to a virtual 20 machine (as evidenced by

t he physi cal /VII’ ual atlona map Syp cally, this assessnent is

done based ﬁea hé&l%e Is fage) Oﬁeéﬁh‘gté%r Nk B g EY %&H”‘egﬂf‘gf’%essed to
rrﬁchi Pe aS&‘d@g%irm]Er@de&tHéﬂ ahb@&leh/ éﬁy&éﬁf@%&&la\mbﬂ% naawm@m@Eg mdmh $ntries
t hat ormp of t y5|a rtual relation i s, chec .
comrences. BgaisbeaypRg T  BERERE BTG R Pp Bp e e
f ol | owed byhet Mrm@mumb@mgqrmcteyswemese@@cks are not 25perfornmed on
the low priority queue as these entries cannot be denoted further. If

this check AitaHagade st driyadntry iethepribdityl q@e&@seaﬁ@ bﬂfcbéééd%@él@elét@ ek @hydignl
a virtual nmchine pr OceSSIS@ge conti nues to st

processi ng maghiient0% GNSASpSHE M Made e q’?é%ff‘”@n‘f"?‘iih?r th?h‘émfﬂl imAching the
queue is b%unjgctpdsmemq beidg pRdESR ibfhobe@ @Nivhyle] disih p@ﬁ@%?&ﬁ@cﬂ)hy§cal

the last entr ueue ocessed essin

o eaces. dinching Tt Abitolscthal AFEY (b Lile Mt R ey b ST aisp T4,
the | ow prilfondtt yroqm I‘b&&i’nb@@I@tqprmelﬁs@dfurtherlajmp%ﬁ’lssﬁseaf dflriesareldiing ko
i s made of each ot n the priority queue being processed to
det er m e ﬁﬁ¥?ﬁﬁpwﬁ Vegﬂgg&ﬁﬁpPﬁsrelates to a physical machine 102.

If no such entries relate to a g5|cal machi ne 102F1$r0ce55|n

returns to S8 igeina! 2 NEuRRAChInG 194 PRIVt PRETSAHPDHI § PR B a6RIPARG 06

processed leﬁtr@ss@&@adger%gr@mmablrw(ﬁley thd Yirt@d) YnzRRineYl 04 Rntr & tAE inekt IbWest
gueue bei n rocesse&t ?‘B relate t
r

a si cal hine 102, an .
assessment FrEENT e R B Orbtes B WhEEHT BB ARt in the
subj ect of mlbetye;némg/béaeg P cpiedessedssal. hosted On whole or in part)
by the physical nachine the subject of the other entry (step 72). If

SO, pr oGes VDMebreNEtdnBfRSsds8mehedF alldntrlek imfHe, pridfiQCREEEE JcBrdhmse With the
step 70 where further conpari ?ons of entries r lating to 18‘2? si cal

machi nes 1GP¥QSISPRUEE PSETS IEMS MM REer K8tPelorgi epeaindma 8 f4the

entry corr eldafiestrdter ia updarmdcalanmlahg@ ih G@yndidbihios oftehf@ mgﬁfle@rnogfyadﬂ
110 noves tﬁle Vi rtt ual nachj F ent r% to the next \gezqtt 3’
queue (steﬁ S Rhon b%%‘é%ss?%@ ﬁ%rFFCF'é? aree o %%@59%@0{?( ] ﬁ&yr‘f&{? tive
entry in traetaqmia@en bas bpemugfcbiengs ppoopesed i s assessed. 150On

conpl eti on of assessnent of all entries in the priority queues in

accor dance [MéHold heagsresigted boRBe ptien BKiMSERShE bRitFAaRe Wbdd |ﬁ\12eﬁ‘mor7‘fs not
before rep i strator s i nf or med

[ m an
changes | h IBGA PSRBT fe3Fia, Bhorrigdet i iguior adBratbRy ey
gueues so t;ﬂnptovsmémem’ﬁayv@ B6dd @ithdcAdefRtinphen the scopé bf Hie bhakenBifyention:
corrective action taken has been effective, as appropriate. 20It

shoul d be appregi @h@qn@ﬁtlbﬁ%agﬂe%ﬁrhe%ﬁhﬂédegbdv@ éshﬁn arﬁfbrr&ﬂaéys@ﬂ@ WRRRS
invention is not limted to the enbodi nent describ parti cul ar,

the fol | owi ng nodPFACEaEND S PEFRIMEHPP b IRGREY tof %f@@ Wd@n%of Rolimber’ of
departizg from t hagenapeifevéhehePin®sRiBh maVeNidnented in such a manner that

the processing is performed on receipt of data from the last such agent to
transmit. In a further alternative, the invention may be implemented to
perform the processing at selected times and one or all of the agents may be

programmed to transmit metric data in the intervening period.

30 o Similarly, the process has been described in a manner that the alert table is a

child table of the report table. In other configurations, the report table and



The invention has been descri bed above as an interrupt system whereby
processing is perforned on receipt of data fromany one of a nunber
of 25 agents. However, the invention may be inplenented in such a
manner that the processing is performed on receipt of data fromthe

| ast such agent to transmt. In a further alternative, the invention
may be inplenented to performthe processing at selected tines and

one or all of the agents nay be pro rg@‘?@d otransmt netric data |n
t he intervening p@'feﬁotat."e ”J@gbe af ?rlag’t cae ”tﬁBt't?épa'Peﬁué%‘ a situation, the

i ndependent entit tatior Br SldRflod of idhU@itiyoin, od1@abld @Al tefuiréra delrédpbating
of an entry in one t r |reacorr\e;asy)ond|(ge% creati
u

ble wll req n_or .
Gel eti on | t he_ofERoh Bpitelagh I b Suts GLE DR P e chit Moy ans saci
to the person ski bpgentno tHegeasdn skiled rethpraetcess may be nodi fied such
that prioritisation of entries in the alert table is perforned at the

time of screation @he HRRe8OY b nicBRicdlsaER tHAD BIRAGNBE cAFied in the alert
subsequent batch operation. T rocess by which the datafl ow graph

. he pr Y . ap
is created may beldbifdeperiesiad aithe ee pt gealios ghjhagntiyrn theealert table and not
physi cal /virtual gep subsegue@itReh cderatidg. rel ati onal map and the
dat af | ow graph may be manual |y created and updated by an operator
rat her than bei g i i
ntortace may b RPaUIREE Forich e BLRBGGEbh GREHEL nly B dRa
nmodi fi ed such t hathettieeass &b avhich theyabysicel/vitealttpnibere®8T | ayer are
processed as a prelimnary matter as problenms with this |ayer 15are
i kely 00 affecé pPhebéletmal magpl dnditgheatalley eraph mby ba paedadly roeebted and

enbodi nent, the c i.cal i . inatjon_of .a
e e o o SPRARERL Y BLE it SRR E3ER 05 AEOANAL] Ot
nunber. | n such aAgiragiatd dnop interdagerroaesspiodyed @r tislisbk.ed such t hat,
for each priority queue, a conparison is nade between each the port

number of each €ompempeddessaemian beh@odjfkel eudrethag thuse casse thaafglatehe the
port nunber assocjat with the test relating to the alert. If th
Conpar i son shove_ MRS s 2 biRpet<E3asaaaimEdy St Re Piblams b laver
t he component naneredikelyds affed prakidmd inelldlighet laysrsnodi fied to represent
the target host nanme al one. The top-tobottom correl ati on process

descri bed above. i therfdrRsderborifRAt, #e ddiehdheht AhmeORbicEW d8bBhses a
files may be replaced with database sg tens havi ng tables to contain

the required inf ofPRPNBIPN OFANPSERRAE ABHAPPTAUERELTRA (osisIRa P ssciciug
be omtted and i npbit suMbac eintsueh beoston] Ml Rodery mdycddifeditiée sddprtrag for
of the alert table. In this manner, storage ovebr heads can be reduced.
- 14- each priority queue, a comparison IS made between each the port number of
20 each component name in the queue being processed and the port number
associated with the test relating to the alert. If the comparison shows that the

alert is independent of the port number, the component name associated with

the alert is modified to represent the target host name alone. The top-to-

bottom correlation process described above is then re-performed.

25 ¢ The use of configuration files may be replaced with database systems having

tables to contain the required information.

e The creation of a separate alert table may be omitted and in its place the
report' table may include the format of the alert table. In this manner, storage

overheads can be reduced.



The datafl ow graph nay be omtted, resulting also in the om ssion of
the endto-end correlation process. In such a situation, the
top-to-bottomcorrelation process is perfornmed with reference to the
| ayer nodel . The | ayer nodel may have different |ayers
to those described above and may 5i nclude nore or | ess |ayers as
appropriate for the data network 100. Simlarly, the root-cause

anal ysis process 10 need not be Ilnlted4fo the three priority gueues
descri bed. | nst%adl® f#allqy gees saydip sniedidesyiing e dheopissighiof {ie end-

queues. Whi | ®-dridecdpicReies prdtass. beesucHes situahed thé‘tdpb(@ HoRbha%treRtioR
nonitoring system 10t hat e onz@gggnt prograns, it should be

appreci ated that PREETHRB® g '?“Eﬁe“hﬁﬁéﬁ@ﬁﬁgﬂehﬁth any
sui tabl e agentless nonitoring system The nethod by which users are
i nfornmed of changéke lajer meded mayhave diffgrest tayersrio (asy deseibeil pbovmans may

report gmy be e- nﬁ\blluggn{o‘?e Bh@s@l@ rQ'a§taE>§rIoBﬁatQ'§‘orEl‘hé@§t§"f\@ﬁvoﬂ@ 0.by way

of pager or SMS. Alternatively, the adm nistrator nay 15sinply be

notified by way 0% nﬁlﬁﬂwfﬁﬁgﬁ)fge%use anaﬁjISISspl & Of an[eﬁ LQ O@edsﬁgbﬁg"&ee

The data network e’’ana In a coﬁﬁanc e

may be a subset opriaity augess discabetet Wstdad, fthe stovoedsdmag ihcludehévo or more
appreci ated by thgwgggéﬁﬂm?killed inthe art that feature discl osed
above and in the diment” descri bed, where not nutually excl usive,

may be 20conbi ned form nts th t_fall within
the scope of the }Q}Hﬁggg}ﬁpmﬁ'%ﬁédﬁsdwen deigrt'g’eaé%ea‘?%te 9f a MPtRENGRSE™
root - cause appr oathat éMplﬁV@@gb@iﬁbdigmﬁlshoulﬂ b@&tp@ré@%twmuh&tsthersamb@rddeém
of a nethod conprisi

h
metric in a at | ed&Y P %HBH F“%E“W@f??égmﬁﬁ ?P%Nb? @gwc%hégg%eaconent

and/ or network devj ce obtalnlng]values,for each such netric froma
moni t ori ng syst’enirhe method by which users are informed of changes in the status of alert can

vary. For instance, a report may be e-mailed to the administrator or a
message sent by way of pager or SMS. Alternatively, the administrator may

15 simply be notified by way of a message on the display of a monitoring station.

e The data network to be analysed in accordance with the above method may

be a subset of a larger data network.

It should be further appreciated by the person skilled in the art that feature disclosed
above and in the embodiment described, where not mutually exclusive, may be
20  combined to form yet further embodiments that fall within the scope of the present

invention.



det ermi ni ng whet her each such nmetric is indicative of a problem

wi thin the data network; ranking and correl ating indicative probl ens
to determ ne whether a problem may be synptonatic of another problem
based on an interconnection and/or interdependency between a physical
machi ne and a virtual nachine; and processing the indicative problens
in accordance with the results of the ranking and correlating step.
2. A nethod according to claiml, further including the step of

obtai ning and storing 15informati on on the interconnection and

i nt er dependenéd @ginbet ween each physi cal machine and virtual machine
in the data network and where the step of ranking and correl ating

i ndi cative DHQmh%ﬂﬁnb&ﬁ%Hﬂ%ﬁm&ﬂ%nﬁﬁ@%ﬁ%ﬁﬁgﬁBfgﬁﬂ%ﬁﬁQmQHQmBR&m@%Qt'ng

i ndi cative problens to determ ne bl em nay be synptonatic

N e p
of another prEBI%MMBERIFBR TMENFEPEY physi cal / virtual machi ne
i nt erconnection and 20i nt erdependency information. 3. A method
accordi ng to cl aiassdciating ehehi metd; infawt tehstrone Betl di dienigs ivhie atSéap orad

obt ai ni ng .and stq&h@?mgggap&gkh%g“%gmghe i nt erconnection and

i nt er dependenci es ween conponents and between conponents and
networ k devices and where the step of ranking and correlating

i ndi cative probl epininyalpsdoreneh sghmetrisronta periogrmsisimend- 25t o- end
correlation of the indicative problens based on the stored

conmponent / net wor kietdhhRingavhaeet é4h sastmétnt BricRRend&RGyotidhh attmtHeon.

-16 - 4. A nethoqkﬁggngLng to any preceding claimincluding the
steps of: defining 2 erar chi cal | ayer nodel; associating each | ayer
in the hierarchical layer nodel with a set of netrics, where the step
of ranking and cOPPENIGATIFGTEIAEIIdRGA e PBNe insdatsimingadsthehrPBBIgH- St ep

of perfori ng topndyodgtdo@IMaE0bf Dokt SObIeh thb& o igRicbMR RS OANIRIE
based, at | east

i.n part, on the hierarchical |ayer nodel. 5. A
ot hod accor di ng DEREFSERE tsivesh 2 e rchne S BB BRSS! ai m
2, where the step of obtaining information on the interconnection and
i nt er dependenci eserogessieeihe daiiatiyshyslilerad inmactiiange it theiresuliabf thachi ne

in the data net WobkidSankQorBSH &My obtai ned and conpared to the
prior stored information on the

2. A method according to claim 1, further including the step of obtaining and storing

15  information on the interconnection and interdependencies between each physical
machine and virtual machine in the data network and where the step of ranking and
correlating indicative problems includes the sub-step of ranking and correlating
indicative problems to determine whether a problem may be symptomaitic of another
problem based on the stored physical/virtual machine interconnection and

20 interdependency information.

3. A method according to claim 1 or claim 2, further including the step of obtaining
and étoring information on the interconnection and interdependencies between
components and between components and network devices and where the step of
ranking and correlating indicative problems includes the sub-step of performing end-
25 to-end correlation of the indicative problems based on the stored component/network

interconnection and interdependency information.



i nt erconnection and interdependenci es between each physical machine
and virtual machine in the data network and if the information so
obtained differs fromthe prior stored information, storing the
obtained information in place of the prior stored information. 156. A
met hod according to any one of clains 3 to 5, as dependent on claim
3, where the step of obtaining information on the interconnection and
i nt er dependenci es between conponents antd” bet ween conponents and
network devices is repeatedly obtained and conpared to the prior
stored i nf or natA methehadchelingid efyooeRedt cam atddhgtepenpdenci es bet ween
conponents and between conponents and network 20devices and if the

i nformati on so ob f he prior stored information,
storing the obta|%%hﬂggpgkﬁgﬁ%ﬁﬁwggghF%ce of the stored informtion.
7. A nethod according to any precedlng claim including the step of
defining a set of3$P7dNg egerdanenEshaieratahisaldensp melel mith RisabofmsdTcs.

i ndi cative probl enmeré ﬁxe@%ﬁ%f %ézhklhg éﬁf&rrr@léﬁﬁg fh@cé’ub@ptFé)BFeﬁlrshrtc}ﬁdQéJ@b'eS
258. A nethod accordi n n.claima3, where

the step of perfo?%sﬁeﬁ R%M”Bm%ﬁoc? tf?c?fj\%‘%?l1 8‘%6685'0? Q“B%PPB?W&&’ O(lﬁ?”@ach
priority queue i nbesed.@iledstinfparebhthd hiscarchichl Rgertroodel.ai m 7 or cl ai m 8,
as dependent on claim4, where the step of performng top-to-bottom

correl ation is pQREHed %Q,d%qwmr@%ma,mslz% I4t A %@%nwﬂcxé he Rgxt
| owest prlorlé% queue, if according to any

one of claing St?%o@b}‘ai"}‘f@l “ﬂfa"”??éj'o‘ﬁ H‘éth§t"?§?f0‘éﬁneﬁfé)ﬁ@f‘ij Hipragppnisi@ieeat i ve
pr obl em det erbaiweed ctioh gsisy Matiin@endcvitfal aBeHikan tnenﬁlta:m\wrelspr oblemto

the next !Loo}’\ﬁér;eafgda/on %d%H@gﬁnH%PS'\Jt% ttposl[%r Qtiﬁd irﬁ%rmagor} rhn the 11 A

met hod acco 78 osé indicative
5probl ems r el”ﬁﬁmﬁf@j‘e?@”taﬁé integgenendgisies WaiveBn eddh pbydieal maglyies andanirgial
depengent a:’ endehPe s e dath |nét$v'brk an@ththeAnfEﬂﬁﬁ%q s866@RInHE4 Bﬁerts@lioﬁ‘ﬂb(e pnorr]
precedi ng cl aj i ive problemis associated a
conponent na On%%%ﬁn? ﬁ@l%?i@gqlf ‘%gﬁ”fedr‘lrﬂf 'Oré'r‘i‘c'f"aéﬁé’ﬁt REEPTi e

associ at ed wiitfhrmgtiport nunber, the nmethod including the step of
conparing the port 10 nunber of t he conponent nanme with the port

nunber of ;4 hes. %@%b@&&@mﬁ@% by %d)f clbﬂ‘mst:h@ 5095%%!1&%0%9\4@3 Whak the
i ndi cative probl em i endent o er, the conponent

i nd ep
name is nodi f1edet 8 %’@ Indied TPW@“&%QBEtieé'ft%rﬂgrﬁ@fjfo”rﬂh"ﬁ‘ﬁfé?rdepeféencﬁs met hod
accordi ng anyepreeoedinpgnecisandpetiveet teniponaich eo mgworaakvics iargeatedly

C(r)(r)lrjlele?n‘t 'mr;g 'dgiyxr%%tahggor%aqg GRS [Sr%r gt%\;eﬁrmrﬂ%h%&; ’Jﬂg nt&cgnlﬁ &Bﬁ and
P y independencies between components and between components and network

20 devices and if the information so obtained differs from the prior stored information,

storing the obtained information in place of the stored information.

7. A method according to any preceding claim, including the step of defining a set of
priority queues and the step of ranking the indicative problems is made with

reference to the priority queues.

25 8. A method according to claim 7, as dependent on claim 3, where the step of

performing end-to-end correlation is performed on each priority queue in turn.

9. A method according to claim 7 or claim 8, as dependent on claim 4, where the
step of performing top-to-bottom correlation is performed between each priority

queue and the next lowest priority queue, if any.



15 synptomatic of another problem based on an interconnection and/or
i nt erdependency between conponents or between conponents and network
devices. 14. A systemfor inplenenting an inproved root-cause
approach to problem di agnosis in data networks conprising: 20a
nonitoring system and an analytical agent, in data and control
comuni cation with the nonitoring systgmwhere the analytical agent
is operable to associate each netric in at |east one set of netrics
with at | east one conponent and/or network device and obtain 25val ues
for each suchOmatmetioodfacoominh e ayrunt of ¢laigs $ys d emludriyehastap ytdecatincagent
thereafter o

ndi cative of Aapapardt et iR heliF b el S G F rhlcink brpbiem
correl at e t héo thaapdaveperisripisiuevswiese é@%S@I*erﬁDrﬁié SWhet her a probl em may
be synptonmatic of another problem based on an interconnection and/ or

inter de‘pendeﬂﬁyAbﬁﬁtN&ﬂﬁc@dekb’&inﬁlb of@Gifhk Beo a@dvr@rewhégeu@dicamhi ne,
and is operabl EI ﬁces the i ndi Cﬁitl f ? ens (ljn a g\g)rdance wth
the resul ts 8{ S R eARE LR AL r?éip ayers £8° COR°8YEt &

accordi ng topmcassmji:&stfurther operabl e to determ ne whether a further
Sprobl em may be synptomatic of another problem based on an

i nt er connect 19N AGRARS ackHHRE @@Q@W&&GMQ Q@W&e“é&ﬂ?ﬁ’%ﬁ&% pg{b,eq?,gween
conponent s and network devices nput er readabl e nedi um

havi ng corrputaé?oc@éﬁdt‘%}é‘raecoﬁ@%?’ﬁ &aMe W@FBBﬁ'“Q%Fc%p?rh’é{{mb%@neﬁcﬁ@‘et”C 1S
conput er sof tawcrc@tads/wmmuﬁrﬁndnbby tree reethdcaihdledingy o€ 8185 bN@nippsitete pbine

10conput o S p@’oq tHe co%%c%ﬁ Lgr{\é ﬁ/fth %?%8& h%ger%ﬁﬁlg ag? cra dafj nl\é?rlc %n% if

| east one set ne comnp
devi ce obt ai ﬁhwmpéésomcﬁhowa&\ﬁt e dicaiverorebldan @nﬁd&pmﬁ&ht@ﬁher@ﬁw@@@fm

det er m ne WheAd\@Jm@RA6H nae i MBdifddGo biSlett MY £88di8d Kt AunfpeRbl em wi thi n
the data 15network; rank and correlate indicative problens to

det er m ne vvhe] anot her robI em

based o an |t & EGHRLEET SRe AP BEe A B B paia Ry PR NER AR phy sl ca
machi ne and a&owe¢lptingahdicatichpmiglema frddetermine whether a fupthgriogess mahee

| ndi cati Ve proohl @il &f AGHEM HAIGR pilddbn' RSk orGhaloPe 20ranki ng
and correta Ilrgtgrdependency between components or between components and network

devices.

14. A system for implementing an improved root-cause approach to problem

diagnosis in data networks comprising:
20 a monitoring system; and

an analytical agent, in data and control communication with the monitoring

system

where the analytical agent is operable to associate each metric in at least one
set of metrics with at least one component and/or network device and obtain
25 values for each such metric from the monitoring system, the analytical agent
thereafter operable to determine whether each such metric is indicative of a
problem with the data network and to rank and correlate the indicative
problems to determine whether a problem may be symptomatic of another

problem based on an interconnection and/or interdependency between a



17. A computer readable nediumin accordance with claim 16, further
operable to performthe nmethod as clained in clains 2 to 13.
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physical machine and a virtual machine, and is operable to process the
indicative problems in accordance with the results of the ranking and

correlating.

15. A system according to claim 14 further operable to determine whether a further
5  problem may be symptomatic of another problem based on an interconnection

and/or interdependency between components or between components and network
devices

16. A computer readable medium having computer software recorded thereon such
that, when the computer software is executed by a suitable processing system, the
10  computer software is operable to:

associate each metric in a at least one set of metrics with at least one
component and/or network device

obtain values for each such metric from a monitoring system;

determine whether each such metric is indicative of a problem within the data
15 network;

rank and correlate indicative problems to determine whether a problem may
be symptomatic of another problem based on an interconnection and/or

interdependency between a physical machine and a virtual machine; and

to process the indicative problems in accordance with the results of the
20 ranking and correlating.

17. A computer readable medium in accordance with claim 16, further operable to
perform the method as claimed in claims 2 to 13.



