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system and so on for providing information regarding electronic conmerce
over a network such as Internet, and nore particularly to an el ectronic
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Technical Field

The present invention relates to an electronic commerce

system and sp on for providing information regarding

electronic commerce over a network such as Internet, and

more particularly to an electronic commerce system and so on

for using identification information added to image data 1in

order to enhance flexibility of commerce and to allow users

to perform electronic commerce easily.



Text Transfer Protocol (HTTP) servers connected to Internet can be used

easily by mani pulating HIT? viewer software such as Wb browser @ﬂ%???ﬂﬁ
executed on user termnals connected to the Internet. Introducti 0

G aphical User Interface (GQUJ) allows easier Wb browser. mani pul ation.

Al so, The nunber of HITP servers connected to Internet is increasing
rapidly. Thus, users can obtain nore information easily, and WMV servi ces

have becone w despread rapidly. Recently, electronic conmerce systens using
such WWV services have been put to practical use. In such electronic
commer ce systens, product information such as functions of the product,
an~appearance of the product, prices and so on are provided.as HTM file,

i mge datﬁ, gnd SO og gy an HTTP server connected to the Internet. Users
can vi ew PAGKPHPBPH=Efbn on the products and obtain the product

i nformation by, mani Jégiﬁghlﬁﬁﬁ%)\géywycégﬁﬁﬁgyyaéahy@ RH=0MB 8fypegxecut ed i n

a termnal. The 'user having obtained the product information enters

| nf or mati aD, poLhesELRdsdoppducinpye] LoevasETcanikited 5 iDerdme

pr edet er m ne orm provi romthe TP server, for exanple so that the
account - sgbh| gEPAL.EA0,BS) ReLiORIRIpL DL sRGCHTTR [ ¥14wen sotveiralenide

accepting the account 2°Z R 2004 settlenent information. Further, an
el ectroni g CQERELGBWSKSt GHL 8hS@se¥kstEted on user terminals connected
to the Internet.

Introdﬁction of Graphical User Interface (GUI) allows
easier Web browser manipulation. Also, The number of HTTP
servers connected to Internet is increasing rapidly. Thus,
users can obtain more information easily, and WWW services
have become widespreac rapidly.

Recently, electronic commerce systems using such WWW
services have been put to practical use.

In suéh electronic commerce systems, product
information such as functions of the product, an:appearance
of the product, prices and so on are provided. as HTML file,
image data, and so 6n by an HTTP server connected to the
Internet. Users can view the information on the products
and obtain the product information by manipulating HTTP
viewer software (Web browser) executed in a terminal.

The user having obtained the product information enters
information on the traded product such the name and the
price in a predetermined form provided from the HTTP server,
for example so that the account-settlement can be performed

by sending it to a server device accepting the account



whi ch all ows selection of a product as necessary by view ng prod?ﬁt m
informati on through a Wb browser for final account settlenent. %ﬂg

el ectric commerce system an instruction froma user is detected based on
an access to the HTTP server from the user, for exanple, in order to

record information of the product when the user selects the product. (To
put it specifically, in an HTM. (Hyper Text Markup Language) file for
provi di ng product information, a button or the like for selecting a
product is defined, and, when the button is selected, information
regardi ng the product nunber, the price, and so on and information
regarding the user (IP address or the |like, for exanple) are passed to a

pr edet er mi ned process.% Thus, the user can select the product sequentially
by vi ewi n§eEheeBEBHULRLPRFRFHAP1 on as necessary. Further, in an HTM file

for providing product infor jon, . f mﬁ?gygﬂ e Witn Qristdre | i ke for
instructing ac@ﬂ)’ﬁ ettt ee?rleeﬁ%@dcef%\e In a vSance, and when the user
selects in_order.to in .Lhe,acgoyptuset it eneréssarpriegeteewimed form
i ncl udi ng*NAF rﬁ&??gﬁ E%QESEéEHaOpurcﬁase% products list and the prices

based on raduct .0g: hee 869hdgdwts sreated and Simpliadctenthe 3 Z
0 APR 200% 8§8F2 iﬂggﬁggglﬁgv?ﬁé rgceived this formenters information

regarding the pyLghaser such as his name, address, and

In the electric commerce system, an instruction from a
user is detected based on an access to the HTTP server from
the user, for example, in order to record information of the
product when the user selects the product. (To put it
specifically, in an HTML (Hyper Text Markup Language) file
for providing product information, a button or the like for
selecting a product 1is defined, and, when the button is
selected, information regarding the product number, the
price, and so on and information regarding the user (IP
address or the like, for example) are passed to a
predetermined process.) Thus, the user can select the
product sequentially by viewing the product information as
necessary.

Further, in an HTML file for providing product
information, for example, a button or the like for
instructing account settlement is defined in advance, and
when the user selects in order to instruct the account
settlement, a predetermined form including information such
as a purchased products 1ist and the prices based on

products having been recorded is created and supplied to the
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credit card nunber and sends it to a server device accepting the a §op B0
settlenent information in order to perform account settlenent. Thuz,%tﬂe
user can performthe transactions such as product purchasing easily. In

t he above-described el ectronic commerce systemfor allow ng the selection

of a product as necessary by viewing the product information through the
Web browser and further allowing the final account settlenent thereof, it
is necessary to record the selection condition and so on of the product
for each user. Therefore, it is necessary to identify a user. As

information for identifying the user, infornmation indicating accesses from
the specific user over the Internet such as an I P address of a term nal

the uSer AHEFS |fhd SILL oy thyeusre s when e ddvigernglesdss usednbarcd al - up

connecti oR®®ft s’ tommon to na different |P address for each

connect i o t bRaSEleELLQB O uanPEOdNEE Aldle, tHed Aesoumndet t| ement
t her ef or gﬁ gpgznﬁegﬁgrﬁeg duriﬁg one connection. That is, the account

Sett'e”?“ErEgﬁttEsrdsﬁhﬁﬁ%%daaaogaﬁascaﬂn@b bespevéoraedi derd oeehateg
connection. Further, even when connected to the Internet all the tine, an

P addres?hgﬁ)éc%%%r Lok 1eaeRtsiarbriptabnt he oréeni hal peefoT® if the |P
address of the termnal device is 4 2 0 APR 2004 defined through the

dynami ¢ | B-addnesset@nhehnt(SoTras) ethe DHOR) . camepef &p@n & product
sel ection and the account
transactions such as product purchasing easily.

In the above-described electronic commerce system for
allowing the selection of a product as necessary by viewing
the product information through the Web browser and further
allowing the final account settlement thereof, it is
necessary to record the selection condition and so on of the
product for each user. Therefore, it is necessary to
identify a user. As information for identifying the user,
information indicating accesses from the specific user over
the Internet such as an IP address of a terminal the user
uses is reqguired.

However, when the Internet is used for dial-up
connection, it is common to assign a different 1P address
€or each connection. Thus, the selection of a product and
the account settlemert therefor must be performed during one
connection. That is, the account settlement for the
selected product cannot be performed during later connection.

Further, even when connected to the Internet all the
time, an IP address may differ for each start-up of the

terminal device if the IP address of the terminal device is



settlenment thereof nust be performed before re-start of the terninag)
device. Furthernore, when an | P address such as so-called NAT and 0 #7R 2004
masquerade is converted, only |IP address of a router can be identified
fromthe HTTP server side. Thus, the IP address of each term nal may not
be identified. By the way, in the electronic commerce systemfor allow ng
t he proper product selection by viewing the product information through
the Wb browser and further allowing the final account settlenment thereof,
t he product selection condition and the |ike are managed in the HITP
server. Therefore, account settlenents for products provided in a
plurality of HITP servers could not be perfornmed together. The
above-descri bed account settl enent canpot  he er T
fromthe sedanedy thirowedi fe dﬁBPmﬁﬁe?gcéggﬁ?sge%%ﬁéﬁ%ﬁt?¥§tcég§e
necessary to send_account settlenent info 10 | hone, FAX
or the |i lECED -i tThﬁyeﬁgrﬁecfe%%a??o?‘bcih%%g%?#h%rpc%%tﬁ{%n@%%ﬁippri vat e
line, VPN virtual private network) or t i_ke refo hgeerhas been
room f or #@ﬁélﬁﬁﬁWGvéﬁﬁﬁ@OEnmPéFnée BFrgﬁéhggnegﬁggﬁcg; %ﬁgr%rggent _

I nvention was made jn .view of these problens as described above. It is an
obj ect of 4EH& V£ 0 APR 2004 invention to provide an el ectronic

coerce systenl%arkﬁ%rkbgg’fghegnggngbngdgggsglgﬁgpiggtyogéaLD@aEmETal

%nternet
e

and IP masguerade 1is converted, only IP address of a router
can be identified from the HTTP server side. Thus, the IP
address of each terminal may not be identified.

By the way, in the electronic commerce system for
allowing the proper product selection by viewing the product
information through the Web browser and further allowing the
final account settlement thereof, the product selection
condition and the like are managed in the HTTP server.
Therefore, account settlements for products provided in a
plurality of HTTP servers could not be performed together.

The above-described account settlement cannct be
performed over the Internet from the security viewpoilnt.

For the account settlement, it may be necessary to send
acéount settlement information by using a telephone, FAX oOr
the like or it may be necessary to change the connection to
a private line, VPN ‘virtual private network) or the like.
Therefore, there has been room for more improvement in terms
of the convenience.

The present invention was made in view of these

problems as described above. It is an object of the present



transactions and for allowing users to performthe comercial transactions
nmore easily. Disclosure of invention The present invention is char agtA8RiZiéd
in creating identification information including transaction
identification information inherent to a traded subject and access
identification information inherent to an access from a user, adding the

created identification information to predeternned JBGEn dat acidat an
i nf or matj ppe SUpPeh vt depiree ideuppl i€é§,CtaFr?d‘1rCec%?'d—‘?En*gceea 3 or r espondi ng

rel ationship between the transaction identi ficatrh_ggré?gpr mation and the
above- desgsibed bhaded isubjt farmk i dorresPordiMg Telati onship between
the access identification information and infor na;jegpmi pdicating user
access copdi L Eops oRur hey faan a Inifcorirmed | WY SEpp? yPTeVice may i ncl ude
application software such as an HITP server, a file server and so on

oper ati ng,on.a-genelirt (3 asi owed | mase peotel¥ing built in a specific OS or
a unit such as specific software. Furthernore, an account settlenent device
may includes a device connected to a sane network as that of a term nal

as well as a device connected to a termnal via another line, a device
connect ed; thnQugh aanys otme¢nsecure path such as VPNL  which is physically
the sanme network as that of the termnal. in additiaon, the tgrim nal may

i ncl ude HTTP _ﬂsﬁq%t%ggeqﬁd 5 rS@ rafl coperatdmar optar yeRer B BE%Es Wel | as
processi ng bui in a specific OS or a unit such asac'ta%%ci fic software. 6
idemtification information including trans

' : ject and
identification information inherent to a traded subjec

' ' i cess from
access identification information inherent to an ac

! i ficatid inf ion to
a usSer, ,dding the created identification informat

(= aim j‘ 07 lla! 't)]) S\il)[ dé‘ﬂ'ice
i : hy y

i 1 ip between
supplies and recordlng & corresponding relationship

i i i above-—
the transaction identification information and the

described traded subject and a corresponding relationship

1 fi i i i and
hetween the access identificaticn information

. . rion.
information indicating user access conditl

- S =

. P

ile server
aD‘DliCElT.iOﬂ sopitware such &s &an HTTP sexrver, a fil

o

S

1 £ e.
or & unit such as specific softwar

built in a specifilc oS

- - .
r

a terminal
device connected to a Sameé network 28 that of
2

A 3 such as VPN,
a device connected through any ©other secure path

T terminal.
which is physically the same network as that of the

n o - |

. . N
6




Z 0 APR 2004 Also, a unit or processing for creating identification
information inherent to a traded subject may include an extensionzmrﬂgrﬁng
of the HTTP server as well as independent software for nonitoring an
controlling accesses to the image file, or a unit such as hardware having
the same function. Still further, a unit or processing for recording a
correspondi ng rel ati onship between identification information and
information that the information supply server supplies may include

sof tware operating independently wthin the information supply device as
well as a unit such as a log function of the HITP server, or a unit such
as software operating outside of the information supply device. Brief
Description of Drawings Fig. 1is a % C i 0l aceepnfiifguratioon of an
el ectronic coﬁﬁéPceas%§ﬂén%§c?5?5ﬁﬁ§? g gﬁg g%%%gFﬁgnt of the present

invention, Fig. 2 is a concept_ diagr QWi NG &N lirnel wde aoper ati ons of
a server ighageRt P e’rrfﬁerFaﬁmSeRﬁ caegca%gee:{coué}% seﬂ{%&lt enent devi ce

constructing the above-descrj hed t | &y COMPETE Sy siedepdigen is a
di agr am $hoVe et FheP & P! ec_’%ofﬁjae t]_g}bf% gé(){k? eation, log) recorded by a
dat abase of the above-descré£§§5 SEEVESHOBY1 £Eig Ta 2c s APR 200dhe
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. . e
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Brief Description of Drewings

Fig. 1 is a block disgrem of a configuration of an

i diment of
electronic commerce system accorgding to one embo

the present invention;

Fig. 2 is a conceptl disagram showing an outline of

i i i and account
operations of 2 server device, a terminal device &

i - ibed
settlement device constructing the zbove descri

electronic commerce sSySsTem;

Fig. 3 is a diegram showing one example of a table

' - 1bed
(creation log) recorded by a database of the above-describe

server device;



Fig. 4 is a diagram show ng one exanple of an image displayed on a display
devi ce of the above-described terminal device; Fig. 5 is a di agramihiii ng
one exanmple of a table, (update |log) recorded by the database of the
above-described server device; Fig. 6 is a diagram show ng one exanpl e of
an image displayed on the display device of the above-described term na
devi ce when account settlenent is performed according to a pre-paid
method; Fig. 7 is a structure diagramof an information inage file show ng
a data structure of image related information; Fig. 8 shows one exanpl e of
the image related information; Fig. 9 is an explanatory diagramof an
access to a pointer through nenu selection; Fig. 10 is an expl anatory

di agram of telgp display rocessing.  Fig. ' arataran i agr am of

i nf or mation i nﬁg‘é' idﬁf’t?o‘gl?%r%@g A déggoi%dé%arrg%%)gﬁ on froélr% a nenu;

Fig. 12 is . an_explanatqry .di a . .an i {elBesWhibbda view of a
first nangdﬁﬁéagg a°£n§ §lg?§g§ PEQEC@ of TeAd HB0

ew'of a second nmnaging area are swtched

through tab sel ectign:;. Fi.,g. 13 is an explanatory di agram of an enbodi nent
in whi ch SRR S

2004

of thé first nanaging area and the view of 8 2 0 APR
Fig. 5 is a diagram showing one example of a table,

(update log) recorded by the database of the above-described
server device;

Fig. 6 is a diagram showing one example of an image
displayed on the display device of the above-described
terminal device when account settlement is performed
according to a pre-paid method;

Fig. 7 is a structure diagram of &n information image
file showing a data sTructure of image related information;

Fig. 8 shows one example of the image related
information;

Fig. 9 is an explanatory diagram of an access to a
pointer through menu selection;

Fig. 10 is an explanatory diagram of telop display
processing;

Fig. 11-is an explanatory diagram of information image
addition through a drag and drop action from a menu;

Fig. 12 is an explanatory diagram of an embodiment 1in
which a view of a first managing area and a view of a second
managing area are switched through tab selection;

Fig. 13 is an explanatory diagram of an embodiment in

which the view of the first managing area and the view of




t he second managi ng area are separated by frames in order to display them
simul taneously; and Fig. 14 is an explanatory diagram of an enbodi gemPR 20}
whi ch the second nanagi ng area (HTM.) is displayed after updated and a new
information image file is managed when the imge file is accessed in the
first managing area (HTM.). Best Mdde for Carrying Qut the Invention Fig. 1
is a block diagram show ng a configuration of an electronic comerce
system accordi ng to one enbodi nent of the present invention. The

el ectronic commerce system has a server device 20 connected over a network
10 such as Internet, a term nal device 30, and an account settl enent
device 40 for accepting account settlenent information. Wiile Fig. 1

nc! UdeS 90 SO Al 5, AR onee ek che pereapa10r epacketol na

["ement ice for conveni ence, any
partlcul | it on ds BQ; §q f.Qls the nunber of the server device
t he tiﬁ %Hé i ce account settl enent device 40. Further,

as shown in F@Qéﬁ’l hqss%rv%& Q%%b%%rgodaagxahhsfaﬁﬁoumbosemehenent devi ce
40 may be confi‘gured as |st|nct|ve devices or may be configured as one

i denti cal t‘?}“r‘e Jheo e mdiadgian care?0 (HTeiINdes aimpdegedoedssar (MPU) 21,
920 APﬁ”& a menory 22, an operating system (OS), software such as HTTP
updated and a new information image file is managed when the

image file is accessed in the first managing area (HTML).

Best Mode for Carrying Out the Invention

Fig. 1 is a block diagram showing a configuration of an
electronic commerce system according to one embodiment of
the present invention.

The electronic commerce system has a server device 20
connected over a network 10 such as Internet, a terminal
device 30, and an account settlement device 40 for accepting
account settlement information. While Fig. 1 includes one
server device 20 connected to the network 10, one terminal
device 30 and one account settlement device 40 for
convenience, any particular limitation is not imposed for
the number of the server device 20, the terminal device 30
and the account settlement device 40.

Further, as shown in Fig.1l, the server device 20 and
the account settlement device 40 may be configured as
distinctive devices or may be configured as one identical
device.

The server device 20 includes a microprocessor (MPU) 21,




server, a hard disk drive device (HDD) 23 in which inmage data and bﬁ@ﬁ 2004
data, and a network interface (NNC) 24 for exanple, is stored. Fuz ,
the term nal device 30 includes a mcroprocessor (MPU) 31, a nenory 32, an
HDD 33 in which HITP viewer software (web browser) and operation system
(0S), for exanple, is stored, a display interface 34, an input interface
35, and a network interface (NIC) 36. A display device 37 is connected to
the display interface 34, and an operation screen for the CS, display
screen for the web browser, and so on are displayed thereon. Further, a
keyboard 3E and a pointing device 39 such as a nouse are connected to the
input interface 35, and instructions froma user, for exanple, is input

thereto th h t i ph devi ces. t < t
dovi ce 408 | TEPQEES 25 2P CPopf betser o RPUCHY, B rerary a5 e hard i sk

drive device HD%))H%?%?Q%%@ ??@Q Qperali ngpsysiemy GRlicisofdawd e  such as

HTTP serv&Fr¥Fhag e are stored, and a network interface

(NIC) 44, .and so op, Fi i OREERS - di B9 & SEOW NI pre DUt ne of
functi on g?gekéggfggégvg?t év?%g %o, therterninal device 30, and the.

ent i ro. desteBETR0 590 ABR° 400Kk Communi cati on control processing 202 for
di stributing Further, the terminal device 30 includes a
microprocessor (MPU) 31, a memory 32, an HDD 33 in which
HTTP viewer software {(web browser) and operation system (05},
for example, is stored, a display interface 34, an input
interface 35, and a network interface {(NIC) 36.

A display device 37 is connected to the display
interface 34, and an cperation screen for the 03, display
screen for the web browser, and so on are displayed thereon.
Further, a keyboard 3¢ and a pointing device 39 such as a
mouse are connected to the input interface 35, and
instructions from a user, for example, is input thereto
through those peripheral devices.

Further, the account settlement device 40 includes, a
microprocessor (MPU) 41, a memory 42, a hard disk drive
device (HDD) -43 on which an operating system (0S), software
such as HTTP server, image data, the like are stored, and a
network interface (NIZ) 44, and so on.

Fig. 2 is a concept diagram showing an outline of

function blocks of server device 20, the terminal device 30,

and the account settlement device 40.

In the server device 20, control of the entire device,




communi cati on processing to predeterm ned services such as Tel net,

and HTTP based on port information, for exanple, and processing

server 203, for exanple are executed in parallel under the contrgﬂuof an
Gs 201. The HTTP server 203 provides infornmation regarding a traded
subject as an HTM. file, image data, and so on. Further, in the electronic
comerce, it is necessary to identify a traded subject by the nane of the
traded subject, a price, and so on. In this conmerce system such
information is identified by obtaining account settlenment information
corresponding identification information added to specific inmge data
supplied to a user. Thus, in the server device 20, executed are

identification lnfornatlontggglgg%§é§§l 'iﬁb fofsaddifigng to specific

i 1l
i mage dat 8°THAP* the Ser ver Sen entitication information

(transact ign.identi{jcablop smgr@@wmeemm Jerpaddy thastetsubj ect

and identPTTEatron |nf FFon {access identification i nformati on)

i nherent 19,30, acgess EBB”h THSEE s 880on PEOEESSh Nridl i drhe fiat ahaae 1206,
exanpl e, % t(:ordlh eacﬁ |den?|f|c%5?on |nfornatﬁbéh|n advance]%ﬂ orLg:

to managg,g Q[:Ss's?ﬂ CaE QH BT P eSPPRELNEE3 Petf Y ek dripise ardalent i f
i nformation ahg accoun settlenent information or the Ilkéasuch ;slfﬁgbgn

ﬁ:ﬁg tohmﬂggpggggnéﬁ 220aAPR1208dekdenti ébnatobnof dromt2@h. i s added, the

The HTTP server 203 provides information regarding a
traded subject as an HTML file, image data, and so on.

Further, in the electronic commerce, it is necessary to
identify a traded subject by the name of the traded subject,
a price,‘and so on. Ia this commerce system, such
information is identified by obtaining account settlement
information corresponding identification information added
to specific image data supplied to a user.

Thus, in the server device 20, executed are
identification information adding processing 205 for adding,
to specific image data that the HTTP server 203 sends,
identification information (transaction identification
information) inherent to each traded subject and
identification information (access identification
information) inherent to an access from a user and
processing for the database 206, for example, for recording
each identification information in advance in order to
manage a table indicating correspondence between those
identification information and account settlement

information or the like such as image data to which the

11



so on of each traded subject. The Specific inmge data to which the
identification infornation is added is referenced froman HTM fi l7d P8 2004
providing information regarding a traded subject, for exanple, and is

di spl ayed on a display screen of the termnal device 30 based on the HTM
file. In the termnal device 30, account settlenent using identification
information is executed by passing the inage data to a predeterm ned
transacti on processi ng program Notably, the nanagenent of the table
showi ng correspondence between the identification information and the
account settlenment information such as the nane and the price of each

t raded subject may not have to be perfornmed by processing for database 206
or the Ilike, cuted in.t server, dey 2 Jreg.4 hrough
processi njgderé’k g P Hh ?%?tjd%r\]/l%se aﬁr?’hgcr@qlé}?%ebct%eeﬁgilg a

devi ce 30,
processin such on tire device, conmmunication control
i go o%??%IEB?d?npuégf?gg

processin roma user, an Wb browser 303, and
commer ce proc nsgo 3014ffge n(‘e iy “;}plr@ﬁ liele unrder itfheagqrir ol of an
0S 301. The ¢ rte processi ng 304 has i mge data processing 305 for

executing, ¢ b% crion ot BHSeBd?_Qtl:éféf‘éh@é‘d } AT S@HTML affesl tar | mage data
as descrlb% ove ang so on 12 2 0O APR 2004 and account settl enent
proceSS|n9r§9§d£95 SERALAY+8660WBLarding a traded subject, for

example, and is displayed on a display screen of the

terminal device 30 based on the HTML file. In the terminal

device 30, account settlement using identification

information is executed by passing the image data to a
predetermined transaction processing program.

Notably, the management of the table show%ng
correspondence betweern the identification information and
the account settlement information such as the name and the
price of each traded subject may not have tO be performed by
processing for database 206 or the like, executed in the
server device 20 and may be performed through processing
executed in another device.

Further, in the terminal device 30, processing such as
control of the entire device, communication control
processing 302, control of inputs from a user, an Web
browser 303, and commerce processing 304 are executed in
parallel under the control of an 0S 301.

The commerce processing 304 has image data processing
305 for executing extraction of the identification

information added to image data as described above and soc on
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settlenment information and so on to the account settlenent devicezﬁquqML
order to request account settlenent. Further, in the account settlenent
device 40, under the <control of the OS 401, control of the entire device,
comuni cation control processing 402, processing of the account settlenent
server 403 for processing an account settlenment request based on account
settlenment information fromthe account settlenent processing 306 of the
term nal device 30, for exanple, are executed in parallel. The account
settl ement processing executed by this account settlenent server 403 may
be account settlenent by a credit card, account settlenment by direct
charging to a user account as well as account settlenent by a so-called
pre- paid t hod. t % i e EmH i reeraseio i3 onl
needs to oBfaf C?%hgrgg ?%%ﬁ%@gj%%?ﬁaéfﬁggFé%%gﬁhiubjecgﬁﬁ acquisitionyof

account SeLi|PUROL: ! DLPOURLL O SHGH &6 diro NAHE addBuril e witchens on of

the trade abject corresponding to the transaction identification

infornatiggv-ggd@ﬁ tR Lhgeabpyerdgsest bed-sweei e ctiemyget data may be
per f or med, throug operations shown as following (A and (B), at the side

of the accountpgetfdement deyifedth aeexampm defvike 46r, mayiee tper f or med
at the side of the termnal device 30 (an exanple of B). Thus, the
i mpl enent aLieRe1302 @nAPBs2@04, nebhedotans behe hamyere adenecessary.
communication control processing 402, processing of the
account settlement server 403 for processing an account
settlement request based on account settlement information
from the account settlement processing 306 of the terminal
device 30, for example, are executed in parallel.

The account settlement processing executed by this
account settlement server 403 may be account settlement by a
credit card, account settlement by direct charging to a user
account as-well as account settlement by a so-called pre-
paid method.

Notably, since the account settlement server 403 only
needs to obtain information regarding the traded subject,
acguisition of account settlement information such as the
name, the price and so on of the traded subject
corresponding to the transaction identification information
added to the above-described specific image data may be
performed, through operations shown as following (A) and (B),
at the side of the account settlement device 40 (an example
of B), or may be performed at the side of the terminal

dévice 30 (an example of B). Thus, the implementation

13




(A) The account settlenent server 403 receives only transaction
identification information to which the above- described i nage dai@AbﬁZWL
added fromthe term nal device 30 and acquires account settlenen
information such as the price of the traded subject corresponding to the
identification information fromthe term nal device 30; or (B) The account
settl enment processing 306 executed in the termnal device 30 acquires
account settlenent information such as the price of the traded subject
corresponding to identification information fromthe server device 20 and
sends it to the account settlement server 403. By the way, only the client
IDis sent to the account settlenent device 40 at the tine of account

settl enment gﬂ%d then Ehghg ggn%Fsggg%ggg device 40 acquires it fromthe
evi

dat abase 206 or the accoun settlenen ce 40 acquires it from

menagement i nf pf L. 08, {01 o4 ek A €4 A 5056 Palle dhived RiaTaL i on rel ati ng

to a purcha suc hIS namne, dress, credit card nunber and so on

can be 'd%@fa'n 'a%qllofn lata.nﬁfeeaugweﬁfgemaelaanagedhbahcemée&p@w ng it to
a client ID by t he dat abase 206 or the like, or is configured to be

managed by eGeiigeROAM:RE !dtattaola ahbent £kBmi BnkheeraesoUNEesELE | BOENL
devi ce 40. For exanple,” according to a conventional nmethod for sending a

cooki e st aped sicRutikest actonak devicgemddr shficembbeohdsBch APRERO04 cookie
fromeach termnal device 40 is transmtted over the
price of the traded subject corresponding to the
identification information from the terminal device 30; or
(B) The account settlement processing 306 executed in the
terminal device 30 acquires account settlement information
such as the price of the traded subject corresponding to
identification information from the server device 20 and
sends it to the account settlement server 403.

By the way, only the client ID is sent to the account
settlement-device 40 =t the time of account settlement and
then the account settlement device 40 acquires it from the
database 206 or the account settlement device 40 acquires it
from management information for identification so that the
information relating to a purchaser such as his/her name,
address, credit card number and so on can be identified if
it is configured to be managed by corresponding it to a
client ID by the database 206 or the like, or 1is configured
to be managed by corresponding it to a client ID in the
account settlement device 40.

For example, according to a conventional method for

sending a cookie storesd in the terminal device 30, since the
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Internet, there is a possibility that information relating to a p“@ﬁ?@ﬁ?
in the cookie may flow. The configuration in which only a client

sent fromthe termnal device 30 and the account settlement device 40
acquires information for specifying a user fromthe server device 20
reduces the nunber of the server device 20 in general with conpared to
the nunber of the termnal device 30. Further, the managenent technol ogy
of managers for the server device 20 nay be higher than comon users.
Thus, the inprovenent of the security between the account settlenent
device 40 and the server device 20 is easier than the inprovenent of the
security between the account settl enent device 40 and the term nal device

30. Therefore, the possibility. of flownn t t

pur chaser 8K BelFeliutad %?%%% YRYys Q on y Ag%h%ééﬁiﬁﬁggigggﬁough
It may be sent omthe tern1n 3 COLSY i nt 40
at the tiﬁEtSFnQECogh?rgef?len% % ??%%? phéga%gggﬁﬁon sedﬁf?%fjgg?nt of

view. This is because, b t mat d8 alduia ttike
pur chaser §° #hPER® §Sé5cxﬂ|?ggpgé%g?3t§?§ g£9¥hetggﬂount E%ttlénen#ndeV|ce

and the formathon.r g1bhespuLrhagesnf R tEeniga i aediceviTe 30,
t he rellaHE On# fgéﬁgb?o%brg ating to ?he purchaser can be eval uated.

Al ternatively, h%“ %cbﬁ%taég\‘.h@%ﬁrtl he¢iteansastianrdb YnfoARR 2604

i dent i fi cation information may be used as the identification
for specifying a user from the server device 20 reduces the
number of the server device 20 in general with compared to
the number of the terminal device 30. Further, the
management technology of managers for the server device 20
may be higher than common users. Thus, the improvement of
the security between the account settlement device 40 and
the server device 20 is easier than the improvement of the
security between the account settlement device 40 and the
terminal device 30. Therefore, the possibility of flowing
information relating to a purchaser can be reduced.

Alternatively, if only the client ID is enough, it may

be sent from the terminal device 30 to the account
settlement 40 at the time of account settlement from the
transaction security point of view. This is because, by
comparing the information relating the purchasers, which 1is
acquired separately by the account settlement device and the
information relating the purchaser from the terminal device
30, the reliability of information relating to the purchaser
can be evaluated.

Altefnatively, cnly the above-described transaction

15



information in order to send the information relating to the purchaser
such as his/her nane, address, credit card nunber and so on fro ﬁg

term nal device 30 to the account settlenment device 40 at the ti FRgWé
account settlenent. An outline of general operations of the Wb browser
303, the HITP server 203, and the account settlenment server 403 w |l be
descri bed bel ow. Wen a user nmani pul ates the term nal device 30 through

the input interface 35 and inputs an intended address (Uniform Resource
Locator: URL, having a portion specifying a host name of a server in which
the HTTP server is inplemented and a portion specifying a file nane), the
Web browser 303 sends a connection request including a file nanme to the

server devig QnresPaRdiRet9.8 RASt phalBedThE tRENDEEHE ORI EQGUSST S
supplied t'6 %ﬁgqlﬁtéﬁg%dqggfvef 38VIC€§ 20 ovgr the network 10 and supplied

to the HTTR SEIVEN 203 n WHaR4IR ! B%naommlﬁ@blrﬁat@@ﬂt rel apingessi oge 202.
When t he connectlon request is supplied, the HITP server 203 reads out

dat a Co”%ﬁﬁ%@ié‘é& tQdrhe o iHi /mare nafe, t BBdeeBBECLireditequedt nimbart he HDD
23 and sends it to the termnal device 30. A URL instructed first by the

user somety®sS:d M GRS the heshinane derliyeoBOathoshenanecand a particul ar
directory only, and in such a case, a file having a standard nane 16 2 0O
APR 2004 (ddtdeentdnt )ddvice rddotatdithecttdme off aheorcespondisegthesensr

An outline of géneral operations of the Web browser 303,
the HTTP server 203, and the account settlement server 403
will be described below.

When a user manipulates the terminal device 30 through
the input interface 35 and inputs an intended address
(Uniform Resource Locator: URL, having a portion specifying
a host name of a server in which the HTTP server is
implemented and a portion specifying a file name), the Web
browser 303 sends a connection request including a file name
to the server device 20 corresponding to a host name. The
connection request is supplied to the intended server device
20 over the network 10 and supplied to the HTTP server 203
through the communication control processing 202.

When the.connection request is supplied, the HTTP
server 203 reads out data corresponding to the file name in
the connection request from the HDD 23 and sends 1t to the
terminal device 30.

A URL instructed first by the user sometimes indicates
a host name only or a host name and a particular directory

only, and in such a case, a file having a standard name
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an indicated directory is read out first and then sent to the term nal
device 30. In such a file having a standard nane or a file instruc%ﬁg.@y a
user, links to a view of text, a view of an image, and ot her filbh, é
exanpl e, are described according to the HIM. (Hyper Text Markup Language).
The file fromthe HTTP server 203 is supplied to the Wb browser 303

t hrough the conmuni cation control processing 302 of the term nal device
30. The Wb browser 303 creates a display inmage data in accordance with
the description of the file and supplies it to the OS 301. The OS 301
deals the display inmage data fromthe Wb browser 303 as an inage in a

w ndow to be assigned to the Web browser and display it on a display

screen of (i fi.di apbay dRVACEo3? 4DEOUAESNGE g SBLATeAMEIIORM ok e, Tn

the file suppli romthe HTTP server for exanpl e, en di spl ayi ng

an i mage ghonggWibhea hikecnary iof rég@gsudataris imstined esbnd heo Vieb
browser 303 requests the HITP server 203 to transmt inage data

correspondjpgrtomihhe Hekeceans., Wien the transmission request is accepted,
the HTTP server 203 reads out inage data having a requested file nane

fromthe HDD 28, ag@chransiié shatin® 4 herawebaht ovser 303 fMen the i mage
data is received, the Wb browser 303 17 2 D UR 2904 deal s the inmage data
as i mage dakaruBtadpbedat esgirnedinks to a view of text, a view of an
image, and other files, for example, are described according
to the HTML (Hyper Text Markup Language).

The file from the HTTP server 203 is supplied to the
Web browser 303 through the communication control processing
302 of the terminal device 30. The Web browser 303 creates
a display image data in accordance with the description of
the file and supplies it to the 0S 301. The OS 301 deals
the display image data from the Web browser 303 as an image
in a window to be assigned to the Web browser and display it
on a display screen of the display device 37 through the
display interface 34.

Here, in the file supplied from the HTTP server 203,
for example, when displaying an image along with a file name
of image data._ is instructed, the Web browser 303 requests
the HTTP server 203 to transmit image data corresponding to
the file name.

When the transmission request is accepted, the HTTP
server 203 reads out image data having a requested file name
from the HDD 23 and transmits it to the web browser 303.

When the image'data is received, the Web browser 303
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| ocation in the above-described i nage data and supplies it to the OS 301.
Thus, an inage based on the received inmage data is displayed in a :
predeterm ned location in a wi ndow of the Web browser 303. The pré@d@ﬁZML
information is provided as descri bed above, and the HITP server 203
provides, in the sane manner, the specific imge data to which the
above-described transaction identification information corresponding to

t he account settlenent information is added. The identification

i nformation addi ng processing 205 is inplenmented as an extension program
(so-called plug-in) of the HITP server 203, for exanple. Wen file

transm ssion processing 204 within the HTTP server 203 reads out and

sends a file of; n%]glr“%é il ar, d nil?rgaeged%ta%af QML Iﬁ%g??@e%%’ine?dhe

identification i i on addi ng processing 205°a identification

I nf or mat i Qi sucly, as, the, ahowes descriad iapsapkionrdandhieatiien
information and access identification information to the imge data. Since
only each g radedysubject nust be identified, nunbers or codes, for
exanpl e, added to each traded subject can be used as the transaction

identificatiorryy¥ orgmtine Haweldhenh themeecef venadpdgeubpeat sscan be used

if there is no overlapping. 18 2 0 APR 2004 Since the inherent information

is enoughdidpiiyé® in a predetermined location in a window of the Web
browser 303.

The produﬁt information is provided as described above,
and the HTTP server 203 provides, in the same manner, the
specific image data to which the above-described transaction
identification information corresponding to the account
settlement information is added.

The identification information adding processing 205 is
implemented as an extension program {so-called plug-in) of
the HTTP server 203, for example. When file transmission
processing 204 within the HTTP server 203 reads out and
sends a file of the particular image data from the HDD 23,
the identification information adding processing 205 adds
identification information such as the above-described
transaction identification information and access
identification information to the image data.

Since only each traded subject must be identified,
numbers or codes, for example, added to each traded subject
can be used as the transaction identification information.

Further, names of traded subjects can be used if there is no

overlapping.
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information inherent tc each access, it can be created based on
informati on such as an | P address of the terminal device 30 operaf¢éR B§iia
user and access date and tine to the server. Alternatively, access
identification information nay be created by al so using the inherent
identification information (client ID) given to every user or every
termnal device 30 for commerce processing 304 as described bel ow
Conversely, access date and tinme thensel ves nay be used as the access
identification information. Since two or nore accesses to one server
device 20 are not processed sinmultaneously in general, only access date and
time are enough for defining each access. Therefore, each image data can
be identifiedSevner wheniabessstdanéoandtipnelarenaddediftotthe i nage data
as the access identification information. Further, as a function of the
HTTP ser Vérfomnatimst i ighe et riscdfilngcgelssy dft §eCeSSesIPRGRPaPaSER i s
inplemented, and it is possible to record an I P address .of .the term nal
devi ce 30°Tofinf QEEt iR fPGthé HETP Hedsiresgc fds$h@aterdid el FREIEnd so on
in the access log. Thus, when access date , and tine are useg as
i dent i fi cHt iGIETTHGS Rt i SThe N &EES GG ties angr &8Fc &S $8°t REFVER- 1 P
address can be aobtained which c r1.8es on%% %p.t e access %%teb%nd tinme
added to % rﬁ?ﬁﬁﬁ?%ﬁneECGﬁﬁﬁeﬁ S P addr &S9f °4 (Ser “dccessing 19
20 APR 20c0r4e§ tOeC} kbey IanPs%e uds%:[n% C%ZEHE b.).%l"leqf%%ttl fild%qltq%ilcja)ﬁ'i on

information {client ID) given to every user or every

terminal device 30 for commerce processing 304 as described

below.

Conversely, access date and time themselves may be used

as the access identification information. Since two or more

accesses to one server device 20 are not processed

simultaneously in general, only access date and time are

enough for defining each access. Therefore, each image data

can be identified even when access date and time are added

to the image data as the access identificaticon information.

Further, as a function of the HTTP server, a function

for recording a log of accesses from a user 1s implemented,

and it is possible to record an IP address of the terminal

device 30 of a user using the HTTP server, access date and

time, and so on in the access log. Thus, when access date

and time are used as identification information, the access

log is referenced so that an IP address can be cobtained

which corresponds to the access date and time added to the

image data. Therefore, the IP address of a user accessing




Not ably, only transaction identification information nust be added iﬂ
order to identify the account settlenent information of each t 2adg 200
subj ect. Thus, the access identification information does not have to be
added. However, the addition of access identification information
facilitates identification of each access and then identification of an IP
address, the above-described client |ID, and so on of the term nal device
30 mani pul ated by a wuser. Therefore, it is desirable fromthe vi ewooint of
the inprovenent of the security and safety of the transaction. Further,
since addition of identification information is enough if it is perfornmed
to allow identification of inage data, it may be added to a vacant area
defined ofoanhei fiaggefiibeafosnabe {@Enexdigd esaxirlymy be enbedded in image
data by using so-called electronic watermark technol ogy which diffuses and
adds it into tihedbmpge dtala,toargeot lren iatdoed fiiwaftiom igf orgart iofh a body of
the inmage data on the image format. Furthernore, the identification

i nformat i nostney bedaddied asdetr ts sdemtify Buppressunpy ovessignenitoads, or
may be added after processing of proper encoding and encryption for

i mprovi ngiséocumatyonfof exahpteadghesibigret dalfduse WhHiecRS®ESi dent i fi cati on
information is added is handled simlarly to general inmage data on the
file transdessibncpEdersinagrroaianddens Bohmimyeat? ot 9%/ APR 2004

control processing 202 and is sent to the Wb pbrowser 303 Pf
However, the addition of access identificatlon information

facilitates identification of each access and then
identification of an IP address, the above-described client
ID, and so on of the terminal device 30 manipulated by a
user. Therefore, it is desirable from the viewpoint of the
improvement of the security and safety of the transacticn.

Further, since addition of identification information
is enough if it is performed to allow identification of
image data,‘it may be added to a vacant area defined on an
image file format, for example, or may be embedded in image
déta by using so-called electronic watermark technology
which diffuses and adds it into the image data, or may be
added in front or rear of a body of the image data on the
image format. Furthermore, the identification information
may be added as it is so as to suppress processing loads, or
may be added after processing of proper encoding and
encryption for improving security, for example.

The image data tc which the identification information
is added is handled similarly to general image data on the

file transmission processing 204 and the communication



the termnal device 30. By the way, recorded in advance in the data @f? 506
are nanes, prices, settlable account settlenent nethod (credit th ; 0d
wire-transfer, pre-paid nethod, and so on.), URLs indicating settlable
account settlenent servers 403 or an account settlenent table showing a
rel ati onshi p between account settlenent information inherent to each
traded subject such as an access nethod to a line or a network such as
VPN to which the account settlenent server is connected and with
transaction identification information. Further, the database 206 obtains
information indicating conditions of user access through the OS 201 and
the HTTP server 203, for exanple, creates a table (creation |og) show ng a
cor r esporthmigr o &l pt donsdi pg bz heend ace essnt identtid inead il ffrordmt iqgn t hat
identification information adding processing 205 adds and information

i ndi cati nNgheisee rmawzksdecbreli 30 ons, and records it on HDD 23. The creation
| og includes, as shown in Fig. 3, for exanple, an accessing |F address, a
host name of tBie Wer wary,devicerd2@ iim widivelncehen HEEPdaeabese20860peeat es,
access date and tine, a file name of image data, and the access

i denti fi cEMoTr | P¥ DeHRL | DALt baklesl dycaune | it lidnegat im@t hoof qroretdian addi ng
processing 205. Thus, by referring to the creation log (or update log 21 2
0 APR 2002 %féscri et plobg s thiee deieh snatderst i farchtdcomn .nf,ofliatsi on t o

indicating settlable account settlement servers 403 or an
account settlement table showing a relationship between
account settlement information inherent to each traded
subject such as an access method to a line or a network such
as VPN to which the account settlement server i1s connected
and with transaction identification information.

Further, the database 206 obtains information
indicating conditions of user access through the 0S8 201 and
the HTTP server 203, for example, creates a table (creation
log) showing a corresponding relationship between access
identification information that identification informaticn
adding processing 205 adds and information indicating user
access conditions, and records it on HDD 23. The creation
log includes, as shown in Fig. 3, for example, an accessing
IP address, a host name of the server device 20 in which the
HTTP server 203 operates, access date and time, a file name
of image data, and the access identification information
added by the identification information adding processing
205.

Thus, by referring to the creation log (or update log
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whi ch i mage data is added, an accessing |IP address, the information

I ndi cating user access conditions such as access date and tine can be
obt ai ned. Therefore, researches of wuser access conditions can be hkﬂﬂ%%ﬂ@ﬁ
relatively easily. In Fig. 2, while an exanple where the identification

I nformati on addi ng processing 205 is inplenented as an extension program
of the HTTP server 203 is shown, it can be inplenented as processing for
placing an image file, for exanple, in a file server independent fromthe
HTTP server in advance, nonitoring an access to the file server, and,

when access request is received for the specific inmage file, sending out

I mge data to which transaction identification information and access

i dent i f i cEtscoribenf dreimtvi)on tihe addeds heeaus€ickhrisnenagghnbtibh has a
function to add, to the specific imge data, the above-descri bed
transact iwdrich demtgef idedtal ars iaddednaiinon caerd saagess edantksEj cahion
information. In this case, the HITP server and the file server, for

exanpl e, iarienmat ivecdsshig tiogoesienplkerestsedoasisépasasechdesi eesesbut t hey
may be executed as a plurality of server prograns and identification

i nf or mat iC@F Saddich§ igreo ca@ss gy obtRdnegxanpherebare, siesgarads:s Af ernati vel y,
it is possible, by using a so-called enmulator, to_execute a plurality of
0Ss on &SEMFE TS iCRIRERENG €25r b8 PSITAGraASdHTEPas &V Y BASHAE-22 20 APR

2004 OS, and execute processing as file server, for exanple on
?n %gg. B, whiie gn example where the iden{TEication

information adding processing 205 is implemented as an
extension program of the HTTP server 203 is shown, it can be
implemented as processing for placing an image file, for
example, in a file server independent from the HTTP server
in advance, monitoring an access to the file server, and,
when access request is received for the specific image file,
sending out image data to which transaction identification
information and access identification information is added
because it is enough if it has a function toc add, to the
specific image data, the above-described transaction
identification information and access identification
information.

In this case, the HTTP server and the file server, for
example, are not necessary tc be implemented as separate
devices, but they may be executed as a plurality of server
programs and identification information adding processing,
for example, on a single 0S. Alternatively, it is possible,
by using a so-called emulator, to execute a plurality of 0Ss

on a single device, execute processing as HTTP server on one




anot her OS. Thus, equival ent processing can be executed wth a pluralit
of devices through they are physically one device. By separating thkAHﬁ%ﬁﬂ
server and the file server, for exanple, in this way, an access right, for
exanpl e, can be set in the HITP server and the file server, for exanple,
separately, which increases flexibility for setting security, for exanple.
Therefore, it can contribute to the inprovenent of security. By the way,
since identification information described above is not changed at the
side of the termnal device 30, identification information or inmage data
including identification information is stored in advance so that the
account settlenent can be perforned later. That is, even when a user

connect i 1§t @nchexetierengirdne stiialg W rralieasesvelrhe reenageki-eg apd the IP
address is changed, the account settlenent can be perfornmed by using the

stored iad@ithefn . oBhimef oeqatvehent pragesdahg &onWheChxebdeatification
information is added. Therefore, the selection and the account settl enent
by the tredéd aswdjugetl itgo afodelvivest ¢ hreuger toeyed rduphygieae 1gosAect i on,
whi ch enhances the flexibility of the commerce. Further, when the traded
subj ect &&Yis&-form account settlement in the sane account settlenent
server, a 23 2 0 APR 2004 plurality of pieces of identification informtion
or image By separating the HTTP server and the file server, for

example, in this way, an access right, for example, can be

set in the HTTP server and the file server, for example,

separately, which increases flexibility for setting security,

for example. Therefore, it can contribute to the

improvement of security.

By the way, since identification information described

above is not changed at the side of the terminal device 30,

identification information or image data including

identification informatien is stored in advance so that the

account settlement can be performed later. That is, even

when a user connecting to the Internet by dial-up releases

the connection and the IP address is changed, the account

settlement can be performed by using the stored

identification_information or image data to which

identification information is added. Therefore, the

selection and the account settlement by the traded subject

do not have to be performed during one connection, which

enhances the flexibility of the commerce.

Further, when the traded subject can perform account

settlement in the same account settlement server, a
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data to which identification information is added may be stored in
advance. Then, when the user instructs the account settlenent, h@ﬁpggﬁ@ion
identification information in these identification information y ent
together to the account settlenent server at the tine of the account
settlenment. Thus, the account settlenent can be perforned at the sane tine
even if the traded subject is supplied wwth information fromdifferent
HTTP servers. It sinplifies operations, and the user can perform conmerce
nore easily. Furthernore, the commerce processing 304 perfornmed in the
term nal device 20 perfornms processing based on identification information
when the image data to which the identification information is supplied
from t hePWsaBriswsef p368es| pél udedtiinitht sopr oResshAGidS SBRNAGEsENt foOr
storage, deletion, update and so on of the inmage data based on the
i dent i fi €atPoloi Whéchairdentafdedtiont heformgeidat s &aded exappbe.
Addi tional ly, processing for executing account settlenent based on the
transact S6RTEHeAn AA¥arren Thér iehémrtho wderhindterdamyetdata i s added as
described above is included. A detail of each processing will be described
bel ow. ASCEHBkN SEAtARMERANPEE2BFaEF sphaydert ebhcation dispbayatdsvi ce 37 in
Fig. 4, a wipdow 501 as well as a w ndow 502 of the Wb browser 303 are
assi gned*Po*{'AES| HEGRLYAL§aDACD BRAPRMIBEAN PraK ks FRP BOWOBEther to
above-de§gribed 0sS, 301, i
e account settlement server at the time of the account
settlement. Thus, the account settlement can be performed
at the same time even if the traded subject is supplied with
information from different HTTP servers. It simplifies
operations, and the user can perform commerce more easily.
Furthermore, the commerce processing 304 performed in
the terminal device 20 performs processing based on
identification information when the image data to which the
identification information is supplied from the Web browser
303. Included in this processing is management for storage,
deletion, update and sc on of the image data based on the
identification information added to the image data, for
example. Additionally, processing for executing account
settlement based on the transaction identification
information to which the image data is added as described
above is included.
A detail of each processing will be described below.
As shown in an example of display screen of a display

device 37 in Fig. 4, a window 501 as well as a window 502 of

the Web browser 303 are assigned to the image data
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| mrage data can be supplied fromthe Wb browser 303 to the inage data
processi ng 304 under the control of the OGS 301 by a so-called drag qﬂg. ;
drop operation. That is, image data is supplied fromthe Wb brows 0 0@“
to the commerce processing 304 through the OS 301 by operating a pointing
device 39 by a user, matching a pointer 503 to a displayed position of an
i mge 504 displayed within the wi ndow 401 of the Wb browser 303, under a
condition where a button, for exanple, of the pointing device 39 is
mani pul at ed, noving the pointer 503 onto the wi ndow 502 of the commerce
processi ng 304, and releasing the operation of the button of the pointing
device 39. Wen inmage data is supplied, the image data processing 304

di spl ays mmdemgend 0B £ dry esporaboig:tde d4dye ssppld exh1 i nage data at a

position of the pointer 503. The imge data is stored by the inage data
processing 3(tegte dapredernebr sagpdied ¢fotmhehEHDReB3btbwerghibher©S 301
when the imge data is supplied through the above-described drag and drop
oper at i orkheHeimeage ka too mmsrass Pimor e8I Ny de04 tiey acequedt dfhehdata base 206
t he above-described account settlenment information corresponding to the
transact i gh- itert i¥9wlilad idfay rad olror woer@tiivage data in order to store
the account settlenent information acquired fromthe database 206 by
cor r espondi ng T9%t7 ig, ARRaEG0Matd tife SupRgéedataom the Web browser
303 to the commerce processing 304 through the 05 301 by
operating a pointing device 39 by a user, matching a pointer
503 to a displayed position of an image 504 displayed within
the window 401 of the Web browser 303, under a condition
where a button, for example, of the pointing device 39 is
manipulated, moving the pointer 503 onto the window 502 of
the commerce processing 304, and releasing the operation of
the button of the pointing device 39.

When image data is supplied, the image data processing
304 displays an image £05 corresponding to the supplied
image data at a positicn of the pointer 503.

The image data is stored by the image data processing
304 at a predetermined area of the HDD 33 through the 0S 301
when the image data is supplied through the above-described
drag and drop operatior.

Here, the commerce processing 304 may request the data
base 206 the above-described account settlement information
corresponding to the transaction identification information

in the image data in order to store the account settlement

information acquired from the database 206 by corresponding
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Further, image data is deleted by deleting inmage data selected by an
instruction froma user fromthe predeterm ned area of the HDD 33{ APRefk
data is updated in order to update stored inage data to |atest one at that
time. The update processing may be executed in accordance with an
instruction froma user, for exanple, or may be executed based on
information such as «creation date recorded in a file of inage data.
Further, it nay be executed automatically for every predeterm ned
interval. When the update processing is started, the imge data processing
304 extracts identification information added to inmage data to be updated
and sends it to the HITP server 203 and the database 206 the

i dentifi ce itdre iiWagseddton and file name, for exanple, in order to request
update of the image data. The update request is supplied to the HTTP
server 203, &ndtORe . dafrawaselazeecissdalpaekebyofiedepindeipaainadtport

t hrough communi cation control processing 302, the network 10, and the
comuni cat§GiF i&htbl 2 Hridtsdsaiqig Fo L romhén ugsdatiied, thge i nage dat a

processing 304 may. send entire image data, and the HTTP server 203 or the
dat abase pgrﬁf%trﬁ‘}/@&q #43 fntbhg é‘g:tq ort-i nformation fromthe obtained

i mage data. Zq 20 APR 20Q4 Further, .inherent identification information
(client mage data 1s updated in order to update stored image

data to latest one at that time. The update processing may
be executed in accordance with an instruction from a user,
for example, or may be executed based on information such as
creation date recorded in a file of image data. Further, it
may be executed automatically for every predetermined
interval.

When the update processing is started, the image data
processing 304 extracts identification information added to
image data to be updated and sends it to the HTTP server 203
and the database 206 the identification information and file
name, for example, in crder to reguest update of the image
cata.

The update request is supplied to the HTTP server 203,
and the databage 206 as a packet of a predetermined port
through communication control processing 302, the network 10,
and the communicaticn control processing 202.

When updating, the image data processing 304 may send
entire image data, and the HTTP server 203 or the database

206 may extract identification information from the obtained

image data.




ID) is given to the image data processing 304 for every user or for every
term nal device 30. The client IDis supplied to the HITP server 203ppmg;
t he dat abase 206 as a packet of a predeternm ned port through the

comuni cation control processing 302, the network 10 and the communi cation
control processing 202 when image data i s updated, for exanple. The file
transm ssion processing 204 of the HITP server 203 instructs the HDD 23 to
read out image data corresponding to a file nanme being requested for
update. Here, the identification information adding processing 205 creates
new access identification information corresponding to a user access
condition and adds it to imge data. Further, the identification

i nf ormati on afidenberpr bokssény 20&ncheckst idet hefotiher 1dransactdmn

identification information is updated or not and, if the transaction
identifié&li én igdivenmabi ohei smapdateda pddsensinyransachioavetgdenséfi cation
information to the image data. Image data to which the new identification
i nf or mat oan foirs exy@ded tesmdoppl dedite BRe |eeesdisdrer Orbocies siupp 134 of t he
term nal device 30 through a predeterm ned port, and the imge data is
updat ed tRef8enHTBR skeverhdfhand, thheddaabbase2266avbt apaskenfof nat i on
indicating a user access condition through the OGS 201 and the HITP server
203, for PERARPREMIBLEaPes tathiBrEhshbRi AEMAURFCEt DOMPROROD4L cor r espondi ng
rel ationship betmeeg identification
processing 302, the network 10 and the communication control
processing 202 when image data is updated, for example.
The file transmission processing 204 of the HTTP server
203 instructs the HDD 23 to read out image data
corresponding to a file name being regquested for update.
Here, the identification information adding processing
205 creates new access lidentification information
corresponding to a user access condition and adds it to
image data. Further, the identification information adding
processing 205 checks whether the transaction identification
information is updated or not and, if the transaction
identification information is updated, adds new transaction
identification information to the image data.
Image data to which the new identification information
is added is supplied to the image data processing 304 of the
terminal device 30 through a predetermined port, and the
image data is updated therein.
On the other hand, the database 206 obtains information

indicating a user access condition through the 0S5 201 and

the HTTP server 203, for example, creates a table showing a
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informati on added newly by the identification information adding
processing 205 and information indicating a user access conditioﬂ[{&ﬁhgmb
l og), and records it on the HDD 23 separately fromthe above-described
creation log. Like the creation log, as shown in Fig. 5 the update |og

i ncl udes an accessing |IP address, a host nane of the server device 20 to
which identification information is added newy, access date and tine
(update date and tine), a file nane of inage data, identification
information added by the identification information adding processing 205
as well as information for identifying the server device 20 having
created original identification information (creating server [ID) and a

client |Rdratedpdentiinying athe iy Q%lw@%%iQQeﬁgifE?Eg%BX a user or the
0

user. Further, by referring to the update |og, a pa I obtaining i mge

data, forin®oamltdortaded indanl bye@nheageuhaliehy 8k Bae: hRLepAR LAN fOr
identifying a user or the termnal device 30 corresponding to

i denti fi caldiony drfeerswEigon cadded tiarbheaitneae idataaéangbe qbkai ned.
Therefore, by conparing information sent to the account ™ settlenent server
403 fromazceser camd iitrifoor natpidan er aloat) i, ngndt eetbedyset oAt ahsedpbr em t he
updating |l og, the accuracy and the reliability of information formthe
user can sigparev®lyatfedm whiec kbenveaneesriibedsatretyioh fLhg.transacti on nore
28 20 APR 2004 easily.
Like the creation log, as shown in Fig. 5, the update

log includes an accessing IP address, a host name of the

server device 20 to which identification information is

added newly, access date and time (update date and time), a

file name of image data, identification information added by

the identification information adding processing 205 as well

as information for identifying the server device 20 having

created original identification information (creating server

ID} and a client ID for identifying the terminal device 30

used by a user or the user.

Further, by referring to the update log, a path for

obtaining image data, for example, can be identified

accurately since information for identifying a user or the

terminal device 30 corresponding to identification

information added to the image data can be obtained.

Therefore, by comparing information sent to the account

settlement server 403 from a user and information relating

to the user obtained from the updating log, the accuracy and

the reliability of information form the user can be

evaluated, which enhances the safety of the transaction more




Furthernore, the account settlenent processing based on transactignapp 2004
identification information added to the image data is perforned by user's
sel ection of specific inage data and by instructing the account
settlenent. Wien the account settlement is instructed, the account

settl ement processing 306 sends transaction identification information of
the user selected image data, access identification information, and the
above described client |IDto the account settlenent server 403, and the
account settlenment server 403 perfornms account settlenent processing
based on these identification information and so on. In addition, when the
account settlenent is perfornmed by the pre-paid nethod, as shown in Fig.
6, a useeaz@BYy.instruct by manipulating a pointing device 39 in order to
overlap an inmage 601 including identification information corresponding to

pre-pai d inf orgBthefméps £-Piaé dacdslent i §écatdmhd N Sd@dd oy sl ayed on a
di splay screen of the display device 37 on an inmage 602 of the account
sett| enentrahasgetionVesanstchcatioat iHebkpAtisnsupptietde the arsgent

settl ement processing 306 sends transaction identification information,
pr e- pai ddedentiisf peattoemednber matron aallesoion of ospbei ACcoimigsedst £ment
server 403. The account settlenent server 403 perforned the account
sett| eneand2®y2 i0sAPRC2004 phecesspbngtbasedlemenhese identification

i nformation.

When the account settlement is instructed, the account
settlement processing 306 sends transaction identification
information of the user selected image data, access
identification information, and the above described client
ID to the account settlsment server 403, and the account
settlement server 403 performs account settlement processing
based on these identification information and so on.

In addition, when the account settlement is performed
by the pre-paid method, as shown in Fig. 6, a user may
instruct by manipulating a pointing device 39 in order to
overlap an image 601 including identification information
corresponding to pre-paid information (pre-paid
identification information) displayed on a display screen of
the display device 37 on an image 602 of the account
settlement target.

When such a instruction is supplied, the account
settlement processing 306 sends transaction identification
information, pre-paid identification information and so on

to the account settlement server 403. The account

settlement server 403 performed the account settlement




Furthernore, as account settlenent information corresponding to th AP
above-descri bed transaction identification information, for exanp g, &H@H
a URL of an- account-settlable account settlenment server 403 is included,
the i mage data processing 305 supplies the URL to the account settlenent
processing 306 in order to instruct the account settlement. Thus, the user
can instruct the account settlenent to the account settlenent server 403
of a predetermned URL by referencing inage data only and the user can
performthe comrerce easily. Also, as account settlenent information
corresponding to the above-described transaction identification
I nformati on, when an access nethod to a network to which the account
sett | emeRECSEFPENI4H8SeE0RAENRER Byeprifatetioneinf &Pkt sod. SO on, for
exanple) is caonnected is indicated, the comrerce processing 304 or the
account sett | ERERESPPBERs s?hf SRV frase el erosnt gurferkmar iconnect to t he
account e&tlenen%. server,k 403 automatically by the correspondi ng access
net hod FoGGRCRYBGRAI EAEi BRO¥BRERSFI bPBBetEangRGORONN order to perform
t he accogggn§ﬁkgkenent..T£us the user can perform conmmerce w thout caring
£6"thé 1BEPETR

accesses accotit heAt- SeF verampie espeen ot | YRL vid cincan _
Shown wher ST RE. SoEearBae pPte8aF nge SOASTEnT o EHER: 46 ot FMel o BN
processi pgel RHERENASRL LEBOLLDE, YERo BT QUSE]; 303, L tygAN be,

account settlement processing 306 in order to instrucé the

account settlement. Thus, the user can instruct the account

settlement to the account settlement server 403 of a

predetermined URL by referencing image data only and the

user can perform the commerce easily.

Also, as account settlement information corresponding
to the above-described transaction identification
information, when an access method to a network to which the
account settlement server 403 (connection by private line,
VPN, and so on, for example) is connected is indicated, the
commerce processing 304 or the account settlement processing
306 may be configured to connect to the account settlement
server 403 automatically by the corresponding access method
through a communication control processing 302 in order to
perform the account settlement. Thus, the user can perform
commerce without caring accesses to the account settlement
server 403 especially, which can improve the convenience.

In the above-described Fig. 2, while an example 1is

shown where the commerce processing 304 is implemented as
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i npl enented as an extension program of the Web browser 303 (SO'Cai¢ﬁﬁ¥ZML
pl ug-in) because it is enough if it has a function to send transactrton
identification information and so on added to inage data based on
instructions fromthe wuser. Furthernore, the present invention is not
limted to the above-described enbodi ment, and the construction and the

i npl ement ati on method can be changed properly within the scope of the
technol ogical spirit of the present invention. For exanple, in the
above-described Fig. 1, while the server device 20 and the account
settlenent device 40 are shown as single devices, respectively, a program

f ' tihej r; ' fiunction.as both rver device and
tg;niﬁg?%ggyggg}n%LP{ﬁgg, |nr?%e ges&%%pb%%nb§88§gf éﬁ%ex&ﬁpFénsPSMB t hat
the accouniplealdd:erenls i# TR ©ARRAGCA DY LG 0Rtabage 206 by

corresponding to the transaction i i'cation in 81 n>ddvance and

t he transabkbanlebdgambLﬁ@gtmgagug%o&gaggpg bS, ﬂdg%dikoh%ga e dat a.
However, the transaction identification |nPorﬁat|on as WelI” as the

account fehthémentol BEAMRI0R SRY obe jadded riRath8,L TGS dat 8, I0S
above-descri bed enbodi nent will be descri bed iﬁ ge?a?ﬁ EgFOML §1 g 0 APR

2004 [ St sacbuor edded megémeigeeliata based on instructions from the
user.

Furthermore, the present invention is not limited to
the above-described embodiment, and the construction and the
implementation method can be changed properly within the
scope of the technological spirit of the present invention.

For example, in the above-described Fig. 1, while the
server device 20 and the account settlement device 40 are
shown as single devices, respectively, a program for
executing their processing can function as both server
device and terminal device.

Further, in the description above, an example shows
that the account settlement information is managed by the
database 206 by corresponding to the transaction
identification information in advance and the transaction
identification information is added to image data. However,
the transaction identification information as well as the
account settlement information may be added to the image
data.

The above-describec embodiment will be described in

detail below.
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Fig. 7 is one exanple of a data structure of inmage file handlﬁﬁ E@ mge
above-descri bed enbodi nent. The image file shown in Fig. 7 in & g

start portion 51 indicating the

begi nning of a data stream an imge data

portion 52 for describing displayed data of an i nage, a comment portion 53
for describing information which is not influence on a view of an i
and an end portion 54 indicating an end of the data stream For exa
JPEG file and G F file adopt such a data structure. ldentification

information which is added to the above-described i mage data and/ or

poi nt er

informati on such as a URL can be described in the comrent

53 as infornaqgggﬁpghgg_%%e§ngﬁérkﬁﬁggence on a view of the inmage.

Furt her,

correspondi ngrageasi f gi fhieS o yly

even | IS in ano e format, it can be described

i nf or mat

f ar.mat Jhavi ng _an_area for ,
whi ch does not ~ i nfl Uence on tﬁg§3i§@ Sfdﬁﬁg F%ﬁﬁ&?uﬁﬁrPﬁeﬂmﬁﬁFeflﬂﬁ
data streamdfed he ivFROSHd ' t i i i_nfor ion__inherent
i mge file, pgi nters foSa}:J(c)dn‘leeedodré a p uerda%?r?jf Wnﬁ'eﬁéeofmﬁﬁ?o?hg?i 0

i ndex forshawient itigm ﬁqrdﬁwia”%tfﬁ%té e JyTage i g‘%\’%%%%{iﬁ% %ir}llﬁgn

a programcan be witten in an area

i's’igndre g

di spl ayetegAlnsdng s fdes Jathe & aRQKE, atnre.LYna%%n &a ddeq 10 gbmage dat
e

using a
i dentifi

digital watermark technol ogy. In the scription below,

ciaisican HimigoIdTRID 1Y 632 22 ARR 2004 dded ot @JiRAE kR JROisAL

information and the |like are

for describing information which is not influence on a view
of an image, and an end portion 54 indicating an end of the
data stream. For example, a JPEG file and GIF file adopt
such a data structure. Identification information which is
added to the above-described image data and/or pointer
information such as a URL can be described in the comment
portion 53 as information which does not influence on a view
of the image. Further, even if it is in another image
format, it can be described in a corresponding area if it is
in a format having an area for information which does not
influence on the view of the image. Further more, in the
data stream of the imags file, identification information
inherent to the image file, pointers for one or a plurality
of pieces of information, an index for a menu item
corresponding to the image file, and/or an entity of a
program can be written in an area which is ignored when the
image is displayed. BAlso, as described above, they can be
added to image data by using a digital watermark technology.

In the description below, identification information
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referred to "inmage related information". Further, an image file in which
the image related information is added to image data is referredZfidPR 2004
“information inmage file". (Structure of Image Related Information] Fig. 8
is a structure diagramof inage related information. The inmage related
information shown in Fig. 8(a) includes information of an inage nane, a
password, an expiration date, a thunbnail inage, category, and keyword.
The "inage nanme" is a name of an inmage which is thunbnail-displayed on the
wi ndow 502 of the inmage data processing 305. The "password” is a password
which requires a user to input when an information imge file is supplied

to the i nagg=da S 3 ers_who know t he password can
rggister thee?n?%rg%€ %na%ﬁg egginefnl? %rm?ﬁh@% At ot otBesi 3L 305. The

" irati a a p the,inf tion image file
suppl i e £, the i rage Jaa S P U AT 1

peri o, The Chunbnar | | agal 13 Gaia BT TRRCTRRGEN 18 WEh 18 roplaced

period. The "thunbnail image" is data I mage

by an i magea gt sph @y edls Ofie e r BE@WSST » A0EL HiwDsNal |, i spl aved on a wi ndow of

the image data processing 305 when the infornmation 1nmage file displayed
on the browser[dtxrwsippld et tmddee Re 1AW afh digadigpge data processing 335.

The "category" is data for 33 20 APR 2004 specifying 'a folder in which

information i FHge fd lies iss structure diagram of image related
information. The image related information shown in Fig.
8(a) includes information of an image name, a password, an
expiration date, a thumbnail image, category, and keyword.

The "image name” is a name of an image which is

thumbnail-displayed on the window 502 of the image data
processing 305. The "password" is a password which reguires
@ user to input when an information image file is supplied
to the image data processing 305. Only users who know the
password can register the information image file in the
image data processing 305. The "expiration date"™ is an
expiration date of the information image file supplied to
the image data processing 305, and the information image
file is removed from a recorded area of the HDD 33 after the
expiration of éhe period. The “thumbnail image" is data of
an image file which is replaced by an image displayed on a
browser and thumb-nail displayed on a window of the image
data processing 305 when the information image file
displayed on the browser is supplied to the window of the

image data processing 305. The "category" is data for
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stored when the information inmage file is supplied to the inmage data
processi ng 305. The inmage data processing 305 creates newy a f0|derPR2%L
havi ng a specified name when a specified fol der does not exist. Th |
"keyword" is a word which is used as a search key when the imge data
processing 305 searches the information image file. The inage rel ated

I nformation shown in Fig. 8(b) is constructed by assigning a command nane,
an action table, and a nouse (pointing device) operation to each pointer

i nformati on and associates themw th a platformas one set. The "pointer

i nformation” indicates a location of a file on a |ocal conputer or over a

networ k. &gk ceXtaap fheg i:nt i nfqQrmation.includes a file nanme, a path
nane i ndicating agfgbatioﬁggﬁ%rgééﬁacggggﬁmﬁﬁéOPO&QPgéoﬁﬁ&Fe#§ Uni ver sal

Nam ng Cosyertido RbENCk Hiendi | .a | iLon.of .resources in a network
envirgnnent, Uni?@rn1ngogrggkﬁggéggrQ&?%ﬁL?l?ﬁdF@aFPHSEéePOEStFBﬁ of

r esour cesimagkndataeprokeskihyanes, thé{&ﬁéﬁén5§? urce Identififgs (URI's).

The "conmand nanme"” Is a view hane used en” di sp ay?%%c%S%b$9e of a

poi nter onreamesunekQly axagpher hhvifq ACSRSS; age'. Here, the
"menu” is a nenu which is displayeg gnd cgn éggggrggﬁgdgﬁﬁgrgfron1on a

di spl ay umpec3¥imbefioaderi gbesbubtoaxebtt herg@usige 3, 1§ ¢ 4 ckegd,  Jhe
"action table" indicates operations of the inage data processing 3G. A 34
7 0 APR 2Whéeht éat usedaaspecsehaedhopeyaihen EH@'ﬂﬂ§§emQ§EQeﬁr8Ee99£n8

305 searches the information image file.

The image related information shown in Fig. 8(b} is
censtructed by assigning a command name, an action table,
and a mouse (pointing device) operation to each pointer
information and associates them with a platform as one set.

The "pointer information" indicates a location of a
file on a local computer or over a network. For example,
the pointer information includes a file name, a path name
indicating a location of resources on the local computer,
Universal Naming Convention (UNC) indicating a location of
resources in a network environment, Uniform Resource Locator
(URL) indicating a location of resources on Internet or
Intranet, or Uniform Resource Identifiers (URIs). The
"command name" is a view name used when displaying a content
of a pointer on a menu. For example, it is "Access To
Homepage". Here, the "menu"” is a menu which is displayed

and can be selected therefrom on a display unit 37 when a

right button of the mouse 39 is clicked. The "action table"

indicates operations of the image data processing 305. A




file indicated by pointer information added to the information inag fhme
is stored in the HDD (storage unit) 33 of the terninal device 307 Rlhe
information image file is supplied to the inage data processi ng 305,
whether or not the file is automatically executed, and a nmethod for
executing the file (telop display, video replay, voice replay, and so on)
The "assigni ng nouse operation" sets a nouse operation for accessing

poi nter information. Types of setting includes double click, Shift+double
click, CGrl+ double click, Alt + double click, and so on. The "platfornf
specifies an environment (platform matching with a file indicated by

poi nter igdoframtigp. s F e .t he. 01 is Wndows (TradenmarKk),
the i nage data %rgge25| 9 ggggés%?%gggl%ppb?% AICT OIS HRF R iRt 2

corresponth 1g 1@uy&gggwﬁbya§gi .éplfgfkéﬁ?990%2§£§§ ve-descri bed nenu.

[ Access to Pointer Infornmation] A net or rﬁfef 0i nter recorded

in an i nfrofd®hi ©Noh diterdnd 1 nal Vi O will be . described.
(1) Method through Menu %el ection %&%&T} J{s}‘laatnl’gegx}![p angstto?]ila%ﬁéﬁ} ﬂn of a

met hod f a3 @CCEssSi grmikl M&Fi ddr ayafhdmnth Sel Bal it ; A Usel, onerat es
t he nouse 39 (pointing device) and pl aces the|m§¥§é§gaﬁélg%m%§fﬁ%§be 405

suppl i ed ign supep hiediove 5% ofimdde ddBgeitas Sty b APRAAG4 Pracessi ng.

Next, the user clicks a right button of the
the file is automatically executed, and a method for
executing the file (telop display, video replay, voice
replay, and so on). The "assigning mouse operation" sets a
mouse operation for accessing pointer information. Types of
setting includes double click, Shift+double click, Ctrl+
double click, Alt + double click, and so on. The "platform™
specifies an environment (platform) matching with a file
indicated by pointer information. For example, when the 0S
301 is Windows (Trademark), the image data processing 305
selects a pointer for information corresponding to windows
and displays it on the above-described menu.

{Access to Pointer Information]

A method for accessing a pointer recorded in an
information image file in the terminal device 30 will be
described.

(1} Method through Menu Selection

Fig. 9 is an explanatory diagram of a method for
accessing a pointer through menu selection. A user operates
the mouse 39 (pointing device) and places the pointer 403 on

an image 405 supplied on the window 502 of the image data
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nouse 39. When an MPU 31 (information processing unit) detects the chRcKil
it reads out image related information (Fig.8(b)) included in an -
information image file corresponding to the image 405 from a recording
unit 33 in order to create nenu display data. That is, a "command nane"
is extracted as a nenu itemand a nenu 55 is displayed on a display unit
37. Next, the user operates the nouse 39 in order to nove the pointer 403
and places it on a nenu itemto be selected. Then, a left button of the
nmouse 39 is clicked in order to select and determ ne one nenu item Wen
the MPU 31 detects the click, it refers to image related information (Fig.

8(b andet Sipo] NIkt i 7 J : e J t he sel ected command
(b)) et S1PY xt i AfHer MRt O 1GQu. %p‘}ggh'lg bh‘%t\ﬂ?eﬁsftﬁ |

in the browser 303 in order to access to the nt ér. MPU 31

recei ves modse e3SentWhenOmna MPRr Bar (12304 AR 13RCe530d < 19%ALQR, it executes
the received file in accordance with an ac#ioneiagﬁgsé%&ré§65ﬁding to the

command sHitentted @ie dhidktiie. rddds exaMingge/ i €40 d sy rﬁpﬂk@%%q:ibé/n a real
pl ayer (trademark). Here, nenu itens displayed when clicking an | nage

di spl ayed Eorg tthed Mi nidovl &03H afn tde dnfgentaton PnRRRSSE g are  det er m ned
depending on contents of image related information enbedded in the
i nf or mat i HeRRANGine tFutdemagd MO S nframrad ised Rgey fidia i1ydi ng
image related 36 2 0 APR 2004 information is sent fromthe server device
20. That 9&ey tto create menu display data. That is, a "command
name" is extracted as a menu item and a menu 55 is displayed
on a display unit 37. XNext, the user operates the mouse 39
in order to move the pointer 403 and places it on a menu
item to be selected. Then, a left button of the mouse 39 is
clicked in order to select and determine one menu item.
When the MPU 31 detects the click, it refers to image
related information (Fig. 8(b}) and inputs pointer
information corresponding to the selected command in the
browser 303 in order to access to the pointer. When the MPU
31 receives a file sent from a server based on accessed
loccation, it executes the received file in accordance with
an action table corresponding to the command selected at
that time. For example, video is replayed by a real player
{trademark). ‘
Here, menu items displayed when clicking an image
displayed on the window 502 of the image data processing are
determined depending on contents of image related

information embedded in the information image file. Further,

the information image file including image related
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is characterized that nmenu itens di splayed by a nmouse click is determ ned
dependi ng on informati on downl oaded fromthe server device 20. (Zﬂﬂwﬁﬁﬁﬁﬂ
t hrough Mouse Qperation When a button of the nouse 39 is mani pul ated and a
key of the keyboard 38 are nani pul ated under a condition that the w ndow
502 of the inmage data processing is selected, an access to a predeterm ned
i nformati on pointer can be done corresponding to the manipul ati on. Wen
the nouse 39 is operated and the keyboard 38 is operated, the MPU 31
refers to the inmage related information and refers to the "Assigning
Mouse QOperation"” (Fig. 8(b)) in order to determ ne whether or not a

correspongdhpgrppetaLi 98 Lsprdefine t he . correspondi operation has
been defined, poi nter in SFng%Fﬂngg%ygggﬁ%ﬁd?%ﬁl?% ?ﬁe Qati%on 4% read

out and the pRapPLefetsSzEQPHLaEOLLRE b er, . in,order to access to the
cor r espondi ng pointer.ZV%en the NPU SEQMge%E%Qggyggf?Year%?ﬂ?%eﬁ 1rbm a
gygopLed In

server baseddobe aniAe6e8ELEndiA§abhOnFL AR f £681 NETn Tl 8l

s
accordance with an action tableé corresponding to a connandfnane Sel ect ed

at the tseeveHefievigeSape nouse operation nmay be assigned to a plurality
of actions. [Specific Exanple of Access to Information Pointer] Next, a

speci fic exXampexiafd amhmpeyatMOs Mg @eeessi ng 37 7 P APR 2004 to a
pointer for information will be described. Here, an
When a button of the mouse 39 is manipulated and a key
of the keyboard 38 are manipulated under a condition that
the window 502 of the image data processing is selected, an
access to a predetermined information pointer can be done
corresponding to the manipulation. When the mouse 39 is
operated and the keyboard 38 is operated, the MPU 31 refers
to the image related information and refers to the
"Assigning Mouse Operation" (Fig. 8(b)) in order to
determine whether or not a corresponding operation 1s
defined. When the corresponding operation has been defined,
pointer information corresponding to the operation is read
out and the pointer is input to the browser 303 in order to
access to the corresponding pointer. When the MPU 31
receives a file returned from a server based on an accessed
location, the received file is executed in accordance with
an action table corresponding to a command name selected at
the time. Here, a same mouse operation may be assigned to a
plurality of actions.
[Specific Example of Access to Information Pointer]

Next, a specific example of an operation when accessing
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exanple of "telop display” indicated in the action table in Fig. 3(&% ﬁmdl
be described. Fig. 10 is an explanatory diagramof a telop disp

operation. Wien a "telop display"” is defined in the action table, a
pointer in which a text file of a telop is defined for correspondi ng

poi nter information, and sinultaneous downl oad and storage of information
image file into a local disk of the text file and action (control code) of
the telop display are defined for the action table. Further, in order to
assign a nmouse operation, a single click of the left button is defined
(the above-described definition is perfornmed by an information inage

supplier @ 4 heserdersdp Wﬂglowﬁfr}?rorﬁo{%%%végp%e file having

the image related information I's supplied F1803%% the
i mage dal:anpncessi ng 305 df’sﬁ‘%y't erfanal, device 30, actthleoprbwptr%bgrl refers to

the image related information starts an access def i ned

for "saveig.Thems) aviextpd ides ofide, el opllos gO\[M]‘c %gl(iI%Bf éoma server

corresponding to the poi nter and save i inth 3"t ter that,

when t he disgfrapesate ddms oFferon opglkick @ | ect an i mage
di spl ayed on the w ndow 502 o;‘s@%ﬁ{e c|rbmatge doanta processi Eg,l%?he MPU 31

refers taiisyrgey” rid adeefhned OriTBHeO Mk GOrdre SRt NG tﬁbﬂﬁ’c%xseﬂr?%ﬁ% ”ﬁge
and when it deternines that the control code definéd in the 38 2
2004 act isortexableiles S ad oqaejcbpsmawefmdmr@mr@ﬂwgmwﬁ@d%mter
information, and simultaneous download and storage of
information image file into a local disk of the text file
and action (control code) of the telop display are defined
for the action table. Further, in order to assign a mouse
operation, a single click of the left button is defined (the
above-described definition is performed by an information
image supplier at the server in general).
When an information image file having the image related
information is supplied from the browser 303 to the image
data processing 305 in the terminal device 30, the MPU 31
" refers to the image related information and starts an access
to a pointer defined fcr "save". Then, a text file of the
telop is downloaded frem a server corresponding to the
pointer and save it in the local HDD 33.
After that, when the user operate the mouse 39 in order
to click and select an image displayed on the window 502 of
the image data processing, the MPU 31 refers to image

related information corresponding to the selected image, and

when it determines that the control code defined in the
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for telop display is displayed within an area (it nmay be outside o @ﬂiZWﬁ
area) of the inmage data processing shown in Fig. 10 so that text 0

telop read out fromthe HDD 33 is scroll-displayed in the wi ndow. As shown
in Fig. 10, when a plurality of inmages 405 and 405 are supplied, telops
each of which is different depending on an inmage sel ected by the nouse 39
can be displayed. [Supply of Information Image File to Inage Data
Processing] In the above-described enbodi ment, it has been described that
the information inage file can be supplied to the inage data processing by
performng a drag and drop action fromthe w ndow 501 of the browser to

the wi ndewti@h tofplldie d Mg Al PY1E8SSING. [ |y method
will be described. (1) Drag éﬁg Df%%qﬁfon1wbﬁﬁkﬁﬁgg %%H%EEQHEEXprnatory

di agr am dfora tenagp aicpdra0p i sORAsH1Qed LAPHE TBRU. §gC i above, a
menu 55 (first rmanagi ng area) fﬁiéﬁghlayed by a Pfg%tqbuttgﬁﬁgfick of the

mouse 39 dlat scrierof ¢ reclarels )2 dferihel ligmdeOiaichf PrReialng AR i on
t hrough the nouse 39. For the nenu for information imge addition, as
defined ifigt-hé O st thew itextFiof. tieb)te lapc artadolougode o thize yagt izan tabl e
is defined to a control code specifically for inmage addition in advance.
39 7 9 ARR 2904 \Wreli spiie vesed nopdeatendowe nhssshd9nand pegforop a drag and
when a plurality of images 405 and 405 are supplied, telops
each of which is different depending on an image selected by
the mouse 39 can be displayed.
[(Supply of Information Image File to Image Data
Processing]
In the above-described embodiment, it has been
described that the information image file can be supplied to
the image data processing by performing a drag and drop
action from the window 501 of the browser to the window 502
of the image data processing. Here, another supply method
will be described.
(1) Drag and Drop from Menu
Fig. 11 is an explanatory diagram of a drag and drop
operation from a menu. As described above, a menu 55 (first
managing area)-is displayed by a right button click of the
mouse 39 in order to select a menu item for information
image addition through the mouse 39. For the menu for
infeormation image addition, as defined in the last row in

Fig. 8(b}, a control code in the action table is defined to

a control code specifically for image addition in advance.
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drop operation on the nmenu itemfor information inmage addition into the

w ndow 502 (second managi ng area) of the i nmge data processing, tHeAfiP0g 1
detects the operation and refers to the inmage related information (Fig. 8
(b) . Then, the control code in the action table corresponding to the
operated nmenu itemis checked, and when it is determ ned as "Add | nage",
an access to a corresponding pointer is started. Wen a new information
image file is downl oaded froma predeterm ned server in response to the
access, the MPU 31 supplies newy downl oaded information image file to the
| mage data processing 305 in the sane manner as the processing that MPU 31

suppl i es Wnéortméi Ofei nBgeritde fROMotLie Péo‘é(\@&r%e’”o{)?o}rﬁ’ iémcgrgacggatrg%

processing 305. It produces nerit that a browser €S not nee

activat eddegghopernsc fon suphyimena Nevw i Adorimdd gn.d . file. O course,
the nenu itemfor information i mage addition may be'%??gﬁg%h%y t he nouse

39 si npl yadidhi bioerinoo dovn | wiatkow he0 Neysdddod MR ok dgrage. 45 | & angk suppl y
it to the inmage data processing 305. Further, the new infornmation inmge
file may Heage odeth mwedess anmpt hetve iNFWDr3ntdaiedTBaend idpe Wi £dh hasy been
supplied already. In this case, when the nmenu itemfor information inage
addi tion -‘(qlﬁrsf@ g ngnageaje ] st et agylek i 26 AR 200 and. drrgeped, for
exanpl e, the MPU 31 does not access to a
the control code in the action table corresponding to the

operated menu item is checked, and when it is determined as
"Add Image", an access to a corresponding pointer is started.
When a new information image file is downloaded from a
predetermined server in response to the access, the MPU 31
supplies newly downloacded information image file to the
image data processing 305 in the same manner as the
processing that MPU 31 supplies information image file from
the browser 303 to image data processing 305.

It produces merit that a browser does not need to be
activated each time for supplying a new information image
file.

Of course, the menu item for information image addition
may be clicked by the mouse 39 simply in order to download
the new information image file and supply it to the image
data processing 305.

Further, the new information image file may be stored
within another information image file which has been

supplied already. In this case, when the menu item for

information image addition (first managing area) is dragged

40




server on a network but refers to image related information of an
information image file which is a current subject, reads out anot%@APRsz
information inage file registered in advance therein, and supplies it to
the image data processing 305 (second nanaging area). In this case, there
Is an effect that it is not necessary to connect to a server on a network
each time for supplying a newinformation imge file. (2) Drag-and-Drop
fromMail Software An information imge file nay be supplied to the inage
data processing 305 by dragging and dropping an information inage file
attached to nmail software to the wi ndow 502 of the inage data processing.

A view nand RQWHer, @oiichaRRdy, Qheaypliesk wondow for an attached file
will be a first nmanaging area. I'n this case, since the "AfSr mat fon I mage

file is isearsporined Bﬁtﬂb@&i%&tiEeQ@r§nt%'QEhgeiQquggﬁ ﬁgfogﬁaggghlable
for a receiver, information can be spread wdely and effectively. (3)

Dr ag- andolr ap fin@rAtbiibhaihagel deneApniBhorREI @i ririRge shibkeccopied in a
predeterm ned folder once froma browser or mail software fmay be supplied
by draggiregdandudr appithgri inffoemsaicor ipagending ehdeterkhi kst managi ng
area) to the w ndow 502 (second nmanaging area) of the inage data
processi agvanice MREr8indetedt suphdiét 28 ABRtBQO4Amdgagdand- drop operation
froman arbitrary folder to the
processing 305 (second managing area).
In this case, there is an effect that it is not
necessary to connect to a server on a network each time for
supplying a new information image file.
(2) Drag-and-Drop from Mail Software
An information image file may be supplied to the image
data processing 305 by dragging and dropping an information
image file attached to mail software to the window 502 of
the image data processing. A viewing window for a mail body
or a check window for an attached file will be a first
managing area. In this case, since the information image
file is transported by placing it on an e-mail in order to
be available for a receiver, information can be spread
widely and effectively.
(3) Drag-and-Drop from Arbitrary Folder
An information image file copied in a predetermined
folder once from a browser or mail software may be supplied
by dragging and dropping it from a corresponding folder

(first managing area) to the window 502 (second managing

area} of the image data prbcessing. The MPU 31 detects the
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wi ndow 502 of the image data processing and supplies an i nfornatjipofppi 1Bge
file to the image data processing 305 in the sanme manner as the
above-descri bed drag-and-drop processing fromthe browser. (4)

Non- Dr ag- - and- Drop Supply nethod An information inmage file can be supplied
to the image data processing 305 even by replacing the above-descri bed
drag-and-drop operation by other operation. For exanple, the MPU 31 may
detect that an information imge file nanaged outside of the i mge data
processing 305 is clicked in order to supply the information inmage file to
the image data processing 305. Further, when the information inmage file

managed |_ f e | .dat rocessi 305 is copied on a clip board
and the:Q#%%:gﬁggg%e f#%%%&ﬁg%bﬁfgmbggr8r%gﬁférﬁhéoipﬁaoﬁPSG?eof t he i nage
data pro IA0d .5 atoh 31 e t he operatioon and.supply the
infornat?gﬁ%F&gégb ?FPEHFb%ta iﬁ%%% %%P&eﬁFéggsSPHg?“PgﬁlgﬁpBPy from

Recor.di nd nlfedina; S4C N ras CORMY W the! 1rbhe Lalarmtien.iqRog ki Le my be

supplied froma conputer readabl e recordi'ng nedi m Such 4 In this

case, antihef GapRt HAMmneFas fine sdberlared 9nca fe! ge-'éndf-fj% t managi ng
area) of the CDROM may be supplied to the 1 nmage dar a processi ng 305
(second pabagiskdng abnt Rheudikotvker.above-descri bed drag-and-drop

operation, a click operation, 42 7 n APR 2004 and a copy-and-paste
oper ati ori4dr Wbe-brhg;afidrDespnphepl Prmethod
An information image file can be supplied to the image
data processing 305 even by replacing the above-described
drag-and-drop operation by other operation. For example,
the MPU 31 may detect that an information image file managed
outside of the image data processing 305 is clicked in order
to supply the information image file to the image data
processing 305, Further, when the information image file
managed outside of the image data processing 305 is copied
on a clip board and then it is pasted from the clip board
onto the window 502 of the image data processing, the MPU 31
may detect the operation and supply the information image
file to the image data processing.
(5) Supply from Recording Medium Such as CDROM
Further, the information image file may be supplied

from a computer readable recording medium such as CDROM. 1In
this case, an information image file displayed on a folder
(first managing area) of the CDROM may be supplied to the
image data processing 305 (second managing area) through the

above-described drag-and-drop operation, a click operation,
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an installer may be activated automatically at the start of the CDROM and
the installer may supply an information image file recorded oh GPREHM: or
the like, to the i mage data processing 305. Further, when the installer
supplies an information inmage file, the installer nmay detect an

i nformation image file which has already been supplied to the inage data
processing 305 in order to select an un- supplied information image file
only and then supply it to the image data processing 305. According to
this, an information image file can be distributed as a supplenent of a
magazine, and it can be distributed to general users in order to cause

themto usel id .cdiS+arndes. Of o F : i rea a Second . Managi ng
Area) Wile, asc slﬁ)vm iJr? Fig. ﬁ%%ﬁ%%%gﬁf@‘%ré%%ﬁ%P%c&ﬁ

managi ng aar easml aer ARy igked dn; J 4P (pr.ocess,__progran),
respectively, another enbodiment can be |nﬁt\grr%§lq§j.atse\;}eer§1 aeﬁ%@d"igrrents

Wil be déscdlRaM baldwheiihsthd liex aaenhdinend, whers A WJ1dqw 5Ql of a
Wb browser and a wi ndow 502 of inmge data processing are prOV|é%d by a

si ngl e pfdgrameior miedbrornt CORM tor 32leeqti i@, HSRINAY FlRCldQn tab at the
upper portion of the window through an operation of an input unit 35 and
sel ect | vEFPCce3sing A% .2084rthspl ayhanwihdonnsetadlsel eabgdi @8€anFirst of
all, an information image file, the irnstaller may detect an

information image file which has already been supplied to

the image data processing 305 in order to select an un-

supplied information image file only and then supply it to

the image data processing 305.

According to this, an information image file can be
distributed as a supplement of a magazine, and it can be
distributed to general users in order to cause them to use
it.

[Structures of First Managing Area and Second

Managing Area)

While, as shown in Fig. 4, a first managing area and a
second managing area may be provided by independent windows
(process, program), respectively, another embodiment can be
implemented. Several embodiments will be described below.

Fig. 12 is an embodiment where a window 501 of a Web
browser and a window 502 of image data processing are
provided by a single program in order to ask to select a

display selection tab at the upper portion of the window

through an operation of an input unit 35 and selectively
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information image file 404 displayed on the wi ndow 501 of a Wb brom$ﬁr i S
accessed in order to register in the window 502 of the inmage dat a/ 1 APR 2004
processing in the background. As a nethod for accessing to the information
image file 404, the above-described various nethods can be adopted. Next,
a display selection tab is operated through the input unit 35 in order to
di splay the wi ndow 502 of the inmage data processing. Thus, the information
imge file having been registered in the i mge data processing can be
accessed. Further, Fig. 13 includes a display windowin a frane structure,
where one frame is provided as the wi ndow 501 of the Web browser and the

ot her frahespryprow dedowasof e sl erctovg 502 of ke gRog1dat g processing
sinul taneously. In this case, while an access operation is easier that
drags andirupst idre imdge nbtlom (Metisglidwed@h frremdihaids am 401 5 of the
Wb browser to the frame of the inmage data processing, the information

i mge fileRdirasesupis iatkessacheln magke data rayioressing tHy quglydhe
above-descri bed other access nethods. Further, in Fig. 14, when an access
i s made t3P4 L Gh ovmrgd cletinmyedddsE M4 rditd avedkgamunke whedgw 501 of
the Web browser, a processing unit 31 activates a plug-in inplenented in
advance YRS IEF Broesesingad carkhc desfo rmadtiltod itmageh e iilef aomet it i mage
file, the,above:described vari ous nethods can be adopted. The activated
plug-in &GEY TASS GRS P4 Grn AgShests ¢ beewdonrtednat Neati mage file to

a | ocal ﬁygplay selection tab is operated through the input unit 35
in order to display the window 502 of the image data
processing. Thus, the information image file having been
registered in the image data processing can be accessed.

Further, Fig. 13 includes a display window in a frame
structure, where one frame is provided as the window 501 of
the Web browser and the other frame is provided as the
window 502 of the image data processing simultaneocusly. 1In
this case, while an access operation is easier that drags
and drops the information image file 404 from the frame 401
of the Web browser to the frame of the image data processing,
the information image file can be supplied to the image data
processing through the above-described other access methods.

Further, in Fig. 14, when an access is made to the
information image file 404 displayed on the window 501 of
the Web browser, a processing unit 31 activates a plug-in
implemented in advance in the Web Browser. As an access
method to the information image file, the above-described

various'methods can be adopted. The activated plug-in adds
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file stored in the storage unit 33 as a second nmanagi ng area in advance
Then, the local HTM. file to which the new information imge has e 2004
added i s expanded on the Wb browser as the second managi ng area 402. \Wen
the local HTM. file is expanded on the Wb browser, it nmay be expanded on
an existing Web browser or may be expanded separately by starting a new
Web browser. [Encryption of Inage Related Information] .Next, encryption
processing on inmage related information added to inage data will be
described. [Encryption Processing in Server Device] Identification

i nf ormati on addi ng processing 205 of the server device 20 includes a

functi on Magragememiptaing ineagein fehmdeihd nhefditdon 1Q, he ;added 19,1 mage
data for addition. An encryption algorithm®erforns updgte after a

pr edet er fildéd Syeiest iof tthemestBya@namipt i3 d9mege el ft ehnd fry nBtdon, it
can be prevented fromthat a third party adds, deletes, and nodifies inage
rel ated ¥ G 9¥e@icen Theegakhy ilnceiddrMLoruse e wAREE Ehbenel,Decryption
processin% in Termnal Device] In the term nal device 30, when referring to
t he i mage " iPeM&te®n AffGGeathacn kedtedidded negexgainaled ey MRY Jbrdecrypts

t he inag% rel ated information. The decryption algorithmis stored in the
HDD 33 i WIS ERCE Scoite SSERIhGare ding 452 @0ARR RDOA eher ypehon

algorith in_the server device 20. However
9 B flqe 1s expanded on the Web browser, it may be expanded

on an existing Web browser or may be expanded separately by
starting a new Web browser.

[Encryption of Image Related Information]

-Next, encryption processing on image related
information added to image data will be described.

[Encryption Processing in Server Device]

Identification information adding processing 205 of the
server device 20 includes a function for encrypting image
related information to be added to image data for addition.
An encryption algorithm performs update after a
predetermined period of time. By encrypting image related
information, it can be prevented from that a third party
adds, deletes, and modifies image related information
illegally in ofder to use an image file.

[Decryption processing in Terminal Device]

In the terminal device 30, when referring to the image
related information added to image data, the MPU 31 decrypts
the image related information. The decryption algorithm is

Stored in the HDD 33 in advance corresponding to the
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since the encryption algorithmof the server device 20 is wupdated after a
certain period of tine, when the encryption algorithmof the server jdepPRcAl
20 is updated, it is necessary to update the decryption algorithm of the
termnal device 30 so as to be nmatched with the updated encryption

al gorithm [Updating Decryption Algorithm The server device 20 nmanages
versions of the decryption algorithmstored in the termnal device 30 in
dat abase for each ID (I P address, for exanple) of the corresponding

term nal device. Wen the encryption algorithmof the imge related
information is updated in the server device 20, Ids of all termna
devices are. f ed, .and .a decryption algorithmcorresponding to a new
encrypti%ﬁﬁal gg%?hﬁ9ﬁ$r¥&§ﬂ'f%ﬁtﬁﬁﬁéﬁévﬁﬁ e ifdeag@ed Boeeter espondi ng
to the | f e _correspondi term nal devices anong term nal devices
accessingﬁpg%tﬁe%ég €§Wpﬁé§Vbéﬂ' gy ofhahe Feevert Reviteagd is
correspongdi Ids of .the termi nal devices having been updated are
cl ear ed. %ﬁgg g@?&%%ﬁoﬁ SEESAENRE A0S 4 &d™Men +REDHDDe28 N6 yPhd OBer ver

devi ce. i t r si_ng, 305 incl ydes function for attenpting
decryptiggggfq?%gbg%rgP%tgg%?ﬁgo ﬁgffgngﬁn&PuHBaatFH'aléoﬁﬁesponding

checki ng ahether 746 20 APR 2008 GFURSP LA HarhoRrLeoPuPE bhe: hECEERIpt od
i mage rebavgee 30 so as to be matched with the updated encryption
algorithm.

[Updating Decryption Algorithm]

The server device 20 manages versions of the decryption
algorithm stored in the terminal device 30 in database for
each ID (IP address, for example) of the corresponding
terminal device. When the encryption algorithm of the image
related information is updated in the server device 20, Ids
of all terminal devices are flagged, and a decryption
algorithm corresponding to a new encryption algorithm is
sent for update to the flagged one corresponding to the IDs
of the corresponding terminal devices among terminal devices
accessing to the server device 20 after that. Then, the
flags corresponding to the Ids of the terminal devices
having been updated are cleared. The decryption algorithm
is stored in the HDD 23 of the server device.

The image data processing 305 includes a function for
attempting decryption of image related information included
in a corresponding information image file when the

information image file is supplied and for checking whether
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information is normal. Then, if the decrypted data structure is nﬁé
normal, it is inhibited to supply the corresponding information i -%QPRZWL
file. It can prevent from supplying an illegally nodified informtion
image file. Further, an illegal information inmage file may be determ ned
based on identification information added to the inmage data. [Billing
Processing] Next, a billing method will be described where an information
image file is supplied froma browser to the inmge data processing 305.
When an information inmage file 1is supplied froma browser to the inage
data processing 305, the inmage data processing 305 accesses to the server

device 28r ayk request sgil Ly processing in order to perform billing. An
access | og (creation %o%&%%@% béé%) ﬁet%%cr%%‘gijr@?ﬂe ofeteePr esent

i nventi oninfo et ad wndes - Lhe |t hat, an information image file
has been supplied froma %romseﬁ%%%'tﬁ g & AR $5%0 584 ng 305 in the

term nal deMmicum.isThade isriyden fhe d nf tion imge file is supplied
to the i nage data processin5:305,%%La%&%ﬁHégF%& f%%tsﬁ?ﬁﬁﬂﬁ%ﬁcation
i nf or mat | cor redyeddiichd Mk frmd o MBLd QD 4 mage Hid e tr he. syppl i ed
information image file, and sends théﬂ?dégg?figgtﬁgﬁ %%%%FﬁétES Tand a
file narmppflytime ianf Qreigaon y meges fide o d e SRIY SnlfVigg 20. 47 20 APR

2004 The server device 20 associates the received identiTication
Further, an illegal information image file may be determined
based on identification information added to the image data.

[Billing Processing)

Next, a billing method will be described where an
information image file is supplied from a browser to the
image data processing 305. When an information image file
is supplied from a browser to the image data processing 305,
the image data processing 305 accesses to the server device
20 and requests billing processing in order to perform
billing.

An access log (creation log) described in the
embodiment of the present invention is created under the
condition that an information image file has been supplied
from a browser to the image data processing 305 in the
terminal device 30. That is, when the information image
file is supplied to the image data processing 305, the MPU
31 extracts identification information embedded in the
information image file from the supplied information image
file, and sends the identification information and a file

name of the information image file to the server device 20.
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information and image file name, an |IP address and a host nane of an
accessing ternminal, and access date and time in order to create thef APR 200
above-described creation log (Fig. 3). Thus, the fact that the infornmation
image file is supplied to the inmage data processing in the term nal device
30 is recorded in the access log of the server device 20. [Billing
Processing (1)] Afirst billing method is a nethod whereby billing is
performed on only a first supply of a sane information image file by a
sane termnal (or it may be inmage data processing 305 having a same user
or a sanme ID) while billing is not performed on second and | ater supplies.
Wen an iTHorgs@tven dévdae fo | & ds SHR i to the | data processing
305, the MU 31 of the term nal evi ce stgﬂedsroetcoe;t‘ﬁeedfl &e&™0

i nher ent irdenindd icat 00 | BEQFdTRE 1N Giken e rmtion image file
and a file name of the infé?%ation i mage f%féaaﬁédgﬁﬁﬁégFgamﬁq%%@ to the
server devdmee &D.anThaddddidly e drfiga1SeraRl Suggested f oL Pidsling conpares
the I P address and the host nane of thea accessi ng Ot%celrem%r?élllbtal & %élt tinme,

and the qustei ved dmentd fiteatdbavd—Hedd RN 408 oy '(%iggmwi th the

creation log in order to determ ne whether or not a sa In t'ion i mage
file was Thuspl itéw tfedthe Hatmgmedatnd o rpaaGessiinG g30 F 1R asS%f-EExptl%@ nal in
the past. As a result, if the same image file .s supplied, billing is not

per f or redU& ¢ ARaEBO4ladn theowsing dn that e nan deke cet her jkand, i f
the Samarecorded in the access log of the server device 20.

[Billing Processing (1))

A first billing method is a method whereby billing is
performed on only a first supply of a same information image
file by a same terminal {(or it may be image data processing
305 having a same user or a same ID) while billing is not
performed on second and later supplies. When an information
image file is supplied to the image data processing 305, the
MPU 31 of the terminal device sends to the server device 20
inherent identification information given to the information
image file and a file name of the information image file and
suggests billing to the server device 30. The MPU 21 of the
server suggested for billing compares the IP address and the
host name of the accessing terminal at that time, and the
received identification information and image file name with
the creation log in order to determine whether or not a same
information image file was supplied to the image data
processing 305 in a same terminal in the past. As a result,

if the same image file ;S supplied, billing is not performed
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information image file is not supplied to the image data processing 305 in
the same terminal, it is billed as a new supply. [Billing Processi i [12))
A second billing nethod is a nethod according to the first billing nethod
for billing newly when a supply is perfornmed at a different date even if
it is a supply of the sanme information inmage file in the sane termnal. As
a usage of the information inmage file, a usage may be consi dered whereby
a free content service can be received before an expiration date. If a
sane information inmage file can be supplied in a sane term nal

repetitively without billing in this case, the expiration date of the free
content senvihe BeppIPsafeeRAfOleRs: WS H LR (& ST ¢ i nformation
image file is supplied in a sane term naﬁ:,he t?ﬁ’]rh%rnéjainfa'pelrff e afMen t he

suppl vy i siméo foatedn ofm differeat t t i.nfo jop_image file
i s stogal g 16 (S oo

I's supplied to the inmage data processing 305, term nal

device sprusessibnghB0Setverhaevime 20miher ent igﬁ%fr%&aﬁé o e
i nformation given to the information image file and a filTe Tnane of the
i nf or mat i o¢¥pphpage file and further suggests billing to the server device

30. The MPU 21 of the server device suggested for billing conpares an IP
address and a 40 120.n4PRr20@4 diost (2anme of a terminal accessing at that tine
and received

A second billing method is a method according to the
first billing method for billing newly when a supply is
performed at a differert date even if it is a supply of the
same information image file in the same terminal. As a
usage of the informaticn image file, a usage may be
considered whereby a free content service can be received
before an expiration date. If a same information image file
can be supplied in a same terminal repetitively without
billing in this case, the expiration date of the free
content service becomes meaningless. Thus, even if a same
information image file is supplied in a same terminal,
billing is performed when the supply is performed on a
different date.

When the information image file is supplied to the
image data proéessing 305, the MPU 31 of the terminal device
sends, to the server device 20, inherent identification
information given to the information image file and a file
name of the information image file and further suggests

billing to the server davice 30. The MPU 21 of the server

device suggested for billing compares an IP address and a
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identification information and image file nane with the creation log in
order to determ ne whether or not exactly sanme data has been regizbﬁwﬁqmﬂn
a same date. As aresult, if it has registered on the sane date,

billing is perforned. On the other hand, if the sane data has not been
regi stered on the sanme date, billing is perfornmed on supply of the
information image file at that tine. [Billing Method (3)] In the first and
the second billing nethods, not a sanme ternmnal but a same user nay be
used for determnation. In this case, a user authcrization system
(function) is provided inside or outside of the server device 20, and when

t he acces e.term .device 30 to the server device 20 is
request ed?oé%%rggrogu% k?o?%%ﬁ%nagfl%?%‘rﬁ%s@(% Hafsering anditreeeizeed t in

d t ) h . _device 30 when the er
ot hori o f@é%ifi@&%&ﬁfﬁﬁf&&%%@%% Lﬁﬁ?%%elt% ’?W%e,w%‘imc‘gls% user can

aut horization 1s properly pér

be identifjied 4 rJu n whet her .or_not a sanme information
i mage fil efe\?\ﬂtsléﬁsug%’?i %S ?Lg&%ﬁe{% ncg%tee%%rée PHETEEST (ff R rotacdch user in

e et ANy b g A S R 000,
e e, PSR Gl 06 (I MR SRS e
ActiveX qanifaimedfe ot RhRr @@h@% hand, if the same data has not been
registered on the same date, billing is performed on supply
of the information imace file at that time.

(Billing Method (3}]

In the first and the second billing methods, not a same
terminal but a same user may be used for determination. 1In
this case, a user authcrization system (function) is
provided inside or outside of the server device 20, and when
the access from the terminal device 30 to the server device
20 is requested, the user authorization system asks a user
to authorize it in order to permit the access to the server
device 30 when the user authorization is properly performed.
According to this, since a user can be identified, it can be
determined whgther or net a same information image file was
supplied to the image data processing 305 for each user in
the past.

Here, a form for embedding image related information in
an information image file (icon) may be a package in an icon

form as described above or may be a package using Java

(trademark) applet, ActiveX (trademark) control, or the like.




units which can be executed by browser software such as Netscape 0 00
(trademark) and Internet Explore (trademark) . -Then., the executio% ég%g

i s described by Java nmedium code for the Java applet, and by the CPU
native code for the ActiveX control and can be started for execution by
browsers, respectively. Further, both Java applet and ActiveX control can
be graphically displayed on display screens of the browsers. \Wen the Java
applet or the ActiveX control, for exanple, is used, an applet only for

di splaying an image is prepared instead of an icon in which rel ated
information is enbedded. Furthernore, when an (1M5 tag is used to display

the icon_on the browser,. the applet.I be .execut S| =MBED) or
( APPLET) &g’ 8 VAl 8BP1EmEARG &d‘$ e oy ke i‘bﬁg- %FHbE?%‘QS%E‘t hem i s
enough when it |s executed in a programformln ri igabilit
Acco?diMT%EPtHblﬁge§éﬁt%FnﬁéﬁﬁQﬁééﬁﬁﬁ;ﬁﬁ ﬁ%%.i%ﬁF{V%?%rﬁngoﬁgincluéing

transaction identification infar i,on _inheren 0,8, ubi .and
access ﬁﬂ%%ﬁ?@Pgagﬁaﬁ%epﬁgégn@ﬁqiﬁﬁqWﬁﬁﬁetrE%éiéré (9;5&@Eggk§. | BGen

ent O an access Troma user nmy be

created and the created jidentification info [ dded t@
or edet er'fifed Frigé OGat&dsr ovi §&¢ By & #9n§%%?%dﬂgdln o?%g?ign suppl y

device ip order to.record., a | i 0 [ e; &n the
: .?ao\zhai%lgﬁﬁief A b (\tqgg ?ﬁg&%@g\lé e!(?c_rlé f‘§f‘ pPrnbeattWee

transact i'c&l o 75i 004 informati on and the

above- decscg:r[ati:xpgg %%%d%dcns%@ %Cctaf’}f% %cr execution by browsers,

respectively. Further, both Java applet and ARctiveX control
can be graphically displayed on display screens cf the
browsers. When the Jave applet or the ActiveX control, for
example, is used, an applet only for displeying gn image 1is
prepared instead of an icon in which.related information 1is
embedded. Furthermore, when an (IMG) tag is used to display
the icon on the browser, the applet may be executed by using
(EMBED) or (RPPLET) tag. - Also, embedding related
information for both oI them is enough when it‘is executed

in a program form.

Industriel Applicability

According to the present invention, identification

. . e . . ion
information including transaction identification informat

inherent to a traded subject and access identification
information inherent to an access from a USer. pay be created
and the created identification information may bhe added to

predetermined image deta provided by 2 transaction

! Jevi i t nding
information supply device in order 1o record a correspond N

: ‘ t : ' { fication
relaticnship between ;he transaction identifica
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correspondi ng rel ati onshi p between the access identification information
and information indicating user access condition in advance. Then, Bff APR 2004
referring to the corresponding relationship, the traded subject
corresponding to the identification information added to the i mge data
can be identified and account settlenment information and the |ike such as
the nanme, price and so on specified separately for each traded subject.
Therefore, users can identify the traded subject later only by storing the
i mage data to which identification information is added- Thus, the account

sett| enent; can be. ; ferd ol mede Nsev€asédyriad thededosebybetusedsacan
perform comrerce easily. Furthernore, by addi ng access lgggglficaEion

i nf or mat i e Eeoratioes srékat demsh ip deesoeehathan2 FPE a8 dr 16t ¢ & ni nal
that the user operates, the above-descr]be ien aRds80-BR4GRACRE
identifie&ﬂ#ﬁ %ﬁ%ﬁ?yé%% ﬁn€b¥@$$ﬁ%%4;%§%§%%ﬁi‘ %%%%Eéonig cgnnerceosystem
havi ng a transaction information suppl evice f i i mge data of
an traded isulfdmn g - I 'ng?/%rreafserng)cf %o aérjlhe a%%%%gnﬁé%gg#?%nent

processing device for performng account settl|enent Erocess[ﬂg, and a
terninal forlacyenship, ttee rageddarnieft ofrPEEFEPPFANEActPoh Fnf or mati on
supply device and requesting account settlenent to sadeg%gogg% %gttlenent

identification information added to the 1image

identified and account settlement information and the like

such as the neme, price and so on specified separately for

each traded subject.

Therefore, users can identify the traded subject later
only by storing the image data to which identification
information is added. Thus, the account settlement can be
performed more easily, and therefore the users cen perform
commerce easily-

Furthermore, by adding access identification
information, each access is identified so that an IP address

of a terminal that the user operates, the above-described

client ID and so on can be identified more easily.




processing, conprising: identification informtion adding means forpg APR 7004
creating identification information including transaction identification
information inherent to a traded subject frdm access identification
information inherent to an access a user and for adding the created
identification information to predeterm ned i nage data that said
transaction information supply devige sypplies; and identification

i nformation recordi ng neans for recording a corresponding rel ationship
between said transaction identification information and said traded

subj ect and a corresponding rel ati onship between said access

identification information and infor.matj | ndi 4 tfn Userin@iceess
condi ti on Bdded by said ﬁ@eﬁHqQRﬁﬁﬁ%ﬁ1qql5%natﬁ%% addi ng means. 2. An

el ectroni c commerce system according.to ¢laim l-, wWheseh Ny seg dimage
identifitaahaaCKﬁb@rﬁﬁﬁpéﬁﬁ%&ﬁﬁ(ﬁqék¥@é%% records account settlenent

information corresponding to said identif] Lop Fndefnmtkpnan53 2 0 APR
2004 3. @ateledtﬁ@nﬁéa@@ﬁnﬁ%ﬁﬂ%@%t%ﬁ?ﬁﬁ%%?gyﬁg to claiml| wherein said

identification information addi ng_neans,creat es,Sgkdfbernbgf ecation
infornatéonOMQﬁlﬁfﬁﬁ#%ﬁ%ﬁﬁiQﬁchﬁﬁT%%I?%éfan access method! to said

account settl enment rocessj ng deyj.ce. | ek @BLO1CE toe oot hod in
whi ch a settlement g%oce551ng, §YLCE +4rmiR=8l e o nge

j ' ' device
image deta from said transacitlion information supply

q ia ‘-t erl".ent

processing, comprising:

i i atin
jdentification infoxrmation adding means for cre o

i i i tion
identification information inciuding transac

; 4 subject and
identification information inherent to & traded g
e t to an access from

i i i i ren
access identificatlch 1nform§tlon inhe

a =

& j ticn
to predetermined image data that said transac

information supply device suppliles; and

13 j i 13 ording means for
sdentification informatiion rec g

j i id
recording a corresponding relationship between sa

i i j i traded
transaction ydentification information and said

i i id access
subject and & corresponding relationship between Sa

j i i indicating user
identification information and information ind g

' ' ifi ' ' mation
access condition added by said jdentification infor

adding means.
according to claim 1

2> An electronic commerce system

' . - . . . ‘nfof a i i-

re -

identification information.
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term nal having acquired i nage data of a traded subject supplied fr%ﬂ1%
transaction information supply device over a network requests accalmfR 2004
settlenment processing to an account. settlenent processing device,
conprising the steps of: creating identification information including.
transaction identification information inherent to a traded subject and

access identifjgati i-nf ' iaher. r BiGEeSSo fr xmm user;

addi ng saiQ'crégt%d%?ééﬁpg?rgg??%ﬁhgﬂ%3%%%??%SQFB gfideternined i mage data
that saidqflansaclien \BLALIBLEQD:oRUPREY AEYLER s8Rdsg aRd-lseeqialiag a
correspondi ng tel afi onshi p bet ween sai d added transaction identification

i nfor mat iQn Andi S g 1Eadedn subpestc aod Raecongespdadinagierel ationship

bet ween access identification information and information indicating user
access cqmyﬂaég&ng.aﬁmaéggﬂgiﬁé@ﬁbﬁOﬂoiﬂéoﬁnattonnaddéﬁglé@@Pée,
conprising: identitication information addi ng neans for, when a
transacﬂdybdgg§g@@ta@ﬁi§@pply device for supplying image data of a traded
subj ect at |east over a network supplies predeterwﬂyﬁiigng% data,
creating identification AnferraLr6AIENEPTIFAGS Mansaction identification

information inherent to a traded subject and gccess. i td fd-catd on 54 20
APR 2004 tefofmal i bavinbereav it§aAMd8Ce £ r Gih & uscifear‘ld%e% &

i i i i ver a
supplied from a transaction information supply device ©

i accountc
network requests account settlement processing to an

settlement processing device, comprising the steps of:

creating identification information 1nclud;ﬁg

on 4 d i aded
transaction identification information inherent to a tr

1t ifi i i ‘ in to an
subject and access identification information inherent

access from a user;
zdding seid crezted identification information 1o

i ti i mation
predetermined image dete that said transaction informatl

supply device sends; and

i i ionship between said
recording a corresponding relationship

i i i i ded
added transaction sdentification information and said tra

subject and a corresponding relationship between access

i i i i i ing user
identification information and information indicating

access condition.

5 An identification information adding device,

comprising:
i i i when 2
jdentification information adding means for,

i i image
transaction information supply device for supplylng g

: 1e8
data of a2 traded subject &t least cver & network suppli

predetermined image data, creating identificatxon

i i i £ ! infermation
information including transaction identification inf

s identification

inherent to 2 traded subject and acces
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predeterm ned i mage data that said transaction information supply device
supplies; and identification information recording neans for recondiirg 804
correspondi ng rel ati onship between said transaction identification
information and said traded subject and a corresponding relationship
bet ween said access identification information and information indicating
user access condition added by said identification information addi ng
means. 6. A conputer readable recording nediumfor recording an
identification information adding programfor, when a transaction
information supply device for supplying inmage data of a traded subject at
| east over a network supplies predeterm ned:-igRog daka, teonprising:
creating jgesntndt cati omhée ek nb? i BN ?ﬁ%?ﬁﬁi%%g?ransaction i dentification
information inherent to a traded Lijo subject acgessnedentitiboati on
i nf or mat igeRr dethameitted ol ergactEss From 5° U e??agg%fng sai d created
identification information to predeterm ned image data that said
transacﬂgmpﬁyﬁ(ﬂéﬁﬁd&ﬁﬁ@ﬂ@*ﬂ@sde%W%e supplies; and recording a
corresponding relationship between said aided,iransactiopordentification
i nformati on andesati i taadcien %ﬂﬁﬁ%ﬁﬁt%ﬁﬂiEF%Q&?%Sgonding rel ati onship
better said access 55 2 B APR 2004 : : -
recoxding a corresponding relationship between said

i ' i ] rraded
transaction identification information and said

i ' id access
subject and & corresponding relationship between said

3 i i i icating user
identification information and information indic g

id i ! ' ' ation
access condition added by said identification informa

adding means.

+eii odi fFor
& 2.computer readable recording medium 4

I CcCoO O 3 \ 1 1 |jlg IOgIc..H fOI ’
i 3 i P w107 add._ ol
e _..d_l'ig arn lClETJu._J.,.Cc. C1LOn ._n...O nc

i ' evice for supplying
when & transaction information supply devi

T [»] T e 51 !;]e( Qv X a neT.NOIk
- (=3 L [ Gt lEESL e

! t j i data, comprising:
supplies predeuermlned image a, ¢

i init ' ' iuding
creating identification information 1nCc

] i a traded
transactian idenxifi;ationdinigrmat1Qn_;nhe:entﬂto t

ifi i i i inherent to an
subject and access identification informaticon 1in

r;
access from a user; |
ificati ; on to

adding said created identification informata

i i information
predetermined imege date thet szid ftransacilon

supply device supplies; and

i i said
recording a corresponding relationship between

i i i s2id traded
added transaction jdentification information and s2id

nship betuweern said access

subject and & corresponding relatio




identification information and information indicating user access
condition. 7. A transaction information supply device for supplying i
data of a traded subject at least to a term nal connected over a agtﬁﬁﬁﬂﬁ
conprising: identification information addi ng neans for creating
identification information including transaction identification
information inherent to said traded subject and access identification
information inherent to an access froma user and for adding the created
identificatjon . information t ' rRgecHat adibat isai dser
transact i o STH %ﬁﬁ?%%Psh%%é%m%%§$§egégkgﬁ?%§; and identification
i nformati on-Jecordbmgi teans for recording a corresponding relationship
between said transaction identification informati on and_sai d traded
subj ect and A correspondi ng drelratdcanisdt p bt meeni el uRRERsEEVIcE 20T
identification information and information indicating user access
conditionsgggq@in S@:0d Grntd fdxcat itmneded oswal ¢oh 2ad4FRFENEENS. 8 A
conput er readabl e recording nediumfor recording a transaction information
supply programf-0r .c Rt csupplen Ny nerager dat aoBPT a° pPEdet er m ned traded
subject to termnals connected over a network, conprisin?: creag%eg
i denti fication;igpf.enmatian drndlrfting t taarsdditenme#fent FPF caf FBN
information inherent to a traded 56 7 0 APR 2004 ,

jgentification information including transactiocn

identification information inherent to said traded subject

i i - i ] CESS
and access identification information inherent to an acce

. s PP
from a user and for adding the created identiIicaxtion

i i & ' id
information to predetermined image data that sea

i 7 i 3 : and
transaction information supply device supplies;

igentification information recording means for

i i i ip between said
recording 2 corresponding relationship

' i i id traded
transaction identification information and saild

i i id access
subject and a corresponding relationship between said

i i j ] i ting user
identification information and information indica g

ion. information

access condition added by said identificat

adding means.

8 A computer readable recording medium for

i i for, when
recording & transaction informetion supply progream

supplying image date of & predetermined traded subject 1o

terminals connected over 2 network, comprlsing.

. . e s . : . i n
creating identificatlon information including

fransaction identification information inherent to a traded
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subj ect and access identification information inherent to an access froma
user; adding said created identification information to predeter

n
i mge data; and recording a corresponding rel ati onshi p between saﬁm ﬁﬁd@@ﬁ
transaction identification information and said traded subject and a
correspondi ng rel ati onshi p between said access identification information
and information indicating user access condition. 9. A transaction
i nformation supply device according to claim8, conprising: account
settlenment information recording nmeans for recording account settl enent
information corresponding to transaction identification information

inherent to atraded subject; and account settle . LNt QN SURRY Y
means forsukitemsr2ng araesappryirhg éﬁégﬁﬁp é8&?F§%§%Fhi%ﬁ§g%§Pion
corresponq;qg lo-the Ldgptification information fromsaid account

settl enert“Thtormati on recordi ng neans when said identification

information is specified. 10, C - Leadahl enrecakdiing redi um for
recording a FFHﬁEH%t?%ﬂ#ﬂ?l%ﬁ%%?igﬁpgggéfy program according to claim?9

for recording account sett|em .nfarmation corresponding to transaction
i dent i fiREREDHCF At BFAatTBR® ?%ﬁéfe%t to a traded subject, and, when sale

identificali?¥£cording a corresponding relationship between said

added transaction identification information and said traded
subject and a corresponding relationship between said access

. , . . s . r
identification information and information indicating use

access condition.

2 A transaction information supply device
according to claim 8, .COMPrising:
account settlement information recording means for
recording account settlement information correspcnding to

i i i a ded
transaction identification information inherent to tra

subject; and
z=ccount settlement information supply means for

acquiring and supplying account settlement information

corresponding to the identification information from said

account settlement information recording means when said

jdentification information is specified.

10 A computer readable recording medium for

recording a transaction information supply program according

] n
to claim 9 for recording account settlement informatio

corresponding to transaction identification information

‘ . - - ] - n
inherent tao & traded subject, and, when said identificatlo




57 ?_ 0 APR 2004 information is specified, for acquiring and supplying
account settlenent information corresponding to the identificatio
information. 11. An account settlenent device, conprising: accounEQAPRZML
settlenment information acquiring nmeans for, when transaction
identification information inherent to a traded subject is specified and
account settlenent is instructed, acquiring account settlenent information
corresponding to said specified transaction identification information from
an account settlenment information supply device for supplying account
settlenment information correesponding to transaction identification

|nfornat|op account ; §egELgn§ngjpr@ggsgbagquaﬁﬁEﬁﬁﬁ fumarlesisigng  account
sett| emehft Td-Oh Hecount “settl ement infornation acquired by said

account settl| ement ti k HhNG o ARARS Ny MRAnshd or conpari ng
access |%Eﬁﬁ?9?0%f?%g£ orﬁggfgﬁgHégnt Ofon1gﬁhser a client ID and

|nfornat|on regar dj ng_sai I ;@btained from an update log in order to
eval uat et 9Lty hﬁ?kéﬁa re?Pé ?ﬁlt& of information fromsaid user. 12. A

conput er readabl e recordi % Ry Qh + theeRIH N Bicaccosmpr sethgenent
processi ng *pr-ogram f or, transaction identification information.

| nherent 1o a,1raged seEPhs%nkslﬁ@efﬂngtt@@na@@qaﬁm restrtd ehent i s

when transaction identification information inherent to a

traded subject is specified and account settlement 1S
instructed, acguiring account settlement information
corresponding to said specified transaction identification

information ffem an account sattlement information supply

device for supplying account settlement informatlon

corresponding t¢ transaction identification information;

sccount settlement processing means for processing

n
account settlemant baesed on accountc settlement informatio

acguired bv said account settlement information acqguiring

means ; and

means for comparing access ijdentification informatlon

sent from a user, a client I0 and information regarding sald

user obtained from an update log in order to evaluate
accuracy and reliability of information from said user.
12 A computer readable recording medium for

i n
recording an account settlement processing program for, whe
transaction identification information inherent to & traded

subject is specified and account settlement 13 instructed,

acguiring account settlement information corresponding tO
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settlenment information supply device for supplying account settl ement
information corresponding to said transaction identification information
conparing access identification information sent froma wuser, a client ID
and informati on regardi ng said user obtained froman update | og in order
to evaluate accuracy and reliability of information fromsaid user; and
processi ng account settlenent based on the acquired account settlenent
information. 13. An electronic commerce termnal, conprising: inage data
acqui ring, means fok;agqui ri N\ dfRge dadee 10l okt in i et ifa thoR ofr om
infornat?%ggi%%?ﬁgﬁﬁgatransaction identification information inherent to a
traded subject and a Adentifd-GaiaR d Rfugigmt idevicdherent to an access
from a ﬁ%e?c?ﬁﬂggeﬁ%%ﬁg%éei?a ed subject is added froma transaction

i nformati on_supply _devi f QU (SURRIW NG Adrage: i dateo of e spdmchded BAbj ect at

| east ; i8%ﬂ?f¥?§8tFgﬁoﬁﬁﬁbﬁhafﬁbn extraction means for extracting said
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acquirin§ahﬁaﬁg?nﬁﬁﬁggégoﬁ%F%Setﬁlenent requesting nmeans for sending

comparing access identification information sent from a

a client ID and information regarding said user
evaluate accuracy

user,

obtained from an updates log in order to
and reliability of information from said user; and

processing account settlement based on the acguirea

aceount settlement information.

13 An electronic commerce terminal,
comprising:
image date acguiring means for acqguiring image data to

which identification information including transaction

ijdentification information inherent to a traded subject and

inf i i from
access identification information inherent to an access

a user inherent to a traded subject is added from &

transaction informatiocn supply device for supplyling image

data of a traded subject et least;

identification information extraction means for

e : . . - . data
extracting said jdentification information rLrom image o

acquired by said 1imags data acguiring means; and

account settlement requesting means for sending

identification informztion extracted by said identification

tion means to an account settlement device

information extrac
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information. 14. P. conputer readable recording nmediumfor recording an

el ectronic commerce programfor: acquiring inmge data to which
identification information including transaction identification
information inherent to a traded subject and access identification
~information inherent to an access froma user inherent to a traded subject
is added froma transaction information supply device for supplying imge
data of a trade Lechqa st sexknasihng tsaiach iaderstirfy cat i on
informﬁﬁ%w#$$0ﬁ$§ﬁggé'Ega%gkggnd sending said extracted identification
inform@g(¥héﬁkg@ 2gceuRt ngeliherent: odepree eand ngeuBSTINTg account

sett| efent o-an Bccount seéttl ement processi ng crevice for processing
ggcoun%ﬁ;@%iégggqtdg§QQQQM@90Qns%aﬁdiﬁ%&fﬁuﬂxuhtxhnﬂﬂdﬁanmaﬁmvn-|nfornat|on.

14 a 2 computer readable recording medium for

. . i rin
recording an electronic COMmMErce progrem for: acguiring

. . P . om | in
image date TO which identificataon infermation including

transaction identification information inherent to a traded
subject and access identification information inherent to an
access from a user inherent to a traded subject is added

. . . . in
from a transsction informatlon supply device for supplying
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imege data of 2 traded subject et least;

extracting said identificetion information from 1image
detz; and

sending said extracted identification information to an

account settlement device and requesting account settlement

. - - n
+o an account settlement processing device for processing

. . e i on
account settlement depending on said extractedidentificatlo

information.




