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301 PROMPTING A USER TO INPUT A CHALLENGE CODE THROUGH PROMPTING INFORMATION,
THE PROMPTING INFORMATION BEING INFORMATION WHICH CONTAINS THE MEANING
REPRESENTED BY THE CHALLENGE CODE TO BE INPUT

302 RECEIVING THE CHALLENGE CODE WHICH IS INPUT BY THE USER

303 GENERATING A DYNAMIC ELECTRONIC CIPHER ACCORDING TO THE INPUT CHALLENGE

CODE AND A CURRENT TIME PARAMETER

(57) Abstract: Disclosed are an electronic cipher generation method and device, and an electronic cipher authentication system. The
method comprises the steps of: prompting a user to input a challenge code through prompting information, the prompting informa-
tion being information which contains the meaning represented by the challenge code to be input; receiving the challenge code
which is input by the user; and generating a dynamic electronic cipher according to the input challenge code and a current time para-
meter. Because a challenge code area is divided into a plurality of parts, the prompting information which contains the actual mean -
ing of the challenge code to be input can be provided for the user, and the user inputs each part of the challenge code in sequence ac -
cording to the prompting information, thereby being able to confirm whether this transaction is a real transaction needed by the user
according to the prompting information and the input challenge code, preventing the phishing behaviour of a hacker and ensuring
the security of user property.
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