
EP 0 312 194 B1 Description The present invention relates to a data
processor having two modes of operation. A conventional data processor, for
example the 16-bit microprocessor HD68000 of Hitachi, Ltd., has pro- 5
gram execution states such as an operation mode called a supervisor state
and a mode called a user state. The processor operates either of the two
modes (for details, refer to page 52 of the "HMCS 68000 Hitachi Mi-
crocomputer System HD68000, HD68000Y, HD68000PHD, 68000PS Micro Processing
Unit (MPU)"). The supervisor sate is a "higher" state of the program
execution states and the central processing unit (CPU) can use any
instruction and can access any register in this state. On the other hand,
the user state is 10  a "lower" state of the program execution states and
the CPU is not permitted to use the Instructions and reg- isters which
significantly affect the system in this state. Thus, in the supervisor
state, the CPU can execute predetermined instructions which the CPU cannot
execute in the user state. As described above, with the provision of two
program execution states, the microprocessor can efficiently execute e.g.
multitask processing. 15      Furthermore, a microcomputer having two
program execution states, as described above, normally has a bit in the
status register of the CPU for indicating whether the current state is the
supervisor state or the user state. Thus, the bit indicates the current
program execution state. However, when for example, a device such as a RAM
for which a data access is possible is integrated in a microprocessor
having two program execution states as discussed above, there arises the
following problem. 20      When the CPU uses the integrated RAM as a data
area in the supervisor state, if the CPU accesses by mistake that area in
the user state, there is the risk that important data may possibly be
destroyed in some cases. The present Invention therefore seeks to prevent
an invalid access to, for example, an RAM area used in the supervisor state
from being mistakenly effected in a microcomputer having at least two
program execution 25  states including asupervisorstate and a user state.
This prevents orat least reduces the risk of, the destruction of important
data and hence improves the reliability of the system. In an article by B
Furhtetal entitled "ASurveyof MicroprocessorArchitectures for Memory
Management", published in Computer, Vol 20, No 3 (March 1987) p 48 to 67,
there is a discussion of microprocessor archi- tectures that support memory
management. It describes a microprocessor system having three levels, one
be- 30  ing for access to a high speed cache, one being for access to a
main memory, and one being for access to a large capacity storage device,
such as a disk. A central processing unit (CPU) of the microprocessor
system is controlled for memory access by data stored in segment registers.
However, this disclosure does not address the different operation needed in
the user and supervisor states. Therefore, according to the present
invention as defined in claim 1, there is provided a microcomputer 35
formed on a single semiconductor chip comprising a central processing unit
(CPU) which is operable in either a supervisor mode which is permitted to
execute all instructions of the microcomputer or a user mode which is
limited in the instructions it is permitted to execute, and which includes
a status register (SR) having a bit (s/u) for indicating the mode in which
the central processing unit is operating, the microcomputer also having
memory means for storing data; 40        wherein: the microcomputer has a
register (RCR) having a bit (ALV) for indicating whether the central
processing unit can access the memory means in the user mode, the bit being
settable only when the central processing unit is operating in the
supervisor mode; the central processing unit (CPU) is restricted from
accessing the memory means when the bit (s/u) of 45  the status register
indicates that the central processing unit (CPU) is operating in the user
mode, and the bit of the register indicates that the central processing
unit is restricted from using the memory means in the user mode; and the
central processing unit (CPU) is arranged to access the memory means
regardless of the bit of the register when the bit (s/u) of the status
register (SR) indicates that the central processing unit (CPU) is 50
operating in the supervisor mode. Thus, it is possible to determine if a
CPU of the processor has invalidly accessed the memory, a signal can be
sent to the CPU to indicate the invalid access. Then, the selection of that
memory can be disabled. When it is desired that the CPU uses the RAM in the
supervisor state, with the data then being kept per- manently, when the
processor is in use, a new flag or register is set, so that the processor
is in a state which 55  automatically prevents access to the associated RAM
in the user state. Hence destruction or reading of im- portant data may be
prevented. it may also be possible to restore data destroyed by incorrect
processing, there- by to improve the reliability of the system. Embodiments
of the present invention will now be described, by way of example, with
reference to the 2 



EP 0 312 194 B1 accompanying drawings, in which: Fig I is a block diagram
showing schematically a first embodiment when the present invention is
applied to a microprocessor; Fig 2 is a block diagram showing schematically
a second embodiment of the present invention applied to 5      a
microprocessor, Fig. 3 is a block diagram showing schematically a third
embodiment of the present invention, as applied to a microprocessor, and
Fig. 4 is a diagram showing an example of a bit configuration of a bank
mode register including an access level specifying bit of an Integrated RAM
of a processor according to the present invention. 10      Fig. 1 shows an
embodiment in which the present invention is applied to a microprocessor
having an in- tegrated RAM. In this embodiment each circuit block enclosed
by dot-and-dash lines in Fig. I Is formed on a single semiconductor chip,
such as a monocrystalline silicon substrate. The microprocessor of this
embodiment has a central processing unit (CPU) operating according to a ml-
croprogram control method. The central processing unit (CPU) has a micro
read only memory (ROM) I In which 15  a microprogram is stored and the
micro ROM 1 is accessed from a microaddress decoder2 so as sequentially to
read out microinstructions constituting the microprogram. The microaddress
decoder 2 is supplied with an address signal generated by a microaddress
generate cir- cuit 4 based on an operation code of a microinstruction
fetched into an instruction register 3, and when the address signal is
decoded, there is read out a first instruction of a group of
microinstructions in a sequence 20  executing the macro instruction. The
microinstruction thus read out is then decoded by a decoder 5 for control,
thereby generating control signals for an execution unit 6 and the like
including various registers and an ar- ithmetic logic unit (ALU). Of the
group of microinstructions in a sequence corresponding to the macro
instruc- tion, the second and subsequent micro instructions each are read
out based on the next address in the previous microinstruction and the
address supplied from the microaddress generate circuit 4 when a code of
the next 25  address field of the microinstruction previously read out is
supplied to the microaddress decoder 2. In addition, in the CPU, there is
disposed a group 7 of control registers including a status register SR in-
dicating the internal control state, a condition code register, CR, program
counter PC, a system stack pointer SSP an I/O base register IBR enabling a
group of the control registers above to be reallocatable in the address
space of the CPU, an exception vector base register EBR for establishing
relocatability of a vector for an ex- 30  ception processing in the CPU
address space, and the like. Moreover, the microprocessor of this
embodiment is provided, in addition to an integrated RAM 11 to be used as
work areas of the CPU Including a temporary storage area of data and a
stack area, although not par- ticularly limited to, with a memory control
circuit 12 formed on the same chip for achieving a refresh control, a chip
selection control, and a wait state control. These circuits and the CPU are
connected to each other via 35  an address bus 21 and a data bus 22. In
addition, in the microprocessor of this embodiment, there are disposed an
address setting register 16 for setting an address space In which the
integrated RAM 11 is to be allocated, an address compare circuit 17 for
comparing an address on the address bus 21 with an address set to the
address setting register 16 so as to judge to determine whether or not the
address generated by the CPU is used to access the integrated RAM, 40  and
an access level judge circuit 13 comprising an AND gate [err] of which an
input signal is a coincidence signal C outputted from the address compare
circuit 17 and an AND gate G2 of which the inputsignals include a signal
obtained by inverting through an Inverter [err] a state signal of the bit
S/U indicating the supervisor/user state of the status register SR in the
CPU and an output signal from the AND gate [err]. Incidentally, "0" of the
bit S/U indicates the userstate, whereas "1" thereof designates
thesupervisorstate. In addition, the coincidence signal 45   C delivered
from the address compare circuit 17 Is supplied as a selection signal CS
for selecting the RAM to the integrated RAM 11. In addition, although not
particularly limited to, there are disposed in the memory control circuit
12 a plur- ality of control registers [err] to RCRn Including a bank mode
registerand a refresh control register each sup- plied with an address. Of
these registers, a bit of the register [err] accessible only in the
supervisor state is 60  employed as a bit ALV indicating whether or not the
integrated RAM Is accessible in the user state. The state signal of this
bit ALV is supplied to the other input terminal of the AND gate [err]
constituting the access level judge circuit 13. Although not particularly
limited to, when the access level specify bit ALV is "0", a state in which
the RAM is accessible Is indicated; whereas when the bit ALV contains "1",
It is indicated that the RAM is not accessible. 55      In the memory
control circuit 12, there is provided a decoder for decoding an address
outputted from the 



CPU onto the address bus 21 so as to select one of the control registers
[err] to RCRn. The system is con- figured such that a bit of a specified
control register can be set via the data bus 22. In addition, according to
this embodiment in order to easily reallocate the group of control
registers [err] in the address space 3    EP 0 312194 B1 by use of the I/O
base register IBR, successive addresses are assigned to the registers [err]
to RCRn. In consequence, in the microprocessor of this embodiment, when the
access level specify bit ALV in the control register [err] is set to "1"
and the bit S/U of the status register in the CPU is 0 indicating the user
state, an address in the address space of the integrated RAM 11 is
outputted to the address bus 21, and when 5   the coincidence signal C at a
high level is delivered from the address compare circuit 17, the output
from the AND gate [err] is set to the high level. As a result, the output
of the AND gate [err] of which the input is a signal obtained by inverting
the state signal of the bit S/U is changed to the high level. The output
signal is supplied as an access violation signal AV to the exception
processing circuit 8 of the CPU. As a result, the CPU recognizes that the
integrated RAM is invalidly accessed and then controls the mi- 10
croaddress generate cirucit4 so as to call, for example, a trap routinefrom
the micro ROM 1 for passing control to an associated exception processing,
for example, thereby reading from an external memory a program to restore
the data in the vector address method and to return to the state prior to
the access. If the microprocessor possesses an Integrated ROM, the program
to restore the data may be stored in the Integrated ROM. Incidentally, the
exception processing circuit 8 is configured so as to be supplied with a
signal from the 15  bit S/U in the status register SR for indicating the
supervisor/user state such that an exception processing for a privilege
violation other than that described above can also be executed. In this
fashion, in the embodiment above, according to the state of the status
signal of the access level specify bit ALV of the integrated RAM 11 and
that of the signal of the bit S/U in the status register SR for indi-
cating the supervisor/user state, whether or not the Integrated RAM 11 is
accessible is discriminated so as to 20  generate an access violation
signal. Table 1 shows the accessibility of the Integrated RAM in the case
above. Table 1 25 Access level of integrated RAM  CPU execution state (S/U
bit) User state    Supervisor state 30      User level allowed
0                    0 User level not allowed                          X O:
Accessible 35 X: Not accessible In consequence, when it is desired that the
CPU uses the integrated RAM in thesupervisorstateand keeps 40  the data
therein, "1" need only be set to the access level specify bit ALV in the
control register RCR before the mode Is changed to the user state. As a
result of this operation, when the Integrated RAM is used in the user
state, a condition that the RAM is invalidly accessed can be recognized. On
the other hand, when the data in the integrated RAM is unnecessary, only by
setting the access level specify bitALV to "0", the integrated RAM can be
freely used In the user state, which enables the Integrated RAM, even if
the capacity thereof is 45  small, to be effectively used. However, in
place of the operation to supply the access violation signal AV to the
microaddress generate circuit 4, there may be disposed a bit indicating
whether or not a violation exists in a register of the group 7 of control
registers of the CPU so as to set "1" to the pertinent register.
Incidentally, as an address setting register 16, there may be disposed a
register specifying, In addition to the address designating an address
space of the integrated RAM 11, a partial area of the integrated RAM 11. 50
As a result, in a case where the area to be used In the supervisor state is
a portion of the integrated RAM 11, the access can be inhibited in the
userstate onlytothe area thus used. In addition, according to the
embodiment above, although the access level specify bit ALV is located in
the control register RCR of the control circuit 12, the present invention
is not limited thereto; namely, there may be provided a flag or a register
dedicated for the access inhibition. 55      In addition, the register may
be positioned at an outside or inside location with respect to the CPU;
fur- thermore, a free bit of a status register or a control register in the
CPU may also be used. Moreover, by configuring the register having the
access level specify bit such that the register can be set to the reset or
set state in response to a reset signal R, an invalid access to the
integrated RAM attempted 4 



EP 0 312 194 B1 prior to an initialization immediately after the power is
turned on can be prevented. FIG. 2 shows the second embodiment of a
microprocessor according to the present invention. In the microprocessorof
this embodiment, there is disposed a newregister 18 having the access level
spec- ify bit ALV; in addition, by using the access violation signal AV
outputted from the access level judge circuit 5   13 configured in the same
fashion as that of the embodiment of FIG. 1, the selection signal CS
supplied to the integrated RAM 11 Is forcibly negated so as to inhibit the
access itself to the RAM 11. That is, there Is disposed an AND gate G3 of
which the input signals include the address coincidence signal C delivered
from the address compare circuit 17 and a signal attained by inverting
through an inverter INV2 the access violation signal AV outputted from the
access level judge circuit 13 such that an output from this 10  gate [err]
is supplied as a selection signal CS to the integrated RAM 11. In
consequence, according to this embodiment, if "1" is set to the ALV bit of
the control register 18, even when an address in the address space of the
RAM 11 is outputted to the address bus 21, an access to the integrated RAM
11 is not accomplished. As a result, the data in the RAM 11 used in the
supervisor state can be protected. 15      FIG. 3 shows the third
embodiment of a microprocessor according to the present invention. In the
embodiment above, description has been given of a case where the integrated
RAM assigned as a work area of the CPU cannot be used In the user state;
whereas, in this third embodiment, in a case where a register bank employed
in a multitask processing comprises the RAM, the register bank is set so as
to be used or not to be used in the user state. That is, a group 14 of
general-purpose registers comprising the RAM pos- 20  sesses 16 register
banks [err] each including 16 registers, and there are disposed a register
bank num- ber specify bitforspecifying one of the register banks [err] and
a bank mode register BMR supervising a change-over bitand the like of the
register banks as one of the control registers in the registergroup 7.
More- over, a bit of the bank mode register BMR is employed as the access
level specify bit ALV such that the state signal of this bitALV is inputted
to the AND gate [err] of the access level judge circuit 13 configured in
the same 25  fashion as that of the embodiment of FIG. 1. In addition,
according to this embodiment, the address setting register 16 and the
address compare circuit 17 of the embodiment of FIG. 1 are located in the
memory control circuit 12 effecting the selection control of the
general-purpose register group 14 and the control register group 7, and
when an address on the address bus 21 is within the address range of the
general-purpose register group 14, an address coincidence detection 30
signal C is to be supplied from the memory control circuit 12 to the AND
gate [err] of the access level judge circuit 13. Moreover, in this
embodiment, if an address coincidence is detected when the ALV bit is "1",
the selection signal CS for selecting the RAM constituting the
registergroup 14 Is nottobe changed tothe selection level. As a result, in
this embodiment, by setting "1" to the access level specify bit ALV in the
bank mode register 35 BMR by use of a dedicated Instruction, an accesstoa
registerbank used in the supervisorstate can be inhibited in the user
state, thereby smoothly and safely effecting the change-over of the
multitask processing. FIG. 4 shows a configuration example of the bank mode
register provided with an access level specify bit associated with the RAM.
The bank mode register BMR of this embodiment includes eight bits
comprising an RAM enable control 40  bit RAME, a bank permit mode specify
bit BPM, an internal RAM access level specify bit ALV according to the
present invention, a bank mode specify bit BMD, a system stop mode specify
bit SSTOP, a bus retry enable control bit BRTE, and bank select bits SLCT1
and SLCTO. Among these bits, when the RAM enable control bit RAME is set to
"1", the integrated RAM is enabled to be effective; whereas, when RAME is
cleared to "0", the integrated RAM as a memory is set to be ineffective. 45
In this situation, if an access is issued to a data area of the integrated
RAM by use of an address thereof, the same address of an external device is
to be accessed. In addition, the bank permit mode specify bit BPM is
disposed to determine whether or not a portion of the integrated RAM
associated with the register bank area of the CPU can be accessed as a
memory. When the bit BPM is set to "1", this area above can be accessed as
a memory; whereas, when the bit BPM is cleared 50  to "0", the area cannot
be accessed as a memory. When a read operation is accomplished on this area
in a case of BPM = 0, all bits are attained as undefined bits; whereas,
even when a write operation is attempted thereon, the RAM is not influenced
with the write operation and the value stored therein is kept unchanged.
Incidentally, the bit BPM is effective when "1" is set to the bit RAME. If
the bit RAME is cleared to "0", an external device is accessed regardless
of whether the bit BPM is "1" or "0". 55      The system stop mode specify
bit SSTOP is used to select a low consumption power state of the CPU 



when a particular instruction called an SLEEP is executed. If an SLEEP
instruction is executed when the bit SSTOP is "0", the system enters the
sleep mode In which only the operation of the CPU is stopped with the
operations of the peripheral devices remained unchanged. On the other hand,
if the SLEEP Instruction is exe-    EP 0 312 194 B1 cuted when the bit
SSTOP is set to "1", the system is set to the system stop mode in which the
operations of the CPU and peripheral devices excepting the refresh
controller of the integrated RAM are stopped. Inciden- tally, in the sleep
mode, the CPU is initiated again only in response to an interruption from a
peripheral device oran external device; whereas, In the system stop mode,
the CPU is reactivated only in response to an external 5   interruption.
The bus retry enable control bit BRTE is employed to specify a
countermeasurement procedure to be ef- fected when a bus errortakes place.
When the bit BRTE is cleared to "0", the system enters the bus error mode
in which the bus error exception processing sequence is achieved; whereas,
when the bit BRTE is set to "1", the bus retry mode is set so as to effect
the same bus cycle again. 10     In addition, the bank mode specify bit BMD
Is disposed to specify a utilization method of the register banks of the
integrated RAM together with the bank select bits SLCT1 and SLCT0. When the
bit BMD is cleared to "0", the system enters the global mode in which only
one of a plurality of register banks can be used; whereas, when the bit BMD
is set to "1", one half of the integrated RAM is used as eight global banks
and the remaining half thereof is employed such that the RAM provides an
infinite number of successive banks. Incidentally, in 15  any mode above,
for the global banks, the bank number register can be rewritten by use of a
dedicated bank switch instruction when an Interruption takes place, thereby
effecting a switching or change-over operation between global banks.
Furthermore, the bank select bits SLCT1 and SLCT0 can be used to change the
configuration of the banks according to the combination of SLCT1 and SLCT0
in the global mode in which the bank mode specify bit BMD 2o  is "0". That
is, when SLCT1 and SLCT0 are "0, 0", "0, 1, "1, 0", and "1, 1"; there are
established the 2-bank, 4-bank, 8-bank, and 16-bank configurations,
respectively. Incidentally, like in the case of the embodiment of FIG. 1,
the access violation signal AV outputted from the access level judge
circuit 13 may be supplied to the CPU to notify the access level violation
to the CPU, thereby effecting the restoration thereof and the
countermeasurement processing. 25      Furthermore, according to the
embodiment above, in a case where an access violation is detected, the
condition is notified to the CPU so as to return to the original state
through an exception processing or an ac- cess to the integrated RAM itself
is inhibited; however, there may be disposed an access inhibit bit in the
control register [err], the control register 18, or other register such
that whether the access to the RAM is inhibited or the data is to be
restored after the invalid access can be selected when an access violation
takes place. In 30  addition, Itis also possible in this situation to
dispose a read/write specify bitsuch that a read access is allowed and only
a write access is inhibited depending on the setting of the read/write
specify bit. In addition, in a case where there is configured a
microprocessor not having a function in which the allo- cation address of
the Integrated RAM 11 can be freely reallocated in the address space
possessed by the mi- croprocessor, the address compare circuit 17 can be
replaced with a decode circuit having a relatively simple 35  circuit
configuration. The address compare circuit 17 compares the address on the
address bus 21 with the allocation address of the integrated RAM 11 and is
hence completely operable even If the allocation address is changed.
However, if the allocation address is fixed, the same function can be
possessed with a decode circuit having a smaller circuit size.
Incidentally, according tothe embodiment above, there is disposed a
registerora flag to which the access 40  level of the integrated RAM is set
so as to enable the control to be effected by means of the program;
however, for example, if there is a margin in the number of pins of the
microprocessor, there may be disposed a terminal to set the access level
from an external device, thereby enabling the hardware control to be
achieved by the external circuit. In addition, with reference to the
embodiment above, description has been given of a prevention of the 45
data destruction in the integrated RAM; however, the protection of secrecy
of the ROM data can be effected by applying the present invention to a read
only memory (ROM) integrated in the microprocessor, a program- mable ROM
(PROM), an erasable PROM (EPROM) of which data is erasable by means of a
ultraviolet ray, an electrically EPROM (EEPROM) of which data is
electrically writable and erasable, and the like. In addition, the RAM as
an object of the control above need not be limited to the integrated RAM,
namely, 50  an external RAM Is also applicable. Moreover, in place of the
provision of the access level specify bit ALV in the control register, the
bit may be disposed as a flag. 



According to the present invention, there are attained the following
effects. That Is, there are disposed a flag or a register having such a
flag indicating whether or not an RAM area 55 used by the CPU in the
supervisorstate can be used in the userstate and ajudge circuit for judging
to determine based on the content of the register and that of the
supervisor/user state indication bit of the status register whether or not
the CPU has attempted an invalid access to the RAM in the user state, and
when an access violation occurs, a violation signal is sent to the CPU and
a selection signal of the RAM is negated (is set to 6    EP 0 312 194 B1
the invalid state). Consequently, in a case where the CPU uses the RAM in
the supervisor state and the data is desired to be kept therein, by setting
a state inhibiting the access to the new flag or register thus disposed, an
access to the corresponding RAM in the user state is automatically
inhibited. Through this operation, a de- struction or a read out operation
of important data can be prevented and the data destroyed by an exception 5
processing or the like can be restored. This leads to an effect that the
reliability of the system is greatly im- proved. Aconcrete description has
been given of the invention accomplished bythe present inventorwith
reference to the embodiments; however, the present invention is not limited
by those embodiments. It is to be appreciated that the embodimens can be
changed and modified without departing from the scope of the present
invention. 10  For example, in the embodiments above, there is disposed a
register or flag indicating the access level of the RAM such that depending
on the state thereof, the integrated RAM can be used only in the supervisor
state or In the supervisor and user states; however, there may be disposed
two integrated RAMs each having the same address space such that depending
on the content of the register designating the access level, either one of
the RAMs is set to be accessible so as to prevent an access in the user
state to the RAM used in the 15  supervisor state, thereby protecting the
data in the RAM. However, when the integrated RAM Is shared between the
supervisor and user states like in the case of the embodiment, a higher
utilization rate of the memory is developed. In addition, according to the
embodiment above, when an access violation with respect to the Integrated
RAM is detected, the access is inhibited or a restoration of the data is
effected; however, the present invention 20  is also applicable to a case
where the CPU simply wants to know whether or not the user has referenced
the integrated RAM. Furthermore, although the description has been given of
a memory access violation and the countermea- surement processing thereof
in conjunction with the embodiment, the present invention is also
applicable to a case where the access in the user state is to be inhibited
with respect to the peripheral I/O devices other 25  than the memory, for
example, a particular I/O port. The description above is associated with
cases where the invention primarily accomplished by the present inventor is
applied to a microprocessor as an utilization field as the background of
the invention; however, the present invention is not restricted by those
cases but can be utilized in a single-chip microcomputer comprising a
timer, a serial communication circuit, DMA controller, and the like
disposed on the same chip, a microcom- 30  puter of a board type, and a
general data processor having a function associated with a data access.
Claims 35  1. Amicrocomputerformed on a single semiconductorchip comprising
a central processing unit (CPU) which is operable in either a supervisor
mode which is permitted to execute all instructions of the microcomputer or
a user mode which is limited in the instructions it is permitted to
execute, and which includes a status )              register (SR) having a
bit (s/u) for indicating the mode in which the central processing unit is
operating, the microcomputer also having memory means (11) for storing
data; 40            characterised in that: the microcomputer has a register
(RCR) having a bit (ALV) for indicating whether the central proc- essing
unit can access the memory means in the user mode, the bit being settable
only when the central processing unit is operating in the supervisor mode;
the central processing unit (CPU) is restricted from accessing the memory
means (11) when the 45      bit(s/u) of the status registerindicatesthatthe
central processing unit(CPU) is operating in the usermode, and the bitof
the register indicates thatthe central processing unit (CPU) is restricted
from using the mem- ory means (11) in the user mode; and the central
processing unit (CPU) is arranged to access the memory means (11)
regardless of the bit of the register when the bit (s/u) of the status
register (SR) indicates that the central processing 50      unit (CPU) is
operating in the supervisor mode. 2. A microcomputer according to claim 1,
further including an address register (16) for allocating address 



space to the memory means (11). 55   3.  A microcomputer according to claim
2, further comprising; a comparator means (17) for comparing an address of
the address register (16) and an address located on an address bus of the
microcomputer; and an outputting means for outputting a resultant signal of
the comparison. 7    EP 0 312 194 B1 the invalid state). Consequently, in a
case where the CPU uses the RAM in the supervisor state and the data is
desired to be kept therein, by setting a state inhibiting the access to the
new flag or register thus disposed, an access to the corresponding RAM in
the user state is automatically inhibited. Through this operation, a de-
struction or a read out operation of important data can be prevented and
the data destroyed by an exception 5   processing or the like can be
restored. This leads to an effect that the reliability of the system is
greatly im- proved. Aconcrete description has been given ofthe invention
accomplished bythe present inventorwith reference to the embodiments;
however, the present invention is not limited by those embodiments. It is
to be appreciated that the embodimens can be changed and modified without
departing from the scope of the present invention. 10  For example, in the
embodiments above, there is disposed a register or flag indicating the
access level of the RAM such that depending on the state thereof, the
integrated RAM can be used only in the supervisor state or in the
supervisor and user states; however, there may be disposed two integrated
RAMs each having the same address space such that depending on the content
of the register designating the access level, either one of the RAMs is set
to be accessible so as to prevent an access in the user state to the RAM
used in the 15  supervisorstate, thereby protecting the data in the RAM.
However, when the Integrated RAM is shared between the supervisor and user
states like in the case of the embodiment, a higher utilization rate of the
memory is developed. In addition, according to the embodiment above, when
an access violation with respect to the integrated RAM is detected, the
access is inhibited ora restoration of the data Is effected; however, the
present invention 20  is also applicable to a case where the CPU simply
wants to know whether or not the user has referenced the integrated RAM.
Furthermore, although the description has been given of a memory access
violation and the countermea- surement processing thereof in conjunction
with the embodiment, the present invention is also applicable to a case
where the access in the user state Is to be inhibited with respect to the
peripheral I/O devices other 25  than the memory, for example, a particular
I/O port. The description above Is associated with cases where the
invention primarily accomplished by the present inventor Is applied to a
microprocessor as an utilization field as the background of the invention;
however, the present invention is notrestricted by those cases but can be
utilized In a single-chip microcomputer comprising a timer, a serial
communication circuit, DMA controller, and the like disposed on the same
chip, a microcom- 30  puter of a board type, and a general data processor
having a function associated with a data access. Claims 35  1.
Amicrocomputerformed on a single semiconductorchip comprising a central
processing unit (CPU) which is operable in either asupervisor mode which Is
permitted to execute all instructions of the microcomputer or a user mode
which Is limited in the Instructions it is permitted to execute, and which
includes a status register (SR) having a bit (s/u) for indicating the mode
in which the central processing unit is operating, the microcomputer also
having memory means (11) for storing data; 40            characterised in
that: the microcomputer has a register (RCR) having a bit (ALV) for
indicating whether the central proc- essing unit can access the memory
means in the user mode, the bit being settable only when the central
processing unit Is operating in the supervisor mode; the central processing
unit (CPU) is restricted from accessing the memory means (11) when the 45
bit(s/u) of thestatus register indicatesthatthe central processing
unit(CPU) is operating in the usermode, and the bitof the register
indicates thatthe central processing unit (CPU) is restricted from using
the mem- ory means (11) in the user mode; and the central processing unit
(CPU) Is arranged to access the memory means (11) regardless of the bit of
the register when the bit (s/u) of the status register (SR) indicates that
the central processing 50      unit (CPU) is operating in the supervisor
mode. 2. A microcomputer according to claim 1, further including an address
register (16) for allocating address space to the memory means (11). 



55   3. A microcomputer according to claim 2, further comprising; a
comparator means (17) for comparing an address of the address register (16)
and an address located on an address bus of the microcomputer; and an
outputting means for outputting a resultant signal of the comparison. 7 *
C  L  M  S   *    EP 0 312 194 B1 4.  A microcomputer according to any one
of the preceding claims wherein said memory means (11) is a RAM. 5. A
microcomputer according to claim 4, wherein said RAM is a memory
constituting a group of general 5       registers of said central
processing unit. 6. A microcomputer according to claim 4 or claim 5,
further including a control register in said central proc- essing unit
(CPU) for controlling a utilization of register banks in said RAM, said
register having a bit for specifying an access level of said RAM. 10  7.  A
microcomputer according to any one of claims 4 to 6, further including an
array base address register, wherein the array base address register
controls placement location of a RAM within the memory means (11), the
placement location allowing one of, access to RAM only when the central
processing unit (CPU) is in supervisor mode and access to RAM when the
central processing unit (CPU) is in supervisor or user mode. 15 8. A
microcomputer according to any one of the preceding claims, comprising
ignore means (8,13) for ignor- ing access of the central processing unit to
the memory means (11) when the bit (s/u) of the status register (SR)
indicates that the central processing unit (CPU) is operating in the user
mode and the bit (ALV) of the register (RCR) indicates that the central
processing unit (CPU) is restricted from use of the memory 20      means
(11) while in the user mode. 9.  A microcomputer according to any one of
the preceding claims, further including access control means (8,13)
responsivetothe bitofsaid register(RCR) foroverriding said
restrictiononaccessofsaid memory means (11) by said central processing unit
in said user mode if the bit of said register (RCR) represents 25
permitting said central processing unit in said supervisor mode to access
said memory means. 10. Amicrocomputeraccording to claim 9, wherein said
access control means (8,13) includes judging means coupled to said status
register (SR) and to said register (RCR) forjudging whetheraccessing of
said mem- ory means by said central processing unit is to be overridden on
the basis of both the bit of said status 30      register and the bit of
said register (RCR). 11. A microcomputer according to claim 10, wherein
said single chip microcomputer further comprises ad- dress defining means
for allocating a predetermined address to said memory means, wherein said
central processing unit (CPU) further comprises address signal generating
means forgenerating address signals, 35      and wherein said access
control means (8,13) further comprises comparing means for comparing said
predetermined address with address signals generated by said address signal
generating means to judge whether or not said memory means (11) is accessed
by said central processing unit (CPU). 12. A microcomputer according to any
one of the preceding claims, having further access control means re- 40
sponsive to the bit of said register for ignoring access to said memory
means by said central processing unit (CPU) when it is in said user mode
when the bit of said register (RCR) represents said supervisor mode. 13. A
microcomputer according to claim 12, wherein said further access control
means includes judging 45      means coupled to said status register (SR)
and to said register (RCR) for judging whether accessing of said memory
means (11) by said central processing unit (CPU) is to be inhibited on the
basis of both the bit of said status register (SR) and the bit of said
register (RCR). 14. A microcomputer according to claim 12, wherein said
single chip microcomputer further comprises ad- dress defining means for
allocating a predetermined address to said memory means, wherein said
central 50      processing unit (CPU) furthercomprises address signal
generating meansforgenerating address signals, and wherein said further
access control means further comprises comparing means for comparing said
predetermined address with address signals generated by said address signal
generating means to judge whether or not said memory means (11) is accessed
by said central processing unit (CPU). 55   15. A microcomputer according
to any one of the preceding claims, further including third access control
means responsive to the bit of said register (RCR) for ignoring accessing
for said memory means (11) by said central processing unit (CPU) in said
usermode if the bit of said register (RCR) represents permitting 



8 *  C  L  M  S  *    EP 0 312194 B1 said central processing unit (CPU) in
said supervisor mode to access said memory means (11). 16. A microcomputer
according to claim 15, wherein said third access control means includes
judging means coupled tosaid status register (SR) and to said
registerforjudging whetheror not accessing forsaid mem- 5       ory means
(11) by said central processing unit (CPU) is to be ignored on the basis of
both the bit of said status register (SR) and the bit of said register
(RCR). 17. A microcomputer according to claim 16, wherein said
microcomputer further comprises address defining means for allocating a
predetermined address to said memory means (11), wherein said central
process- 10      ing unit (CPU) further comprises address signal generating
means for generating address signals, and wherein said third access control
means further comprises comparing means for comparing said prede- termined
address with address signals generated by said address signal generating
means to judge whether or not said memory means (11) is accessed by said
central processing unit (CPU). 15 PatentansprOche 1. Auf einem elnzelnen
Halbleiterchip ausgebildeter Milkrocomputermit einerzentralen
Verarbeitungseinheit (CPU), die entweder in einem Kontrollmodus, in dem
alle Anweisungen des Mikrocomputers ausgefflhrt werden, oder einem
Benutzermodus betrieben werden kann, der hinsichtlich der zur Ausffihrung
freige- gebenen Anweisungen beschrankt let, und die eln Statusregister (SR)
mit einem Bit (s/u) zum Kennzeich- nen des Modus, in
demdiezentraleVerarbeitungseinheitarbeitst, beinhaltet, und
derMikrocomputerauch elne Speichereinrichtung (11) zum Abspeichern von
Daten aufweist; dadurch gekennselchnet, daB: 2S        - der Mikrocomputer
ein Register (RCR) mit einem Bit (ALV) zum Kennzeichnen, ob die zentrale
Ver- arbeitungseinheit im Benutzermodus auf die Speichereinrichtung
zugreifen kann, aufweist, wobei das Bit nur dann setzbar ist wenn die
zentrale Verarbeitungseinheit im Kontrollmodus arbeitt; - die zentrale
Verarbeitungseinheit (CPU) nicht auf die Speichereinrichtung (11) zugreifen
darf, wenn das Bit (s/u) des Statusregisters anzeigt, daB die zentrale
Verarbeitungseinheit (CPU) im Benutzer- 30          modus arbeitet und das
Bit des Registers anzelgt, daB dis zentrale Verarbeitungseinheit (CPU) im
Benutzermodus die Spelchereinrlchtung (11) nichtverwenden darft - und die
zentrale Verarbeitungselnheit (CPU) so ausgebildet let, daB sie unabhangig
vom Bit des Re- gisters auf die Speichereinrichtung (11) zugreift, wenn das
Bit (s/u) des Statusregisters (SR) anzeigt, daB die zentrale
Verarbeitungseinheit (CPU) Im Kontrollmodus arbeitet. 2.  Mikrocomputer
nach Anspruch 1, ferner mit einem AdreBregister (1) zum Zuordnen von
Adrelraum zur Speichereinrichtung (11). 3.  Mikrocomputer nach Anspruch 2,
ferner mit: - einer Komparatoreinrichtung (17) zum Vergleichen der Adresse
im Adrel~register (16) und einer 40          Adresse, die auf dem
Adressenbus des Mikrocomputers liegt; und - elner Ausgabeeinrichtung zum
Ausgeben des sich ergebenden Verglelchssignals. 4.  Mikrocomputer nach
einem dervorstehenden Ansprflche, be! dem die Speichereinrichtung (11) ein
RAM ist. 45 5.  Mikrocomputer nach Anspruch 4, be! dem der RAM sin Speicher
ist, der eine Gruppe von Universalregi- strn der zentralen
Verarbeitungseinheit bildet 6.  Mikrocomputer nach Anspruch 4 oder Anspruch
5, ferner mit elnem Steuerregister in der zentralen Ver- 5o
arbeitungseinheit (CPU) zum Steuern der Verwendung der Registerbanke im
RAM, wobei das Register ein Bit zum Spezifkiieren des Zugriffsrangs fir den
RAM aufweist. 7.  Mikrocomputer nach einem derAnspr~iche 4 bis 6, fernermit
einemArraybasis-Adre&register, des die An- ordnungsstelle eines RAM
innerhalb der Speichereinrichtung (11) steuert, die entweder einen Zugriff
auf 5S       den RAM nurdann WulARt, wenn sich die zentrale
Verarbeitungseinheit (CPU) im Kontrollmodus befindet, oder einen Zugriff
auf den RAM dann zulalit, wenn sich die zentrale Verarbeitungseinheit (CPU)
im Kon- trollmodus, oder im Benutzermodus befindet. 9 I 1111113 1111111 H
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EP 0 312194 B1 8.  Mikrocomputer nach einem der vorstehenden Ansprflche,
mit einer Ignoriereinrichtung (8, 13) zum Igno- rieren eines Zugriffs der
zentralen Verarbeitungseinheit auf die Speichereinrichtung (11), wenn das
Bit (slu) des Statusregisters (SR) anzeigt dalm die zentrale
Verarbeitungseinheit (CPU) Im Benutzermodus arbeitet und das Bit (ALV) des
Registers (RCR) anzeigt, daB die zentrale Verarbeitungseinheit (CPU) die s
Speichereinrichtung (11) nicht benutzen darf, wahrend sie sich im
Benutzermodus befindet. 9.  Mikrocomputer nach einem dervorstehenden
Anspruche, fernerrmiteinerZugriffssteuerungseinrichtung (8, 13), die auf
das Bit des Registers (RCR) anspricht, um das Verbot fOr den Zugriff auf
die Speichere- Inrichtung (11) durch die zentrale Verarbeitungseinheit Im
Benutzermodus zu ubergehen, wenn das Bit 10      des Registers (RCR)
anzeigt, daBl die zentrale Verarbeitungseinheit Im Kontrollmodus auf die
Speiche- reinrichtung zugrelfen darf. 10. Mikrocomputer nach Anspruch 9,
bei dem die Zugriffstsuerungseinrichtung (8, 13) eine mit dern Status-
register (SR) und dern Register (RCR) verbundene Beurteilungseinrichtung
aufweist, um zu bourteilen, 15      ob ein Zugriff auf die
Speichereinrichtung durch die zentrale Verarbeitungseinheit auf Grundiage
sowohl des Bits des Statusregisters als much des Bits des Registers (RCR)
zu Oibergehen ist. 11. Mikrocomputer nach Anspruch 10, bei dern dieser
Ein-Chip-Mikrocomputerfernereine Adrelldefinierein- richtung zurn Zuordnen
einer vorgegebenen Adresse zur Speichereinrichtung enthlit, bei dern die
zen- ao      trale Verarbeitungseinheit (CPU) ferner eine
AdreBsignal-Erzeugungseinrichtung zum Erzeugen von AdrelBsignalen enthilit,
und bei dem die Zugriffssteuerungseinrichtung (8, 13) ferner eine
Vergleichsein- richtung zum Vergieichen dervorgogebenenAdresse mitvon
derAdreBsignal-Erzeugungseinrichtung er- zeugten Adressen enthalt, um zu
beurtelien, ob durch die zentrale Verarbeitungseinheit (CPU) auf die
Speichereinrichtung (11) zugegriffen wird oder nicht. 25  12. Mlkrocomputer
nach einem dervorstehenden Ansprfche, ferner mit
einerZugriffssteuerungseinrichtung, die auf das Bit des Registers
ansprlcht, um einen Zugriff auf die Speichereinrichtung durch die zentrale
Verarbeltungseinheit (CPU) zu ignorieren, wenn sich diese im Benutzermodus
befindet und dis Bit im genannten Register (RCR) den Kontrollmodus
reprasentiert. 30  13. Mikrocomputer nach Anspruch 12, bei dern die weitere
Zugriffssteuerungseinrichtung eine Beurteilungs- einrichtung enthalt, die
mit dem Statusregister (SR) und dern Register (RCR) gekoppelt ist, um zu
beur- teilen, ob emn Zugriff auf die Speichereinrichtung (11) durch die
zentrale Verarbeitungseinheit (CPU) auf Grundlage sowohl des Bits des
Statusregisters (SR) als such des Bits des Registers (RCR) zu verhindern
ist. 35 14. Mikrocomputer nach Anspruch 12, bei dem dieser
Ein-Chip-Mikrocomputerfernereine Adregdefinierein- richtung zum Zuordnen
einervorgegebenen Adresse zur Speichereinrichtung aufweist, bei dem die
zen- trale Verarbeitungseinheit (CPU) ferner eine
AdreSsignal-Erzeugungseindichtung zurn Erzeugen von Adrelsignalen aufweist,
und bei dern die weitere Zugriffssteuerungseinrichtung ferner eine
Verglelchs- 40      einrichtung zurn Vergieichen dervorgegebenen Adresse
mitvon derAdreasignal-Erzeugungseinrichtung erzeugten Adrellaignalen
auiweist, um zu beurteilen, ob von der zentralen Verarbeitungseinheit (CPU)
auf die Speichereinrichtung (11) zugegriffen wird oder nicht. 15C
Mikrocomputer nach einern der vorstehenden Anspruche, ferner mit elner
dritten Zugriffssteuerungsein- 4S      richtung, dieauf das Bitdes
Registers (RCR) anspricht, um einen Zugriffauf die Speichereinrichtung (11)
durch die zentrale Verarbeitungseinheit (CPU) im Benutzermodus zu
ignorieren, wenn das Bit des Regi- sters (RCR) anzegt, dam1 die zentrale
Verarbeitungseinheit (CPU) im Kontrollmodus auf die Speichere- inrichtung
(11) zugreifen darf. so  16. Mikrocomputer nach Anspruch 15, bel dern die
dritte Zugriffssteuerungseinrichtung eine Beurteilungs- einrichtung
enthalt, die mit dem Statusregister (SR) und dern genannten Register
verbunden ist, um zu beurteilen, ob ein Zugriff auf die Speichereinrichtung
(11) durch die zentrale Verarbeltungselnheit (CPU) zu ignorieren !st oder
nicht, was auf Grundlage sowohl des Bits des Statusregisters (SR) als much
des Bits des genannten Registers (RCR) erfoigt. ss  17. Mikrocomputer nach
Anspruch 16, bei dem dieser Mlkrocomputerferner eine
AdreBdefiniereinrichtung zurn Zuordnen einer vorgegebenen Adresse zur
Speichereinrichtung (11) enthalt, bei dem die zentrale Verarbeltungseinheit
(CPU) ferner eine AdreBsignal-Erzeugungseinrichtung zum Erzeugen von AdreB-
10 C 1111111111111111    



EP0312194B1 signalen onthalt, und be! dem die dritto
Zugriffssteuerungseinrichtung ferner sine Vergleichsoinrichtung zum
Vergleichen der vorgogebonen Adresse mit von
derAdreaeignal-Erzeugungsainrichtung erzeugton Adreosignalen enthalt, urn
zu beurteilen, ob von derzontralen Verarbeitungsoinheit(CPU) auf diose
Spei- cheroinrichtung (11) zugogriffen wird oder nicht. 5 Revendicatlons 1.
Micro-ordinateurforme sur une souls microplaquett A asemiconducteurs,
comprenant une unite centralo 10      de traibtment (CPU), qui
peutfonctionnersoltdans un modeosupervisour, qul est autorise pour
l'execution de toutes les instructions du micro-ordinatour, ou dans un mode
utilisatbur, qui est limite en co qui concer- no les instructions qu'il est
autoriso A executbr, et qui incdut un registre d'otat (SR) comportant un
bit (slu) pour indiquerle mode dans lequel l'unito centrals do
traitbmentfonctionno, Is micro-ordinatbur possdant egalement des moyens de
memoire (11) pour memoriser does donnees; 15           caracteriso en co
quo: la micro-ordinatbur comporte un registre (RCR) possedant un bit (ALV)
servant A indiquer sl une uniti centrals de traibtment pout ou non accider
aux moyens de memoire dane Is mode utilisatour, ls bit pouvantetre
positlonno uniquement loraque l'unite centralede traitementfonctionne dane
le mode super- viseur; 20           I'accos de l'unite centrals de
traitemont (CPU) aux moyens de memoire (11) est limiti lorsque le bit (s/u)
du registre d'etat Indique quo l'uniti centrals do traitement (CPU)
fonctionne dans le mode utili- satbur, et quo le bit du registre indique
quo l'unito centrals de traitbment (CPU) est limitee dans son uti- lisation
des moyens de momoire (11) dans le mode utilisaatur, et l'unite centralo de
tralitment (CPU) est agencee de maniere a acceder aux moyens de memoire 25
(11) Independammentdu bit de registre, lorsque le bit (s/u) du rogistre
d'otat (SR) indique quo l'unite con- trale de traibtment (CPU) fonctionne
dans Is mode supervisaur. 2.  Micro-ordinateur solon la rovendication 1,
comprenant en outre un registre d'adresses (16) pour affecter un espace
d'adresses aux moyens de memoire (11). 30 3.  Micro-ordinateur solon la
revendication 2, compronant en outre: des moyens comparatburs (17) pour
comparer une adresse du registre d'adresses (18) et une adresse situee dans
le bus de transmission d'adresses du micro-ordinateur; et des moyens de
sortlo servant A delivrer un signal risultant de la comparaison. 4.
Micro-ordinatbur solon l'une quelconque des revendications precodentes,
dans lequel lesdits moyens de memoire (11) sont une memoire RAM. 5.
Micro-ordinatour solon la revendlcation 4, dans loquel ladito memolre RAM
est une momoire constituant un group. de registres generaux de ladito unite
centrals de traibtment. 40 6. Micro-ordinateur solon la revendication 4 ou
5, comprenant en outre un rogistre de commando dans ladite unite centrals
de traibtment (CPU) pour commander une utilisation de blocs de registres
dana ladito me- moire RAM, ledit registre possedant un bit pour specifler
un niveau d'accos de ladito memoire RAM. 45  7.  Micro-ordinateur solon
'une quelconque des revendications 4 A 6, comprenant en outre un registre
d'adresses de bass de reseau, le registre d'adresses de base de reseau
commandant la position d'em- placoments d'une memolre RAM dans les moyens
de memoiro (11), la position d'emplacements permet- tant soit l'accbs A la
m6moire RAM uniquement lorsque l'unite centrals de traitement (CPU) est
dans le mode supervisour, soit l'acces A la momoiro RAM lorsque l'uniti
centrals de traitement (CPU) ost dans 50      le mode superviseurou dans le
mode utilisatour. 8. Micro-ordinatour solon l'une quelconque dos
revondications precedentes, comprenant des moyens d'omission (8,13) pour
ignorerl'acces de l'unite centrals de traibtment aux moyens de memoire (11)
lors- quo le bit (slu) du registre d'etat (SR) Indique quo l'unito centrals
de traibtment (CPU) fonctionne dans 55      Is mode utilbateur et quo Is
bIt (ALV) du registre (RCR) Indlque quo l'utilisation des moyens de memoire
(11) par l'uniti centralo de traitemont (CPU) est limitoe, lorsqu'elle se
trouvo dans le mode utillsatbur. 9. Micro-ordinateur solon l'une quelconque
des revendications precodentes, comprenant en outre des 11 I I!DIICIIIIj
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repondantau bitdudit registre (RCR) pourune commands prioritaire 



de laditb limitation de l'acces auxdits moyens de memoire (11) parladite
unite centrale detraibtmentdans ledit mode utillsatbursi le bitdudit
registre (RCR) represents une autorisation de ladits unite de traibtment
dans ledit mode superviseur a acceder auxdits moyens de mbmoire. 5 10.
Micro-ordinateur selon la revendication 9, dans lequel lesdits moyens de
commando d'acces (8,13) oomprennent des moyens d'evaluation coupies audit
reglatre d'etat (SR) etaudit registre (RCR) poureva- luer si l'acces
desdits moyens de memoire par ladite unite centrals de traitement dolt Atre
commande de fagon prioritaire sur la base A la tois du bit dudit registre
d'etat et du bit dudit registre (RCR). 10 11. Micro-ordinateurselon la
revendicatlon 10, dans loquel ledit micro-ordinatburmonopuce comport. en
ou- tre des moysns de definition d'adresses pouraffectbrune adresse
pred6termin6e auxdits moyens de me- moire, et dane lequel ladibe unift
centrale de traitement (CPU) comporto en outre des moyens de pro- duction
de signaux d'adresses pour produire des signaux d'adresses, et dans lequel
lesdits moyens de 15      commands d'acces (8,13) comprennenten outredes
moyens comparateurs pourcomparerladite adresse prid~terminie a des signaux
d'adresses produits par lesdits moyens de production de signaux d'adres-
ses pour evaluer si ladite unite centrals de traibtment (CPU) accdde ou non
auxdits moyens de memoire (11). _>        12. Micro-ordinateur selon l'une
quelconque des revendications precedentes, comportant en outre des moyens
de commands d'acces repondant au bit dudit registre pour ignorer un acces
auxdits moyens de memoire par ladite unite centrals de traibtment (CPU),
lorsqu'elle est dans led it mode utilisatbur, lorsque le bit dudit registre
(RCR) representb led it mode superviseur. 13. Micro-ordinatbur selon la
revendication 12, dans lequel lesdits autres moyens de commands d'accbs in-
25      cluent des moyens d'evaluatlon couples audit registre d'etat (SR)
at audit registre (RCR) pour evaluer si l'acces auxdits moyens de memoire
(11) par ladite unite centrals de traifement (CPU) doit etre bloqu6 sur la
base A la tois du bit dudit registre d'etat (SR) et du bit dudit registre
(RCR). 14. Micro-ordinateurselon la revendication 12, dans lequel ledit
micro-ordinatburmonopuce comprend en ou- 30      tre des moyens de
definition d'adresses pouraffecterune adresse pr6d6termin6eauxdits moyens
de me- moire, et dans loquel ladito unite centrals de traitement (CPU)
comport. en outre des moyens de pro- duction de signaux d'adresses pour
produire des signaux d'adresses, et dans lequdl lesdits autres moyens de
commando d'accbs comprennent en outre des moyens comparatours pour comparer
laditb adresse prideforminhe A des signaux d'adresses produits par lesdits
moyens de production de signaux 35      d'adresses pour evaluer si ladite
unith centrals de traitement (CPU) acode ou non auxdits moyens de memoire
(11). 15. Micro-ordinateurselon l'une quelconque des revendications
precdentes,comprenant en outre de trolsie- mes moyens de commando d'accbes
repondant au bit dudit registre (RCR) pour ignorer l'accAs auxdits 40
moyens do m~moire (11) par ladite unito centrals do traitement (CPU) dans
ledit mode utilisateur, si le bit dudit registre (RCR) represente une
autorisation d'acces de ladits unite centralo de traitemont (CPU) dans
ledit mode superviseur auxdits moyens de memoire (11). 16.
Micro-ordinatburselon la revendication 15, dans lequel lesdits troisiemes
moyens de commando d'acobs 46      Incluentdes moyens d'evaluation couples
audit registre d'etat (SR) etauditregistre pour~valuersi 'accbs auxdits
moyens de memoire (11) par ladito unite centrals de traitement (CPU) doit
ftre ou non ignore sur la base A Ia Tlis du bit dudit registre d'etat (SR)
et du bit dudit registre (RCR). 17. Micro-ordinateur selon la revendication
18, dans lquel ledit mbcro-ordinateur oomprend en outre des 50      moyens
do definition d'adresses pour affecter une adresse pred6btrminee auxdits
moyensdememoi- re(11), et dans loquel ladite unite centrals de traitement
(CPU) comport. on outre des moyens de pro- duction do signaux d'adresses
pour produire des signaux d'adresses, et dans lequel lesdits trolsiemes
moyens de commando d'acces comprennent en outre des moyens comparateurs
pour comparer ladite adresse predeterminee A des signaux d'adresses
produits par lesdits moyens de production de signaux 55      d'adresses
pour evaluer si ladite uniti centrals de traitement (CPU) accede ou non
auxdits moyens de memoire (11). 12 I 1*11111 111111 111 I6II 111111    


