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300 330

331

332

331

310

320

330

DIGEST OF
ATTRIBUTE FILE

DIGEST OF
PROGRAM FILE

DIGEST OF THE DIGESTS

DIGEST FILE

ATTRIBUTE FILE

PROGRAM FILE

DIGEST FILE

APPLICATION
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1

1

400

401

501

HOME

STATE CONFIRMATION

COUNTER CONFIRMATION

COPY SCAN FAX

MENUSLIDESHOW LANGUAGE
SWITCH

HOME

STATE CONFIRMATION

COUNTER CONFIRMATION

COPY SCAN FAX

MENUSLIDESHOW

"LANGUAGE SWITCH" ALTERATION WAS DETECTED.
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ALTERATION OF PROGRAM OR ATTRIBUTE FILE OF
"LOGIN APPLICATION" WAS DETECTED.
PLEASE REINSTALL APPLICATION. FOR RE-INSTALLATION,
IT IS NECESSARY TO INVALIDATE APPLICATION AND
TURN POWER SUPPLY ON AGAIN.

INVALIDATION OF APPLICATION

601

702

701

STATE CONFIRMATION

AUTHENTICATE COUNTER CONFIRMATION

PLEASE USE IC CARD TO AUTHENTICATE.
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S801

S810

S809

S808

S802

S803

S804

S805

S806

S807

APPLICATION
ALTERATION DETECTION

NO

YES

HASH CALCULATION
OF DIGEST FILE

HASH VALUE
ANOMALY?

NO

YES

HASH CALCULATION
OF ATTRIBUTE FILE

RETURN ALTERATION
DETECTION OF
PROGRAM FILE

RETURN ALTERATION
DETECTION OF
ATTRIBUTE FILE

RETURN ALTERATION
DETECTION OF

DIGEST FILE

HASH VALUE
ANOMALY?

NO

YES

HASH CALCULATION
OF PROGRAM FILE

HASH VALUE
ANOMALY?

RETURN NORMAL STATE

END
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i = 1

i = i + 1

S906

S901

S902

S903

S907

S912

S913

S9149000

908

S910

S911

S909

S904

S905

APPLICATION MANAGEMENT
PROCESSING WHEN
APPARATUS STARTS

NO

YES

APPLICATION i ALTERATION
DETECTION

DIGEST
FILE ALTERATION?

NO

YESCOMPLETED FOR
ALL APPLICATIONS?

NO

YES

REQUEST ERROR
DISPLAY OF LOGIN

APPLICATION

REGISTER APPLICATION i
TO MANAGEMENT DATA

AS ANOMALY

APPLICATION
MANAGEMENT

DATA

REGISTER APPLICATION i
TO MANAGEMENT DATA

AS NORMAL

IS APPLICATION
VALID?

NO

YES
REQUEST ERROR

DISPLAY OF GENERAL-
PURPOSE APPLICATION

IS APPLICATION
VALID?

NO

YES
DOES

PROGRAM HAVE
LOGIN ATTRIBUTE

?

NO

YESATTRIBUTE FILE
ALTERATION?

NO

YESPROGRAM FILE
ALTERATION?

END
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S1005 S1008 S1007

S1001

S1002

9000

S1006

S1003

S1004

PROGRAM EXECUTION
PROCESSING

NO

YES

APPLICATION i
ALTERATION DETECTION

DIGEST FILE
ALTERATION?

APPLICATION
MANAGEMENT

DATA

REQUEST ERROR
DISPLAY OF LOGIN

APPLICATION

REQUEST ERROR
DISPLAY OF GENERAL-
PURPOSE APPLICATION

DOES
PROGRAM

HAVE LOGIN
ATTRIBUTE?

NO

YES

YES

YES

ATTRIBUTE FILE
ALTERATION?

NO

NO

PROGRAM FILE
ALTERATION?

EXECUTE PROGRAM

END
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S1101

S1102

9000

S1103

S1104

S1105 S1106

APPARATUS
START PROCESSING

YES

NO

APPLICATION MANAGEMENT
PROCESSING WHEN
APPARATUS STARTS

IS LOGIN
APPLICATION INSTALLED

?
APPLICATION
MANAGEMENT

DATA

HOME SCREEN DISPLAY

YES

NO

NO

NORMAL STATE?

YES

IS APPLICATION
VALID?

START PROGRAM OF
LOGIN APPLICATION

END
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ALTERATION OF STATUS INFORMATION WAS DETECTED.
FOR RECOVERY, IT IS NECESSARY TO INITIALIZE
ALL APPLICATIONS AND TURN ON POWER SUPPLY AGAIN.

INITIALIZATION OF APPLICATIONS

1200 1220

1221

1222

1210

1220

1302

1301

DIGEST OF
STATUS FILE

DIGEST OF
THE DIGESTS

DIGEST FILE

STATUS FILE

DIGEST FILE

STATUS INFORMATION


