1/10

N1Sd NV
1INN 1INN
9
ONN ONIQY3Y ONIQY0D3Y MON
601 ! Tl e 4 oL~ 4
Y \ \A \
43I TI04LINOD 43I TI0¥LINOD Y3T1041INOD Y3 TI041INOD — N
1SOH JINING ONIQY3Y ONIQY0D3Y 1SOH SN
g0l ! oL~ | AN L~ 4 G~ 4 L~ ]
- Y Aﬁ Y Y Y Y -
A A A A
gLl ; ;
Y \ A/ \ \
Y3 TI0YLINOD Y3 TI0YLINOD
Nvd NOd Ndd AV1dSIa NOILY43dO
coL"~ Z0L~ LoL"~ oL~ | 901~ }
\ \
1INN 1INN
AVdSIa NOILY¥3dO
P -~
i S0l L0l
( ]
0L I ©l14d




2/10

COOLNQ P T LNN P IIND t 1NN
| NOILY¥3d0 | | Aviasia | O bt owavay i MO | ONIGIOO3Y |
Sr\ﬂ movxo 2:\0 5\0 o:\aw m:\0
_mmjo&zoo_ PYITIOHNINOD!  IMITIOMINOD!  THITIONINOD! _\,_uoo_\,_," 1 N I TIOMLNOD!
i NOILYY3dO : 1 AV1dSIQ i i LSOH OIS ; “,--@._/__@.ﬁ.m:m ,.@zo%@wm_ L0Z
901~ _ y0lL~ | 801~} oL~ A G~ 1 L1} AT )
Y v Y v v Y v 1INN SO
LINN ¥3AI¥A 30IA3A
x i i A \=j \f + A A
80¢ y | ) 1 T B |
JOVHOLS |= ueas Xe puss Juud
902~ 1 | 102" 1§ voz” § | soz” F§ ziz7
) ) Y \ Y y
H3TIOHE1INOD 30IAN3d €0Z LINN ¥3T7104LNOD g0r
g~ 4 A 1 1 ) T
y y y N
M4/NA ~ - 3Svav.iva
602~ ] e1e” |
\ Y Y \ \
1z LINNNOILYOITddY G3AN3LXT gLz n
NOILYOI1ddY NOILYOI1ddY -
NI9OT ONIHOLIMS JOVNONYT | [ g,z €02

¢ Ol4




3/10

310
ATTRIBUTE FILE
320 p
331
DIGEST OF
R OGRAM FILE ATTRIBUTE FILE
// /332
DIGEST OF
PROGRAM FILE
/_/330 / /_/331
DIGEST FILE DIGEST OF THE DIGESTS
APPLICATION DIGEST FILE

330



4/10

FIG. 4 100
/
HOME COUNTER CONFIRMATION
=
COPY FAX
~ 401
% =
SLIDESHOW L%'}}ﬁ%’éﬁE MENU
O o o
<& STATE CONFIRMATION
HOME COUNTER CONFIRMATION
= [=1_
=
COPY SCAN FAX
=
SLIDESHOW MENU

@ @) @)

"LANGUAGE SWITCH" ALTERATION WAS DETECTED. <> STATE CONFIRMATION

(

501




5/10

601 FIG. 6
/

&Y AUTHENTICATE COUNTER CONFIRMATION

PLEASE USE IC CARD TO AUTHENTICATE.

e

N

<> STATE CONFIRMATION

FIG. 7

701

ALTERATION OF PROGRAM OR ATTRIBUTE FILE OF
"LOGIN APPLICATION" WAS DETECTED.

PLEASE REINSTALL APPLICATION. FOR RE-INSTALLATION,
IT IS NECESSARY TO INVALIDATE APPLICATION AND

—]  TURN POWER SUPPLY ON AGAIN.

INVALIDATION OF APPLICATION

)

(
702




APPLICATION

6/10

FIG. 8

CALTERATION DETECTIOI\D

/

HASH CALCULATION

~—S801

OF DIGEST FILE

S802

HASH VALUE

YES

S810

ANOMALY?
l NO

HASH CALCULATION
OF ATTRIBUTE FILE

~—S803

S804
HASH VALUE

YES

ANOMALY?
l NO

\

i

y 2

RETURN ALTERATION
DETECTION OF
DIGEST FILE

S809
/

HASH CALCULATION

~—S805

RETURN ALTERATION
DETECTION OF
ATTRIBUTE FILE

OF PROGRAM FILE

S806

HASH VALUE

YES $808

ANOMALY?

NO  sgo7

!
RETURN ALTERATION
DETECTION OF

RETURN NORMAL STATE

PROGRAM FILE




7/10

APPLICATION MANAGEMENT
PROCESSING WHEN
APPARATUS STARTS
!
i=1 ~—S901
K|
APPLICATION i ALTERATION | |~ S902
DETECTION

S903
DIGEST

YES

F

1G. 9

FILE ALTERATION?

S904
ATTRIBUTE FILE

YES

ALTERATION?

S905

PROGRAM FILE
ALTERATION?

NO

S906

Y /

REGISTER APPLICATION i

TO MANAGEMENT DATA
AS NORMAL

PROGRAM HAVE
LOGIN A'];TRIBUTE

NO

S911._ 4 /ES

S910
IS APPLICATION
VALID?

\

IS APPL

REQUEST ERROR
DISPLAY OF GENERAL-
PURPOSE APPLICATION

VALID?

ICATION

YES
S913

REQUEST ERROR
DISPLAY OF LOGIN
APPLICATION

A

9000

o Bl

\

. S914

APPLICATION
~—->| MANAGEMENT {=---

DATA

REGISTER APPLICATION i
TO MANAGEMENT DATA
AS ANOMALY

\

S907

COMPLETED FOR
ALL APPLICATIONS?

YES




8/10

FIG. 10

PROGRAM EXECUTION
PROCESSING
Y

APPLICATION i ~—S1001
ALTERATION DETECTION

S1002

DIGEST FILE YES

ALTERATION?

51003

ATTRIBUTE FILE YES

ALTERATION?

S1004
PROGRAM FILE YES

ALTERATION? g
9000

NO (APPLICATION (

MANAGEMENT
DATA

S1005 S1008
) Y / Y

EXECUTE PROGRAM REQUEST ERROR REQUEST ERROR
DISPLAY OF GENERAL- DISPLAY OF LOGIN
PURPOSE APPLICATION APPLICATION

\

( END )



9/10

FIG. 11

APPARATUS
START PROCESSING

\

PROCESSING WHEN
APPARATUS STARTS

S$1102

APPLICATION MANAGEMENT | ~—S1101

NO

IS LOGIN
9000 APPLICATION INSTALLED
?
APPLICATION :
MANAGEMENT fo-commooeeee TVES
DATA S1103
NORMAL STATE? NO

YES

YES 51105 y _S1106
START PROGRAM OF HOME SCREEN DISPLAY
LOGIN APPLICATION




1210 -
/// 1221
STATUS FILE e DIGEST OF
et STATUS FILE
1220 |° 1222
DIGEST OF
DIGEST FILE THE DIGESTS
STATUS INFORMATION \\\\\\\ DIGEST FILE
( (
1200 1220
1301
[
[ \
ALTERATION OF STATUS INFORMATION WAS DETECTED.
FOR RECOVERY, IT IS NECESSARY TO INITIALIZE
ALL APPLICATIONS AND TURN ON POWER SUPPLY AGAIN.
INITIALIZATION OF APPLICATIONS
- J

)

f
1302




