PCT/US2004/024164

WO 2005/057326

1/4

0

<~

W SHO0N L OId
NOLLYTddY )y W
3Ly _ _ _
T ISNOW o Y1y " STINAON ” SHYHO0H m WALSAS
i.\\. 18} YO0 WYHS0Nd $3HL0 NOLLYOriddy ONLLYE3d0
2 QYv08AD Fg\@ i
o | ) %) %l N -
ET0EN 08 /_L v -7
7 A eL) ©) FIL \ gl
\ -~
% LT W -
WHOMENVRYIAM Ve To———e oo |-— !.---..«... ...... +. ...... Sl el
"]} (=} (g Oy~ L
N “ A ) A Ll ylyg i
. 20V J0YRAIN 0VRALNI 0VRALN Y300 !
TR 10N RGI TOANON RIONTITTOANON !
THORENvay Wo0T V" 43N TRYAONRY TTAAONIE-NON !
l \ |
“ ﬁ 09} A ﬁ i A ﬁ Aﬁ % sTnaon “
| ‘ SN NIALSAS WYdO0dd ¥3HLO "
|
/1 subwvacs ! | T SWYYO0Nd "
16} _ NOILYITddY i
|
; JOVSHLNI JOV443INI __ I
mz\ 431Nl _ e 030A T _
_ LIND 08} ONIIVHId0 !
_ 7 0%l _J ONISS3D04d 4 — !
/ J | 61 T ) |
NIE gL T "
_ : -’ 5o '
|
= _ C____TT oy |!
16} | ROMEWTHASAS™ T




WO 2005/057326

2/4

PCT/US2004/024164

216
_\\\

Exchange
Transport

210 Framework

‘kf\\\\\ SMTP Protocol

Filter

pal

_-TIS

208

Database

Other Exchange
Servers and e-mail
servers

206

FIG. 2




WO 2005/057326 ’ PCT/US2004/024164

3/4
210
' 212
Realtime Blackhole List 300
—— —212
Non-Linear Filter _——302
212
« AVAPI AV FILJER 306
: —— 33
(‘D .
E Turf List 308
[T L
Other Filters :23::%
Action Sink —214

FIG. 3



WO 2005/057326 PCT/US2004/024164

4/4

| Open Connection {./—~ 400

[ invoke Framework  |——~402

 Enumerate Anti-Spam sinks }——4.04
Set index i =1
Set Summary SCL=0
7y p| Invoke Anti-Spam Sink; | —~406

v

Anti-Spam Sinki Calculation
Return SCL

v
Scale SCL |-/—~ 410
v

Set Summary SCL =
Summary SCL + Scaled SCL 4 1 2

——408

414

Is
Summary SCL
> Top SCL

Threshold 2

418

i=i+1

422
I

i=1 Move to next
Message
Acceptance State

Yes Are there more

ilters to invoke?

Take configured |
A_’ Action 4 1 6

as that End
of Data ?

Yes F424
End

Get Next SCL
> Threshold Level




