WO 2002/ 035329 HI DDEN LI NK DYNAM C KEY MANAGER PCT/ US2001/ 032089 FI ELD OF
THE I NVENTI ON This invention relates to conputer systemsecurity for data
st orage, woamwsnd®sioon, and retrieval and, nore parti culmom/ys2oaico3erser ypti on
met hods and dat abase structures for the storage, transm ssion, and
retrieval of confidential information in conputer systens. BACKGROUND OF
THE | NVENTI ON Wt h t hgypheiN | SREIDYNANIIC IKEY WIaNGERNd br oadband
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scannecgrsnpan%lsc gret Qs?mge ﬁéxﬁﬁ d Egﬂ as the standard means for protecting communication

between their clients and their servers. While SSL protocol developed by Netscape
Communications Corporation is capable of providing 128-bit léngth keys, the longer the key the
stronger the encryption, the use of single and fixed key cryptography to encrypt such confidential
information is vulnerable to curfent cyber attack methods. Also SSL protects data in transit only.
Thus, recently publicized assaults were successful in quickly stealing thousands of credit card
numbers and other confidential information from various web sites. |

Typically, an e-commerce company attempts to protect its fixed encryption key
and sensitive data by locating its servers in a physically secure room equipped with locked doors
and surveillance cameras. However, hackers do not need physical access to server rooms in
order to access data stored on a company’s server. Hackers simply need legitimate Internet
protocol (IP) access to the company’s network. Even with the use of firewalls, this access can be
gained through several hacking methods such as IP spoofing and network scanning. After a

hacker gains access to the network, it simply requires some patience to obtain the fixed
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i s obtained, hackers can decrypt nost, if not all, of the information on
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In a preferred embodiment, the computer system also includes a system key
manager operable to generate a system key having a system key common name. The system key
is used to encrypt the encryption key identification. Thus, the encryption key identification is
preferably encrypted when it is stored in association with the data entity. The system key

25  common name is also stored, preferably in hash format, on the information database
association with the data entity. The computer system also includes a key database, which is
separate and isolated from the information database. The encryption key and its encryption key
identification are stored in the key database. Preferably, the system key common name is hashed
in the information database, and the system key common name hash value is stored with the

30 system key common name in the key database. Alternatively, to separate the system key

common name from the encryption key identification, a separate system key database can be



system key certificate, which includes the systemkey itself, is preferably
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In another aspect of the invention, a method for storage and retrieval of encrypted
data according to the present invention is implemented by the computer system of the present
invention. Broadly, the method includes encrypting a data entity with an encryption key having

25  an encryption key identification. The data entity is stored, and the encryption key identification
is stored in association with the data entity.

In a preferred embodiment, a user requests data manipulation such as viewing,
updating, or adding information using a searchable attribute, such as a customer’s name. A
search query is issued for matches of the searchable attribute. Preferably, the searchable attribute

30 is hashed for reduced search times and increased security. After matches are located, security

key information is extracted from the data entities. The security key information preferably



i ncludes the encryption key identification in an encrypted formand the
system key common nane hash val ue. The system key conmon nane is then
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st ruct upe skdigitdesainwo dat abases includiing the information database, which
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preferably a plurality of data entities encrypted by a plurality of .
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cont ai Ngohhlen d3kR bk Watud! epreRsbly BRMatdAsé stucture includes two databases including
the information database, which contains the data entity, and a key database, which contains the
encryption key, encryption key identification, system key common name hash value, and system
key common name. In an alternate embodiment, a system key database may be provided which
25  stores the system key common name and system key common name hash value. As previously
described, there are preferably a plurality of data entities encrypted by a plurality of encryption
keys, and the encryption key identifications for the encryption keys are encrypted by multiple
system keys. The database structure further includes the security token, preferably a Smart Card,
which étores the system keys’ digital certificates and encryption keys’ digital certificates.
30 In a further aspect of the present invention, a computer readable data transmission

medium in accordance with the present invention contains the data structure described. In a
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20  automatically added to the security special access list (SAL). The security special access list
(SAL) also controls which users may edit the information and which users may only view the
information.
In yet another aspect of the present invention, a method is implemented in the
computer system for communicating with an encryption server. The method includes
25  establishing a trusted communication with a general security manager of the encryption server,
and entering a request for manipulation of data. A data entity is received in response to the
request and security key information is retrieved from the data entity. The security key
information is used to request an encryption key, and after receiving the encryption key, the data
entity is decrypted.
30 In a preferred embodiment, retrieving the security key information comprises

retrieving the encryption key identification in an encrypted form and a system key common



retrieving the encryption key identification in an encrypted formand a
system key common 5 WO 2002/ 035329 PCT/ US2001/ 032089 nanme hash val ue.
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illustrating software conponents of the conputer system Fig. 3 is a

schemati c di agram of the database structure according to the present 20
v | GRRAER DESCRIBIIOY G I ORABINGS om of Fi - 1. Fig. 41 ¢ a

schemt| ¢ di agram gf G ivdsfe RN aGAIAOR, A 6US Giffaphb® from the.
dat abase structure of Ig. 4, Fig. 5 1s a schematic diagramof a nonitor
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invention and having only public information and fiel ds di spl,ayed;
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dynamic key manager according to the present invention;

Fig. 2 is a schematic block diagram of the computer system of Fig. 1 illustrating
software components of the computer system;

Fig. 3 is a schematic diagram of the database structure according to the present

20 invention and utilized by the computer system of Fig. 1;

Fig. 4 is a schematic diagram of a security key identification attribute of the
database structure of Fig. 4;

Fig. 5 is a schematic diagram of a monitor illustrating adaptable display
parameters according to the present invention and having only public information and fields

25  displayed;

Fig. 6 is a schematic diagram of a monitor illustrating the adaptable display
parameters according to the present invention and having both public and private information
and fields displayed;

Fig. 7 is a schematic block diagram illustrating the steps for determining how to

30  adapt the display parameters illustrated in Figs. 5 and 6; ‘

Fig. 8 is a schematic diagram of a session encryption key data entity;



30 adapt the display paraneters illustrated in Figs. 5 and 6; Fig. 8 is a
schemati c di agram of a session encryption key data entity; 6 WO 2002/ 035329
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encryption key manager (EKM) 24, system key manager (SKM) 84, key lifetime manager
(KLM) 88, key auditing manager (KAM) 90 and database adapter (DBAD) 86. The computer

20  system 20 also includes a plurality of client business domains 26 having an information database
28. The computer system 20 ifnplements a method according to the present invention. The
method broadly includes the encryption and storage of data entities 30 (Fig. 3) as illustrated in
the flow diagram of Fig. 10, and the method also includes the retrieval and decryption of data for
data manipulation. One embodiment of the retrieval and decryption method is illustrated in the

25  flow diagram of Fig. 11. The computer system 20 utilizes a data structure illustrated in Fig. 3.
The data structure broadly includes a plurality of data entities 30 having a security key
identification attribute 32, which contains security key information as illustrated in Fig. 4.

Referring to Fig. 1, in addition to the security domain 22 and the client business
domains 26, the computer system also includes a plurality of client terminals 34. The client

30 terminals 34 are provided with telecommunications capabilities to communicate with the

business domain 26, preferably through the Internet 36 utilizing PKI and SSL to provide security



30 termnals 34 are provided with tel ecommuni cations capabilities to
comuni cate with the business domain 26, preferably through the Internet 36
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prinegy sewwet0 &ilssthersecondary key server 42 begins operation immediately without disruption in
overall system operation, thereby providing superior fault tolerance. The transfer in operation is
accomplished through a heart beat failover channel between the primary and secondary servers

40, 42. The primary and secondary servers 40, 42 each include a tape backup 48, 50,
respectively, for key retrieval in the event that the KEYDB 44 is irretrievable or a key integrity

25  check is failed. The primary server 40 is provided with a primary system key reader 52,
designated reader #1 in the drawing, and a primary encryption key reader 54, designated reader

#2 in the drawing. Preferably, each of the primary readers 52, 54 for the primary server 40 store

the same information. Thus, the primary readers 52, 54 are mirrored hardware components for

superior fault tolerance. The secondary database 42 also includes a secondary system key reader

30 56, designated reader #1 in the drawing, and a secondary encryption key reader 58, designated
reader #2 in the drawing. Preferably, each of the secondary readers 56, 58 for the secondary
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har dwar e conponents for superior fault tol erance. The secondary dat abase
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or nmpmi t Bérvéde0, GendsRidn¥An ifultiple business logic components such as business logic component

number one (BLC1) 68. The BLC’s contain instructions and rules for operation of the computer
system 20 that are set by the client. Thus, the BLC’s provide the client with the authority to

make decisions about certain optional features of system operation.
Generally, each client terminal 34 will include a central processing unit (CPU) 70,
25  a data entry mechanism, such as a keyboard 72, and a display or monitor 74. The CPU 70 is
operable to control the monitor 74, receive input from the keyboard 72, and establish and
maintain communications through the Internet 36 utilizing a modem, two-way satellite, SDL, or
other communication apparatus (not shown). The CPU 70 is also operable to control other
computer system devices such as a printer or disc drives. Preferably, each client terminal is also
30 equipped with a user security token reader for receiving a security token. In a preferred

embodiment, the security token reader comprises a Smart Card reader 78 for receiving a Smart
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not operable to communicate directly with any component outside the security domain 22 of the

computer system 20. They are only operable to communicate with outside components through
the GSM 82. Preferably, component mutual authentication occurs between the GSM 82, which
is located in the security domain, and the outside business domain components 68. COM+,
25  CORBA, or Java security can be used to control the mutual authentication. Thus, neither the
client user nor any component in the client business domain 26 can contact anything other than
the GSM 82 through trusted authentication process.
The GSM 82 is also operable to encrypt the data entities 30 (Fig. 3) using a triple
data encryption standard (3DES), RC4, or any strong symmetric cryptography algorithm on
30 selected attributes of the data entities 30C, 30D as directed and requested by the BLC’s and other

components of the computer system 20.  Thus, while DES uses symmetric 64-bit key

10
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20  generated, at a minimum, for each new client user session or request within that session.
Therefore, the EKM 24 is operable to instruct the computer system to change or rotate SEK’s
when a rotation event occurs, such as beginning a new user session. Preferably, new SEK’s will
be generated more frequently as described below, so the SEK’s are more appropriately and
generally referred to as encryption keys. However, for clarity, they will generally be referred to
25  in the specification as SEK’s with the understanding that the broader encryption key meaning is
included. The EKM is operable to perform integrity checks on the SEK’s using hash values for
the SEK’s. The EKM is further operable to transmit the SEKID to the SKM 84 for encryption,
and the EKM 24 is also operable to transmit the SEK and corresponding SEKID, in encrypted
form, to the GSM 82, which then encrypts the data entities 30C, 30D using the SEK.
30 The system key manager (SKM) 84 generally manages system keys, which as
described below are used to encrypt the SEKID’s. Thus, the SKM 84 is operable to generate the
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the 5K §ys?é?ﬁi keys based on their expiration dates and timestamps. Preferably, the KLM 88 flags the
expired SEK’s with an expiration flag, so that in the next request, the EKM will check the
expiration status of the SEK and replace the expired key with a new one during run-time
operation. Alternatively, the KLM 88 is operable to deactivate expired SEK’s and generate
replacement SEK’s. To immediately deactivate the SEK’s, all data encrypted by the SEK’s is
25 retrieved and encrypted with a new SEK. However, immediate deactivation of the SEK’s
requires the KLM 88 to control access to the information database 62. Thus, run-time or call-up
deactivation is preferred. The KLM 88 also instructs the computer system to generate new
system keys. However, because of the number of SEKID’s encrypted by the system keys, the
system keys are preferably not deactivated.
30 The key auditing manager (KAM) 90 is operable to maintain an active audit log
including all transactions involving the SEK’s and the system keys. Generally, the KAM 90
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control AGGRSfad PednN@niphbRiseRt the K Aot FPRSEhefible thhinistrut tire EXivE 26 ror SHNI-84pto
deactivation is preferred. The KLM 88 al so instructs the conputer systemto

gener at ehnege ansjgtdenctivaiesthe SBiREver systsetk®Se of the nunber of SEKID s

encrypted by the stem. keys, the Kk

deac%i vated. 30 Tﬁgh%?%]né‘i%‘? ?lla]ﬁ eﬁé‘fﬁ%@??q% Rﬁ%ﬁolggoe})gﬁ%%gélggf%w? 8§t?rrgikr??' aEKnI
an_act i vey,ahidblork@hs | B6} WD Gybih £&ARBACM ODSodiftyly Y. SUDCABHN serdficart he
syst em Keys. nerally, the KAX/I 90 12 WD 2002/ 035329 PCT/ US2001/ 032089,

moni t or ?rtef@ﬁabllngtlﬁeodigﬂiﬂacmtiﬁ%ﬂtiaclud@'SI B zGrifigak Yer extentionr §¢s that (gudy the qyivate

licies. The KAM 90 i | | '
bccur roreB iy ()t TR E ol G g 1o R BRER p R sefifey
conpr omi;g g%ei\te'aeow 90V 84,086 CAR| OninMuriiiséy with thprivd/icedifionte SiKkdB#y {(GA),

change and/or deactivate the SEK s or system ke%%. 5 The certificate
nmandger iikh i0iacaldo dpereaiity domajie ite verHy Ahe systent k&-syst em key PKI rel at ed

operations. For e temkey t . t.es: i gt faati
certificate. Pr e?@ﬁ%@%@?a‘q’? ﬁéap\éﬁrélf)?% aﬁ%acgﬁsiq{bi@gag etSiShrllc %%%%g%%:erqﬁcﬁécpﬁhca\%on
ext ensi Qfkoomthntiigtintefthoes (APT)F di @esectitytdohiabin P catipdrmntstand (uAPby eontuody arfdy
t he key. E%ch tine a request for decryption bé a_system ke (S r(gar%etltveﬂ by
t he SKM @han¢egoamaseaions datwssn the ke Mmanagsry ate84 apd g et d G a5e 44.
(cA, which is l.qcal t ' ' rd sthelFrket
The. dat abibe PidsisRa AR BPARS; BESHElrY ERREI ook doh oo W Rl
appliscat fypss oigcﬁe@%i’aaéﬁl.aﬁ Ag)réfetra:l ﬂaltabfe(id\ﬁl\)ERSAMTt dhgecs @cigntied ;da@gm magement
conponents and thereby contrals an nhances ¢ ni.cati ons .bet ween

key managsies bayinghuliig fpltt E@H?eeécﬁg‘i}ﬂ@atogﬁﬁtsgg%%cm%u? © (f/&uc\é\?}heg ptdgﬁel
differ enéucﬁé%/iﬁe A uRe Gedthdey, TREDBAI GERAENIS AR sdcitiBr d@aginWoirponents to
differen typ€s of dat abases. A preferred database i s a VERSANT obj ect

ori ent edintiafabadth matipie detabases yithinthh se¢wyy Samain 2% snelyps MigrosplmQLServer,
scalability, aqbject | | | i bj gct » : i ne,
and ot nesyisdRinEE Slha 150 DR "R 8 DR A0 R BRf RSl nlE Y LGk

t0 909 database should a primary database fail, and when the primary database is restored, all

transactions are updated to the primary database, which again takes control. Preferably, the
switch from the primary database to the backup database takes place without any delay. While
the preferred operations and locations of the respective components has been described in detail,
it is understood that specific tasks can be exchanged between components and the locations of

25  components can be combined, separated, or exchanged without departing form the spirit of the
invention. '

Referring to Fig. 3, the database structure preferably comprises an object oriented
database structure having a plurality of data entities 30, which are preferably data objects.
However, other types of databases are contemplated by the invention. For example a relational

30  database could be used, such as Microsoft SQLServer, Oracle, Sybase, Informix and IBM DB2.

Thus, when the term “object” is used, its counterparts, “record” for example, are also
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interface with nmultiple databases within the security domain 22, such as

M crosoft SQ.Server, Sybase, Informx, Oracle, and | BM DB2. Thus, the DBAD
86 Is opewatiovB0Iseoswi tch to a backup 20 dat abase shoul dca/s2oameasgosdat abase
fail, and when the primary database is restored, all transactions are
updated to the primary database, which again takes control. Preferably, the
SWi t ch fobarphaed) randaw erdtie abias elase it heedb e koWiigREEDaJeble ak¥sHIRE %X%/ #FSut
any delay. Wiile the preferred operations and | ocations of the respective
conmponerseBicHpdatglben described in detail, it is understood that specific

tasks can be exchajgedrhet WRENEAEP0RNkScHNIY hepésisrht das @fitgSis shown in
conponents can be conbi ned, separated, or exchanged w thoyt de zi;t,f; ng %(i)rm
the spi rdetailof THehiata éntitp 30AGncluestasrAddeg 108 andgn Added Ry affiontess2s ¢ s dded

referably conprises an object orient.ed, d . (o Vi a
BI ur al i t&}t)f/’(‘?ﬂted Oareéﬂ‘iq%tq Ié’%l]e@@r,npvﬁl‘?fl 4% éhep(?&etggkg gglln;é { at %ﬁj%ﬁj \g%t %degr\l/\(}eshee r,

other {ypeg,al, dahaARATeS b1 RBURMR! ALRMIRFheuidR¥alihg ohs 1sBosd andupbiit.

relatio abase coul be used, Ssuch as Mcrosoft S erver, Oracl e,
] QA3 ardiaIiCOSor

Sybase, T digiibsigmtirt BVi®B2A frofh s, dighalreertHicatepiihe SHPRIGHT § ST

counterparts, "record". for exanple. .ar I 1 : :
PCT/ US OOER08 BNk SrreiRp gt epr driffiadal, nbhe Botfhicb 8a6 @éﬁﬁg, By ptributes,

count er pafileSrively 38hErecoRl 1R s enfornionl 9 modifitaimiabetie dte cofityt AéAdalma
entities 30A, specifically a persistent data enti té"& IS he(§¥vn i tr)%ﬁ detlai ..
The 1dat acoemtiination3 thse moh-uermsliationagaibuics d80aHY, 404 AplbY aB‘%jl BTpIvRSAn e
The Added attribute 100 records._a td : | R tLhgbeRt19sandcitbdre
the obj &gt t%ﬁélseédfb‘ga?tt o n)iﬁcgleo&' Bt}lhg? % i Esu%tgﬁ%%écrggdcﬁgsr) ds the digi tal

si gnat ur g;,gf .1t 16 dhta AbjREEMENS PRin teetosraipher that andewhéther. it isThblidiogpriwdte.
signature 1s derived %

romthe digital certificate.of the.client [

Smart Card 80 or RBefearing additipnalliio Kigs 8; HiFCHHY é&el}tﬁj’éﬁ??q iatﬁri}gqt%?]f mI%%O an

Modi fied and Modifie i hRu I i L3grmdtR@or dhehscs k

i nf or mat f‘tf)‘?[:bult%ro(}rf%ai%t%ae{ll néb O&ﬁgo%gftﬂg %ﬁﬁﬁ%’o%ﬁ I ntlo conbij ,ngtliaﬂgﬁ, *

t hesgs NOfs@Rdh ahdlodesaht endrypied SEKID 102snd1tbd SKARY biash salue il &bt Wiish arg pesih

claimng that the user did n take a certain acti on. us

( Secst at esgesatad IS 10 AL BS AL PR e bt aC s nd IEhAE
text or gip text whed REKIIS 1p0b! Wailekt ipbiafatel thRefherSI(ENY hash value

addi tion elsgg{egl@gu.sgg?oa sgﬁ?? ts§ key identilfi clatpi on atciri but«? 32 Irsﬂélﬁi‘z‘ﬁ

an  attridstbedah thheedaitn kentattripuBoR, dhe SKSMN onkl Bestarsd {0 K83 19534181 Sh.

The security key 15 information includes the encrypted SEKID 112 and the
SKCN hashasf#ldie” 114, which are used,

20 Referring again to Fig. 3, the data entity 30A also includes a security integrity
attribute (SecIntegrity) 116, which contains the data entity hash value. The data entity hash
value is obtained by hashing all or selective attributes within the data entity. This is controlied
by business needs and policies, which are preferably determined by the client and recorded in the
BLC’s. When a data entity is retrieved, it is hashed using MD5 and that data entity hash value is

25  compared with the stored hash value in the security integrity attribute 116. If the hash values are
the same, then the integrity of the retrieved data entity is confirmed to be correct and not altered.
If the hash values are not identical, then an alarm is issued, so that the data can be manually
confirmed, and as described above, retrieved from the backup information database 62.

Referring additionally to Figs. 5,6, and 7, a security privacy attribute 118 controls
30  access to the information in the associated data entities 30C, 30D. When a client user, a doctor

for example, marks his information private, a special access list (SAL), data entity/class 30B is
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as described below, to find the SEK used to encrypt associ ated data
entities 30C, 30D and to find the systemkey used to encrypt the SEKID
112. Wi |l wa 100v/e3s5proef erred that the SKCN hash val ue i s Kimovsdot/as2dshe
security key attribute 32, the SKCN could be stored in this |ocation

wi t hout hashing. 20 Referring again to Fig. 3, the data enti%\%i S&A afiﬂ%gi
i ncl udesutonstically crpatedned e doctasns putpmedcaligadded ghe spscial FECESHAFL h eI ns
the data entity hash value. The . it I $10Matinedidy 122
hashi ng &P thestael AR aftfine G fSkficifibas dpiAiq 1 2P ukfon RIOHeAlIRIoN
cont r ol Il 1Y sfesi R8sss HeedShanstrpoiibieed 20w bhsedran sreetfior atst ydapsifientinnied
by the client and recorded in the BLC s. Wen a_dat eP(t.jbt% ig retéi% %d,
it is hdsinethasnart cvos onAdy ober aakentition methods nTharqle aftEbYSS A% i°th
the stored hash val ye i ri i ' i Emiskhon tofvitherkash
val ugs é]g&ereﬁlttgc a‘%g?v‘ﬁtlﬂ%%n&t%ﬁszeﬁ#tégéﬁ%ey}%?& dtcﬁ% n?a{g{ glliag‘?/éed data enti t?/) s

confir mq% 1 0 BEcFabsBRI Nt HRimal hesedo vibk privatchash. VEHeusdesacan motude any
identical, then an alarmis issued, so that the data can be r{an?at‘lh%%ﬁa )

confi r medeuripdevat sdasery, sharchaidee custedian, epé gdmingsiiating Bt b shyRm,
dat abase, 62. Referring.additi.onal - | Iabi%n. Th
pri vacy B¢ ?‘P?tﬂﬁf%nnﬂ§g@8 ntFor's” % é{al%:l%ggl g@ oal?%g%lo n‘%g(rjenqgt"t ‘ljvglﬁtsri%g&%dﬁgxn ©

associ atgghdid 1A fot F@t&n@ BSorB9Pheidthenmsea anllidecibrsuney hawe filblcicosss, dlenical staff
exanple, marks his information private, a special access is%tgogrﬁSAtﬁ' dat a
ent ilDy/ ahaskavedBnited acgesario PeuR/ FEEESoPIEINLISIH GRPYEDEHS HQTBAiaD: CHii privacy
created and, t he doctor_1is : Lcal d 0, t i rofEse térhSte-
The doct$P b%ﬁpﬁﬁért%a@beyggégng%gg e%%?gguggrglﬁ%eﬁﬁlf&?%g% i%or)s_ att§$si but es
120 and/@smiele®, i1gentithi,cand afls applcatibnorthath dead peithahighbc seesitiesor qawsifipder
attributes 120 are based on specific user. identifications fromthe smart
cards orinfmgaemer aut hentication nethod. The role attributes 122 are based

on 5 different secyfjh¥nlSUehEcAld UESE SserieuRiairatibhet stoptiod inhyg. g drt -
perm ssion to view private data to other doctors but not perm.t nurses to

Vi ewspr i aaiitetatyateniTivaiaves de infmmiation ademAgo, Weishwill pe|dsgatbed 4B eFetey tail
shar ehol der, custodi.an, and adm nistrativ f ol i : i
Che doctefloworiies s MHTRRM 5 BIURREY MG ERTekS SRRy ity Suias ot

doct or & Sl BB P A T T 10" My hve T mited accoss &

name, acidiuetsated freljigeht J£ the infappasiontisekadmsiiem theowstemehse ﬁh\?éE‘i}m&X Teha
e

sensjd i VRieREfGHhBaSIdd 8@ rdl@fi@sntMichtion to see if either are in the special access list, and

determine what rights, such as view only or edit, the user has to the information. If the client

user has full view rights, then the display of Fig. 6 is again shown. If the client user is not

entitled to view the private information, the display parameters are adapted in step 134. In step

134, the display fields of the private information, which will not be displayed, are eliminated

25  from the display parameters with their related labels, so that when the permitted information is

displayed in step 135 on monitor 136 of Fig. 5, the fields for the private information are not

displayed.

Further, it is envisioned that the fields for the public information may be

modified, so that the existence of the private information is completely masked. In the example

30  shown, personal information 138, such as data of birth and number of children are displayed for

the user having access to private information. However, for a user without authorization to view
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When an authenticated client user requests information at step 124 in Fig.
7, the 151 conputer systemretrieves the information at step 126, which

wi || be desxrobesdsion greater detail below After the i nframmes20@m3ees9
retrieved, the system checks the security privacy attribute 118 at step
128. If the information is not marked private, it is fully displayed on the
noni t or tﬁ@%ﬂ@@te idottistioratiae date ofi igrth Gnd Ifuntbee of whiddremtfickds arg rpmeKetfrom the
private, the systemchecks the security |evel of =1 i riohit €9
132. | n dispdakofigist he Fugtber, thedhomps 3ddyesp ér\‘fJBWa%tOHel@ﬁagﬁ#oaggéesgﬁﬁ%%?qmt he
user 20 1dentifiGatl ofcand: tifn Rk H68 i1 Gali pivite iakemafiogi afertharfreldsn
t he specﬁrﬁld}?é@'eegs&:ri@ﬁ arrld\bﬁléeterrﬁ‘izne what rights, such as view onlgl a}r
edit, thgetifedllyhiagichie whiehiadfessist foomorl and wiicki 3ddrss 13,88 homes FRtgtle e

rights, then the display of Fi 6 .1 S agai h i MdSBle Wérk
not Sentyser withew CE™N OHRIYALY ’ém‘?t’r?florl"%a n?%ﬁf)gst o 4& st% glyﬁigafdgﬁr%t ors are

adapted |f St %gld}%éh ix+ ]?ig?tS%Pe mbathied thQlidlinaRl thy désigladsn dat itie a prark address.
i nf or matT on, Ich w not

be displayed, are eliminated 25 f he
di spl ay par anet er sRefetring dgin excdiséneddta Biged.sthe persisiat dﬁ}ﬁ‘eer’i‘tl%é&g]é’ﬁsr‘?i ipplues

information is displayed.,in st 135 on I L : f lcplt it
for the §sVPihBwOFIAR et?LE?F’ &’?]é&ﬁ%F us%fbsyp{ﬁgy@g{&%ﬁljs; '? ﬁrglé t 5?%0?1?%(?{9?% Il(e):%ed
that the;fl ?Atgﬁes%@}?, 86E, TPk theipefsteRidbarentiiys $8A. Fodhdticed, the petssnt ohisct -
exi stence of the

private information is conpletely masked. In t anpl e
30 sipown30Aerchaizala clasé odemtificaomEgibuteukde and o lgagt %‘fo %’f?@r?"@h&teﬁ Hﬁﬁ?‘“ Ster
children are displ ayed for, the i J Sh | vH1&dsBE 1B
Fovever | TRbRearib SPUG PRI AT AT P e che 2870 Bhosr bebass

PCT/ US2 og%&g%%gg Qe Peipaate danfeorTRtdagibasd tres dadse atifibites 146,ddd andredears &7
children fie

ds are renmoved fromthe djspla f Fi.g. 5., FEur r
addr ess assbcintentelater paGidend s é@ﬁré%‘isrgﬁt? r i%lﬁecfﬁf Oﬁariola’giéop g;;}éﬁ(;qg%r
the user with authori 00 t.0 V] Y k& idntiGBaticin g2 tthet Whehdsi to
speci f i cBfFyte ﬁ&%@%&se&%ﬁgﬁgaﬁar%gigplﬁg{ef géf%v\gr k&;nd whi %;1 address js_fog
homey 5 | Nek@itr @d attribieesSinitherlass objous. Fvoessmplrpelagnelicrtet RO gt 3: a

ly d t t.he h dd t he. i i | Gie
T e

Ref er 1 | gy AR, ALLLSIHE! 1By ficiitypayirhnt etis] benhoctatiiy, and bther0A al so
i ncl udes several assocl ation a

tributes, which are used b% ttgg %ﬂgaq]?lsetd
schema to associ at @herdatdbate isedlsn providedveithe oktyremagp gt 18te, 1980 D e HfLate
persistent data entities 30A. t hat e | ' echtsa36v
i ncl udes lepkePaR% 1 ¥eiiiPE g%‘ﬁ@f 8%8’&36?%08116 %S'l gﬁasﬁgészétlé tgdgétr é%tg i\}\lggigar cho Y
attrhput Brspl B tlF@Hatgl?a%E QmARchEacor EbrsEasedsponding he usdiaclobalb nealat arr femaices
148 @are preterably hash val ues of user h lass has
respectively. Thus, the look up map 150 saves database resources because each person class

a single digit integer instead of a lengthy word entry. Look up maps are also preferably used for

the security status attribute 108, the security privacy attribute 118, and others.
Referring to Figs. 8 and 9, the data structure also includes an SEK object 151

75  saved in the KEKDB 44 and a SKCN object 152, which is'saved in either the KEKDB 44 or in
an alternate embodiment, a separate system key database (not shown). Thus, for increased
security, several of the data entities are stored in separate databases. The SEK object/entity
includes as attributes the SEKID 153 in a normal/decrypted form, the SEK 154, the SEK
integrity check 155, which is a hash value of the SEK, and the SKCN hash value 156. The SEK

30 data entity 151 preferably does not include the encrypted SEKID. This creates a hidden link
between the encrypted data and the SEK used to encrypt it because the SEKID is encrypted, and
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information such as the patient nane. The dat abase uses these attributes
146, 148 and others to associate related persistent objects 30A and

rel ated cwas®optgsemt s 30B, 30C, 30D with the persistentpaabjeediziessat ai ni ng
the appropriate security key identification 32 that was used to 15 encrypt
data attributes in the class objects. Two exenpl ary cl ass objects are shown
in Fig. tBe SAK ipet@ed irch asgarabjdetbad0TTendER agert alsb deguddsj & CreagaiiOn @tthgnte

unil lustrated cl ass objects/entities .include addr.ess. .enti I
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t he secucgﬁepéwggg?%@aé%t%ﬁsge 1%%8, 0&%%]:8 sg%ri?@% privacy attribute 118, and

ot hers. dJehirmintgertaf Honths, Bveamonths fohexataple, sfterubeinrcacatioao Thec plit $am flsoEK
object 151 25 saved in th KDB. 44 .and, a SKCN qhj I i v
in eithdreferdl @41?%"@ SAAPHP tV%l}eHgP@' g??beo q%ﬁﬁﬁl&gadségpa\zg%%ge dséesr em(gfd

key datahase, (/eh tEHOMRk: beFRUSed hdke tiRGreasasted s@abe dftimsevehakliaft dhelso
data entities are stored in separate databases. The SEK ’_gléf ect/entfﬁt@(éizksh

i ncliddeschmssata havsuSBK 't hepisEkiapdaBl. i Ahe Sk erbiesd/erityt waludsy e

154, the SEK _jntegri K 155, which.Ls

t he SKCN ai‘éFshSF)v%ﬂdu eg%c.ﬁ% aél‘:%n%te&aatng R RTS ?{;%@}gsf&%be &r é%%be&d%ggf a}%?rgm
i ncl ude thggaﬁ@gﬁg&tﬁﬁ SEKID. This creates a hidden link between the
encrypted data and the SEK used to encrypt it because the .SEKID i

encrypted, and 16 Ve 2002 dsgdzrd Eomuisysieroaxbddabise S§E‘I’éu¥esar§t‘i§$i€rad it the
te datab T SEK. obj. ec: i i
S e R L RN R L, P WP e

e cre the SEK and a Last
Usage Dadfa afahipulitibs idddding wid, cipdatecaonddseva requests,shanpmpaer syistent will implemenhe

SEK was used. Additionally, the SEK object referaply.has a.,Usage e
Str 1 Dot Be PamopARP GHOF oY aeh Ganshi s ied Eeae JictE Badt S Gy RIS
Creat ed %ﬁ&esjsﬁg thdiAfinesS ﬁ&gai%ﬁlgjﬁthst&f%tﬁ&ﬁgw@ﬂ%eﬂ, sheB ag kbt Rattde o1 two-

provide the <client wt ptional feature selections. Specifically, the
client captosebtheiticabomdedaceseys expired a certain nunber of nonths, two

eci de 10 have SEKINE tbe Btk REY Bl BefisslR) (a8GeRlr S oL BT

pering Ofser tulf PRhOELMPE Bt N8, NBYVRePE6T) ths etersar &td Rahediragingictt@th therthsinesd
times. The clirent can al so _

logic component (BLC) 68 for the client. The BLC 68 then in step 164 requests that the GSM 82

encrypt the data in accordance with the business rules as set by the client. The business rules,

which the client can amend, will determine which attributes of the data will be encrypted. The

GSM 82 then request that the EKM 24 generate a SEK in step 166. In step 166, the EKM

25  generates the SEK and has the HRNG 59 generate the SEKID. The EKM then request the SKM

84 to encrypt the SEKID with a system key. The SKM 84 obtains the current system key and

SKCN from the security domain primary, system Smart Card reader 52 and card in step 168.

The SKM 84 then encrypts the SEKID in step 170. The method preferably uses asymmetric

encryption of the SEKID, so the SEKID is preferably encrypted by the public key of the system

30  key in step 170 and returned to the EKM 24. The GSM 82 then hashes the SKCN and SEK to

obtain the respective hash values in step 172. The SKCN and SKCN hash value are then stored
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10 choose to have SEK' s expired randonmly. The SKCN object/entity includes
the SKCN hash value 157 and the SKCN 158 as attributes, and is preferably
stored i nwo mat/edsa®e separate from the data entities 3@®CTITR20@NC2B9
descri bed conputer system and database structure are utilized in the
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a system key. The SKM 84 obtains the current syste e
SKCNOF r oopetdtionsd ther iniryordd pemponsnisip pipitteg skherancrypiad SEHr P ﬁ%@&%é@ﬁ hash ¢
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returned to the EKM 24. The_GSM 82 then hashes the SKCN and SEK.to obt aitn
the respective hasRefeaingetp Fig. dilehervpdaterppd SR tEeg C’g%ﬁ’ rapuaogeredpests
then stored 17 2990 3 / : ‘bA i S gt aoeRtdrénabld 2
ot op. 1on P dRe ke Ry (RER RG] 4 Y b o B e
hash sval weoraktos sotleds asstantr hdne.e ThokearblembBEiafomnatioaris inagheds5n step 1§ aEVDB
44, The GSM 82 then,. in_accorda wi t.h t.he busi ne rul e
encrypt sSeeffd @HeR é%tlﬁﬁtqeg_sm 3t qggﬂovmtﬂ?% lflf%mé%?{‘ iia%asb[ag% 6?738 %ﬁ(g %{g S%Ek
| s destr %g%/élgggs% FhtdhihoShRR vABGs il heSb@Rhib1d 8sibithe] 43 CMupihesh patiatent

, an

entities their "associ ated persistent data entity 30A are then
stored i gbjtdte30Afae natrined witht th assecied detaradassendiig 0o anghén wiep &4, the secgpity

The information i.s .alsa stor Ky the ba |t i b ;
i s under $90B&TREPD 6?)‘%}1&‘5 E‘?Fs§§maég fVSfr‘)lﬁ%E P ahd EREYRED SRREB APRE Ere¥btahiba
20  form the security key identification attributes 32 of the persistent entities 30A. The BLC 66 then
sends a decrypt request to security domain 22 through the GSM 82. The GSM 82 extracts the

encrypted SEKID 112 from the data entity. A search query 192 is then issued to the KEYDB 44

using the SCKN hash values to obtain the SKCN’s from the KEYDB. With the SKCN’s, the

private system keys are obtained in step 194 from the security domain Smart Card reader 52 and

25  card. The SKM 84 and the CM 92 confirm the digital certificates of the system keys at step 196.

The SEKID’s are then decrypted with the appropriate system key’s private key in step 198. A

search query 200 is again issued to the KEYDB 44 using the decrypted SEKID’s to obtain the
SEK’s.

The SEK’s are then hashed in step 202 and the hash values are compared with the

30  hash values obtained from the security integrity attributes 155 of the persistent SEK objects 151.

If the pairs of hash values are the same, then the correct SEK’s have been obtained for
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simul taneously on the mrror conmponents of the systemand that information
can be retrieved fromthe mrror conponents if the primary conponents
fail; thewefmoeo3ssaert her di scussion of the 10 operati on rafT/us2e01M32089r ed
conponents is omtted. The encrypted SEKID 112 and the SKCN hash value 114

are stored in the security key identification attribute %%%pf, t he
per si st edrcrypdion, @t theSMulacryRefthe drtagniidesi Q. 3PP, with dhs pighisenaHd 4w the

types of data mani pulation r : 0 o\ [ M Hted. CAYRSLS
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per si st epackupbjpe s/ Bt $EK@§>ta€pqdrf0ﬁﬁttE%b%@maé§W i dpshed and the, Bahevalis, lpfean

attributes 148 t.chi . i : ] r: it

assoct a it i 60 RQABEIREEP Mo AP 548 P ALY RGN F pboary
| nf or Mt fORERNGILISH diaih PSS biaeiatpbusiap td SNF ALY yRE Sctridl Bur chifes
are obtarned 20 formthe security key identification attributes 32 of

/ t he
per si st enrt tangiiitied 4o §@Aushiges BB BLChaNthrawghd® SECHERNypane} g Bsn te fe client
security domajn, 22.t.hr h the M 82. The GSM 82 extracts the encrypted
SEKI D 11@“?%11?‘“%%3%3@%&?@/?@ search query 192 is then issued to the

KEYDB 44 using t hpjpQfkih fiashraiea lat esteinatcofthbodimehefoBkhiNusddfie and viesy KpeRRta
Wth the SKCN's, the private system keys are obtained in gﬂi}e}gg‘é% fromthe
secul( t ymeoipalatiosyar Thechiry thessdeppss Aransiuthing e Jequsse 28Rnhadit % SeAteRt

confirmithe di.qits IO ca;?}%': é-é%:icﬁﬁufgeﬁ){%a&ﬁﬁ?sﬂa%%&%yﬁ Ak Iietrﬁﬁgﬂtg@bjectlhﬁ%, are

SEKI D' s Are™ tle% ecr w tth the appropriate systemkey's pri'vate key in
step 198subAtanbgifyr the sgmeray 2 @@ previegrembodimasidoftKigt hle KEYDBmbdwsinh of e 12,

d ted SEKI D t bt ai th .SEK' T K' s. h hashed. i
205, and PRaemEEN Jaih SRch e RGN e RIS CHR LS P oo iR L Ry
the Sepu{tlieflyobha[ﬁrlsﬁ@ﬂéisreyurﬁ&tl{egltiﬂfoﬁﬁatﬁﬁ% thB eReii&t Shifts K iwRiepct1S. Unlsted f

the pairs of hash values”are the sanme, then'the correct SEK s have been
obt al h1ed2 f§rthd SKEUN o0y 06532d RCTPISRIKIRTS 208 Panruitybbradknto tha IV S2ssihe

decrypts t data entities 0D wi.th the 's.in st o Lf .

nash vai S8 afgcie ApreRne kN ik Y0 ah o gD el bRy e il ey i
been cor guphed. THE HRATYPhre ddd & St 224/ with thdprieaesystah kays antdupt SEK s
SEK, the correct SEK is obtained fromthe prinar backup tape 48. The SEK

obt ai nedarfeovttrintd ibatpaP26apk this pmbedienindhe BEKhagre %Pl}éﬁ}nﬁ%ﬁ%ﬁ@aiont@l client

e it R IEEHe SOt bIPREC VN Hep A 1 deRint  (HOSRK'Ark 36 S o an

20 integrity check, and then the client CPU uses the SEK’s to decrypt the previously transmitted
encrypted data entities in step 230.

As briefly indicated above, the SEK is preferably rotating and dynamic. The SEK
is rotating in that the SEK changes to a new SEK upon the occurrence of a rotating event. One
rotating event is the beginning of a new session by a client user. However, rotating events that

25  occur more frequently are preferred. For example, a new SEK would be requested each time the
user entered a request or every time the user changed data entry fields on the browser. Thus, the
SEK’s are high frequency rotating, and it is likely that the same customer or patient information
will be encrypted by multiple SEK’s. Additionally, when an individual customer’s information
is updated, the SEK would be different from when that customer’s information was first added,

30 again leading to the same customer’s information being encrypted by different SEK’s. The

system key is also rotating, though preferably on a low frequency basis, so that it is also likely
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the SEK can be obtained fromthe secondary backup tape 50. Finally, the
decrypted data entities are transmtted to the business domain BLC 66

t hr ough | WeEGMABI9unnel and then to the client term nacTt3dsodiid3zaspong PKI
in step 206. Figure 12 illustrates an alternate enbodi ment for the update
and view type data 10 manipulations. The first three stePs, transmtti rhgg,
the requist diffSent SEKIDG tetesingeter eh aibilividyahfcaptomer s nnOrBLalgR FIE e%ﬁcéﬁmtﬁb or
mat chi ng_hash val ues in the persistent objects 212, are substantially the
same as JHOTERESYSERKSEs enbodi ment of Fig. 11. In the enbodi nent of Fig.
12, the retri evedrglagareaytdlas bardyrafndc)Sso thaedviien athS8EX iierxpised,eit b raddo

at step 214. The client CPU 70 then obtains the 53% rigg %y i.nf or mat i on
fr om t helepativaiest ameplecad asiibustat inFigtldp BredlMB&yg gkslt SEE's {HSXBlefehils h

val ugs angpﬁ}ﬁg% B%,] I%g%lrS%%ﬁ(ESa %ﬁ]ﬁe tg? %@ %E,ttﬁgK?ﬁz g%ﬁtﬁlu&"ﬁqe%ﬁﬂgg AW hdd e IGKM

sear chest at” step and obtains the private
syst em k@ypidy arst§ired FBK, the KM s tBattthe EXM @d geherateepn@? SEM ithsteh@36.

private system keys, and the SEK's are obtained in steps n_t hi
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128-bit L or | PSEC VPN t 22 f T : i .
120518 S0 Sl S Al B FRBT B, 3R S S OR S P U Ssbeh
the previpisle/reiides okt 8@ SKEMan YisihgdheSEKIR b e expirbd SEKe (T123TK CREs treitkdn y

i ndi cated above, the SEK is preferably rotating and am.c. The S .S .
r ot d0i ngotitainechart steh @4SmEIngHan §ELN dagi H@Wwea gBihe %ﬁo‘g}é?ﬁl?'eﬂgét’ 5#1(3 Eughc
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o ovser . darthage o fs mesgkog SERID G PHPR o fhoe RS B chd A S By s
that t hereﬁe{g%g %Hi?g?&??teﬁripg%iﬁm T @ItARhERR arWithdn dCrypRaY M¥tEs2BY using the

mul tiple onal Iy, when an individual custoner's information is
updatsed, név eSEXEK anduthd da dintities eme storedn iwhetap t 232 ircludingrethe SnGvhiSSEWAY beY

was first added, ain |leading to the.s IS an bei
encrypt eﬂleﬁﬁ‘tﬁtlpflgge%ﬁlesséﬁws?mﬁg R TES ffgtr}rl]e W&%ﬁ% o léaxﬁ i%mt S%l}a Eﬂdw
pref er abg—% Okte th QML SHvACIBB SERDaAbSin bBOasBaf thetgred nahtber bf KEKYD %endfpted by
2002/ 035329° PCT/ US2001/ 032089 that different SEKED s relating to an

i ndi vi dualsingiessysteen ‘key,i the systemi kay iameefarbhy pricdymgyic. diThe sYEFR K8yt ariRepy
The SEK mmy al so be YRAMLS: HilvdvaRtin emARyEKnt §f L6 &ftnprbhideSofl §Rtem

20  key, the system key can be deactivated.

In an alternate embodiment illustrated in Fig. 14, the KLM also checks the SEK’s
for expiration at step 260. However, in step 262 when the KLM finds an expired SEK, the KLM
marks that SEK as expired in the KEYDB 44. In the next customer request at step 264, the data
is retrieved according to the request, and then in step 266, the SEK is checked to see if it is

25  flagged as expired. If the SEK is not flagged, the computer system 20 continues as previously
described. If the SEK is flagged, the EKM will replace the expired key with a new one at step
268. This embodiment further fragments the data from the perspective of increasing the number
of SEK’s used to encrypt data. Further, in this embodiment, the SEK is dynamic in that it is
deactivated as data is called up in contrast to the previous embodiment of Fig. 13 where the SEK
30 is immediately and simultaneously deactivated from all data entities using the expired SEK.

Thus, the embodiment of Fig. 13 utilizes immediate and simultaneous deactivation while the
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deactivated or replaced as illustrated in Fig. 13. The KLM 88 checks the
SEK's for expiration in 5 step 232. If no expired SEKis found in step
234, the WioMoopedssryues checki ng. Wien the KLM 88 finds acTexqoeied2@EK, the
KLM requests that the EKM 24 generate a new SEK in step 236. The EKM 24

al so has the HENG .ge e =KD _f the new SEK. | te 38 the
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t he expired SE%.' The SKCN s are then 10 obtained in step 242 using the SKCN
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obt ai ned i fg9pRi : i t. 244 nd. t.he
Ul 1 ¢ sy Srar Rpe EIAGE MERTDE Ths Mt i B Gl Th o o3 i Br £ty bk
i ssuel t dowHeequerdayrmtiting systetatkapase poefably moatdehinnig. SEKI D encrypti on

val ues. The data entities usi n% the old SEK are thus retrieved and

decrypted in step 22U computegsystemnd, dplahasgsiuetes, apt srefipdeascending oghe poesent

crypted in- el efias _
el ol et Ra e e A PR QoRlh MRl S ahfoud £ Wil auive
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unlikely event of a Tlear conprom se a system € system
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retrieved according to the request, and then in S
checked ewtragdoflr thetenceypied SEgHY end the lmglid SCN. f ThehbacREKwiogldhthien fibee tpeghin

t he np I i S evi ous| descri bed. .1f_the SEK i

1 agbod, b BB IAY KE Pt BE T he tsPHB, Ao % 264 P o e Gy sy
Thi s enbaey reimindnutidnher Addigordllys thdie ntst e ﬁb%ﬁh@ﬁ%n@%&é\ﬁﬁztsiyyt@moﬁey common
i ncreasing the nunber of SEK s used to encrypt data. Further, in this

enbodi meRtmehagh YpRre, 9 thy hackes must pbigin mere than gae secuviti et kancammoncrdnieed

up in cont eV ' i he .SEK 30 is
i Ir[:medi at 2’%&2%%52?%}& %ﬁ%ggyéeﬁg& |O\g§{ﬁ§and84nrlgr%geaﬁl%c§ a §{1@n vt it%ga]ﬂsqcﬁasstt%e
expi red SiksecurftyudomaihSnearbGdidmenderatb dbitgin tHBsystdn kegs ThenHeieat Reya®@uld then

si mul t aneous eact}ilvati ch \A/ral_laql e.the 20_WD 2002/ 035329 PCT/ US2001/ 032089
enbotfl neAtVoR BE ythepiicgied by tha privisle eratficats authemty. réhesgdiearnl aylikedy evaphhat

deact i vapRdhfket Reable to complete these steps, the hacker would have to use the system key to

decrypt the appropriate SEKID’s for every data entity using the authenticated and related system
key. The hacker would again have to gain access to the KEKDB 44 inside the security domain
and obtain the SEK’s based on the SEKID’s. With the security protocols in place in the security
25  domain, the completion of all these tasks without detection is essentially an impossible task. Ifa
hacker attempts a more direct approach attempting to break the keys, the hacker will have no
more success. Because the computer system and method utilizes 3DES or RC4 encryption it
would take a hacker an extended period of time to crack even one of the SEK’s, and because a
single patient’s records may be encrypted using several SEK’s the hacker may spend the rest of

30 his or her life trying to obtain one patient’s record. Making the task even more daunting is the
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new SEKID s are used. That is, when an SEK is deactivated and a new SEKI D
must be encrypted for storage in the security key identification attribute
32, the tWwenooueysewt systemkey is used to encrypt the rEaWwsSSEKIDB208Thus,
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encrypt i database sioalue foakleragetoderampisd dataraad desdhqseior sigrase apd weirieyp! %EWBR?@ n
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tryi ng t qaeRiakystanekdatcbemions nag@ot@redvitki ssgodidtiont asth ewerypredr datdatmtinkibit

is the 21 WD 2002/ 035329 PCT/ US2001 0320853. .
unauthorized access to the data thereby providing a more secure encryption of data at rest.

While preferred embodiments and particular applications of this invention have been shown and
described, it is apparent to those skilled in the art that many other modifications and applications

of this invention are possible without departing from the inventive concepts herein. For

25  example, different types and forms of databases can be used, and the invention can be applied to
data being transmitted. Additionally, the disclosed application for the encryption system, though

not described in detail, is for patient medical records. Because of their sensitive nature, the
encryption system is particularly useful for patient medical records. However, the described

. encryption system and method have applications to any type of information including bank

30 accounts, internet customer accounts, and others whether they are transmitted and used in the

Internet context or simply in a CPU context. It is, therefore, to be understood that, within the
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need to break at | east one 1024-bit system key. Al of which nust be
performed wi thout being detected by the KAM 90, or intrusion detection
sof t war e Wi denz03sb® security domain. |If a hacker attenptPCTros2davaskesad t he
i nformati on database 62 and attack the SEK' s, the hacker will have to

break many SEK's to obtain a single custoner's record,. and becauseft tﬁa
hacker widope loif Kiag gppeafed slrimnnibishingartionemey degyacticsd qthepasg an 3 gpeciiically
custoner, the hacker wilLl..like : ' ¥ Bms.
obt ai ni n%“?’itlﬁ%ﬁd’ §P§ g‘fee%/r\fg%%t%o&é rﬁo}s{ i f%g g%%trg?tp&fgﬁdgg?g?ﬁ{egsﬁ?nﬁf ttﬁﬁeIﬁ pgfjl??orrer s'
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dependi ng on dat abase size. |If the hacker also attenpts to and successfully
downl oadsierit asedntependeftlom t he security domain 22, the hacker will have
to bréeak the even stronger 10 asymretric system keys to decrypt the
SEKID s. If the Mcrosoft Crypto APl is utilized, the hacker would al so
have to Eﬁ%‘SAﬁY EKM certificate asymretric keys, which also are
pref erab -bit keys. To avoid having to break the system and EKM
keys, the hacker would also have to steal the certificate stores. Because
t he syst asyandtriekiékByaypli@:only found in the smart card readers 52, 54,
(they are del ahedcfyption aystennimehichehodata is. eacryRnd with afirsiquplic Fppanbdqenrptad
woul gh essent i Jlithya dBevtrl privagslkdy. physi cal access to the smart card readers
52, 54, and reconstruct the security domain 22 and sinulate systemrun
tinme. Th%&?tgibﬁteyﬁiglqg” Il i nk dynam ¢ key manager for use in conputer systens
aba

wth da S gioLRgse@f encrypted data and method for
storage and rg{%«%{/&%{bﬁfﬂ%ﬁ%@ypt ed%aata is disclosed which utilizes an
encr

tion key .identificati iIcrypted by a system key and a 20 hashed
syst B k SIBMI%Q%P%T%’F E%Lﬁg associ ation W th encrypted data it inhibit
unaut hor i zed ActEERODER ipfihe opIRpy ?rﬁé(f:g%c ?88@}%%%“1 D6 SECUT e en ﬁti on
of data at rebusinesoEplpRcqollgng e YIS ‘g@?gﬁaﬁauwiglror%blﬁogé i ons
of this invenehoppthdve been shown and described, it is apparent to those
skilled in the art that many other nodifications and applications of this
i nvend i o@eifcapOdandyee (WMHhout departing fromthe inventive concepts
herein. For 2% oaxaRPhesysthni key PHI rdlatpdspastibng andsommudatt asthsthe privise used,
and t he i nvenik@imicsRauleriapREp&diHlOfor datimghad verifyimndigitalt edificAddifor thaal | y,
the discl osed &hik%?é.i on for the encryption system though not described
in detail, is for patient nedical records. Because of their sensitive
nat u?g tﬁ@ C{,ypti on systemis particularly useful for patient nedical
r ecofds. Eﬁ' t[tgjte%?gescri bed encryption system and net hod have
applications t&°BRPFYIA% of information including bank 30 accounts,
i nternet custonmer accounts, and others whether they are transmtted and
used in tdHess: | nternet context. or sinply in a CPU cor}t xt, It is, therefore,
to be under st dwgordieg to akjeciopicnisd ppogramming, a category of objects.
30
Database Adapter (DBAD):
Software component, which allows the security domain components to save and retrieve

data on various types of databases and multiple databases.

35
Data Encryption Standard (DES):
A symmetric-key cushion method using a 64-bit key.

Decryption:
40 Changing data from cipher text to plain text.

23



WO 2002/ 035329 5 PCT/ US2001/ 032089 scope of the appended clains, this
i nvention may be practiced otherwi se than as specifically described, and
t he i nvenwicomoi/e3set to be restricted except in the spiradr/ahoeins2@sppended
clainms. Though sone of the features of the invention nmay be clained in
dependency, each feature has nerit if used independently. GLOSSARY
Asymmet rDigitde@eriificatypt i on: An encryption systemin which the data is
encrypt ed Wi t An attddhtrent foubi dlectiomjc mpshaghetsed Seresgourity undsesn A &aurd digitalat e
key. AttributetHictdinclulecadréfiany holledafmmstioma publia ey bheesrtifigde Byusrnans
Logi ¢ Conponeft &-Bl Ghimbér £ fROdeificatd) t he conputer system accessible by the
cli ent to establi sh and change business rules controlling operation of the
?g/’; emcglﬁ%r\g?ﬁf%tn_ ﬁata will or will not bed encrypt ed. 20dCerti ficate Managﬁr

: t he syst I operations and comruni cates wit
the private @éertﬁnfsf%l ?E’Wg%&%ﬁ%tﬂétsfégg%dghsi ble for issuing and verifying
digital certificates for the system keys. 25 C pher Text: Encrypted data
d ass: 3BnasptmaderndMegagess (BEMet - ori ent ed progr ammi ng, a,category of .
obj ddts. Dat abasBwArkgeEIONEIRAIS)e COTRRUIHEY EoRe FBHREATIASHHDE FOF B AREPhign
security domekeysderipding gerserations sapbacingd arbetheeiagks. dat a on various types of
dat abases and nulti pl e databases. Data Encryption Standard (DES): A
symet r i gz KeYoleMEEd: 0N net hod using a 64-bit key.

The ability of a system to continue operation in the event of unexpected hardware or
15 software failures. Many fault-tolerant computer systems mirror/duplicate all operations.

General Security Manager (GSM): . '
A software component, which operates as a gatekeeper to the security domain and

performs hashing, encryption and decryption functions.

20
Hardware Random Number Generator (HRNG):
A device used to generate numbers randomly for the SEKID.
Hashing: . .
25 Generating a number from a string of text that is substantially smaller than the text itself.

The hash value is an irreversible encryption in that the resulting hash value cannot pe
reversed. The hash value or integrity value is used for search queries and for security
integrity checks.

30 Internet Protocol (IP): _ -
Specifies the format of information and the addressing scheme for transmission of

information over the Internet.

Internet Protocol Security (IPSEC):

35 A set of protocols to support secure exchanges of information at the Internet protocol
layer.
IP Spoofing: . .
Attempting to make a message appear as if it came from an authorized Internet protocol
40 address.
Key:

A password or table needed to decipher encrypted data.

45  Key Auditing Manager (KAM):

24



Decryption: 40 Changing data fromcipher text to plain text. 23 WO

2002/ 035329 5 PCT/ US2001/032089 Digital Certificate: An attachnent to an

el ect r oni womsxesge2oused for security purposes. A typi calpadings20@032089
certificate includes certificate holder information, a public key, the
certificate issuer, and the serial nunber for the certificate. Encryption:
The transl at i gRim@findat activetandn leedoat altBES ahSK)poparatictsyvitbthe goiity d
10 A sof t war e 15e5Pe[aefRitidligo eaimettebassy shenliciehamtrulmnages t he session
encryption keys including generation, replacing, and other tasks. Fault

Tol er ancg; ﬂgﬁ QMAnLd Picrdsystemto continue operation in the event of
unexp, Ct]gay {Tﬁ ‘“ﬁr %tgé % - SRELYALE L ahh Héa%ﬁvat'é@%ilfe@gEK’rs% ﬁl"t&ﬁﬁti\?e@ﬁﬂk%ser
syst mrr %ﬁlh\ﬁ% al 1.6 rar'{el O] ues%f'gz{lf“ Security Manager (GSM: A
software co O BB A s A Y YA ekeeper to the security donain
and perforns hashing, encryption and decryption functions. 20 Hardware
Random Nufetnery Geidbat or (HRNG): A device used to generate numbers randomy
for the SEKI Ratdwshacrgss m@HoGenerating a nunber froma string of text that
is supstantially smaller than the text itself. The hash value is an

i rrever spRkRsemesasps (MIMI)N that the resul ting hash val ue cannot be
reversed. Theahashysahiss fofction! @eddikg/thued tkes 8 mesetetod comerts it igtee fived and

for security sthﬁ%%gﬁir%w, ARECHRd 2 3kstdpbaliggt. Protocol (1P): Specifies the

format of infornation and the addressing scheme for transm ssion of
i nf OHmt 'bgjréctover the Internet.

A self-contained entity consisting of both data and procedures to manipulate the data.

Object Oriented: . ' . '
Refers to a special type of programming that combines data structures with functions to

20 create reusable objects.

Plain Text:
Unencrypted data.

25  Public Key Infrastructure (PKI): . . N
A system of digital certificates, certificate authorities, and other registration authorities

that verify and authenticate the validity and identity of parties involved in Internet
transactions.

30  Secure Hash Algorithm (SHA-1):
Another one-way hash function.

Secure Key Database (KEYDB):
A database inside the security domain on which the SEK’s and SEKID’s are saved.

35
Secure Sockets Layer (SSL): _ ' .
A protocol developed for transmitting secured information via the public Internet.
Session Encryption Key (SEK): N
40 A rotating and dynamic encryption key used to encrypt data entities.

Session Encryption Key Identification (SEKID):
A randomly generated identification number for the SEK.

45  Smart Card:

25



I nternet Protocol Security (IPSEC): 35 A set of protocols to support secure
exchanges of information at the Internet protocol layer. |IP Spoofing:

At t enpt i Ny Mozredse29a nmessage appear as if it cane from acTak2bh@ridzesd
Internet protocol 40 address. Key: A password or table needed to deci pher
encrypted data. 45 Key Auditi nq@g/ana .. 24 O 20 2/ 0%15%,[

PCT/ US2001/ 0326881 Mecmemi dsvieha tthsaéﬂ&mflatcr?%caé%&?{ ¢ ‘i‘mﬁ Iome BigRory-
oper ati ons Wwiltinay ivesladei dni integtatedsaredit. al arms and notifications to recipients
based on poli CI es and rules. Key Lifetinme Manager (KLM: 5 Mnitors the

SEK' s f(gr lodeactivates expired SEK' s or alternatively flags
SEK' g to %&@ yhiRnt RSy G daAUS shorgted ahd dedptad withRAIYgle Random
access rrermry ssage Digest 5 (MD5): A one-way hash function, meaning

that it fakes,a nmessage and converts it into a fixed string of di gits,
al so calVé§ “";K ffessage di gest, sel g t@ai ned entity consisting
of both data%ﬁmﬂf%g@atﬁ% fcb Bﬁ‘?g?%y?thg ]&“ﬁﬂ Obj ect Oriented: Refers
to a special type of programm ng that conbines data structures with
f unqoi orﬂystemKQﬁC@nmeeT\Iamé%l‘écgUobj ects. Plain Text: Unencrypted data. 25
Publ i ¢ Key | rfystsi keicdigital qeridicpte sarighmmeler 6nd gitjeqt SPMEVRIM % at es,
certificate authorities, and other registration authorities

System Key Manager (SKM):

Manages the system keys including generation, verification, and other tasks.

15
Virtual Private Network (VPN): '
A network constructed with public wires connecting nodes.
X.509: o '
20 A widely use standard for defining digital certificates.
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that verify and authenticate the validity and identity of parties involved
in Internet transactions. 30 Secure Hash Al gorithm (SHA-1): Another
one-way hwxieobuesssison. 35 Secure Key Dat abase (KEYDB): Adarsbass2isasi de
the security domain on which the SEK' s and SEKID s are saved. Secure
Sockets Layer (SSL): A protocol developed for transmtting secured

i nf or matywapA'YiIs ¢hAIMED I$: | nternet. Session Encryption Key (SEK): 40 A

rotating and dynam c encryption. key ysed to .encrypt data L j
Encryptibn Ked qoam\%qrfﬁeé%%ﬂ‘owe @EKF%;J‘?ngr %Ha%ﬁ?% Sé%‘ﬁ@‘?%tf‘gﬂgq’%g%ﬁfﬁ%g‘;@%
nunmber for the S ggtrn]‘[ lBmpASin¥O 2002/ 035329 PCT/ US2001/ 032089 A
smal | el ectro‘%t%%%e(\#g%ga ouctt&?ﬁemgi zgg\gf a credit card that, contai ﬂs,

el ect roni ¢ mesmeast ond atmeytityrentrygteddry dticastpns engryntion ey, theyairettity hgays at

Encryption: 5 An encryption systemin which the data is encrypted and
decrypted with a sieﬁﬁloélelﬁﬁa}‘?h%;’s%t uF@ef}r.léA PKI key that is used to encrypt

and decrypt the, SEKID. s SY'S : AiokOMth Sestdetn ketity and
di gi tal certigf][i &eﬁlf;teogeer?ng%%ﬁg}{nb%%n Ylgu 1{8352?1 (l\:%gn@r:)aﬁlgﬁane. 15 System ﬁey
Manager (SKM: Manggespbidingiosthe mmdegytson keyl udi ng generation, verification,
and other tasks. Virtual Private Network (VPN): A network constructed with
public wires connecting nodes. X 509: 20 A widely use standard for

def i ni ng, di gi {pl c&ﬁfiﬁt%; 58488 medium according to claim 1 wherein the at least one encryption
10 key identification is encrypted by a system key, and the database structure further
comprises a system key common name corresponding to the system key, and the system

key common name being stored in association with the data entity.

3. The computer readable medium according to claim 2 wherein the system key common
15 name is hashed, and the data structure further comprising a system key common name

hash value stored in association with the system common name.

4. The computer readable medium according to claim 3 wherein the system key common
name and the system key common name hash value are stored on a separate database

20 from the at least one data entity.

5. The computer readable medium according to claim 1 wherein the at least one encryption

key identification is encrypted by a system key.

25 6. The computer readable medium according to claim 1 wherein the at least one encryption
key comprises a dynamic encryption key, and the at least one encryption key

identification comprises a dynamic encryption key identification.
7. The computer readable medium according to claim 1 further comprising a plurality of

30 data entities encrypted by a plurality of encryption keys, and a plurality of encryption key

identifications.
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26 WD 2002/ 035329 5 PCT/ US2001/ 032089 WHAT IS CLAIMED I S: 1. A conputer
readabl e nedi um cont ai ni ng a database structure for storage of encrypted
dat a, thewdetoabesss29st ructure conprising: at | east one datc@a/eswoios2mocrypt ed
by at |east one encryption key, the data entity having at |east one
searchabl e attribute; and at | east one encryption key identification in
association with the data entity and corresponding to the encryption key.

2. The conputer readabl e i um.acc P 0.6l Ak i e oRtndredsdn
one encriptio e%‘ﬁl@? rF%ﬁgaﬁ?el linlggélgﬁll %%g]ild@gge{noccﬁlg%? Zg@ %{/Mg%ges%ly reatrlrlllfsﬁgy, e;%% t he
dat abase str %‘e&rh’ r Bofipidd Qyna@ier drkeyptians ksys makeytheo phumlityarsd  enerypéponkiyng
to the systemkey, and the system key cQ n {égme bei ng stored in

associ ati on vﬁbﬁlﬁmomﬁﬁidwam@.en%ug’ggﬁﬁ pificaigl$ e medi um accor di ng

to claim2 wherein the system key common 15 name is hashed, and the data
structure further conprising a systemkey comon nanme hash value stored in
associ atg on wWitdcdhgutey eh@ible aipdiun necteding. to Blemcowheatear theededa birectwsdiugther

according to claim3 wherein the systemkey c na d the system key
common nane hestprisgs wepluradity b rhash galugs %Héﬁé&bngggieaﬁﬁ a%% at%ﬁ%lﬁ?%/ﬁgwgg 4
| east one data entity. hSaSh];QRlecorrput er readabl e nmedium according to claim1

wherein the afoTPEREAMERE encryption key identification is encrypted by a
system key. 25 6. The conputer readable nedium according to claim1l wherein

the at | east one encryption_ key. conprises a nam ¢ encr ion Kk

the 1& | Bast Bh@C@nwtyrptqaé%blkWdquaéﬁ?qféﬁn&%ic%m?gﬁéﬂ%ﬁeg&% sufitite ifler

encryption keyod GenL bieabhOMcetity HfibsePHBeiaiGRdablR dRdbumyaccording {o
conprising a

claim1 further risin plurality o 30 data entities encrypted by a
plurality of encryption keys, and a plurality of encryption key

dentif] %ﬁt ! O'rl.lﬁé CC%I’lel\ﬁgr rzegggt{lg?ﬁ?e %ugmIzl%;ro/rh{%zgotglclla%?ﬁzp%erein the data structure further
comprises a security key attribute of the data entity, the security key attribute including

15 the at least one encryption key identification and a system key common name.

12.  The computer readable medium according to claim 1 further comprising a first database
including the data entity and encryption key identification stored thereon and a second
database including the encryption key stored thereon.

20
| 13.  The computer readable medium according to claim 12 wherein the first database further
includes a systerﬁ key common name stored thereon, and the system key common name

corresponds to a system key used to encrypt the encryption key identification.

25 14.  The computer readable medium according to claim 13 further comprising a security token

including the system key stored thereon.

15. The computer readable medium according to-claim 14 wherein the security token
comprises a Smart Card reader.

30
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8. The conmputer readabl e nediumaccording to claim?7 wherein the plurality
of encryption keys conprise dynam c encryption keys, and the plurality of
encrypti owdkmy2/03se®nt i fi cati ons conpri se dynam c encryptRCImUSeey1/032089
identifications. 5 9. The conputer readable nediumaccording to claiml
wherein the data structure further conprises a plurality of hash val ues
wi th eacly of Thec sepiiehablislaiictivutesrdiayingam lozdremspéﬁn@lﬂﬁ@ﬁt 988 g P iien
10 10. The conputer readabl e medi um according to cl.aim1l wherein the data
structure furkdpeidentifnation sesiorse ap anatriie of e dgtayYat tri bute in
association with the data entity. 11. The conputer readable nmedi um
according to claim1l wherein the data structure further conprises a
securityjkey @hé colpiiter @hdithenddivan ewbidiyg ta Hains &oheraly theedeta ettty pemprises a
including 15 the at |east one_enc ion key identification and a system
key conmon nagta obiect heyangmPRYTALLY °£é e nmedi um according to claim1
further conprising a first database including the data entity and
encryption key identification stored thereon and a second database

i ncl udi ngst heTROebypticoReddableahatien dcherdgrnto daim 3. further ewmpriping arsgernaoiaie

medi um according to _claim12 wherein the.first t abase .f ur i des a
syst em key coRmHN IHAWENE ﬁ%?té‘lml"’tt?fetﬁ% SRETYRERY Keﬁﬁngsléet %@ﬁ’éﬁﬁ’%é%meﬁ tllrflig%%dﬁ'
corresponds to a system key used to encrypt the encryption key

identification. 25 14. The conputer readable medi umaccording to claim 13
furtfer ¢onprirht rgmpuse ceadably mesken actordingdd eipimhks whereEnihreyeandodaiy entity 1s

t hereon. 15. The conputer re I di um accar,di i,m 14 wherein
the security FOREHON LEPRRASEET St S0 AR g P B4RV T1 02, 08056
PCT/ US2001/ 032089 16. The conputer readabl e nmedium according to claim1l

wherein the at | east one encryption key identification is stqored as a(ﬂ
attribut @oof flhe coetpatesmeidaple medinmhecceriimiceplape d BENEr AYBPEHNES AEFAIhE R o

claim1l wherein.the data, entity ¢ ' 5 HEGT By A cond
Bl aral ity of SR Baraeet P8¢ iereR bl Rey gt isPoRblEG ety blnd « o
clai gl furthgg GRMMRY beiiPgedaskaofdotthbacryption key identification corresponding to the

second encryption key; and wherein the at least one encryption key comprises a first

encryption key and the at least one encryption key identification comprises a first

encryption key identification.

20 21.  The computer readable medium according to claim 20 wherein the second encryption key

identification is stored as an attribute of the second data entity.

22.  The computer readable medium according to claim 20 wherein the first and second
encryption key identifications are encrypted by a system key having a system key

25 » common name.

23.  The computer readable medium according to claim 22 wherein the system key comprises

a public system key.

30 24.  The computer readable medium according to claim 22 further comprising the system key

common name stored as an attribute of the first and second data entities.
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entity including as attri butes the encryption key and the encryption key
identification. 10 19. The conputer readabl e nmedi umaccording to claim 18
wher ei n t We® ®er@sskodata entity is stored on a separat e ARCIsb@d3cisbabase
fromthe at | east one data entity. 20. The conputer readabl e nedi um
according to claim1 further conprising a second data entity encrypted by
a second encryption key, the second data entity having a second 15

searchable attribute, and a. secqnd encryption i j fi i ion k
cor r espddi ngTheOCOFIHéltersréﬁ‘??%’ée B ]r‘%f“fc(?ﬁé{ﬁ%;tﬁ clap bv(\)h‘gﬁgek%frrll {g1ﬁgﬁgt?é}1cgy T ong

encryption k%ﬂexﬁgﬁﬁﬁ&?% &C{,}hﬁﬁ by€RCHiMPisiaBmk &yy,and tthe setondeaatryptien key
encryption key 1dentitication conprises a first encryption key

i denti fi cati gdentZTdadn isEmeryptadiyt esecorbeyalsiekeiedi um according to cl ai m 20
wherein the second encryption key identification is stored as an attribute
of tAe second data entity. 22. The conputer readable nediun1acc;£dingd;2§
claim2 er-gj ' REDE ordBiE foy §1hin® DO keherdinl ehnt fifst ead Fawos

encr ypt %(?\mby Fgﬁeg@og@rtﬁkﬂéédaﬁg?ﬁgﬁgpsyst%key 25 conmmon nane. 23. The
conmput er r eadabities eedainimfaooatia fogan deidiAC2IORBer ei n t he system key
conprises a public systemkey. 30 24. The conputer readabl e nedi um
according to claim22 further conprising the systemkey comon nane stored
as an at47i bupige ebmbhiRr frddableanddnac assrdiag aoetibint i26s wha@in\he? 6o/ G5 3R0ty
PCT/ US2001/ 032089 25. 'The conputer readabl e qu%un1%%ﬁgrdin to claimz20
wherl@i n t he féangtinemedigpk pasienkeyme inferratione ag §eORn 841G SRRY HRPFAT 1HPS
system key, and. tpe econfd ear&cl:orrypti on key identification is encrypted by a
second systenli’aé’@?.a TS IIPHE cofrput er readabl e medi um according to claim 20
wherein the first and second data entities contain information for an

i ndi vi dual custoner. 27. The conputer readabl e nedi.um accordin 0. ¢l ai 6
wher ei n 2he f Areompiitaraeadsblodata TansEusiiof MEIHEYT R & %Stﬂlﬁﬂgetfor Rkt
i nformation, d.th ntity contai ns nedical patient address

i nformation. ggajéfggﬁgﬁﬁggﬁg%%§g§%§'data transm ssi on nmedi um contai ning a
dat a; st r uct ur g k% ofe ditiphaty endatpted tyha lemt ane enanmtisnekeyothgrdata ¢ty having at

least one searchable attribute; and

at least one encryption key identification in association with the data entity and

corresponding to the encryption key.

20 29. A computer readable data transmission medium containing a data structure for encrypted

data, the data structure comprising:

a plurality of data entities encrypted by at least one encryption key having an encryption

key identification; and

at least one system key common name corresponding to a system key operable to encrypt

25 the encryption key identification.
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15 at |l east one data entity encrypted by at |east one encryption key, the
data entity having at |east one searchable attribute; and at |east one
encrypti owckmy2/0xemti fication in association with the datcGa/esmwotos2esad
corresponding to the encryption key. 20 29. A conputer readable data
transm ssj on di um cont ai.ni n . t ALk E P bR VBt 8@ra Bendritfted
data strdture CONBFPSTH ?bq%%dz?g%ﬁtﬁﬁ%ééjgata gntlgtl es encryptg:}gé by at

| east one encpyR!heBatiBiseRBUbtE: MpeRAIgypti on  key identification; and at

| east one system key common nhane corresponfii ng to a S\é.st%m Ee\é oner abl %ti&?
encrypt 25 t hplualdyygftdatsnerkisips FerayRied ¥ 4t 1585, On§ PGP oy 5FY) 38328 4nt clicty
PCT/ US2001/ 032089 30. .A %.grrgut eramjieadabl e nedi um cont ai ni ng a dat abase
structure for stor 8%%“?“ 1r"ﬂftrlgfi’jted data, the database structure

conpri si ng:  axPlhkt ahk kystéth kdptemenhinkinesoaserondingdo kysysteml leysiperabés to encrypt
encryption key having an encryption_ key identification, and 5 at |east one
system key common themncomtion $gpHPhEcaitha syst em key operabl e to encrypt
the encryption key identification. 31. The conputer readabl e nedium
according to claim30 wherein the data structure further conprises the
encrypti gn keyhi dempifer eaidable mddul 2ccoFiimgdonprmet0 wherdiabthe dagditgture further
according to claim 31 whereipn the, n%r§ tion key identification is
encrypted by ?%P@%ttb"rrﬂkcélﬂ?tm@é‘fey'l’%é‘ i %ﬂﬁi‘rer readabl e nmedi um according to
claim30 wherein the plurality of data 15 entities includes a first data
entifg encrypted by the at |east one encryption key and a second data
entity engryptied dynputaecadsblennediphi arvokdyg tardaifiu Bl hwherebhta SneRYPEOT ikext

encryption key identification r respondi to the at | east one encryption
key, and a sé‘i@ﬁgcgwlﬁﬁwr&ﬂteag’yﬂ%%ﬁ{]%?%ati on corresponding to the
second encryption key. 20 34. The conputer readabl e nmedium according to

claim 33 wherein the system key common nane conprises a first systemﬁrgg
conmon nage caheespondemipatable hédign aspending fee plaim g3y Whgeeipy dhe PErAfY ta

furt ffg roconpr Ie%{iggs %nb:?udeeg %ri}{@% 42 elﬁﬁ%/ érgc%éci "09%& qp 1ea¥,\4161‘fer16ﬂc§y1?tid(d f((%l and a
second data entity encrypted by a second encryption key, and further comprising a first
encryption key identification corresponding to the at least one encryption key, and a

second encryption key identification corresponding to the second encryption key.

20 34.  The computer readable medium according to claim 33 wherein the system key common
name comprises a first system key common name corresponding to a first system key,
and the data structure further comprising the encryption key identification, which is a first
encryption key identification, being encrypted by the first system key, and a second
system key common name corresponding to a second system key, and wherein the second

25 encryption key identification is encrypted by the second system key.

35.  The computer readable medium according to claim 33 wherein the plurality of data
entities includes a third data entity encrypted by the a third encryption key, and further

comprising a third encryption key identification corresponding to the third encryption

30 key.
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encryption key identification, being encrypted by the first system key, and
a second system key common nane corresponding to a second system key, and
wher ei n tWe® mer@3sky 25 encryption key identification is rmuSepiad2dsy t he
second system key. 35. The conputer readabl e nedium according to claim 33
wherein the plurality of data entities includes a third data entity .
encrypt egs. by tHcompubéreadabryptiimnceeyingdn ¢lamtehereindhphishisaeend, fi fhird
encryption key identificatjon correspandi ng,tq,t third encr LoA o 3
key. 31 WO 2003 GBEHeD Wué@mﬂ@%g‘ T P qﬁrgtrrglﬁ{aere B {Bhfihe Sme
according to .clkajm. I dvi e @0 Bfkity addtaiding dddrdatiafentation der
pertain to ar%%lkoﬁ-@%?rglg% \%ﬁ%{ﬁﬂidﬁ%, gﬂiersz%onc(ll:ta ent |}_Ity contgai ni r}g name

i nformation fie fnheidudi whduhe  thirhedate cotity dantieng  teAppheset BHATYI0R dite the
information for .the individual, and the third data entity contai ning

t el ephone i nfiBfivi#dabn for the 5 individual. 37. The conputer readable

medi um according to claim30 wherein the system key conmon nane i s hashed.
10 38. The conputer readable medium according to claim37 further
conprisify a Thysé@npikeyreadailamediin godondiha di plgim 36 Reseiahk 851D ARH T ORARD
and the system key commpn name hash value. 39. The conputer readable

medi um accor dP4aee isdaghesi m 38 wherein the plurality of data 15 entities are
stored on a first database, and the system key data entity is stored on a
second database. 40. A nethod for storage and retrieval of encrypted dﬁlt a,
t he Tt hesl colhe campater readehly prddign aceradimgdntalaip H fuathen CORERSIPE 20T Siey <oy
havi ng an encryption key .identification; i inkon sk
storing the eff#f fﬁ&“iyoWCﬁlQ&Pgi tgag SYTFR Sy icgrr]nn%c?]n gérg%gﬁ(gtt }?%%S\?\?I% %ef Egﬁﬁ(ﬁaﬁna
entity. 41. Thanmijeod according to claim40 further conprising:

requesting a data mani pul ati on using a searchable attribute; 25 searching
for matches to the searchable attribute; searching for the encryption key

\l/JviSE[ Eg ‘ ng%ﬁgfgé ;[cl(c}ﬁlrf)lg %yregéja%% et 1208brdAB%o 8RN V3R WSkl tredpfupal RISt data
15 entities are stored on a first database, and the system key data entity is stored on a second

database.

40. A method for storage and retrieval of encrypted data, the method comprising:
encrypting a data entity with an encryption key having an encryption key identification;
20 storing the data entity; and

storing the encryption key identification in association with the data entity.

41. The method according to claim 40 further comprising:
requesting a data manipulation using a searchable attribute;
25 searching for matches to the searchable attribute;
searching for the encryption key using the encryption key identification; and

decrypting the data entity with the encryption key.
42.  The method according to claim 41 wherein requesting the data manipulation comprises

30 requesting a data update of new information, and further comprising encrypting the new

information with a second encryption key.
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42. The net hod according to claim4l wherein requesting the data

mani pul ati on conprises 30 requesting a data update of new information, and
further cwguonzoasgeoencrypting the new information w th PCTSES200MCD32088r ypt i ON
key. 32 WD 2002/ 035329 PCT/ US2001/ 032089 43. The nethod according to claim
41 wherein requesting the data mani pul ati on conprises requesting an
addition of new information, and further conprising encrypting the new

informatjon wth a,secon Y4k i estidpethaRtatioshagipaatidh ngnipoises
claim 41‘1%e\r,\1éki‘enm1¢g‘8§ea§?&%gl%tq he&%}gﬁt 21 }}m;%ir%‘ﬁfﬂ“ﬂ o-r?ggtorrpr i _s,esﬁl(pr equest Ftrrl)gl
view ng of cukefdting ahadditionost, new dnformatiney and dpihesi CRFPESEIS) I gy fhe hew
viewed information with a second encryption key 10 45. The net hod

accordi ng to isfamatignwiia Keend PP g encrypti ng the encryption key
identification with a system key having a system key common nane. 46. The
met hod according to claim45 further conprising storing the systemkey in a
secur it y44.okeDhe Akthbd. actheingetohdainadt ovhereiy requesting the 45t Hap, a“@BrPﬁP%/P&Sﬁsg:
requesting a data nmanipul ati.on usi.ng a searc I . i r
et ches o { HEASEHPE NPT ES aF Prrn SRR Ao P SRRl Sronpadl eidved
system key coj RAE%ith 2QcHREEMP)tRE Kehe encryption key identification
with the systémkey; searching for 'the encryption key using the encryption
key identification; and decrypting the data entity with the encryption
key. 48. The net hod cordi.ng .t o,cl ai I A I ké®n
key Ti0dentd-fi chbs sHfth aﬂﬁof‘hng f f%?lglm4g]ef§g%%wn§c{rn?%r§§£%§%r ﬂ%%éﬁ{ﬁréﬁg)ﬁwp P
encryption ke;qehgﬁgh&iioflkﬁg{&@@témké‘yl@avsﬁgsiemermldwfcmmhexyname. 49. The nmet hod
according to claim48 further conprising decrypting the encryption key
identification with a system private key. 33

46.  The method according to claim 45 further' comprising storing the system key in a security

token.

15

47.  The method according to claim 45 further comprising:

requesting a data manipulation using a searchable attribute;
searching fof matches to the searchable attribute;
searching for the system key using the system key common name;

20 decrypting the encryption key identification with the system key;
searching for the encryption key using the encryption key identification; and

decrypting the data entity with the encryption key.

48.  The method according to claim 45 wherein encrypting the encryption key identification
25 with a system key comprises encrypting the encryption key identification with a system

public key.

49.  The method according to claim 48 further comprising decrypting the encryption key
identification with a system private key.

30
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WD 2002/ 035329 PCT/ US2001/ 032089 50. The net hod according to claim45
further conprising storing the system key conmon nane in association with
t he dat a wat100y0355%. The met hod according to clai m45 frdImes20@aspIsysi ng
checking for expiration of the 5 systemkey, and upon expiration of the
system key, discontinuing use of the systemkey _and generatin nd usi ng a
new syst &m keyhe bthothsccoetitptb aletoridi h@rocm@}ilmmwflagtth%FY%%Hgﬁei‘/sﬁomj“

upon expiration of the syste ey retai ning the systemkey for decrypting
previ ously en@%fy%tws%ﬂéﬁl%‘?ﬁ% ea(p e@%’?i dentifications. 53. The nethod
according to claim40 further conprising encrypting the encryption key
identification with a system key having a systemkey co n.name ashi

the systsm k&Ye mosthoh apemding go cleint 45 Fughert @WW@}“&SH%D%Q%engﬁOQ/é\f lr}g?
and storing the 15 systemkey co n SEe BBV R ofahdI§ystdin key
assod ati on wYSFHR Ilfsy aupgﬂtelxpwtl%fmggyﬁe%h%’ glccorldi ng to clai %I 53
further Comrgﬁdgﬂieraﬁ Gpe sinB G rRwldstntiedgi pul ati on using a searchabl e
attribute; searching for matches to the searchable attribute; 20 searching

for the system key conmon nane using the system key hash val ue; searching

for the system key usjng the . ﬁﬁé@p gggiﬁlr B iof ehet ¥€tem key,

encryptié ; ke;LzPhF&étl]i‘?df?cggﬂl%%\ﬁ%lﬁ%ﬁg&sh%g%ey, s%narchiagg for tdggt 4

encryption Keyeihisiddg thbe sgsany ey ofork algciygeng i preyatiskyn; enanpiedd edepptiong kehe
data entity with the encryption key. 25 55. The nethod according to claim

53 further congamkiicaigpngerifying the systemkey with a private certificate

authority, and performng an integrity check on the system key. 56. The

met hod according to claim40 further conprising checking the encryption _key

for 30 eXpir athcoRethdd AEARR2I0BERR SHOPOTHESZONDIiOBZ09rPAng The chEtyREEN key
according to claim56 further conprising upon expiration t |

key, generati n@er&lﬁﬁéwféWHF)?p%’?tﬁﬁ%WaﬁH&i %g"SQFH“ E%’p?%?ﬁog rlil%%‘gt g?,%h?%t ?‘?Eﬁtﬁg
data entities key common name to create a system key common name hash value, and storing the

15 system key common name and system key hash value in association with the data entity.

54.  The method according to claim 53 further comprising:
requesting a data manipulation using a searchable attribute;
searching for matches to the searchable attribute;

20 searching for the system key common name using the system key hash value;
searching for the system key using the system key common name;
decrypting the encryption key identification with the system key;
searching for the encryption key using the encryption key identification; and

decrypting the data entity with the encryption key.

25
55.  The method according to claim 53 further comprising verifying the system key with a
private certificate authority, and performing an integrity check on the system key.
56.  The method according to claim 40 further comprising checking the encryption key for
30 expiration.
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usi ng the encryption key, decrypting the retrieved data entities with the
encryption key, encrypting the retrieved data entities with the new
encrypti owckmy2/088Dring the retrieved 5 data entities. PE8vUSEhe@/a3ishod
according to claim40 further conprising hashing searchable attri butes of

the data entity to deterni ne data i attri bute hash. LN
the dat &7ent imyym@tbcrd agegrdiag 19 ﬁl%@égﬁlﬁﬁ%o%?%ﬂﬁﬁ’gt‘f?é’naﬂg‘pg\%’#?tﬁ 3@%85@8% °

The method accordi ng.. | é?g&fk ﬁm{m% hifgion dasUesiciing datalentities
mani pul at i on “G%i %e&egatléggf% ag‘}le tiltriébystae; ash)i%png the searchable attribute

to create a sgmigahekheypidr kdytdectypshg thel ngbrieved dalacmititigs Pt the CRHYBULH X Ehe
searchabl e attribute hash value, 15 searching for the YRt 1SJeRg
t he encrypt i enciyeiing H@n‘temqvé‘é;ﬁ?@n?n%élﬁﬂ Wéﬁ"t tvlgf %‘é{t %Cwslﬁgq{eﬁ{é&gﬁggﬁﬂg?%ﬂh@fey,
decrypti ng Hheade%tti?i %nti ty with the encryption key. 60. The met hod

according to élfalmﬁ further conprising transmtting the data entity over

a data transm ssion line, and wherein encrypting the data entity conprises

encrypting onl 20 a portion of the _data entity in.accor i
busi nes$8 ul él:h%ame_:thqd]@c%ﬁgh%@ cg@%ﬁg : CEBOIBP%fflﬁg h@shfrhgr %e}%gc;?lg@g %[ﬁe@gf the

a
mprisin

generating a C{é)lﬁyav? I}qﬁqz E)Cy gétgﬁ}ngggta difity Sathtd!aan vaRksiaaa stozmeghifle ddiacentit haxti

according to urther conpri'sing generating a new encryption key
for each useryafigksii®mssofationwith e dedalertzor di ng to cl ai m 40 furt her

conprising retrieving the encryption key from a separate database, and
decidQpting the data entity with the encryption key. 30 35 WD 2002/ 035329

PCT/ US20Q1/ 03208 : 1 HeRdorhprisih@l m 40 further conprising
g%g h esﬁje r%et%?d aJc%Ecggggcgr&ggﬁ@g%_ ef@orhPrisih@

auditin ncrypti on lesired event. 65. The method according
to claim40 waghdting b detacadrapwation ysiegwiseardeblgeitohuleey 5 identification

are stored in a first database,., and further c LSl i .t he
encryption Keaghing the %eé’@%‘ﬁ e HPBW%?S%?W 52 S’Fﬁrgﬁérrgg% ht(?) ﬁggggﬁ?%’t o claim40
further comprissifmSBFRYRLENG the Sc@ablRitinpltckash valuc;

15 searching for the encryption key using the encryption key identification; and

after retrieving the encryption key, decrypting the data entity with the encryption key.

60.  The method according to claim 40 further comprising transmitting the data entity over a
data transmission line, and wherein encrypting the data entity comprises encrypting only

20 a portion of the data entity in accordance with a business rule.

61.  The method according to claim 40 further comprising generating a new encryption key

for each user session.

75  62. The method according to claim 40 further comprising generating a new encryption key

for each user action.

63.  The method according to claim 40 further comprising retrieving the encryption key from

a separate database, and decrypting the data entity with the encryption key.
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identification wwth a system key having a system key common nane, and

mai ntaining the 10 systemkey within a security domain at all tinmes. 67.
The met howoemenoaddazyg to cl ai m40 further conprising: reayqumast2200g32sdat a
mani pul ati on using a searchable attribute; searching for matches to the
sear chab attribut.e: hj far Mpti.on:key j ; for a
encrypti %)AE keérf“ig‘ g‘éa’nlﬂdf %ngfdﬁrgfo &Iglg? f4 grﬁrﬁﬂ% ngﬁ)%{ﬁ g@:a%tl;&ctﬁg?ﬁ&gﬁhgﬁgey
encryption keygsiratt@dvelgcrypting the data entity with the encryption key. 68.
A method for retrieval of encrypted data at rest, the nmethod conpri sing:

20 requesting a data mani pul ation using a searchable attribute; searching a
pl urality.of bt : S s@ar blogii@t tihd b ption ke
obt ai ni nés'an gﬁ%fti}gﬂ)%néﬁiglﬁlﬁ?%etgﬂ&%%aﬁ gylﬁéf?fgigmﬁt%hgagategmgn:a?%i éeﬁsceyp ) Y
sear chi ng f or jdantieutioypiré sibrddey aufrisndptitase, end riyythdr conpeipingdtoring the gnwyntion
and decrypting the data _entities with the encryption key. 25 69. The

met hod accordk%glntaoseé‘l)@‘ﬁ%tﬁﬂsﬁurt her conprising: obtaining a system key
common name fromthe data entities; searching for the system key using the
system key common nane; decrypting the encryption key identification with
the systegn ke¥he 30:tHé aécordinpad dlaim dOofueber emmpnisng iceubting thnengrpplaen key
data, the nethod _fomri sing: 36 ’ﬁOOZ/ 035329 PCT/ US2001/ 032089 encr tt'hng
a plurality ofdeaabeAtoRYIEh &8ysfe Ken DR HRa f FRTCTRKSY GOREPAag e AU 2 alf?é@ ©
havij{tg an engﬁ){&ﬁﬁk%whﬁﬁqége%ﬁﬁ{yfd&ﬁéiﬁ%ut%@ii ng the data entities; and
creating and rotating to a new encryption key upon occurrence of a desired
rotation event. 5 71. The nethod according to claim 70 wherein the desired

event coppris begi nhi ng .@a new, .user.session.. 72, The nmethod according to
cl ai m 70°(her gﬁﬁn{eﬂr&)%naézg&d&g%&;@p @&g%tyfrscgglpgg&ghm ng a new

requesting a data manipulation using a searchable attribute;

searching for matches to the searchable attribute;
15 searching for the encryption key using the encryption key identification;
performing an integrity check on the encryption key; and

decrypting the data entity with the encryption key.

68. A method for retrieval of encrypted data at rest, the method comprising:
20 requesting a data manipulation using a searchable attribute;
searching a plurality of data entities for matches to the searchable attribute;
obtaining an encryption key identification from the data entities;
searching for an encryption key using the encryption key identification; and

decrypting the data entities with the encryption key.

25
69. The method according to claim 68 further comprising:
obtaining a system key common name from the data entities;
searching for the system key using the system key common name;
decrypting the encryption key identification with the system key;
30

70. A method for storage and retrieval of encrypted data, the method comprising:
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10 user action. 73. The method according to claim 70 further conprising
encrypting the session encryption Kkey identification with a rotating

syst em kewdmoi/0833® system key common nane. 15 74. A netdoadus2o01/8k@page and
retrieval of encrypted data, the method conprising: encrypting a first data

entity with a first ener i e L ' ; A :

identificati c?ﬁ?ry?ﬁ%gl Ly m%ﬁ{é' &?drag grggl?gk’@%tﬁc{t/;t{ tag@%X%%&}i&{}k}f}%bnekneg r}ﬁ)’ﬂgon

key identificati onmidhcAptiosikay idvntifibdtiont he first data entity; 20 encrypting

a second data entity wth a second encryption key having a second

encryption I@é;rlﬁgdbﬁﬂﬁtﬁieéﬁtlﬁséﬁf;ldstori ng the second data entity; and storing

the second encrypti | gdentdfi | ' bidr h Hbsiteh@ota a6 Bknt.
UL B8 i@l (DRI CETIRA D PSR ebatper o

data entity. Ing fo'claim74 further conprising
encrgpting the first and second encryption key identifications with a

system key having a system key co n nanme,. and. storing the system Kk
common ridne i Theanetbed aeGasaing;te ﬁlaﬂl}qg%f"f’}?%?méh%g%’i‘?ar?aelgégglpnéﬁs[ G g%ée%
WO 2002/ 035329 PCTéi 2001/ 032089 76. The nethod according to claim75

wherein the f15¥*4hd second data entities are linked and relate to an
i ndi vidual. 77. The nethod according to claim76 further conprising: 5

requesting a data nmani pul ati on usi searchabl.e .attribute.rel ati t e
i ndi vi du.; Ewanethpf goeBAnge eﬁé@%o&%@négﬁaﬁ%%eé{ e‘étt“tor“?%ﬁ?se{?%l%%qg iaﬁlgew
t he .l nked fiJgIt ( second data entities relating to the individual;

1.0 S fills .

retrieving the's em key common nane; searching for the system key using
the system key conmon nane; 10 decrypting the first and second encryption

key identificati ith th . ; hing for.the fi .
Y o St bty et SHILFTE Ry 2ERRERAEEAEShyhE G debtbn Aypiion

key identification with a rotating system key having a system key common name.

15 74. A method for storage and retrieval of encrypted data, the method comprising:
encrypting a first data entity with a first encryption key having a first encryption key
identification;
storing the first data entity;
storing the first encryption key identification in association with the first data entity;
20 encrypting a second data entity with a second encryption key having a second encryption
key identification;
storing the second data entity; and
storing the second encryption key identification in association with the second data
entity.
25
75.  The method according to claim 74 further comprising encrypting the first and second
encryption key identifications with a system key having a system key common name, and
storing the system key common name in association with the first and second data
entities.
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key identifications; decrypting the first data entity with the first
encryption key; and decrypting the second data entity with the second
encrypti owokmy2/03552978. The net hod according to cl ai m 74 Haarwsree1/03208pr i Si ng
encrypting the first encryption key identification with a first system key

having a_first, system key co nNane, I i

conmon nﬁm i'hheaé’?%m@zﬁqc l%ﬁnﬁa?lﬁ%?si“f sgg%éﬁ‘%ﬁgﬁ{a? ¢ %E&gnd{ a%ﬁ%?%ﬁ%gﬁ%éﬁ%
second encryp}jjaelde dndadtviddatati on with a second system key having a 20
second system key common nane, and storing the second system key conmon

name in association with the second data entity. 79. The nethod accordi ng

to clai 8 furthe onpri,si ng: I { g. mani pul ati on using a
searchabi atﬁ;ei %lﬁ{hé’%taggo 91%3g€%{1ﬁﬁ§%?%1ﬁ39§‘&’g%§' 25 searching for matches
to the sear chah&tiaklrdabitheniphiRged isigg b bearthabkedtriutestelating te tedndivitual

entities relating to the individual; retrieving the first and second
system key co ingafos matehes i e seprelable #ivite st and second system keys

using the first and.second.syst , -]gﬁ:‘ﬁalyzgtingthe

first encr ypt]%8?{1%*31?6?Wg?éjﬁ#%%ﬂ%ﬁg%d%tﬁgﬁg&f@?ﬁg?fgglem ey;  decrypting
t he second engryéiquié%ﬂlelgggtemd@ptcbﬁﬁmmm;wth t he second system key; 38 WD
2002/ 035329 PCT/ US2001/ 032089 searching for the first and second encryption

keys using t heeafohing fosthe SeEakEYSSEIRBE PYHEM KEY COHERR P Eat i ons: decrypti ng
the first data entift ' N - i x : i11rg- the
ﬁ?c‘,ﬂp&m\ﬁy@%‘ﬁﬁf‘ ah@Secbhd §ﬁcr§ﬂ%r%’%‘ i éi&ﬁ)ﬁ%o%gﬁth RGN ¥ 1RG;

second data e e second en n A coimput er “system
conpri sing: ageaedhéiigy Ririthe fika \andwecgdrenofyetiah keyd usine ther fitse aizch sexeod yepeiyption
key having an encryption_ _key identification, the encryption key being
operable to encrypieﬁéld@a’tlﬁcaélﬁpﬁty; and an information database operable to

store the datg. Ghiblatnt BAQ.ENGHKALAL 0N GRARHBRILP dndf or ali on dat abase

bei ng operabl e ore the encr Ion key i1dentification in
decrypting the second data entity with the second encryption key.
15
78. The method according to claim 74 further comprising encrypting the first encryption key
identification with a first system key having a first system key common name, and
storing the first system key common name in association with the first data entity, and
encrypting the second encryption key identification with a second system key having a

20 second system key common name, and storing the second system key common name in

association with the second data entity.

79. The method according to claim 78 further comprising:

requesting a data manipulation using a searchable attribute relating to the individual;

25 searching for matches to the searchable attribute;
locating the linked first and second data entities relating to the individual,
retrieving the first and second system key common names;
searching for the first and second system keys using the first and second system key

common names;
30 decrypting the first encryption key identification with the first system key;

decrypting the second encryption key identification with the second system key;
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association with the data entity. 81. The conputer systemaccording to
claim80 further conprising a system key nanager operable to generate a
syst em kewdmoi/0833® syst em key common nane, the system keeyr/usbboinseesg
operable to encrypt the encryption key identification. 82. The conputer
system according .to claim8l [N i nf i hag &edondf dHchtion
operable to §?36€lémgﬁ%r @vﬁr i~ e%@gﬁ%ﬁﬁ%@?&@g&?g&ﬁon with the data
entity. 20 83. Theetadatifiestichyst em according to claim 81 further conprising

a security token and a _securi t,){ totrleﬂﬁﬁeader 9 erab!edto receive the
security tokdasrypfies tiedirel dita W% YAIndRT K NG¥P “€*n the security

token. 84. The conputer syst NBe LRokd &l PoMeQrein the security
t oken conpri Sgygﬂpgzgﬁﬁ%rnt%%ggr%qg}ﬁ t he seguri tdﬁlﬁoken?reader conprises a
Smart Card reader. 85. The conputer system according to claim80 further

conprising an encryption key database operable to store the encryption
key. 30886. Theompmpusysiens ¢RI RE cording to claim 85 further conprising a

system key manager ..oper £5 sonaeh NG vheSHsSE oy
comon nane, P cwgf’g?ﬁeigr%/a?l@%&\f%g%%%%%%%ééd / 21C())0€i14/6(g3208§g nan%m?r(

bei ng further operighl @ehtifidnsion, thélencsylstimﬂ{dyégcimpmbqu@m@cmtéd@’@te@u ; and
chorypt the eROPIFEROR REpCRIEHS tnfon o iy ap ol FREAH Brbfand te
opengbl e t0 Store i he,3ysh BARKAY RHFBkUILE sbasthe ALyptiontiey himsifisuim ey
co n nane. 5 87. The conputer system according to claim80 further

conpri sing a har dvaseiationdeith thedatsemtiggener at or operabl e to generate the
encryption key. 88. The conputer system according to claim80 further
conprising a key lifetine manager 10 operable to nonitor encryption key
expiratign d (LEGHEST 2QWIRRGH \WRiin080 Kesiter cupprisiagp systanokepfmaiager
encrypt igén kZ@}ge.scggﬂl Thgﬁcorrput er gyst em according to claim88 erein the

key lifetinme smnddeto gencopenaybtem ey hapme SYHAR Ko GOFBROD AaREy thR; SYRHeY
new encryption.key. 0. The.co r 3 : ding to claim80
DienSTe! YRe! SRS s Ry dGRIR M on 5 RREARAC! 1O (0 12

82.  The computer system according to claim &1 wherein the information database is further

operable to store the system key common name in association with the data entity.
20 83. The computer system according to claim 81 further comprising a security token and a
security token reader operable to receive the security token, and wherein the system key

is stored on the security token.

84.  The computer system according to claim 83 wherein the security token comprises a

25 Smart Card and the security token reader comprises a Smart Card reader.

85. The computer system according to claim 80 further comprising an encryption key

database operable to store the encryption key.

30 86. The computer system according to claim 85 further comprising a system key manager

operable to generate a system key having a system key common name, the system key
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operable to generate a new encryption key upon the occurrence of a desired
event. 91. The conputer system according to claim90 wherein the desired
event conpo ®ex03520 expiration of the encryption key. 92CTIis20@cu3pisher
system according to claim90 wherein the desired event conprises beginning

a new user action. 25 9 SLEMAKEO LGinhthn hngd & dreAl0 afsysteher
conpri si ng a@%ﬁgﬁrﬁ?%ﬁi%}%gggé}gﬁgg%?glﬁs% tgmgene?gte ansystem key hasgi ng a
system key ComyRaniiacenarhd asyedlentheyystdne key boipg opbtable: 9 @GEvDf e enggyption

[

encryption key identification, and k lifeti n I I

Toni Lo Syt dryHogatiationiang f watEs Kan iRt QLT RSP SULE dog SRR Ref cbfimon

expiration of oldq syst@ @%S?Q[e O YRoRB0Z H3R329 PCT/ US2001/ 032089 94.
ng to ¢

The conput er rE%Instem accordi aim 80 further conprising a general
secupity nmmnager operable to communicate with external conputer systens,

and wherein the encryption key nanager i.s |y operable.to c c

with t héTgenefhg cempufer SysteRaarageing @!ﬁlngQ fﬁ%h%u?"é’?l’%% @nﬁ%@’é@#%?*ﬁigf’{%
claim80 further. conprisi ' RErvoaeRaNeENt operable to

det er ni ne V\haﬁunﬂ)boeFﬁggeﬁétgg%rﬁgggg%éa}%gﬁ%|{ty grryg enc%pt ed, and wherein the
encryption key manager is not operable to comunicate wth the business

| ogi ¢ conponent. 10 96. A conputer readabl i um cont.ai ni I r i

for cont8%l | i Hep ePTERHPUTIEIETS PEOEHTE &° éﬂ%‘?‘y@ g HEEPYPES &al{ég’, hf%@fneliﬁ&ﬁa%&s
encrypting a d L it |G REY Richitdli JEFatEM A BequBstensy \eRtdyptiok &yys

i deri ficati O?P;aegaabg?)é :nﬁ%ﬁ tpttgﬂg‘g?té&g%t?,t yf;)1 alnd 1a5 stori r?gl ?he encrﬂ;gti on key
i dentificati oponrexpisiiai aftdldenawyptiont keysdata entity. 97. The net hod

according to claim96 further conprising: requesting a data manipul ation
using a searchable attribute; searching for matches to the searchabl e

attributg — Tpe computer system according to claim 88 wherein the key lifetime manager is operable
to replace the encryption key with the new encryption key.
15

90.  The computer system according to claim 80 wherein the encryption key manager is

operable to generate a new encryption key upon the occurrence of a desired event.

91. The computer system according to claim 90 wherein the desired event comprises

20 expiration of the encryption key.

92. The computer system according to claim 90 wherein the desired event comprises

beginning a new user action.

25 93.  The computer system according to claim 80 further comprising a system key manager
operable to generate a system key having a system key common name, the system key
being operable to encrypt the encryption key identification, and a key lifetime manager
operable to monitor system key expiration dates and request new system keys upon
expiration of old system keys
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20 searching for the encryption key using the encryption key
identification; and decrypting the data entity with the encryption key.
98. A netWaxkoof/ospvi di ng a secure environnent for the Stavespeoinf32089
information, the nmethod conprising: 25 encrypting a data entity with an

encryptign key, havin 0 efatBene8s "fRbdrOR Mnd GeBEhdrhIC 8ddusity
storing %:e d’g?% Cé’ﬁntp?‘%eg;sr}g{r%g] s%%%orrlgﬁl tohe encrypt]iqoﬁ kerillﬂﬁi%degnti ‘rgi cation i h'ﬂy
associ ati on Wyhhageh@pdabie entomynund@idvithThaemet hodpater sysiemg sl atharem dbe
further conprising encrypting the encryption ke identification wih a .
syst em key haiongptensket SHRESF 1o noﬁ‘/?g ¢ 19 CORFHY ?O@%%g]@e Wnett Lodbrity
PCT/ US2001/ 031%%? 00. A net hod in a conputer system for displaying
cust omer i nf or AatT on, the nmethod conprising: receiving a request to view
inforgmation froma user; 5 retrieving the information; checking a security
status of the information; review ng a securi access list to find an

L e

i dent i fi 25t i oRhe OSSN BYSi t a5Co¥ing dg rclainy, T CUBRISTNG P DUSIOEE Jogig
of the user: adapliddoflanl-dd SREAR! Sy boiBAdIdnthe id ale dé SRty ahdls

based on the Security access level of "the user; displaying the )
permitted infanhemii R aceyiondegyminagbdis hrispdrable toheorgmunickieywidle dess Businese|
of the user. 101. The nethod according to claim100 wherein adapting the

di spl ay par ant2 OMRPIEBHI fy 15 the avail able display fields conprises

el i rq'o(fati ng avail able display fields corresponding to information the user
is not entitled to view. 20 102. The met hod accordi ng to claim 100 wherein
checki ng9é.he fecampitsr madads nediveh coftaining wsisuctions derr ¢oadrelliiget RPHPUIST FYFiED
identification of the (gaer. 1(?%}, The met hod according to claim100 wherein
checki ng the SeeiFyRignGdegypt & of the user conprises checking a user

identificatiop,Q{phdles &8 entity with an encryption key having an encryption key identification;
storing the data entity; and

15 storing the encryption key identification in association with the data entity.

97.  The method according to claim 96 further comprising:
requesting a data manipulation using a searchable attribute;
searching for matches to the searchable attribute;
20 searching for the encryption key using the encryption key identification; and

decrypting the data entity with the encryption key.

98. A method of providing a secure environment for the storage of information, the method
comprising:
25 encrypting a data entity with an encryption key having a randomly generated encryption
key identification;
storing the data entity; and

storing the encryption key identification in association with the data entity.

30 99. The method according to claim 98 further comprising encrypting the encryption key

identification with a system key having a system key common name.
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104. The nethod according to claim 100 further conprising automatically
adding to the 25 security access |ist a responsible user marking the
security wioadouxs033829t he i nformation as private. 105. A rmetiestoswn3anseonput er
system for comunicating with an encryption server, the nmethod conprising:
30 establishing conmunication with a general security nmanager of the
encryption server; entering a request for manipulation of data; 42 WO
2002/ 033329 receiyi a t] | ORSS: tcAstbher liefuestion, thet methodng
securita%éey H?%%%%gPo%q?%@ﬁﬁﬁhé ﬁgégb%ﬁ$#%y; requesting an encryption
key; recei Vi n@niphieinghcryption key; and 5 decrypting the data entity.

PCT/ US2001/ 032089 106. The nethg&?accor%ing to claim 105 wherein retrieving
the security ReVIREREPIHLEY QY1 GHOENED 8¢ty conprises retrieving an

encryption key i i f] | #n: 10 107. The method according to claim105
mhergin retri %#ﬂ%ﬁﬁh%hgg%%r??y key information from the data entity

conpri ses retdhlg@ahg\gs@dmﬁey\@ta‘gupbfﬂmikﬁ)yrnhfiMnti fication in an encrypted form
and retrieving a systemkey co . .108.. The i o claim
105 wher oi n reviewaNE HioEHE SEETIRLY R HPOHsRETL D B g e 2

entity Conpri%ﬁ&gﬁ%&%&ﬁ%ﬁ?&g%@sEO&RMHhEQﬂﬂkey identification in an
encrypted for and retrieving a system key common nane hash yal ue.

) 109..
The et hod acseptigdidptaycharametttstd modifsr avetalei dsmigy deldsi Basag o Breufserity
of data entities in reagoq;g %o Qﬁlrﬁquest, retrieving security key

i nf dOmation fromthe daf&eSSIEvERE Hstses requesting multiple encryption

keys, and feC@%pa'hyriﬂ e $drii e Rtib® Bnckeliplay Tikllis bikel oretheadcEty ordishipveb
cl ai m 105 furthe c%npri sing inserting a security token into a security
token reader. 25 111. Aoftbaesgfpti on and decrypti on nethod for encrypting
and decrypting data, the nethod conprising: encrypting data with an
encryption key having an encryption key identification; and encrypting the

encrypti pgy keynd gepidds dceaidimntorlsin 206 ydierin kéaptingwtha displayyparametresyto modify
15 the available display fields comprises eliminating available display fields corresponding

to information the user is not entitled to view.

102. The method according to claim 100 wherein checking the security access level of the user

comprises checking a role identification of the user.

20
103. The method according to claim 100 wherein checking the security access level of the user

comprises checking a user identification of the user.

104. The method according to claim 100 further comprising automatically adding to the

25 security access list a responsible user marking the security status of the information as

private.

105. A method in a computer system for communicating with an encryption server, the

method comprising:

30 establishing communication with a general security manager of the encryption server;

entering a request for manipulation of data;
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common nanme. 30 43 WD 2002/ 035329 PCT/ US2001/032089 112. The net hod
according to claim 111 further conprising encrypting the encryption key

wi th an ewaroptosseokey manager digital certificate. 113.pCimes2oetdzoky
according to claim 112 further conprising decrypting the encryption key 5

identification wth the systemkey, decrypting the encryption key wth an
encryption ké?CWﬁé@é}atap?qt\thlbreR%‘%}/‘S% tﬁggg%ﬁglr ng to the encryption key

manager digital. iLiCatey iBnatRcE R hd\ats BRitglat a wi th the encryption
key. 114. Theﬁﬁgﬁﬁ{gfeg{é%%rlﬁmg toacl aim 113 wher e?n decrypting data w t hout

aut hori zat i orreqidtinggnienergpiadn keyast copyi ng an i nformati on dat abase,

copyi ng a key dat abase, and. cg(pg{i ng a certificate store. 115. The net hod
accordi ng t o EFAVREiha cneryRtpLke oﬁ%]ri sing decrypting the encryption key

i dentd ficatio LR iReasy shign key and decrypting the data with the
encr&pti on ke{/%c%?%h%? T%e mg]t hod according to claim 115 wherein
decrypting data wi thout authorization requires at |east copying an

i nfornmati on dat abase, copyjng a, ke at.abase,,  .and in G AT
Clore ot 1 A herme e R e Reds ChR Ry OF Qv ran rtiip gty sy SR liba S
ocours onl y dEidBa dully ddifRised ddrievifiealTBidiaicagg idiniGichorc| al m 111 wherein

the encryption key 1s dynamc and rotating, and the systemkey is
rotating. 25 119. The nethod according to claim 111 further conprising

ti t k . ' : i
coy Mhentt i coes BRtERcoeipap S BruRiRn ikl Seclf VG BOAARGY Rk
Wi th the dat angriglydtied coMprids réfievinpbh @fctypiion kAOidettificatioh irwen exapptdd dgmt o

claim 119 wherein encrypting the systemkey common name 30 conprises
hashi ng the systuetridving & sistankeyaeasnmay name.

108. The method according to claim 105 wherein retrieving the security key information from
15 the data entity comprises retrieving an encryption key identification in an encrypted form

and retrieving a system key common name hash value.

109. The method according to claim 105 further comprising receiving a plurality of data
entities in response to the request, retrieving security key information from the data

20 entities, requesting multiple encryption keys, and receiving multiple encryption keys.

110. The method according to claim 105 further comprising inserting a security token into a

security token reader.

25 111. An encryption and decryption method for encrypting and decrypting data, the method
comprising:
encrypting data with an encryption key having an encryption key identification; and
encrypting the encryption key identification with a system key having a system key
common name.

30
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112.

113.

114.

115.

116.

117.

118.

119.

120.

The method according to claim 111 further comprising encrypting the encryption key

with an encryption key manager digital certificate.

The method according to claim 112 further comprising decrypting the encryption key
identification with the system key, decrypting the encryption key with an encryption key
manager private key corresponding to the encryption key manager digital certificate, and

decrypting the data with the encryption key.

The method according to claim 113 wherein decrypting data without authorization
requires at least copying an information database, copying a key database, and copying a

certificate store.

The method according to claim 111 further comprising decrypting the encryption key
identification with the system key and decrypting the data with the encryption key.

The method according to claim 115 wherein decrypting data without authorization
requires at least copying an information database, copying a key database, and copying a
certificate store.

The method according to claim 111 wherein decrypting data occurs only during run time.

The method according to claim 111 wherein the encryption key is dynamic and rotating,

and the system key is rotating.
The method according to claim 111 further comprising encrypting the system key
common name and storing the encrypted ‘encryption key identification and encrypted

system key common name in association with the data encrypted by the encryption key.

The method according to claim 119 wherein encrypting the system key common name

comprises hashing the system key common name.
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