12 August 2003 1 DI A TAL DATA ENCODE SYSTEM BACKGROUND OF THE | NVENTI ON
FI ELD THE | NMTI O The present invention relates to a digi t'"AuGHsEt 200ncode
system and a water mark data inserting method for inserting water nark
data in the digital data signal having a geries of field data. DESCRI PTI QN
Recently, there has arisen the necessity of. devel oping neans for
preventing illegal copying of digital data, especially digital imge data,
with the advance of an information processor and a comuni cation network
and the el ectroni zation of various nmedia. Data encryption technique has
been proposed as -this kind of technique for preventing illegal copying.
This digital data encryption 59@B@Agu§Ag§ Eﬁ@bDﬁxﬁggﬁﬁ to enable it to
reproduce the encrypted digital inage ata rnonly a reprodu0|ng system
having a proper cryptoanal ysis key when digital inmage data is"encrypted.
The conventional encryption technlque however, has such a defect that if
the encryption code i s once BROKER et IR [
illegally copying thereafter. Therefore a techni que by use of water mark
data is proposed, as andiiiELD!@EhDHRUENVENTPOEventing illegal copying of
digital data, free fromsuch a defect 12 August 2003

The present invention relates to a digital

data encode system and a water mark data inserting
method for inserting water mark data in the digital data
signal having a series of field data.

DESCRIPTTION OF THE RELATED ART

Recently, there has arisen the necessity of.
developing means for preventing illegal copying of
digital data, especially digital image data, with the
advance of an information processor and a communication
network and the electronization of various media.

Data encryption technique has been proposed as
this kind of technique for preventing illegal copying.
This digital data encryption technique is, for example,
to enable it to reproduce the encrypted digital image
data in only a reproducing system having a proper

_cryptoanalysis key when digital image data is encrypted.
The conventional encryption technique, however, has such
a defect thaE if the encryption code is once broken, it
cannot protect against the illegally copying thereafter.

Therefore, a technique by use of water mark
data is proposed, as another technique for preventing

illegal copying of digital data, free from such a defect



2 as a digital encryption technique has. Water mark data (digital water
mark) is the special information to be enbedded in digi t'@AJguE0at a
itself in order to prevent the illegal use and copying of the digital

i mage data. It includes, for exanple, information for authenticating the
copyright ownership and judging the infringenent of the copyright, and the
copy protected information for preventing illegal copying itself. Such
water nmark data to be inserted in the digital inage data includes two

ki nds of vi siaéeawais&tarf%hcs!g 3 1300 tRving il 1 sy-%é“g%%r dal

E%h V%§ible
water mark data neans such a eci al character, ot gP Fata to

be inserted ipdigethlegatbhahadxieisoRnehepes8es Lihed i M Uy thle water
mark data conbined therewith may perceive the water mark visually. This

kind of visibtmbaased farligataiwewhdenabenalibseqauss dhmedaisrioration of
the image quality. Wile, it is effective in visually appealing protection

agai nst il egeévenpytbe illlegall dakaahduicdpyAngomeeriicoonslgMisl bigagat er
mark data enbedding technique is disclosed in, for exanple, Japanese

Pat ent Publi cdatan Udi dir@pand¢Kpkfo) eampibé seinf8rmdt4063, fobigita

Wat er marki ng Free from Il mage Col or Change" (hereinafter, referred to as

t he conventi ctdthereieatine the gopyrdohy vwnelrehist emdreidgiata tserting
met hod of the, conventional technique 1, when conbining visible water mark
data with thel®f¥EpgRIrentegé Hheacopyright, and the copy protected

information for preventing illegal copying itself.

Such water mark data to be inserted in the
digital image data includes two kinds of visible water
mark data and invisible water mark data. Visible water
mark data means such a special character, symbol, or
other data to be inserted in the image that a person who
sees the image with the water mark data combined
therewith may perceive the water mark visually. This
kind of visible water mark data would naturally cause
the deterioration of the image quality. While, it is
effective in visually appealing protection against
illegal copy or illegal data fluid.

A conventional visible water mark data
embedding technique is disclosed in, for example,
Japanese Patent Publication Laid-Open (Kokai) No. Heisei
8-241403, "Digital Watermarking Free from Image Color
Change" (hereinafter, referred to as the conventional
technique 1). According to the water mark data inserting
method of the conventional technique 1, when combining

visible water mark data with the original image data,



12 August 2003 3 the water mark data is conbined with the original inage
data in a way of changing only the brightness of the pix& Aegust2&Pondi ng
to the non-transparent part of the water mark data w t hout changing the
chromaticities, of all pixels of the original data. At this tinme, the
scal ing value for changing the brightness conponent of a pixel is

determ ned by the value of, for exanple, chromatic conponent, random
nunbers, and pixels of water mark data. Another exanple of the

conventi onal thesiwalter matierdatd kidademeiheddiigh teednbauei hel digegesed in,
for exanple, Japanese Patent Publication Laid-Open (Kokal) No. Heisei
5-236424, " | diadrandn @n waybeddiatgarddimporhg thd shipplata¢sis"of hehei naft er,
referred to as the conventional technique 2). The water nark data
inserting meiked seowediprndiong He ddry emi-ondnspehengupalt ebnpheses
detecting neans for detecting a region neeting a predeterm ned condition
fromimge d¥eden Fardpyate veibdwnt hapding fdrk ¢hrenaticihiege, dafa at
the position _correspondin o the region neetlng the condition. The

posi tion for adth BddedS qﬂ)ﬁ@ri‘rﬁaﬁf g“d &t thds ddmeontths t he i mage.
Ther ef or e, very ficult to renove the mater mar k wi t hout nuch
deteriorati n ctaaré ﬁ'ﬁ’g'é‘eqtﬁﬁﬁ Ghaninh b RELIFRReSS GPRPPRRNHaPEr 2nar k

data means such spEclal daLa A e SRR B e EYEL S

chromatic component, random numbers, and pixels of water
mark data.

Another example of the conventional visible
water mark data embedding technique is disclosed in, for
example, Japanese Patent Publication Laid-Open (Kokai)
No. Heisei 5-236424, "Information Embedding Method and
Its Apparatus" (hereinafter, referred to as the
conventional technique 2). The water mark data inserting
method according to the conventional téchnique 2
comprises detecting means for detecting a region meeting
a predetermined condition from image data, thereby to
embed the water mark in every image data at the position
corresponding to the region meeting the condition. The
position for embedding the water mark depends on the
.content of the image. Therefore, it is very difficult to
remove the water mark without much deteriorating the
image quality.

On the other hand, invisible water mark data
means such special data to be inserted in the image that

a person who sees the image with the water mark data



a person who sees the inmage with the water nark data 12 August 2003 4
conbi ned therewith cannot perceive the water mark visual13Augrst 2003 nd of
invisible water mark data is enbedded in the original imge data in
consideration of causing no natural deterjoration of the imge quality.
As is understood fromthis, invisible water mark data is preferable to
visible water mark data under the <condition that a water mark preferably
exi sts outside of the inmage data to be protected. The water mark data

inserting techni y,use of ,an invisible water mark causes little inmage
deterioration‘ggﬁgHg gntgﬁﬁsﬁaFﬁgc?ﬁ@@ﬁaPeFﬁ?&WﬁanﬁhW@&%ﬂﬂﬂ@ﬁ¥the

i dentificatiop: i tef . as ter-mark., a, it can specify - the witer
by detectingofﬁﬁéag%gg ﬁ%}é g %geﬁngf§g$i?IV@é%F @Bﬁgiﬁatﬁslﬁerforned.
By enbeddi ng=hihed888Y1R" PhHEC Is r ian for .di sappr.oving .copying or
t he copy prohibited in%orn%?i%%qg%g%qpro F%igﬁﬁa COpyRg eﬁagﬂéngf1 i nal
i mage data, atdusPi®VhEi REtarkEP It L.Cce f repr.oduci ng .t.he i nage
data with a specialgfunctionrcprgggggﬁggﬁgg¥g ?ﬁeghfnﬁ%F%htﬂﬁéiﬁq%'
exanpl e, It INsphssimderseosq! Ebbnathyser iAbithe1bCRRRANCHIGIRUGE fhat
the image data is the copy inhibited data and to operate e spe0|é

function witprefdmeabberodueisgblevisaeetCARYkPEALECHIMAR, fpaction or the
like) so as to restrict copying into VTR (Video Tape Recorder) when the

reproduci ng dewidition that a water mark preferably exists outside of

the image data to be protected.

The water mark data inserting technique by use
of an invisible water mark causes little image
deterioration and when embedding special information
enabling the identification of a writer as water~mark
data, it can specify the writer by detecting the' water
mark data even after illegal copying is performed. By
embedding the copy protected information for
disapproving copying or the copy prohibited information
for prohibiting copying, in the original image data, and
providing a reproducing device for reproducing the image
data with a special function corresponding to the
information, for example, it is possible to notify a

user of the reproducing device that the image data is
the copy inhibited data and to operate the special
function within the reproducing device (copy protection
function or the like) so as to restrict copying into VTR
(Video Tape Recorder) when the reproducing device
detects the copy protected information or the like.

As the technique of embedding the invisible



cts the co rotected information or the like. As the technique of
gﬁitagddi ng the P%v?si ble 12 August 2003 5 water mark data 1ZrAuiugt 2803 i mage,
there is, for exanple, a technique of enbedding the special information as
a water mark in the digital image at the Jeast influenced portion to the
i mge quality in the pixel data (for exanple, LSB (Least Significant
Bit)). This kind of the conventional invisible water mark data enbeddi ng
technique is disclosed in, for exanple, Japanese Patent Publication

cnr Kok al i.sei. 6-339110, . "I mage | nformation Transfer Method,
e Tt or i Fo Bl PRy GauRdsti il orncion sepomisie,
: " h . ] f r t conventi.ona ’ -
P T e e T
- - ' ar : i t, I i,nf.or mat i
transmts theyat&RORask9Inal th@glﬂtl Gta rlglahggtaﬁ:g%ﬁet g.eatshte yeng

t he generation information overlapping eac r than

the valid i mgerspegetdi §Héamaggﬂqu§%§%§ﬁ% et g)i:éerlagfatsai[ gﬂfc%% and

perfornms the generation restriction he copy accordi ng

i ght infexamplep BSH (heagenehahiedchaktonmRyion »hacl ydad g t
?ggg{bgd ihage 2?%nar at atregeiverasﬁde? The inJRS|bFe water mark E%?a

enbeddi ng  t evtnvepeiohabeinvisibldetackivRark Hadh QRbeddiGigrater mark

data is easily renmoved fromthe image data with water mark data enbedded

therein, witHo®ehnlqeeibsadisglosed in, for example, Japanese Patent
Publication Laid-Open (Kokai) No. Heisei 6-339110,
"Image Information Transfer Method, Image Information
Recording Device and Image Information Reproducing
Device™" (hereinafter,.referred to as the conventional
technique 3). The water mark daté inserting method
according to the conventional technique 3 transmits the
image signal together with the copyright information and
the generation information overlapping each other, to
the space other than the valid image space displayed on
a screen of the image signal, and performs the
generation restriction of the copy according to the
copyright information and the generation information
included in the received image signal at a receiver side.

The invisible water mark data embedding

.technique, however, is defective in that only the water
mark data is easily removed from the image data with
water mark data embedded therein, without deteriorating
the quality of the original image data. For example, the
information corresponding to the LSB of the pixel data

will be lost by use of a low pass filter. Generally, the



the quality of the original inmge data. For exanple, the information
corresponding to the LSB of the pixel data will be |ost RAugst 303k | ow
pass filter. Generally, the 12 August 2003 6 inmge conpressi on processing
ainms to reduce the data anmount on the whgj e by dimnishing the information
amount with respect to the |east influenced portion to the quality in the
pi xel data. Therefore, the water mark data enbedded in the |east

i nfluenced portion to the quality in the pixel data will be lost in the

[ ressi L@g. As nenti.oned ,above, th i nvi si bl e wat er
mark enbedd nof aehC L RS OBy BE 0L S SR A RArtY (TORPDERR 4RIt t o

re-detect theamBhft of®R d .N1.S0 .. Therefar a techni que of
enbeddi ng i nvisible oma?é? ﬁ%?%bdg?ag?ﬁ&gigiﬁpﬁa%q%nﬁﬁ?%ﬁpﬁﬁﬂqnas

diffusing —thenvaherwiBhkedapacknts the HeeUCIREIRGHIHPANLEY, [1 equency

e
conversion of the imge data (hereinafter, referre nventi ona

techni que 4) tise guelesyedn(thbepikelNakka, E'bﬁéiséﬁgk%? Bhédwhi8r $80)

4.22.1996). Since water mark data is enbedded in t requency conponent of

the imge datdeta émbeddedsspdthactendtnidnFaubheceopeedlicnal, tgrhni que 4,
the water mark data is robust against the inmage conpression processing and

the i mage progesbivy suchhespikéledang, widldbbheowat 6n MeK gl won' t be
|l ost. Further, random nunbers according to the normal distribution are
used as compression processing. As mentioned above, the

invisible water mark embedding technique has such a

defect that it may be difficult to re-detect the water

mark data in some cases.

Therefore, a technique of embedding invisible
water mark data in E digital image as well as diffusing
the water mark data into the frequency spectrum after
frequency conversion of the image data (hereinafter,
referred to as the conventional technique 4) is
presented (refer to Nikkei Electronics P.13 (no. 660)
4.22.1996). Since water mark data is embedded in the
frequency component of the image data to be processed
according to the conventional technique 4, the water
mark data is robust against the image compression

“processing and the image processing such as filtering,
and the water mark data won't be lost. Further, random
numbers according to the normal distribution are used as
the water mark data, thereby preventing the interference
of the respective water mark .data even in the case of
embedding a plurality of water mark data. Therefore,

according to the conventional technique 4, it is



the water mark data, thereby preventing the interference of the respective
wat er mark data even in the case of enbedding a pIuraIiﬂ@ﬁﬁgW&ﬁqg3nnrk
data. Therefore, according to the conventional technique 4, it is 12
August 2003 7 difficult to destroy only tthe water mark data w t hout mnuch

I nfluence to the whol e i nage data. The conventional technique 4 will be,
hereinafter, described with reference to Fig. 12. The water mark encode
system according to the conventional technique 4 conprises, for exanple,

di screte cosdiffitudnstor qeéedy BRARS thdlQatwat aarids tdaha tHg Ut means
1230 storing the water mark data 1231, a water mark data inserting device
1240, and i nveckeinficerte tosthe whoaesfiaage(idatar.se DCT) nmeans 1250. The
DCT is adopted here as only one exanple of spectrally resolving nmeans of
original inmage data, arthearmomotdrericnal etadloniqgqueans vhhh bhe DCT will do.

I n thus-constituted conventional technique 4, original inmage data is
converted i nMt@ereieafiepty desapbhedt wibh Deferendentpi &dg.ofl2dat Zhiendi cati ng
hi gher frequency val ue are sel ected, each defined as f(1), f(2), ...,

f(n). On thgﬂ%‘{»%rm%lﬁd?n‘é%ﬁ QEEEPMNAERodEEAg kOl )hewePpventiongln) are
sel ected fromthe, normal distribution having a nmean value 0 and a variance
1, and F(i )E‘??‘?'}#%“Qn?(??mwm??ri §orapEAMRIEd FiEKretesgosine o each i

(where i =1, é%aﬁéférﬁ:(SE%?iﬂggggr1EQOEhSa%g¥Emark data output means
1230 storing the water mark data 1231, a water mark data
inserting device 1240, and inverse discrete cosine
transform (inverse DCT) means 1250. The DCT is adopted
here as only one example of speétrally resolving means
of original image data, and any other conversion means
than the DCT will do.

In thus-~constituted conventional technique 4,
original image data is converted into frequency
components by DCT, and n piece of data indicating higher
frequency value are selected, each defined as f(1),
£(2), «.., f(n). On the other hand, each water mark data
w(l), w(2), ..., w(n) are selected from the normal
distribution having a mean value 0 and a variance 1, and
F(iy=f(i)+a| £(i) | * w(i) is calculated with respect
.to each i (where i=1, 2, ..., n: hereinafter in the same
way). Where, a is a scaling element. At the end, the
image data with the water mark data embedded therein can
be obtained as the frequency components by the
replacement of f£(i) with F(i).

The water mark data detection according to the



way). Wiere, a is a scaling elenent. At the end, the inmage data with the
wat er mark data enbedded therein can be obtained as the 3
conponents by the replacenment of f(i) with F(i). The water mark data
detection according to the 12 August 2003 88 conventional technique 4 is
performed in the follow ng nethod, by way of exanple. The original inage
data and the water mark data candidate w(i) nust be known values in the
detecting nethod of the conventional technique 4. At first, the inmage data

with the matemoﬁﬁéhtﬂaha1GEE@@@Q%thQr%%npb%fayﬁﬁﬁtfﬁjEH3(¥3ffbéi§ uency
conponents by use of DCT or the |l'ike, the el enent values corresponding to

f(1), f(2), .methédp)bpawargorhexwaipde. Mapk &at 1ﬁamegﬁlaget ket And the
frequency band are defined as F(1), F(2), ..., F(n). By the use of f(i)
and F(i), thbhﬂﬂwetenamhrﬂadataWbahduﬁa&&tmq@beﬁus&mbéﬂﬁﬁdwht%hlues
Wi)=(F(i)- f(i))/f(i). Next, the statistical simlarity Cof wi) and
Wi) is cal culmat b@ebgetohg tmeéhodnef phedechvehtdeciadr daecHn el *a w /
(WD * wD). \Where, W= (W1), W2), ..., Wn)), and w = (w(l), vv(2)
w(n)), WD is AhetbBgbi utbeyamageotlathewisht she Watemd mabk sidte absol ut e
val ue of the vec (Er w. As the result of the above cal cul ati on, when the
statisti cal %‘%‘al?ﬁ %‘?qit\}h@rﬁ‘énalﬁapplﬂ@@réﬁdcén?rpaﬁhevélr@qu@mthe more, it
can be judged_ t hat the ove-nentioned water mark data candi date has been
enbedded|l1tQQpE%%%% aPy use of DCT or the like, the element values

corresponding to f(1), £(2), ..., f(n) having the water

mark data embedded therein in the frequency band are

defined as F(l), F(2), ..., F(n). By the use of f(i) and

F(i), the water mark data W(i) is ektracted, calculated

by W(i)=(F(i)—£(i))/f(i). Next, the statistical

similarity C of w(i) and W(i) is calculated by use of

the inner product of vector by C = W * w / (WD * wD).

Where, W = (W(1), W(2), ..., W(n)), and w = (w(l),

w(2), ..., w(n)), WD is the absolute value of the vector

W, and wD is the absolute value of the vector w. As the

result of the above calculation, when the statistical

similarity C is a particular constant value or the more,

it can be judged that the above-mentioned water mark

data candidate has been embedded in the image data.

If creating the image data with the water mark
embedded therein by embedding the water mark data in the
original image data by use of the conventional technique
4 as mentioned above, it is effective for a writer owing

the original image data to judge the illegality of the

digital image data which may be illegal copy.



If creating the inage data with the water mark enbedded 1LZQ§|5€i gz(gq/a
enbeddi ng the water mark data in the original imge data e t he
conventional technique 4 as nmentioned above, it is effective for a witer
owng the original inmage data to judge th§: illegality of the digital

| mage data which may be illegal copy. 12 August 2003 9 The conventi onal
technique 4 requires original inage data and water mark data candi date
Wi) in order to detect the water nark data as nenti oned above.

Therefore, it is effectivgafQy b owing the qriginal inmage t.o detect
any illegally-copied i mge dat %?ewg%&gé%rfyeggpéﬁ}lgdgci &u&g\ﬁscé’%dfglé‘al

termnal usedihpgs dgemeRad watlr RRGAISE i i gi nal i mage,
cannot performthe detecting progessi ng oft%I kléééqlméa%ﬂbonvg{k)gdﬁ? ac.’rcg%gn, a

further inproteddeeebni ghe taaBrt heirkC QAMANHLON L ¢ &L Oéé;?oxflef or term nal
processing, especially MPEG system (hereinafter, referred to as the

conventional Thehefque,5)ti dspedgesedve Foh@ MY iqnalg tigehni que 5,
original image is divided into blocks of 8 pixels x 8 pixels and the

wat er mark dafrigineddimggentoddetetritomnys ipdidga cdph debeinpfgd headd ock
unit for processing. In the water mark data enbeddi ng processing, the data
i s defined ashOW?Y?F:f@Z??PrOdPCiOQ)dsedaenbﬁahlwehmﬂndﬂ“hdéﬁMﬁ¥ a
frequency conponent_of AC conponent in the frequency band after discrete
cosi ne transfSFRETRLt RESWPELRPEAUBgeof having no original image,

cannot perform the detecting processing of the water
mark data. Then, a further improved technique than the
conventional technique 4 for terminal processing,
especially MPEG system (hereinafter, referred to as the
conventional technique 5) is proposed.

In the conventional technique 5, origihal
image is divided into blocks of 8 pixels X 8 pixels and
the water mark data embedding and detection is performed
by use of the block unit for processing. In the water
mark data embedding processing, the data is defined as
£(1), £(2), ..., f(n) sequentially from the lowest
frequency component of AC component in the frequency
band after discrete cosine transform in the MPEG encode
“processing, the water mark data w(l)}, w(2), ..., w(n)
are selected from the normal distribution having a mean
value 0 and a variance 1, and F(i)=f(i)+ a Xavg (f(i)) X
w(i) is calculated with respect to each i. Where, a is
@ scaling element and avg (f(i)) is a partial average
obtained by averaging the absolute values of three

points around f(i), for example, f(i—1), f(i), and f(i+



processing, the water mark data w(1), w(2), ..'., w(n) are selected from
the normal distribution having a mean value 0 and a vari'Znftigust 2G03q
F(i)=f(i)+ a x avg (f(i)) X wi) is calculated with respect to each i.
Wiere, a is a scaling elenent and avg (f¢})) is a partial average

obt ai ned by averaging the absolute values of three points around f(i), for
exanmple, f(i-1), f(i), and f(i+ 12 August 2003 10 The processing |ater than
t he MPEG encode processing wll be performed by replacing f(i) with F(i).

PR T B e e

the follow ng nethed. This etecting ne

data and tha”ixﬂ”bbt§§*f5*ﬁb@a®9igéﬁgaé&tﬁngvgﬁr%%thégii?té;: f n) must

be a known value. In the bl ock frequency oc i nverse
quanti zation of the MPEGnde¢edicttherPNRGRESIdEhed I t
frequency conponent is sequentially defined as %‘(eolr?aélg(%]?&%épgrﬁ%\?ﬁ The
average of tatebsallil ey perctormédt hn eehOFbl Sorkh AYNRethbl), 1P fsf i ned as
the partial average avg (F(i)), the water mark data Wi) is calcul ated by
Wi ) =F(i)/avgletemiing reihadheraqiiated\Fo)opigial fAagengakRREad S
calculated for every i. By use of the inner product of vectors, the
statistical dihal oy e Waha aandidage iw(ipalwhéatediby, C2YWFXW, ( WFDXWD) .
Where, WE(WF(1), WE(2), ..., WF(n)), w=(wW(l), W(2),, ..., w(n)), WD is
the absol ut e Mafietobe 1fe kpsstorvafue andnwidbhies hlvek frequency band of

blocks after inverse quantization of the MPEG decoding
processing, the data from the lowest frequency component
is sequentially defined as F(1), F(2), ..., F(n). The
average of the absolute #alues of three points around
F(i) is defined as the partial average avg (F(i)), the
water mark data W(i) is calculated by W(i)=F(i)/avg
(F(i)), and the total WF(i) of W(i) for one image is
calculated for every i. By use of the innér product of
vectors, the statistical similarity of w(i) and WF(i) is
calculated by C=WFXW/(WF§XWD). Where, W=(WF(1),
WE(2), <.., WF(n)}, w=(w(1l), w(2), ..., w(n)), WED is
the absolute value of the vector WF, and wD is the

: absolute value of the vector w. When the statistical
”similarity C is a particular constant value or the more,
it can be judged that the water mark data has been
embedded in the image data.

Insertion of a plurality of water mark data

into one original image data can be adopted in order to
attach a plurality of information such as writer

information and copy protected information, to one image



absol ute value of the vector w. Wen the statistical simlarity Cis a
particular constant value or'the nore, it can be judged t2/ugushe08sat er
mar k data has been enbedded in the inage data. Insertion of a plurality of
water mark data into one original inmage qiﬁa-can be adopted in order to
attach a plurality of information such as iter information and copy
protected information, to one inage 12 August 2003 11 data. The
conventional techniques 4 and 5, however, is defective in making the

circuit size Hatder HRESAyehtiBASL! RGN BLULAL LY Ob WRLEL BTk data in

one-original imge data and increasing the processing ﬁroce&hré? 1ﬁbnely,

the conventi odefetedkai guemakinald thedicSeRse a.sizteeclré[li%ie WlcdfisgrdEng one
t

water nmark data in one original imge data, however, h  no consideration

taken to the gaserdingnaeplu®gld tyl Wiakidieromaad at®iin S ok{Pinal
exanple, two water mark data) in one original imge data. Therefore, when

i nserting, foimeganpghtp tnd inatrensimgk that pridiestiihg Hridasante Wat er mark
data 1231 and 1232 nust be separately inserted by two water mark data
i nserting devi@@glyp4thandongentionatiwkewhndiqussr 4 adat & risschssd ngert ed
by letting them pass one water mark data inserting device tw ce. Another
exanpl e of thEe%g%%%H?iGﬁainﬁéﬁhﬁqu@neowaémmed@kmgchameﬁnmmﬂei nadigita
g i e e e e LS o LAl Cpen (Kokai) No.
’ ' ion
taken to the case of inserting a plurality of water mark
data (for example,.two water mark data) in one original
image data. Therefore, when inserting, for example, two
water mark data therein, different water mark data 1231
and 1232 must be separately inserted by two water mark
data inserting devices 1241 and 1242, or two water mark
data must be inserted by letting them pass one water
mark data inserting device twice.
Another example of the conventional technique
of embedding water mark in a digital image is disclosed
in Japanese Patent Publication Laid-Open (Kokai) No.
Heisei 6-315131, "Information Embedding Device 2nd
Reproducing Device" (hereinafter, referred to as the
'conventional technique 6). The conventional technique 6
detects an area having no deterioration of the image
even if replacing the data at the peripheral area when
reproducing the information, for example, an equal
background portion, by use of the relationship between a

series of frames, and converts the level of the area to

be converted, so to embed particular information therein.



Hei sei 6-315131, "Information Enbeddi ng Device And Reproduci ng Device"
(hereinafter, referred to as the conventional technique @Aughst2003
conventional technique 6 detects an area having no deterioration of the
image even if replacing the data at the peri pheral area when reproducing
the information, for exanple, an equal background portion, by use of the
rel ati onship between a series of franmes, and converts the level of the
area to be converted, so to enbed particular information therein. 12
August 2003 1Whewherprepredug nthet He fiorfmarienh, onhd ha-car & ti tihd he
identification data enbedded therein is specified by use of the signal

| acked porti ohdanbifheatdrnedsitan embetidedathere iand sc arerci fik & by dd
reconstruct the jmage. The conventional technique 6, however, cannot
enbed the wat®f RBPkSianpadmiecsad poatiionhendr &ines convertsiain t he frame with

no wat er mark, epbedded therein is wunable to protect against illegal

copyi ng. Si nct?tRFRatigpnnpgde cPEreRteHe s8s3EMEOI Eeconsttraitddss ve franes
are of freezesframe pictures and that there is no change on the successive
frames, an art3 ¥ot enbeddi ng the water mark data cannot be specified in

t he noving i mages of viglence actjipn hereby, making jt inpossible to
enbed the water nark(kﬂéb%rﬁﬁQﬁ?ﬂt¥Qﬁ?£mﬁe T Bxahpvever .t gannot

conventional ohehNLAUS,QLef REIR 09 08HSE1 TR  Kn' 013 ThY BlaneR9d S
that the frame with no water mark embedded therein is
unable to protect against illegal copying. Since this
technique is on the assumption that successive frames
are of freeze-frame pictures and that there is no change
on the successive frames, an area for embedding the
water mark data cannot be specified in the moving images
of violence action, thereby making it impossible to
embed the water mark data therein.

Further another example of the conventional
technique of embedding water mark in a digital image is
disclosed in, for example, Japanese Patent Publication
Laid-Open (Kokai) No. Heisei 5-30466, “Image Signal
Recording Device and Signal Recording Medium"
(hereinafter, referred to as the conventional .technique
-7). The conventional techniqgue 7 converts image signals
by frequency and embeds the information having the
frequency signal lower than the frequency band of the
image signal after frequency conversion. By the use of a
high pass filter, the original image is taken out and

the identification data embedded therein is taken out by



di sclosed in, for exanple, Japanese Patent Publication Laid-Open (Kokai). -
No. Heisei 5-30466, "Image Signal Recording Device and Sil1gfsiguRedi3di ng
Medi umt  (hereinafter, referred to as_ﬁ@q conventional -technique 7). The
conventional technique 7 converts image signals by frequency and enbeds

the i nformati on Ak dd atée pads' Ry FAGWe Rk SNl thOVSK ehiliI LBnifhefuency band
of the 1inmage signal after frequency. conversion. By the use of a high

pass filte j.0l i j he identification data
mbedded { FEperneS g B RE leioh B R @Hby Bon W pESHG BERL o pacs
filter. HOV\ﬁve since the. co vtgnti onal technique 7 _enbeds the water mark
data in th&", e‘F‘fye‘"tﬂ?Eﬁ‘EﬁPnp?gr f gRage{laih dhe valgtiwasi dataean begasily frequency
conversion of the inmage data, the water mark data can be easily renoved by
use of a higrrYsddy wse pf @ highpeenfikerbBthen syrbeddingthteow atemmbrkdiatainithe t he

i ntensive frequency portion after frequency conversion, a filter cannot

renove t heintemherfraaekcy goutiomdftst fragaendyi cogvésiphd Altéricanadt rwabes thermr k dat a,
it cannot help deteriorating the imge quality. A need exists to provide a

di gital datwaiee AR DS WHERMsBARsd PMRhLRTy IR dterdRIR dala)f€5hIA ARt hod capabl e
of inserting a plurality of watgermark data 1 n one original Trmage data.

Anot her neﬁ&eﬁ&&jﬂ?f‘%b&ﬁg@ﬁ%‘aﬁﬁa digital data encode system and a water

mark data rnserti : abl e of inserting a plurality of waternmark
convent i onal di &eEH cwshad Pt Sy iR SRR ReCorai gt e ot
aspect of the present invention, there is provided a digital
mserting method capable of inserting a plurality of watermark data 1n one original
image data.
Another need exists to provide a digital data encode system and a water mark
data inserting method capable of inserting a plurality of watermark data in one
original image data in a circuit of the same size as that of a conventional digital data
encode system,
SUMMARY
According to a first aspect of the present invention, there is provided a digital
data encode system having a water mark inserting device for inserting water mark
data into digital data signals having a series of field data comprising odd fields and
even fields of a series of image frames, said system including a water mark data
inserting control means for controlling insertion of said water mark by said water
mark inserting device;
wherein said water mark data inserting control means inserts first and second
water mark data different from each other and prepared for every odd field and every
even field into the respective corresponding fields, by use of said water mark data

inserting device.



data encode system having a water mark inserting device for inserting water
mark data into digital data signals having a series of fiZehugugh?QP3
conprising odd fields and even fieldsgf a series of image frames, said
systemincluding a water mark data inserting control neans for controlling

insertion of saiAdcavdingtomastkebssps@iof tiredent IVEKid) BRI isRBoHeyd £€; Wwherein
said water mark data inserting control neans inserts first and second

wat er mar K dgabAd Eﬁ@agﬁ%&g ﬁ@iggﬁwérhﬁ&kmnﬂ{@gﬁg@ga; @Iggagg%g&dd field

and every even fiel spective corre y use of
sai d wat er rk data. i.nserti.ng .devi.ce. 12 A 003 -14 Ac ing to
anot her asB’g@Y (If%?‘ g glgbﬁaggaé%ggﬁﬂ‘s/ gﬁ‘flp%ﬁ,se’??‘?@&g%?id%? 8%8‘&%“%05@{’18‘#? al data
encode system having a water mark inserting device for inserting water

mar k dat a %Veaifgqlﬁg%f apgties &f 11988 Sramss, sall systsey ineldie & watpymgr data
conprising odd fields and even fields of a series of inmage frames, said
syst em i ncingditing canfneltresansircodtroBingiimssetidn afgaciondteahakdansid watecont rol | i ng
insertion of said water mark by said water nmark inserting device, wherein

sai d wat er maEk Hsérfigg aEviog vaRpdih 04id MRAG Sk InRehel dRtroDinghdsalividad deSi gnal s
by a predeterm ned reference and inserts a plurality of different water

mar k dat a : 1 LVi Sl | £ heer. tive
Ggital PR RE RS By BpRekiinhel Rolietid SO d bRty Gr SBBREF 70

i nserting device: erein . said water . mark i.nserting.control an

conpri ses: “Af Pk dita REPAL I FeREPRGmElY S dhn diviFien thPﬁ%SpF?té‘fegﬁﬁ'ﬁaﬁa under
processing.is of an odd field or an even field upon receipt of the digital
data si gnafi@? Ogﬂ’& corgsroafinglivisigns by ues deaidowateumptk Inpesing dederi ng i r st
and second water mark data different fromeach other and prepared for
every odd Whelcth saidiwaiee marleinsertifig ebudyol nicans sopptisasng the first water mark
data to said water mark inserting device when the judgenent result

desi gnat es t he afidldfjuétidg nwans fop prdpinowhéthersthe Gl dupd @idcFpricedaistisbp said
water mark data inserting device when the judgenent result designates the

even . an odd field or an even field upon receipt of the digital data signals; and

a water mark data selection output means, storing first and second water mark
data different from each other and prepared for every odd field and every even field,
for supplying the first water mark data to said water mark inserting device when the
judgement result designates the odd field, or supplying the second water mark data to
said water mark data inserting device when the judgement result designates the even
field, depending on the judgement result by said field judging means.

According to another aspect of the present invention, there is provided a
digital data encode system having a water mark inserting device for inserting water
mark data into digital data signals, said system including a water mark data inserting
control means for controlling insertion of said water mark by said water mark
inserting device;

wherein said water mark inserting control means inserts a plurality of different

water mark data prepared for every signal component of the digital data signals



field, depending on the judgenent result by said field judging neans.
According to another aspect of the present invention, thd2Augsh?®B ded a
digital data encode system having a water mark inserting device for
inserting water nmark data into digital data signals, said systemincluding

a wat er maekrAadddy NseadtbtneCRMENe TRANS rdsPéctive Rl bdtRGighfs 8F tHeon of
said water mark by said water mark inserting device; wherein said water

mark insertgl i n Bty . of di. wat er mar k
dat a pr opar SApSRtthg ComPERNR, by 38 dr3a PartlMale dislpsdtihd BEPEL o; g & 12
August 2003 -15.extracted by a predeterm ned reference into.the respective
digital data si gNPEmgHo laﬂ%%erca(zjg?(gg BivdireRgRCBHIanthsre IBPTQYé‘iﬁr‘]jcﬁ sai d wat er
mark data inserting device. According to another aspect of the present

i nvent i on, digHalrdata encede systhee havingp giaferimark insedingsigwics et insartieg Watgr a wat er
mark inserting device for inserting water mark data into digital data

si gnal s hawmiarkydaia fee digitabdatd sighals Hating a seried of Yisldadntd, naild yglitag inclutiager mar k
data inserting control neans for controlling insertion of said water nark

by sai d wah atedBidek da Shdehti GaMbLReand!T6f @infroffotn Wi ofBIdwhidS Rzt NI
control neans conprises: a signal conponent judging nmeans for, upon

recei pt of el . S Ludgi ] i onent
of the. i of¥ S bl e SRkAinD BORE herb Sl T ST BT 2
first color-difference conponent, or a second color difference conponent;
and a wat ef*T¥5dat a sel ection output neans, storing three kinds of
different water mark data prepared for_ every signal conponent of the said
three kinds, fo# Slgaelrsﬁmmﬁgmﬂh&m&man&ﬁr,wmmeyemteﬁézneewtﬁédat@s:@nhi ng to
the brightness conponent to said water mark data inserting device when the

j udgi ng r epdgingddsitiym thedgidl eomponaypht fithe digitaibain eighal widpppryceginigliea wat er
mar k data prepared corresponding to the first color-difference conponent
to sai d wabgghthek kompbent, i@kt ¢d16-AEéic@Ee WhBPorehE or a second color-
difference component; and
a water mark data selection output means, storing three kinds of different
water mark data prepared for every signal component of the said three kinds, for
supplying the water mark data prepared corresponding to the brightness component to
said water mark data inserting device when the judging result designates the
brightness component, supplying the water mark data prepared corresponding to the
first color-difference component to said water mark data inserting device when the
judgement result designates the first color-difference component, or supplying the
water mark data prepared corresponding to the second color-difference component to
said water mark data inserting device when the judgement result designates the
second color-difference component, depending on the judgement result of said signal
component judging means.
According to another aspect of the present invention, there is provided a

digital data encode system having a water mark inserting device for inserting water



j udgenent result designates the first color-difference conponent, or
supplying the water mark data prepared correspondi ng to thauglist20iB
color-difference conponent to said vvaggr_ mark data inserting device when
t he judgenent result designates the second color-difference conponent,

dependi ng gt fta ke ABHBNEath ing stk jiHelgkng means.
Accor di ng torano%her gggigec% %H%l%g%?ggg%%élog@g%?%%%tq%gg%nﬂllggg?% i ded a
digital da ste avi a _water rk.inserting.deyice for

nger ¢ 1 ng. Sapi TSE AT Th AR AU B o PR ine R Girod S S aRe B <
havi ng a sgri es of field data, said systemincluding a water mark data

i nserting BB/ Faleranaik imssrnggievics) wherginsaider atpiomaksinsesiing opntiol megRk by
said water mark inserting device, wherein said water mark inserting control

means conpempmEsss: a si gnal conponent judging rmeans for, upon receipt of the
digital data signals, |judging whether the signal conponent of the digital

data signal undesignsloRagringg jidgifg metk ROTRONA eeipt 3 BHeaBEitd AFRRNRAL, Or a
bl ue- conponent, and a water mark data sel ecti on output neans, storing three

ki nds of djf . : nent  of
the said i Sook T o e c e B AL S ihc! BT b

correspondj -conmponent to.said wate rk data inserting
devi ce V\hefnciatgqr?é&iohg%?% regscﬁ ° ’iogfr?a@‘é?c?rﬁ%mfeg{j-aggonponent, suppl ying the
wat er mark data Bvrepar eﬁ correspondi n% to the green- conponent to said

fs gk datgaplection prtpit mpeans, siRyEpd itee kands|of diffsentgnat es t he

wat er mark dat a?™#
green-conponent, or supplying the water mark data prepared correspondi ng
to the bl u¥asbmadhdaie praparsdifor everesignal ckmpanent oftherspidtreddindseforhen  t he

j udgenent result designates the bl ue-conponent, depending on the judgenent

result of smpiptyisg thealateamptrdatipripiel ograipaiting WohOtdl-GEnfoReRtelshidr aspect
of the present invention, there is provided a digital data encode system
having a WahRf maBE Hath ReFinMBviRE WHER tudLing 8&shltMBsiPRUEY the red-
component, supplying the water mark data prepared corresponding to the green-
component to said water mark data inserting device when the judgement result
designates the green-component, or supplying the water mark data prepared
corresponding to the blue-component to said water mark data insertiné device when
the judgement result designates the blue-component, depending on the judgement
result of said signal component judging means.
According to another aspect of the present invention, there is provided a
digital data encode system having a water mark inserting device for inserting water
mark data into digital data signals having a series of field data, said system including:
a water mark data inserting control means for controlling insertion of said
water mark by said water mark inserting device, wherein said water mark inserting

control means divides the digital data signals by a predetermined reference and inserts

a plurality of different water mark data prepared correspondingly to the division into



mark data into digital data signals having a series of field data, said
systemincluding: a water mark data inserting control medds"yast ¥ rol ling
insertion of said water mark by said_water nark inserting device, wherein
said water mark inserting control means divides the digital data signals

by a predetiersipeedve difdleneeofandcdi@péidng dviidisdlyiky oPlaidivhiehemnt vat er
mar k data prepared correspondingly to the division into 12 August 2003 -17

t he respec;ﬂsgﬁngidg{,itcgl data of the corresponding divisions by use of said
water nmark insérting device; and a spectral resolution neans for
spectrally resolvin he ,dj.gital data signals . upop recejpt thereof and
suppl yi ng the o%tgl?ﬁc%é‘ rep%lgh&/ga&ags‘ hpestrilly wsplymgthe digita CEatagg{@si nserting
device as a subject of inserting the water nmark data therein, According to
anot her asPRRIreadiPt therepf andeipplyingthe obtsinetdnesobvedsigmalsvip daid veetetingirkal dat a
encode system having a water mark inserting device for inserting water mark
dat a i nto datgirsattingatesicsiagnahlgetiafingrimgshe ivasr ofarlf dah chesiiha, said system
including: a water nmark data inserting control means for controlling

[ nsertion of sahdedaiito Ebtelipsiol i elenlMylnonSeld Bgrslgadace, vher ei n
said water mark inserting control means divides the digrtal data signals

by a pred e&lg{tgji Befedche é@%ﬁ‘f g&ﬂﬂg 5%?&&1?%1{ g?sgl'ﬂﬁr ?ﬁi‘/{(té f Ofin?f%ggg];ge élg tg C}[N?L :r

mar k data prepared correspondi ngfy to t VI'S

digital data.,of .the corr ondi di.vi si ons se of said water mark ‘
i nserting J&UY ‘iaz,’mgo §1§ét?:f$ag 81 "ggbﬁ‘fm%ﬂS??E’ﬁﬁg%?glrfa?pé@fjrséﬁtﬂ}? 1RUdngi ng t he
digital data signals upon receipt thereof and supplying the obtained
resol ved si gnal Va3 n@rggg?é@qertmg copfigkmeansdor epatipdingringeation ofsaid t her ei n,
to said water mark data inserting device; and an inverse-converting neans
for recei vivaigr mask by saié ssite nedrk ivsbtingidehice,vehaneih@nid weiekmathtiasernger t ed
therein by said water mark inserting device and for inversely converting
t he spect radnrpi measd dieides!tealigind dstdRENMIsN d f18d @& fdr8WR 1288 likerts

converted signals as water nark-enbedded digital data signals.
a plurality of different water mark data prepared correspondingly to the division into
the respective digital data of the corresponding divisions by use of said water mark
inserting device;

a spectral resolution means for spectrally resolving the digital data signals
upon receipt thereof and supplying the obtained resolved signals, as a subject of
inserting the water mark data therein, to said water mark data inserting device; and

an inverse-converting means for receiving the processed signals with the water
mark data inserted therein by said water mark inserting device and for inversely
converting the spectrally-resolved data and supplying the obtained inversely-
converted signals as water mark-embedded digital data signals,

According to another aspect of the present invention, there is provided a

digital data encode system having a water mark inserting device for inserting water

mark data into digital data signals having a series of field data, said system including:



Accordi ng to another aspect of the present invention, there is provi-ded a
digital data encode system having a water mark inserting ldetHgest 2093
inserting water mark data into digitalgdata signals having a series of
field data, said systemincluding: 12 August 2003 -18 a water mark data
inserting contr@lyateeaiisk a6 ifseAineRohirdlinédns 861t dodfto Ring SAdeftionitsgiq mark by
said water mark inserting device, wherein said water mark inserting

control Ry : Lgiit al ' Py_. r A reference
and i nsert e etk O 5id B8Pl Beo Bk AL AN R B MG R
correspondingly to the diyisian.into. the respective digital data of the
correspond‘fq{‘&oﬁm‘??‘%ﬁ ¥ide %e&wa&fm@éﬁg&a Y &Pr WWW&%{?WSE‘H SERs g

di screte cosine transformneans for performng a discrete cosine transform
on the di g plaralifyobdifferpnbiveten purk dete praparediserresrondinglistophe division inéo obt ai ned
transforned signals to said water mark data inserting device as a subject
of insertithgrespbativeatigital tatnlof dat @riehmmeding divisidnaby use/eff ol whteematke cosi ne
transform neans for receiving the processed signals wth the water mark
dat a i nserigshihf8eaty by said water mark data inserting device, performng
the inverse discrete cosine transformthereon and supplying the obtained

i nversel y-trans i - igital, data signals.
According to an%?%éﬁlré%a%%%g? @;@ﬁ#@%‘ﬁ@gﬁ&%@@@gﬁﬁg&% goes}% tlragm%)f%'vi ded a
digital data,enca system having a water rk inserting.device for

i nserting %’ihﬁlralgl%gfi#@ﬂ] Si“H?‘bre%F’QF @r%é&@ﬂmpbﬁ% thepblainggt 2 series of
field data, said systemincluding: a water mark data inserting control
neans for E@wiarsedisiggals e said water orark dpte insgetingrdeviceles pyubigticbfiasedingnar k
inserting device, wherein said water mark inserting control means divides
t he di gi t athe datea nwirk datashdiyinaampt edet er mi ned reference and inserts a
plurality of different water mark data prepared correspondingly to the
division into ddigveesBRElcted@sitedahdbrf dicanfor rbRIGRE HRIPERIEAGiHialsl Si ONS
by use of said water mark inserting device;

with the water mark data inserted therein by said water mark data inserting device,
performing the inverse discrete cosine transform thereon and supplying the obtained
inversely-transformed signals as water mark-embedded digital data signals.
According to another aspect of the present invention, there is provided a
digital data encode system having a water mark inserting device for inserting water
mark data into digital data signals having a series of field data, said system including:
a water mark data inserting control means for controlling insertion of said
water mark by said water mark inserting device, wherein said water mark inserting
control means divides the digital data signals by a predetermined reference and inserts
a plurality of different water mark data prepared correspondingly to the division into
the respective digital data of the corresponding divisions by use of said water mark

inserting device;



12 August 2003 -19 a spectral resolution nmeans for spectrally resolving the
digital data signals wupon receipt thereof and supplying rigyst 20G%ed
resolved signals to said water mark daga inserting device as a subject of
inserting the water nmark data therein; a sanpling nmeans for sanpling the

processed si gnaj spetritvebdltioMPiBinsTBY $peBRAIR rebdlSRERIGIEIE RkdsibYaisai d wat er
mark data inserting device to supply sanpl'ed signals; "and an 1 nmage

conpr essi f j j i i - conpressed
ol gnal o andp D aiot BeceGOMYSEbL e e ARl ol ST O 4ly W R EP P s
with the ter rk enbedded .therein. According t not her, aspect of the
present i\A@aé%{qsg;ﬁipgtdﬁgpg%gs%gﬁpggﬁe@nggbeg\y?tgqgmaﬁg%t% B system having a
water mark inserting device for inserting water mnark data into digital
data signals co@rﬁﬁfiﬂgmﬁgn%?%é@ﬁ sempling ihrgyecessedrrignal ity thepwatenmarkmdataidi ng: a
water mark data inserting control means for controlling insertion of said
wat er mar kinbgrtesigheteindiyesaidmater mageddta ingerday idedce whaipplysagmilel shadady; mar k
inserting control nmeans divides the digital data signals by a

predetermgd reference and inserts a plurality of different water mark
data prepared correspondingly to the division into the respective digital

data of the cor ' L. Sl : ] 85K idaRSerting
devi ce; an enco I?}g&ﬁggﬁ?&%}ﬂh%@gﬁ%ﬂé@g@gﬁ tg %rﬂptg?é% S vmﬂétlﬁlag e water
mark data _inserted therein by .use of said.water mark inseriing device; an
encode contPHIFISH s%glﬁgné 6‘?91%36% Mﬁ?}ﬂ@@‘é@ﬁi&ﬁ@ﬂﬂpge%gﬁgtaﬁg@is to
perform encodi hg processing in a plurality of kinds of picture types

cor r espondith thegvatermakrrafefidded thetgilods; wherein said water mark inserting

control neans includes: 12 August 2003
According to another aspect of the present invention, there is provided a

digital data encode system having a water mark inserting device for inserting water
mark data into digital data signals corﬁprising a series of image frames, said system
including:

a water mark data inserting control means for controlling insertion of said
water mark by said water mark inserting device, wherein said water mark inserting
control means divides the digital data signals by a predetermined reference and inserts
a plurality of different water mark data prepared correspondingly to the division into
the respective digital data of the corresponding divisions by use of said water mark
inserting device;

an encoding means for encoding the digital signals with the water mark data
inserted therein by use of said water mark inserting device;

an encode controlling means for controlling said encoding means so as to
perform encoding processing in a plurality of kinds of picture types corresponding to
the encoding methods;

wherein said water mark inserting control means includes:



-20 water mark data storing neans for storing a plurality _of different
water mark data prepared correspondingly to a plurality 18AYSUEE2AM t ypes
for use in said encoding neans and sg'(?i_encode control ling nmeans; and a
water mark data sel ection output means™for, depending on the picture type
deci ded by sai dyane Ak 6aRLHAh hidindRRRSring S RELENGI N ERYASARAL g wat er

mark data from said water mar ata storing neanS and suppl ying said

correspondj I ' ter i-nsert.ing,devige.
Accordi ng @%%%%%‘eirco{a%{ lé(r:l&l%%g't%%ﬁ%?@@é&tp%l%kﬁsgﬁ{&? H&r diegc i ded a
digital data enc%de, system havhl%g a water, mark inserting device for
i nserting Wetsrandsaidengedeconfelingimgangandat a si gnal' s conprising a series of
i mge franes, said system including: a water nmark data inserting control
means for cont ramatengnarkdain séloetionfoudit encans fosr depamdinp yn &z pictmet pe mar k
inserting device, wherein said water mark inserting control neans divides
the di gi t adlecithiddysagiaicsddyondrofiirgdaéme schetng dleebfBgonding watsehnk a
plurality of different water nark data prepared correspondingly to the
di vi si on i #4@ frohl\@id #ERERatY&ats bBlih@IncdR MdQh: ﬁl?ﬁlgcéafd & Whtgt Sions
by use of said water mark 1 nserting device; g pectral resol ution neans
for divi dingréé&?a{oné%ﬁ?wgt{er&?ﬁ(ng(}li{(ljfhe\g@éa signals into blocks of a

' SI'z€, spectrally res '

pr edet er m fie ving the corresponding digital data

signals in every bl ock, and suppl yi t he ohtained resalved,. signals to said
vater mark  dat AePardBEite AgpthRnAkest abthg PERSBRIGRTCTSPD: THEHE PRYIIHS wat er mar k
data therein; an encoding neans for encoding the digital signals with the
wat er mar kdigdeladatd encede sxgtermbavnga wpten sk inseriing derice fortasertingwater i ng
devi ce; an encode controlling nmeans for controlling said encodi ng nmeans so
as to permarkndatanimds digitaldadcegsdlncpmprisingdd suriek of ingde fidnnedssaad spiterh ur e
types; 12 August 2003 -21-
including:
a water mark data inserting control means for controlling insertion of said
water mark by said water mark inserting device, wherein said water mark inserting
control means divides the digital data signals by a predetermined reference and inserts
a plurality of different water mark data prepared correspondingly to the division into
the respective digital data of the corresponding divisions by use of said water mark
inserting device;
a spectral resolution means for dividing the image of the digital data signals
into blocks of a predetermined size, spectrally resolving the corresponding digital data
signals in every block, and supplying the obtained resolved signals to said water mark
data inserting device as a subject of inserting the water mark data therein;
an encoding means for encoding the digital signals with the water mark data
inserted therein by use of said water mark inserting device;

an encode controlling means for controlling said encoding means so as to

perform encoding processing in a plurality of kinds of picture types;



wherein said water mark inserting control neans includes: water mark data
storing nmeans for storing a plurality of different water THefygus

prepared correspondingly to a pIuraIiQ? of picture types for use in said

encodi ng neans and said encode controlling neans; and a water mark data

sel ection out puﬁrhﬁi%ﬁﬂ%ﬂ%terﬁﬁﬂ@ﬂﬁérﬁﬁ ehntkd1 endah& IehRiebype deci ded by said
encode control li ng nmeans, sel ecting t%e corresponding water mark data from

mark data to saAEagrEE ﬁﬁt%l@%nﬂﬁ?&%??ﬁog SR A RO or e
inserting gew ce | cI udes: art| verfa e cal cu tor for, cal cylating the
aver age of I¥ABTRAE IQQFQSRPé‘fiH’g 1:(’c‘;“fp FW 150 p}’g tH’testyEﬁS ghisedn SHASMEsERE i n t he

resol ved signals supplied fromsaid spectral resolution neans, as a
parti al avmeargseandasaﬁpm@pdm@ﬂnmbmgenem:andul ti plying the water mark data
supplied fromsaid water mark data inserting control neans by the out put
data of said pastiatdr neark dagecketiidpmeans fory depending 5 ke pidtusenpad

mul tiplier for multiplying each elenent of the output data of said first

mul tipl i er ghydea vy eeéRbaé P& dtiHpShads; selidfing theadfes Jrfaingaﬂ%{&afébe out put

data of said second nultiplier and the resolved signals Ssuppli fromsaid

spectral r u 2003 - ccordi ng
6 anot her Sa2 bt 8 BRRE a0 ok W AR a o Gl O AR E eV T g
water mark da nsertin it incl dlngavvater mark data inserting
control ne ‘5”2{?‘{ ﬁé‘LWf‘ﬁeE@aah’tné?mﬂ& RViEREEd into digital data signals
having a series of field data by control of a water mark data inserting
devi ce and a wiheieinsgidwater magdemserting devied includes:udi ng a wat er nark

a partial average calculator for calculating the average of the absolute values
of three points around each element in the resolved signals supplied from said spectral
resolution means, as a partial average;

a first multiplier for multiplying the water mark data supplied from said water
mark data inserting control means by the output data of said partial average calculator
in every element;

a second multiplier for multiplying each element of the output data of said first
multiplier by a predetermined constant; and

an adder for adding the output data of said second multiplier and the resolved

signals supplied from said spectral resolution means in every element,



data detecting neans for detecting the water mark data fromthe digital
data signals with the water mark data added thereto by tiReAugase?00%ark data
inserting unit, the digital data signals beang of a digital data signal
consisting of a series of inage franmes; the water mark data inserting unit
further conprising an encodi ng neans for encoding the digital data signals
with the water mark data inserted therein by use of the water mark data

i nserting device, and an encode controlling neans for controlling the
encodi ng means so to perform encoding processing in a plurality of kinds
of picture types corresponding to the encodi ng nethods; the water mark

data inserting control meansAconprdsh@gtbi falo tWatrelh sl & %ﬁt@hgtoring nmeans
for storing.a.glurgiity of different water mark data prepare

cor r espondi ngl YY® 51PN urdl figibelpdatarencodessgetomghati 2§03 Ratépr use
in the encodiqg nEans and the encode controlling neans, and a water mark
data sel ecti on" ot pit theiRECFbIng WRbEnénagudinghe watenrmarkpdadaci ded by

t he encode cqf6£%4£in neags sel ecting the corresponding water nark data
fromthe first WAt er Nar OYar el SFRRs gf PEahBSerhing ivater ngatk datahe wat er

mark data i nsefiiNd HeVL P data signals having a series of field data

by control of a water mark data inserting device and a
‘water mark data detecting unit including a water mark
data detecting means for detecting the water mark data
from the digital data signals with the water mark data
added thereto by the water mark data inserting unit,

the digital data signals being of a digital
da;a signal consisting of a series of image frames;

_the water mark data inserting unit further
comprising |

an encoding means for encoding the digital
data signals with the water mark data inserted therein
by use of the water mark data inserting device, and

an encode controlling means for controlling
the.encoding means so to perform encoding processing in
a plurality of kinds of picture types corresponding to
the encoding methpds;

the water mark data inserting control means
comprising

first water mark data storing means for
storing a plurality of different water mark data

prepared correspondingly to a plurality of picture types



the water mark detecting unit conprising a decoding neans _for decodi ng the
digital data signals encoded by the encodi ng neans of t Hé AMaer 2008 k- dat a
i nserting device, and a display controlling neans for controlling display
depending on the data decoded by the decodihng neans according to the
content of the water mark data inserted in the digital data signals or
according to its presence; the water mark data detecting nmeans conpri sing
a water mark data extracting device for extracting candi date data, that is

a candi dat e offarhesendfrerc HEIdn Rl fhg fddRd d d by the decoding
means, a second water mark data stoé%ng nea%%ufg?ﬁagﬁgggﬁa ?%%£§% 1REt er
mark data as Meéngl,ueald ty of water nmark data stored in the first water
mark data storing nmeans of the water mark data inserting control neans in

the water mark data inseatWagedethE,dat&ﬁééleEERKnd%h%p§%|ﬁ%%h%nf%?Fn”
means for 12 August 2003 23 sel ecting the correspondi ng water mark ddta
fromthe secHfBeRdien par kheéapd citaei nypeeaes iaReDY RGhd el lgdi Cture
type in the encodi processing to be recognized in the decodi ng processing

by the decodi ﬁﬁnﬁﬁgg%laﬁdmewﬁpl yreAgcitingantiea coratespdBlng i & I ty
j udgi ng mean $g£k data from the first water mark dat i
a storing means
and supplying it to the water mark data inserting device,
the water mark detecting unit comprising

& decoding means for decoding the digital data
signals encoded by the encoding means of the water mark’
data inserting device, and

a display controlling means for controiling
display depending on the data decoded by the decoding
means according to the content of the water mark data
inserted in the digital data signals or according to its
presence;

the water mark data detecting means comprising

a water mark data extracting device for
extracting candidate data, that is a candidate of the
water mark data, from the data decoded by the decoding
means,

a second water mark data storing means for
storing the same water mark data as the plurality of
water mark data stored in the first water mark data
storing means of the water mark data inserting control

means 1n the water mark data inserting device,

& water mark data selection output means for



: : K
king a conparison between the candidate data extracted by the water mar
ggta gxtrac??ng device and the water mark data sypplleq1. ‘ﬁﬁ@taﬁﬁ%r n?rk
data selection output neans, judging the statistical simlarity tlere? :
and notifying the display controlllng me €§ of the Judgenent_re?u th n
the preferred construbtion, the water data inserting unit furh er
conprises a spectrally- resolving nmeans for dividing the inage o tIF
digital data signals into blocks of a predeternmined size, spectrally

Cupplying the obtar nag hoceP B @ondthd wBLIRCaelcrSkal Fram Ehender i ng

supplying the obtained reso I gha
dovi cb a5 a mabpet tmpled NROE] AG0 4 NSLURLE HBLk aLacthere! i, Le vater

mark data inserting device conprises a parti average c F for

calculatlng1p&ntnm&exypeCHnttﬁba@ﬁ@&@iﬁgvﬁfgéésQinéh£86b80 QES %%Qd each

el enment in the resolved signals supplied fromthe ectra

means, as a partile demydiyey pmoé¢$§in€U%%}@héede$8&1HE|hé9h¥'Qﬂdthe mater

i nserting control 24 12
st ahox i I vl G (o partis avrdie caulatar i
every el ement, a second multiplier for nultiplying
output data of the firs@ skatisplicel lsyimdlarddet gurigied @Qﬂﬁigﬂ%%eand an
adder for addl n%gt %e c%%p%lﬁlsdo%} abggwéehf tShEi: Oc?a(tjndnfcll;tlzg lé:éa agxtracted
by the water mark data extracting device and the water
mark data supplied by the water mark data selection
output means, judging the statistical similarity thereof,
and notifying the display controlling means of the
judgement result. |
In the preferred construttion, the water mark
data inserting unit further comprises a spectrally-
resolving means for dividing the image of the digital
data signals into blocks of a predetermined size,
spectrally resolving the corresponding digital data
signals in every block, and supplying the obtained
resolved signals to the water mark data inserting device
as a subject of inserting the water mark data therein;
the water mark data inserting device comprises
>a partial average calculator for calculating the average
of the absolute values of three points around each
element in the resolved signals supplied from the
spectrally-resolving means, as a partial average, a

first multiplier for multiplying the water mark data

supplied from the water mark data inserting control



signals supplied fromthe spectrally-resolving neans in every
QEZ%\&E? thg wat er Ir[1)1lgrk data extracting _dgéi ce of the wdPeiiaar#dat a )
detecting neans conprises a partial average calculator for calculating the
average of the absolute values of three points around the bl ock dat?
. decoded by the decoding nmeans as a partial average, and a divider grt
di viding the block data decoded by the decoding neans by the outputh ata
of the partial average calculator. According to another aspect of the ’
invention, aRARF MarkheiLetputadatmpimethodaritoral neestagg water mar

: . i ' i ield data by use of a
data in digital data signals having a series of fie _ use oi _
wat er mar Kk dat%fﬁéﬁ?‘iqgg”ﬂ(ﬁ/‘f%@ egkggaq;yt5|mgse9:cgtcbmmlt1mi@f ﬂbid: di nlgi':he
digital data signal :ﬁy a predetern ned reference, inserting a f ura 'n?o
of i fferent VBHETRRFHUALCR ARRERE oorbhes riutyldate afecls vibtan i nt o
the respectiveg digital data of the corresponding divisions, by use o
wat er mark daﬁnélln e WS iRE 9P é%‘%f ﬁ??@%?'ﬂ%ﬁtﬁgvi g
digital 12 Au : S data signals are of a digital data s .
a series of f|e|lcp?‘ﬁg:t%§2c°o%§f@il aofo_fod‘d‘ef ltséﬂcd’ftdgﬁ?]é’*ﬂé?of_ Lign gintd tdie a
series of | mageddiAERs ’sfdﬂélrhersu%%%.réd'slfnx%m e sp%ctra'lly—resolving

means in every element,

~the water mark data extracting device of the
water mark data detecting means comprises a partial
average calculator for calculating.the average of the
absolute values of three points around the block data
.decoded by the decoding means as a partial average, and
a divider for dividing the block data decoded by the

decoding means by the output data of the partial average
calculator.

According to another aspect of the invention,
a water mark data inserting method, for inserting wa£er
mark data in digital data signals having a series of
field data by use of a water mark data inserting device,
comprising

a step of, after dividing the digital data
sgignals by a predetermined reference, inserting a
plurality of different water mark data prepared
correspondingly to the diyision into the respective-
digital data of the corresponding divisions, by use. of

the water mark data inserting device.

In the preferred construction, the digital



a step of storing first and second water mark data different from each
other and prepared for every odd field and every even fil@AHgust 408y of

j udgi ng whether the digital data signal is of the odd field or the even
field one after another, a step of selecE%ng one of the first and second
water mark data as the water mark data to"be inserted in the digital data
signals, according to the judgenent result in the field judging step, a
step of spectrally resolving the digital data signals, and a step of, with

respect to th eqy I t &,. as subj.ect of inserting the
0 SatecaighaY s %%t%aﬁfg% gis?ngthaal qte éjt%’ealsdﬁc‘flrrtﬂnargsol ution

water mark data therein, resu of

in the spectrakkyekesel ¥iRggSi@Rg | rtd fiyst. er rk data into
t he frequency anal yzed déta of tﬁe dgyglgl%itre]]gl tg:}eior‘#ér%e\r%}st heénr%e%‘fﬁfb wat er

mark data infhel8e bEeguerey cdNalfy2@fhqdaldaafest he even filed, according
to the selection result in the water mark data 'selecting step. In the

preferred construction, finechet ecomprksifgtenénsespingswet hod further
conprises a step of 12 August 2003 26 storing three kinds of different

water nmark data prepared dtoep everytdright nESt CONPO8ERLNAT Irh$ErC Rk k-
di fference conponent, and second col or-difference
data different from each other and prepared for every
odd field and every even field,

a step of judging whether the digital data
signal is of the odd field or the even field one after
another,

a step of selecting one of the first and
second water mark data as the water mark data to be
inserted in the digital data signals, according to the
judgement result in the field judging step,

a step of spectrally resolving the digital
data signals, and

a step of, with respect to the frequency
analyzed data, as a subject of inserting the water mark

| data therein, obtained as a result of the spectrum
resolution in the spectrally resolving step, inserting
.the first water mark data into the frequency analyzed
data of the odd field or inserting the second water mark
data into the frequency analyzed data of the even filed,
according to the selection result in the water mark data
selecting step.

In the preferred construction, the water mark

data inserting method further comprises a step of



conponent in the signal conponents of the digital data signals, a step of
judgi ng the signal conponents of the digital data si gnal"@'%%gélshgqoé"r
another, a step of selecting one of the above three kinds of water mark
data as the water mark data to be insertedin the digital signal data,
according to the judgenent result in the signal conponent judging step, a
step of spectrally resolving the digital data signals, and a step of,
with respect to the frequency anal yzed data, as a subject of inserting the

wat er mar k datsgotlll%rgeit ’reeOt?éi‘:‘H'J‘seCE@Sdff{eﬁﬁé’gﬁé hﬁg%é%grpg e(r:‘&arlum resol ution

in the spectrally resolving step, inser Wt a pr epar ed

correspondi ngipy-eparichie f ]S S CYMANaN c&r{;&%ﬁl@ dﬂﬁsé’gcéfgr_

bri ght ness conponent, inserting the ™ water mar a prepare

cor respondi nghy ffereheel idotipor@@lto -aHid fRI&NREe E&I&Pilﬁﬂféﬁéx?cé he data of

the first color-difference conponent, or inserting the water mark data
prepared corr esppedent! i nt @hiehe iseeANGorPdHentd f&ﬁr%%we@ét' nto the
0

data of the second color- difference conponent, according the selection
result in theigands,mar kteat @fsduekiimg tHeepidmul ot Lbe the
construction, the water mark data inserting nmethod further conprises a
step of storfagithledakiandd golsi oiner efttemtarrotitrik, datstd® Mgust 2003 27
prepared for every red-conponent, green-conponent, and bl ue-conmponent in
the signal cofPbRERLBJoPNEheLdityet @bove three kinds of water mark

data as the water mark data to be inserted in the
digital signal data, according to the judgement result
in the signal component judging step, a step of
spectrally resolving the digital data signals, and a
step of, with respeét to the frequency analyzed data, as
a subject of inserting the water mark data therein,
obtained as a result of the spectrum resolution in the
spectrally resolving step, inserting the water mark data
prepared correspondingly to the brightness component
into the data of the brightness component, inserting the
water mark data prepared correspondingly to the first
color-difference component into the data of the first
color-difference component, or inserting the water mark
.data prepared correspondingly to the second color-
difference component into the data of the second color-
difference component, according to the selection result
in the water mark data selecting step.

In the preferred construction, the water mark
data inserting method further comprises a step of

storing three kinds of different water mark data



data signals, a step of judging the signal conponents of the digital
signals one after another, a step of selecting one of tHeAHIY ree
kinds of water mark data as the water mark data to be inserted in the
digital signal data, according to the judgenent result in the signal
conponent judging step, a step of spectrally resolving the digital da

signals, and

a step of, with respect to the frequency anal yzed dat a,

subj ect of inserting the water mark data, obtained as a result of the

Tk data propared a0t esnena gty Lo PRASEe, S5RnERtEERES The tat a of

mar k data prepared correspon

ngly to nmp

the red- conpoinbwécoisehehBIihhenvakeynagr Egﬁgbﬁen%e%gggﬁf%&r TN

to the green-conponent into the data’of th

the water nardatalasagpaeparedseepr 65P9adyRaLY the Ehﬂenﬁhu_@b&&%%]%t@ df

the data of the blue-conponent, according to the sélection“resu

reen-conp ) I nser

In

dat a

ta
as

a of’

ngly
ting
to

t he

wat er mark detle sélgttahgdstapsignaanobher apeetennsdhe@nshr 4gkpods t he

water mark data inserting nmethod further conprises a step of

storing a

plurality of #hkdeting emeecrfnbhé dhowe phepar kinfier o€veaYep! Haak ty of

pi cture type
digital data
digital data
sel ecting on

s. corresponding to the encodi ng nmethods in encoding the

d@athas, the svabenfnpukgdagat he beghakertedponeshe of the

éi%?nals one after another, - 28 12 August 2003 a step of
1l el tdate, kiaoerding to the judgement result

in the signal component judging step, a step of
spectrally resolving the digital data signals, and a
step of, with respect to the frequency analyzed data, as
a subject of inserting the water mark data, obtained as
a result of the spectrum resolution in the spectfally
regolving step, inserting the water mark data prepared
correspondingly to the red-component into the data of
the red-component, inserting the water mark data
prepared correspondingly to the green-component into the
data of the green-component, or inserting the water mark
data prepared correspondingly to the blue-component into
the data of the blue-component, according to the
selection result in the water mark data selecting step.

In another preferred construction, the water

mark data inserting method further comprises a step of

storing a plurality of different water mark data
prepared for every plurality of picture types
corresponding to the encoding methods in encoding the
digital data signals, a step of judging the signal

components of the digital data signals one after another,

a



water mark data, as the water mark data to be inserted in the digital
signal data, according to the judgement result in the silg@rfsgusb#ienent
judging step, a step of spectrally resolVvi'ng the digital data signals, and
a step of, with respect to the, frequency anal yzed data, as a subject of
inserting the water nmark data therein, obtained as a result of the
spectrumresolution in the spectrally resolving step, inserting the water
mark data prepared correspondingly to the picture type, according to the
sel ection resuft2teptaé salectimgkodat af sthecaboge shepe ReadsdbRg to

anot her aspect of the invention, a conputer readable nenory for storing a
control prografittesrmasktdatai ngs athie gvaber dunenkedavdetoybeeimbaytag a

wat er mark data inserting control nmeans for inserting water mark data into
digital data stynahe Aigihalasignpdsdatasiergordingbyoutbeofudgement nark
dat a insertigg deg+ce, the control programincluding the steps of: after
dividi ng the dfGPELF Hatbhespignrl eymponerteledainadsteper anseepi oferting
a plurality of di{fe nt watfr,nark datf prepared correspondingly to the
di vi si on into TREFERpe¥t FEROIHI Y bire it albal dataorienpbadi agddavi si on,
by use of the, e¢ mar k, dat a inser%(iénghde i ce; 12 August 2003 - 28a
storing first and second WAt EPERETR R thai Frequsrcy ranalyzadotate, ang

brepar ed o7 &S il 'o£! fn 2k PG ¥n€VSDeL] sl “UiLa" EREE AL O 1N
obtained as a result of the spectrum resolution in the
spectrally resolving step, inserting the water mark data
prepared correspondingly to the picture type, according’
to the selection result in the water mark data selecting
step.

According to another aspect of the invention,
a computer readable memory for storing a control program
for controlling a digital data encode system having a
water mark data insertiné control means for inserting
‘water mérk data into digital data signals having a
series of field data by use of a water mark data
inserting device, the control program including the steps of:
after dividing the digital data

signals by a predetermined reference, inserting a
plurality of different water ﬁark data prepared
correspondingly to the division into the regpective
digital data of thercorresponding division, by use of

the water mark data inserting device;



signals having a series of field data conprising odd fields and even fields
of a series of imge franes; judgi ng whether the digitall2dsts3qal is of
the odd field or the even field one &fg.er another; selecting one of the

first and second water mark data, as the water mark data to be inserted in

the digital sigseling#itadandeeondimagr bk baa diflgandiim eahWiheriandsai d fiel d
judgi ng step; spectrally resolving the digital data signals; and with

tt : th
respec nge?ﬁreﬁ GO é/ddaﬁ@}h WEY%QE?EI?%%&S‘%@; ]Eér(r:]t ?;e%lg r&ﬁfa‘i hag the

wat er mar k aobtalndas res ion In the

spectral ly._. | vi ng _step rting the f taintothe
frequency S8y ?ig%vdn%gts?egfof fﬁeﬁsc?aaad%orggréﬁnag %4({?7}%%?1{43%6%@3 Z@&ﬁ’ﬂes\/\/at er
mark data ipto the frequency anal yzed data of the even field, according to
the sel ect PHHIZELMESi n sai d water mark data sel ecting step. According to
anot her aspect of the present invention, there is provided a conputer
readabl e menor yjudgingsvimthergheadigivaitdat sigad grafithd odd Geldor tel dvag fialdhngi t al
data encode system having a water mark inserting control neans for
inserting widrehofier:k data into digital data signals having a series of
field data for use by a water mark inserting device, said control program

i ncluding the SE(?&ﬁm fone BF 2 Airct a)ﬁ'd%b&ﬂldtwgﬁelqh&ktd%# g@#h? vk Y B

predetermi ned refere Inserting a plurality o erent water nark

o2 B AL SRR B S TP e R RE 7 0 1

inserting devjce; 12 August 2003 - 28b storing three kinds of different
wat er rmar kJW4&ng be&’épared for every brightness conponent, first
color-difference con?onent and second col or difference conponent in the
si gnal conponenspectaliy tesolaing thefigitak datasignel$; sind

with respect to the frequency analyzed data as a subject of inserting the
watermark data obtained as a result of the spectrum resolution in the spectrally
resolving step, inserting the first water mark data into the frequency analyzed data of
the odd field or inserting the second water mark data into the frequency analyzed data
of the even field, according to the selection result in said water mark data selecting
step.

According to another aspect of the present invention, there is provided a
computer readable memory for storing a control program for controlling a digital data
encode system having a water mark inserting control means for inserting water mark
data into digital data signals having a series of field data for use by a water mark
inserting device, said control program including the steps of:

after dividing the digital data signals by a predetermined reference, inserting a
plurality of different water mark data prepared correspondingly to the division into the
respective digital data of the correéponding division, by use of said water mark data

inserting device;



judgi ng the signal conponents of the digital data signals one after
another; selecting one of the said three kinds of water "efUoughi®3as t he
water mark data to be inserted in th igital signal data, according to
the judgenent result in said signal component judging step; spectrally

resolving the d&tahhgkhré’@ﬁﬁds%f?dlﬁh%m @Etgr maflbdf{}\g?%éﬁﬁfedtf& Ehgyh 'gﬂdﬁeéé(?y

anal yzed data as a Subject of i1 nserting the mar k dat a” obt'al ned as a
result of e spe myresolution in the spectrall .£s0lving ste

| heor ti ng PHHEPGRRE TPl ARt oimbet i FRE iRl doley BEERE S EERL o
conponent into the data of the brightness conponent, inserting the water
mar k dat a 1“pt1h§ﬁ%ﬂ@&owpﬁfﬁﬁﬁﬂwpﬁéﬁlgbd%tﬁélgﬂﬁlﬁ'st col or-di fference conponent
into the data of the first color-difference conponent, or inserting the
wat er mar k dat ajudgingdhesigna compspaontsiofithe tigitnhdats sigoald onohier-adbthesr ence
conmponent into the data of the second color-difference conponent,

accordi ng to thelagingoht ontheaaid threk irfidiof wabdr efiarkdhls af @eawatsemedd dang St ep.
Accordi ng to anot her aspect of the present invention, there is provided a

conput er rﬁﬁSi@iH&é%teg%fH{eYdi itd] ﬁ%\ﬁ}ﬁlrda@é@ a@c&&%ﬂéﬁﬁh@@ﬁﬁ%&% fQn woigol 11 ng a

digital data encode syst m1 Ing a water Inserting control neans for
inserting water mark tda(%ggr{i to digital data signals having a series of
field data o cﬁ?goﬁ‘i’l & S]Eei:f’nark i nserting device, said control program
including the steps of after dividing the digital data signals by a

predet er mi ned r gfeskalheresolvingdhe diggakdatpsigpalsiapd2003 - 28c plurality of
different water nmark data prepared correspondingly to the division into the
respective di gi with rekpeet tothe frequeney awhonddalg adewilkjecrof itsertingsthef sai d wat er
mark data inserting device; storing three kinds of different water mark
dat a prepawettrhak dweshlainedlas L8WI00LIME spet@anresslofion Bnthe spdttrally ue- conponent

in the signal conponents of the digital data signals;
resolving step, inserting the water mark data prepared corresponding to the brightness
component into the data of the brightness component, inserting the water mark data
prepared corresponding to the first color-difference component into the data of the
first color-difference component, or inserting the water mark data prepared
corresponding to the second color-difference component into the data of the second
color-difference component, according to the selection result in said water mark data
selecting step.

According to another aspect of the present invention, there is provided a
computer readable memory for storing a control program for controlling a digital data
encode system having a water mark inserting control means for inserting water mark
data into digital data signals having a series of field data for use by a water mark

inserting device, said control program including the steps of:

after dividing the digital data signals by a predetermined reference, inserting a



judging the signal conponents of the digital data signals one after
another; selecting one of the said three kinds of water Hef49u§tt¥P3as t he
water mark data to be inserted in the28igital signal data, according to
the judgement result in said signal conponent judging step; spectrally
resol vi ng ©hEidy g defferend vptegirgarkidata paenpred eairespandanaly fothe devisipe e ey

anal yzed data as a subject of inserting the watermark data obtained as a
result of tépedprcligitaindate o6 khe doomspandinpalisippal batideyof shidsedtsn markstaep,
inserting the water nmark data prepared corresponding to the red- conponent
into the dajsrtifg dehRes €d- conponent, inserting the water mark data prepared
corresponding to the green-conponent into the data of the green-conponent,
or insertingt r ] r r i th

bl ue- conponent Fﬁ;ﬁg@? geQ@&Fg@#&%&%&ﬁ%@%ﬁ%%ﬁ%@&%@g5& inrﬁg'to t he
selection result in said water, mark data selecting sfep. According to
anot her as SRTPO SR ougoRent; ﬁ%‘{eﬁf“?ﬁﬂfﬂpi’m & ‘the Sgﬁnﬁfl‘?oé%lﬂm&nm@gﬁlﬁut er
readabl e nenpry for storing a control programfor controlling a digital
data encodigi@datemighalsi ng a water nark inserting control means for
inserting water mark data into digital data signals having a series of
field data for ysigitgtha sigatierompenknts ofiferdigitad daiavigneals onaiaftecantied] program
i ncluding the steps of. 12 August 2003 -28d- after dividing the digital

data signal s by sglefpficf Md R hedShRNCET witdSRAkI dath & 1R Wakk kavk 8dta
different water mark data prepared correspondingly to the division into the

respect | ve ghikatedlA Al IEnPRAERONMo B SE e PuliSE o S21 d vater

mark data 1nsertin Vi orirng a erent "wat er mark
data prepared for every pl.urality of picture types corresponding to the
encodi ng nﬁltg%lacgn?pr?nﬁl?{é?)%%%?ﬁe digital data signals; judging the signal

conponents of the digital data signals one after another;
spectrally resolving the digital data signals; and

with respect to the frequency analyzed data as a subject of inserting the
watermark data obtained as a result of the spectrum resolution in the spectrally
resolving step, inserting the water mark data prepared corresponding to the red-
component into the data of the red-component, inserting the water mark data prepared
corresponding to the green-component into the data of the green-component, or
inserting the water mark data prepared corresponding to the blue-component into the

* data of the blue-component, according to the selection result in said water mark data
selecting step.

According to another aspect of the present invention, there is provided a
computer readable memory for storing a control program for controlling a digita] data
encode system having a water mark inserting control means for inserting water mark
data into digital data signals having a series of field data for use by a water mark

inserting device, said control program including the steps of:



selecting the corresponding water mark data as the water nmark data to be
inserted in the digital signal data, according to the judgdsuet488uit in
sai d signal conponent judging step; spBétrally resolving the digital data
signals; and with respect to the frequency anal yzed data as a subject of
inserting the aeedividing hadigitbeairsienaladya predaigrmingd refeserspeiosorting a
resolution in the spectrally resolving step, inserting the water mark data
prepar ed cqiwreBtyorfdi fifigrenton dtbrempikalatiy grepdryd eorrapomtiadin o the divisios @hteeiid on
result in said water mark data selecting step. OQher features and

advant ages gdpetinge Q€898 d j b d a; ailed 12
August 2003 58 desc%i pti ondfg?i{ %ﬁdeﬁ%ﬂ?&% %\?vﬁgc%glﬁﬁgé%%rg {dlr‘g%%rﬁg%ﬁ%{

DRAW NGS T invention will be under st ood more ful | y fromthe

det ai | ed dggsceﬁr%s‘?e%%cegi ven herebel ow and from the acconpanyi ng draw ngs of
the preferred enbodi mint 'O};@ftﬂijﬁ i nvention, which, however, should not be
taken to be | i nmiStAPBAPPBL 1{{¢rept Velsr mgtk dats prepyed fengyeapiaiably ¢fnd

understanding only. In the drawings: Fig. 1 is a block diagram show ng a
const it ut i actefe tapagicgrrespondmgdo drecmdeding stethmda it encdiding the digitalf datst

enbodi nent of the present invention. Fig. 2 is a flow chart show ng an
oper ati on afgnalshe first enbodinent. Fig. 3 is a block di agram show ng a
constitution of a digital data encode system according

Judging the signal components of the digital data signals one after another;

selecting the corresponding water mark data as the water mark data to be
inserted in the digital signal data, according to the judgement result in said signal
component judging step;

spectrally resolving the digital data signals; and

with respect to the frequency analyzed data as a subject of inserting the
watermark data obtained as a result of the spectrum resolution in the spectraily
resolving step, inserting the water mark data prepared corresponding to the picture
type, according to the selection rest_llt in said water mark data selecting step.

Other features and advantages of the present invention will become clear from

the detailed



to a second enbodi nent of the present invention. Fig. 4 is a flow chart
showi ng an operation of the second enbodiment. Fig. 5 isl2afugust®00$i agr am
showing a. constitution of a digital data encode system according to a
third enbodi nent of the present invention.29ig. 6 is a flow chart show ng
an operation of the third enbodinent. Fig. 7 is a block diagram show ng a
constitution of a digital data encode system according 12 August 2003 30 to
a fourth enbodinent of the present invention. Fig. 8 is a block diagram
showi ng a consEfEGFiBAieR givpgi herebsiewencode system according to a
fifth enbodi nent of the present invention. Fig. 9 is a flow chart show ng
an operation of the fifth enbodinent. Fig. 10 is a bl ock di agram show ng a
constitution of a detecting_device for detecting the water mark fromthe
data having the water mar koFhSErREECRERELANAOEc EHEI DRAWING
fifth' enbodinment. Fig. 11.,is .a flow chart show ng an operation of the
det ecting device of Fig.l%nﬁ F PP T oG e A 1L b cdedeystead mege

fully from the detailed description given herebelow and

OigN e

from the accompanying drawings of the preferred
embodiment of the invention, which, however, should not
be taken to be limitative to the invention, but are for
explanation and understanding only,

In the drawings:

Fig. 1 is a block diagram showing a
constitution of a digital déta encode system according
to a first embodiment of thé present invention.

Fig. 2 is a flow chart showing an opération of
the first embodiment.

Fig. 3 is a block diagram showing a
constitution of a digital data encode system according
to a second embodiment of the present invention.

Fig. 4 is a flow chart showing an operation of
the second embodiment.
| Fig. 5 is a block diagram showing a
constitution of'a digital data encode system according
to a third embodiment of the present invention.

Fig. 6 is a flow chart showing an operation of
the third embodiment.

Fig. 7 is a block diagram showing a

constitution of a digital data encode system according



' [ [ i | e of
itutional -encode system 12 is a block diagram show_n astexanp
fggszonventional digital 13 is a block di agram show ng aﬁéﬁﬂéﬁw&%ﬁ?REk? of
the conventional digital data DES !RIP PION OF THE PREFERRED !
The preferred enbodi ment of the present in¥@ntion will be discusse ' the
hereinafter in detail with reference to the acconpanying draangs. n
following description, numerous specific details are set fort ILn 'FI er
to provide a thorough understanding of the present tnventkon. _ antion
obvi ous, howeve?, &t OFHBEee§QPﬁR§Gnt!fﬁtW?e?ﬁgifhgggghﬁﬁﬁﬁﬁgiﬁl;nvin lon
' 12 August, 2003 31 without tt fic |'s.
Fﬁgtgﬁcgfaaéif?dknomn gt Ut ursiara hbeckndimgrandshawingnaor der to

.t he. present invention. Fig. 1 is a block diag[am

howi nga conct G FoRL B “GF i 1Edi Caa: dosacanecsp st st arrgling a
el f t_inyenti Wth reference to Fig. 1, the
encode system ol §he DbodioERimeBl Br 2Be Rrpeentaioveatdososi e .

[ P ' [ it 120, wat er mark data sel ection
Ut put Nt 130, & vt er Tk SHath 4 HEN | A Hb A8 kg, A cpREERC { b epge
out pu g ! ! . Che
DCT (inverse diffcritfrashbeaima@nefornm unit 150. Fig. 1 shows only
characteristic

Fig. 10 is a block diag:am showing a
constitution of a detecting device for detecting the
water mark from the data having the water mark inserted
therein according to the fifth embodiment.

Fig. 11 is a flow chart showing an operation
of the detecfing device of Fig. 10.

Fig. 12 is a block diagram showing a
constitutional example of the conventional digital
encode system.

Fig. 13 is a block diagram showing another

constitutional example of the conventional digital data

encode system.

DESCRIPTION QOF THE PREFERRED EMBODIMENT

The preferred embodiment of the present
invention will be discussed hereinafter in detail with
reference to the accompanying drawings. In the following
description, numerous specific details are set forth in
order to provide a thorough understanding of the present
invention. It will be obvious, however, to those skilled

in the art that the present invention may be practiced



components of the enbodi nent, while the description of other general
conponents is not shown there. Each conponent may be reall2Za@ush2093

i nformati on processor and a storage contraolled by a conputer program
(hereinafter, referred to as a control pFngan) in a personal conputer, a
work station or the other conputer system The information processor

I ncl udes an internal nenory for storing data, a signal input port, and a
si gnal output“%gﬁg an executes processing according to the control
program Any i gnxfuti © pRecHf 1F taslgar My dtheanineceioe, oveplaal

| mage data or carrespondi ng data, and any signal _output port will do
as far as. it %égyﬁnﬁﬁﬁ%ﬁ%$ﬁgﬁwﬁﬁﬁ nofr KRS etiede tahyelnapudenater

mar k- enbedded MR or its_corresponding data. The control program
12 August 2003 é%%ceaaﬁéagéapm@r%%?%% SROrRIPTNY HaYpREiendi sk, a

sem conduct or nenory, or her, stor.i dium so to be I|oaded in the

i nf or mati on processor. AFg 6rﬂnj%ngd?ﬁﬁ¥§édlﬁ§Fan Y'Y & o a particul ar

form but wll 1 ' t i essor._can read oyt
therefrom | nCtﬁ%%%&%ocno?pfoﬁé;rﬁg%%nd%%% O THRECH; @??QFHEH&Ba

signal (herei raf aerfirsf MR AS &L U ¢ | {RES, dal 2) having a
}}I eEJfIg:'L :f'éﬁlds J#

series of field data consisting of odd s and even | series
of imge frameferehecdEd wig. 110 R (Bl SHELE SPSLRE ohb8RTRSLT 2Nd

supplies a frequency conponent signal 102 .
comprises a DCT (discrete cosine transform) unit 110, a
field judging unit 120, a water mark data selection
output unit 130, a water mark data inserting device 140,

and an inverse DCT (inverse discrete cosine transform)

‘unit 150. Fig. 1 shows only the characteristic

rcomponents of the embodiment, while the description of
other generai components is not shown there.

Each component may be realized by an
information processor and a storage controlled by a
computér program (hereinafter, referred to as a control
program} in a personal computer, a work station or the
other computer system. The information processor
includes an internal memory for storing data, a signal
;nput port, and a signal output port, and executes
processing accofding to the control program. Any sigral
input port will do as far as it can receive original
image data or its corresponding data, and any signal
output port will do as far as it can supply the water
mark-embedded image data, water mark-embedded MPEG

stream, or its corresponding data. The control program



to the water mark data inserting device 140. The original inmage data

havi ng such a data structure includes a digitalized intd@AKS5q03al
obtained by interlaced scanning, for exanple, simlarly to the television
signal in NTSC (National Television Systeg% Conmittee) nethod. In this
case, the original inmage data 101 has a data structure where odd fields
and even fields are disposed by turns. However, in the present invention,
it is not restricted to this structure but it wll do as far as the
boundary between each field is definite. The field judging unit 120, upon
recei pt  of tﬁ%nog?gPﬁﬁVlgﬁﬂgét8§?§ 1012 Paggesighetitsd, tthe field under
processing is éﬂfcéhgldtor even field, agd suppli,es the field judgenent

i nformation 1031 Ral 2ariRE PEREeTYudQEnBhfiereSHPr ing Meding ersqrrk Riat a
_selection 12 03,.33: ut unit 130. Field pay, be.judged by use of
a synchronod@ggggﬁafg %B% éﬁg fF8EICR PESECSFOtHe Ai%?@FF geledigAaisas

rentioned aboyse Abiersetiuely. o peR:EI0" kYAl hange (dat 101 has 2

data structure where anot i N I on i i ndi

field s attaghednt oneapatishdprbbebdor@Uaherehidgnd R cias Ol Lhe

information. Nanmely, it is pre e to sel ect "and change & el d

j udgenent nethod in thed it Juiste biider2D, PESBET LYBEEL" JENghet O the

data structure of the original inage data 101
digital data signal (hereinafter, referred to as the

even

original imagé data) 101 having a series of field data
consisting of odd fields and-even fields in a series of
image frames, the DCT unit 110 performs discrete cosine’
-transform and supplies a'fréqﬂency component signal 102
to the water mark data inserting device 140. The
original image data having such a data structure
includes a digitalized interlace signal obtained by
interlaced scanning, for example, similarly to the
television signal in NTSC (National Television System
Committee) method. In this case, the original image data
101 has a data structure where odd fields and even
fields are disposed by turns. However, in the present
invention, it is not restricted to this structure but it
will do as far as the boundary between each field is

| definite.

The field judging unit 120, upon receipt of
the original image data 101, judges whether the field
under processing is odd field or even field, and
supplies the field judgement information 103 indicating

the judgement result to the water mark data selection



The water mark data selection output unit 130 is storinq a first and -
second water mark data 131 and 132. The water nark data 3é¥@éﬁﬁ5ﬁ3output
unit 130, upon receipt of the field judgenent information 103 supplied
fromthe field judging unit 120, judges wggether the field judgenment

i nformati on 103 designates an odd field or an even field. Further, the
wat er mark data selection output unit 130 selects the first water mark
data 131 when the field judgenent information 103 designates an odd

field, and supplje haiesishe waleld MeF BIALAA04 Gy (he ypter mrk data
inserting device 140. Wile, the water I on output unit 130

sel ects the é¥ﬁﬁﬁﬁbﬂ6&§rsﬂ@ﬁ$lﬂa£@r1§§aM@§B the Ehgédofu@ﬂgnent

i nformati on 103 desi gnates an even field, and supplies It as the water nmark

data 104-to tiretenckeredres kgukl sas | HERELbNEdIENbEE . 1401 t dhgatiBb &1y mark data
I nserting device 140, upon 12 August 2003 34 receipt of the frequency

conponent si grin 1R fomhyiel tagei datd0landhabeavabes Berkcdata 104
sel ected and supplied by the water nmark data sel ection output unit 130,
inserts the wiere mnathey alnfernatide foegimdiyattngpoddntieignak 102 and
supplies the frequency conponent signal 105 with the water mark-enbedded
therein to tI8Hh OcT affiached. taheact Biehds kfilald mapsbeti ng devi ce
140 may have the s c?ne structgwgiéﬁltgg}mx@ger mark data inserting device
1240 of the a¥siged by use o n ion. Namely, it is

Vpreferable to select and change the field judgement

method in the field judging unit 120 properly according

to the data structure of the original image da£a1101.

The water mark data selection output unit 130

is storing a first and second water mark data 131 and

132. The water mark data selection output unit 130, upon

receipt of the field judgement information 103 supplied

from the field judging unit 120, judges whether the

field judgement information 103 designates an odd field

or an even field. Further, the water mark data selection

output unit 130 selects the first water mark data 131

when the field judgement information 103 designates an

odd field, and supplies it as the water mark data 104 to

the water mark data inserting device 140. While, the

water mark data selection output unit 130 selects the

second water mark data 132 when the field judgement

information 103 designates an even field, and supplies

it as the water mark dataV104-to the water mark data

inserting device 140.

The water mark data inserting device 140, upon



nmentioned conventional technique 4. The frequency conponent signal 102 is
obt ai ned by converting the original image data 101 in ;H@ﬂhﬁwaaﬁx@y
conponents, naturally including the content corresponding to the odd and
even fields. The water nark data 104 received from the water nark data

sel ection output unit 130 is selected corréspondingly to the field as
mentioned above. According, even in the case where the water mark data

i nserting device 140 has the sane structure as the conventional technlqre,
i f the water rk.data 104 i inserted in the frequency conponent signa
102 accor di ng%gglpﬁeogel S&t isf&‘?‘?ﬂ?:ﬂﬂyf RIS N t Sk I Tk kl(bl?aéd %Ié!’éléfflhon
output unit 1 first ter mark data 131 cangEe enpedded in e

cont ent corregggngﬁ%‘ ?(@t ﬁl\éﬁo%&’ef " EFT G éida&ai qrf‘alsgf t‘%la"t‘%ld 101 and
t he second wa a 1 dded .in the conte .

cor r espondi nggtﬁgpﬂtﬁrﬁg ggen%fei %&%%%%fé%&aptse&e%%o%?% P‘#hr‘kme%edded

S Raust 20330y Lhedueact ettt nat 00lg Bo0 P WiRd LLaddG v er

mark data inserting device 140, the inverse er

discrete cosioempbABRtoEAGAR I6BPlIRS sdhf (WA Wnd ks ed I mage data
106. Wth reference to the flow chart of "Fig. 2, an opetration of the

enbodi ment W tbmpendascsibadl A5 MERN mdaheve maliebrisdd&d N9 the

encode system of the enbodinent in a conputer system a control program

for therein to the inverse DCT unit 150. The water mark data
inserting device 140 may have the same structure as the
water mark data inserting device 1240 of the above-
mentioned conventional technique 4. 'The frequency
component signal 102 is obtained by converting the
original image data 101 in the frequency components,
naturally including the content corresponding to the odd
and even fields. The water mark data 104 received from
the water mark data selection output unit 130 is
selected correspondingly to the field as mentioned above.
According, even in the case where the water mark data
inserting device 140 has the same structure -as the
conventional technique, if the water mark data 104 is
inserted in the frequency component signal 102 according
to the selection result of the water mark data selection
‘output unit 130, the first water mark data 131 can be
embedded in the content corresponding to the odd field
of the original image data 101 and the second water mark
data 132 can be embedded in the content corresponding to

the even field.

Upon receipt of the water mark-embedded



controlling the information processor includes, at least, instructions for
the information processor perfornming the follow ng respdetAugesisdins,

t hereby nmaking the information processor insert the water nark data in the
original inmage data supplied fromthe siggal input port. At first, the
first and second water mark data 131 and 132 are stored into the nenory of
the water mark data selection output unit 130 (Step 201). At this tine,
the first and second water mark data 131 and 132 nmay be provided stored in

the same stor epgqERdk: Wbb‘i}%%hlé%ft ‘Qiitg]?)alt H%Sc%rﬁtp\rﬂf?_:iceﬁf QAN LY ey, my be

provi ded separately rom the control program I'S not Subject” to any

restriction. MAer theasiareltiRRUideRAle NALH &% UiNfre ¥d Hd@! ate
101, the field judging unit 15'0%um§kes a j udgemantl ofe t eg#dl)gludﬁv]\n@?ﬁséj

respect to thperfeemsyvedverisgl dilkcdate ooeiak! ¢randdi ahetdigipifeds an
odd field or an even field (Step 202). According to the judgenent result by
the field 12 Bogusat2pORaE-pmibeddedudinagb2@aita Stoan 202, the water mark
data selection output unit 130 selectively assigns the first water nmark
data to the odd field arditherefteremceaterthanfkosathate bereyenzfi ahd and
supplies as such (Step 203%1. The DCT unit 110 performs the discrete cosine
t ransf or m pr oeR85&hyoBnotheheeemboddmenitgividll beagesdatided. As

mentioned above, when realizing the encode system of the
.embodiment in a computer system, a control program for
controlling the information processor includes, at least,
instructions for the information processor performing
the following respective steps, thereby making the
information processor insert the water mark data in the
original image data supplied from the signal input port.

At first, the first and second water mark data
131 and 132 are stored into the memory of the water mark
data selection output unit 130 (Step 201). At this time,
the first and second water mark data 131 and 132 may be
provided stored in the same storing medium together with
the control program, or they may be provided separately
from the control program, which is not subject to any
restriction.

When the signal input port receives the
original image date 101, the field judging unit 120
makes a judgement of the field with respect to the
received original data one after another whether it is
an odd field or an even field (Step 202).

According to the judgement result by the field



101 (Step 204). Any processing will do in this step as far as it is the
processing of converting the original inmage data 101 i n'2Hfegtpiedfi@éncy
conponents by the spectrumresolution. Though this step is positioned
after Step 203 in Fig. 2, it shall be actually performed sinultaneously
with Steps 202 and 203. The water mark daB@ inserting device 140,

according to the selection result of the water mark data selection out put
unit 130 in Step 203, inserts the first water mark data in the odd field
and inserts the second water mark data in the even field (Step 205), in
the resul t ant JA982"F03dkt d2Red Nt FtGRgR Whe theestaten masdoldatizoon by the DCT
unit 110 in Ste 2%4. The inversg DCT unit 105 thereafter converts the

wat er nark-en%%gﬁg 1PPGHEREY EBHfordet: Ssilgedivedy assdmined e dnHe wat er
mark data ins Lhg [ 14 i,nto the i, e data_and supplies the sane
(Step 206). T ‘E{s‘ég a@gggdﬁﬁéat o ﬁé‘edf’&%t it 278 & segand madfex hi s
enbodi nent, t Kk d . e ta wi.t.h two water nark data
enbedded ther@?ﬁmggﬁ£%g§§2£§§g§gg%26ﬁgﬁg7a8%?§ﬁﬁ&}leﬁuFFhéFFSthHFH?ng t he
enbodi ment, tygzyater nark data can be inserted by the use of one water
mark data inserting device. Therefore, two water mark data can be

i nserted by use of the %ﬁﬂ?lﬁﬁfqyﬁitZif@ BerF8fms CORYCRL LAPAL . §50Y, Que 4.

To make the description clearly, thi
transform processing on the received original image data

101 (Step 204). Any processing will do in this step as
far as it is the processing of converting the original
image data 101 in the frequency components by the
spectruﬁ resolution. Though this step is positioned
after Step 203 in Fig. 2, it shall be actually performed
simultaneously with Steps 202 and 203.

The water mark data inserting device 140,
according to the selection result of the water mark data
selection output unit 130 in Step 203, inserts the first
water mark data in the odd field and inserts the second
water mark data in the even field (Step 205), in the
resultant data 102 obtained through the spectrum
resolution by the DCT unit 110 in Step 204.

The inverse DCT unit 105 thereafter converts
the water mark-embedded frequency component signal 105
supplied from the water mark data inserting device 140
into the image data and supplies the same (Step 206).

Thus, according to. the digital data encode
system of this embodiment, the water mark-embedded image

data with two water mark data embedded therein can be



i ment has been described wth individual functions as the DCT unit
ﬁgg?dtﬂg field judging unit 120, the water mark data sell@digept ¥9Bput unit
130, and the water nark data inserting device 140. Qtherw se they may be
all integrated in water mark data insertigg neans. At this tine, the
signal supplied fromthe water mark data inserting means is the same as
the water mark-enmbedded frequency conponent signal 105 supplied fromthe
water mark data inserting device 140. If the water mark data inserting

means i”ClUde%b%ﬂﬁnEﬁYer§8rEﬁZr9”EEc%%ei§éh h zgﬂﬁgl.sup kied fron1the

water mark data inserting neans’ 1s t ed

(mge data 10farKnaugh uag BETiidcebld ds AoRied ohffrcfr}er 2%%%%"%’&&“%“ an

exanpl e of means for supplying the resolution signa onent

signal 102) tHaeaglinkBetivReeciBd .S ohilbeBredNYBEARE ng‘igidgasca‘;airsag

it can convert the input signal in the frequency conponen
bl ock di agr ancahobkengnsereeds byt WycObOfthd Wad @i dala %ﬁ%ﬁiy &M

. : i reference
B T e emcasom soras o, hod yent 12, ok 3008 o6 choney oo
a DCT unit 110, a field judging unit 120, a water nmark data selection
output unit 130, a waterToramike dehe deseripﬁgoﬂealéarlﬁQ,tﬁmd a quanti zi ng
unit 160, and a variable-length encoder 170. Fig. 3 shows only the
charact eri st i enkedbBaaht basf beko descodiibed wiwhi liadivdidual functions
as the DCT unit 110, the field judging unit 120, the
water mark data selection output unit 130, and the water
mark data inserting device 140. Otherwise they may be
all integrated in water mark data inserting means. At
this time, the signal supplied from the water-mark data
inserting means is the same as the water mark-embedded
frequency component signal 105 supplied from the water
mark data inserting device 140. If the water mark data
inserting means.includes the inverse DCT unit 150, the
signal supplied from the water mark data inserting means
is the same as the water mark-embedded image data 106.
Though the DCT unit 110 is adopted here, by
way of an example of means for supplying the resolution
signal (frequency component signal 102) through the
”spectrum resolution, any means will do as far as it can
convert the input signal in the frequency components.
Fig. 3 is a block diagram showing a
constitution of a digital data encode system according

to a second embodiment of the present invention. With

reference to Fig. 2, the encode system of the embodiment



description of other general conmponents is not shown there. Instead of the
inverse DCT unit 150 in the encode systemof the first dR8EUME03as shown
in Fig. 1, the encode system of the second enbodi nent conprises the
quantizing unit 160, receiving the water nmark-enbedded frequency conponent
signal 105 supplied fromthe water mark38ata inserting device 140, for
sanpling and quantizing the signal data and the variable-length encoder
170 for, upon receipt of the signal 107 quantized by the quantizing unit
160, perform ng the variable-length encoding. The same nunerals are
attached to SHPBEEUM (PAAnihel}0el@d firkd nindeing 120jtt b20, wat er mark

data sel ectign ,out put unlt 130,. and, the water nmark data inserting device

140, which ars&EmdaTudRFa Felect lapeeukButasunife $38peatvateronpokents of

t he encode te he first. enbodi ment, so to om{ their description
The quanti zi %ﬁt?ni " e c{%vel?/earf'g ANq A AIRRNEBHRY 4rEt mh§Obe

ori st e AR AR S9le S0 ° B35 s SRS Ry S
Conee OSBRI e e 00 RIS, , ™
mark data i ndeschd ptiitilofOddidi! gd JBAE Whiibokftndl £ SESL E§n&fn PrOCessi ng

there.

Instead of the inverse DCT unit 150 in the

encode system of the first embodiment as shoﬁn in Fig. 1,

the encode system of the second embodiment comprises the

quantizing unit 160, receiving the water mark—-embedded

frequency component signal 105 ;upplied from the water

mark data inserting device 140, for sampling and

quantizing the signal data and the variable-length

encoder 170 for, upon receipt of the signal 107

quantized by the quantizing unit 160, performing the

variable-length encoding. The same numerals are attached

to the DCT unit 110, the field judging unit 120, the

water mark data selection output unit 130, and the water

mark data inserting device 140, which are constituted in

the same way as the respective components of the encode

system of the first embodiment, so to omit their

description. The quantizing unit 160 and the variable-

length encoder 170 may be realized by an information

processor and a storage of a personal computer, a work

station, or the other computer system, under the control

of the control program, similarly to the other



(Steps 401 to 405) simlar to the first enbodi ment as described with
reference to Fig. 2, quantizes it (Step 406), and gener d2d¥9URE2GRBt er

mar k- enbedded MPEG stream 108 to supply it finally (Step 407), as
illustrated in the flowchart of Fig. 4.54n this embodinent, though the
description has been made in the case of perform ng the MPEG conpression
with the quantizing unit 160 and the variabl e-1ength encoder 170 di sposed
after the water nmark data inserting device 140, it is needless to say that
it can be apptbffonéftranot her image data conpression technique in the sane
concept. Nanely, as far as it is provided wth sanpling neans for sanpling-

the water mark-enbedded fRquasst AR Hcsdd s 107 & sypply the
sanpling signal and inmage data conpression nmeans ?or processing the

sanpling si gemboditent tRéerEOMDWESREAdS| 8RakatarSHARKY dhlts idid tdle data
conpression signal with the water mark- enbedded therein, it is not
restricted tolnpguts onb@ﬁmaluim@@eoaathelembbﬂiHEBériEEQOf5pk%c%s§H%%k
di agram showing a constitution of a digital data encode system accordi ng
to athird e pem0bfte he0p) estmilanveat tha. f¥sh embbaiceae &e Fig. 5,
the encode system of the enbodi ment 12 August 2003 40 conprises a DCT unit
110, a si gnal9@iprRAtwithigredeoence 180, Figwal er quankidabaiingstieipng
devi ce 140, %Pd an inverse DCT unit 150. Fig. 3 shows only the
06), and generates the water mark-embedded MPEG stream

108 to supply it finally (Step 407), as illustrated in

the flow chart of Fig. 4.

In this embodiment, though the description has
been made in the case of performing the MPEG compression
with the quantizing unit 160 and the variable-length
encoder 170 disposed after the water mark data inserting
device 140, it is needless to say that it can be applied
to another image data compression technique in the same
concept. Namely, as far as it is provided with sampling
means for sampling the water mark-embedded frequency
component gignalrlos to supply the sampling signal and
image data compression means for processing the sampling
signal into a data compressed signal to supply the
digital data compression signal with the water mark-
embedded therein, it is not restricted to this
constitution of the embodiment.

Fig. 5 is a block diagram showing a
constitution of a digital data encode system according

to a third embodiment of the present invention. With

reference to Fig. 5, the encode system of the embodiment



haracteristic conponents of the enbodiment, while the description of
gt ﬁer gener al corrpm;nents is not shown there. In the abovié wgttg%lon,
the sane nunerals are attached to the DCT unit 110, the water mark data
inserting device 140, and the inverse DCT ynit 150, which are constituted
simlarly to the respective conponents of the encode systemof the first
enbodi ment as shown in Fig. 1, thereby omtting their description. The

si gnal component judging unit 180 and the water mark data sel ection out put

: : . . g
unit 190 na ize n_..nformtion processor and a, storage o

per sonal cgngﬁﬁgg?EE%mgrEngﬁﬂ%ﬁLfiﬁ?ﬁﬁmﬁl Tk Q%TFRR%%Ts@%%ﬁﬁzieg?gerThe
the control ofjpthe nt ,o rQgr S| ar t,0. ot her TpOI .

si gnal conpongﬁghjaggfn% bﬁ&ﬁ9?§%$ﬁu§é¥ar%ﬁé&ﬁﬁlqg é%ﬁ}QﬁlkﬂQEuaWﬁnﬁ% dat a

101 includingiﬁvegggpgegnhgggi%gﬁﬂps§i qngog@g&%,Ogiggggonent(fifSt

col or-difference conponent), and V-conponént(secon F-di f ference

. : ' | S
conponent), joHgeacvBetBedct ke npdialts gﬁgg??ﬁgﬁﬁﬁﬂﬂgﬁﬁnprQﬁﬁfﬁgr%hﬁ

Y-signal, U -signal, or V- signal, and e ‘st gndl ‘corpon

. : : > Y . . Cer
udgenent |nﬂesunipamoﬁ08flBQWEﬁlyahéﬂaiJdaxgaﬂagtgwygﬂﬁog(%ﬂgwh wa
Larg data selection output unit 190. 12 August 2003 41 The water mark data

sel ection outplerenit 190 is storing three kinds of water nmark data 191,

192, and ) )
In the above constitution, the same numerals

are attached to the DCT unit 110, the water mark data
inserting device 140, and the inverse DCT unit 150,
which are constituted similarly to the respective
components of the encode system of the first embodiment
as shown in Fig. 1, thereby omitting their description.
The signal component judging unit 180 and the water mark
data selection output unit 190 may be realized by an
information processor and a storage of a personal
computer, a work station, or the other computer system,
under the control of the control program, similarly to
the other components.

The signal component judging unit 180, upon
receipt of the original image data 101 including Y-
component (brightness component), U-component (first
‘color—difference component), and V-component (second
color-difference component), judges whether the signal
components under processing is Y-signal, U-signal, or V-
signal, and supplies the signal component judgement
information 109 indicating the judgement result to the

water mark data selection output unit 190.



193 which are prepared correspondingly to Y-conponent, U-conponent, and
V- conponent . UBonpreceipt of the signal conponent judgert@fuSi# O fat i on
109 supplied fromthe signal conponent judging unit 180, the unit 190
selects the correspondi ng one of the_matgr mark data 191, 192, and 193
according to the signal conponent indicat s by the signal conponent
judgenment information 109 and supplies the result to the water mark data
inserting device 140 as the water nark data 104. An operation of the

[ t will b deschil with refecrence to the flow chart of Fig. 6.
2?b03:?§P, rLree Einds 3¢H%$¥%§e$m915%ag%t39ﬁ?fﬁ@%}OBnauiggf Bféﬁafgged .
di tys opponen - £Qnp n e s

Che monory of the uat oy CHeCk ihaScSFearrsK %%%ﬁuﬁa?m %;%0 ?ftlfepat Gba).

the signad3iwnpi ' | e _
z$82al goiégze%?I?ﬁdg?ﬁgféugf?ﬁ%ggajEggggg H%HQ?S%XF%%bnpo%%%PW%HRme I nput
ori gi nal inag&hdampoﬂ@ﬂtpn@néfVEéoﬁﬁehBﬁE.(Sﬁﬁ@h69gge§§@pgfdkﬂg égghgﬁh
result judged by the signal conponent judging unit 1 in"Step ) e

water mark oeempemtEttjodgeneput infbimd89osel oot is\ﬁ%#ﬂi@?ﬁ@‘i"&& e water
mark data corresponding to the signal conponent of he i mage data 101 and

suppl i es the skomwal Srempedsit Hudgénghenproressi alel ahet AN skhecirect rum
12 August Zoot?héfzcgrresponding one of the water mark data 191, 192,

and 193 according to the signal componént indicated by

the signal component judgement information 109 and

supplies the result to the water mark data inserting

device 140 as the water mark data 104.

An operation of the embodiment will be
described with reference to the flow chart of Fig. 6. At
first, three kinds of water mark data 191, 192, and 193
prepared correspondingly to Y-component, U-component,
and V-component are stored in the memory of the water
mark data selection output unit 190 (Step 601},

When the signal input port receives the
original image data 101, the signal component judging
unit 180 judges the signal component of the input
original image data 101 one after another (Step 602).
| According to the result judged by the signal
component judging unit 180 in Step 602, the water mark
data selection output unit 190 selectively assigns the
water mark data corresponding to the signal component of

the image data 101 and supplies the same (Step 603).

Since the processing later than the spectrum



resolution of the original image, data 101 by the DCT unit 110 has the
same operation as that later than Step 204 according to tIKe4guss003

enbodi ment as illustrated in Fig. 2, their descriptionis omtted (Steps
604 to 606). As nentioned above, the digital data encode system of the
embodi nent can obtain the water mark- enmbédded i nage data with three kinds
of water mark data inserted therein correspondingly to Y-conponent, U
conponent, and V-conponent of the original imge data 101. Fig. 7 is a

bl ock diagram showing a constitution of a digital data encode system

accor di ng torﬁs?ﬁthﬁ“eﬁﬁoHPﬁe@Flaﬂnﬁﬂe1ﬂ@@§e@@ﬁanhﬂﬂihxmthNtDCTreference

to Fig. 7, th& ggcggﬁ ﬁést H1of t he enbodi nent has the sanme structure as
the encode syStem atco an PoSaiife OPRLAG 1ORH G bRt detetrovham Fiep 5.

(e Sioner cortdABro aRes. £3.8rt stk SSnbbiiineat &% Hismimgted 1a 10
- conponent (1es cofponenty. BscORINETLILETRATMUIRIL) L AL coct i
under processing 1s R siinal Caranaott: e SRk aofRFeetiRe resul
el ect i on out pur - uni e 160" oy APdaeeht SpbbeRid Bne BE LR FpufE 11 102
and 193 prepazmisedded ebnogeli dgty LoLh2tAveESkid8830f water mark data
inéerted therein correspondingly to Y-component, U-
component, and V-component of the original image data
101.
Fig. 7 is a block diagram showing a
constitution of a digital data encode system according
to a fourth embodiment of the present invention. With
reference to Fig. 7, the encode system of the embodiment
has the same structure as the encode system according to
the third embodiment as shown in Fig. 5. Where, the
original image data 101 to be supplied to the DCT unit
;. 110 and the signal component judging unit 180 is image
data including R-component (red component), G-
component (green component), and B-component (blue
“component). Therefore, the signal component jiuadging unit
180 judges whether the signal component of the original
image data 101 under processing is R-signal, G-signal,
or B-signal and supplies the result as the signal
component judgement information 109. The water mark data

selection output unit 190 stores three kinds of water

mark data 191, 192, and 193 prepared correspondingly to



43 R-conponent, G conponent, and B-conponent, and selects the’
correspgﬁding one of the water mark data 191, 192, and 18Hugesicd®Bng to

the signal conponent indicated by the signal conponent judgement

inforngtion 138, so to supply the same. ;,Ethe operation of the enbodinent is
simlar to the operation of the third enbodi ment as shown in Fig. 6 other
than the processing of dividing the signal conponent of the original imge
data 101 into R conponent, G conponent, and B-conponent, thereby omtting

i pti mbodi t b lied to the case of
;ngm'dﬁZC{ Ihgt :Rr)r;bg&e%fé;&% T@"é ﬁ%%ﬁ%%ﬁéﬂ?“%%cgﬁ?’g‘ggﬁiy Gggeﬁ‘;iSﬁ‘ﬁénent
Computor. AS meare At ib%'??cpﬁ)n g ”‘paﬂ ¥ dath giﬁarﬁ?ﬁe ia@erdata
mar k- enbeddeciidmages daicdb i t@é B ks g %g?jd? 9@%88&% fﬁg?_' lﬁg EH

generated by the above- nentloned four e Sang as the

conventi onal thechiighig %d@blﬁﬁﬁﬁjég}ﬂig&ﬁer% hfﬁf(%%ﬁgggo Wb ngon%gd of any

original inmge data nmay be used exanpl e fech nlqué extracting

t he wat er namslippdat ahensairieed in the frequency conmponents, in the existing
conventional technique for extracting the water mark data, nay be

general |y applicable. Thbeebpeeatibn ogythe es®ddifienithq £ yxina+ an, of the

copy protected information included in the water mark data and the
the operation of the third embodiment as shown in Fig. 6
other than the processing of dividing the signal
component of the original image data 101 into R-
component, G-component, and B-component, thereby
omitting tﬁe description thereof. This embodiment can be
applied to the case of forming the image data by red
component (R-component), green component (G-component),
and blue component (B~component) like a personal
computer. |

As means of extracting the water mark data

from the water mark-embedded image data or water mark-
embedded compressed digital data generated by the above-
mentioned four embodiments, the same method as the
conventional technique 4 may be used, or other method
with no need of any original image data may be used. For
example, the technique for extrécting the water mark
data inserted in the frequency components, in the
existing conventional technique for extracting the water
mark data, may be generally applicable. Therefore, it
may be used for the combination of the copy protected

information included in the water mark data and the



12 August 2003 44 reproduci ng device having a particular function as
nentigned in the coneentional technique. . Fig. 8 is a b”& ebgm
showing a constitution of an inserting device for inserting water mark
data in image data, in the digital data engode system according to the
fifth enbodi ment of the present inventioﬁ: Fig. 10 is a block diagram
showing a constitution of a detecting device for detecting the water mark
data inserted in the image data, in the encode system of the enbodi nent.

hi nbod;j ] ,mage data.subjected to_discrete cosine transform
Lgr} ;;egtr8n$€§£%?ﬂ%%§ﬁ)dﬁgg89e PYPP8d WWPeR Hird LRt deneddien aginmilarly to

t he above-neqﬁé@gfgn%?usnegggg%gﬁgg%téggﬁé %gggpt t he detecting device as

shown in Fig. 10 enable On 0 PHHPR data fromthe water

' g M ' h Lginal data. Wth
mar k- embedded i mage datg@yg Wd hout, rﬁfg@?%%’%@}aerbmo I‘rﬂfb%

reference to Fig. 8, the encode system _ 14 %onprizes athr
uni t 810, a vedmst MBiKiofab aﬂsghgéﬂaiﬂgva‘égiééofﬁ i3 i rgkwa%;[ﬁ}t avt e
for |I-picture 831, a water nark data table for P-picfure ) er

mar k data.temm&rﬁodafhpi@tﬂm§g83aata,sgheghgrdiéégalaaa%gcggggﬁgptroI uni t
850, and an encode unit 860. Fig. 8 shows only“the characteristic

conponent s ofsysteen endrocti ditng , tohthe £hecHesmbbAin8Atobrother p9eReA!

conponents is ontted the[e. Each conponent of the
invention. Fig. 10 is a block diagram showing a
constitution of a detecting device for detecting the
water mark data inserted in the-image data, in the
encode system of the embodiment. In this embodiment, the
image data subjected to discrete cosine trahsform (or
gspectrum resolution) is overlapped with the water mark,
similarly to the above-mentioned four embodiments. The
use of the detecting device as shown in Fig. 10 enables
detection of the water mark data from the water mark-
embedded image data, without necessity of the original
data.

With reference to Fig. 8, the encode system of
the embodiment comprises a DCT unit 810, a water mark
data inserting device 820, a water mark data table for
I-picture 831, a water mark data table for P-picture 832,

.a water mark data table for B-picture 833, a selector
840, an encode control unit 850, and an encode unit 860.
Fig. 8 shows only the characteristic components of the
embodiment, while the description of other general

components is omitted there. Each component of the

embodiment may be realized by an information processor



enbodi ment may be realized by an information processor 1212AugldStap§003 45
and a storage of a personal conputer, a work station, or #ﬂ@

conputer system under the control of the control program in the sanme way
as the above-nentioned other enbodi rrent345The DCT unit 810 t akes out a

bl ock 102 of 8x8 pixels fromthe original inage 101 that is the subject

of inserting the water nark data, and performs discrete cosine transform
on the imge data of the block 102 (herelnafter referred to as bl ock

rege dale). Aol o o bLes LIBgE (8 L0 Lhe Licatens

conponents, the spectrumTesol uti ored e B sBfrete

cosine transf ahs cybEd ¥dnpudtet *‘@ys@@fﬁv%ﬁﬁ&'%&dc&l‘f@? LIBP! gnoThe waler

mark data inserting deV|ce 820 inserts proper water a of the water

mark data stcoetriol Hreguier ivarkhslasand asbéf Jxé’rtlllepéﬁ&b'éeméﬁﬂlonégl e for

Ef;?gtH?;kSgggib;;gg;&;ﬁﬁd;g;é$g;ecgﬁébpggs S|Snarégfrpﬂgrglggialhggg dat a
supplied fromthe DCT unit 810. Thg detailed constitution and operation of
the water mark data insEhei hgTdewnite 8820 takids atdestlideed e % gTRE
water mark data table for I-picture 831 stores the water mark data for
inserting |--Bi&eafe froMe thgatosrigimad diatagd adk float PEpi €helr uBP@cst Or €s
the water of inserting the water mark data, and performs discrete
cosine transform on the image data of £he block 102
(hereinafter, referred to as block image data). As means
of converting block image data in the frequency
components, the spectrum resolution may be performed
instead of discrete cosine transform, similarly to the
above-mentioned embodiments.
The water mark data inserting device 820
inserts proper water mark data of the water mark data
stored in the water mark data table for I-picture 831,
the water mark data table for P~-picture 832, and the
water mark data table for B-picture 833, into the
frequency component signal of the block image data
supplied from the DCT unit 810. The detailed
constitution and operation of the water mark data
”inserting device 820 will be described below.
The water mark data table for I-picture 831
stores the water mark data for inserting I-picture, the
water mark data table for P-picture 832 stores the water

mark data for inserting P-picture, and the water mark

data table for B-picture 833 stores the water mark data



for inserting P-picture, and the water mark data table for
E?ch?3£2 833 stores tge mgter mark data 12 August 2003 48 AugMSi2¥Srti ng )
B-picture. The selector 840 selects one water nark data of the water ng;z
data table for I-picture 831, the water mark data table for_P—plctEre ,
and the water mark data table for B-pict@fe 833, to supply it tot 203
water mark data inserting device 820 according to the picture type 293
received fromthe encode control unit 850. The encode control unit

i k i mage data, sends the
deci des the tuy en e caoding the bl oc _
pi cture type EPgnan§8§H%8M?% ‘H%%or 840, and controls the encode unit

0. Th ode unit 86 C . put.of the water mark-data
?gsertlﬁgeSEV|ce 840 |n0%§%o$%g%%éggnﬁga RPEES hiRdeRe Watesnmask grta he

. As
encode controbfusht §8Qer AAFKIHASLHALS 1%“%0§U&p|'e%_&%?@ MREG t?n??ﬁdes R
illustrated in Fig. 8, the water nark ata i nsef e

parti al avera@&teﬁahaﬂkaaata8%§bﬁgrf%§l@uég#kﬂget%%2partkgiﬂg¥?rqgaﬁof t he

| of
absol ute val ues of three points around th requency a
t he bl ock i nagerklatlataupabiledrby Bh?lc@F}euPBg 8%% g%p%ﬁg ﬂglegm forml a

(1); avg(f(i)=( | f (i-1) | +1 Pl er
821 for multiyayengnahke dater ineektdayad8d4ce 820 according to the
picture type 803 received from the encode control unit
850.

The encode control unit 850 decides the
picture type when encoding the block image data, sends
the picture type signal 803 to the selector 840, and
controls the encode unit 860.

The encode unit 860 encodes the output of the
water mark data inserting device 840 in accordance with
MPEG under the control of the encode control unit 850,
and generates and supplies the MPEG data 805.

As illustrated in Fig. 8, the water mark data
inserting device 820 includes a partial average
calculator 823 for calculating the partial average of
the absolute values of three points around the frequency
component signal of the block image data supplied by the

.DCT unit 810 by the following formula (1);
avg(E(A))=(|E(i-1) | +|E(D) | +£(i+1)|)/3 ...(1),

a multiplier 821 for multiplying the water mark data 804

to be supplied by the selector.840 and the output data



to be supplied by the selector 840 and the output data 12 August 2003 47 of
the partial average calculator 823, in every elenent, al@fiugupidd®e 822 for
mul ti plyi ng each output elenent of the multiplier 821 by the constant val ue
a for use in changing the size of the watber mark, and an adder 824 for
addi ng the output data of the nmultiplier 822 and the output data of the
DCT unit 810 in every elenent. Thus-constituted water mark data inserting
device 820 will performthe follow ng calculation; F(i)=f(i) +avg(f(i))

XW(i) xconst apt [ u ac | epent of the frequency
conmponent of a bl o%{]ﬁ%?t%éé é‘l’é%?%g ??%Uj? ﬁgggganm f’(’?fyl elempengut put

data of the BCmumiipBilds ge,of “ the absolute
val ues of three poi%ts ar%%%gfé éﬁ%%%f gﬁ%am%£§ﬁ ﬁﬂﬁ@ Bf 82

element of t hechananert iyl e gz 80 @mmtmtvglug gecftoqfr 540, Thi <
e

time, an operation of the enbodi ment w | be descri et énence to

the flow charthasfghig.tife siid it 196 ok @ LG IP! 0468 ShHYafiet N, e di nal
MPEG conpression, the original imge 101 is taken out in every %Iock of

8X8 pi xel's, 4Rr taesliDaQr W toBdtitpetdtes ref LIe MhBEL ifefoékﬁ‘eaﬁ&aﬁﬁ%orm
processing on the taken out data (Step 901). The selector 840 sel ec
tabl e corresS¥idiutg data tafe fietDO® dnite, 810 oin tdeerpt STem@hK, data tabl e
for

Thus-constituted water mark data inserting

device 820 will perform the following calculation;:
F(i)=f(i)-+avg(f(i))Xw(i)Xconstant o oo (2)

Where, i is the number of each elément of the frequency
component of a block of 8x8 Pixeis after zigzag scan,
f(i) is the output data of the DCT unit 810, avg(f(i))
is the partial avefage of the absolute values of three
points around the data, and w(i) is the value of each
element of the water mark data 804 supplied by the
selector 840,

This time, an operation of the embodiment will
be described with reference to the flow chart of Fig. 9.
.First, based on the processing of the ordinal MPEG
compression, the original image 101 is taken out in
every block of 8%X8 pixels, and the DCT unit 810 performs
the discrete cosine transform processing on the taken
out data (Step 901).

The selector 840 selects a table corresponding

to the picture type, from the water mark data table for



ust 2003 4 8 I-picture 831, the water mark data table for P-picture
éfzﬂz',b\ugnd t he water malrok data table for B-picture 833, ad@diuaua?d0s the
picture type 803 supplied fromthe encode control unit 850 and supplies
the water mark data 804 to the water mark data inserting device 820 (Step
902). The water nark data inserting device 820 inserts the water nark data
804 in the block image data converted in frequency conponent by the DCT
unit 810 (Step 903). At this time, the water mark data inserting device

f SENE, C ion as the abgve nentioned formula (2). At
?ggtpe{hgrgﬁé% un|¥e8 aﬂ?lY%Eeﬁnﬂar%n@%ﬁ@st@héedﬁﬁﬁ Bepjcsuppl i ed

04 d t
aha " suppl e e mg@% 6 UREk THES dhtare égﬁ;’é Egt’?‘)’@ggg&gggegﬁ;;n
gg{ggt?gg)the wat er é%péddata.é#%ﬁ%¥é?#£a§EG?H%aT%P%%BeaA?%OWhE hGat er mark
data insert eddduieidbiirot hen di gﬂ;é@'a @L%uﬁﬁff’gg éHSte”{;%QB@%EEt dasa

enbodi ment. Wth reference to Fig

DCT unit
devi ce of th@oanwlmtw&@&ﬂorméﬁé c?a@'@CﬂS’é‘ei-'@i ice 3820 NYELES
1020, a display control unit 1030, a water igé&%g extra trﬁg Bnit 1040,

an adder 105®029n i nner product cal cul ator 1060, a selector 1070, a water

The water mark data inserting device 820
inserts the water mark data 804 in the block image data
converted in frequency component by the DCT unit 810
(Step 903). At this time, the water mark data inserting
device 820 performs the same calculation as the above
mentioned formula k2). 7

At last; the encode unit 860 quantizes and
encodes the data F(i) supplied from the water mark data
inserting device 820 (Step 904), and generates and
supplies the MPEG data 805 with the water mark data
inserted therein (Step 905).

The description will be made about a detecting
device for detecting the water mark data from the MPEG
data 805 with the water mark data inserted therein by
the digital data encode system of the embodiment . With

”reference to Fig. 10, the water mark data deﬁecting
device of the embodiment comprises a decode unit 1010,
an inverse DCT unit 1020, a display control unit 1030, a
water mark data extracting unit 1040, an adder 1050, an
inner product calculator 1060, a selector 1070, a water

mark data table for I-picture 1081, a water mark data



mark data table for I-picture 1081, a water mark data 12 August 2003 49
table for P-picture 1082, a water nark data table for B pictuguet 283, and a
statistical simlarity cal cul ator  1090. Fig. 10 shows only the
characteristic conponents of the detectipg device of the embodi ment, while
the description of other general conponents is omtted. Each conponent of
the detecting device of the enbodinment may be realized by an information
processor and a storage of a personal conputer, a work station, or the

other conput eabs¥stem pURdeh Ll 1 qgﬂ; t r The
decode unit 1010 FECEIVES@?hEUNPEG ta%lg%&; ?ﬁﬁﬁﬁéﬂﬁé erF) %gééﬂg
i nserted therpiotuker 10833Mang as%&@ﬂf%{ﬂagyﬂgﬂﬁifgﬁléyﬂ é%?&i

system according to the fifth enbodi ment as shown in o decode

and i nver sel y18@nt iBagi t 10 ThRowst pHl ydaha @Barhbee%%@% !é@. goh%%s' S
transferred to the inverse DCT unit 1020 and the water

extracting untf tbhdodet@htidgcdeeive oflAhe jcnd@RS ndie pmgﬁgk§1g%pe of the
MPEG data, generates the picture type signal 1001 and supplies it to the
sel ector 1070deS®eipPhiersefDOEhen gehe2al cpmponesrispti sofortiteddut Balcndat a
of the decode unit 1010, perfornms the inverse discrete cosine transform
processi ng oHc?WPO@%ntg@ﬁeﬁéﬁed&ﬁectupglﬂewhselmﬁg¢h@a@mﬁﬂ£ﬁﬂheﬁﬂﬂmaymage
data 1004 is gL%E%ifgeéob;hgndgiggi%aigggr%Logg;goipi%d a stora £
ge o
-a personal computer, a work station, or the other
computer system, under the control of the control
program.
The decode unit 1010 receives the MPEG data
§05 with the water mark data inserted therein, for
example, supplied from the digital data encode system
according to the fifth embodiment as shown in Fig. 8, so
to decode and inversely quantize it. The output data of
the decode unit 1010 is transferred to the inverse DCT
unit 1020 and the water mark data extracting unit 1040.
The decode unit 1010 judges the picture type of the MPEG
data, generates the picture type signal 1001 and
supplies it to the selector 1070.
A The inverse DCT unit 1020, upon receipt of the
output data of the decode unit 1010, performs the
inverse discrete cosine transform processing on it, to
generate and supply the image data 1004. The image data
1004 is supplied to the display control unit 1030.

The water mark data extracting unit 1040

detects the data of 8X8 pixel block unit that may become



The water mark data extracting unit 1040 -detects the data of 8 x8 pi xel

bl ock unit that nmay becone 12 August 2003 50 a candi dat e rAYavEt ¥Ber nar k
data, fromthe output data of the decode unit 1010 and supplies it. The
detailed constitution and operation of thg water nark data extracting
unit 1040 will be described later. The adder 1050, upon receipt of the data
of 8 X8 pixel block unit supplied fromthe water mark data extracting
unit 1040, adds the data together for one screen in every elenent and

supplies the addidndifd@s W £hh &S £GP % ]‘967@%%&“;%5' §}18§1fétt ggtf‘he

picture type signal 1001 fromthe decode unit selécCt

wat er mark datet ttle eldoardd s wrel ol ddish1 wed ef ¢ man 3 £§b for
P-picture 1082, and the water nark data tégﬁ% for B—pig?ﬁggil ,453

accordi ng to Ceastyiitetturom taype dpetiaaitan dy tHe wie0al ma ARdgsepp! i es the
wat er mark data being stored therein. The water mark data table for

| - pi cture 108EXtragd lmgt ewnirarlidddatwe tlatlee deayciPppdt LE€ea4082, and the
water nmark data table for B-picture 1083 respectively store the sanme water
mark data as being storeBhe¢nadder hab8r npok detaipablod ok ldapiaCclos & 831,
the water mark, __data taple for P-picture 832, and the water nark data
table for B-pit¥ uPEX8s3biacknanéhceuppijedefirom Ehg. wlteThemarneata oduct

cal cul at or 1060 upen recei pt of the output data of the adder 1050 and the
extratting unit 1040, adds the data together for one

screen in every-element and supplies the addition result.

The selector 1070, upon receipt of the picture
type signal 1001 from the decode unit 1010, selects one’
of the water mark data table for I-picture 1081, the
water mark data table for P-picture 1082, and the water
mark data table for B-picture 1083, according to the
picture type indicated by the signal, and supplies the
water mark data being stored therein.

The water mark data table for I-picture 1081,
the water mark data table for P-picture 1082, and the
water mark data table for B-picture 1083 respectively
store the same water mark data as being stored in the
water mark data table for I-picture 831, the water mark
‘data table for P-picture 832, and the water mark data
table for B-picture 833 in the encode system of Fig. 8.

The inner product calculator 1060, upon
receipt of the output data of the adder 1050 and the
water mark data 1002 supplied from the selector 1070,

calculates the inner product of the both data and

supplies it.



wat er mark data 1002 supplied fromthe selector 1070, calculates the inner.-
product of the both data and supplies it. 12 August 200323%\ugugizi®d on t he

i nner product of the output data of the adder 1050 and the water nark data
1002, supplied fromthe inner product caigulator 1060, the statistical
simlarity calculator 1090 cal cul ates the statistical simlarity of the
both data and supplies it. The display control unit 1030 receives the

i mage data 1004 supplied fromthe inverse DCT unit 1020 and the output

data 1003 of the stati stgaeld ddndid i {yh L&Al r 1090, and perfqorns the
output control of the display-data 1Odg5ﬁé§§%%%%tt% F%%g%uﬁﬁ?a gﬁbﬂ,

accordi ng to ¢hetlse adddét caOS6i ghdiathdYws QPN L Ryt o] t data.1003.
More specifically, if the statistical sinilap??§ gﬁ%ﬁnﬁpﬁafhgugggﬁﬁp dat a

1003 is a prigcist eshe nitheral peodict hea 1B Batbhe188ht 130 ichhat the
same water mark data as the water mark data 1002 has Eeeﬁkggggiﬁgéﬁin t he

MPEG dat a 805 iMirearite calxtwlatmr k1090 ac4082146e8f thhes£qpys Pt aLgct ed
content, the display control unit 1030 copy protects the generaied inmage
data 1004 and$HdRLiy iaf dshe Heoth sy andtsupP0besAsti! | ustrated in Fig.
10, the water mark data_extracting unit 1040 includes a partial average
cal cul ator 1041 for cal €hrafiifglene coatriodl umidr dPSmfreceives the

image data 1004 supplied.from the inverse DCT unit 1020
and the output data 1003 of the statistical similarity
calculator 1090, and performs the output control of the
display data 1005 based on the image data 1004,
according to the statistical similarity shown in the
output data 1003. More specifically, if the statistical
similarity shown in theroutput data 1003 is a
predetermined value or the more, the unit 1030 judges
that the same water mark data as the water mark data
1002 has been inserted in the MPEG data 805. When the
water mark data 1002 is of the copy-protected content,
the display control unit 1030 copy protects the
generated image data 1004 and supplies it as the display
data 1005.

) As illustrated in Fig. 10, the water mark data
extracting unit 1040 includes a partial average
calculator 1041 for calculating the partial average of
the absolute values of three points around the data of 8
X8 pixel block unit to be supplied from the decode unit

1010 by the following formula (3)



t he absol ute val ues -of three points around the data of 8 X8 pixel: bl ock
unit to be supplied fromthe decode unit 1010 by the foll2dWaugt 288l a (3)
12 August 2003 52 avg(F(i))=(IF(i-2)I+IF(i)I+IF(i +1)1)/3 ...(3), and a

di vider 1042 for dividing the data F(i) te be supplied fromthe decode
unit 1010 by the partial average avg (F(I%) to be supplied fromthe
partial average cal cul ator 1041. Thus-constituted water mark data
extracting wunit 1040 will performthe foll ow ng cal cul ation;

Wi )=F(i)/avg(F(i ane,={ | p 5 1 r 0 t of 8 pi xel

bl ock, F(i) is tﬁtkgfﬁpdp d%kaé%fPngqggggdgﬁ&ﬁ?gqlggg?Pyavg(Ffﬁéﬁ’is t he
partial average of the absolute values of three points around the data,
and Wi) is the data that would becone a candidate of the water nmark data
to be suppli@ddby dheideted odar ifotatdd veitingcthed datiat FYQ40.+oTHes time, an
operation of the enbodinent will be described with reference to the flow
chart of Fig.suppPliedr romt bbeddecdeeuninti tlQDA0 Wyomhee¢rintigf the MPEG
data 805 to be inspected, perforns the decoding processing in accordance
with MPEG on ®¥Verfgeenvad (NPEG) dat beg8EppStied f1om) thEh@artdarlse DCT unit
1020 perforns_the inverse _discrete cosine transform processing on the data
decoded by tRECHREBJBALANLaLOT0184d generates the i mage data

Thus~constituted water mark data extracting

unit 1040 will perform the following calculation;
W(i)=F(i)/avg(F(i)) ... (4)

Where, i is the number of each element of 8X8 pixel
block, F(i) is the output data of the decode unit 1010,
avg(F(i)) is the partial average of the absolute values
of three points around the data, and W(i) is the data
that would become a candidate of the water mark data to
be supplied by the water mark data extracting unit 1040.

This time, an operation of the embodiment will
be described with reference to the flow chart of Fig. 11.
First, the decode unit 1010, upon receipt of the MPEG
data 805 to be inspected, performs the decoding
processing in accordance with MPEG on the received MPEG
data 805 (Step 1101).

The inverse DCT unit 1020 performs the inverse
discrete cosine transform processing on the data decoded

by the decode unit 1010 and generates the image data
1004 (Step 1102).



4 (Step 1102). 12 August 2003 53 The water nmark data extracting unit
iggo (recgives %he datagF(i) of 8X8 pixel bl ock supplled1ﬁﬁﬁﬁmﬁﬁ%%@ecode
unit 1010, performs the calculation of the above fornula (4), and extracts
the data that would beconme a candidate af3the water mark data inserted in
the data F(i) (Step 1103). The adder 1050 does a sum of the data val ues
for one screen in every element with respect to the extracted data of 8Xx8
pi xel block unit supplied fromthe water nmark data extracting unit 1040

(Step 1104). The sel ect _qrhel%ge?ln%crtlg cfay%gglgi%&ﬁ?ﬁq{ﬁ%%nﬂir% to the

[ I ndi the water
picture type indicated in the 7pic ure . A
k data ta i | the ata taple for P-
g?gturg iosz%éﬁﬁfi?ﬁa%ﬁ§:§%ﬁ%?i&ggg%fpgm%fﬁégéﬁgﬂﬁ§ékLﬁ%Péi%ﬁﬁ ggﬁBrdhng
to the piCtummé)dﬁbdﬂéﬁ&ﬁi@oﬂdlo§%$&f@$hér@wgtgglggfggfoﬁnb% %Q% ’1820
supplies the water mark data 1002 to the inner product calculator
(Step 1105). dbwve rfwermiaducy, candubat PEcHH6OhEahs) atBse LHg1gnner

d
roduct of the total sumof the extracted data for one screen cal cul ate
Ey the adder bEgSmearsd demelidwiterofratie dadted GR2 18 Uddt4 etn & PEag he,y Sel ect or

1070 (Step 1106). The statistical simlarity calculator 1090 cal cul ates

the statistiddie slatid &ii)y Rozp dihepBro the

| The adder 1050 does a sum of the data values
for one screen in every element with respect to the
extracted data of 8X8 pixel block unit supplied from the
water mark data extracting unit 1040 (Step 1104).

The selector 1070 selects a table
corresponding to the pidture type indicated in the
picture type signal 1001, from the water mark data table
‘for I-picture 1081, the water mark data table for Pp-
picture 1082, and the water mark data table for B-
picture 1083, according to the picture type signal 1001
suppliéd from the decode unit 1010, and supplies the
water mark data 1002 to the inner product calculator
1060 (Step 1105).

The inner product calculator 1060 calculates
the inner product of the total sum of the extracted data
for one screen calculated by the adder 1050 and the
water mark data 1002 supplied from the selector 1070
(Step 1106). The statistical similarity calculator 1090
calculates the statistical similarity according to the
inner product value supplied from the inner product

calculator 1060 (Step 1107).



. : : Step
i nner product value supplied fromthe inner product calculator 1060 (
1107).p12 August 2003 54 At last, the display control unit2Aussgt es
whet her the same water mark data as the water mark data 1002 has been
inserted in the MPEG data 805 or not, depgpding on the statistical
simlarity shown in the output data 1003 of the statistical simlarity
cal cul ator 1090 (Step 1108) and perforns a proper display control 4
dependi ng on the judgenment result. Thus, the water nark data is detecte

| ' ' i d _a proper
fromthe MPEG data wit h te rk! data inserted therein an
operation can be perforrrhAE% ?%g\gtc%?%gﬂ%%paﬁwhcof’ﬁgogoHpéﬁt 1038y d9Fgeshe

: : : . L data i
detecting devisBetRErt hgecHRRMI n ri |q:I ! e

d:t ecti ng the water mrk dgt a% %gr gr\‘%g‘r&e, t%e al%et 27& |V¥%%fé\}?ac‘g‘ 'chjrﬁaoierra .
used in the repoddHesnNBe8aVia8epted gﬁﬂ@ﬁ@lﬂg§f§f$?gg ﬁngf%%h%!na t g
data for the detection of the water mark data. ough tThe "enbodi nen

i : : ; k data
adopts MPEG ddependihbeondaha beabesthiansf eitad i theNetel ,
insgrting device to the detecting device, it Is nee Iess“»fo say that it

. : _ . he
be appl i eeutputhdabahebOBnagettat atatoRRAeSl @1 riaGHNique by t
g?ﬁilar ggncept. Further, it may be constituted in that the water mark

data is inserdbenbetorelPRof ostepglibe)i aver perdiosaisels papde transform
processing, thereby transferring thg data as .
display control depending on the Judgement result,

Thus, the water mark data is detected from the
MPEG data with the water mark ‘data inserted therein and
a proper operation can be performed in accordance with
the content thereof. The detecting device of the
embodimént needs no original image data in detecting the
water mark data. Therefore, the detecting device can be
used in the reproducing device of a general user having
no original image data for the detection of the water
mark data.

Though the embodiment adopts MPEG data as the
data to be transferred from the water mark data
inserting device to the detecting device, it is needless
to say that it can be applied to the other image data
compression technique by the similar concept. Further,
'it may be constituted in that the water mark data is
inserted before performing the inverse discrete cosine
transform processing, thereby transferring the data as
the water mark-embedded image data.

As set forth hereinabove, the digital data

encode system of the present invention is capable of



he wat er mark-enbedded i mage-data. As set forth hereinabove, the digital
gata encode system of the gresent invention is capable JfAUBURR{GSt 2003
55 inserting a plurality of water mark data in one image data, thereby
inserting a plurality of information thergin by the water mark data. Since
the present invention divides the imge data according to the field,
signal conponent, and frane, and inserts each water nark data .
corresponding to the division by use of one water nmark data inserting

device, it capnséedlhgeat ' [ p [ of. ter .. mark data
inrg one orig?ng? ?%ggeadg§gk§?§% eggaﬁétggi#%E%tdé%felé§@¥ﬁ%3€5ﬁ5%ntlonal

digital data @atadetheyebgminSeReenyha BLESERY tihN¥eNLiHed Jiaf;des the i mage
da?a according to the fie?d, signalbcon%onent, gn§ frame, and Inserts each

di fferent watthenmikh Hatahéowatwer adkvigdbAg unit, it can reduce the
deterioration of the inmge quality conpared with the case of inserting a
plurality of water narkSﬁnqeitheﬂ@MQEéﬂwiﬁﬁﬁéntf&ﬁh@ﬂ@hdééeth@Y§ﬂ5?8n has
been illustrated and described with respect to exenplary enbodi nen
thereof, it shdtRdaeecrdirgstoothbyfikdde skihhtdcompbhentsr tnidhdranfs
foregoihg and varjous other changes, onissions and additions may be made
therein and t#R4 etRSerys teach wWepart nagkf dotmt herspspbnding seopdeof the
division by use of one water mark data inserting device,
it can realize the inéertion of é plurality of water
mark data into one original image data at the same
circuit size as the conventional digital data encode
system.
Since the present invention divides the image
i data according to the field, signal component, and frame,
and inserts each different water mark data for every
dividing unit, it can reduce the deterioration of the
image quality compared with the case of inserting a
plurality of water mark data in every division;
Although the invention has been illustrated
and described with respect to exemplary embodiment
thereof, it should be understood by those skilled in the
art that the foregoing and various other changes,
‘omissions and additions may be made therein and thereto,
without departing from the spirit and scope of the
present invention. Therefore, the present invention
should not be understood as limited to the specific

embodiment set out above but to include all possible

embodiments which can be embodies within a scope



present invention. Therefore, the present invention should not be
understood as limted to the specific enbodiment set out!2z8uet 308 t o

i nclude all possible enbodinments which can be enbodies within a scope 12
August 2003 56 enconpassed and equival entgg thereof with respect to the
feature set out in the appended clainms. 12 August 2003 -57 CLAIMS 1. A
digital data encode system having a water mark inserting device for
inserting water nmark data into digital data signals having a series of
field data cenpoiphsgeqdandi almvaménﬁgeeEégsb@Sw%ha 38het Qf, I yage
frames, said system including a water nmar ata 1nserting control ans
for controllifeptuserséonoet sai dhvabppeABEN BYasakd wWater mark inserting
device; wherein said water mark data 1nserting control neans inserts first
and second water mark data different from each other and prepared for
every odd field and every even field into the respective correspondi ng
fields, by use of said water nmark data inserting device. 2. Adigital data
encode system having a water mark inserting device for inserting water
mark data into digital data signals having a series of field data
conprising odd fields and even fields of a series of inage frames, said
system including a water mark data inserting control neans for controlling
insertion of said water mark by said water mark inserting device, wherein
said water mark inserting control means divides the digital data signals
by a predeterm ned reference and inserts a plurality of different water
mar kK data prepared correspondingly to the division into the respective
digital data of the correspondi ng divisions by use of said water nark



inserting device; wherein said-water mark inserting control neans
conprises: a field judging means for judgi ng whether the WRiAUGYsH02 under
processing is of an odd field or an evgn field upon receipt of the digital
data signals; and a water mark data selection output means, storing first
and secondCIsABvMISmark data different from each other and prepared for
every odd field and every even field, for supplying the first water mark
data to said water mark inserting device when the 12 August 2003 -58

j udgenent resul I t f.i.el [.S | yi,n he second water
mark data to s%%ﬁﬁv\/éalg%?a eﬁla?é@%g%grgpan%@?P’ﬁgﬁrﬁﬁﬁéﬁﬂgﬁfqﬁg%ﬁudgemnt
result designates the even fiel.d, depending on the judgenent result by
said fiel dUPHIGREAGITFR3E datg intg Aig‘é‘”fltdéf; W&%ﬂ%@%?gﬁ?lﬁﬁt%g a wat er
mark inserting device for inserting water nmark data into digital data
signal s, s&9aPEsRg edd fiplds and epnadialés efra senekof ittaga fiansey daidhgysteont r ol neans
for controlling insertion of said water mark by said water mark inserting
devi ce; whirchidingaivetenatae dam inseitingaiohirdlomeaREOtonMBARS thatsesd 6f @il ural ity
of different water mark data prepared for every signal conponent of the

digital daited hfhfiab$ sai@ k@ chal hﬁ&éﬂ%gﬂfe@%? ermned reference into the
respective digital data signals of the correspondi ng conponents, by use of

said water mark ik ' ice 4 A digital .data_.encode system
havi ng a water “n@r eﬁ} énag'%ﬁ%a %e%ggrdﬁej@%/%gnslp %lfhg clng:r% P TIOR8 S ap& S?ﬁ’i{‘i into
digital data, signals in series of field data, said _systemincluding
a water malR®l ﬁﬂ%gﬁ% fﬁ@ %@hf”r‘%‘l otherand prepareddar ey pad e Ve  of
said water mark by said water mark inserting device, wherein said water

mar k i nse¥endipld Bite thsirespsatiee easrpsponding fields ibyvat of smporemimarkidegiang means
for, upon receipt of the digital data signals, judging whether the signal
conponent wheiting ddvige.t al data signal under processing is a brightness
conponent, a first color-difference conponent, or a second color difference
conponent ; and

2, A digital data encode system having a water mark inserting device for
inserting water mark data into digital data signals having a series of field data
comprising odd fields and even fields of a series of image frames, said system
including a water mark data inserting control means for controlling insertion of said
water mark by said water mark inserting device, wherein said water mark inserting
control means divides the digital data signals by a predetermined reference and ingerts
a plurality of different water mark data prepared correspondingly to the division into
the respective digital data of the corresponding divisions by use of said water rﬁark
inserting device; wherein said water mark inserting control means comprises:

a field judging means for judging whether the field data under processing is of
an odd field or an even field upon receipt of the digital data signals; and

a water mark data selection output means, storing first and second water mark
data different from each other and prepared for every odd field and every even field,

for supplying the first water mark data to said water mark inserting device when the



a water mark data sel ection output neans, storing three kinds of_different -
water mark data prepared for every signal conponent of tH&AUgUat 10h8ee
kinds, for supplying the water mark daga prepared corresponding to the

bri ght ness conponent to 12 August 2003 -59 said water mark data inserting

devi ce whejudgbment€gilnd:signatel thedRRll A 0@ Suping Hd QBSNERRF RIAROAR o

supplying the water mark data prepared corresponding to the first

col or-diffg:a[-@%ge%)éi}p j r [Aserting device when
t he judgerrelnt rersu t9g%@%sgeﬁtglgz@vﬂﬁ\ﬁ%%rtlsl%g?rg%%fﬁfuﬁe egll%%t%% $8fent, or
suppl yi ng t:h wat er mark data prepared co pondi ng to the second

col or - di ffi"F@né%’eB@Hﬁé’H ?J“% emgr&irgsn.\i&yes'au{ﬁééa] TEYr t i ng devi ce when
t he judgenent result designates the second color-difference conponent,
dependi ng on the judgenent result of said signal conponent judgi ng neans.
5. Adigital data encode system having a water mark inserting device for

i nserting %at er Andigitaldiatacencodosydiegi hatinglatvates nprairseriay idegicarger i es of
field data, said systemincluding a water nark data inserting control

means for f(eatihghtdieidnirR gefalih@Higied] d5@istnwRl ©hd SRfdm MelRhea Wale BT K
inserting device, wherein said water mar i nserting control neans

ting device, | weLer mrk [ nsel ol eans
g tal - daj oo oG SAERARER SUUBAE TR e R B B el 1

data signal _ynder .prqcessing is a red-conponent, a green-conponent, or a
bl ue-corrpoIﬁlgI @S%-Hggae%?’er mar k data sel ection output neans, storing three
kinds of different ~water mark data prepared for_ every signal conponent of
the said three WRFEGH sadwates giags ipsergng ﬁ@%t@ﬂﬂﬁﬁﬁkﬂﬁﬁphﬂ%ﬁﬁpédiéftrent
corresponding to the red-conponent to said water mark data inserting

devi ce whewatehmajludajh nipprred fot evtes signa tcempbixmt péthe digitgd danignasuppl yi ng t he
wat er mark data prepared corresponding to the green- conponent to said

wat er mar kexteicedibysepredagndasd eferehrintolRe jodfaEve Blgitabeith kigndi§SF aRat es the
green-conponent, or supplying the water mark data prepared

corresponding components, by use of said water mark data inserting device.

4, A digital data encode system having a water mark inserting device for
inserting water mark data into digital data signals having a series of field data, said
systemn including a water mark data inserting control means for controlling insertion
of said water mark by said water mark inserting device, wherein said water mark
inserting control means comprises:

a signal component judging means for, upon receipt of the digital data signals,
judging whether the signal component of the digital data signal under processing is a
brightness component, a first color-difference component, or a second color-
difference component; and

a water mark data selection output means, storing three kinds of different
water mark data prepared for every signal component of the said three kinds, for

supplying the water mark data prepared corresponding to the brightness component to



correspondi ng to the bl ue-conponent to said water mark data inserting

devi ce when 12 August 2003 -60 the judgement result desi grhat4gsst4R03

bl ue- component, depending on the judgeggnt result of said signal conponent
judging neans. 6. A digital data encodé system having a water nmark

inserting geywetr hiik dhh $ReiinddevRE WhelMikjubging résiltAcsizttathedat a signal s
having a series of field data, said systemincluding: "a water mark data

i nserting sﬂrgﬁ&k ¢ @Weﬁg%ggggglgtﬂé '@gﬂaﬂé&{%bgeg?eh BRkdon E5) Itﬂnzgr'k by

sai d wat er I nse ereln sai r mark ins

control nean lvides the digital data signals by a predeterm ned reference
and insert 5%8(918{'83%?1}09 Cglflpglilqﬂﬁ L?r%‘féwﬁﬁf g&ﬂ%ﬂﬂ&%l&g&w&aw n the
correspondingly to the division into the respective digital data of the
cor r espondivdgeraentireuiissigpates the dtstealot-differencenmamponeniser sipplyinisthece; and a
spectral resolution neans for spectrally resolving the digital data signals
upon r ecei phtet marleddta pregared gpirydpogding ¢o thetsatorddoiczstiffeicesstaqgmingnito sai d
water nmark data inserting device as a subject of inserting the water mark -

dat a t her egdid water thadit Gith MscHRizORE WRn WEHBLRHRY k01t AeWBLAEs BT K 1 nserting
device for inserting water mark data into digital data Signals having a

cont ol mossed efSCRALP e OARE ARG it Dty RN o Bl ot o1

mark inserting devi ge, wherein said water mark inserting control mneans
di vi des th‘éona?%dﬁe{l%t‘f‘l 288 Ynal s by a predeterm ned reference and inserts
a plurality of different water nmark data prepared correspondingly to the
division into the respective digital data of the correspondi ng divisions
by use of said water mark inserting device; 12 August 2003 -61

5. A digital data encode system having a water mark inserting device for

inserting water mark data into digital data signals having a series of field data, said
system including a water mark data inserting control means for controlling insertion
of said water mark by said water mark inserting device, wherein said water mark
inserting control means compﬁses:

a signal component judging means for, upon receipt of the digital data signals,
judging whether the signal componenf of the digital data signal under processing is a
red-component, a green-component, or a blue-component, and

a water mark data selection output means, storing three kinds of different
water mark data prepared for every signal component of the said three kinds, for
supplying the water mark data prepared corresponding to the red-component to said
water mark data inserting device when the judging result designates the red-
component, supplying the water mark data prepared corresponding to the green-
component to said water mark data inserting device when the judgement result
designates the green-component, or supplying the water mark data prepared

corresponding to the blue-component to said water mark data inserting device when



a spectral resolution neans for spectrally resolving the digital_ data
signals wupon receipt thereof and supplying the obtained e U5leaPOs gnal s,
as a subject of inserting the water ngsk data therein, to said water mark
data inserting device; and an inverse-converting nmeans for receiving the

processed fhegitBlefend febult Adighated the BBEKomPbient, MeS&IdRtk sl@EGhdpeliénsal d wat er

mark i nserting device and for inversely "converting the spectrally-resol ved

data and s i : i - - converted signals as water
mar k-errbed%g@{%ﬁg}% %Eﬁﬂgpélgéﬁgﬁg}@ % gEli?é'oli gital data encode system havi ng
a water mark inserting device for inserting water mark data into digital

data signals having a series of field data, said systemincluding: a water
mark data inserting control nmeans for controlling insertion of said water
mark by saf-d wefdkigitphdrtaicneedetsystgmdnyinges welhemankrnsesting desies fofrar k i nserting
control neans divides the digital data signals by a predeterm ned reference
and i nser tmsertingivateaiarly dath into fdigitab dita w@hels hawing adeties qfrfephdasl said
correspondingly to the division into the respective digital data of the
cor r espondiyd@ntiinéiudirdns by use of said water mark inserting device; a

di screte cosine transform neans for performng a discrete cosine transform

on the digital an%:%rfﬂaglgﬂétg h%gﬁgl[grcﬁg?{zﬂﬁ%#g%Iec%tltr?jlhgléshg%ptliéﬂ d}gsafdhe obt ai ned

transforned sign o sal a I nser vice as a subject
of insertin t he wat e rk data therei.n; and.an ..nverse di.screte cosine
1 ansf or m WHSHESRCRY A4 SRR AL HERRBAEEEEd Er g S WA Rk FRseHAE T  mar K
data inserted therein by said water mark data inserting device, performng
t he i nver seongpbmeansdivigdes the digitph data signals by admedetrmingsgeferenge né insptai ned
i nversely-transforned signals as water mark-enbedded digital data signals.
12 August 2plsiipaf Sifferentingicr alarkddéta pesperedeomystoadinghviorthe divisidremtarar k
inserting device for inserting water mark data into digital data signals
having a sier@pedtiveldigital dgatod theSairfésponding divisions by use of said water mark

nserting device; and

a spectral resolution means for spectrally resolving the digital data signals

upon receipt thereof and supplying the obtained resolved signals to said water mark

data inserting device as a subject of inserting the water mark data therein.

7. A digital data encode system having a water mark inserting device for
inserting water mark data into digital data signals having a series of field data, said
system including:

a water mark data inserting control means for controlling insertion of said
water mark by said water mark inserting device, wherein said water mark inserting
control means divides the digital data signals by a predetermined reference and inserts
a plurality of different water mark data prepared correspondingly to the division into
the respective digital data of the corresponding divisions by use of said water mark

inserting device;



systemincluding: a water mark data inserting control neans for controlling
insertion of said water mark by said water mark inserti H&WP@QO%\/{]erei n
said water mark inserting control magpf__di vides the digital data signals
by a predeterm ned reference and inserts a plurality of different water

mar k data prepayg } - L MM IS i : ective
prep cEal Fe8SRN R e Vot ﬁqe%ﬂﬁlﬁfeﬂ;/ﬁingihé fioRta) %@P

digital data of the correspondi ng divVvisions by use of “sal mar k

i nserting j Ce ol.ution. neans,fqr.spectrally resolving the
di gi t al da?ﬁaﬁs‘fégeﬁ%%é‘%ﬁg%ﬂ%@@?“ﬁtﬂ% gB T%Sr‘i’bvegﬁb%‘l%& i sbeh B ai ned

resol ved signals. to said er mark data inserfing device as a subject of
i nserting Fﬁ%ﬁ%f@wﬁﬁ’f%aﬂa& theesin it said welgranark datadnssrringdevicendnd ng t he
processed signals with the water mark data inserted therein by said water
mar k dat a i nser &1 Wycevpreertiog mepp fpr saepyingdhs prpcasssd signals avithi thegeter
conpressi on neans for converting the sanpled signals into i mage- conpressed

si gnal s annhasiudatd inserted theredbbypsaid datdr giatialnselting dewiop mab for divesalya si gnal s
with the water nmark enmbedded therein. 10. A digital data encode system

having a Wedierti@like sgeeRilly-RYoNeY biss aﬁ@%upg{clﬁiﬁﬁ%ééd"lﬁaiﬂ@é BlvellBiyk data into

digital data signals conprising a series frames, said system

noerti on o BEEGERRt & BLFACERb IR ERAH fip R ] ng devi ce. her ei n

said water mark inserting 12 August 2003 -63 control mneans divides the
digital data signals by a predetermined reference and inserts a plurality
of different water mark data prepared correspondingly to the division into
the respecti ve Qidigitaddaigzneodstsystem lpoinesseletimatk inserting deidebfpruse of said
water mark inserting device; an encoding neans for encoding the digital
si gnal s wi inkertihg watdr enarkreats inlatdagital data signals having a series of field data, said
system including:
a water mark data inserting control means for confrolling insertion of said
water mark by said water mark inserting device, wherein said water mark inserting
control means divides the digital data signals by a predetermined reference and inserts
a plurality of different water mark data prepared correspondingly to the division into
the respective digital data of the corresponding divisions by use of said water mark
inserting device;
a discrete cosine transform means for performing a discrete cosine transform
on the digital data signals upon receipt thereof and supplying the obtained
transformed signals to said water mark data inserting device as a subject of inserting
the water mark data therein; and
an inverse discrete cosine transform means for receiving the processed signals
with the water mark data inserted therein by said water mark data inserting device,

performing the inverse discrete cosine transform thereon and supplying the obtained

inversely-transformed signals as water mark-embedded digital data signals.



inserted therein by use of said-water mark inserting device, an encode
control ling nmeans for controlling said encodi ng means so T2gAugyst 2¥8f or m
encoding processing in a plurality of khnds of picture types correspondi ng
to the encoding nethods; wherein said water mark inserting control neans
i ncludes: water mark data storing neans for storing a plurality of
different water mark data prepared correspondingly to a plurality of

picture types fgdigﬁngrq?&d%?gg%%%%?hmn%m&?Hﬁﬁgiﬁ&%@g%gglggz?{cont rolling

means; and a water I on but put “means di ng on the
picture type .decided b i.d,_enco controlling neans, .selecting_the
cor r espond P g ARt errfﬁ?‘% d%g‘df“%&’ fﬂg‘fﬁﬂl%g is%ﬁqﬂgt}@“ 51?“8%19%§%lf‘61ﬁ3n&“%ans and
suppl ying said corresponding water nark data to said water mark inserting
devi ce. 118ysimyingluding:dat a encode system having a water mark inserting
device for inserting water mark data into digital data signals conprising

a series of inmagevatdrmearkdatadnsertirgyament inealsufdi agitrodlivgpinesrtioRbRs#l@t a
inserting control neans for controlling insertion of said water mark by

sai d wat er wakk ka5 9 kdill REUESNArR BseMBR R e SRh &b Rl Wil Hhalldedrtih P9
control neans divides the digital data signals by a predeterm ned reference

o caponct ) A s e S PRt AL BERE e,
use, of said water  mar

digital d f.th di ng .divi si ons b
naert1 ng. oebroiy O GRT B alB dBia ROl g AMEOn e of the

digital data signals _ into blocks of a predeterm ned size, spectrally
resol vi ng thséepsetiedisnidat ofithg eurespending diviginas dyiuse efsaig wateo akark and
suppl yi ng the obtained resolved signals to said water mark data inserting
devi ce as msetibgdevicaf inserting the water mark data therein; an encoding
means for encoding the digital signals with the water mark data
a spectral resolution means for spectrally resolving the digital data signals
upon receipt thereof and supplying the obtained resolved signals to said water mark
data inserting device as a subject of inserting the water mark data therein;
a sampling means for sampling the processed signals with the water mark data
inserted therein by said water mark data inserting device to supply sampled signals;
and
an image compression means for converting the sampled signals into image-

compressed signals and supplying the obtained digital data compression data signals

with the water mark embedded therein.

10. A digital data encode system having a water mark inserting device for
inserting water mark data into digital data signals comprising a series of image
frames, said system including:

a water mark data inserting control means for controlling insertion of said

water mark by said water mark inserting device, wherein said water mark inserting



inserted therein by use of said water mark inserting device, an encode
control ling means for controlling said encodi ng means so 1gshugsst 2088f or m
encodi ng processing in a plurality of kinds of picture types; wherein said
water mark inserting control means includes: water mark data storing means

for storingo@rd)ntaal Hf’VYde@fthéjdiEftﬁ][d‘ﬁfﬁ_tsi%ﬁ‘ﬁaiseJ ; eheteor'rn@d RItSRALEG inserts

correspondingly to a plurality of pic rexty es f use I n sald encodi ng

means and [ | i ans:. and a water r t.a sel ection
out put - mead e G HRRAANN i PR T Rab e B s SRR TR o e
controlling neans, selectjng the corresponding water mark_ data from said
wat er mar k arf’scPegttl‘éFr‘ﬁﬂlﬁaI o the eorEs PN Eivisions bydiee ek gt wakey Mk er  nar k
data to said water mark inserting device;, and wherein said water mark

i nserting theotting dewickudes: a partial average cal cul ator for calcul ating the
average of the absolute values of three points around each elenent in the
resol ved si gnal an sugedingatednsdor éﬁ&b@inglﬂ%digﬁil sign@Bobith theRvdi@anak dagk a
partial average; a first nmultiplier for nultiplying the water nark data

suppli ed fpREh&PiherenPbPlse SRA WakAmbRSRLHiffa&aRt rol means by the out put
data of said parti a?l a)\?esreage cal cul at or e|}tlrllﬁhg(\1/ery’el enment; 12 August 2003

-65 a second multLplier Jul tiplying . each 'elenent of the oufput data of
said first nmulfi %ﬂogrg cg{l}%ghg?gﬁ%&e&’ﬁf%&’éﬁ@%ﬁ%m@gwwsﬁﬁﬁ%iﬁpf or adding
the output data of said secqond nultiplier .and the resolved signals
suppl i ed fP??‘?%‘F‘Pfoalﬁ‘gd’F‘P%ﬁm%gbq Rlpradiy alsinds pfpigies typey wesponding toa
digital data encode system having a water mark inserting unit including a
wat er mar kthggngodipg mettiodgs control means for inserting water mark data into
digital data signals having a series of field 12 August 2003

wherein said water mark inserting control means includes:

water mark data storing means for storing a plurality of different water mark
data prepared correspondingly to a plurality of picture types for use in said encoding
means and said encode controlling means; and

a water mark data selection output means for, depending on the picture type
decided by said encode controlling means, selecting the corresponding water mark
data from said water mark data storing means and supplying said corresponding water

mark data to said water mark inserting device. -

11. A digital data encode system having a water mark inserting device for
inserting water mark data into digital data signals comprising a series of image
frames, said system including:

a water mark data inserting control means for controlling insertion of said
water mark by said water mark inserting device, wherein said water mark inserting
control means divides the digital data signals by a predetermined reference and inserts

a plurality of different water mark data prepared correspondingly to the division into



66 data by-control of a water mark data inserting device and a water mark
data detecting unit including a water nark data detecti Ag AHSHRA2G0Sr
detecting the water mark data fromthe,digital data signals with the water
mark data added thereto by said water ‘mark data inserting unit: said

digital datg &é@@ﬁb@gﬁ@ﬁmﬁtmﬁﬁe Q%rgésb@:&dingiéifv?sio%is%s}ﬁ{se fSPEh?& Stk @ series

of image franes; said water mark data inserting unit further conprising an

encodi ng . f coding the digital data signals with the water mark
dat a inse??gsgﬁ]tnﬁge‘ef%%ﬁ’ by use of said water mark data inserting device, and

an encode controlling,means for control|ing .said encoding nmeans so to
per f or m encodi nGSB‘F%‘%éEf@&HBOIF preans FG‘r"&LW cdmagg ﬂg@eéfgl -ezgt@“sgnfﬂ;?pes
corresponding to the encoding nethods; said water nmark data inserting
control nedKs blaskped spiedetrimined siae, speatmtly resatvangthercorigspending digital deter i ng a
plurality of different water mark data prepared correspondingly to a

plurality eigngs ot eveey bioplsandfsopplying theoteained £R6196d bignale ensaid@ndtes aiatk encode
controlling neans, and a water mark data sel ection output neans for,

dependi ng  @fka ifk@rtRiptdedicR ab ¥RELEQTrHiRdrthY B ivicP REAEGata RRAIHO! | T N9 MeanNS,

sel ecting the correspondi ng water
an encoding means for encoding the digital signals with the water mark data

inserted therein by use of said water mark inserting device;

an encode controlling means for controlling said encoding means so as to
perform encoding processing in a plurality of kinds of picture types;

wherein said water mark inserting control means includes:

water mark data storing means for storing a plurality of different water mark
data prepared correspondingly to a plurality of picture types for use in said encoding
means and said encode controlling means; and

a water mark data selection output means for, depending on the picture type
decided by said encode controlling means, selecting the corresponding water mark
data from said water mark data storing means and supplying said corresponding water
mark data to said water mark inserting device; and

wherein said water mark inserting device includes:

a partial average calculator for calculating the average of the absolute values
of three points around each element in the resolved signals supplied from said spectral
resolution means, as a partial average;

a first multiplier for multiplying the water mark data supplied from said water
mark data inserting control means by the output data of said partial average calculator

in every element;



12 August 2003 67 mark data fromsaid first water mark data storing neans
and supplying it to said water mark data inserting devideAugsp st er mark
detecting unit conprising a decodi ng r’rggns for decoding the digital data
signal s encoded by said encodi ng neans”of said water mark data inserting

device, and a dj [ . ; i | endi ng
on the data dec%g%gﬁ%gﬁgg%lgpgderco flﬂsﬂéi%gﬁéleggggéﬁ#‘haﬂ@gt%%%%qgﬁ’? of the
wat er mark dﬁt?. jnserted in hgrés?i ital data signals or according to its.
presence; 94 lé’]ﬁbfi’)é?p’f?&ﬁ?nﬂ% c 8é"g’t g nmeans conprising a water nark data
extracting devigrg%{dgrf Sg%agg&gpéandi dat}_gl datégp&l?'aﬁ IS ﬁbé:and];[glgte of
the water mark rigr £ dgtrcfsaid s5¢0 igberodidribe ragel , a
second water mark data storing nmeans for storing the sane water nark data
as the pl wigdalg snpplied fatnesaidepekira atsahgionmeehni in sairgelkinest wat er mark dat a
storing neans of said water mark data inserting control neans in said
water mark data inserting device, a water mark data sel ection output neans
for selecting the corresponding water nmark data fromsaid second water

mark data gfori ﬂgliﬁﬁ?ﬂac‘ta%ﬁgﬁe%iy&gmtlﬁvﬁ%% water mark inserting unit including a

water mark data inserting control means for inserting water mark data into digital data

signals having a series of field



picture type in the encodi ng processing to be recognized - 68 12 August
2003 in the decodi ng processi ng by said decodi nhg neans aﬂ&’“@ﬂﬁkﬁ%ﬂ3ng it
and a statistical simlarity judging nmean for naking a conparison between
t he candi date data extracted by said waser nmark data extracting device and
the water mark data supplied by said water mark data sel ection out put
nmeans, judging the statistical simlarity thereof, and notifying said

di splay controlling means of the judgenent result. 13. A digital data

encode syst gatas py ddRdol b0 AMAder ®AHd IRLLT i MBE KL §RL2akPSERLI NG UNI
further conprising a spectrally-resolving neans for dividing the inage of

the digital s d Wa@RH mdri U DkSt&dt g PieHet el a8ingi dewatpectral ly
resolving the corresponding digital data signals in every block, and

suppl yi ng t e rébidaitze digtess Mef e 4nal Sot deteedt g ethe Makedaiarknserti ng
device as a subject of inserting the water mark data therein; said water
mar k dat a | cisdrt ifngndetiec elicpimEl sdaiga as pard 1@l wavler tlye wateunl maek f or
calculating the average of the absolute values of three points around
each el enendata wkeladkddleamtsipnasidupptérednark data inserting

unit:

said digital data signals being of a digital
data signal consisting of a series of image frames;

said water mark data inserting unit further
comprising

an encoding means for encoding the digital
data signals with the water mark data inserted therein
by use of said water mark data inserting device, and

an encode controlling means for controlling
said encoding means so to perform encoding processing in
a plurality of kinds of picture types corresponding to
the encoding methods;

said water mark data inserting control means
comprising

first water mark data storing means for
storing a plurality of different water mark data
prepared correspondingly to a plurality of picture types
for use in said encoding means and said encode
controlling means, and

a water mark data selection output means for,
depending on the picture type decided by said encode

controlling means, selecting the corresponding water



fromsaid spectrally-resolving neans, as a partial - 69 average, 12 August
2003 a firs? nultiprier for miltiplying the water mark darAeE#AR3ed from
said water mark data inserting control neans by the output data of said
partial average calculator in every eleggnt, a second multiplier for

mul tiplying each element of the output data of said first nultiplier by a
predeterm ned constant, and an adder for adding the output data of said
second nmultiplier and the resol ved signals supplied from said

_ : . _ : K dat
okt ractiny dauros Sredarn, £ 8 hhr Bt AOREL G FEEE, G ReaRBr dafieersy o
parti al avenﬂxa(gﬂébifgﬁﬁ {@rtgaégg#gﬁiggr &ngaggé§g§§ggr£gsgabsolute

val ues of three points around the ata decodec sal ecodi ng
neans as a phiticd, average, and a divider for dividing the block data
decoded by said decoding neans by the output data of said partial average

cal culator. 14. A watersﬁ&akw@&@&imaaﬁidéﬂbdﬁﬁﬁgxhﬁfg.cdéFfﬁgi wat er
mark data in digital data signals having a series of field data by use of a

water mark data insertiangededing, neemy ifm@ictdtiany afhe aftfre i Vigigg the
digital data

signals encoded by said encoding means of said water

mark data inserting device, and

a display controlling means for controlling

' display depending on the data decoded by said decoding
means according to the content of the water mark data
inserted in the digital data signals or according to its.
presence;

said water mark data detecting means
comprising

a water mark data extracting device for
extracting candidate data, that is a candidate of the
water mark data, from the data decoded by said decoding
means,

a second water mark data storing means for
storing the same water mark data as the plurality of
water mark data stored in said first water mark data
storing means of said water mark data inserting control
means in said water mark data inserting device,

a water mark data selection output means for
selecting the corresponding water mark data from said

second water mark data storing means according to the

picture type in the encoding processing to be recognized



signals by a predeterm ned reference, inserting a 12 August 2003 --70
Plurality of different water mark-data preé)ar ed corresp&@dﬁ‘%ﬁ&zq(@ t he
division into the respective digital dara®®bf-the corresponding divisions,
by use of said watermark data inserting device. 15- A water mark data
inserting method as set forth in Caim14, wherein said digital data
signals are of a digital data signal having a series of field data
consisting of odd fields and even fields of a series of inage franes,

further conpri§mn@hﬁhdegpdﬁmgobro@eghangobysb@ﬁangeEbaghgagga%%cggl wat er
mark data different fromeach other and prepared for every odd field and
every even fiePYpPdydngpisf, jamndgi ng whether the digital data signal is of
the odd field or the even field one after another, a step of selecting one
of the first and second &e8tathsticakhtsimsldhbtyededg g knélahassp be
inserted in the ngital data signals, according to the jJudgenent result in
sai d field judffPAghg: 8pcompardgonf bepweenathy casdiidang theadegitrakbtegat a
signals, and a steﬁ.af, with respect-to the frequency analyzed data, as a
subj ect of i nsBYtF 3% Hetga: Bprkadrtadarsranbingndeviitei nad eheawatsw t of
t he spectrum .
P mark data supplied by said water mark data selection
output means, judging the statistical similarity thereof,
and notifying said display controlling means of the

judgement result.

13. A digital data encode system as claimed
in Cclaim12,

said water mark data inserting unit further
comprising | | .

a4 spectrally-resolving means for dividing the
image of the digital data signals into blocks of a
.éredetermined size, spectrally resolving the
corresponding digital data signals in every block, and‘
supplying the obtained resolved signals to said water
mark data inserting device as a subject of inserting the
water mark data therein;

said water mark data inserting device
comprising

a partial average calculator for calculating
the average of the absolute values of three points
around each element in the resolved signals supplied

from said spectrally-resolving means, as a partial



resolution in said spectrally resolving step, inserting 12 August 2003 - 71
the first water mark data into the frequency anal yzed dé?é“ﬁgsyﬁg3odd
field or inserting the second water mark" %%fa into the frequency anal yzed
data of the even filed, according to the selection result in said water
mark data selecting step. , .16. A water mark data inserting nethod as set
forth in daim114, further conprising a step of storing three kinds of
different water mark data prepared for every brightness conponent, .first
col or-di f f eren®8®EBBFBonent, and second col or- difference conmponent in the
si gnal conponents of the digital data signals, a step of judging the
signal conponents of the @ dilgittaimuddriplsiqgnafior omel taifleri rpalthe iwata st ep of
sel ecting one @ r%hg%gbove tfree ki nds of . water mark data as the water

b n

mark data-to TeBUPRLIAE Eremiedidi yaber dnank detar thegreinghe

j udgenent res ' ai d signal,K conponent judging step, a step of
spectrally reg'](“‘)(FI\l/#Pn%ftrﬁ%aW gl?l’ail"he ?%P%?géﬁt%,ognﬁahd sheptbd] awélbadgespect
to the frequeng ed data, "as. a subject of inserting the water nark
data therein, o %%?g%%gg E% FESLY (SH#MeMer spectrum resol ution in said

spectrally resolving step, . rting, .the water mark data prepared
correspondingly to the & deddnd miltiplier” for multiplying each

.element of the output data of said first multiplier by a
predetermined constant, and

an adder for adding the output data of said
second multiplier and the resolved signals supplied from
said spectrally-resolving means in every element;

said water mark data extracting device of said
water mark data detecting means comprising

a partial average calculator for calculating
the average of the absolute values of three points
around the block data decoded by said decoding means as
a paitial average, and

a divider for dividing the block data decoded
by said decoding means by the output data of said

partial average calculator.

14. A water mark data inserting method for
inserting water mark data in diéital data signals having
a series of field data by use of a water mark data
inserting device, comprising |

a step of, after dividing the digital data

signals by a predetermined reference, inserting a



bri ght ness conponent into the data of the brightness 12 August 2003 - 72
conponent, inserting the water mark data prepared corres@d‘?‘Hﬁuﬁb?Qp?’to t he
first color-difference conponent into théldata of the first
color-difference conponent, or inserting the water mark data prepared
correspondingly to the second col or-di fference conponent into the data of
the second col or-difference conponent, according to the selection result
in said water mark data selecting step. 17. A water nmark data inserting

net hod as set Plwrahity avfndilfifefent NestEONRLFSI f .storing three
kinds of different water mark data prepared #or@%5%r§}§§%£ %nponent,

green- conponeffIresrondingbynponend divideosi gned gﬁgpp@ﬁ%ét%oéthhe
S e

digital data ﬁgn.al%sl, d-'?ﬁé-‘-StepﬁOf j udgi ng the signal conpon

digital data <Hehish afakerthenatdrespord afi in f the
above three Kkinds of water mark data asmi heﬂ\%aterxsﬁiﬁﬁ%b%fpgs%e&

i nserted in t @i atQr deagraldadat &, nsemcoimy ~ipticd he j udgenent result in,
sai d signal conponent judging step, a step of spectrally resolving the
digital data signals, and a step of, with respect to the frequency

anal yzed data, as a subj %§ of inserting the water mark data, obtained as
a result of the spectrumresdt Ha%Rrimark data inserting method as set

forth in Claim 14, wherein

said digital data signals are of a digital
data signal having a series of field data consisting of
odd fields and even fields of a series of image frames,

further comprising the steps of:

a step of storing first and second water mark

- data different from each other and prepared for every
odd field and every even field,

a step of judging whether the digital data
signal is of the odd field or the even fieid one after
another,

a step of selecting one of the first and
second water mark data as the water mark data to be
inserted in the digital data signals, according to the
judgement result in said field judging step,

a step of spectrally resolving the digital
data signals, and '

a step of, with respect to £he frequency
analyzed data, as a subject of inserting the water mark
data therein, obtained as a result of the spectrum

resolution in said spectrally resolving step, inserting



said spectrally resolving step, inserting the water mark - 73 12 August
2003 data prepared correspondingly to the red-conponent i'RtAYOUEHI03at a of
t he red-conponent, inserting the water mard data prepared correspondingly
to the green-conponent into the data of the green-conponent, or inserting
the water mark data prepared correspondingly to the blue- conponent into
the data of the bl ue-conponent, according to the selection result in said
water mark data selecting step. 18. A water mark data inserting nmethod as

set forth in Eheikizat watehemarbmpatsi Dgra EhePEPEQ8EREL NI gggaal ity of
di fferent matgr mark data prepared for every plurality o plc% re- types
correspondi ng $®te hef ehkedrdd ﬁéehdderiﬁn@@@@ﬂﬁ@gthéhgegbgatﬁétﬁgtﬁ rk
signals, a stq$ of Lgdging t he signal conponents of the digita data
signal s one af ka5 F%e?,eaf§¢@®e@¢ys@m&iyzeugdHanéft@ﬁeagggﬁ Ehigs
kinds of water mark data, as the water mark data to be inserted in i he
digital signal®HR%EIi0g bR dbhg 2eledibion ukpintin esadd watsai dasignal
conponent | udgi st a, step of spectrally resolving the digital data
signals, and %hés‘?aepseg‘?%c*ﬁ\i"?% E?*e%!bect to the frequency analyzed data, as a
subject of inserting the water mark data therein, obtained as a result of
the spectrum

-16. A water mark data inserting method as set
forth in Claim 14, fufther comprising

& step of storing three kinds of different
water mark data prepared for every brightness component;
first color-difference component, and second color-

. difference component in the signal components of the
digital data signals,

a step of judging the signal components of the
digital data signals one after another,

a step of selecting one of the above three
kinds of water mark data as the water mark data to be
inserted in the digital signal data, according to the
_judgement result in said signal component judging sﬁep,

a step'of spectrally resolving the digital
data signals, and

a step of, with respect to the frequency
analyged data, as a subject of inserting the water mark
data therein, obtained as a result of the spectrum
resolution in said spectrally resolving step, inserting
the water mark data prepared correspondingly to the

brightness component into the data of the brightness



resolution in said spectrally resolving step, inserting 12 August 2003 -74
the water mark data prepared correspondingly to the picth%Aq E?m§kcording
to the selection result in said water mar/g data sel ecting step. 19. A
conput er readable nenory for storing a control programfor controlling a
digital data encode system having a water mark inserting control neans for
inserting water mark data into digital data signals having a series of
field data for use by a water mark inserting device, said control program

i ncl udi ng the sé¢mpsneht, af 486r06{ Y A igital ,data signals by a
pr edet er m ned ré?g?ence, inse¥t+%%d%&gﬁ+€§%fi@%i%ﬁdighfﬁﬁ T&@t er mark

data prepared correspondi | Vi.Si into.the respective digital
data of the correspondingﬂ%%%i%?dﬂﬁgbgiﬁig %ﬁiééhéﬁ%é%%ﬁn%%fﬁpmﬁﬂ%Pnt

inserting deviimtostlosi dgtdiésttpade SEe0 £ adifferent from
each other and prepared for every odd f{%%&;ﬁ&dife%ée%rg%/e%or?q%q%‘}twm

respect to theoxindedtilad atheivieds Mat Hhisy .Sif‘félfé[f.éﬁ field data
o

conprising odd fields and even fields of a series I mge franes; judging

whet her the di¢prraspndinibnato i&@fsém@%ﬁd@@ipﬁefé}ﬁ:&v&ﬂngdd eé& one
mar ata, as

after another;, selecting one of the first and second water

the water mar KR &he daten iok aritee s dorich e o Ll £ e @iile Q%nfpor?é}f@rdi ng
to the judgement result in said field judging step;, spectrally resdlving
the digital dRAFYHRI sto drhe wialeatespeatesd t him fyeqlienmeAR@ pzed dat a
as a subject %%iinserting_the wat ermark data obtained as a result of the
spect rum r esol Wi P IedHa G pd@Ral |y resol ving step, inserting the first
water nmark data into the frequency anal yzed data of 12 August 2003 -75

17. A water mark data inserting method as set

forth Claim 14, further comprising

a step of storing three kinds of different
water mark data prepared for every red-component, green-
component, and blue-component in the signal components

of the digital data signals,

a step of judging the signal components of the
digital data signals one after another,

a step of selecting one of the above three
kinds of water mark data as the water mark data to be
inserted in the digital signal data, according to the
judgement result in said signal component judging step,

a step of spectrally resolving the digital
data signals, and

a step of, with respect to the frequency
analyzed data, as a subject of inserting the water mark
data, obtained as a result of the spectrum resblutioh in

said spectrally resolving step, inserting the water mark



the odd field or inserting the second water mark data intg the frequency
anal yzed data of the even field, accordi to the sel ectlizddMauss d%l n said
wat er nmark data selecting step. 20. A Gbﬁgufer readabl e nenory for storing
a control programfor controlling a digital data encode system having a
water mark inserting control means for inserting water mark data into
digital data signals having a series of field data for use by a water mark
i nserting devi said control programincluding the steps of after

di vi di ng the déﬁF?aPrﬁﬁﬁﬁeélEﬁ@ﬁ%ﬁ&@nanHEMeterhheeﬂeﬁeé@mpaﬁgnt|gﬁgétlng a
plurality of d%%% eg %gter mar k data prepared correspondingly to the
division into PR REi iR %ﬁQFQQWPQRﬁnt£ﬁ1m$mrtbngesnéndaﬂgrqMafﬁlon

by use of sai ddéf\@é ér%@ ata inserting device; storing three kinds of
di fferent water qLe r?ﬁﬁﬁ%ﬁPQQﬁl%§¥Hthwt@#ngmBen—comp@m@mt first

col or-di fferenge. second color difference conponent. in the
si gnal conponent s g.;w%hcgé‘[—d? g‘fa{qi‘ Y AL L RRONe R g oy tisest imal the
conponent s of v digl 4 a SI nal s one after another; selecting one of
the said three kinds 0 &t By ?ﬁéefQ£FQQRP%Q&Q91YW#Q;th&eblme»be

inserted in thoomidtdml e to the juddement result in
said signal corrponent jlu ﬁ!gh s'?%aagia Qpé% %‘?é’s‘?ﬂﬁﬁ‘?@%heﬁ@@rdmg dat a

signal s; and wd fttfeemfétcﬁ% frgauenc zed data as a subject of
inserting the watermark deité‘t%%tsal ﬁ:eé%assya&cfé"s%‘?r Jtaxhedatct rum

resol ution ingelecyiorf sddy, resolving step, inserting the water mark data
prepared corresponding to the bri ghtness conponent into the data of the
bri ght ness conmponent, inserting the water nmark data 12 August 2003 -76
prepared corresponding to the first color-difference conponent into the
data of the first colori@iffZenertes eRMOnRta DisdNSES ter, mrk

data prepared_ corresponding to the second color-dlffer%nce conp hefitt i nt o
the data of t{8@¥&bcdRdClaim 14, further comprising

a step of storing a plurality of different
water mark data prepared for every plurality of picture
types corresponding to the encoding methods in encoding
‘the digital data signals,

a step of judging the signal components of the
digital data s;gnals one after another,

@ step of selecting one of the above three.
kinds of water mark data, as the water mark data to be
lnserted in the digital signal data, according to the
judgement result in said signal component judging step,

a step of spectrally resolving the digital
data signals, and ‘

a step of, with respect to the frequency
analyzed data, as a subject of inserting the water mark

data therein, obtained as a result of the spectrum

- resolution in sgaid spectrally resolving step, inserting



color-difference conponent, according to the selection result in _said water
mark data selecting step. 21. A conputer readable nenorfszg%f%qq'&ng a
control programfor controlling a di giﬁgl data encode system having a
water mark inserting control means for inserting water mark data into
digital data signals having a series of field data for use by a water mark
inserting device, said control programincluding the steps of: after

dividing t [+ Q t j t erm ref erenc inserting a
ol ural ity S R 8 R A sl BRI BoRRER ot he
division into.the respegtive digital data of the corresponding division,
by use of 8§ ?%"%?%ﬁ“ﬁﬁ?‘ V%Pé?rdnarﬁﬁé@rsﬁ SRUPEEER-ce; storing three kinds of

different water nmark data prepared for every red- conponent,
gr een- conponent, and bl ue-conponent in the signal conponents of the
digital data signals; judging the signal conponents of the digital data

si gnal s onéd.af t Arcommuttdrecadableehandriyrfor Honod céie] peigdarh Hsrewnkbnhg 0f wat er
mark data as the water mark data to be inserted in the digital signal

data, accoaigitiidDerddde e AR h 9 imdrR ifehfhe Bh#oBheARMORERHing UdTi Ng
step; spectrally resolving the d%gltal dat a 5|g|§als; and with respect to

the freque anal . I . L ASertd h wat ermar k dat a
obt ai ned a{sir(‘:'\u?';(l3r res u?%tgg*tg? @ag(%aet%f 1%% ﬁ@s%é) %tg %lger% qfﬁe{l’ﬁ%att% ﬁo&pls? YPy
resolving ste i,nsert.ing the ter mark data prepared corresponding to the
red 12 Au g‘d@'iepg’@f)‘%m-s%‘ng gﬁ‘ﬁfﬁ’ré PREe! Rrﬂﬁraﬂ’a‘%l% HEthesteRRi onponent |
inserting the water mark data prepared corresponding to the
gr een- conponent aftgrdaviding tepadigitalidatawiguplelena pradplermined reference duetting t he
wat er mark data prepared corresponding to the blue-conponent into the data
of the bl uplucaipohdifferentwater diardgdite ptdparcdebaespondingtstol the divissan Gtosaker nark
data selecting step.
respective digital data of the corresponding division, by use of said water mark data
inserting device;
storing first and second water mark data different from each other and
prepared for every odd field and every even field, with respect to the digital data
signals having a series of field data comprising odd fields and even fields of a series
of image frames;
judging whether the digital data signal is of the odd field or the even field one
after another;
selecting one of the first and second water mark data, as the water mark data to
be inserted in the digital signal data, according to the judgement result in said field
judging step;
spectrally resolving the digital data signals; and
with respect to the frequency analyzed data as a subject of inserting the

watermark data obtained as a result of the spectrum resolution in the spectrally

resolving step, inserting the first water mark data into the frequency analyzed data of



22. A conputer readable nmenory for storing a control prog1r am f or
controlling a digital data encode system having a water Felt4ausha3; ng
control neans for inserting water matksdata into digital data signals
having a series of field data for use by a water mark inserting device,
sai d cont r le quddigidon insatingithegeddnd vedtapaarkfdatadfitoethe dieyuahicp@nilizeddiagi t al
data signals by a predeterm ned reference, inserting a plurality of

di ff erent M@févéfﬁﬁéﬂddﬁk@rdﬂ{%@%ﬁ@ﬁl&ﬁbﬁ%sﬂﬁﬁﬁlbﬁ&'v%tér@nérﬁ%aﬂ's\éle%ﬂn@é‘ into the
respective digital data of the correspondi ng division, by use of said water

mark data g ]_rc)}sertlng device; storing a plurality of different water mark
dat a prepare for every plurality of picture types corresponding to the
encodi ng nmethods in encoding the digital data signals; judging the signal
conponents of the digital data signals one after another; selecting the
corresponding water mark data as the water mark data to be inserted in the
digital sidhal Asompuisaendablegnenaonytier stordgaeontrol pegramifer contralliniggnal
conponent judgi ng step; spectrally resolving the digital data signals; and
W t h respedigithlodathenchde sysesme Javingh yaed nttak insaging coutplaatameffor msatihg ng t he
wat ermark data obtained as a result of the spectrumresolution in the

spectral | ywhidr ﬁuaygatazrﬁ@aigtnzﬁdﬁ@& Mk BoviRg & Reridsb¥eHeld Bla FiGs¥ByGr mark data
prepared corresponding to the picture type, according to the Selection

R L i e
digital data si g& ldS wg tﬂgd%ltglec{ataesslgr?gls l];}I' g lpl%dgt%nmned reference, inserting a
plurality of different water mark data prepared correspondingly to the division into the
respective digital data of the corresponding division, by use of said water mark data
inserting device;
storing three kinds of different water mark data prepared for every brightness
component, first color-difference component, and second color difference component
in the signal components of the digital data signals;
- judging the signal components of the digital data signals one after another;
selecting one of the said three kinds of water mark data as the water mark data
to be inserted in the digital signal data, according to the judgement result in said
signal component judging step;
spectrally resolving the digital data signals; and
with respect to the frequency analyzed data as a subject of inserting the
watermark data obtained as a result of the spectrum resolution in the spectrally
resolving step, inserting the water mark data prepared corresponding to the brightness

component into the data of the brightness component, inserting the water mark data



by use of a water mark data inserting device, said digit dat code
system conprising a field judging unit (120) dividing tﬁgpd‘lgé‘?f‘%ﬂ%%dat a
signals by a predeterm ned reference, water mark data sel ection output
unit (130) for sel ecting proper one 017 a plurality of different water mark

G2t b Db EaE SRR ek MR 0 g B0

result of uni g ark . sertlng
devi 14 f ' t| the water ata s ie romthe water
ek dat s Db adbrg e?%ﬁﬁﬁwpalmnf § isssahe Yol ulgﬁetawafcé signal s (101).
Fig. 1

corresponding to the second color-difference component into the data of the second
color-difference component, according to the selection result in said water mark data

selecting step.

21. A computer readable memory for storing a control program for controlling a
digital data encode system having a water mark inserting control means for inserting
water mark data info digital data signals having a series of field data for use by a
‘water mark inserting device, said control program including the steps of:

after dividing the digital data signals by a predetermined reference, inserting a
plurality of different water mark data prepared correspondingly to the division into the
respective digital data of the corresponding division, by use of said water mark data
inserting device;

storing three kinds of different water mark data prepared for every red-
component, green-component, and blue-component in the signal components of the
digital data signals;

judging the signal components of the digital data signals one after another;

selecting one of the said three kinds of water mark data as the water mark data
to be inserted in the digital signal data, according to the judgement result in said
signal component judging step;

spectrally resolving the digital data signals; and

with respect to the frequency analyzed data as a subject of inserting the
watermark data obtained as a result of the spectrum resolution in the spectrally

resolving step, inserting the water mark data prepared corresponding to the red-
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component into the data of the red-component, inserting the water mark data prepared
corresponding to the green-component into the data of the green-component, or
inserting the water mark data prepared corresponding to the blue-component into the
data of the blue-component, according to the selection result in said water mark data

selecting step.

22. A computer readable memory for storing a control program for controlling a
digital data encode system having a water mark inserting control means for inserting
water mark data into digital data signals having a series of field data for use by a
water mark inserting device, said control program including the steps of:

after dividing the digital data signals by a predetermined reference, inserting a
pluraIity‘ of different water mark data prepared correspondingly to the division into the
respective digital data of the corresponding division, by use of said water mark data
inserting device;

storing a plurality of different water mark data prepared for every plurality of
picture types corresponding to the encoding methods in encoding the digital data
signals;

judging the signal components of the digital data signals one after another;

selecting the corresponding water mark data as the water mark data to be
inserted in the digital signal data, according to the judgement result in said signal
component judging step;

spectrally resolving the digital data signals; and

with respect to the frequency analyzed data as a subject of inserting the

watermark data obtained as a result of the spectrum resolution in the spectrally
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resolving step, inserting the water mark data prepared corresponding to the picture

type, according to the selection result in said water mark data selecting step.





