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Various systens for allowi ng a user to archive conputdufd2s are known.

. So called "near" storage uses a storage nedia directly connected to a | ocal

system such as a second |l ocal hard disk, onboard nenory, or other

permanent|ly attached 15 device. The anobunt of data storage is directly

‘related to the total cgpagi [ 15 7
may not_have Al ap| & 2
needs. Further, there is a significant | evel of know edge required to

attach spgdeanp=tevaras, cH oY, patDK ks, FLard () epdik@iod dbouf Oregi@er al  use. Furt her,

t he cost CRSE. IFdl HY. MGaflc & 3% TR).HaPlgtior age swBafiCezette N § 81083 of3damuaty@00h feglan il 20 Sone

so-calleﬁ?gﬂ =€g‘3ﬁ3ﬂﬁéﬁ%ﬁ@lfw§WbM§ge systems allow a user to back up

files acrdsSs a network to a physical feeilemedendgps cipiepgons igraisecud n such a

syst erpublislezcess to the archi ved data.ﬁsggﬁtgﬁﬁﬁiﬁgﬁ O BT et BYE™ Fur t her,
mul ti pt evitsgrernaionabsereorisi mul t aneousl Y AGCess t Accordingly, there

e he dat a.
IS a NREHa #pusfatd FBIhdd@d vedbd: OWs @ user to archive large 25 amounts of
data to a secure renote | ocatk@ayxparticularly such a systemthat allows
relatively fast access to the archived data and that allows nultiple users
to access the sane archived data. There is also a need for such a system
with a relatively easy-to-use user interface. The present invention

provi des such a system 6 June 2005 2 SUMVARY OF THE | NVENTI ON Accordi ng
to one aspect of the present invention, there is provided a system
conprising: at |east one user termnal |located at a first |ocation for
generating a list of conputer files, said conputer files being within a
first conputer nenory; a renote conputer having a second witable stable
conput er menory, said second conputer nenory being |ocated at a second

| ocation that is renote fromsaid first |location; and said list of files
being transmtted in an extensible mark-up | anguage from said user
termnal via said |long distance tel ecommunications line to said renpte
conputer; and at least one file listed in said list being transmtted from
said first conputer nenory to said second conputer nenory for stable
archiving of said




at least one file for subsequent access of said at | eadwmeo¥5file by a
user. According to another aspect of the present invention, there is
provided a nethod for stable archiving of conputer files, conprising:
definin kup set conprising: a backup list co FS | east one
source %gﬁ%ﬂgéyyfile nane corresponding to a sourcgnggﬁ%ﬁﬁg?%file | ocat ed
ina first conputer nenory; and at |east one scheduled tine interva
~corresponding to a tine when source conputer files listed in said backup
list are to be stably archived; determ ning when said at |east one
schedul ed tine interval has occurred; transmtting said backup |list across
a long distance tel econmuni cations connection to a renote conputer;

. reading said at |east one source conputer file nanme from said backup |ist;
| ocating said source conputer file corresponding to said source conputer
file name; after said determ ning, reading data from said source conputer
file; and witing said data into a destination conputer file in a second
writable stable conputer nmenory connected to said renote conputer

Accordi ng t o anot heyTREIPEE TAYE STERAGESYSTEMVAND MBETHODEr e i s provided a
system for stable archiving of conmputer files conprising: a user term nal
having a first nmenory; gAWSREREDRD ORITHNINOVENEROR tO0 run on said User
termnals a renmote conputer having a second nenory; a server application
operable to run on said renpte conputer; a third witable stable conputer
menory operabl e o i , t ' [ ' ion, said third
nennrg bging sepg@%ggﬂpﬁﬁwgﬁbﬁﬁﬁ%mgﬁﬁghﬂﬁgggéﬁ%n?@ﬁ%@ﬁﬁgﬁgry and said
second nenpeayhividgdiles. 'The gnvdhsdraniaes tneteapearfinatly caducha syscanandct i on oper abl e

to comuni cat ith said clien pplicatio d wi.th said erver
applicationnV§5ﬁgh?ﬁﬁb%Wﬁﬁﬁﬁﬁe&Fa&%?mWfW§§gggﬂﬁ”g%ﬁbﬂFK&ﬁﬁF%B?ﬁion bei ng
furtheregl capfleaidteadeation boRABGRBIS ol 15 GrfRaMEFougPRIdng Alst@e a predefined
list of source conputer files, the source conputer files being |located in

sai d first fieemunLaiions cemegién. appl i cation being operable to receive said
list; said ser ve{,m%&lgls Séhd fBPalR?Jid%ga L]sEHBtaHﬁfve%QB hgi1ed thobwpad data
the ¢ rce

correspondi ng to ntents o '

east one so ]
So called “near” storage uses a storage media directly connected to a local system,

such as a second local hard disk, onboard memory, or other permanently attached

15  device. The amount of data storage is directly related to the total capacity of the
device that is attached. Thus, a user may not have enough physical storage space
available to accommodate his needs. Further, there is a significant level of
knowledge required to attach such a device, format it, and prepare it for general
use. Further, the cost and maintenance of the storage device itself can be high.

20 Some so-called “far” (or “remote™) storage systems allow a user to back up
files across a network to a physical medium for off-line storage. In such a system,
access to the archived data is a relatively slow process. Further, multiple users
cannot simultaneously access the data.

Accordingly, there is a need for a system that allows a user to archive large

25  amounts of data to a secure remote location, particularly such a system that allows
relatively fast access to the archived data and that allows multiple users to access
the same archived data. There is also a need for such a system with a relatively

casy-to-use user interface. The present invention provides such a system.



conputer file listed in said list; said server applic&/pen2®¥ ng further
configured to wite said data into said third nenory. According to anot her
aspect of the present invention, there is provided a nethod for stable
archiving of conputer files, the method conprising: defining at |east one
user space within a first witable sZable conputer nenory connected to a
renote conputer; defining at | east one backup space within said user space;

defining at | east one b finitd ising a list correspondi ng
to at | east one conput Wﬁl&ogittéhlméﬁgﬁd conmput er menory
accessible by a - 1.nal.. i -Sal : uter file
listed in said 5%%%@g@gg%ﬂ%@$?ﬂﬁ?$ﬁ%&£%5§%Qg€9%F£%ggé?ggﬁggﬁggkup space;
and pr eventdom@risthg: @f 18dst 612 vedr t&mird] e & first iok&®n ifdt geScdtilg alisd east one
backup space; wherein said user termnal is remote fromsaid first

writabl e staflbbrapwerdidest seid copmenfilestheimepyyiddremiirst aepoppiet memgiyiovi des a system
and nethod for archiving files ation renote froma.term nal used

to. I
Lo sel ect  UHEOFIERNT Bys SieERd aiiblesieh's cmptisr SPRuE: FEHOMES | ncl ude a
writabl e stableeBORGY baisofat GOR WeBhd 1odiiSn HREE rdufthd hdikaid fIRY have_access
to a menory fromwnhich the files to be archived may be selected. The
term nal anecadanpid @id lixayf He bemp nenshaiddddn ay ettendibleangk-dp Bhganage
t el ecommuni cati on connecti on such as an Internet connection. It is noted
that such froansaiftussr tesinab Fia sgg long distpacy tele¢ormamications lipatorspidul ar  enbodi nent

of the inventions S. S rizedq.herei.n, . dnvention_.being set forth by
Che. o af m g anREE A Eeb PTG T B bl PR e MR pr oved et hod
and  syst eqrkQbmaki&hdtdddiolshill 8conPeoltpifer 2ery fAQBE Ladhaloritizd/ US01/ 49726

3 BRI EF DESCRI PTION OF THE DRAWNGS FIG 1 i's a block diagram of one form
of the presekbstiomyiinfireuhsequbht@eceds dfsaid atlkachnedilalgr aueeof one form of the

present invention. 5 FIG 3 is a block diagramof one formof the present
i nvention. According to another aspect of the present invention, there is provided a

method for stable archiving of computer files, comprising: deﬁning a backup set
comprising: a backup list comprising at least one source computer file name
corresponding to a source computer file located in a first computer memory; and at
least one scheduled time interval corresponding to a time when source computer
files listed in said béckup list are to be stably archived; determining when said at
least one scheduled time interval has occurred; transmitting said backup list across a
long distance telecommunications connection to a remote computer; reading said at
least one source computer file name from said backup list; locating said source
computer file corresponding to said source computer file name; after said
determining, reading data from said source computer file; and writing said data into
a destination computer file in a second writable stable computer memory connected
to said remote computer.

According to another aspect of the present invention, there is provided a
system for stable archiving of computer files comprising: a user terminal having a
first memory; a user application operabie to run on said user terminal; a remote
computer having a second memory; a server application operable to run on said

" remote computer; a third writable stable computer memory operable to

communicate with said server application, said third memory being separate from




FIG 3Ais a nore detailed view of a menory illustrat&dwa2@Sc 3. FIG 4
is an exanple of an interface of a conputer application useful wwth the
present invention. 6 June 2005 WO 02/052450 PCTI US01/49726 4 DETAI LED
DESCRI PTI ON OF THE PREFERRED EMBCDI MENTS For the purposes of pronoting an
under standing of the principles of tlae invention, reference will now be
made to the forns illustrated in the drawings and specific | anguage w |l
be used to describe the sane. It wll neverthel ess 1be 5 understood that no
li mi tation B firfi@ceepiRd 69 55end YR B 2 1 CeURENEHY P FBIEEHO" and

Lt erati oSt R AbER bRl el ifh ol clih Lk EfloR YR SR AL, TR hodS, and

further applications o I'nciples of the 1nvention as illustrated
therei n ar eecher HhhcatiGOvh 8 tcahRitnidfionDlitledsaRDdl el ablicatdiibeigd one skilled in
the art to which the invention relates. 10 Referring nowto FIG 1 a block
di agr am of fartheredtognficuredie transoitde) snid serenanpliqapion a predefihcd stobsauree pr esent
invention is shown. A user terminal 102 allqws a user to s.%Iect files be

stably ar cHOPBYS Het fReadirce 9o PRshist benapyied 1 HH g BemaRe sl

L el ecommuni at ApRealibd e BIBPEGH ORHaki st ERPLES? hbdig- Computer 110
i S connect esd toﬂ&S cr%ry 112 ?xgr sta%l e glrcﬁi’\%?%\)ge gf%ﬁpl es. éc%ér)rput er 110 is
15 opt i onalfuihet coifigarie@ th redl daarsfryspdaling to theebaentNof # lch@snd @uize st ably
archived. Conputer 110 is also optionally connected to archival nenory 140

for copyi ngompitpieide liedin stalie: ickasver applisation bainaaubes gonfignsdye 112. Ter mi nal
102 can be any t of ¢ er processing device capable of connecting to
a tel ecomangﬁT‘%/‘gﬁi%mﬁOisﬁlg%{%T%%‘ng but not linited to personal 20

conputers, di skl ggsanpidalotet KPSt ot BOpERACHLEL SR BlctADEBSideaRI T - TV
consol es, PDAs (personal data assistants) or the |ike. Connection 109 may

be any f or matiod fororedledirchirvdnpoef corapreerdiaxhe aathod conhprismg: defioimg adi st ance
tel ecomuni cations line" or "telecomunications line" refers to a
non- 1 ocal deATiaNs Mees sragh W ikiR A dsst peifpble stable computer memory connected to a

remote computer; defining at least one backup space within said user space;

defining at least one backup set definition comprising a list corresponding to at least
one computer file located in a second computer memory accessible by a user
terminal; copying said at least one computer file listed in said backup set definition
to said at least one backup space; and preventing alteration of said computer files in
said at least one backup space; wherein said user terminal is remote from said first
writable stable computer memory.

The present invention provides a system and method for archiving filesto a
location remote from a terminal used to select the files to be archived. The remote
location may include a writable stable memory and a computer. The user terminal
may have access to a memory from which the files to be archived may be
selected. The terminal and computer may be connectable over a long distance

telecommunication connection such as an Internet connection. It is noted that such
features may or may not be included in a particular embodiment of the inventions
as summarized herein, such invention being set forth by the claims.

The embodiments of the invention may provide an improved method and

system for archiving files.




including, but not limited to, a nodemor other dial uplemsdf®étion, an

I nternet 25 connection, or a wreless connection suitable for comunicating
with a PDA such as the Omi Sky service. "Line" refers to such a
connecthgﬂnkgﬁﬁpy form whether or not there is a d%Eﬂ%§]HQ%§ical
~connection. Us a "tel ecommunications |ine" could include I'nt er veni ng
switching devices, satellite links, wired or wireless relays and/or
repeaters, and the like. 30 In operation, system 100 allows a user to
select files to be stably archived into nenory 112. Files are sel ected by
a user at user terminal 102. The file$ may be selected fromany nenory
that termnal 102 has access to. For exanple, 6 June 2005 WD 02/052450
PCT/ USOL/ 49726 5 dep@SBRIER)DESCRIPTION ORTHEDRAWINGS02 chosen, files may
be selected from a local nenory such as a hard drive; a |local area
net wor ked nmenory such as a hard drive accessible through a |ocal area
network; or a mepmy) i§ielciedagiRief ¥nclidn ofhE pRsdnbinferidh.ough conputer 110
via connection 109. The user also selects one or 5 nore tinmes when files
are to be archi vEW. 248 ¢ Bloekadiagrgm ofeneciorm of the prepephinventigiher than a

ti me- basgd inter . ; r | nple to an event
such as'g file bgﬁ%gIggyfpﬁggaggOggggégggaﬂghggﬁgguggégribing t he operation
of system 100, wHEh 3a ipaeeed deciledlvicwwba femonellesitalediimFlé:. 3al has occurred
(such as hourly, il week] y,. nont hl year | of. 10 ot herw,se), term nal
102 begins the pF]g:géégﬁb‘?Ka@P]lﬁﬁf?lQE&%?%?fﬁgcoﬂpP%’lsapPh?%ﬁ%gﬁpﬁﬁggh previ ousl y

- sel ected f OheiasBhthRgtiorNl t ernately, the user may start the archiving
process manually at any time. Terminal 102 sends the list of files to
renote conmputer 110 via connection 109. For each file, conputer 110 then
receives data corresponding to the file's contents. If the file is

accessi ble by conputer 110 via 15 termnal 102 (e.g., a file located in a
menory locally connected to term nal 102), conputer 110 instructs term nal

102 to access the file and transmt its contents across connection 109. |f
the file is directly accessible by conputer 110 (e.g., a




file located in menory 130), conputer 110 reads the céduenz@%f the file.

- After . receiving data for a file, conputer 110 creates a file in witable
st abl e nmenory 112 20 Conputer 110 repeats the steps above until all files
have be é% y archived. Files stably archived in ﬁ 2 may
optionally be gacked up onto a separate archival nennry £8 or off-line
storage. After files are archived, a user may then restore any or all of
the archived files. Wen the user desires to performa restore operation,
term nal 102 sends a 25 request to canputer 110 for a list of archived
files. Term nal 102 then provides the*user with a listing of the archived
files. The user_sel ects which |es are to be restored. Term nal 102 sends

a request for %@ME‘P@E&?R&ETF@%I@EHQWW& MBODIMEGY Ut er 110 t hen
retrieves the co f it ch file to be
restored. Conput géﬁﬂégl%ﬁen rrg%lgt?{ﬁn%h@&%t ct)ye el ?’lgﬁ’ﬁg?nm 30

| ocat i on; e.igventior, ecferemerwill now &t imade tortieniiovhs Jdihsttaltﬂdynvlmrdmmmgsgnd\al ly read
for archivin I.n the case of nor. irectl ces by conputer 110
(o . 2 remspetice g S el BERPi 5 bty ) wlfaefiitiee coce. o

menor i es5ac Qmae‘rstbcbcethyﬁ:ﬁ 10nithitioe o208 Seopd 8P R Oneidh & théedly fnelldef %hd6 6
connection 109 (e.g., a hard drive_connected to term nal 102) the file

contents ar é’lterla'i“é]ﬁw {ﬂf)é@c%t@nﬁ rths Wuttrated sysiemsangrnethpdspad furhgls ar e
restored. " Qulias of 86 3hORlEs HSuuBRbRLSIARRIRKLARBRET S 10 a | ocation

associated WwWth a particular nenory as referenced by whatever conputer
system accesogsuplhat as gowld momyally oerteto onaskillebingln &t togyhidhehs, a conput er
menory is r C y a single al phanuneric character designation: e.g.,
a "C' dri ve%‘lﬁ—aib%vrgﬁtegthl s designation may change if for exanple other
nmenor i es0ar e addRefeatngmemny FIG.flrabhckidigrmoof ifial $4p8 siage ffstem t he physi cal
menory nedi ;{B@ltself change in thgl0 case of renmpvabl e nedi a such as

renovabl e haPtagPding to Fepreperiiavegtion if shopimy, & usehsuning) (02 allowsagisgfe not ed t hat

toriginal” hogcd SIRs BEARy Aehiv&l er-aniafd 0P Yorldiss $431618 didfide typically the
application software (e.qg., word processing, spreadsheet, database, or
telecommunications line connection 109 to remote computer 110, Computer 110

is connected to memory 112 for stable archiving of files. Computer 110 is
15  optionally connected to memory 130 for storing files to be stably archived.
“Computer 110 is also optionally connected to archival memory 140 for copying
files which have been stably archived on memory 112.
Terminal 102 can be any type of computer processing device capable of
connecting to a telecommunications line, including but not limited to personal
20  computers, diskless warkstations, web-enabled appliances, smart-TV consoles,
PDAs (personal data assistants) or the like. Connection 109 may be any form of
long distance telecommunication line. “Long distance telecommunications line” or
“telecommunications line” refers to a non-local communication connection
including, but not limited to, a modem or other dialup connection, an Internet
25  connection, or a wireless connection suitable for communicating with a PDA such
 as the Omni Sky service. “Line” refers to such a connection in any form, whether
or not there is a direct physical connection. Thus a “telecommunications line”
could include intervening switching devices, satellite links, wired or wireless
relays and/or repeaters, and the like.
30 In operation, system 100 allows a user to select files to be stably archived
~ into memory 112. Files are selected by a user at user terminal 102. The files may

be selected from any memory that terminal 102 has access to. For example,



ot herwi se) which directly accesses the nemory. Hence, &3¢ gP%%al " | ocation
refers to a logical |ocation rather than a physical |ocation. Although in
sonme instances the |ogical and physical location will coincide. 15 As used

in thisvappldsedhi on "menory” or "conputer nenory" refehs:dPsdsy NON-paper,
machi ne el ectronically readabl e nmedi a capabl e of storing conputer data,

I ncluding but not limted to: hard disks, arrays of hard disks, ZIP disks,
fl oppy disks, compact discs, and the like. "Archival nenory" refers to any
menory havi ng a nmedi um desi gned to be physically renoved froma conputer 20
system or any nedia in a systemnot i-htended for on-line user access

I ncl udi ng bu not limted to conputer tapes, conpact disks, hard di sks and

the Iike. THEHBRE onshedopp of terpingl 192 shossirtdesynaybe selederpliemralogal net work of
conputer s arfemyGhinh hag!dhivd 458 adPfitnBiRka ﬁgﬁ&gssugl@ iyl rect |y, but
i ey are copied t

rat her has accesS to t he es after t 0 ‘anot her nenory
such as nenmacyessible throgthadbenl areg hétwiorky br a mbwery s@h o mestooy 130y data on a

non-vol atil e nut nory. "non-vol atile" conputer . nenory refers to a
conput er m%%%%&&%%@m%@ flgqu??oém%%]to&l aIThﬁb'\g%?}SPﬁdS“rtﬂ%?“};to preserve
any dat a5 conheremieds whed flesare & beSirehied. MRy, A evenintkahl @athdrabl e  menory”

refers to a pon-volatile conputer nmenpory into which data can be witten at
| east one titﬁﬂa%e‘g%‘?‘%mw g perisedk cesresponding forqrampls 4o ame¥spt a vi rt ual

tape st or ageusy sl Lk bafiPmasised ohidetesidd. the present invention is shown.
System 200 is simlar to system 100 of FIG 1 but may include various

optional feat ur edurther deseribing iwioperptiOs sgstehu D, Hbeba pi@IBRI0ERABH

PCTI USOI / 497 : te.a backu t specification 204
o eh oy ner e ihiePel Bl fhch & tG, ety w1y ROy, ROkl 202 i S
opti onaldy wtieneist)e@rminal T6Rbegins2BEprbadss ofstadly Mchifihg Bks the vba hag abl y
archived. Term. na{ 02 |s al éo. opt i onal connected via optional network
connecti on qulﬁyﬁéﬁﬁ?{lg’ﬁﬁé Vigg- Sitgnplgly e pis mpy st e B @iyng ar chi ved.

Termi nal  202r&e 8l anyt Bh& CRIMHAL 6 eARShORPHEAL] BRem@d t O
- computer 110 via connection 109. For each file, computer 110 then receives data
corresponding to the file’s contents. If the file is accessible by computer 110 via
15 terminal 102 (e.g., a file located in a memory locally connected to terminal 102),
‘ computer 110 instructs terminal 102 to access the file and transmit its contents
across connection 109. If the file is directly accessible by computer 110 (e.g., a
file located in memory 130), computer 110 reads the contents of the file, After
receiving dafa for a file, computer 110 creates a file in writable stable memory 112.
20 Computer 110 repeats the steps above until all files have been stably archived.
| Files stably archived in memory 112 may optionally be backed up onto a separate
archival memory 140 for off-line storage.
After files are archived, a user may then restore any or all of the archived
files. When the user desires to perform a restore operation, terminal 102 sends a
25  request to computer 110 for a list of archived files, Terminal 102 then provides the
user with a listing of the archived files. The user selects which files are to be
restored. Terminal 102 sends a request for each file to be restored to computer
110. Computer 110 then retrieves the contents from writable stable memory 112
of each file to be restored. Computer 110 then restores the files to their original
30  location; e.g., the memory location from which they were originally read for
archiving. In the case of memory directly accessible by computer 110 (e.g.,

memory 130) the files are restored directly. In the case of memories accessible via




renote conputer 210 which typically has normal RAM or 6dthe200%enory to
operate as a server. Conputer 210 is connected to nenory 212 for stable
archiving of files. Conputer 210 is optionally connected to nmenory 230 for
storingfd be stably archived. Conputer 210 i ionally
connect g@éz@gﬁéﬁhi val menory 10 240 for copying fil eé’ca/hll%g]ﬁ& 4ve been
stably archived on nenory 212. Term nal 202 may be a di skl ess workstation,
personal conputer, web- appliance, smart-TV console, PDA, or the liKke.
Menori es 206, 208, and 230 may be any form of conputer nenory such as, for
exanpl e, a hard disk. Connection 207%may be any form of network connection
such as LAN, WAN, dialup, or 15 Internet connection. Connection 209 may be
any form of coorgtiai K94egea hard isvonromertedt keomingb Bttt ifibcontentsepeer at i on,

system 200 allo ser. l ect.files to be stably archived onto nmenory
212. The fiﬁ@gs %88?3?%?%30%@)%Wt?éci‘}hea@eﬁ%rgfespéerdm nal 202 and stored in
backup set speci fOdgihalascal6?. as hivd this higSicayn réfersseh Redtdl afgooigeany nenory

that 20 term.nal 202 has access to, iuch as nenories 206, 208, or 230.
Preferably, V4t icujag mamety a5 releRReed % WhaIe BT COBRIPT SYSIg Reressst thas and/ or

subdi r ect or iy@sndrPr URdcE M yieggnpuﬁwgﬁtengi, LRGPtk EReRbry SUBRIRMELIRTd €S are

included in the term"fi “’in set specification ~204. In one preferred
form' speci fsinglgtalphanuaaesicicharggteralesignaipniue gng ‘@ diovep bioweverdpisl i cati on such as

“application r] W. ] n Lon with,Fl . The user al so
sel ects one dgﬁgh r?gr&zﬁl?* angagggﬁécﬁ cf{#ém??ﬁ{gglﬁ%m% B4 aﬁdesd pogcr:?@ﬁwg%%?rgn 204 are
to be stabl yheadoaiphteeshstem. sy plykital tdiyory inrRind ikl Mapckangainthg sel ect ed
may be single events or recurring events; e, gd., repeated daj|ly, weekly,
Tont hly, et ¢35 Oy abIR BRdiASHRY. abif b ZlBis S e TBR, ) s") may

be usedjguch jar Rablkd that *Righhal 1b&utibS nRERES $¥teRed BPHE kB, o691 | ectively,
the list of files and selected 30 intervals formpart of backup set

speci fi cat i dypicaby theppplicalienssofmarsdf.-g¢ woigprogepians, spiepdsheet iapbwge.iont er val s do
not have to oﬁﬁrvﬂg’eg%vh'idﬁ ﬁ@%ﬂ c Edske %e%%ﬂcgg.eﬁen er‘%frigfnglb hobatidd YeferdiSer _al so

specifies a name tor the up set archi ved I n nenory 212. This 6
June 2005 & R2icalHaerhion madies (e pUBKablocation. Although in some instances

the logical and physical location will coincide.

15 As used in this application “memory” or “computer memory” refers to any
non-paper, machine electronically readable media capable of storing computer
data, including but not limited to: hard disks, arrays of hard disks, ZIP disks,
floppy disks, compact discs, and the like. “Archival memory” refers to any
memory having a medinm designed to be physically removed from a computer

20  system, or any media in a system not intended for on-line user access including but
not limited to computer tapes, compact disks, hard disks and the like. Thus for
example, hard disk memory in a computer, or network of computers are “archival”
if a user does not access the files directly, but rather has access to the files after
they are copied to another memory such as memory 112. “Stable archiving” refers

25 to storing data on a non-volatile computer memory; a “non-volatile” computer
memory refers to a computer memory that does not require external power in order
to preserve any data contained therein. A “stable memory” or “writable stable
memory” refers to a non-volatile computer memory into which data can be written
at least one time.

30 Referring now to FIG. 2 a block diagram of a virtual tape storage system
200 according to the present invention is shown. System 200 is similar to system

100 of FIG. 1 but may include various optional features. A user terminal 202



8 aids the user in subsequent restoration of any desi 08¢ 20Qs as descri bed
below. Alternately the nanme for the backup set could be automatically
generated. Optionally, multiple set specifications may be created by the
user Wt gikigs ent  and/or overlapping files, and wgdk %%%s i nterval
parameters. 5 Further describing the operation of system when a
preselected interval (tine-based or otherw se) as specified in backup set
specification 204 has occurred, term nal 202 begins the process of

automatically stably archiving files listed in specification 204.
Alternately, the user may start the ar’chi vi ng process nmanually at any
time. Optionally, predefined tine intervals (e.g., as pre-selected 10 by a

syst em admi rillewh atignr fo ¢ragic pbadkypept spepiicasiog 204 Wtb,tchlmpl%dstda tistoffiles

user - sel ect I i.ficati 04 to renpte
Computer - 51000s SERKANG. TaRGLIS COmAR RIS b HRPHORERE | <
‘transmtted stcmngfﬁ&sftmbmﬂ&blpﬁrchuved. ebermainal ZﬁJIZés alsy dptipnd Bnghirged sidch as XM..

For each file _.listed i.n speci tion conputer 210 then receives data
cor r espondi P PO 90 “8’6#\@2%??”30{3?22@}{8”1@%&%“@ ®ssi bl e by

conput er 521 Qardhiidd C TOMEHAL 0P caHletd Ba Blocotahnithd dis bonpkQfabosld N Menory 206
or rrem)ry 208), conputer 210 instructs termnal 202 to access the file and

transmt it SOREHACRINPEerL]PFduchasmisilly hprorpal RANMsriothsniERory dmoperats e cont ent s
S0 transmittgd yig %ﬂ@a&w@r g&]?letf{@%o%rﬂ By i‘lch&méﬁé%%ﬁmg t and/or an

ext ensi bl e markup [ anguage conpressi on na perfornmed by
20 term nal &2 Q@afp@mezwm optidnelly e;)nnc;cmdsmmemcymfomtcbrhg fildsyo beOpt ional |y,
the files may, r.es referred form term nal

202 conpr esseaglyfalrcf fiedl Eg ﬁt Pf@éﬁé?ﬂ 1P aﬁg'lcﬂmé?&?grt‘gifﬁ]&‘&alﬂefrﬂwcorrpr essi on

al gori t hos mafdrabﬁmuméswmhﬁavewéﬂmw@bﬂ%d&jﬁﬂh&rﬁ&&mprOgram PKZI'P. Ot her
conpressi on net hgds .are _contenpl ated nonetheless. 25 If the file is

directly accessi BP&ip} Q%H‘ﬁlﬁp‘é? disleleps werlgstation, persppal gompuisrowe ed in  menory
230), conputy ?ﬁhaﬁé&osﬂaﬁ@dﬁf Joﬂﬁ)l&?ﬁ%e&ttﬁeﬂl% tm‘%géﬁés%?ﬁQX faﬁlh h%o &%ﬁd by or

transmtted to conputer 210 may optiona chec or transm ssion
errors by el@mfmﬂﬁ’écmtersmma%wha&;fﬁeckamIﬂmaI@leslorth@ubn ke. |f

transm ssion,e Ha? b2 zu%r form of network connection such as LAN , WAN, dialup, or

15  Internet connection. Connection 209 may be any form of long distance

telecominunication connection.
In operation, system 200 allows a user to select files to be stably archived
onto memory 212, The files are selected by a user at user terminal 202 and stored
in backup set specification 204. The files may be selected from any memory that
20 terminal 202 has access to, such as memories 206, 208, or 230. Preferably, a user
is also allowed to select entire directories and/or subdirectories for archiving. Such
directories or subdirectories are included in the term “files” in set specification
. 204. In one preferred form, specification 204 is created by using a computer
application such as application 303 described below in connection with FIG. 3.
25  The user also selects one or more times when the files listed in specification 204
are to be stably archived in memory 212. Any times (or “intervals™) selected may
be single events or recurring events; e.g., repeated daily, weekly, monthly, etc.
Other, non time-based intervals (or “event intervals”) may be used such as each
time a file is accessed or modified. Collectively, the list of files and selected
30  intervals form part of backup set specification 204. The acts of selecting files and .
defining intervals do not have to be done in any particular order. Preferably, the |

user also specifics a name for the backup set o be archived in memory 212. This



so detected, conputer 210 may return an error code toS6tJere@¥W 202, for
exanple, 30 instructing it to retransmt the file. Transmtted files may

al so be optionally checked for viruses. 6 June 2005 WO 02/052450

PCT/ USOY @3S0 © IN @ preferred form data is read fyg 511% one at a
time. However, near- simnultaneous reading frommultiple es is also
contenpl ated. After receiving data for a file, conputer 210 creates a file
in witable stable nmenory 212. In a preferred form files are witten into
a predefined user space within stable nenory 5 212. As described below in
connection with FIG 3, a method for p¥edefining user. space is
Illustrated, useful in the present form Preferably, the original filenane
and di rectorgddsﬁlpummsebmeenpreetgmtmedf m@ssmﬁlfmmgestmi@dﬂ)allow to be restored

back to its Ioc 210 reetsth t eps above until
oTT G Pes 1 1 ARG, naft For e S AR DY 2N chl ved.
Optional ly, @pyonally, @mu;ﬂleseeqieaﬁcé@ndmayn@cremiwtﬁ@uset #wgh BitREASS (such as a

file creation error) are nd| d to termnal 202 as an error code
transmtted FEFBLEEBrRE F’(ﬁ‘ﬂ ?’@ vaiggys iV al\paragnetefsae il es so  archived are

referredsto her e'ﬁrﬁ&d@séflgﬁglﬂi%p@ﬁhsn ofs@ﬁfezﬁ@@@lﬁlen Q?refsﬂ %ﬁ{eﬁrafr eated in

menory 212, conputer 210 updates an i ndex correspondi ng
to the file W@Webaéﬁﬁ]wfpﬁlémlﬁi%ﬁsﬂmﬂlﬁﬁm@d@l?zetquoﬁd?ﬁ@fwdmy, the contents

of the index b ? | anguage
format, suchocfggljr%k3 %ib ]r?svt:ﬁ%: S‘gs %f:&@ b amhr{? ﬁgﬁl on the

ar chi ved fi |lgseddn slmcrfml;onmﬁl.camitdy, tﬂl&@seﬂfnay ktert fhelaﬁﬁm&ngqhoc&& virus
scanning or _oth the res 0 be reported to the user of
t er ni nal ZmaW'ﬁ%w §P%°"ﬁﬁ%ﬁf?ﬁ8%"ﬂnmﬁmyﬁ]é§egh@?? é@?‘%ﬁde any or all
of the QOChlb@%i;ystgﬁ aﬁﬁﬁrmmt BehBed B@Eadl ot MSRdikiBn RAIEQeBe@q r estore
operation, termnal 202 sends an electronic request to 210 for a list of

al | backup s@tsalsr domiea )2 enduinseifiasion 2fhio romele compier210ivist of any fil es,
directories, oandse 2@”@’?&&‘3@1& dsg?cl neg&ﬂsrﬁ@gsnhﬂecﬂt}%efogx?a?gfl& sets.

Optionally other users in a group nmay al so access the user's
extensible markup language such as XML. For each file listed in specification

204, computer 210 then receives data corresponding to the file’s contents. If the
15  file is accessible by computer 210 via connection 209 (e.g., the file is located in
memory 206 or memory 208), computer 210 instructs terminal 202 to access the
file and transmit its contents across connection 209. Optionally, any file contents
so transmitted via connection 209 may be in a compressed format and/or an
extensible markup language format. Any such compression may be performed by

20 terminal 202 before the file is transmitted or on the fly. Optionally, the files may
have already been compressed. In a preferred form, terminal 202 compresses files
before transmission in accordance with compression algorithms available under the
commercially available program PKZIP. Other compression methods are
contemplated nonetheless.

25 If the file is directly accessible by computer 216 (e.g., the file is located in
memory 230), computer 210 reads the contents of the file. Any file read by or
transmitted to computer 210 may opticnally be checked for transmission errors by
a known method, such as a check-sum, CRC, or the like. If transmission errors are
so detected, computer 210 may return an error code to terminal 202, for example,

30 iﬁstmcting it to retransmit the file. Transmitied files may-also be optionally

checked for viruses.



backup sets. Also optionally, the backup sets could béJueec2¥®i bl e by any
user with 25 access to conputer 210. Conputer 210 sends a |ist of backup
sets and files therein when so requested. If an index was used in creating
any bac that index file maybe transmtted t lhal 202.
O her wi ﬁt?oz?og%;r%ﬁ nal 210 can recreate such a list on P&?]g%?%q%r transmt
file and directory listings directly across connection 209. However, a
preferred formuses an index file created (or updated if one 30 already
exi sts) during the archiving process; transmtting a pre-existing index
file mninzes conputation time and Bandwi dth, especially in the case of
| arge directory structures and file lists. 6 June 2005 WD 02/052450

PCTI USO1l 49726 1®a prsfemicd Edrm2@®a 15 head fromofileslos: a4 hEmasBowewer,mear-1 i sti ng of
accessi bl e bac sets..and fil erei.n. Pref bly this.information is
o csent ed | B iR 8P p e MG EAb conlsuid oty e Rineliaf o
screenshot |forsd filegcontpain?2 i0trdatesa file Arvekitdisls ctablo@@moty21gONMNECt i on therewi th.
Q her forns of prﬁgenting this information are 5 cqntenpl ated, however;

such as a nd¥sfEired o fles previtendgioddardstinedser spae wWilhastabledpeBery whi ch fil es

~are to be regbongdescibliPedadin e8hesfRISinARIGE 8 USRdthJabr SRRkl |uF {0 be
restored to conmputer 210. Such requests may be sent 1ndivi dga ?y for each

file to be spwstviiasiraied, yelolipder preseat foam.c Rrefarably, thy origpalfilermme210 t hen
retrieves t ' I 2M0ry, 212 h file to be
restored. F?ﬁ%gﬁér)rcg&ﬁg%& ‘l%é %g%%%r%eladgb'gsaﬁ lté)iwt? gl%en@ggo%tm%orte ?{r}%ﬁgﬁ mul tiple
files may bdtspsginaldvetomn eGompusir 21 tepereoths kigps Abovauitieall fikHlidtédi rest ores the
files to the nenor. ocation fraom i¢ch they were originally read for

ar chi vi ng. Isﬂecftﬂr:g“%héoé fetf?ﬁ?rﬂf" YGFC&GE@I?PU_ Y 4 BIo8 $ectdnput er 210

(e. 9., @Mkl alchiRinkipkR8ss uBh bESHRI RN &RFS Ay indichted td¥8meARe Of

menori es accessi bl e via connection 209 (e.g., nenories 206 _and/or 15 208)
the file codf?atan ogcededinsmitiedasiaspcanapstion 209.20alleetivel, Wieifdes sohe files are

restored. '%n%ﬁ%d%%%%&m%ﬁ%ﬁm@ﬁ%ﬁ9“@&:g?&anressed during archiving, the

files may be conpressed prior to ng restored.
: Preferably, as files are created in memory 212, computer 210 updates an

index file (not shown) corresponding to the file name and location in memory 212.
15  Preferably, the contents of the index file (if any) are stored as an extensible markup
langnage format, such as XML. Other services may be optionally proﬁidcd on the
archived files or a copy by computer 110 of the files such as virus scanning or
otherwise, the results of which may be reported to the user of terminal 202.
After files are archived, a user may then restore any or all of the archived
20 files. When the user desires to perform a restore operation, terminal 202 sends an
electronic request to 210 for a list of all backup sets previously created for that user
and a list of any files, directories, and/or subdirectories contained in those backup
sets. Optionally other users in a predefined group may also access the user’s
backup sets. Also optionally, the backup sets could be accessible by any user with
25  access to computer 210. Computer 210 sends a list of backup sets and files therein
“when so requested. If an index was used in creating any backup sets, that index
file may be transmitted to terminal 202. Otherwise, terminal 210 ¢an recreate such
a list on the fly or transmit file and directory listings directly across connection
209. However, a preferred form uses an index file created (or updated if one
30  already exists) during the archiving process; transmitting a pre-existing index file
minimizes computation time and bandwidth, especially in the case of large

directory structures and file lists,



Still referring to FIG 2, files stably archived i n médurg200f2 may
optionally be backed up onto archival nenory 240 for off-line storage. Such
20 backup to nmenory 240 may be performed automatically (e.g., at predefined
i nt erval‘,ﬁ)omgago be requested by a user at termnal 2Q2...Qpr gRy be performed
by an operator with access to conputer 210. Wen files are restored as
descri bed above, if any errors are detected, or if a file to be restored
is no longer in nmenory 212, the file may be accessed from nenory 240
instead. Additionally, if stably archived 25 files have been so backed up
onto menory 240, those files may opti&hally be copied onto a renovabl e
medi a (such as a conputer tape or conpact disk) which optionally nmay be
physi cal |y sent (tlormiha 208 éren(peovires theiuser wathla)listineof ascessibigbegtpsetor  at
periodic intervals. Referri owto EIG 3 | ock di.agram of a virtual
tape storaged™d ;‘Zﬁsiﬁﬁm’é’oﬁ%%ﬁﬁ%é@gﬂﬁ%mf’%lstqﬁéése%ngleantfeel'v ‘i)’gﬁlﬁ"%ﬁe i s shown.
Syst em 300 ismcisagprdoadedby thy Sindsscredfotaliging O8bvaf in FIGS! andl dSscAbed especti vel y,
but may incl.ude various opti onal ures. A.user terminal 302 conprises a

f eat
user appl i cdPFORCSHS ey %thfr&owafr??ereafwﬁeg SHOB TR0 52450
PCT/ US01549 7c%ﬁtexsn%ﬂate\_ﬂ4 ﬁd%e?eﬂ%raya ﬁ&éork-gﬁ'ﬁm%gin? Q8aeRPThORE then | ncl udes a

menory 306 for orin i l'es. Backup set speciTication 304 is created by
user and i novlgelewhighGlestareio beirgstosed. (Tereinal @0 gends r eagpent foz sachdilbWi r ect or i es,

etc.) to be.arghi . i L1 . nne dto a
conput er ner?%rr%/%%gtg\?ﬁaﬁgﬁtgfgm@%h%%ﬁ %gt% Floﬂ%gs%%yq%%# %’5@%3’3‘3 I s connected
to renote caopertestoredbd gionped inadawh Hitmpc CompakeZi@namnegiates e connecti on 309.
Still referring to FIG, 3,  renote co ter C ri se server

2ppl i cat 1 on CSAEn SamatiEble SRR FeRDNLA e © B8 XSS FET SBL6F al so

i ncludegpa sWhdthidRl Bitlkdr 3R & ATRREYT Ynubibte Fl8S MbY B&etrRvéd foar-3A. User space 314
Is a subset of 10 storage space in nenory 312. Backup space 316 is a subset

of storage SpaREnsayslyySempyisedld trngestmesthefiles ta the pgmende@tipsframsubset  of
storage SpaGHHmBAGKY BrisRa®fread for archiving. In the case of memory directly

accessible by computer 210 (e.g., memory 212) the files are restored directly. In

the case of memories accessible via connection 209 (e.g., memories 206 and/or
15  208) the file contents are transmitted to terminal 202 from which the files are

restored. If the files were optionally compressed during archiving, the file§ may be

decompressed prior to being restored.
Still referring to FIG. 2, files stably archived in memory 212 may
optionally be backed up onto archival memory 240 for off-line storage. Such
20  backup to memory 240 may be performed antomatically (e.g., at predefined
intervals), may be requested by a user at terminal 202, or may be performed by an
- operator with access to computer 210. When files are restored as described above,
if any errors are detected, or if a file to be restored is no longer in memory 212, the
file may be accessed from memory 240 instead. Additionally, if stably archived
25  files have been so backed up onto memory 240, those files may optionally be
copied onto a removable media (such as a computer tape or compact disk) which
optionally may be physically sent to the user (e.g., via mail) when so requested or
at periodic intervals.
Referring now to FIG. 3, a block diagram of a virtual tape storage system
30 300 according to the present invention is shown. System 300 is simnilar to systems
100 and 200 of FIGS. 1 & 2, respectively, but may include various optional

features. A user terminal 302 comprises a user application 303 operable to run



316. As will be described in nore detail, files whichodwmee2G05ted in
specification 304 are stably archived in backup set space 318 via the
present inventive systemand nethod. Conputer 310 optionally includes

menory toring files. 15 Conputer 310 al so opti I i ncl udes
ar chi vaﬁﬁ)?re@&]g{r4§/0s340, whi ch can be used to archive d%icgﬂlgglﬁ%zlﬁned I n menory

312 for off-line storage, typically of the sane data. Term nal 302 may be
any type of processing device capable of connecting to a |ong distance
tel econmuni cations |line such as a di skl ess workstation, personal 20
conmput er, web-appliance, smart-TV conéble, PDA or the |ike. Menories 306,
308, and/or 330 if chosen, may be any form of conputer nenory such as hard
di sks. Connettin oems730yayeana 392 dbpomlgf incedesamkenson At gorimuch as LAN,

VWAN, di al or, I nternet .connecgLj on. necti on, 30 any form of
ohsy d st e BBt e BEMO bt B BinaSl B 55t =i incdeerit TR h ved T
menory 312 rapludhmgQidetonsa) subddetdins, ked to e R0kl TRickRputgemory 340 for

off-l1ine storage. User application 303 is a conputer program capabl e of
runni ng wi t HPHONAY Fesy\pe somnested fast Gompater mgmory 08 vép etk conpaioRons,

appl i cat son %@.&%ﬁy@oﬁsc&ﬁl@&e&@mﬁ% g@ﬁp&é}%@@bﬁm | di§sel 0 be stably

archived; specify a tine interval an event 1 nterval when conputer

files are tdelerenynuriidajiomeerpation 30nd restore files 30 which have previously

' I hicved.. Fi | ' . I f
comput er memory ShACeTBRE FE ) Aot B g el udi g
nenori es 306GppldAton 3IdiporabRIOninfwithin MENGH313.] Codpiaec10nalethcfugésa user 6
June 2005 WO gl?ﬁ/ 052450 PCT %J8011149,7%E% 12 applicatjon 303 has access to
| ocal nenor YR Fable Memeer 31 2seEiccdp FlEidh Vst seseldrinp Psetor i nal  does

not cont@i n sg c¥ i3femb@318! Bhd BEPL 18k shtlsbi&? stordz@ bpaBXATP! €, term nal
302 may be ssefi(agg't@g% as a d@gkl essk\;\‘/tﬁﬁrﬁlstati]lon,S iSn \/\/f]iof:I% cpase t he user

woul d sel ectusfrispass 36 Beckyp sdbspaced tib ¢ ewbsetrof stornge spice indrekupopgsat er 5
menor i s acagsShblf boadklibelPlib e HAnES AL 88 186 RSGedi GR!0 Such as

are stably archived in backup set space 318 via the present inventive system and
method. Computer 310 optionally includes memory 330 for storing files.

15 Computer 310 also optionally includes archival memory 340, which can be used to
archive data contained in memory 312 for off-line storage, typically of the same
data.

Terminal 302 may be any type of processing device capable of connecting
to a long distance telecommunications line such as a diskiess workstation, personal

20  computer, web-appliance, smart-TV console, PDA or the like. Memories 306, 308,
and/or 330 if chosen, may be any form of computer memory such as hard disks.
Connection 307 may be any form of network connection such as LAN, WAN,
dialup, or Internet connection, Connection 309 may be any form of long distance

_ telecommunications connection. Files stably archived in memory 312 may
25  optionally be backed up onto archival memory 340 for off-line storage.
User application 303 is a computer program capable of running within
memory 305 of terminal 302. Among other functions, application 303 allows a
user to: select computer files fo be stably archived; specify a time interval and/or
event interval when computer files are to be stably archived; and restore files
30  which have previously been stably archived. Files to be so archived may be
selected from any computer memory that application 303 is capable of accessing;

including memories 306, 308, and/or 330 if so chosen. In a preferred form, user




net wor k connection 307 or tel ecomunications connecti 6AUB005 n anot her
form termnal 302 nay be selected as a smart-TV device having a
t el econmuni cati ons connection 309 for conmunicating with server 310, but

not haVWm?oshg al nmenory 306 or a network connectiq,ggﬁ%&#g#gr;hi s form

the user may select files to be stably 10 archived fro t hat
conputer 310 has access to, such as nenory 330. Files stably archived in
menory may optionally be backed up onto archival nenory 340 for off-line
storage. An exanple operation of the present invention will now be
described. Prior to archiving files, & user first specifies via user

- application 303 information 15 required to create a backup space 316 within
user space 3dpplicdtion 3@ lek ecaessdo lawrhmentdrg, susiess ispeay 80& sltlough e and nane for
backup space 316}. Pr ef erggllé/, tthe size is 43%%I ec;ed froma 11i st of discrete
conput er meniSIy 1L granal docs npt goniatp @ memory 306 Jpr siafing compyter diles. - At o nat el y
the user coufdtekgnmid, kbl 302 BRI skiéciad s Sdigi@est VorksRAGK UPwHBRER: 316. 1 a
system according to the present invention is used as part of 20 a

commer ci al  s1Bf Yyee woyld select filps &aba stably Bekiveddiraimy oRpsEROrQEARPUEE abl e ar chi vi ng

of filess 0%Qn?';}'ers%é@%ﬁaléi%&ﬂ@&isl&&s‘s‘%tﬁ{?ﬂh& ﬁc'?&s??ggm%%nlsﬂéh%ne”’ fees can

optionally be "charged according to e slze 0O ackup space sel ected.
-For exanpl e, neéwork ppriection 367 edtelecrmfierdcatipng0nastion 0% & aktegieduf or creati ng

any size of K . i tiona 1.8 [ECUrri storage fee could be
char ged. Fortgﬁgﬁpéggg%@e?%g%a BE?IL%{ deice R tglg%oén%lﬁlé‘% & for a 4

gi gabyt e bacdouecimeany; forconBBmivatig®itintere 81 0] bbenot Bhadgeidedl @lemary? gi gabyte
space. Further, such comercial service could provide users with access
to an inter n@p-oéée%tg’gliiﬁl"%n%?ﬁv{“stb’élﬁo%ﬂ’reré‘ﬁ%r‘%ayégle‘}t filgsdorbe SRAEN files to

be ‘archiged f@vederofifd M&h&Y thar BEhHRE 316 e helesE RITIRA G AbmasDCE M ght only
al |l ow subscription users t0 access archiving services. For exanple a 30

commer ci al déleystady erchiverl ipmepmane may aptioaall heteckegnvglontoyerchivat f r ee” cust omrer s,
such as acqﬁ%ﬁ?&%@fagﬁ%g%&&ﬁg&of storage space (e.g., on a nenory such as
u 0 ar

menory 330) NO ‘access chiving services. \Wereas subscription
cust oners (bei ng An edamge BpR&Eion\WOHE Q&R ADCnIREFIIS01/bé Aéfibed. Prior

to archiving files, a user first specifies via user application 303 information

15 required to create a backup space 316 within user space 314. In a preferred form
the user specifies a size and name for backup space 316. Preferably, the size is
selected from a list of discrete computer memory sizes (e.g., 2 gigabytes, 4
gigabytes, etc.). Alternately the user could be allowed to specify any size for
backup space 316. If a system according to the present invention is used as part of

20 acommercial service {e.g., a service providing users with stable archiving of files
onto a remote server accessible throngh the Internet), fees can optionally be
charged according to the size of a backup space selected. For example, an initial
creation fee of $30 could be charged for creating any size of backup space.
Additionally, a recurting storage fee could be charged. For example a fee of $8 per

25  month could be charged for a 4 gigabyte backup space; a lesser amount could be
charged for a 2 gigabyte space. Further, such a commercial service could provide
users with access to an infernet-accessible memory (such as memory 330) from
which files to be archived may be selected, Further, such a commercial service
might only allow subscription users to access archiving services. For example a

30  commercial service could provide limited functionality to “free” customers, such
as access to 25 megabytes of storage space (e.g., on a memory such as memory

330) but no access to archiving services. Whereas subscription customers (being
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13 charged, for exanple, a $10-per-nonth subscription6fleas 20@5oul d, for
exanpl e, be given 100 negabytes of storage space and be given access to
archiving services. Alternate business nodels for generating revenue by a

conmer ci ce using a systemaccording to the pr nt invention are
%%ﬁ@%{) pP«fglz[ﬁSP bfgﬁ%fent lon, in

possi bl e. | referring to an operation of the pr

addition to specifying a size for a backup space, a user may al so specify
a name for a backup space 316. Alternately the nanme for backup space 316
may be automatically generated; e.g., as a function of a tine/date stanp.
In a preferred form the backup spacé3name nust be unique within user

. space 314. Optionall, the user may specify 10 ot her paraneters for backup
space 316 sudiargs, farﬁgﬂm;]’ap]a,b ai‘ﬁelﬂk' wohmnubmp@@tfe?lgco@mﬁﬂexm,@emO Wi LI have
perm ssion tq acgess the ckup space. Optionally, a  timestanp may be

i ncl uded in %lﬁ?ﬂgﬁ’fa%b‘@/ﬁﬁé’ SIprgpe Spagfsld be iR AECESH 1A AIFRIVINESHVICEL t i vel y, the
information Arérhaé B@i@sm@dég&oﬁgeﬂ&ﬁtmgsm%h@waE&ﬁﬁér&ﬁpsemceﬂﬁingae backup
space specification. User application 303 sends the backup spdce 15

speci fi cat i offstew aseqrding todppPreseat invention are passidh cr eat es the backup space as
descri bed bel ow. f; Lficati ' | .cation 311 which

t hen cregt es dat as-mg?f?lg@%({%ns@%ag Eﬁ‘ !ﬁfsﬂl}églgrégeg}p;@geen%\yﬂ’jgg%drﬂ?%égkup space 316.

| f the user speatyingotsizlforrdtgkupspwe, auissminy sipageciBildnald focabaetut 0 hi m or her

(e.g., the user s .hot previously 20 creat a backup s e), application
311 first crsé’gt‘fegjgué‘gf’mgtglﬁgl@I@fﬁ%‘r@ﬁ@%ﬁ’?’"’%ﬁ?” %‘F&PQ@?@Y appl i cati on
- 311 returns @neade &g, BRRlcER! 6fANinkHdatd fsthg. akia\Rer@ted By, ttacaps or failure
of creating a backup space, and/ or user space. ce a backup space 314 has

been creat e FPRSMAME @sihemmnique withipawersagee B nOptionathitke ysaxmespspseify definiti on
304 vi a1gppld | AV ' VAT Lved.
Preferably, dtﬂﬁégbﬁ‘sa@?éggor}?g? r?%{%cgg\}é %%ﬁgs%grsotgﬁg%gg?%%ﬁsm‘%gat%ét% &g% Vi ew
format di splusgis mdo ik havs resnissivat td iaccesstthe hackty spateuOpsiondllyfa | es whi ch

application has cece 0., X her f of presenting this information
to the user tg"rg%a%l r?tl%’n'ﬁlnﬁu?ﬁ‘;&m(?ﬁr aPR?E?%ﬁE&“?’%&?‘&ﬂFW ructure using
nodes can beCalepivelyetie irdthiation fditing aftaCitup space is herein referred to as the

backup space specification. User application 303 sends the backup space

15  specification to server application 311, which creates the backup space as —
described below.

The specification is received by application 311 which then creates data
structures within user space 314 for backup space 316. If the user does not already
have a user space 314 allocated to him or her (e.g., the user has not previously

20  created a backup space), application 311 first creates user space 314 in memory
312. Preferably, application 311 returns a code to application 302 indicative of the
success or failure of creating a backup space and/or user space.

Once a backup space 314 has been created for the vser, the user may then
create backup set definition 304 via application 303 specifying files to be stably

25  archived. Preferably, the user is presented with a list of files in a tree view format
displaying the names and directory structures of files which application 303 has
access to. Other forms of presenting this information to the user are contemplated;
for instance, a network structure using nodes can be employed rather than a tree
view structure. ’_l_"he user may define a set definition by other parameters such as

30 the date of file creation, a project or group number associated with the file, the
author of the file, or otherwise. The user selects one or more files which are to be

stably archived. Preferably, the user also selects one or more times at which an
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view structure. The user may define a set definition Byuat2¥)5 paraneters
such as 30 the date of file creation, a project or group nunber associ ated
with the file, the author of the file, or otherw se. The user selects one
or nore files which are to be stably archived. Preferably, e user also
selects“@H@ﬁgFﬂhDre times at which an ----- ------- %Cﬁﬁﬁéﬂﬁég5 WO

02/ 052450 PCT/ US01/ 49726 14 archiving is to be perfornmed. Preferably the
user also has the option to select a recurring tinme interval (e.g., daily,
weekly, monthly, etc.) or event interval. Also, preferably the user can
sel ect a nane for the backup set whicltis to be archived in backup set
space 316. Alternately the nane for the backup set may be 5 automatically

gener at ed. lakchivileis kol weeforniqda Pe:fd iy eerveadisodxd ik spticdrto tdket aiser, the user
may choose to either overwite the existing backup set therein, or to

append to t REFUFHETRS Bi5ERL(G gy daih WerklR Jenthly 65y W itaEl ff8rein will be

created. QOtpEéiél%lwhedsél@cah'_é’&éctQﬁé&n@l%rth@'bh&ﬁﬁ%t%ﬂ:j&h@ﬂﬁ%a}&iv%@ﬁﬁ backup set
spaces if ndbre than one exists. For exanple, 10 if the user has sel ected

files whi ch batkup seggspaseploropbersaiely éetmamn forghedvagkupstst may be one  backup space,
sone filgs ' to one backup space, while other files can be
archive to%gﬁailaﬁ?ag&ggée\{%gdékup"space. I f such spanni ng of backup spaces is
al | owed, pref er alflajbathng scissprcei3d6 already exdsit for theansgo &8 ukdr nialy yhdobado sel ect ed
files may not, fit within.one backup _space and is tﬁg%%iaven a.choice to
span onto afBRRaYeyRadipeEmg backup s theped, OF toppgend tg e bafR BRAS® Whaces .

Al ternatel yvﬁﬁ&%%&%&b@p@;@ttﬂ&@iﬁwiﬂﬁé&@ﬁﬁd.@%ﬁdmﬂi teBerybehas any ot her
backup spaces available. It is to be noted that no ‘particular order is

requi red w aHowakipekqose to spaebagkypset paces draere ihag one pxss. Bpexampld.ng a ti ne

I ntervaly OE ) : : : lect a tine
I nter va}O fi ?fsttﬂéﬁgteﬂgaﬁtsgg?tg%@%w%g?Vll%)ér:cg{l/qycrg&ge Ascgthagé&l%gﬁriatb@%{ ,0 ﬁF'riul tiple acts
of sel ect i nipadkup egacasdio files pachef aychingd to onedackup spame! whilsl cltee files For exanpl e,

a user may ScaG:tll beecf}rck}ci\ireldeig a d}fggerﬁt ga%{(l?pcstpacae. tlf Sh isp%}g/ %% Bacfcur})esgac%g }seCt
allowed, preferably the user is alerted to the possibility that selected files may not
fit within one backup space and is then given a choice to span onto another backup

15  space or create additional backup spaces. Alternately spanning could be done
automatically if the user has any other backup spaces available.

It is to be noted that no particular order is required with respect to the acts
of selecting files, specifying a time interval, or naming the backup set. For
example, a user may select a time interval first, then select files, or vice versa.

20  Further, multiple acts of selecting files and/or specifying times are contemplated.
For example, a user may select files, then select a time interval, then select
additional files and/or delete already-selected files from the list, then add
additional time intervals and/or delete already-specified time intervals.

After backup set definition 304 is created, application 303 periodically

25  determines whether any time intervals specified in definition 304 bave occurred; if

50 it begins the archiving process. Optionally, a user may begin the archiving
pracess manually via application 303. Application 303 sends specification 304 to
remote computer 310 via connection 309. Preferably, but not necessarily, the
specification is transmitted in the format of an extensible markup langnage such as

300 XML '

For each file listed in specification 304, application 311 then receives data

corresponding to the file’s contents. If the file is accessible by application 311 via




additional files and/or delete already-selected fil es6fpesddMe |ist, then
add additional tine intervals and/or delete already-specified tine
intervals. After backup set definition 304 is created, application 303

peri odi %dz\yyéé?%det erm nes whet her any tinme interval %g%&%&i/fgjn%d in

definition ave occurred; if so it begins the archiving process.
Optionally, a user may begin the archiving process nmanually via
application 303. Application 303 sends specification 304 to renote
conput er 310 via connection 309. Preferably, but not necessarily, the
specification is transmitted in the fBrmat of an extensible markup | anguage
such as 30 XM.. For each file listed in specification 304, application 311
t hen recei vesnmtatian 300de.ge spdilclis igatdint thendny 3686 sr memerg308), |f the file is

accessi bl e by .appligcation 311 via ne 2005 . WO 02/ 052450 PCT/ USQOL/ 49726
15 connect | dipiaaen £ niReR aopiendon 03 KRR T NGRS SR error y. 308)
appl i cati on agbds dontédtivs BE9. aPRlongBY krdTild Ochidn® RGEESHittbdEa bdrnectwAd transmi t
its contents across connection 309. Optionally, any file contents so

transni t t ed 307 3y baHet eqmRessEorREA prdiE ap sxgniYpprEsuRlangiagiatmand/ or an
extensi bke @fﬁ/lﬁﬁ?ﬂpcd &%gﬁ%lg% ormal! 4 gﬁ%ﬁn@%f&%%e(}ﬂ%ga]}’l ge performed

by application 303 before els nsmtted or on t
Opti onal | y, ttahsmified esonrthy fihaQpticnklive tidyildsewry lnvapreadsestn cothpressedr ef er r ed

form appli e conpresse il es befar ransm ssion in accordance
w th conpr edbh bRrtpRe ARLEARE L e R e b B Sl " ava Pabie
pr ogr am PKZlaorddhbewitk espfresivn algofithing actslable @nd® MeaRnatadlyl0 nonet hel ess.
If the file is directly_accessible by conputer 311 (e.g., the file is

| ocated in 2 progaygh PRAIE, | Qiefcopptession %efésaf@rfém@m?aéﬁ#ts of the file.
Any fil epreagndmelds. transmtted to application 311 nmay optionally be
checked for transm ssion errors by a known nethod, such as a check-sum
CRC, or the |ikelf the fileisditeailsadcespibisby gprputsr Hede.g othd ddeis lasaked tppl i cat i on

311 may ret yrh AnsRhT BpiGRiesf Qe Rl GAELEBr RO Fte. T file read by or

transmitted to application 311 may optionally be checked for transmission errors
by a known method, such as a check-sum, CRC, or the like. If transmission errors
15  are so detected, application 311 may return an error code to application 302, for
example, instructing it to retransmit the file. In a preferred form, data is read from
files one at a time. However, near-simultaneous reading from muliiple files is also
contemplated.
After receiving data for a file, application 311 creates a file in backup set
20  space 318 of writable stable memory 312. Preferably, the original filename and
_directory structure are preserved, thus allowing the file to be restored back to its
original location. Application 311 repeats the steps above until all files listed in
specification 304 have been stably archived into backup set space 318. Preferablj(,
application 311 prevents any further altering of any files in backup set space 318
25  unless the user subsequently chooses to overwrite a backup set with a new backup
set. Optionally, any errors detected during the archiving process (such as a file
creafion error) are indicated to application 303 as an error code transmitted across
conpection 309.
Preferably, as files are created in memory backup set space 318, application
30 311 updates an index file (not shown) corresponding to the file name and location
in the backup set space. Preferably, the contents of the index file (if any) are

stored as an extensible markup language format, such as XML. -




exanple, instructing it to retransnit the file. In a plefieZ¢ldd form data
Is read from files one at a tine. However, near-sinultaneous reading from
multiple files is also contenplated. After receiving data for a file,
appl i caty creates a file in backup set 20 spa mwitable
stabl e &%ﬁ@%giéﬁz. Preferably, the original filenanquﬂﬁﬁﬁﬁgﬁectory
structure are preserved, thus allowing the file to be restored back to its
original location. Application 311 repeats the steps above until all files
listed in specification 304 have been stably archived into backup set
space 318. Preferably, application 314 prevents any further altering of
any files in backup set space 318 25 unl ess the user subsequently chooses
to overwite a badkufileset amﬂﬂd&daa usewmh;atﬁﬁmmtomezhy ofyit éofaladrtlyivedany errors

det ect ed dur rch| ess (such as.a file reatiqQn error) are
el cat ed  HEDOVIEARY 517t SoR%E OEr s GO OB S PR B DAL0

connecti on 3@ estFeagﬁ&meawnmla&afus{&sanafa@mﬁ@@cab@dlowya@a@afbrhﬁpkup set space
318, application 311 updates an index file (not” shown) corresponding to

the file nanenid alisicaianphles pontaings ip thorapackun setsp Speionatly apiy, the

[ anguage ™ o bar Saieh e b deg ek ®6 e S LS 7 SR B LEAN e 2026”16

After fil es taclapaets houldbs acaess'ﬁxkrbmy usdhevithmessoweoapytec¥ltal | of the

archived fi esire erform restore ration,

appl i cation %@Cwﬂgil ?f’ngsr %Sﬁé’gg g%paf“gggeﬁlﬂl?ﬁm%f e %?rre%PeFtF‘gt of all
backup sets darigdek s hied 6k Qadiig ahPbackipdets, thaeindexTle thal b tranittidYo f 1 | €S
contained in those backup sets. Optionally, other users 5 in a predefined
group nay al%®Blicstienils. rwg%rapgh%aerkéﬂd capfegrealg sach i PRSP the  backup
sets coghd ke aseaRShOLS c@f¥ Yhgb afrdet! C A& 310.
Application 311 sends a e| B g back Cu sg%sgsgrgegé?gﬁgs the{r’égl n when so
request ed. |pfrefered fomalwses wasldepsﬁld cieated (wapiatgl oy deedigxisttlaringt hat i ndex
Hal:rGeg?)é gﬁctfl'é ﬁgﬁﬁhé ]E)r%ges% Q.l'all &faaﬁre—gﬂstmg 1nde}gf1TeeI§uvﬁnu%1%és C%B{%lu%aﬁgr} lon 311 can
' time and bandwidth, espec1aIly in the case of large directory structures and file

lists.

15 Application 303 then provides the user with a listing of accessibie backup
sets and files therein. Preferably, this information is presented in a tree-view
structure such as provided by the example listing shown in FIG. 4. Other forms of
presenting this information are contemplated, however; such as previously
described. The user selects which files are to be restored. Application 303 sends

20 to application 311 a request for each file to be restored. Such requests may be sent
individually for each file to be restored or in a group listing. Application 311 then
retrieves the contents from backup set space 318 of each file to be restored. Files
may be so retrieved either one at a time or multiple files may be refrieved near-
simultaneously. Application 311 then restores the files to the memory location

25  from which they were originally read for archiving. In the case of memory directly
accessible by application 311 (e.g., memory 312) the files are restored directly, In
the case of memories accessible via connection 309 (e.g., memories 306 and/or

| 308) the file contents are transmitted to application 303 from which the files are
restored, If the files were optionally compressed during archiving, the files may be

30  decompressed prior to being restored.

Referring now to FIG. 4, a sample user interface 400 useful with various

forms of the present inventien is shown. Interface 400 runs.on a user terminal



10 transnmit file and directory listings directly acro®veed¥ecti on 309.
However, a preferred formuses an index file created (or updated if one
al ready exists) during the archiving process; transmtting a pre-existing
i ndex fi ] zes conputation tine and bandw dt h, ly in the
case of %i?zgd«gﬂa‘?ﬂr ectory structures and file |ists. 1@2@%%92%6“% 303 then
provides the user with a listing of accessible backup sets and files
therein. Preferably, this information is presented in a tree-view
structure such as provided by the exanple listing showmm in FIG 4. Oher
forms of presenting this informationldare contenpl ated, however; such as
previously described. The user selects which files are to be restored.
Application @OB teeids 10202 andial 302a FUGS. 3;Lz,aﬁdBed3p@ﬁtfeljzpeﬁld@&@éht§‘i le to be

restored. Such reqguests be sent |nd|V| r ch file to be
re:tored oru?Hseéwagﬁﬁﬁof%t%Be aroid;and p flighe 5%(%@5“' ‘glthiaY"e]?Fé% t he
cont ents 11 OpheliaRkYMRCISRH. SRBSRerithS pRlenfANDadd diftolof 1ok Bl oStk Fi €S may

be so retrieved either one at a tinme or nutlgm |l es may be retrieved
near- si nul t Fagulihguzhtier formats dor Iasentingsncly information ardreonteiplaéedt o t he menory
| ocationg25 from r I I C In the case
of mem)r; di rect I%ﬁéﬁ@c%gg?b% ore détgl;l [&géﬂt\%ﬁ%fﬁlgg%iﬂg{mg‘ge,@%grrstﬁ)lrgwn312) t he
files are restrerady Hstmg.cm;hztdp‘ievdbétheaeewew Lintimyds ireisombibelsdi bl e vi a
connection 3 e..g., menories 306 and/o 308 file c tents are
transmitted ﬂ%’sgtﬁ%l Her R or- 30509 BRHORR FER *‘PE’?’ 4comaREl VBB 1§ t he
files were ogiotsparltd ye mmt@&%@@faﬂiég t@%aﬂ@bﬁlﬁﬂ #brl3Gs dispRydd dnes may be 30
deconpressed, prior to being restore eferring nowto FIG 4, a sanple

user interfa@ a@dOGs@warsuwevﬂs oheskiep” areshewnnf MyltemprieEethe sihvent i on i s

shown. "1yt er ARG 02/ 052450
BT Usor) 40730 oA e e hatt, e fihad s Bk il SRRt 2 022007 ane
3 respecti veanyl)“SmrbslqﬁeB@émﬂ:s sutalewele of whithregrebdng existingfusérepactoorbe ar chi ved
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respectively).

“Tape library” represents a user space, such as user space 314 of FIG. 3A.
15 Sub-levels of “tape library” represent a backup space such as backup space 316 of
FIG. 3A. “The 2GB Tape” is one such backup space. Sub-levels thereof (three are
shown) represent individual backup set spaces such as back up set space 318 of
FIG. 3A. Two such backup set spaces are named “Eileen demo 12-11-2000 14:51”
and “Eileen demo 12-11-2000 14:52”. The backup space set names include a
20  timestamp; note that the timestamps in the two names referred to differ by one
minute, indicating that they were created at different times.
Referring particularly now to “Eileen demo 12-11-2000 14:51”, sub-level
“C:” is shown. “C:” contains sub-levels corresponding to files archived from a
memory corresponding to “C: (Deep Thought-C)” shown under “My computer”.
25  Accordingly, any files restored from “C:” will be restored onto “C: (Deep
Thought-C)”. An icon representing a folder is display next to “C:” indicating that
it contains subdirectories or files. “Bobby” is a subdirectory of “C:” containing
subdirectory “Backup” which itself contains subdirectory “Documents”.
“Documents” is highlighted indicating that it and any files and subdirectories
30 therein, have been selected for restoration. Any files, directories, and

subdirectories so restored would be restored into their corresponding locations




format, although other formats for presenting such i nfduaaZd®n are
contenplated. 5 Referring to FIG 4 in nore detail, on the left side of
interface 400 is shown a tree vi eWIisting. At the top level of the tree
view |i shd phshago an icon |abel ed "Desktop”. Hereinaf tgeh udanp-Aescriptions
W th reference to FIG 4 contained wwthin quotes are to be understood as
referring to particular icons as displayed on interface 400. Two
sub-1evel s of "Desktop" are shown: "My conputer"”, the sub 10 | evel s of
which are files that a user nmay access directly through a user term nal;
and "Sinmdesk server", the sub-1evels & which represent existing user
spaces on a stable ertable menory (e.g., nmenories 112, 212, and 312 of
FIGS. 1, 2, vwitidn3C:(Deapdlywght-@8l $ch reieqm dfififesaoyld be eomglishedam user space,

such as user 4 of Fl b-Levels of "tape library”
represent a c?g&%ﬁ%gagopgénemgﬁ% 0%2’%8%‘;336?%6’5& 316 of FIG 3A "The 2GB
Tape" is one suclWhikakeipveiias bas Hebillustvieddunt desabdd if dbaibdr tig € shown)
represent ingivijdual backup, set sgstﬁes such as back up_set space 318 of

FIG 3A Twdlrawiogs 3 duasriisedesaiplichdhatameintody considered is dliswatys aad - 2000
14:51°  8nd s aROveif ke 1 paA0AAic58 ot HIPURRIURITHABGa9EL names

include a 20 tinestanp; note that the tinestanps in the two nanes referred

to differ bybegmehovitian ﬂ@crlbqﬁl@ﬁ@:ﬁlﬂt?ibcw andyeqdifigatiensthatapwd wathindi f f er ent
times. Refery Is ﬁ‘”% deno 12-11-2000 14:51",

sub-1 evel @ﬁgﬂ ]ﬁ:‘% qﬂ%oﬁ(?%bﬁgr&g T evel s corresponding to files
archived froma mem)ry correspondl ng to "C. (Deep Thought-C" shown under
"My conmputer”. 25 Accordingly, any files restored from"C. " wll be
restored onto "C. (Deep Thought-C™". An icon representing a folder is

di splay next to "C'" indicating that it contains subdirectories or files.
"Bobby" is a subdirectory of "C " containing subdirectory "Backup" which
itself contains subdirectory "Docunents”. "Docunents" is highlighted

indicating that it and any files and subdirectories 30 therein, have been
sel ected for restoration. Any files, directories, and subdirectories so
restored woul d be restored into their corresponding |ocations 6 June 2005




WD 02/ 052450 PCT/ US01/49726 18 within "C: (Deep thoughtfug3005Such restoring
of files could be acconplished as described above in connection with FIGS.
1, 2, or 3. Wile the invention has been illustrated and described in
detail | rawi ngs and foregoi ng description, t IS to be
conside?@ﬁ&%§z§?lustrative and 5 not restrictive inqﬁﬂﬁﬁﬁﬁﬁzﬁ, it being
understood that only the preferred fornms have been shown and descri bed and
that all changes and nodifications that come within the spirit of the
invention are desired to be protected. 6 June 2005 WD 02/052450

PCT/ US01/ 49726 19 What is claimed isl?1. A system conprising: at |east
one user termnal located at a first |ocation for generating a list of 5
conput-er fi|Whatisdhitheddwputer files being within a first conputer nenory; a
renote conputer having a second witable stable conputer nmenory, said
second conputer nenory being |ocated at a.second |ocation that is renote
from said firstjiﬁgghigﬁqm@ﬂg;a | ong di stance tel ecommuni cations |ine
connectable to said user termnal 10 and said renote conputer; said |ist
of files being tRhlsasPrauser prmingh laspied alsd fistdogatien fog genesatig g adist afr om sai d
user tergn i L Qs i e ﬁgﬂﬁ' ' .ne to said renote
“conputer?1aﬁ%ﬁéF@f2§§Smgggﬂ?g%zﬁﬁpgggﬁﬁPﬁfgal |§%}§%@ﬁ ‘transmtted from
said first conpuiresmotd sompmia hyvieDa sapmil wewblnctable npopeer rne@mmy,\saklor st abl e
archiving of _said at |east one {file for subsegue access ,of said at |east
one 111 0" by ssciid gpBbuste ERitord Bse ba R sp A TioR et AR Ren "ot 11 es s
part of a baslddpstdsdatiosperi ficati on;

a long distance telecommunications line connectable to said user terminal

10 and said remote computer;

_ said list of files being transmitted in an extensible mark-up langoage from
said user terminal via said long distance telecommunications line to said remote
computer; and

at least one file listed in said list being transmitted from said first computer
15 memory to said second computer memory for stable archiving of said at least one

file for subsequent access of said at least one file by a user.

2. The system of claim I wherein said list of files is part of a backup set
specification;
20 said backup set specification further comprising at least one scheduled time

interval corresponding to a time when source computer files listed in said list are to

be stably archived.
3. The system of claim 2 further comprising:
25 a user application operable to run on said user terminal; and

a server application operable to run on said remote cormputer;

said user application and said server application being operable fo
communicate over said telecommunications line;

said user application being configured to transmit said list; and

30 said server application being configured to receive said list.




20 sai d backup set specification further conprising af Jiesdi05ne schedul ed
time interval corresponding to a tinme when source conputer files listed in
said list are to be stably archived. 3. The systemof claim2 further
conpri s éas@® User application operable to run on P%q}ucgml,l@gﬁ term nal ;
and a server application operable to run on said renote conputer; said
user application and said server application being operable to comrunicate
over said tel econmuni cations line; said user application being configured
to transmt said list; and 30 said server application being configured to
receive said list. 6 June 2005 WO 0252450 PCT/ USOL/ 49726 20 4. The
systemof claim3 wherein said server application is configured to prevent
alteration of st dbeyystenodiclagd 3fwlersdn said seTlre app)isttiomisdonfmedrio4 wherein said
t el econmuni catj | I.ne rise 5 Internet connection. 6. The system
of claim5 ée‘!regl ‘e usg %%Bfﬁdgﬁ?&, on includes an interface for

di splaying files and directories using a tree view structure; and said |ist
i S generated, usi sai d ini@glf ace. ., 10 7. The systemof claim®6 wherein
said user agspl i catt Sitem of sipum & sehierein sayhtelgconamynicagipnsing seveprsses paice f or
storing §il gateMet doecidl.d second nmenory; and wherein a user fee is charged
according to said size specified. 15 8. The systemof claim?7 further
conprising an archival nenory for off-line storage of at |east one file
stored in sgd s e.s em.@ef. .. i.8 wherein said
interface i?’fur ?ﬁ‘g t@%ﬁo??fga}é}lggv hte%éﬂ'aﬁ%‘%l\%v& a%‘plﬁcga%?ﬁﬁglug%lag& els1‘??("I‘ﬁ‘es to be
restored frdondsplgimgdiandd desnsies usingla 8€: Wew engarai@nd appl i cati on bei ng

configured.to rest.é){.ef'.the selecgted.files to the
Saia 1ist 18 generate usmg san mteriace,

10
7. The system of claim 6 wherein said user application allows specifying a
size of a backup space for storing files within said second memory; and

wherein a user fee is charged according to said size specified.

i5 8. The system of claim 7 further comprising an archival memory for off-line
storage of at least one file stored in said second memory.
9. The system of claim 8 wherein said interface is further configured to allow
a user to select files to be restored from said second memory; and

20 said server application being configured to restore the selected files to the

first memory from said second memory.

10.  The system of claim 9 wherein said server application is further configured
to allow a group user in a predefined group of users to restore files associated with

25  any user in said predefined group of users.

11.  The system of claim 10 wherein said server application is further
configured to transmit to said user application an index file listing files stored in
said second memory; and

30 said index file is transmitted in an extensible mark-up language.




first menory fromsaid second nenory. 10. The system 6ffue¢ 20Uh 9 wherein
said server application is further configured to allow a group user in a
predefined group of users to restore files associated with 25 any user in
said pr qﬂﬁzlmgﬁ , 9r oup of users. 11. The system of cl q;cmﬂgsgllwggr ein said
server application is further configured to transmt to sal"d user
application an index file listing files stored in said second nenory; and
30 said index file is transmtted in an extensible mark-up | anguage. -- -
R e 6 June 2005 WD 021052450

PCT/ US01/ 49726 21 12. The system of 2l aim 11 wherein: said user
application is configured to transmt said list; and said server
application 1Zs cd‘hﬁb}gtmmfctadmrlémmm'sai dlist. 5 13. The systemof claim1l

wherein said tel ec al.l ons I ri ses _Internet connection. 14.
The system of cl &L f RP? ﬁ@?lﬁ?ﬂ? %g"r@“ﬁ‘&’g @B?ﬂ ation operative to run
on said-user terrsralmaéwerkﬁpi&@tﬁdﬁ1a@cﬂifigmtilt@f¢c¢wwdamdjsﬂg an interface for

di splaying files and directories using a tree view structure; and wherein

said list is generated using said interface. 15. The systemof claiml

wherei n §ai dausempt st&nrlﬁlclahﬁ l%ﬁféngééﬁ@félgE&m%&&W?ﬁs linko Plggesgn(? specify a

size of a backup space wthin said second nenory sta ar chi vi ng of
files; and bfemelgenpectiser fee is charged according to said size. 16. A
method for stable archivi ng of computer files, conprising: 20 defining a
backup set conprising: a backup list conprising at | east one source
conmput er fi i@, naffRe system of claim 1 further including a user application operative to run

on said user terminal;
10 said application including an interface for displaying files and directories
using a tree view structure; and

wherein said list is generated using said interface.

15.  The system of claim 1 wherein said user terminal is configured to allow a
15  userto specify a size of a backup space within said second memory for stable
archiving of files; and

wherein a user fee is charged according to said size.

16. A method for stable archiving of computer files, comprising:
20 defining a backup set comprising:
a éackup list comprising at least one source computer file name
corresponding fo a source computer file located in a first computer memory; and
at least one scheduled time interval corresponding to a time when
source computer files listed in said backup list are to be stably archived,;
25 determining when said at least one scheduled time interval has occurred;
transmitting said backup list across a long distance telecommunications
connection to a remote computer;
reading said at least one source computer file name from said backup list;
locating said source computer file cotresponding to said source computer
30 - file name;

after said determining, reading data from said source computer file; and




corresponding to a source conputer file located in a ®iJrse2¢Wnput er menory;
and at |east one scheduled tine interval corresponding to a tinme when
source conmputer files listed in said backup list are to be stably archived;

25 det er‘{gwldg%sx\hen said at | east one scheduled time lj@_@@g%has occurred;

transmtting sald backup Iist across a |ong distance t ni cati ons
connection to a renote conputer; reading said at | east one source conputer
file name from said backup list; locating said source conputer file
corresponding to said source conmputer 30 file nanme; after said

determ ning, reading data fromsaid sdurce conputer file; and ------ -----
- 6 June 2005 WO 02/ 052450 PCT/ US01/49726 22 witing said data into a
desti nati on conputrtingfshili @dath int@a Sextoatidnwoinp@bl file & Bdetendeminbi afblerenor y
connected to said renote conpuyter. 17. The nethod of claim 16 wherein said
t el ecomuni CCQP}PBF?E“W”H@’@B?Fﬁngh%?‘d@mﬁﬁcloﬁlﬂ’gqﬂﬁet connection. 18. The net hod
of claim 16 wherein said defining of said backup set is done using a user
application jncluding an interface for displaying files and directories

usi ng a tredvi edhsmrethod gof daim 1§ whereinpaid ipfacomamnipationslizg cogptisast her

conpri.si ag LW .51 ze of backup space within said second nenory for
writing gai ?ngﬂfgr%é{%@cgﬁ%rgi ng a user a fee according to said size
specified. 15 20. The method of claim 16 further conprising transmtting in

i1 es. ot or edt n' S gethen BEAHAE Pyt BRTSesBarale breRud i b8  estor e, 21
A system forusigalikse applidaiiot ingludihg SOIRRLLET fof BikSiEyiSOMBY drdli dBstories
using a tree view structure.
10
19.  The method of claim 16 further comprising specifying a size of backup
space within said second memory for writing said data; and

charging a user a fee according to said size specified.

15 20.  The method of claim 16 further comprising transmitting in an extensible
| mark-up language to a user application an index file listing files stored in said

second memory for selecting files to be restored.

21. A system for stable archiving of computer files comprising:
20 a user terminal having a first memory;
a user application operable to run on said user terminal;
a remote computer having a second memory;
a server application operable o run on said remote computer;
a third writable stable computer memory operable to communicate with
25  said server application, said third memory being separate from said first memory
and said second memory; and
a long distance telecommunication connection operable to communicate
with said client application and with said server application via a
telecommunications line;
30 said client application being furthered configured to transmit to said server
application a predefined list of source computer files, the source computer files

_ being located in said first memory;




20 a user terninal having a first nemory; a user appl P8¢ ¥Pperabl e to
run on said user termnal; a renote conputer having a second nenory; a
server application operable to run on said renote conputer; a third

writabl %véfzﬁﬁiﬁo conputer menory operable to communi cgl g hiR625 said
server application, said third menory being separate ron1sai§ first nenory

and said second nenory; and a |ong di stance tel econmuni cati on connection
operable to conmunicate wth said client application and with said server
application via a teleconmunications line; 30 said client application
being furthered configured to transni#3to said server application a
predefined list of source conputer files, the source conputer files being
| ocated in said Bidsurverapplicgtiondeingiperatio %o repvedRiddBR450 PCT/ USOl / 49726 23

sai d server appli i i I Lve Ld |list: said server
application beinaggﬁgﬁﬁéﬁﬁ%o%PﬁguFgﬁhg%gﬁggﬁ%ggpgmi%?%%gﬁaﬁﬁQWE to the
contents of tathelceaisits ofwe laguwne ouaerpupeter filelieted Inghiddist;n said |ist; said
server application,being further, caonfigured tqo wite said data into said 5
third memory. 22S84pEvelgmplicgiogbeing lirh Tm&ﬁgWgﬁﬁw%%Pﬂdg@Pégﬁﬁﬁ%nications
connecti®n tﬁﬁﬂﬁ&h&gS an Internet connection. 10 23. The systemof claim 21
wherein said user application includes an interface for displaying files
and directories using a tree view structure. 24. The systemof claim?21

wher ei n Sai%2959Fh§§8%hﬁﬁkhﬁﬁzi&m&ﬁ&%&ﬁ&aﬁ%ﬁ&&ﬁﬂiﬁﬁmc&ﬂm ld,0W @_user to
specify a size o cKup space wthin sal secona nenory for 15 witing
sai d data. 2bmpiijes asimdreaicamegtioal m 21 wherein said server application is

further :

10 23.  The system of claim 21 wherein said user application includes an interface

for displaying files and directories using a tree view structure.

24.  The system of claim 21 wherein said user application is further configured
to allow a user to specify a size of backup space within said second memory for

15  writing said data.

25.  The system of claim 21 wherein said server application is further
configured to transmit in an extensible mark-up language to said user application
an index file listing files stored in said second memory that are available to be

20 restored.

26. A method for stable archiving of computer files, the method comprising:
defining at least one user space within a first writable stable computer
memory connected to a remote computer;
- 25 defining at least one backup space within said user space;
defining at least one backup set definition comprising a list cortesponding
to at least one computer file located in a second computer memory accessible by a
user terminal;
copying said at least one computer file listed in said backup set definition to
30  said at least one backup space; and
preventing alteration of said computer files in said at least one backup

space;




configured to transmt in an extensible mark-up | angu8dene¥%ai d user
application an index file listing files stored in said second nenory that
are available to be 20 restored. 26. A nethod for stable archiving of
conput e"wé&z‘m@ﬁsothe met hod conprising: defining at Ip%q.ﬁfgm?@%user space
within atirst witable stable conputer nenory connecte 0 a renote
conputer; 25 defining at | east one backup space within said user space;
defining at | east one backup set definition conprising a |list correspondi ng
to at | east one conputer file |ocated in a second conputer nenory
accessible by a user terminal; copyi¥lg said at |east one conputer file
listed in said backup set definition to 30 said at |east one backup space;
and preventing awheseinsdidnseofermmakis compefrem sfid figs wrimbkatalleat | east one
backup spa&Fﬂ'1 Sertile 2005 WO 02/ 052450 PCT/ US01/49726 24 wherein said
user termnal B reft® fromsaid first witable stable conmputer menory.
27. The nmethod of claim26 wherein said defining of said backup set
definition i s.done using.a user application including an interface for
di spl ayi ng ?F?'I o< Thepethof of SHite 20 BEersd sAld dgfinipgef spddaclapsgidelipiion 28 The

met hod of - Cls@iof déngl diENGHLEGRIP o RHAG an BREEL ¥: 08 Iﬁyiﬁ%ﬁﬁzs%ﬁd sai d backup
space within said second nenory for “10 witing Sgl d data; and charging a
user a fee GEWHNIGH YRS dlresaliew siuebrspeci fi ed. 29. The nethod of claim 26
further conprising transmtting in an extensible mark-up |anguage to said
user termnal an index file listing files stored in said 15 second nenory
for selecti2y fiThesndtimdad clains 2Ofietier comprising:

specifying a size of said backup space within said second memory for
10"  writing said data; and

charging a user a fee according to said size specified.

29.  The method of claim 26 further comprising transmitting in an extensible
mark-up language to said user terminal an index file listing files stored in said

15 second memory for selecting files to be restored.




