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WD 2008/ 039264PCT/ US2007/ 016174 ROUTER FOR ESTABLI SHI NG
CONNECTI VI TY BETVWEEN A CLI ENT DEVI CE AND ON- BOARD SYSTEMS
O OnOSA3PISE ANE 5 BACKGROUND 100011Mbdem ai r cr BE UMY ET4
vari ous on-board conputer systens for performng a w de
variety of operations such as avionics, maintenance
functions and the |like. 10 On-board networks for many

ai rpl anes use private re-usable transm ssion control

pr ot ocol DT BRWO RS QB RISHINE CONNRE Wﬁ@m@g@ﬁ
TCP/ I P addr esses o(SLEINRD BN
1917/ 1918) may not Besiank AN AIWJVAN ternal
enterprise computing networks. Additionally, on-board
mai nt enance servers for certain aircraft networks (such
as those utilizing an X-phgdesRopabform may require the
same source TCP/IP address to be 15 retained throughout a
net yamolt] connerfolstht YirsRHS i e@iployDl FRMANDABEAYS |¥mphitef Ssystems  for
precludes the ability to support Network Address
perforatisg atwio® vl of pératoNATICK @6 UiibaiSs, GhaR@Rict FundebAd Bhd the like.
addresses during translation. [0002] Moreover, the
Onpiopsl cadtwarkshifoectnane higplaidnyusai ppivase reasdddar Gamsaiigidne! control
systenms has linmts to the nunber of physical Ethernet
prapaol/mitérhet pro@yol b@ APEIRY afldresseet \Whede POP/IE QddRsdes \($uch -as Request for
Further, in certain circunstances, each airplane is
Cogeine (BES) Wi /1P tBIntniag artot pirel vatt#blel G/ thdhya ddérasls eserpiibd) Somputing
this does not allow for a scal abl e, repeatabl e network
netfiodisg nAdditiongllyo en-desrdcmaintotncei seyvetsofomdettaip| arcadft pttadas, (such as
for exanple, in a factory or flight-test environnent. Due
thosg utilizgige anj ¥iwisdaws pladombymay atquire cthe tseme soerce AICP/IP address to be
mai nt enance control unit (such as one inplenented in a
ret3ipeds gHarehevhp Lrety 9k neppneriivitl esessiine  tRjsasiyantegrionsly.ethi preckdes the

airplane on-board ) ) ]
ability to support Network Address Translation (NAT) since NAT requires changes to TCP/IP

addresses during translation.

[0002] Moreover, the physical architecture for many airplane on-board computer
systems has limits to the number of physical Ethernet ports that may be used for network
connectivity. Further, in certain circumstances, each airplane is addressed with identical private
TCP/IP addresses. Thus, this does not allow for a scalable, repeatable network design that
provides connectivity to multiple airplanes, for example, in a factory or flight-test environment.
Due to these limits in the physical architecture, a maintenance control unit (such as one
implemented in a personal computer) may not be able to communicate with an airplane on-board
maintenance server while also having connectivity with a separate secure internal network, such
as the enterprise network for the airplane manufacturer. A communication method and system is
needed which may solve one or more problems in existing airplane communication networks.
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25 mai nt enance server while also having connectivity with
separate secure internal network, such as the
%f“ﬁ%“ﬁg@“netvmrk for the airplane manufact uPelUsSR7/016174

comuni cation nethod and systemis needed which may sol ve

one or nore problens in existing airplane conmunication

net wor ks. SUMVARY WO 2008/ 039264PCT/ US2007/ 016174

[ 0003] A system and nmethod are provided for establishing

conpesBi Vity Re &r%ﬁr&narrﬁ:mog%e H%def anlﬁ%l cggrl?ercgwty between a

conput er networ of an airplane. |ent

clieRIaGEeE 88t 46n-6ORNUEhHREA fRBw M ol aﬁ‘af@lﬁﬁﬂp rK cﬁ&g Iaeﬁée RAonnected for
intranet. A virtual private network 1s create

coRffuaRhtis @%th CORBWBIKC ftich Q8 RELMERE A ('ﬁt'ﬁﬁleﬁn@ﬁéjnét@%ﬂ@ls' &D'Jtcd and
device. A communication path is 5 established between t

estatslishey caimdudcatioaSRevEbat Arduedr Wl knO Elidn @e@¥d O Qorﬁﬂ{lﬁcatlon path is
architecture associated with the airplane. The client

estaldlishe® betveeRNREGhrel Whd B ABse@NddBO AL 0IE oY Bhe Qfiohl€core architecture
airplane via the router while maintaining connectivity

asshetwd enitti e gigler! Ty tigat dsdcé hecdimbned kithBIR Bboard server of the
DESCRI PTI ON OF THE DRAW NGS [0004] Fig. 1 depicts a system

airplemegyia theubitler whidgmaintainih@coninedtivity deiwabien thealiehti d@bice 284 the network.
device with connectivity to an airplane on-board conputer
net wor k. [ OO0RBHEEF DESCRIRTIONOH & BRAVWINGSNf i gur at i on

of a client device.
[0004] Fig. 1 depicts a system diagram utilizing a router for providing a client

device with connectivity to an airplane on-board computer network.

[0005] Fig. 2 is a flow diagram for configuration of a client device.

[0006] Fig. 3 is a flow diagram for configuration of a router device.

[0007] Fig. 4 is a flow diagram illustrating operation and execution at the router
device.

[0008] Fig. 5 is a flow diagram illustrating operation and execution at the client
device.

DETAILED DESCRIPTION
[0009] A system and method for establishing connectivity between a client device

and an on-board computer network of an airplane are provided. A client device is connected for
communication with a network such as an enterprise network associated with the airplane. A
virtual private network (VPN) is created and establishes communication between a router and the
client device. A communication path is established between the router and a closed data network
of the avionic core architecture associated with the airplane. The client device is connected with
an on-board server of the airplane via the router while maintaining connectivity between the

client device and the internal network. The network, for instance, may be an internal network
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[0006]Fig. 3 is a flom1diagran1fo;|cong!guration of a
router device. [0007]Fig. 4 is a ow di agram

i QAT BP0 g opEer ati ]on and execution at the rBul/Ep2007/016174
devi ce. 15100081Fig. 5 is a flow diagramillustrating
operation and execution at the client device. DETAILED
DESCRI PTI ON [ 0009] A system and net hod for establishing
connectivity between a client device and an on-board

suSPRPM Rlirah&! WRKEeR i A &?@&ki@%ﬂ?&&%&r@e\/é&%@ﬁd Rifel eix‘t:"nt 3] networks

device i's connecté cation

suéHsth@téiiet S £fpBft ndfv e LRE S AR V%%S A%&J%o 1cgtion network.

airplane. Avirtual private nétwor I'S crea

est piurophes CANHARGAGdORoRALNEE Aptich @Y i ro@B ol amgwcéohg&tivity of

device. A communication path is established between
thd QidhiedevaiaGvith Bk Qﬁﬂdn@&i—@ozﬁ‘@&y}ﬁ% erq{etvtr(nﬁ a8 WefARK Qnt%%eesecure internal
architecture associated with e ai rplane. The client

neth@vit. C AniEshet O MAEERE oftHeltouter is cafheliRd RO MeGntS iV Sdtwdik 4nflSn Internet
airplane via the router while maintaining connectivity

Prdte¢olgER) atifres2&ithe eiternallendterk an dehfified. NTERS Riter 1€ AR hnnelRA to the
network, for instance, may be an internal network
on-board computer network of the airplane. The virtual private network associated with the

client device and the router is configured with the IP address obtained from the internal network.
The system, for example, may employ a communication application based on X-windows
protocol such that source and destination TCP/IP addfesses are maintained during the
connection. The configuration allows the router to establish a VPN connection to maintain client
connectivity with the internal network and NAT (to private TCP/IP addresses) while also being
connected to the on-board computer network of the airplane.

[0011] . In addition to creating a virtual private network between the router and the
client device, a communication path is established between the router (on the airplane side) and
the avionic core architecture of the on-board computer network of the airplane. In this example,
the avionic core architecture includes an open data network and a closed data network (such as
an isolated data network (IDN) having an avionics interface module (AIM)). The
communication path is established between the router and the closed data network. Data
received from the router at the closed data network is sent to the open data network for
communication with the on-board server at the airplane. The client device may for example be a
maintenance control unit that is used to interact with the on-board server (such as a maintenance
server) to perform maintenance analysis functions or to load software to the on-board computer

network. These operations are performed by the maintenance control unit communicating with
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WD 20081039264PCT/ US2007/ 016174 such as an intranet;
however, client connectivity may al so be achieved with
eXMBPPR39%%ét wor ks such as the Internet, an ai PpBP$2007/016174
network, a factory network or any other conmunication

net wor k. 100101 A configuration procedure is
applied to the router to allow connectivity of the client
device with the airplane on-board conputer network as

| ith th i nt, | 5 t . An h |
SRS S BB FSGHESd SEELRRSHAR. B B ) v i
I t . Prot I P dd f th
co AR PO 1 bR B e 200 05 1 (1

Con[ EFd to Agﬁ)rmd ogérgin,c ﬁgpﬁ'steegf i té@ﬂfi rgtﬁ r&g{%w al%(hwst hhg client

airplane. The virtua rivate network assocl ate

defiké RNermAGHE Q,%lig:gqllil‘lﬂ funh (LE{B ®he Joﬁteﬁqggni %xﬁt&o%&r@ prédjcgcio(ﬁe EI;PP) tunnel

address obtain fromt i nternal ne

is EQALIRKAIR] Ghe DBYedCHRL Rbrvibre AL afigd PR 8RRLd qg‘i’h?nac*a@éEQOn the
on X-w ndows 10 protocol such that source and destination

airgledié bilfe)ad Aeain i@ Bt GoMBieoahf8ditd UELiBA. THE HREBARGY] RP example, be
The configuration allows the router to establish a VPN

op&ab18 €6t the DB HYsBiddnE birdiidn PRAGRELDHAP) W tthid REP/IP addressed
internal network and NAT (to private TCP/I P addresses)

en¥ifinhnal sAsbal agnpr)neatiped footethmad bebamiheeteéd P Widfiple airplanes in
network of the airplane. 100111l n addition to creating a

factorpMflighlt 1pteimvaiitenanet/ modkfichednvee ipgfade leauir@imeatd tIike client device is
15cl i ent device, a communication path is established

coifgvleto dlbe it muteeningtora dlivet ¥PNploanetish de fheadtet.nn avd @nple, the
core architecture of the on-board conputer network of the

clignit dpviggmay Iba atWirglowx aifpbased titvécenanidahé coutaymeayaseldetivady bekenfigured
i ncludes an open data network and a cl osed data network

to fyyedvagsedaperviser it dutemiat Qperating SkstehPShaeitwgeanThe router is also
avionics interface nodule (Al N{_). The conmmuni cati on path

configugedi astt VENsarvse tansaningtise/ R gtient camgctions as|vodlees faward client data
network. Data 20 received fromthe router at the closed

packsts 4o Histondiortd; compier neyofhe open data network for
communi cation wth the on-board server at the airplane. o
Thel®3lent dRATEENEAP™ ©r Figx hnfisemOE0 & shewit on aFrvéding connectivity

cont rol gni,t that is used to interact with the on-board

betagryy ghont At Lsand GrabaiF G RmRICTSIERSK ) 4108 ef5lRtln Client device 12 is
s T R G EOIRITS) PRl o P lsBPLOrORSE cb T AEOYHEAE ma
. th I.ng t g ol It i.cati ith., WO
oL EIRICS KN A SOMMLCELLOBAD 1 W0, o
entgrg;?igég B?t@oﬂg ?elé’tkr% {oht%e rn??lljt\}ltu ﬁr%:t\{\é\'%l rlngn elnzic"n%e ?c"olrrgmett'a?ipg %?S{Lé/ airplane 16.

n conmunicati on e ‘secure I nterna

A]t@Hltaﬁ\Hi’f,'n%Wk E?gx‘g@rﬂ% an[eQ%ﬁl ﬁ‘@v\gﬁ%lﬁééicg F’? g%ﬁfn%i‘rﬁt, at‘l Q?rpgf% getwork, a

of the config router
factory network or any other communication network. Router 20 is operably adapted to

communicate with the client device 12 over a virtual private network (VPN) 22. A
communication path 24 is established between the router 20 and avionic core architecture 26 of
the on-board computer network 14 of the airplane 16. The client device 12 is able to be

connected to and communicate with an on-board server 28 of the on-board computer network 14
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device to termnate a client VPN tunnel to the router,
then a point-to-point protocol (PPP) tunnel 5 is
eMBWIYEAY to the closed data network which BET/BREOYHe!74
source TCP/I P address (on the airplane side) to be
mai ntai ned for the connectivity session. The router may,
for exanple, be operable in the Dynam c Host
Configuration Protocol (DHCP) or static TCP/IP addressed
vi€hei > e, [ £ A .
o rERRERAH cofkoMp T AR anBiet o Eech 3 Gt BRYfcL Sna the intermal
netwdie/ gmai nt enance/ nodi fi cati on or upgrade environnents.
The client device is 10 configured to allowit to

terpoiaje a chkeRbn YWNigONNefe! bifibni : _
exa?pl e? the cli en? de\;lgce’ qn%yh%gmg%\?\ﬁ%gc&gg%eb%igg%g on-board

cofilpite£ fet@BEk 24)8n HRY ERIMPIRYinG&d8 ChbrY 8AtY nB& o0 8h b4 tRIed
run advanced services |P Internet Operating System (1

32saht wagredatd Rewo BB ®hnd the dloSQ EDHEGUAES: A3 tHo YRNISE h¥& orks of the
to termnate VPN client connections as well as forward

avichicante stalitecRRE REL The OpéhEatH RethOA! 30,GH MRS ERIMPIE I NG/ e implemented
15[ 0013] Referring nowto Fig. 1, system 10 is shown for

on pr W akkndpvizertha girovitlésypdrebasee Rireilal Rl 416/ h@®odkd @MANs) supporting
on-board conputer network 14 of airplane 16. Cient

Opgr \Bystems Infescoahetion {OSH naymi X awitainfunttidns etweh kpok8, THéCépen data
as an internal network. Internal network 18 may

netyysrle 30 wekhis szaraply, may radsveproveiecOShinyef Orroadsg PhrtioM between the
enterprise network and, in particular, an enterprise

VIfdYsaothe ereh slefarngtwerk3@ansmaprofide rumebenaf intiondak sofovare-configurable
operation of the airplane 16. 20 Alternatively, network

netpgrksgyith @oliey eutiag hatwene tthwnr.k Thactosed datagnetwirkriPetay,afor example,

. alrport network, a factory network or any other

inclyaan Ayodated dra netwark (DNRbeies arpavipnjcoipterfabt jodidla 04 Bd). t The IDN is

. communicate with the client device 12 over a virtual

implemenied om a PRk depbeg (sappratnfrerthe apesadateoretwerkh andisupgorts OSI layer

5 <&8L a?_{ni shed between the router 20 and avionic core_ o
SYFEhiUngRsfer 3kpests: (ive IBN-Bosinglude Apaesknnepigo providingfunctionality

t&ﬁ ai r@l ane 16. The client device 12 is able to be
for layer '3 routing and policy enforcement (e.g., firewall) for data transferred between the

%aég network

open data network and the closed data network. The AIM, for example, may provide the
network functionality that implements the IDN, an IDN boundary router or an avionics gateway.
Management of network devices for AIM may be provided by means of data loadable software
and configuration files.

[0015] The open data network 30 is coupled with the on-board server 28. The on-
board server may, for example, be any computer-based server that operates as part of the airplane
on-board computer network and communicates with an external client device. For instance, the
on-board server 28 may selectively be a maintenance server that interacts via the avionic core
architecture 26 and the router 20 with the client device 12. The client device 12 may, for

example, be a personal computer or any computer-based device that communicates with the on-



10

15

20

25 connected to and comuni cate with an on-board server
28 of the on-board conputer network 14 WO
200BX0BEGIBWAPCT/ US2007/ 016174 via the router whtT/ES2007/016174
connectivity is also maintai ned between the client device
and the internal network 18. 100141As seen in Fig. 1, the
avionic core architecture 26 of the on-board conputer
network 26, in this exanple, includes open data network

boad 3PAr.CIrs etbtHhal ang %timrd@vﬁ:g 3tay J&100G rbed&‘xtnrﬁ?%gt JOf hl<a' enance

and the cl osed data network 32 are two physical™ networks

coftfol Wi tie iekaéts $RRh&bEBbArE GEYECo ZRrforkh raBR&Rn AR lysis functions or
network 30, in this exanple, nmay be inplenmented on a

to NESWHIE ABRWER kd1athe PbRBLAES citRpilterd3RREbrY | 14 Ughild 0A&) maintaining
area networks (VLANs) supporting Open Systens

cothfiu@icaiumneth itkesdc@il ihtetry 8Etwdrks 8.t &h thid BGi g Shd BbWeRBnce control
ports. The open data network 30, in this exanple, may

unidlnig b h@singetiKgdeviady(@ich s & Puitsdidg chripgtd ANSHIOLINERN udcd®o Efdgnose,
VLANs. The open data network 30 may provide a nunber of

repafrdliaud desal aigpddriensyseeno N fTihg Uinalatefamtet Yuitdos unitt MaP el G3d in a line
routi ng between them The closed data network 32 may, for

magnienipbeenvirooinenteand mays alkeatatidelgt deausad invbask nfdifiddanbav Cognativity to
avionics interface nodule (AIM. The IDN is inplenented

theppp-boané compiteri astivork {4 epartat performed Wi thp emmitetace edmml kinit in a
and supports CSI layer 2 switch functions for all ports.

wirgd or wisRleptipodencl ude a boundary router providi ng
functionality 15 for OSI layer 3 routing and policy
enf 10d@hent (Ehegelient fgviggal2 Jonironnigatesawith sresfouter 86 overt the 87PN 22.
the open data network and the closed data network. The

A gqriypurigatiop pathAdeis alpgyestablishpdibetwien the rowsedF andcthe elesddi daga network
that inplenments the IDN, an | DN boundary router or an

32 0fi the PHENIG AoBsAASFhitagH e FEneRata FecaivedviBim the outers2G af thaglpsed data
may be. provi ded by neans of data | oadabl e software and

neWOHE PifrSst t8the preadataptverk s e cupernigation wigh theor-beerd; server 14.

oupled with the on-board server 28. The on- board server
Paﬁ‘ﬁy?‘{t?%ﬁ 13 g2pigyed ingftering apd sonding dagpfeery theglgwed daggietwork 32 to the

orSESHRL R RELTRY oS APPSR Tt ST e sinty
o R T R S e R P o Bl B S
data network interfaces 30, 32. As seen in Fig. 1, Ethernet gateway module (EGM) 36 is
implemented on the open data network 30, and provides the physical ports to on-board
connections 38 such as connections with various ﬁetwork applications or devices of the on-board
computer network 14. For instance, wireless interface devices, satellite connections or other
devices or network applications may be connected with the open data network 30 through EGM
36. The EGM 36, for example, may be a core network module in a dedicated slot. The EGM 36
may provide routing for airplane information networking. The EGM 36 may also provide

transport services to off-board network interfaces for devices attached to the open data network
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architecture 26 and the router 20 with the client device
12. The client device 12 may, for 25 exanple, be a
pHEYH9%¥Sput er or any conput er - based devi cBCT/RgA007/016174
communi cates with the on- WO
20081039264PCT/ US2007/ 016174 board server. For instance,
the client device may sel ectively be enployed as a
mai nt enance control unit that interacts with the on-board
. n
303G MELick AR ARG H BRAERET Thd Boke 8 My S PboPror viANs

andPivkEaal 6QwBB WL ANQI Ng communi cation with the secure
internal network 18. In this exanple, the naintenance

Coniﬁ(ﬁb] 5 uni fo MHYviAE SnAQERHY | Oufeviiae dSHeN18Sw@h the on-board
personal conputer or |aptop device) used to di agnose,

comBiet hetwdfd 14 @hile lldoRhARRIntYS EENBuNiERBNFHINHRNRBEE internal network
control unit may be used in a |line maintenance

18 £NYAHTRRMEDE priteduiBYs @biiasd @t thy fluYer2©. USAENY, Ihdd@dSRr 20 is powered on
mai nt enance. Connectivity to the on-board conputer

witheion@uter iderfiays itinp@éd @ tHE Blovddt datd Mewoiki 32t @HANE ety Ofhe router
unit in a wired or wirel ess node. 10[0016] The cli ent

20 dieily caetittes bafoten phgi@ly Wohliedting Wit te) aviOnioVdke aithitddtide 32. An
22. A communi cation path 24 is also established between

Ethdnget riotetfece 20 themsbuteh @20cisosadediat & thet inefkal J2tvadrkt18eand an Internet
avionic core architecture 26. Data received fromthe

Pratocst €1P) 20dmmss i lobtadhedsienin diat @mtaned wotwori32 The rasat 20t 8 cohmected to the
open data network 30 for conmunication with the on-board

ondeprdegoniphter Rgimiogt 14 al theclBdd daa eeplody3 The VPNt 22 assgri@ediwith the
sending data fromthe closed data network 32 to the 15

cligadrvidad a ané theorkte8 0 isThvafigarck eting ithet Braddzesi gbtaime@Bjom the internal
| ayer 3 routing device, statically configured, and

netpvaia b$-e The clidnt dafi¢nly mApJonexampi, ¥)f: e perjors! chmputeher lapiep computer
data network or closed data network interfaces 30, 32. As

rungingn sqfivare guppprting HEPABt baged semipeniriufile tEsiy metosdd (FTP), e-mail,
i npl enment.ed on the oBen data network 30, and provides the

h &t tapstss grqtecol §HEAPherathg liks dpreeomrpyicatign oy thg dnternal network 18

nnections with various network applications or devices
and e epbog

O BoRrter BeVoEolbut er network 14. For instance,
W r interface devices, satellite connectipons or
ot h dr(ﬁgévi cesﬁﬁf?%’\%rt?%:\%rﬂ’ Ao ag T Béortifﬁ?f’?é‘@f‘é’a"ced“m for

th th ] t t 30 t h E 36. The EGM 36,
e ST 2 ) e O HOPLIRGT ROTBATPL: P SHGHP R gt setem
sofi%\k%g ‘suc! hgs Wo%g IX’H(%%S%%% e?r&%im I ;r;]rr%r\a/éig({a lbgll\;ﬁcc):lroasgﬁ é:eorporation. The

ormat1 on networ O provi

cotfiRRARANL téxg%,g% ss%B %éra@o%a{gg? ;ﬁ@%‘éﬁ?%ﬂ:;ﬁ%&?gg §8lise, keypad,

evices a t'o the open

di s%lg? §érggi'8 %@éﬁgﬁéerwgl%?g{ gog éﬁ&%ﬁé&%ﬁ%g g}%\’érﬁ; ?ﬁ\i'a'?e. Ofﬁkeéon{l guration of

et works on may al | ocate por

thef AenViE BNHISRUGE cHat APt WeERabYisANSYPN connection with the router 20

(that is also used for routing purposes) and to maintain connecﬁvity with the internal network 18
while also having connectivity with the airplane on-board computer network 14. In step 200,
configuration of a new client VPN network connection is performed with the system software.

The network connections is selected from the icons presented in the control panel at the client
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100171To provide connectivity of the client device 12
wWith the on-board conputer network 14 while al so

MmN M/ HPRY communi cation with the secure intBeHEP2007/016174
network 5 18, a configuration procedure is provided to
the router 20. Initially, the router 20 is powered on
with no router interfaces connected to the closed data
network 32 or other networks. The router 20 fully

de@6d 1Y AR $hib 8k Bhfle, ARY Sh&RALbhe QMG Hl P bpibh s LM&1VEGR e network
core architecture 32. An Ethernet 1 nterface of the router

corgfectidnsC AR BRE 20, 4 onhB& tb MRk RBLEPIsKselkBre@ HnPihe connection types
Internet Protocol (IP) address is obtained fromthe

presétited Bthe BRéntAetice The A VENEIond&tibR (PAORRE b s sQedtBE fokQhe network
on-board conputer network 14 at the closed data network

cordéctidiia s\dp2R2 1R S&P QBALLUPMiskivet fechbh Fé}h@@y {sGRovkdecd®diGart of the

the router 20 is configured using the |P address obtained

clidnt alevich&ohfigeitival RepakieKar] 8n [Phaidedsé onihedBitieRt port BAYthe internal
for exanple, be a personal conputer or |aptop conputer

netwoninil B gidedbt ereut pPas inpaged Rht Rliba skeics aRVbE 8dedtioh of the VPN
file transfer protocol (FTP), e-mmil, hypertext transfer

serperofroutet 20 HimEjonerast H&/HN lservE)r Bomtweprid0atiamesd sEcutibe parameters
internal network 18 15 and the on-board conputer network

asspdiatefl 9Gth8hREPNrqohmeytinmwretconfignged & theclfehodevitiedgr am f or a
configuration procedure for the client device 12 is
shoWi¥19The clRefmringapivcte Fig. 3,faoflove diagpine forrmyexpmplecronfiguration of
operating system software such as Wndows XP Professiona

thegopiendP & tovni Jde royten?Q o gho$ exaBmip onant beoprovifibd with routing software
configuration is performed by user operation wth user

that snpefts VENJdignt deyiqedemningtivnsmd Netyprkdaddress diranslatign SN AER pyerload.
at the client device for interaction with the system

The sppigreionTaifowsohie Wuiea0oe etablipfe acY PNneongestiop o 1paintain intranet
allows the cljient device to establish a VPN connection

CoRfeEVIYhig 5%8 (fgRt 9Ryie: haend AT §9 prawe T6P/IP oaskdresgy space) while also

intain connectivity wth the interna

I N TN ST R - T
of t%le WI\?QI? ro%rt]e_r BgaéLgulg (r)nrg?cllllttﬁé c ri]e(?ltt seg'-ﬁ}') aé crl]efﬁltes ri)n sztg}gs' 200-230, Fig. 2.
In step 310, Fig. 3, configuration of the NAT pool is performed, in particular, to the closed data
network interface 32 of the airplane. This provides the assignment of virtual addresses to one or
more client devices 12 to use when accessing the on-board computer network 14. In step 320,
route maps are configured at the router 20 to provide network visibility.

[0020] Referring now to Fig. 4, a flow diagram illustrating the operation and
execution at the router 20 is provided. The router 20 employed, for example, is preferably a pre-
configured router. If the router 20 has not been pre-configured, it may be configured as seen
with reference to Fig. 3. A completed power cycle of the configured router 20 (with appropriate
operating system software) is commenced before communication operation at the router. In step

400, connection of the router 20 to the closed data network 32 of the avionic core architecture is
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15

20

25

configuration of a new client VPN network connection is
perfornmed with the system software. 25 The network
cHMELY 3814 i s sel ected fromthe icons presenPelUPHOYHel74
control panel at the client WO
20081039264PCT/ US2007/ 016174 device 12. In this exanple,
the "new connection w zard" option is selected fromthe
network connections. In step 210, a connect to the
r k ' LS e r i he AN t .
P £ st e oFPEBFREH b AT R AR Hlelbey 4P pqurer 20 i

co{érgégieﬁ lto 20)AING of DR Gt i Yortt SGhE %{(}M &at& RR0RAL 5? Ny I&gﬁ‘ YER a user

In step 230, a VPN server selection paraneter

deﬁﬁﬁi.ﬁ'bﬁ Fd@tthgPRee®ll fobthe B £ddr 88 bssHEMieq SviftOME NI @Bﬁ&'aﬂ%n for the

In particular, an I P address of the Ethernet port on t

routBt 8y 4l cli@idMck 128 184 Sink®fo thd foukerliBht déPick SorlidBibnti§ deed, then
the client device 12 for selection of the VPN server

in §te®UL®The A6stinkdfii TOPAP addrass Y diRe! YRk naylbe p‘éﬂ'ﬁlﬁne%‘kﬁmﬁﬁh selection of
advanced security paranmeters associated with the VP
Pr&Rftits @i the rdit@ IWOVPNAHefOseadion. NES e IstePRL00IEAVOC Bigh22, 3.) The process
[00191Referring now to Fig. 3, a flow diagramfor an
floexthemp tebur6Of stepUA0Bt IIDMhe @fient Aetibe 12 edhinettiodQo kise o0 ddd3@ot require
router 20, in this exanple, may be provided with routing
edinf} than én tthpt436 WPYPNt fonViPdhted 2@t cliday devded €2 Maniaten nafdrk 18 is
Net wor k Address Transl ati on (NAT) overl oad. The
estgolishedjUF ataxamplz| 4 oses 1D hed passtverd 188y boerestd bl the hliant YBMNce 12 to start
connection to maintain intranet connectivity to the
thec VPR rronukstion svith 2hearpaiteRlZ0. ([t step B, dheeorFBRYrd Peraiett?8egivertises a private
space) while also nmaintaining connectivity to the
TG/ WPprddrass dvpegh en Ethemetpettiof dg dpsed3iata hetwetke2.300r instance, the IP
configuration 15 of the VPN on router 20 should match
addiges aspqcigind witithsservep2&may bt adieaitised thrpeghsthe @oioRForeRirghitecture 26
2. In step 310, Fig. 3, configuration of the NAT pool is
viajhe PRt network 30tp gl chgsed daga pefwor Ixthepugh the ravtenprcket filter 34.
interface 32 of the airplane. This provides the ]
assiWtbnt of Reeringdp Rigdhesley diagrasndliysirating an exanaple of operation
an(ﬂevices 12 to. use when accessin%athe on- board comput er

gxsrptiqn atghe pliend fdeyicosbhis proyjged. pgstePai08, EbMtrgRIIakmgRY erstion at

ter 20 i de_netyork visibility, . o
OB 0T F LTS TR b = goprsiiicationpespipn with the on-board
s B RS P02 G888 i P SarB erver

I'S provi
A Le-Cony i, e outer.. 1f the. router 20.has
ool GLaRh e Rt B UEF B DS i lbEliat a8 %n boar

con router W ropriate operatfrng sys

526 Qb HORINS) cominGRTEBA SEi R  RemAULIXD1S iii?%eaoa%ﬁtddﬁ%é‘{%om the

the router. In step 25400, connection o router

podiNBoGiias B¢ tHalateP 85K ihd 20REr 3d8cAN Qghgatg GCP/1IP address for the on-
architecture is

board server 28 and network address translation to the internal network 10.

' j t | f.t
serfki i léﬁ{ege{gﬁng Slet'l%l}é:%ga(dd)?’ets% @g tglg rsrgjvcer a%%eﬁr?é@ﬁhro% tHe rguttere ?n(? In step

[0022] The foregoing description of the preferred embodiments of the invention
have been presented for purposes of illustration and description, and are not intended to be

exhaustive or to limit the invention the precise forms disclosed. The descriptions were selected



WD 20081039264PCT/ US2007/ 016174 perforned. For exanpl e,
connection of a physical Ethernet interface for the

r R WP/BRG!s connected to an Al M or | DN Et her Ret/Upp§pyo1¢i74
the cl osed data network 32. In step 410, a user
determines if editing is needed for the |IP address
associated wth the VPN connection for the router 20 and
client device 12. If a change to the router/client device

to GRANSKG aiP thel g':lgrié;‘ﬁésr(ﬁdthe 5RRRtch add 1hERadRA %@%cﬁion to enable others

destination | P address is edited.” This

skiled {10feRe thHeQUAzS HeShldnBon A vRIRPEMbb&meMI a‘xﬁ] %arrx&iétn% ifications
20 VPN client session. (See steps 200, 300, Figs. %

as ANRSUIEDGEBSp At Qiartube Borit@hp1ires. to step 400. |f the cI l ent
device 12 connection to the router 20 does not require
editing, then in step 430 a VPN fromrouter 20 to client
device 12 via internal network 18 is established. For
exanpl e, a user ID and password may be entered at the
client device 12 to start 10 the VPN connection with the
router 20. In step 440, the on-board server 28 advertises
a private TCP/I P address through an Ethernet port of the
cl osed data network 32. For instance, the |IP address
associated with the server 28 may be advertised through
the avionic core architecture 26 via the open data
network 30 to the closed data network 32 through the
router packet filter 34. [0021] Referring to Fig. 5, a
flow diagramillustrating an exanple of operation 15 and
execution at the client device 12 is provided. In step
500, an appropriate nmenu selection at the client device
12 may be perforned to initiate a comunicati on session
with the on-board server 28. As an exanple, a session nay
be started with an on-board mai ntenance server
application. The client device 12, in step 510, makes the
appropriate selection of the on-board server 28 by
selecting the TCP/IP address of the server as defined
through the router 20. In step 20 520, to begin a
conmuni cati on session, the client device 12 utilizes a
virtual address (fromthe pool provided by the router 20)
and the router 20 caches a private TCP/|I P address for the
onboard server 28 and network address translation to the
i nternal network 10. [0022] The foregoi ng description of
the preferred enbodi ments of the invention have been
presented for purposes of illustration and description,
and are not intended to be 25exhaustive or to limt- the
invention the precise forns disclosed. The descriptions
were selected WD 2008/ 039264PCT/ US2007/ 016174 to best
expl ain the principles of the invention and their
practical application to enable others skilled in the art
to best utilize the invention in various enbodi nents and
various nodifications as are suited to the particul ar use
cont enpl at ed.
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CLAI M5 What is clainmed is: 1. A nethod for establishing
connectivity between an off-board client device (12) and
an on-board conputer network (14) of an airplane (16)
conpri sing; 5connecting the off-board client device (12)
with a network for comunication and initiating, using
the of f-board client device, a conmmunication session with
an on-board server of the-air pLane creating a
virtual private network (22) for establishing

- communiYdutis dvmddést ween a router (20) and the off-board

client device (12): .and 10connecting the off-board client
devi ce (12)" wi &ngﬁd%’ﬁ“&b op ?’é“te‘ifigfyg“(’t?gﬂf ap, pEPRREL Hpr pvisme?)
via th er g%%r%%v i AL g tivity -
betmeﬁnd{zﬁgﬁﬁaﬁdent tEevi hrE(l%%?%gﬂ%%L@ﬁé&%ﬁg%grd conputer
net wor K ( 149mnesting the offthodid chine dsvRé nQrwiof « edrddnicl chidhdofd@ibn and
conprising establishing a conmmunication path between the

. router n@f@g;g, wingltha pif-bppid o¥enicledrecmmuolitipestsion wit @68)-bafd strizeof

onboard ‘conput er network 15 (14) of the airplane (16),
3. " The Y of claim2 wherein the avionic core

architectu ggg&%ggmgp {t%%%@%ﬁ%) %ﬁ%{&%h?%ﬁgt%ﬁ%‘%ﬁoﬁ b&ﬁ@# ; %ﬁg

a cl osed dat et wor € cofmuni ca

pat h i opst abbsshedihatuaen);ide router (20) «and the

cl osed data network (32). 4. The method of claim
3 whiker ei n kdecctigdisad-bdad dient dvisoflR) B 2) angbard Frevea@8)efiheaiplane
core 20 architecture(26), conprises at |east one of (a) an
i sol at &1 Heapwer (A8t el rnegiging pymeayonRevee Rasclipn detiop fighand the on-
nodul e, 5, The nmeth f claim3 further conprising

sendi naué(rjdactmgpupre%gg?c’gg%ﬁfrom t he router

2. The method of claim I further comprising establishing a communieation path

between the router {20) and an avionis core architecture (26) of the on-board computer network
15 (14) ofthe airplans (16),

3. : The method of clafm 2 wherein the avionio cors architeetute (26) comprises an
open data network (30) and a closed data network (32) and wine'rein the communication path is
established between the router (20) and the closed data network (32).

d. The method of ¢laim 3 WIaeﬁln'fha closed data.network (32) of the avionic core

20  architectors (26) comprises at least one off (a) an isolated data netwark and (b) an avionicls
interface module. '

5, The method of claim 3 further comprising sending data rectived from the souter
(20 a:t the closed data network (32) to the open data ﬁctwork (30) for communication with the

on-board server {28).

11




(20) at the closed data network (32) to the open data
network (50) for conmmunication with the on-board sewer
(28). 6. The method of claim1 wherein the network
Is at least of (a) an internal network (18); (b) the
Internet; (o) an airport network;..and(d) a factory

net wor k. 7. The nmethod of claim®6 wherein
the-internal netewRkkd bl AR MPEERE (08 1P EK PR GhickBGhetwork
client device (12) comunicates with the enterprise

net wor Ki8); 8Bthakernetieit) o elmot nebwan; sodd) adfctondnaliviv. 1- 7 wher ei n

the client _devj 1 X i nt ‘ ntrol unit d
At her  corrbr | s PGP 155Gy PE R AR GFETE R & SHrevg P o
to iInt %a&hamckpz}c_'aﬁm -a&%ﬂe&%ﬁaﬁﬁﬁm&é@ to perform

mai nt enance analysis functions or loading of software
while in cemmumpieCalhodns Wyt e th @R 8T RHele® i BleMOdetics 14)8s 2
- Method of claim1 wherein the network is an internal

net wor kuaifdr@jee gamdol 1@: fhrdfuttiverompsisingrilizizrig neormestsiralnnit to intéact
Et hernet interface of the router (20) to the internal.
net wor RA% thegr-boprd santer (@89 perfory mpipipnaticn aalygit HRchens pr lpadipy of sofiware

addr esg,of fhe i.nker ﬁ\ﬁ"% (18); connecting the
r_outer%(’%éli_ctfo1 ne on-_eo(g’r% H%g%wpog er network (14) of the
ai rplane; and ¢nhdoGl ot Rgmtihfheth fitlo UddvoRhd Moh@mAQEMRX Kig) and
associated.with the client device (12) and the 15 router
(20)0 wiitrther tdrerifii? @uddetios st Diptnetiinveldeefof timyduie2)rit ée irgeknal network
.network (18). 10. A system for establishing connectivity
bet weefl®an of f-board client device (12) and an on-board
conput er net kK _( f. ' ape. .(.16 e system
conpri si ngﬁm\g@y&gﬂé%@%&“g?&@b{ﬁ% %}g%’é‘é”%%”%‘g‘ 18_3’ni cate
Wi th the offndgaud dlel @)t tda¥bd@ cdmbiis nkiRbtd R 4Por kb Kbyl and
private network (22); .

» configuring the virtual private network associated with-the client deviee (12) and the

15 outer (20) wiih the IP address 6btained from the internal network (18).,
10. * A system for establishing oonnccti\‘rity_ between an off-board client device (12)
and an on-bosrd computer network (14) of an airplane (16), the system comprising:
a rou't;ar (20) adapted to communicase with the off-board client device (12) through &
virtual private network (22); -
20 © gaid off-board client device (12) adapted tc; i,niﬁgta a cormmunicate session with an on-
board server of the airplane and for communicating with a network; an_ni
said off-board clent device adapted to connect with en on-Board server (28) of the
airplane (16) via the router (20) while meinteining connectivity between the off-board client

devics (12) and the on-boerd computer network,

12




20said off-board client device (12) adapted to initiate a
communi cate session with an on- board server of the

ai rplane and for communicating with a network; and

said of f-board client device adapt ed to connect with an
on- board server' (28) of the airplane (16) via the router
(20) while maintaining connectivity bet ween the off-board
client deviice {rt2)steand chte1000HB0RM 60 MRRRiABE WaY Kesblished
11. The system of claim 10 further conprising a -
conmunieEsen tproura () aedaviatit forshieidicdint (3@ efhotonboaedrutuster {eR0K (14)

and avi &nl c codié architecture (20 of the on-board.
corrputef (14) of the airplane (14 12.
The systemyof gl aidh Idaer GlRin G Ay QR

architecture (14§§Jscorrpcr| ses an. %wmncc lgta%m%gci“mgd’)kcm?%’)”n

andsa @kohededeak B0NBE Wbk t(aﬁa&tw@@(h)\&ﬁﬁm@teﬁ thel¥8mmunication path i
conmuni cation path is established between the router (20)

and th@tmlﬁéweddiﬁomfwe@g@)idataltstwiﬁhmsyst em of claim

12 wherein_the_cl osed g%ba network (32 the avionic
core archi Pect 4P &% 45¢ thr‘%‘%g‘eﬂ?seqdé §ftw‘§’ﬁé°‘2b‘ffﬂ!€a‘)‘°“§ﬁ°m

moau &AL ‘E@Q&F Tk B R T SR

dat a ngkwed ddfs2) sends data received fromthe router-
(20) to the open data network (30)'for caomruni cation with
t hellon- boaltd sEe weter (283 123G Fhvde égﬁslt@tﬁnmoﬂc@@l sendslBta received
wherein the network is at | east : (a) an internal
net wor o eputer (39 Wtﬂﬁé’l"’l“ﬂ?‘%’i‘%fk /(3 ﬂé @7 coa*ﬁmla?a?w& tisep-prsrdigerver
and ( b)a factory network. 1516. The system of claim 15
wherein‘the internal network (18) is an enterprise

net wor k 15, The system of claim 10 wherein the network is at least one of: (2) an {nternal
network (18); (b) the Imeme.tj‘(c) an 'p'i:port newwork; and (d) a faétory network.

15 16, The system of claim 15 wherein the intestial networlc (18) is an enterprise network

© andthe client device (12) communiestes with the enterprise metwork.

17.  The system of claim 16 wherein the client device (12) is & maintenance control
unit adapted to inferact with the on-board server (28) 1o perform maintendnce analysis functlons
or loading of software while in communication with the enterprise nebwork.

20 18, The system of claim 10 wherein the network is an internal ne.two_.rk (18) and an
Bthernet interface of the router {20} is connected to the internal network (18) and an Internet
Protocol (1P) address is obtained from the intersal network (18),

19, The system of claim 18 wherein th.s fouter (20) iz connected to the on-board

cornputer network (14) of the abplane (16) and the virinal private network (22) associated with

13



and the client device (12) conmunicates with the
enterprise network. " 17, The systemof claim 16 wherein
the client device (12) is a nmintenance control unit
adapted to interact with the on-board server (2& to.

per f orm mai nt enance anal ysis functions or |oading O
software while in conmunication with the enterprise

net wor k. 2018, The system of claim 10 wherein the network
is an hatlenriaticer{sd wortke 18 j20indnigoreEtshe e 62 addngs@bifing &od e
the router é % IS connected to the internal network (18)
and an™FRESrHYE B ot ocol (I P) address is obtained from
the internal network (18), 19. The system of claim
18 wherein the router (20) is connected to the on-board
conputer network (14) of the airplane (16) and the
virtual private network (22) associated with the client
device (12) and the router (20) is configured using the

| P address obtained fromthe internal network (18).

14



