
WO 2008/039264PCT/US2007/016174 ROUTER FOR ESTABLISHING
CONNECTIVITY BETWEEN A CLIENT DEVICE AND ON-BOARD SYSTEMS
OF AN AIRPLANE 5 BACKGROUND 100011Modem aircraft employ
various on-board computer systems for performing a wide
variety of operations such as avionics, maintenance
functions and the like. 10 On-board networks for many
airplanes use private re-usable transmission control
protocol/internet protocol (TCP/IP) addresses. These
TCP/IP addresses (such as Request for Comment (RFC)
1917/1918) may not be routable in many internal
enterprise computing networks. Additionally, on-board
maintenance servers for certain aircraft networks (such
as those utilizing an X-windows platform) may require the
same source TCP/IP address to be 15 retained throughout a
network connectivity session. Disadvantageously, this
precludes the ability to support Network Address
Translation (NAT) since NAT requires changes to TCP/IP
addresses during translation. [0002]Moreover, the
physical architecture for many airplane on-board computer
systems has limits to the number of physical Ethernet
ports that may be used for network 20  connectivity.
Further, in certain circumstances, each airplane is
addressed with identical private TCP/IP addresses. Thus,
this does not allow for a scalable, repeatable network
design that provides connectivity to multiple airplanes,
for example, in a factory or flight-test environment. Due
to these limits in the physical architecture, a
maintenance control unit (such as one implemented in a
personal computer) may not be able to communicate with an
airplane on-board 



25 maintenance server while also having connectivity with
a separate secure internal network, such as the
enterprise network for the airplane manufacturer. A
communication method and system is needed which may solve
one or more problems in existing airplane communication
networks. SUMMARY  WO 2008/039264PCT/US2007/016174
[0003]A system and method are provided for establishing
connectivity between a client device and an on-board
computer network of an airplane. A client device is
connected for communication with a network such as an
intranet. A virtual private network is created and
establishes communication between a router and the client
device. A communication path is 5 established between the
router and a closed data network of the avionic core
architecture associated with the airplane. The client
device is connected with an on-board server of the
airplane via the router while maintaining connectivity
between the client device and the network. BRIEF
DESCRIPTION OF THE DRAWINGS [0004]Fig. 1 depicts a system
diagram utilizing a router for providing a client 10
device with connectivity to an airplane on-board computer
network. [0005]Fig. 2 is a flow diagram for configuration
of a client device. 



[0006]Fig. 3 is a flow diagram for configuration of a
router device. [0007]Fig. 4 is a flow diagram
illustrating operation and execution at the router
device. 15100081Fig. 5 is a flow diagram illustrating
operation and execution at the client device. DETAILED
DESCRIPTION [0009]A system and method for establishing
connectivity between a client device      and an on-board
computer network of an airplane are provided. A client
device is connected for 20 communication with a network
such as an enterprise network associated with the
airplane. A virtual private network (VPN) is created and
establishes communication between a router and the client
device. A communication path is established between the
router and a closed data network of the avionic core
architecture associated with the airplane. The client
device is connected with      an on-board server of the
airplane via the router while maintaining connectivity
between the 25client device and the internal network. The
network, for instance, may be an internal network  



WO 20081039264PCT/US2007/016174 such as an intranet;
however, client connectivity may also be achieved with
external networks such as the Internet, an airport
network, a factory network or any other communication
network.       100101 A configuration procedure is
applied to the router to allow connectivity of the client
device with the airplane on-board computer network as
well as with the secure internal 5 network. An Ethernet
interface of the router is connected to the internal
network and an Internet Protocol (IP) address of the
internal network is identified. The router is then
connected to the on-board computer network of the
airplane. The virtual private network associated with the
client device and the router is configured with the IP
address obtained from the internal network. The system,
for example, may employ a communication application based
on X-windows 10 protocol such that source and destination
TCP/IP addresses are maintained during the connection.
The configuration allows the router to establish a VPN
connection to maintain client connectivity with the
internal network and NAT (to private TCP/IP addresses)
while also being connected to the on-board computer
network of the airplane. 100111In addition to creating a
virtual private network between the router and the
15client device, a communication path is established
between the router (on the airplane side) and the avionic
core architecture of the on-board computer network of the
airplane. In this example, the avionic core architecture
includes an open data network and a closed data network
(such as an isolated data network (IDN) having an
avionics interface module (AIM)). The communication path
is established between the router and the closed data
network. Data 20 received from the router at the closed
data network is sent to the open data network for
communication with the on-board server at the airplane.
The client device may for example be a maintenance
control unit that is used to interact with the on-board
server (such as a maintenance server) to perform
maintenance analysis functions or to load software to the
on-board computer network. These operations are performed
by the maintenance control unit communicating with  WO
20081039264PCT/US2007/016174 the airplane avionic core
architecture via the router while also simultaneously
being in communication with the secure internal
enterprising network. [0012]As provided herein, the use
of the configured router allows the client 



device to terminate a client VPN tunnel to the router,
then a point-to-point protocol (PPP) tunnel 5  is
established to the closed data network which allows the
source TCP/IP address (on the airplane side) to be
maintained for the connectivity session. The router may,
for example, be operable in the Dynamic Host
Configuration Protocol (DHCP) or static TCP/IP addressed
environments. As an example, multiple routers may be
connected to multiple airplanes in factory/flight
line/maintenance/modification or upgrade environments.
The client device is 10 configured to allow it to
terminate a client VPN connection on the router. In one
example, the client device may be a Windows XP-based
device and the router may selectively be configured to
run advanced services IP Internet Operating System (105)
software. The router is also configured as a VPN server
to terminate VPN client connections as well as forward
client data packets to the on-board computer network.
15[0013]Referring now to Fig. 1, system 10 is shown for
providing connectivity between client device 12 and
on-board computer network 14 of airplane 16. Client
device 12 is also in communication with network 18, such
as an internal network. Internal network 18 may
selectively be any intranet, such as, for example, an
enterprise network and, in particular, an enterprise
network relating to the manufacture, maintenance or
operation of the airplane 16. 20 Alternatively, network
18 may be an external network such as the Internet, an
airport network, a factory network or any other
communication network. Router 20 is operably adapted to
communicate with the client device 12 over a virtual
private network (VPN) 22. A communication path 24 is
established between the router 20 and avionic core
architecture 26 of the on-board computer network 14 of
the airplane 16. The client device 12 is able to be 



25 connected to and communicate with an on-board server
28 of the on-board computer network 14  WO
20081039264PCT/US2007/016174 via the router while
connectivity is also maintained between the client device
and the internal network 18. 100141As seen in Fig. 1, the
avionic core architecture 26 of the on-board computer
network 26, in this example, includes open data network
30 and closed data network 5 32. The open data network 30
and the closed data network 32 are two physical networks
of the avionic core architecture 26. The open data
network 30, in this example, may be implemented on a
network device that provides port-based virtual local
area networks (VLANs) supporting Open Systems
Interconnection (OSI) layer 2 switch functions between
ports. The open data network 30, in this example, may
also provide OSI layer 3 routing functions between the 10
VLANs. The open data network 30 may provide a number of
individual software-configurable networks with policy
routing between them. The closed data network 32 may, for
example, include an isolated data network (IDN) having an
avionics interface module (AIM). The IDN is implemented
on a network device (separate from the open data network)
and supports OSI layer 2 switch functions for all ports.
The IDN may include a boundary router providing
functionality 15 for OSI layer 3 routing and policy
enforcement (e.g., firewall) for data transferred between
the open data network and the closed data network. The
AIM, for example, may provide the network functionality
that implements the IDN, an IDN boundary router or an
avionics gateway. Management of network devices for AIM
may be provided by means of data loadable software and
configuration files. 20100151The open data network 30 is
coupled with the on-board server 28. The on- board server
may, for example, be any computer-based server that
operates as part of the airplane on-board computer
network and communicates with an external client device.
For instance, the on-board server 28 may selectively be a
maintenance server that interacts via the avionic core 



architecture 26 and the router 20 with the client device
12. The client device 12 may, for 25 example, be a
personal computer or any computer-based device that
communicates with the on-  WO
20081039264PCT/US2007/016174 board server. For instance,
the client device may selectively be employed as a
maintenance control unit that interacts with the on-board
server to perform maintenance analysis functions or to
download software to the on-board computer network 14
while also maintaining communication with the secure
internal network 18. In this example, the maintenance
control 5 unit may be a computing device (such as a
personal computer or laptop device) used to diagnose,
repair, and test airplane systems. The maintenance
control unit may be used in a line maintenance
environment and may alternatively be used in base
maintenance. Connectivity to the on-board computer
network 14 may be performed with the maintenance control
unit in a wired or wireless mode. 10[0016]The client
device 12 communicates with the router 20 over the VPN
22. A communication path 24 is also established between
the router 20 and the closed data network 32 of the
avionic core architecture 26. Data received from the
router 20 at the closed data network 32 is sent to the
open data network 30 for communication with the on-board
server 14. Packet filter 34 is employed in filtering and
sending data from the closed data network 32 to the 15
open data network 30. The packet filter 34 is an OSI
layer 3 routing device, statically configured, and
capable of filtering inbound traffic on either the open
data network or closed data network interfaces 30, 32. As
seen in Fig. 1, Ethernet gateway module (EGM) 36 is
implemented on the open data network 30, and provides the
physical ports to on-board connections 38 such as
connections with various network applications or devices
of the on-board 20  computer network 14. For instance,
wireless interface devices, satellite connections or
other devices or network applications may be connected
with the open data network 30 through EGM 36. The EGM 36,
for example, may be a core network module in a dedicated
slot. The EGM 36 may provide routing for airplane
information networking. The EGM 36 may also provide
transport services to off-board network interfaces for
devices attached to the open data network  WO
20081039264PCT/US2007/016174 30 and devices in other
networks on the airplane. The EGM 36 may allocate ports
for VLANs and route data between VLANs. 



100171To provide connectivity of the client device 12
with the on-board computer network 14 while also
maintaining communication with the secure internal
network 5  18, a configuration procedure is provided to
the router 20. Initially, the router 20 is powered on
with no router interfaces connected to the closed data
network 32 or other networks. The router 20 fully
activates before physically connecting with the avionic
core architecture 32. An Ethernet interface of the router
20 is connected to the internal network 18 and an
Internet Protocol (IP) address is obtained from the
internal network. The router 20 is connected to the 10
on-board computer network 14 at the closed data network
32. The VPN 22 associated with the client device 12 and
the router 20 is configured using the IP address obtained
from the internal network 18. The client device 12 may,
for example, be a personal computer or laptop computer
running software supporting TCP/IP based services for
file transfer protocol (FTP), e-mail, hypertext transfer
protocol (HTTP) or the like for communication with the
internal network 18 15 and the on-board computer network
14. [00181Referring now to Fig. 2, a flow diagram for a
configuration procedure for the client device 12 is
shown. The client device 12, for example, may run on
operating system software such as Windows XP Professional
software provided by Microsoft Corporation. The
configuration is performed by user operation with user
interface devices (e.g. mouse, keypad, 20 display screen)
at the client device for interaction with the system
software. The configuration of the client device 12
allows the client device to establish a VPN connection
with the router 20 (that is also used for routing
purposes) and to maintain connectivity with the internal
network 18 while also having connectivity with the
airplane on-board computer network 14. In step 200, 



configuration of a new client VPN network connection is
performed with the system software. 25 The network
connections is selected from the icons presented in the
control panel at the client  WO
20081039264PCT/US2007/016174  device 12. In this example,
the "new connection wizard" option is selected from the
network connections. In step 210, a connect to the
network option is selected from the connection types
presented at the client device 12. A VPN connection (to
router 20) is selected for the network connection in step
220. In step 230, a VPN server selection parameter is
provided as part of the  5 client device configuration.
In particular, an IP address of the Ethernet port on the
internal network 18 side for the router 20 is inputted at
the client device 12 for selection of the VPN server
(router 20 functions as a VPN server). In step 240,
advanced security parameters associated with the VPN
connection are configured at the client device 12.
[00191Referring now to Fig. 3, a flow diagram for an
example configuration of 10 the router 20 is shown. The
router 20, in this example, may be provided with routing
software that supports VPN client device termination and
Network Address Translation (NAT) overload. The
configuration allows the router 20 to establish a VPN
connection to maintain intranet connectivity to the
client device 12 and NAT (to private TCP/IP address
space) while also maintaining connectivity to the
airplane avionic core architecture 32. In step 300,
configuration  15 of the VPN on router 20 should match
the client VPN set-up as defined in steps 200-230, Fig.
2. In step 310, Fig. 3, configuration of the NAT pool is
performed, in particular, to the closed data network
interface 32 of the airplane. This provides the
assignment of virtual addresses to one or more client
devices 12 to use when accessing the on-board computer
network 14. In step 320, route maps are configured at the
router 20 to provide network visibility.
2010020]Referring now to Fig. 4, a flow diagram
illustrating the operation and execution at the router 20
is provided. The router 20 employed, for example, is
preferably a pre-configured router. If the router 20 has
not been pre-configured, it may be configured as seen
with reference to Fig. 3. A completed power cycle of the
configured router 20 (with appropriate operating system
software) is commenced before communication operation at
the router. In step 25400, connection of the router 20 to
the closed data network 32 of the avionic core
architecture is  



WO 20081039264PCT/US2007/016174 performed. For example,
connection of a physical Ethernet interface for the
router 20 is connected to an AIM or IDN Ethernet port of
the closed data network 32. In step 410, a user
determines if editing is needed for the IP address
associated with the VPN connection for the router 20 and
client device 12. If a change to the router/client device
connection is desired, then 5  in step 420 the
destination TCP/IP address is edited. This may be
performed through selection of properties on the router
20 VPN client session. (See steps 200, 300, Figs. 2, 3.)
The process flow then returns to step 400. If the client
device 12 connection to the router 20 does not require
editing, then in step 430 a VPN from router 20 to client
device 12 via internal network 18 is established. For
example, a user ID and password may be entered at the
client device 12 to start 10 the VPN connection with the
router 20. In step 440, the on-board server 28 advertises
a private TCP/IP address through an Ethernet port of the
closed data network 32. For instance, the IP address
associated with the server 28 may be advertised through
the avionic core architecture 26 via the open data
network 30 to the closed data network 32 through the
router packet filter 34. [0021]Referring to Fig. 5, a
flow diagram illustrating an example of operation 15  and
execution at the client device 12 is provided. In step
500, an appropriate menu selection at the client device
12 may be performed to initiate a communication session
with the on-board server 28. As an example, a session may
be started with an on-board maintenance server
application. The client device 12, in step 510, makes the
appropriate selection of the on-board server 28 by
selecting the TCP/IP address of the server as defined
through the router 20. In step 20  520, to begin a
communication session, the client device 12 utilizes a
virtual address (from the pool provided by the router 20)
and the router 20 caches a private TCP/IP address for the
onboard server 28 and network address translation to the
internal network 10. [0022]The foregoing description of
the preferred embodiments of the invention      have been
presented for purposes of illustration and description,
and are not intended to be 25exhaustive or to limit the
invention the precise forms disclosed. The descriptions
were selected  WO 2008/039264PCT/US2007/016174 to best
explain the principles of the invention and their
practical application to enable others skilled in the art
to best utilize the invention in various embodiments and
various modifications as are suited to the particular use
contemplated.  



CLAIMS What is claimed is: 1.A method for establishing
connectivity between an off-board client device (12) and
an on-board computer network (14) of an airplane (16)
comprising; 5connecting the off-board client device (12)
with a network for communication and  initiating, using
the off-board client device, a communication session with
an on-board server of the airplane;      creating a
virtual private network (22) for establishing
communication between a router (20) and the off-board
client device (12); and 10connecting the off-board client
device (12) with an on-board server (28) of the airplane
via the router (20) while maintaining connectivity
between the client device (12) and the onboard computer
network (14),         2. The method of claim 1 further
comprising establishing a communication path between the
router (20) and an avionic core architecture (26) of the
onboard computer network 15 (14) of the airplane (16),
3. The method of claim 2 wherein the avionic core
architecture (26) comprises an open data network (30) and
a closed data network (32) and wherein the communication
path is established between the router (20) and the
closed data network (32).          4. The method of claim
3 wherein the closed data network (32) of the avionic
core 20 architecture(26) comprises at least one of (a) an
isolated data network and (b) an avionics interface
module. 5,The method of claim 3 further comprising
sending data received from the router 



(20) at the closed data network (32) to the open data
network (50) for communication with the on-board sewer
(28).        6. The method of claim 1 wherein the network
Is at least of (a) an internal network (18); (b) the
Internet; (o) an airport network; .and(d) a factory
network.       7. The method of claim 6 wherein
the-internal network is an enterprise network and the
client device (12) communicates with the enterprise
network. 58.The method of any one of claims 1-7 wherein
the client device (12) Is a maintenance control unit and
Anther comprising utilizing the maintenance control unit
to interact with the on-board server (28) to perform
maintenance analysis functions or loading of software
while in communication with the enterprise network. The
Method of claim 1 wherein the network is an internal
network (13) and 10 farther comprising connects an
Ethernet interface of the router (20) to the internal.
network (13); identifying an Internet Protocol (IP)
address of the internal network (18);      connecting the
router (20) to the on-board computer network (14) of the
airplane; and configuring the virtual private aetwork
associated with the client device (12) and the 15 router
(20) with the IP address obtained from the internal
network (18). 10.A system for establishing connectivity
between an off-board client device (12) and an on-board
computer network (14) of an airplane (16), the system
comprising:       a router (20) adapted to communicate
with the off-board client device (12) tough a virtual
private network (22); 



20said off-board client device (12) adapted to initiate a
communicate session with an on- board server of the
airplane and for communicating with a network; and
said off-board client device adapted to connect with an
on-board server (28) of the airplane (16) via the router
(20) while maintaining connectivity between the off-board
client device (12) and the on-board computer network "
11. The system of claim 10 further comprising a
communication path established between the router (20)
and avionic core architecture (20 of the on-board.
computer network (14) of the airplane (14          12.
The system of claim 11 wherein the avionic core
architecture (14) comprises an 5 open data network (30)
and a closed data network (32) and wherein the
communication path is established between the router (20)
and the closed data network (32). 13,The system of claim
12 wherein the closed data network (32) of the avionic
core architecture (14) comprises at least one of (a) an
isolated data network and (b) an avionics interface
module, 1014.The system of- claim 12 wherein the closed
data network (32) sends data received from the router
(20) to the open data network (30)'for communication with
the on-board server (28). 15.The system of claim 10
wherein the network is at least one of: (a) an internal
network (18); (b) the Internet' (e) an airport network;
and (d) a factory network. 1516.The system of claim 15
wherein the internal network (18) is an enterprise
network 



and the client device (12) communicates with the
enterprise network. " 17,The system of claim 16 wherein
the client device (12) is a maintenance control unit
adapted to interact with the on-board server (2&) to
perform maintenance analysis functions or loading Of
software while in communication with the enterprise
network. 2018,The system of claim 10 wherein the network
is an internal network (18) and an Ethernet interface of
the router (20) is connected to the internal network (18)
and an Internet Protocol (IP) address is obtained from
the internal network (18),      19. The system of claim
18 wherein the router (20) is connected to the on-board
computer network (14) of the airplane (16) and the
virtual private network (22) associated with  the client
device (12) and the router (20) is configured using the
IP address obtained from the internal network (18). 


