DESCRI PTI ON RELAY SERVER AND RELAY COVMMUNI CATI ON SYSTEM 5 TECHNI CAL
FI ELD [ 0001] The present invention relates mainly to a relay server
t hat enabl es communi cation to be perfornmed between apparatuses
connected to different LANs (Local Area Networks). 10 BACKGROUND ART
[ 0002] Conventionally, a comrunication technology called a virtual
private network (Virtual Private hbtmork VPN) has been known, which
all ows comruni cation to be perforned betmeen LANs installed in
physical ly distant places. Patent Dgeunepridnshows an exanple in
which a relay server, a conmunication termnal, and the |like, are 15

connected to each QELQY%EEWE LANDIREANY dOBMUNRIATTOR I Gl Y

di stant pl aces. use of t e VPN, a comrunication termnal is able
to transmt a packet to a comunication term nal connected to another
LAN. More specifically, a packet transmtted by a communi cation
termnal is firstly sent to a relay server belonging to a LAN that
the communi cation termnal belongs to. This relay server transmts

(f orwards) O via Internet, to a relay server bel ongi ng
toal Fgaﬁgﬂgéiﬁ%ﬁﬁi%on conmuni cation term nal belongs to. The
relay serv recejives the packet, and transnlts (forwards) the packet
to the des&oﬂé\h gﬁlecd’t’%‘i’ﬁﬁﬂ‘i CHYFRIONt &platen amaiglpofa] a LYo fseres cnables
enabl es another LAN located in a distant place to be used as if it is
a di rect | ycupRHRE N tAdensFiRmedbereRNRRAISCOLVERTS! PdiEkurenbbAdNENPs:]

[ 0004] Patent Docunent 1: Japanese Patent Application Laid-Open No.
2010- 268314rea Networks).

10 BACKGROUND ART
[0002] Conventionally, a communication technology called a virtual private network
(Virtual Private Network, VPN) has been known, which allows communication to be
performed between LANs installed in physically distant places. Patent Document 1
shows an example in which a relay server, a communication terminal, and the like, are

15  connected to each of a plurality of LANSs installed in physically distant places. With use
of the VPN, a communication terminal is able to transmit a packet to a communication
terminal connected to another LAN. More specifically, a packet transmitted by a
communication terminal is firstly sent to a relay server belonging to a LAN that the
communication terminal belongs to. This relay server transmits (forwards) the packet,

20  via Internet, to a relay server belonging to a LAN that a destination communication
terminal belongs to. The relay server receives the packet, and transmits (forwards) the
packet to the destination communication terminal.
[0003] Use of the VPN enables another LAN located in a distant place to be used as if
it is a directly-connected network.
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5 SUMVARY OF THE | NVENTI ON PROBLEMS TO BE SOLVED BY THE | NVENTI ON
[0005] In a LAN, not only the above-descri bed VPN comuni cati on but

al so communi cation using no VPN is often perforned. In such a case, a
packet is firstly transmtted not to a relay server but to an
apparatus (for exanple, a router) that functions 10as a default
gateway. The apparatus that functions as a default gateway forwards
the received packet in accordance with a destination of the packet.

[ 0006] ThupRrIOR-ARTaEROMENOMGUNi cation with use of the VPN, it is
necessary that a relay server is designated as a primary destination

of a packepaTdRA hbocyMaRg<of communi cation w thout use of the VPN,
it is necessary that an apparatus that functions as 15 a default

gat eway | S{(ﬁ)%ﬁ] 9" S PR ufeht 1' a%eé%qsattén@m;p?ﬁ t@ﬁ Laaicpé&ﬁr?ﬁb 5803 8¥3%2

purpose, it is necessary to preset a gate eln ch a fina
destination of a packet and a primary destination of the packet are
associ ated with each other. [0007] However, in many cases, it is not

i ougr ¢ hUVRYARY PEVITE S3VEREEORES o Tinc gat suay 1 bl 6 20nceds to
pe updat ed, gaH AT BY 0L VEB By TR fNVENERSY! T 1 @ conplicated

process.

[0005] In a LAN, not only the above-described VPN communication but also
communication using no VPN is often performed. In such a case, a packet is firstly
transmitted not to a relay server but to an apparatus (for example, a router) that functions
10 as a default gateway. The apparatus that functions as a default gateway forwards the
received packet in accordance with a destination of the packet.
[0006] Thus, in a case of communication with use of the VPN, it is necessary that a
relay server is designated as a primary destination of a packet, and in a case of
communication without use of the VPN, it is necessary that an apparatus that functions as
15  adefault gateway is designated as a primary destination of a packet. For this purpose, it
is necessary to preset a gateway table in which a final destination of a packet and a
primary destination of the packet are associated with each other.
[0007] However, in many cases, it is not until a VPN is built that an address of a
communication partner through the VPN is revealed. Therefore, the gateway table
20 needs to be updated each time a VPN is built, which results in a complicated process.
[0008] The present invention has been made in view of the circumstances described
above, and a primary object of the present invention is to provide a relay server that
allows elimination of a process for updating a gateway table which otherwise should be
performed each time a VPN is built.

25 MEANS FOR SOLVING THE PROBLEMS AND EFFECTS THEREOF



[ 0008] The present invention has been made in view of the

ci rcunst ances descri bed above, and a primary object of the present
invention is to provide a relay server that allows elimnation of a
process for updating a gateway table which otherw se should be
performed each time a VPN is built. 25 MEANS FOR SOLVI NG THE PROBLEMS
AND EFFECTS THEREOF 3 [0009] Problenms to be solved by the present

i nvention are as descri bed above, and next, neans for solving the

probl ems apodoef f eedberhi@recolywdiby thepeest inveadon §@03 Qbdchibad hbdve! and next,
aspect of the present invention, a relay server having the follow ng

conf i gur at in@shsi for SI1OME; dRGrodIBRs a8l BifedEMERL T WEheldgsrigty, addr ess.
filter information 5 storage part, a virtual address registration

i nf or mat i opo3HPr age; AL bpels ¥F i T?@@%%ﬁﬁo@%s} eril{afvg{é{@%ilﬂﬁowing

storage part, and a control part. e address filter 1 nfor

t : i i b .
o ot ele Dokl BRRED 8 s ko 0904 "BLGOAEL, BNEESSy20 SRR o

ocat e

CaN and ¢ o Giekiritne HEA)a RS CleRRGT i 0Baish iP el B R oy laress
obj oot devi S Aol ST e )7 adoBR! DT The 4 Siiceirommation

is able to forward a gfcket. Theéx}rtu&% addr ess rggistratipn

i nf or mat i offOSEDPAGE PRt IET SPUEEARLHAIEES M Secand gyitisg @bisat addrgss, the
virtual address and that does not overlap in the first LAN. The
virtual adBEESHAE SPiRNAddress heperardsselor HFbrqwing odicet ¢ayigerthat is located
rel ati onship of assignment of the virtual 15 address to the second
routing objettirgdefNsand tphwhichnthe gklapserver inaklei tosforwardfd padket, gbie isegpnd
obj ect address to the second relay server and receives the second

rout i n objoating abitbct eddressobring en sddend of el wyomewerting arbjece steailot its vsicla a
routi ng session between the relay sewer and the second relay server.
The cont r odecpad telas sirgarslotdted Wi n tsealndaldiNes sibteotot foew srd copatken Ut grirtual
obj ect address and stores the rel ationship of the assignnent into the
virtual 20Oacackes asgisesiinghf@niationf woapd pen $éres agedasdst thddpieNegistered as a
recepti on of a packet whose destination is the first routing object
address framubiheddrost afd (BASEb&Nnott BN Ghe Faklt UaS.er $he Qif8 address
virtual address assignnment information storage part and converts a

source addi@esneht IAGnRa6K QtorhgY Part HBrédithe ':'élhti&ﬁ%?ﬁf?s@i%@&?ﬂi@% 49 iftGal

second routing object address, and forwards the pa Irst

o, SR el L SR D20 o
routing Ob&ﬁ&& address to the second relay server and receives the second routing object address
from the second relay server, and establishes a routing session between the relay server

and the second relay server. The control part assigns the virtual address to the second

routing object address and stores the relationship of the assignment into the virtual

20 address assignment information storage part. Upon reception of a packet whose
destination is the first routing object address from the routing session, the contro! part

refers to the virtual address assignment information storage part and converts a source

address of the packet into the virtual address assigned to the second routing object address,

and forwards the packet to the first routing object device that is the destination. Upon

25  reception of a packet whose destination is the virtual address from the first routing object



device, the control part refers to the virtual address assignment
information storage part and converts a destination address of the
packet into the second routing object address having the virtual
address assigned thereto, and forwards the packet to the routing
session. [0011] Accordingly, by in advance associating the virtual
address with the address of 5 the relay server in a gateway table in
whi ch a destination address is associated with a gateway address,
setting of déhe, gat @nayl babhefesan the vetualthdiatRhssiphvhedt iBRMMENSH Qﬁﬁlgb)part
shoul d be perforned each time a VPN is built. [0012]In the relay

server, itaidciiveftehalkendidatadwhsl BE theOpachR@l intP eGSR ﬂﬁuh@ %bjé'cf wﬁtéss
address assigned to the second routing object address at a

the routi ng;$&smiQiniad aé&ﬁe&'a%ﬁ ecﬁ&%ﬂ) hl%i ﬁﬁvﬁﬁ@ b pakR4 13 he routing session.
Accordingly, in a case of building and perfonning

comuni Cat s]sf OACC%F(?‘H%}%%\/%&F&&\’&HQ& béoggtgfgsﬁl% Audi %d&%sﬁﬁhqge Lé‘l:g’ess of

vi rtual at a en the rout ession i s di sconnect

f t .Thi

pfgvgn&azc@ﬁgrg H S, A SR SOkl e o
th nb f bl t ual d t.h

for o part RGN ?%33%53 HAE 9B 'gﬁtr:%wé‘bﬂ% o Bt lwma;%c?ﬁwﬁau Piggetally

so as not to gﬁ asslg 8éhe VIrtu ddr ss at a ti me when the routing

sessi on i sSHAMERHRRE e%ﬁﬁgﬂ%p 4ttt he need for assigning a

virtual address each time a VPN is built, which results in an
efficient FUO4ALtilaribe Feleneervely Bigmpiierablohalovhstherserigs to He-agsisn the virtual
address is not de-assigned, the comunication can be 20 perfornmed

al ways usi adiress@ssigned tq e seaondaguiing ebieqtiddresnst adfimpvhey theapalifemssgion is
of the comunication, and the Iike. [0014]In the relay server, it is
prefeerIedﬁﬁamEWﬁéﬁhﬁﬁﬁﬂQ assign the virtual address to the second
routi ng obj ect address and perform conmuni cati on by using the virtual
addr ess or [(0d3perdAaomicgiynunm caeicdrpulyingsi WENt dvel mefoonchy @utimgcation, for
obj ect address is 25settable. 5 [0015] This achieves flexible

comuni cat exxmilasetingnis natsves ks ndd-1s9igaend sirtuhhaldsésatatis tife wiseh e réliig
address, and the like. [0016]In the relay server, it is preferable

that whet hegssibg iP afsteHrdc e T Al Fatncd Withywhich aUSPRUs 16 fdgbMB/ built.  This
address or to perforn1connun|cat|on by using the second routing
obj ect Sadedifseving oeQlpaBbh 8f b AriRAGHIrER! AYd S8Y MBVent a decrease in the number of
15  assignable virtual addresses. On the other hand, for a partner with which a VPN is
frequently built, setting is made so as not to de-assign the virtual address at a time when
the routing session is disconnected. This eliminates the need for assigning a virtual
address each time a VPN is built, which results in an efficient reduction in the throughput.
Moreover, since the virtual address is not de-assigned, the communication can be
20 performed always using the same virtual address. This can simplify management of the
communication, and the Iike.
[0014] In the relay server, it is preferable that whether to assign the virtual address to
the second routing object address and perform communication by using the virtual

address or to perform communication by using the second routing object address is

25  settable.



[0017] Accordingly, in a case of building a VPN and perform ng
comuni cation, for exanple, an actual address is used only for a
partner with which a VPN is frequently built. This enabl es

comuni cation to be performed by using the sane address even when the
routing session is disconnected, still wth prevention of occupation
of the virtual 10address. [0018] In a second aspect of the present

i nvention, a relay comuni cati on system having the foll ow ng

conf i gur atfio0ns] s Thiovtldedes M&dbleetcmymadnation bakd aoh ayisioginannehf@ss,athe
plurality of relay servers including a first relay server and a
second r el ayusef ¥elof tiadidedss.ent tiieeliis. nal s. The client termnals
belong to the relay servers. The first relay 15 server located in a

first LAN jop¢bludes e MIAY SH-Qd#PitiiH bREASLL AatSEHIRRI G0 RRFbrm RBmARMIBEEN by
filter informati on storage part, a virtual address registration

i nf ounat i of; | | [ I :
Ofki %4 e 3UFualP %&éresslaor\ég ?}%ﬂf@gﬂ] @aﬁ&ﬁﬁﬁa@tﬁ?‘b}?%gihe s@é&{d%ﬁﬁ%%bj ect

storage part, and a contro e VPN group mati on stor

part storeg;{Qutd g}gaﬁggﬁr&%ﬁ;&% Qﬁ}e?ngi ng to the same VPN group, the
group nade up o

VPN group being a he routing apparatuses, the

routing ap uses. .20 .bei ng appakat uses t _f.unction as routin

o nt <1 rolBh b PR et P Lo AR AT BRACEER PR amp R R SRt i B, o
al l owi ng communi cati on,between the routing apparatuses,vi virtua
pr i vat 6 neTUBIAE: P IAREEe 1 FEaromhigr RACTGA ‘CEbARGE Oy & Brateny
first routjn oﬁ'ect g@dress and a se%gnd outing object address, the
first rout‘?tﬁg- 0 iﬂécffna BCERNNYAGAHE AP DERATEERChOYUFRG Hie s piess even
object device that is located in the first LAN and to which the ,
25first reVhgh herqung sgssigs) s dissonseindr Hilbwih preventiamed ogeersitign ob thei igual
obj ect address being an 6 address of a second routing object device
to whikh t##resscond relay server located in a second LAN is able to
forward a packet. The virtual address registration information

st orage pal018} orlesa agroaddispss aftthe prssenegivst@red agaya commupahtion system
address and that does not overlap in the first LAN. The virtual

addr ess askdvippreind folhdvongatdndigusition aigeppaided.st Ghe srelyt benmehiatticansstan
of assignment of the virtual address to the second routing object
address. Tieluded ptalPpRof rddyasesrsrd Bclubilgld fiist rel:9Ukihieg 20D S&bndddsessver,
to the second relay server and receives the second routing object

address fram ¢éhet semands. r ehRYclREH téﬁhinaﬁnsbl@fﬁ%]@bdhé $H8$ sérveRUt ITRY first relay
session between the first relay server and the second rel ay server.

The cofY I OberR@NbcASSInGNErst AN IdchidRl 2 A ctipt iRfIrRGHSESBATe aH! Al dress
obj ect address and stores the 10 relationship of the a55|gnﬁ%ni Into

the virt ua{ilftégiqg i teltgé 3\;((130 4 N AL Bl AP %ﬁ%ét@ﬁnﬁﬂfoﬁgﬁéﬂ{) QtoBage (Ptart, a

reception o edtination Is t rst routing objJe
address fr I, i { t rt ers t
Virtus addr i dlay SRR R e S SRS, aRER bR g R E L roup
source address of the packet into.the virtua ddr ess .assi to th
second ourigaBBy S0RE A aet HROY St prERERE RS HREG BN pfwp. e
routing ob&g&t 15 gﬁyice t hat %f t he destination. Upon _reception of a
packet who¥e a@OPP PSEEGh STUPTRYIG M Of H1° WyHRS SEPAFYPRSt Hi JopHag apparatuses
routizﬁ%obéect device, the control part refers to the virtual address
assi gnftent P§IR% GPRAERTEERY 18RloFuagROh A FOHME RO dFans the rrdast perxers gnd the client
address of the packet into the second routing object address having
t he vi rt uateradgiseds AN igrwdlionereeanmynigatiay behyver: thp sopmelepparadiseshda a
routing session. 20[0019] Accordingly, by in advance associating the
virtual advireslspigatchngtwerkad dhesddisss filer inGiremticre storge iparttstoges a first routing
above-nenti oned gateway table, setting of the gateway table can be
el i m nat edgbjedtiadtiresomven s¢cond rdytinghdided athdrege tHediinverbuenag hbjetneldecsyYBhing
is built.

an address of a first routing object device that is located in the first LAN and to which the

25  first relay server is able to forward a packet, the second routing object address being an



BRI EF DESCRI PTI ON OF THE DRAW NGS 7 communi cation system accordi ng
to an enbodi nent of the present invention. [FIG 2] A function block
diagramof a relay server. [FIG 3] A diagram show ng a content of
relay group information. [FIG 4] A diagram showi ng a content of
relay server information. 5[ FIG 5] A diagram show ng a content of
client termnal information. [FIG 6] A diagram showi ng a content of
VPN group i nformation. [FIG 7] A diagram showi ng a content

of addr essaddrésk &F o REHARILAE obhRt déscd ROWEICBIRE séBn@dMan eeveMice@ed in a
rel ay server. [FIG 8] A diagram show ng a content

stored in @@oﬁcﬂ@A@xﬁ% ﬁﬁlhtt@rfoﬂu&fr@%"iﬁbkan Hstatrgadfatd re%fs%r@ﬁo@m\fg’%dti%n
built. A di agram show ng a content of virtual

addr ess reﬁ?ﬁ%ﬁ?&a or’eg' RrdtdsOhat is re 1stere§ R G vilQki éﬁ&b?g&%\mhﬁ{I?M\é&%t

a content o I‘ESS ass gmme olntation. 15

di agram shoyifg 11?t1%%teﬂAN9f The YAhRYRYarb AU 8 @l ihBrifon MraBPb&E biores

term nal s.

5  the relationship of assignment of the virtual address to the second routing object address.
The control part transmits the first routing object address to the second relay server and
receives the second routing object address from the second relay server, and establishes a
routing session between the first relay server and the second relay server. The control
part assigns the virtual address to the second routing object address and stores the

10  relationship of the assignment into the virtual address assignment information storage part.
Upon reception of a packet whose destination is the first routing object address from the
routing session, the control part refers to the virtual address assignment information
storage part and converts a source address of the packet into the virtual address assigned
to the second routing object address, and forwards the packet to the first routing object

15 device that is the destination. Upon reception of a packet whose destination is the
virtual address from the first routing object device, the control part refers to the virtual
address assignment information storage part and converts a destination address of the
packet into the second routing object address having the virtual address assigned thereto,
and forwards the packet to the routing session.

20 [0019]  Accordingly, by in advance associating the virtual address with the address of
the relay server in the above-mentioned gateway table, setting of the gateway table can be

eliminated, which conventionally should be performed each time a VPN is built.

BRIEF DESCRIPTION OF THE DRAWINGS

25 [0020] [FIG. 1] A diagram for explaining an overall configuration of a relay



[FIG 12] A flowchart showing a setting process perforned in the
relay server in advance. [FIG 13] A flowhart show ng a process for
maki ng a VPN group. 20[FIG 14] A flowchart showi ng a VPN buil di ng
process. [FIG 15] A flowchart showi ng the VPN buil ding process.

[FIG 16] A flowchart showing a routing.control using a virtual
address. [FIG 17] A diagramfor explaining the routing control using
the virtual address. [FIG 18] A diagram show ng a content of virtual

addr ess nmadvagenEedtiodSh StE@raaBdring. to ad cihBGRINENThE PRsE&ARRhNEN. OUT THE
| NVENTI ON [ 0021] Next, an enbodi ment of the present invention will be

described with refgrs enNeefiherdiBlodl aWbRAGSef delagiskiter. W th reference to
FIG 1, an outline of "a relay comuni cation system 100 accordi ng

to this enbodine I:Idvisgera Iﬁgx%%mé‘gia odihGit of rd1Sy g@uﬁn%ﬁ%foﬁry

di agram show ng an ov configuration of a refay conmunication

syst em 100 accor gy 41 ik PR TR Binek OFRELy AR G BRRFI G L

t he rel ay comrmuni‘cati on sy e lurality of LANs 10,

20, ang 30 that apg; GANgShath fQwing¥ dsheédt 57 ol WRHnab Ybkmaflog® A €2

[FIG. 6] A diagram showing a content of VPN group information.
[FIG. 7] A diagram showing a content of address filter information that is
registered in advance in each relay server.
[FIG. 8] A diagram showing a content stored in an address filter information
10 storage part after a VPN 1s built.
[FIG. 9] A diagram showing a content of virtual address registration
information.
[FIG. 10] A diagram showing a content of virtual address assignment
information.
15 [FIG. 11] A diagram showing a content of a gateway table that is set for object
terminals.
[FIG. 12] A {flowchart showing a setting process performed in the relay server
in advance.
[FIG. 13] A flowchart showing a process for making a VPN group.
20 [FIG. 14] A flowchart showing a VPN building process.
[FIG. 15] A flowchart showing the VPN building process.
[FIG. 16] A flowchart showing a routing control using a virtual address.
[FIG. 17] A diagram for explaining the routing control using the virtual address.
[FIG. 18] A diagram showing a content of virtual address management

25 information.



10 Network) 80. Each of the LANs 10, 20, and 30 is a relatively small
network built in a limted place. The LANs 10, 20, and 30 are | ocated
in physically distant places. In this enbodi nent, Internet is used as
the WAN 80. [0023] In the followi ng, a specific description will be
given to each of the LANs. As shown in FJG 1, a relay server (second
relay server) |, operation PCs 11 and 12 serving 15 as second
routing object devices, and a client termnal 13 are connected to the
LAN (second LAN) 10. A relay server 2, an operation PC 21, and a
client termnal 22 are connected to the LAN 20. a relay server (first
relay serveMBGEDIMBNGROR €rARRENSGIUT IZE AWERSGRI ving as first

routing object devices, a client termnal 34, and a router 35 are

connect ed f2t P € dNéiN, & LhBd i) 0f38e p?e%rgqgvﬂ'e]ntigﬁw}li ?J%ttﬁgﬁbrgﬁévﬁ%ofefejg}ce

servers 1, 2, and 3 1s connected not "only to each o

and 30 but toaehé%révﬁn {'e %Hg?&ith%%%{fh@gfoe 5.8 %Qlaﬁﬂk?% O@an%ragg&%ﬁwﬂ?%iém

only with the apparatuses tonnec to the sane but

relay serv the other LANs, ,The oper.ati Cs 11, .12,
a5 50 oSt 00 FensREink 3o IS BoRGmoiolr SR st AR ERO Py ad tptigitory
operators. ,The object terninaHf 31 32{ anq.33 re personal.
25conput er SRR eghg‘g}l\geflg, oyall renfigation Pty U FREHINGINOR ofystem 100
exanple, the o eraﬂgr %Pﬁperates t he operation PC 11 to request
pr edet er ni HEATE3E Q PRSHPAENGY] ect termi nal 31 and update a content
stored in the object termnal 31. The client termnals 13, 22, and
34, which H0%2korms YuorednddGpbriborsay wompuriestionisystemxdpneudesaeplampliey of
to comunicate with one another via the relay servers 1, 2, and 3
that they bANSNY. 28, amhdOrtbujt e c@Bngctedate & Véidpakige ietwirkt (WA, tWilesArea
as a default gateway of the LAN 30. [0025] Next, detailed
conf i gt at Neweorlf 8Q. héEack|adyhes BANsr19, 20, &d Hho Brehtivelybenallesatwolkelshilt in a
with reference to FIG 2. FIG 2 is a function block diagram of the
rel ay servbmitdd pBceicelheleANon0) 2 nad BOaredbedtddeinphlysiyalBatistefsit pdades. In this
substantially the same as the

embodiment, Internet is used as the WAN 80.

[0023] In the following, a specific description will be given to each of the LANs. As
shown in FIG. 1, a relay server (second relay server) 1, operation PCs 11 and 12 serving

15  as second routing object devices, and a client terminal 13 are connected to the LAN
(second LAN) 10. A relay server 2, an operation PC 21, and a client terminal 22 are
connected to the LAN 20.  a relay server (first relay server) 3, object terminals 31, 32,
and 33 serving as first routing object devices, a client terminal 34, and a router 35 are
connected to the LAN (first LAN) 30.

20 [0024] Each of the relay servers 1, 2, and 3 is connected not only to each of the LANs
10, 20, and 30 but also to the WAN 80, and therefore able to communicate not only with
the apparatuses connected to the same LAN but also with the relay servers connected to
the other LANs.  The operation PCs 11, 12, and 21 are, for example, personal computers
that can be operated by operators. The object terminals 31, 32, and 33 are personal

25  computers, file servers, or the like. In an assumed case, for example, the operator



configurations of the relay servers 1 and 2, the follow ng
description will focus mainly on 10the relay server 3. [0026] As
shown in FIG 2, the relay server 3 includes a storage part 50, a
control part 60, and an interface part 70. [0027] The interface part
70 is, for exanple, a connector for conQpcting appar at uses t hat
perform comuni cation. The interface part” 70 is configured to perform
15 comuni cation wiwth a termnal |ocated in the LAN 10 by using a

private | Pagdecss c?@ﬂitibﬁ PEEl f @6 Peqesi P ettty dbtRfrbREthYV; B0 tdPinal 31
using a global 1P address. The interface part 70 perforns an

appr opr i at sddERRRSS cOterd sRACK L tHeQﬁ)?écY%nfiﬁﬂ Mt Nght-ANemd erddiffs 98, 3NGind
WAN 80 side, and outputs a resultant to the control part 60. [0028]

The contr oy R@i‘iigh QR &(ﬁ}ﬁgﬁ%ﬂnﬁx il c@n@gs%} @xﬁﬂ%\ r gk At ?ommunicate

conput ati on’20 functions, able to ekxecute various kinds o
processin r %7 uy fr p Th.
Cont ol parioge plid Bl A0 ad bR 1ot e i e hAba0R, DTkt iffe S R an
accordance_with rot ocol  su %? TCP/ | P... UDP, SIP. To be
specif?ﬂ, %ﬁ%&@ﬁﬁPﬁb n%%??a%ﬁg 3?@5%?W%§°5ﬂﬁ Iﬂﬁgiion of a received
packet basgﬂ i,nf or mat.j gn i pdi cat ed t he packet and jnfornatjon.
Crored i n OHRSE: ovepBiled epfeurfeBoiitn it ru it d. Enbacubbas ainsd
destination,thu detergja_e%é gag ontrql gar% %g i.s able 10 to
update a cBHRERErCHRd n 4 helSt rlégi’eg’ﬁ’é 0 Blpck Liagawnof Hreoetat sesver 3-
received fromanother termnal. [0029] The storage part 50 is, for
exanpl e, cOWES (e etprdiguintingr 8f dhekredy semyen- db agubsantaly thecsagis| ast e
store various types of data. The storage part 50 includes a relay
gr oup configurations of the relay servers 1 and 2, the following description will focus mainly on
10 the relay server 3.
[0026]  As shown in FIG. 2, the relay server 3 includes a storage part 50, a control part
60, and an interface part 70.
[0027] The interface part 70 is, for example, a connector for connecting apparatuses
that perform communication. The interface part 70 is configured to perform
15  communication with a terminal located in the LAN 10 by using a private IP address and
to perform communication via the WAN 80 by using a global IP address. The interface
part 70 performs an appropriate process on a packet received from the LAN 30 side or the
WAN 80 side, and outputs a resultant to the control part 60,
[0028] The control part 60 is, for example, a CPU with control and computation
20 functions, and able to execute various kinds of processing based on a program read out
from the storage part 50. The control part 60 is able to control various kinds of
communication in accordance with a protocol such as TCP/IP, UDP, or SIP. To be
specific, the control part 60 determines a destination of a received packet based on

information indicated by the packet and information stored in the storage part 50, and

25  then transmits the packet to the destination thus determined. The control part 60 is able



5 informati on storage part 51, a relay server information storage

part 52, a client termnal information storage part 53, a VPN group
informati on storage part 54, an address filter infornmation storage
part 55, a virtual address registration information storage part 56,
and a virtual address assignment inforniation storage part 57. The
relay servers 1 and 2 do not perform conmmunication with use of a
virtual address which will be described later, 10 and therefore do

not i ncl ude tpdate/ ardontnt ABEEEES (HeGbiSEE Phit BV bark@ MBIt haGHR r8@S Hafrbm
56 and the virtual address assignnment information storage part 57.

Her ei naf t epnotRerG@iiiNt stored in the storage part 50 will be

described with reference to FIGS. 3 to 10. FIGS. 3 to 10 are di agrans
mai nl'y ShOEJIOQg Cofﬁees%rﬁgiPQ{ 66 id, Forl éﬁmzﬁé) B R hs §9ar9fdi§léﬂ"ﬁ'aa§/ fibPY¥olatile

server 3 ( . 5and 7 so show contents stored Inthe re

servers | | [ S | 2 f.a

gat vy t b o e bl skt paldsRuR BOUAT P TRNOR2 05730 Bt 4 Fgsy roup
[ 0030] The. - group inf tion stora rt 51 stor rel rou

i nf or met i oiﬁlrf(i?n |18§tsl%ﬁggeap arrtg$g% §reup 4 dlg@rrﬁgtfo t%%réﬁ%B?ﬁ? Praf Cﬁ%l't iRl
this relay. group. 031 ho in FIG_.3, in the relay grou

it or mat | SRR SPRERP AR ol VON BeP SHOTRAOT ek Pi Sar Bhetress filte
whose parent. el ement is the grou ia are describhed. In the grogg

tag, groupHHGHIRR OGP YoAd ﬁ%‘fgﬁsrf@%la@at@eidﬁ@%ﬁ@e%r@g%@ t Sqgand
the group information 511, identification information ("id") of the
rel ay groupYirihel gdqrespoaspigpmant igfprmpten storagstnedd”) | Thasdelay neivers 1 and 2 do
("name") of the relay group, are described. In the site tags, group
conf i gur at NrPATPINBrPHINGHCBIDR withves of agirfual agdrsssrwhick wilde doserthedHeter,
relay group is 25described. In the group configuration information
512, itent arfd thetdfere dorfasrinelndothe(virtddl)adddets ofgisttatisr imfetmaatichestaags pars 56
described. An additional relay group can be forned. In such a case, a
new rel ay grdthe vitugi address nssigrendnd émbirhatoat stovage phorsmat Hereidhiffef ex emitent
fromthose of the other relay groups. This enables such setting that,
for exanpl spreddh aheestoiagngart i56 vk eales®ibe@ Mivh MifdrBide t8 FSOECI td €0.r eh1a@s. 3
group. 5[0032] The relay group information is shared anong the rel ay

servers 1, o210 arddidgiahat mbialynioisg tehteNts SRR in ke ﬁoﬁ%@ SaMRY 8f Bie relay
certain relay server perforns a process for changing the relay group,

it is trangfdtediEs. § B 9Lhehe R caNtes8 MRS AR rdiesdr6LaY 869 .Itoi FIG. 11

information is updated. In this manner, the relay group I nfor

i's dynggm cgl] aﬁagéaﬁ{ ﬁl@Wiﬂ%L QQI%@%Y ofE e{t@»{rﬁy taBR & is s BF fﬂ?:tdb?&t PR3,
part 52 stores telay server in or et on
32, and 33.
[0030] The relay group information storage part 51 stores relay group information
indicating a relay group and a relay server that forms this relay group.
[0031]  As shown in FIG. 3, in the relay group information, a group tag and site tags
20  that are child elements whose parent element is the group tag are described. In the group
tag, group information 511 concerning a relay group is described. As the group
information 511, identification information (“id”) of the relay group, a last modification
time (“lastmod”), and a name (“name”) of the relay group, are described. In the site tags,

group configuration information 512 concerning relay servers that form the relay group is

25  described. In the group configuration information 512, identification information (“id”)



indicating an outline of a relay server that perforns rel ay

comuni cation and a client term nal that belongs to this relay
server. [0034]In the relay server information shown in FIG 4, site
tags each described for each relay server, and node tags that are
child el ements whose parent elenments are, the site 15 tags, are
described. In the site tag, server information 521 concerning the
relay server 1 is described. As the server information 521

i denti fi cabf theseirola9sbmbisa8 désctiBed. Hn idigtidRl A2 S@OMEan Be HARd. In such a
("name") of the relay server, and start-up information ("star), are

descri bed. cafBan nevt Adlayp@blf is @0 M8 quéd 1ShERLSn iiBEmARA ik ﬁb&ﬁ\&ﬁése of

logs in to the relay communi cati on system 100, and the "star bel ng

bl ank i ndi @@tc@ﬁ,ertﬁg_@? dé-rbé‘psr elfys %%?Kegrsuim? setffl |t9%,grd?%x%éle:, @fifah&cpig%% is

tag that is the chi el'enent o site tag, ongi n or ma

522 indicatd 1 Lermlr ing to the relay server is
descri bed%é@n}%‘é%ﬁ%}a{lﬁéﬂ%iﬁ%&? té}gﬁé'SZZ, a nane ("group") of the

o1 8 005 Mo b Gk FTRFR pARD5 LB, g 2
client ter 'nqhi a?d identi;{cation i nfor tioq ﬁ"site"%_of the rel a
server to @Hpc SO0 ent® £ &PH HAFCHRF relay SCIyEs Y yBY. @ WieRss Tor

the client termnal does not. log in to, the relay comrunicatjon

syst em 100?113{1%’8%"@? f‘“iay FOUPy léh%gar[f’@t}%i tochmAhr 8y SHVEY anRdhe Elay group
group is performed based on the above-described relay group ]

i nf or mat i oRfAA@lPR iGyPddrdern RiHmeaRsrothe relay gEoUPoinTermatign niartysemizatly
exanple, in a case where a packet is transmtted fromthe client

term nal 1%9ated- the client 5 ternminal 22, the client ternminal 13
firstly transmts a packet to the relay server 1 that is the relay
serverl® o WABZh tThe wlayeserver enformatior] Stordesepdit 53 sooven extt e dervife indornation
rel ay server capabl e of packet exchange can be recogni zed based on

t he above-dsstingden outdinayofgr eslpy serf-ar thmat pafhrmandlayhenirmgentdtfoncali Dolient
information of a client term nal belonging to the relay server, and
whet her orterminal thet iedldngsto théy layakrvies connect ed, can be found based

on the 10 above-described relay server information. Based on such

i nformat i oo34he if eh@yelgekateér ihfdrRiaveh dBowh en FAGKE! siteOtahh@adhel@¥ribed for
server 2 that is the relay server to which the client ten-ninal 22 is

connect ed. ealRe8ay drer! Bl PYodReS géQ’lﬁat%ré @ﬁrﬁ' &&ﬁeﬁt@%hﬁ%?‘a%m eRRfLn s

the packet to the client termnal 22. ereby, re comuni catl on

o PR AT I it 7 g AR e
I nformatiog,qdfifhed. As the server information 521, identification information (“id”) of the
relay server, a name (“name”) of the relay server, and start-up information (“stat™), are

described. The “stat” being “active” indicates that the relay server logs in to the relay
communication system 100, and the “stat” being blank indicates that the relay server is

20 logging off. In the node tag that is the child element of the site tag, belonging
information 522 indicating a client terminal belonging to the relay server is described.

As the belonging information 522, a name (“group”) of the relay group to which a client

terminal belongs, identification information (“id”) of the client terminal, a name (“name”

of the client terminal, and identification information (“site”) of the relay server to which

25 the client terminal belongs, are described. When the client terminal does not log in to



information is shared anong the relay servers 1, 2, and 3 that faun
this relay group. In a case where a certain relay server perforns a
process for changing the relay server information, it is transmtted
to the other relay servers and the relay server infonnation is
updated. In this manner, the relay servesr information is dynamcally
shared. 20 [0037] The client termnal information storage part 53
stores client termnal information that is detailed information
concer ni ngthd réhy efthmbelcAidadysteRa0i0, @fc “she’ kelay. servers |, 2, and 3
stores the client termnal information concerning only the client

term nal beoesgi hnhBuhitSR)n bySinRG8lal heow] fsREfoRBEIb AR 0§4h@%&1@%%63rﬁ)ed

the relay server 3, the client term nal 'information storage part

i ncl uded i |5 -ver r e cld '

| or mat i o 51 SRS R and S S o G U E R PR P For
informatio i i t. ] i t k- 3
of the rel Syt g8 ' Dk o Rker b ihed Toff FEICHER SLERAC: BAGE ol
termn i nf.ar jon stored in relay server .1 is shown in FlLG. .
5Cay e CHEnar e FleRhEfmid LT BriSeRRE Y Pt (AN ekt Ly ds the
2 is shown in FIG 5(b).,5[0039]In th i.ent..term nal inpformation
shown' i Fis) 8% otbich b PGt B i EOSAE: ajorcn il ateaver
| P address ("addr") of a client termnal, a nane ("group”) of a relay
group to wHIPENCIOhFaghet EREhapgs rmBg rea@g%%r@sbaS?@@%fh@r Foxegrribed relay group
information ("id"), a name ("nane"), a passcode ("pass”) for |ogging
into a remfgrmagplend thy ilepbfieationfiptomartiamol @ giant torming} belgaging ftoEhg. relay
10[ 0040] The VPN(?rou informati on storage part 54 stores VPN group

i nf or mat i offrvdasnd whethtoenaet A cdienicierminagisscouppetet, cap besfdundipassfl on the
apparatuses (hereinafter referred to as routing apparatuses) that are
sel ect B asbavewlesandpep otlay serferanfocpert. tRBased ombschanfbrmeti@y tiserelegrssrver 1
that forma relay group. Establishing a routing session anong routing

appar at usefrivhids thelpacigt tto thdeelsarervePR faispthal delawsseewrnmu nvigiak itha client
with use of a VPN 15to0 be started. [0041]In the VPN group information

shown in Hefming] 2Aisvdd@hedt@l) iThedeme kel dervdD tdaeivingie phalgt, MBNogrR8Pthe
basic information 541, routing point information 542, and routing

session i nppKkeRtd G 2Het RERINAESC! | IREkebY, Nrdldie cHBMuicatioh Rag e performed
information 541, a
between the client terminals 13 and 22,

15 [0036] As for the relay server information as well as the relay group information, the
information is shared among the relay servers 1, 2, and 3 that form this relay group. Ina
case where a certain relay server performs a process for changing the relay server
information, it is transmitted to the other relay servers and the relay server information is
updated.  In this manner, the relay server information is dynamically shared.

20 [0037] The client terminal information storage part 53 stores client terminal
information that is detailed information concerning a client terminal. Each of the relay
servers 1, 2, and 3 stores the client terminal information concerning only the client
terminal belonging to itself. Since the client terminal 34 belongs to the relay server 3,

the client terminal information storage part 53 included in the relay server 3 stores only

25  the client terminal information of the client terminal 34.



nane ("group”) of a relay group to which a VPN group bel ongs,
identification 20 information ("id") of the VPN group, a |ast

nodi fication tine ("lastnod"), and a nane ("nane") of the VPN group,
are described. In the routing point information 542, identification

i nformati on of routing apparatuses thatl erformrouting at a tinme of
perform ng comuni cation in the VPN group is described. In an exanple
showmn in FIG 6, the relay server 1 and the relay server 3 are

descri bed @®3ghe THRWehGerRRA iafdmaton $tBredTh AR dIRHE feRRinGEREIrRMAtion storage
information 543, the routing apparatuses that are to be connected to
14 one anofherssi gy tReraiNsGVQUD 8" RoRgSEH! FREds c*.” Eii@@wirsé’uﬁ-ﬂen&ieﬁﬁﬁéhﬁﬁhl

i nformation 543, the routing apparatuses are defined such that they

are cl assi ifnif(ﬁﬁlaitia% QP 15 bridErefayS r\(e?t1a{stsh8%|”i’h§'«;']1 ﬁ@t aﬁ@lﬁ?esglieerl)lt Jesmipal

initiative to performa comunrcation contro side (

. . . _ Lo I . i
Cossi on et aPCRTEkfR i o SRERRELA BB IR B (O star e

icat| in.t PN .l.n the foll ow i, pLi th
Fouting aprdt odhithe et SRRUR) inpmielRshons i B Vel raidlert et
comuni cation control for t Iisqugmth r.utingﬁsession 1y be
Somet i mes MEMERF i dopeie I afrers ('adat) gha DY FBRARG HpMal #U9") AE 2

t he side th?t recei ves such a communjcation control may be sonetines
referred t&aYSOWn Wrichihe clipgt epping befepgsiBRntgcatipn imparavani(9f s A sare
in FIG 6 shows that a VPN group (VPN-GROUPl) is made up of the relay
server 1 an#ampg, pepagycode(vieass?. for logging|ig do gheshay seruer, aad nert infernestion
starting this VPN group, a communication control for establishing a
routing seSepon, #rs desarednmed fromthe relay server 3 to the relay
server 1. [0043] The VPN group information, as well as the relay
serverld nf(@0d6l i drheavitNtghanp ihformeliay stigraga partffiatoret VBN, grbep sifamedion that
anong the relay servers 1 and 3 that belong to the same VPN group. In
a case whenénfarmaatidnadonceraingys $PNesupRedonpsf @ppraasesthefodtafeh astgrditto as
the VPN group information, it is transmtted to the other relay
servers betoatigy Agpdr@tubddp tindnee YERELEd @l BoutidigthdiMe NN cBERQUBrminals and relay
information is updated. In this manner, the VPN group information is

dynam cal | &reiar@gk f6nPrPGERS %&hp.”alﬁs%ﬁ%lﬁﬁg VNG ReW¥idd dBfng routing
20descri bed | ater. [0044] The address filter information storage part

55 stores AAAresSs iat b&bng 1 AL TREE BN V\%‘ltﬁ&p Eﬁodf@tgﬁﬂgﬁi%ﬁnq%@?u&tot%h\éPN

time of performng a routing control use o ore
VPN i s puidty. dhgqaddress filter information storage part 55 stores
i nformation

[0041] In the VPN group information shown in FIG. 6, a vnet tag is described. In the
vnet tag, VPN group basic information 541, routing point information 542, and routing
session information 543, are described. In the VPN group basic information 541, a
name (“group”) of a relay group to which a VPN group belongs, identification
20 information (*id”) of the VPN group, a last modification time (“lastmod”), and a name
(“name”) of the VPN group, are described. In the routing point information 542,
identification information of routing apparatuses that perform routing at a time of
performing communication in the VPN group is described. In an example shown in FIG.
6, the relay server 1 and the relay server 3 are described as the routing apparatuses. In

25  the routing session information 543, the routing apparatuses that are to be connected to



(address filter infoimation of the relay server 3) indicating a

device (routing object 25device) to which the relay server 3 itself

is able to directly transmt a packet. The 15 address filter

i nformation includes an address (routing object address) of the
routi ng obj ect device and a nane of the, jouting object device.
[0045]FIG 7(c) shows an exanple of the address filter information
that is registered in advance in the relay server 3 itself In this
exanpl e, t b ahjleein tHRIVEMatcip3te d&riband 1 (BSroafify &RBidH @ﬁf@ﬁﬁ&zdn%% the
which the relay server 3 is able to directly transmt a packet. FIG

7(a) showsrduhigg aggi@nsey hiet @éﬁdeﬂféﬁﬁﬁﬁhétoﬂﬂe had cla%szﬁ@&'iﬁb%@%dé’g‘sp (start
advance in the relay server 1. FIG 7(b) shows the address fil

infornmatio I ”
10046] s RO Sk poatRE s poi Aafrifiin Shdl S e (‘op (end

filter inf rg?t fh?{'{eg:gvést ac%ﬁnﬁﬂﬁéat ﬁ c%fitrslh&g[r% z?%a(u%?rg\é%{sw% %stts%'ii?l%}'lf:nt

only the a ter ornatlon S

for ex I st ut| session Wt e :
the r e?g;) OV gerﬁgﬂn} féa}lrlé%\?y Iﬂgorlmenlugmap%l} {Pet?‘ t‘}ﬁﬁgroéladr gré e I‘f‘g‘rng
information (FElG ) hat is regist red in advance .i.n. the reI

server 3 i g%séfl?tmrhn% %@é%e@’pﬁ”ﬁ‘&lsaﬂh 5‘% Sigq nl?aé T GHHateo P (FIQF%%/“1 the
7(a)) fromthe relay serv 1. Th %he rel ay server 3 associates 15
the. addr esSOMMPRERIAN SRR far SHaBkTiME Epuinesrjait mey je smewaes referrd to
identification information of the relay server 1, and stores the
address fi Pt &¥art pRiBY natd b6 rowtingrwppigtusyn dhe vide that reseizes swsh acwmmmenication
filter information storage part 55. [0047] As a result, a content

shown in Fraatromay bssemedmpsrefaeeddadr send fointter i nformation st orage
part 55 of the relay server 3. Information having the sane content is
st or edlG n E942he NRNVEDNO igroum firdprmedtionn sistvor ageFlgarG sbdwofthsthe YBNagroup
server 1, too. Based on the addresses thus obtained, the relay

servers 1 @RNZR@UP by ismsdeaptof g eiytsenkr { ded telrslapberttres. c dnisraldo shown
will be described later). Hereinafter, the routing object address

i ncl uded i that, he aatitde es's;tdriihg €tis VPO Igfﬂitpl arcogfmiieatio| cyitrsiefot &staBlishing a

itself may be referred to as a first routing object address, and the
routing objcRehg sekeiog ISpdrihidd §dnl thekElRy 8tEres® the tel | selhvaf ¢r mati on of
[0043] The VPN group information, as well as the relay server information and the
15  relay group information, is shared among the relay servers 1 and 3 that belong to the same
VPN group. In a case where a certain relay server performs a process for changing the
VPN group information, it is transmitted to the other relay servers belonging to the same
VPN group, and the VPN group information is updated. In this manner, the VPN group
information is dynamically shared. A process for making the VPN group will be
20  described later.
[0044] The address filter information storage part 55 stores address filter information
that is information used at a time of performing a routing control with use of the VPN.
Before the VPN is built, the address filter information storage part 55 stores information

(address filter information of the relay server 3) indicating a device (routing object

25 device) to which the relay server 3 itself is able to directly transmit a packet. The



25anot her routing apparatus nmay be referred to as a second routing
obj ect address. 16 [0048] In this enbodi nent, only the conmuni cation
perfolined between the relay server 3 and the object termnals 31,

32, 33 is perforned with use of virtual addresses instead of actual
addresses (the second routing object adggesses) of the operation PCs
11 and 12. As the virtual address, an address that does not overlap
within the LAN 30 (an 5 address that has not yet been assigned to or

reserved fgddraRyfile@parsinaSomifdiidest e adddbs3@dutiry 6B8ESIRIEd) bR the routing
advance and stored in the virtual address registration information

storage pappjedr@ievicd ahdh paREBOHTBMng A%k @swes shown in FIG 9 are

regi stered as the virtual addresses. [0049] After exchanging the
address fifdogkr i néiey FRbiRBwan -y [ '
addr ess intthe]aboveﬁggscgrgegeggﬁ g?#qt gﬂggﬁggﬁgg?%gﬁﬁ a@gﬁgﬁ§gﬁﬁgd

vi rtual ad%; R néeom.tti?@@ag&’&%r?#%'ﬁ@gjﬁ 'i$§§aan§g9,rtﬁé%b% Cttéa#ﬁ‘niléuﬁl[s 31, 32, and

addr ess). own in e virtua r'ess S

the virt uar® S5RegeBs f Viiet LBLSRY FEst it UBRE B Rl SR PR o
Cormnal o 3B S5 88 MR oHE ATELRIIGH 1 bRErUFHuE o BireS egr ey Agrver 1
v o4 ne B 5200 B Rk sk S G e e s et
11, not the second routing object address but the virtual address is

used as a HE¥¥i%nati on address, though a detailed flow of the

comuni cation will be described |ater. [0050] The router 35 functions
as the def HIP46] gatewaseribed taheva. ANf@e, theisV iR ris iboiedhe 20dmbo fidter information
Therefore, in principle, a primary destination (a transit destination
or a gHl ewstyiagefpad Paekibe relepnsvet 8 etbrizyortlhchobjdess filer imfoahat®h shown in
the router 35. The router 35 forwards a received packet in accordance
with a finBIG.dést i rataltome of, fothexapgpb establishirg £@asn@iespien fwathnthe geliherver
comuni cation with use of the VPN descri bed above, the primary
destinati on, bk rtlag spaekstirdnsAns o thee@ldyysehhe 100k e@tireke filfenaifordiatioh (FIG.

the like needs to be the 25relay server 3 instead of the router 35.
In this enbei Ments rekREQT B fdvadedal MoK akARNRY 3 itself, and receives the address
filter information (FIG. 7(a)) from the relay server 1. Then, the relay server 3 associates
15  the address filter information of the relay server 1 with the identification information of
the relay server 1, and stores the address filter information of the relay server 1 into the
address filter information storage part 55.
[0047]  As aresult, a content shown in FIG. 8 is stored in the address filter information
storage part 55 of the relay server 3. Information having the same content is stored in
20 the VPN group information storage part 54 of the relay server 1, too. Based on the
addresses thus obtained, the relay servers 1 and 3 perform a routing control (details of the
conirol will be described later). Hereinafter, the routing object address included in the
address filter information of the relay server 3 itself may be referred to as a first routing

object address, and the routing object address included in the address filter information of

25 another routing apparatus may be referred to as a second routing object address.



17 shown in FIG 11 is set for the object termnals 31, 32, and 33.
FIG 11 shows a table in which a final destination address ("packet
destination address") of a packet transmtted by the object term nal
31, 32, 33 is associated with a gateway used when this destination
address is designated. As shown in FIG ;d1, in this enbodiment, when
the final 5 destination of a packet is a virtual address, the gateway
for this packet is the relay server 3, while when the final

desti nati of#0a8] a Ipadksetmbasdimeht, anly nhelabmadaiatdon pebforngat Gemyteh ahe relay
this packet is the router 35. [0051] Normally, the second routing

obj ect add§epss 3 snd/tHenshptt Wathiihalé Be, VENI & folthed WithSuse o WidtudltadBASses
been conventionally necessary to performa setting process (updating

of 10 thein@@ﬁ@%%(ctﬁaﬁt&ﬁ&)esge@r(th@%@&&ﬁ%&ﬁﬂ%g@ojé&%@&‘l@ssre%fi 6 opBLE&E PCs 11
htine a b this

address with a relay server eac Nis built.” In

respect, ' thd ﬁe Qd iR a}ﬂ‘éﬁjegst‘a deatss t‘ﬂatvc-lcre% W o@eg%é?ﬁ%% téﬂéi%Aﬁ'S%y(an

server 3 is, 1n advance, set as the gateway of a pac

dest | . . . i "
tranom’tt e i 246 Bpt s RCbESBred' § B sFAERATP RS ApPRREChi rg LaN
e e AR ol WA o B PR i
updati ng of the gateway table of. the opject termn 1, 32,. and 33
This can r SEIEE Pt Bug b S STRRGIET RGeS SPORINDARL Snige Tesistered a5 the

configuration. [0052] Next, a preparation for the comrunication with
use of theViBAl 4ilfeSee described. Firstly, a setting process that is
perfolined on the relay server in advance will 20 be described with

ref erence t094%l GAflgr exdhepging the siddesss ridkar nigfarpmatiopnengr ebfpiniig [thep second
described with reference to FIG 13. FIG 12 is a flowhart showing a
settinlf priveting objrst aildreprenf dherelbverdestitbed ahanynes ethe enclaynseacky ah@esigns the
FIG 13 is a flowhart showi ng a process for making the VPN group.
[ 0053] Thevistmal addgesp t@thesscarivatouiisg pejeétonddeds (rttaheddressyy Aeshern imFIG.
advance includes 25registration of the address filter information of
itsel f (rel@ythseirwal xddr&kOdkspignient firmatidiB storage part 57 stores the relationship of
assignment of the virtual addresses to the second routing object addresses. In the
communication performed between the relay server 3 and the object terminals 31, 32, 33,
I5  communication is performed with use of the virtual address instead of the actual address.
For example, in a case where the object terminal 31 transmits a packet to the operation PC
11, not the second routing object address but the virtual address is used as a destination
address, though a detailed flow of the communication will be described later.
[0050]  The router 35 functions as the default gateway of the LAN 30, as mentioned
20  above. Therefore, in principle, a primary destination (a transit destination or a gateway)
of a packet transmitted by the object terminal 31 is the router 35. The router 35
forwards a received packet in accordance with a final destination of the packet. In a case
of performing the communication with use of the VPN described above, the primary

destination of the packet transmitted by the object terminal 31 or the like needs to be the

25  relay server 3 instead of the router 35. In this embodiment, therefore, a gateway table



regi stration, a user of the relay comunication system 100 inputs, in
a predeterm ned manner, the address (the first routing object

address) and the nane of an apparatus or the |like that should be
designated as the routing object device of the relay server [0054]
Then, in a case of perform ng comunication wth use of the virtual
address, 5 the user registers, as a virtual address, an address that
does not overlap within the LAN to which the relay server is

connect ed h5803h FIGhe! 16iset fdakheashjéce samiegy 31, 8neshdad3. t IS, t1 BdwsSa table in
stored into the virtual address registration information storage part

56. [ 0055]Which A&idaPlés@Mhtiit adardsh PWablfet B InAGoT ARIMEN I GPdBkethlahsBi®ed by
described. Firstly, a user can display a VPN group setting screen by

oper ating fhReuedct @Mnid23T BRI 53 I1SBassédateddwithl D Wateld§ dsb& Svheh T e8Gation

illustrated herein, setting is performed using the client termna

34. In the, ésgiiggde%{%]gt%ﬂ. diagPliavedi PR e 1 Clid oRY ét%dgirﬁ%g, gvéegﬁtélg final

plurality of relay groups to I'ch this client termn

di spl T 1 f t j . Of
o Tl ay o o b MR SRR RS B b DR BB LB bk G by over
0056] Af I i el d N | d i fl i .
O s S TR G B Bt Rl B S BBy g

t he selectedkrelgy 8rou§ and are able to function as routing points,
i s di spl ay®f<PiS HISBMEERof the client terminal 34 (S202). Then, the
user sel ects _the relaﬁ server and the client termnal that are

Y

. . to .
function ad0fhe MRIMaHY theiseroadirputingobigskagigsiys tpkpnwppntilithg ¥Ppiis built.
In the case described herein, it is assuned that the relay server 1
and the relky iswhy#hagbegnecogeerdionally pseessey teqsrfomm ageftiog P ceshendatinget
identification information of the routing points and the routing
sessi ol i nthegrietiap tebde)foresdecittznpetisconnd teaiting ehjertf dddeass emthiantley satveoench
of the selected relay servers (S204). The identification information
of the VPNigeaupPNantuithe It ihierespeet, iadbedmboditiieet wtiehtadbpts at vigmal address,
information of the routing points and the routing session
i nformati othe rdlag ety 3 id)én WRNNGE, Gpad 1k Qfatdtay @ aShueket witbsE|dEstirfatibs is the
made. The client term nal 34 25transmits this VPN group information
to the rel dynsehd@es. 1handcade tWidire et 1O trhini®adByithl 9se of the VPN, the

destination of this packet is the virtual address. Accordingly, the relay server 3 can be
15  set as the gateway of a packet transmitted through the VPN without updating of the
gateway table of the object terminals 31, 32, and 33. This can reduce throughput as
compared with a conventional configuration.
[0052] Next, a preparation for the communication with use of the VPN will be
described. Firstly, a setting process that is performed on the relay server in advance will
20 be described with reference to FIG. 12. Then, a flow of making the VPN group will be
described with reference to FIG. 13. FIG. 12 is a flowchart showing a setting process
that is performed on the relay server in advance. FIG. 13 is a flowchart showing a
process for making the VPN group.

[0053] The setting process that is performed on the relay server in advance includes

25  registration of the address filter information of itself (relay server) (S101). For this



VPN group (S205). The relay servers 1 and 3 stores the received VPN
group information into the VPN group information storage part 54.
Through these steps, a process for building the VPN group is

conpl eted. [0058] Next, a flow of a process before comunication with
use of the VPN is started 5 in the build VPN group will be described
with reference to FIGS. 14 and 15. FIGS. 14 and 15 are flowharts
showi ng a process perforned before the communication with use of the

VPN is st aebgtlatidr)@5er HAehdis@sy 6aAmEakstord Batdnilod iMRMs gihou pRedbRrbied
di splayed in a screen by operating, for exanple, the client term nal

13 or the QAR&{AthOAdd6sskihe ARERULIRY oBbeAUIdRS aniGh@RaAP B APkpRtRuVENhe
group fromthe displayed VPN groups ('S301), the user is able to cause

t he VPN buildi : ; : kN, e the
L!Elie‘%%&%&&?l%%%%s@ﬂat@@as%& ?&{ 1'3%9*3{6'5%&/‘1& of%é:l%ﬁagr sBhRf

t
relay server ornms a process for arting the VPN group (the VPN

group nadgopggof ’Ithlaﬁ‘, i€ \;@\%@F%%r éﬁé@%ﬁ?@ﬁg@ﬂf%@g]&%g&% the virtual addrgss,

above- des d manner, relay server
firstly reads out .the addr.ess, filter_ inf.ormation associated.w t.h
the'relay DERe@ o MaR BT VRIS 0T Rl PG SRR R Bt b R 0

time is the content registered in (the conte shown in FIG . .
70y rhennieR i Pl sl ornef R0, TR a R Bfne Beire e time s
bel ong to the sel ected VPN . group, (S303).. As a result, sed on the
content of St¢T5e IWN‘%YIHH%/ st Wgt%ﬁ%wmapﬁn EPegee @?ﬂg%e rel ay

server 1 is read out. {0061] The rel ay server 3 determ nes whether or
not the relf8ySkserlydie follpwing,p flow ofymaliag thgggfithgraup Willhetdsagribed gFirstly, a
active or blank), based on the relay server information (S304). Since
t he rel ay @er oy dispify £ el Y @rouphieitingsarcen By aperatiag det disnt teaminglsel 3, d2a3A,
server 1 is currently logging in, the relay server 3 transmts a

VPN- gridup wtthe likeonimenchst dhstrited hwieirh s¢thing isdemforhed ating the alieot tveineh3 4.
of the VPN group to the relay server 1(5305). [0062] Upon reception

of a responsthefsetmetsomeen aligyaysdronethe klieB3@Ghinal B a eluaylitg ef velay Jroups to
25regi sters the relay server 1 as a routing point that has been ready
for startiwgichhieis YRéht t&6hiGBIAYelodgBAe3disgiagsd, tThe used electefryerthd plurality

determ nes whet her or not there is any other apparatus
of relay groups, a relay group in which he/she desires to build a VPN group (S201).
[0056] After a relay group is selected, a list of identification information of relay

15 servers and client terminals that belong to the selected relay group and are able to
function as routing points, is displayed in a screen of the client terminal 34 (S202).
Then, the user selects the relay server and the client terminal that are to function as the
routing points in the VPN group to be built (8203). In the case described herein, it is
assumed that the relay server 1 and the relay server 3 are selected by the user.

20 [0057] Then, the identification information of the routing points and the routing
session information are made based on the identification information of the selected relay
servers (3204). The identification information of the VPN group, and the like, are added
to the identification information of the routing points and the routing session information.

Thereby, the VPN group information shown in FIG. 6 is made. The client terminal 34

25 transmits this VPN group information to the relay servers 1 and 3 that belong to the same



bel onging to the sanme VPN group (S308). The VPN group that is
currently nade is made up of only the relay server 1 and the rel ay
server 3, and there is no other apparatus. 5If there is any other
apparatus, the relay server 3 perforns the steps S304 to S307 on this
apparatus. [0064] Next, the relay server extracts the routing
session information fromthe content stored in the VPN group
informati on storage part 54 (S309 in FIG 15). Then, the relay server

3 refers t¥PNgraupui$203).seTht oRRldynkaiemt | Odhde Rt kRedsCthe FRel8l SVPNNEroup
whet her 10 or not a routing session in which the relay server 3

itself sery@smasion isloatht VRN oS ifBssdtioReGoh e bal 54l SThush! RedeNens, a
6, It éd tﬁ I:i'ne

routing session informati on shown in FIG 6, i's describ at t

relay ser Vgroodsihafhigimahy ePNAgoBy N ARGt 1N a routing session

establ i shed between the relay Se 17and the relay server 3. [0065]
Accor di ngl phoskhe n&kaynss He" [ |.on n ﬂ on
the rel ay %% strver 1, of¥§§¥d%$§é:§%g&gﬁ?%ﬁ I 'ng @ﬁ%%%ﬂﬁﬁﬁ§§% {Sqﬁﬁmi
a time of ] g[ﬁ'ﬂﬂni atihon control. th di ssﬁj'lt
i nfor rraét)i o%%é%é@cﬂgﬁtgégu}gs rlreﬁtdl%%cﬁlggd% v@%?%ff? %I ' Lfﬁ%ds $ 't ,['e]{q’?e 14
cont ent sho%pg%% B G,8 i%VStored into %he dresshfilter,infor ation
st orage paft §lopithartssihgly g4 propess pex @'%%] & the gpnpEpigghiongyfppsept
assigns a %Jr | address to the second routing object 20 address
i ncl uded i Mt ds filter information that is received fromthe
relay server 1 ($312), and stores the rel ationship of this assignnment
into the viGoPehl HEdREELan g tish Puilih VENvgtoupn tet o digelaged tin 57 screen by
(S313). The virtual address assigned in S312 may be any address as
| ong as i topesatigy for eyamplgdde sbenttieraingld 3ros ghesensrasioniRC t he Thant baselecting
address registration information storage part 56 and that has not yet
been alki garedpiropriaiy VS @nalipy Gomi thg dpddyjed Y P dniogss(S301), the user is able to
cause the VPN building process to be performed. Herein, a case where the relay server
3 performs a process for starting the VPN group (the VPN group made up of the relay
servers 1 and 3) made in the above-described manner, will be described.
[0060] The relay server 3 firstly reads out the address filter information associated with
15  the relay server 3 itself (8302). The information read out at this time is the content
registered in S101 (the content shown in FIG. 7(c)). Then, the relay server 3 reads out
the routing points that belong to the selected VPN group (S303). As a result, based on
the content of the VPN group information shown in FIG. 6, the relay server 1 is read out.
[0061]  The relay server 3 determines whether or not the relay server 1 is currently
20 logging in (whether “stat” is active or blank), based on the relay server information
(8304). Since the relay server information shown in FIG. 4 indicates that the relay
server 1 is currently logging in, the relay server 3 transmits a VPN-group start command
together with the identification information of the VPN group to the relay server 1 (S305).

[0062]  Upon reception of a response from the relay server 1 (S306), the relay server 3

25  registers the relay server 1 as a routing point that has been ready for starting the VPN



21 [0067] Thus, in this enbodinent, in building a VPN, each of the
routi ng apparatuses is able to exchange (obtain) the address filter
information with the other routing apparatuses, and therefore the VPN
can be built with use of the |latest address filter information.
Accordingly, even in a case where the adgress filter information
concerning part of the 5 routing apparatuses has been changed before
the VPN is started, the VPN can be built to start conmunication under
a state wh@se7such a change is reflected in all the routing
apparatuses. This can prevent occurrence of inconsistency in the

routing of [GPRCKEHen, MBGelaRBervBPT Q¥errhiREs wwRkthabdr! dd: Yheré RORSotldt@Pparatus
the relay server 3 determ nes whether or not any other roufing

session in i it f r Nt
of connectlij%él)nglﬁélé gﬂé%%l&g{eegv?)gﬁ%@qg?ﬁgge ?ﬁé vagﬁgér ugﬁ% ﬁaﬁf’e@{ly%ﬁé s

currently M@u#g;m EhdiR1Qf AR Y atnﬁ?hdé &) iyeé%?Iggﬁx}d#g@%gf\rﬁgﬁgh&gggﬁlarams.

server 3, no ot routi ng-sess on s desc

i nfor i Of.... The 0 t I rver starts 1th t, T i ng,..
contror® ( Sh1agC FChr P B BB ke PR IR PRl M
server 3 performs the steps S310 to S313 again 15 [0069] Even in a

case wher e BRE® i s no routi ng session in which the relay server 3
itself ser S start point of connection in S310 (even in a case
where the [\r@%ﬁﬁ ﬁ‘?"% e3relgys ggryers dr Gdiactysthy roghpg seisin sromptiop pggm the
which is not shown in the flowhart of FIG 15, the routi ng}session

est abl i shngwtens sipsekh thad/ B\ erawchipsmetion siorge 298 ¥sS3PP in EFG. 15).  Then,

information are performed under the communi cati on control by a
routing appareleyseryy 3 iy foife sentimgsessian iplirmation extepctedste dstermine whether
perform ng comuni cation with use of the virtual address, the

assi gnifent onfiott hgoviing eebioaddr wbwh thadelhiesehick S, itsele salveo aper ftan et is
[ 0070] Each of the routing apparatuses does not performan initial
comruni cat desariicainthreddin f(83 1(®st ablthes houtigg asesdart iimgrsassi sownie§HG. 6, itsis
described in the routing session information that itself should be a
start poi ndescribdds tiz@nth@remenieredl 3 iiseldnedles tdaea b0 mainniigad irGliting session
control, and can establish a routing session between apparatuses by

means of acstdbih BBREdnthe rd 8P NDdnd tie RIGGESRr BOr routing a packet
by using the established routing session will be described with

reference fogh] GS\cc%ﬁ:linél%, tﬁ@%lﬁﬁ@eﬂvéﬁ@per{f&ﬁs é—@nﬁ%m%r:%ﬂdﬁ‘i\%ﬂ?éi %n the relay

showi ng a routing control using a virtual address.

di agr apg f ofer&atP} 2kt Blablishing a routing session (S311). At a time of performing the
communication control, the address filter information is exchanged as mentioned above
(S311). As a result, the content shown in FIG. 8 is stored into the address filter
information storage part 55 of the relay server 3.
[0066] Then, the relay server 3 assigns a virtual address to the second routing object
20 address included in the address filter information that is received from the relay server 1
(S312), and stores the relationship of this assignment into the virtual address assignment
information storage part 57 (S313). The virtual address assigned in $S312 may be any
address as long as it is a virtual address that is registered in the virtual address registration
information storage part 56 and that has not yet been assigned to any second routing

25  object address.



5 the routing control using the virtual address. In the follow ng, a
description wll be given to a routing control that is perfornmed when
a packet is transmtted fromthe operation PC 11 to the object

termnal 31 and a packet is transmtted back fromthe object termna
31 to the operation PC 11. In this enbodinent, a routing apparatus
that performs comunication wth use of the virtual address is the
relay server 3 alone. 10Therefore, a process shown in FIG 16 is a
process pefioerredrtan] i thig eiibedintdnayin defldiag ad/PN QAR bf Hersliting, appaifabudes is
of transmtting a packet fromthe operation PC 11 to the object

term nal 3dbltd éxchengdQoBtain @itk aldtds fiRbehaReatibOwith Ge diicrabtiny 4pparatuses,
17(a). As shown in FIG 17(a), the operation PC 11 designates the

address (184 48Ol PPNLOS BOLEGL wi®B W@ thdlaSt dHEst filfdt i@ mation.
address and designates the address (200.1.40.10) of the 15 operation

PC 11 itse : i .
cerver 1 rESaaBe PR FEeAThere o MRS Tler T BAF AR cclPimlie @t of me
addr ess; of r j ' S I her daf '

(Fi G5 By FREktRs RRREa! RISl G MR Riarlds IR TG FELLAN
that the destination address is _assqciated with the rel ser 3. ..
forvar ds N sRokR eSO IR Sy R SRS SR A chihes "8 o0ty TERY fh, Fouting
20[ 0073] The relay server 3 receives the packet, and deternines

Whet her  t hEPREEHE e ol A RB PrERCOCBIRRse PREGPIRINCR VAN e TPl ogn Packet,
session or not (that is’ﬁ%%ibhe recei ved packet is a packet received
fromthe r&itsadreEvedhe wdobiil of the relay server 3 itself) (S401 in
FIG 16). Since the received packet is received via the routing o
sessi on, t HY68k| alhegethgarlay saved AetsEBnghhpEer o a6y OREF eoytigggaspion in
virtual address associated with the source address 25(S402). As shown

i n FI A0 10whiehvthe relay serder slself seraesisgnsdrttnointhed cotldeatios infleschibed P3514).
operation PC 11. Therefore, the relay server 3 converts the source
addr ess ( 26{hcg tEOYRE)gradp thhkisrcareitiienagaskedde upt of dnhetheirelay abrverdtl ped the
(150. 100. 10.1) (S403). Then, the relay server 3 forwards the packet

to an apparddyserfabpead dtkesrniontihg 3dgsidnnidi datdbedoin tive VERS browpt infirmation.
address (5404). 5[0074] Next, a flow of transmitting a packet from

t he obj ect Theerorélathe 3dlapaeket 0 416 MPgaakdtaBuiity ¢dntiwl|(B31H. destetddrtany
with reference to FIG 17(b). As shown in FIG 17(b), the object

term nal 3éthdemuBnat&sion e @eldfﬁr{ré?@tpe@ﬂ&nﬂﬁlﬂfe%&%s SBING (STUBCRamddr ess
(150.100. 10.1; virtual address) of the packet that has been Treceived

fromthe Ogﬁfé@gi OfvedRGnld ca@NPh A SH GO 8S rodtihePscI QU &€ vAR 82 Selal Rerver 3
address (192.168.0.10) of the object termnal” 1031 itself [0075] As

S hown_ In Fit%lf éle}T:estaQ% sHt Igo\f‘@tyof{cggrlxe%ti% irh @?I Cp(tg'&ﬁn z{c%g W. ﬂ\%ﬁj tﬁé'{erlleg' server 3
describes that the relay ‘server serves as the gateway when
desti nat | Opﬁéif sédvd! stak{%n{iﬁ)%ﬂ{tﬁq”%ut%gxswh&g?s r%:y sf5%n §£ tY ﬂlo%!/ch%tlt of FIG. 15,
transmts e packe 0] e relay server .
the routing session establishment process and the exchange of the address filter
information are performed under the communication control by a routing apparatus
20 serving as a start point. In a case of performing communication with use of the virtual
address, the assignment of the virtual address, and the like, are also performed.
[0070] Each of the routing apparatuses does not perform an initial communication
control for establishing a routing session unless it is described in the routing session

information that itself should be a start point. This can prevent collision of the

25  communication control, and can establish a routing session between apparatuses by



[0076] The relay server 3 receives the packet, and in the sanme manner
as described 15 above, determ nes whether the received packet is a
packet received via the routing session or not (5401 in FIG 16). The
recei ved packet is received fromthe object termnal 31 that is a
routing object device of the relay servgs 3 itself. Therefore, the
rel ay server 3 determ nes whether or not the destination address is a
virtual address (S405). Since the packet destination address is a

vi rtual adaeessfatshapleebayolser ver 3 converts the packet 20

destination address (150.100.10.1) of the received packet into the
second routiony] olfiee! a ebestor (réfithgla $@eided by WMk thieSestiBlisieliUdliting session

address (5406). Then, the relay server 3 transmts the packet to an

appr opri at @il 8ldefgibaR RAtAtTerdeBoiNGS, 98! | NUnG 8RN (RA0TY is ¥ Fvchart
specifically, the relay server 3 conpares the packet destination

addr ess agﬂo@ﬁﬁ% b hGuffdl 2891 ikihg %r\fili't Il%ﬁ@%&é.orh@:h Pis @dﬁﬁ}%ﬁﬂéﬁ% explaining

therein. Then, The relray server- 3, recogni zes t
destinatio g i cjat i e telay er 1, forwards
the 24 padrar s Eol I IRROCUE Giutl NP, LEUBYOPERIE, actessPABo T ve

The relay server 1 receive e packet . and, based .on .the destinatio

addr ess, t lgﬁnsﬁ‘cl)tasr @ggp%’é’%gt Q}t‘a& ltSI‘Peer%BB?Cgtvfhc?H PpEAGKE iy ransigiied Hom the

control using . the virtual address. i erformed in this nney . )

SL0078] I n DHFIoRTOA! fohe 0Bt Grnisas D EPache: i Gatrged Bus: o the object

establ i shed betggen the relay server 1 and the rek%g server 3 1is

di sconnect EEIRhSéstOwHIEr 8PS BnRimi bat Inothis smbafisnsgbcaireuing aprarguy that

VPN end process is perfornmed), the virtual address assigned to the

second r ouP§THYMS HjosERuHeRtioaswIth susg eafathg viteal. addresy is ithe relpeserer 3 alone.

routing session is established 3gain_betmeen the relay server 1 and

t he relthy Therolere. 3 precess showal in F&dr Ksis aipsocksapafamed on[y0n7dE Adayt serreer 3.

far described, the relay server 3 includes the address filter

i nf ormt i on[0872) adarsfar 1169, oft thamsmiitting al paekkd fess theegpesdtioat RO [ to the object

information storage part 56, the virtual address assignnent

i nf or mat i oterminal A evipdret d&sdribedndith hefeened tooFIGara aeDFIG e (#ddrgssiown in
FIG. 17(a), the operation PC 11 designates the address (192.168.0.10) of the object
terminal 31 as a destination address and designates the address (200.1.40.10) of the

15  operation PC 11 itself as a source address, to transmit a packet. The relay server 1
receives the packet, and compares the packet destination address of the received packet
against the address filter information (FIG. 8) stored therein. Then, the relay server 1,
which recognizes that the destination address is associated with the relay server 3,
forwards the packet to the relay server 3 via the routing session.
20 [0073] The relay server 3 receives the packet, and determines whether the received

packet 1s a packet received via the routing session or not (that is, or the received packet is
a packet received from the routing object device of the relay server 3 itself) (S401 in FIG.
16). Since the received packet is received via the routing session, the relay server 3

determines whether or not there is any virtual address associated with the source address

25 (S5402). As shown in FIG. 10, a virtual address is assigned to the address of the



filter informati on storage part 55 stores the first routing object
address and the second 15 routing object address. The virtual address
registration information storage part 56 stores an address that is
regi stered as a virtual address and that does not overlap within the
LAN 30. The virtual address assignnent iLpformation storage part 57
stores the relationship of assignnment of the virtual address to the
second routing object address. The control part 60 is configured to
perform a emmitical PE Ot. t Thersford, thoglaylrervikt B sbnvedty the\@uR adbfe€{200.1.40.10)
address to the relay server 1 and receiving the second routing object

addr ess fr @MmHehecdieddayacker ¥es tik, viansl ﬁm&@bl(asmiMMmTy @40BNY TBRASHRNelay
between the relay server 3 and the relay server 1. The control part

60 is configured HAvRES i Padket A HOhpfR5ua 368881 Reminde 3\q ihdedted by the
address to the second routing object address and storing the

rel ati onshifq@kidRqass(gpagnt into the virtual address assignnent
informtion storage part 57." The control 25part 60 is configured to

e ot o [T 0NGR! o rBO0r EERRRNEN Bloch PATHEL ohleBMehlfial 21'bhllSig the

25 session verting a source a roman ac

dd i - Vi | f di t tt Li

obj cct devpiadtish Pheft o PR MRE SRR B TET,0r8 Bk PR
fi d f | for, ti ket f

aTouting. bEPLETe dBALETIMng) AErip Sy e ot Miredn e wiiry Hres

destinatio ress 5of th ck froma virtual address into an.
actual ad d&égg%gﬁﬁ- I Wv‘}éf efﬁﬁ%% Wﬁhﬁaé‘a‘éf thaphasheen meeivag fremsibp gperation PC
[0080]Accordingkyh by in advance associating the virtual address wth
t he addr essl.gid desigpates, @ gypouise gedressn the agdtesnalp2 1681%!1 Q) wivks eheef terminal
destination address is associated with a gateway address, setting of

t he gat®eway! ite@bf e can be elininated, which conventionally 10 shoul d

be perforned each tine a VPN is built. [0081] Next, a nodification of
t he above- d¥3¢8T i besdslomnadiftent 1 vh¢ katbway &bt ofitbel objEbt tsrmmineli 1i datiileas that
adopts the configuration of the above-described enbodi nent, and

addi ti onal thy relahaaves3 saveodl the ightewny when e dendtfonds atvivml address.  Thus,
nodi fication allows setting of: (1) whether or not to de-assign the

virtual adteesfcagahgaedl transhlie (BegaRret tb oy deg seRjee8t 15 address at a
time when the routing session is disconnected; and (2) whether to

per f orm cofomyg] Carlieor|ai dehvad Sercebivbd theVpdcksidbn@ e HRS SinQ mhfnd?etsf REMbed
comuni cation with use of the second routing object address. The

itens {3l) afe(derifbsRendindid alddpRRLt il 9ha8RFREEIYE L AGhORRARETMSIon
[ 0082] More specifically, the relay server 3 of this nodification,

whi ch has ghg. (8401 in FIG. 16). The received packet is received from the object terminal 31

that is a routing object device of the relay server 3 itself. Therefore, the relay server 3

determines whether or not the destination address is a virtual address (S405). Since the

packet destination address is a virtual address, the relay server 3 converts the packet

20  destination address (150.100.10.1) of the received packet into the second routing object

address (200.1.40.10) which is an actual address (S406). Then, the relay server 3

transmits the packet to an appropriate routing apparatus via the routing session (S407).

More specifically, the relay server 3 compares the packet destination address against the

address filter information (FIG. 8) stored therein. Then, the relay server 3, which

25  recognizes that the destination address is associated with the relay server 1, forwards the



20 above-described configuration, is additionally configured to store
virtual address managenent information as shown in FIG 18. FIG 18
is a diagram show ng an exanple of virtual address managenent
information. In the virtual address nanagenent information, "nanme",
"address used", and "virtual address asgjgnment in case of session

di sconnection", are described. The "nane" describes a partner with
which a VPN group 25is built. The "address used" describes the set

i t em concegatkargo (i) reblyouer Thia thyiditingkessd@. addr ess assi gnnent in
case of session disconnection” describes the set itemconcerning (1)

above. [0088Y7] n THeacRyaeBlce 1SfBeMics the lpakket,1dhd, bhsellSond@s WebtiRoh hakireds,

virtual address is assigned to a routing object device of the relay

server 1 apshshi@t tht NRickdt! foUgkk tRASPESI B dﬁl‘eaﬁﬁlitiﬁg ednitbe Hsi_h% &he virtual
routing session is disconnected. This configuration is identical to

the confi gifsadst aRforhBeiEfRadifept described above. In this exanple,
it is alsoigésc?ﬁbeg that a virtual address is assigned to a routing
obj ect deviggas Ol 1hifls élﬁbﬁﬁgﬁﬁng%ﬁése%ré fidtoldif s%ggisyéét%bggﬁ{ﬁegwaesn the

kept assi gned even session Is SConnéc

content of_the virtual .address assigpnent information is not . . .
el eted) et rgst 1R gB g R EER REPREecl R Gh WS SeRnigagion filure
assigned to a routing object device of rel ay server. 4 (not sho i
B o0y seSuehin el CoR ol POcrSy qeratmedy HRouE g A crsed o the
address. [0084] Accordingly, for exanple, setting is nmade so as to .
de- assi gn YeReAd, routing) obiaelr addeesp g5 de-assigherbr A & HIMRiVHIFNa2 WPRINES Sqsgign is
frequently built. This can prevent occupation of a 15 virtual ]
addr ess, a¢itrbdighedorgaiehetwaen der istlyeserver tihandnilighhelpy ¢ervas 84 yniBlabaddress is
virtual addresses. On the other hand, for a partner with which a VPN

is frelfuemssigngdii [t, setting is made so as not to de-assign the
virtual address. This elimnates the need for assigning a virtual

addr ess eadh79] nmeAsathvPkaridesdyibietlf the whihy kerwestiitcbuden thee adedess filteninfornidien
t hr oughput. Moreover, since the communication can be perforned al ways
usi ng t he sanmage phrttifakhe? Oiadlr sdiessmagiagaimninf@atibe scosgepire 86, 8, virtual
and the like, can be sinplified. [0085] Wile a preferred enbodi nent

of the preskifdss a8y githéinfnagoO@iddeGRit 97) dnbdeheebnthdviRirOe®RN The address
descri bed above, the above-described configurations can be changed,

for exanpl giterdigfdr@latiOWStorage part 55 stores the first routing object address and the second

15 routing object address. The virtual address registration information storage part 56

stores an address that 1s registered as a virtual address and that does not overlap within the

LAN 30. The virtual address assignment information storage part 57 stores the

relationship of assignment of the virtual address to the second routing object address.

The control part 60 is configured to perform a control for transmitting the first routing

20  object address to the relay server 1 and receiving the second routing object address from

the relay server 1, and establishing a routing session between the relay server 3 and the

relay server 1. The control part 60 is configured to perform a control for assigning the

virtual address to the second routing object address and storing the relationship of the

assignment into the virtual address assignment information storage part 57. The control

25  part 60 is configured to perform a control for, upon reception of a packet from the routing



[ 0086] I n the above-described configuration, the address filter

I nformation i s 25exchanged substantially sinultaneously with
establ i shnent of the routing session. 27 Alternatively, it may be

al so acceptable that the address filter information is transmtted
together with the VPN-group start commape (5305) and the address
filter information is received together with a response (5306).

[ 0087] Al though an individual apparatus such as the operation PC 11
serves as fdssion5Scanoutinng winy@cidddsyiof ¢hd padkbeframoaeaded ckidieedinto a virtual
configuration, it may be al so acceptable that, for exanple, the

entire LANaddess200.farwkddis 4e pickes®ta Amtihp@bfcetiiévi@: bfhe ¢élagedivees akelf.
the relay server 1. In this case, a virtual address of a specified

range, sucth@goktdd%ako@) & ndbhred o REBEANLEoHtR] B WhBN rédPHOPLE Glpacket

devi ce. [0088] The virtual address may be assigned at any tim ng.
For exanpl gopd zﬂr&ltiilxg%_g{éf:i L& ORe rapired 3 61 AdgEREEnd ldéﬁirnation address
information is tranSmtted together with a start conmand, the virtua

addressc ca | - ' L .G :
above. descrl PSSR RES el 3k o bh MS addACIN Poifing the packio
routing poj S the client termnal may function as the
routing po?%%?m#ﬂﬁkﬁh yer of routing points within the VPN group is
not limte

T B A T B e e BRI g R ARSRPLERLS o
the relay server in a gateway table in which a destination address is associated with a
gateway address, setting of the gateway table can be eliminated, which conventionally

10 should be performed each time a VPN is built.
[0081] Next, a modification of the above-described embodiment will be described.
This modification adopts the configuration of the above-described embodiment, and
additionally enhances settable items. To be specifie, this modification allows setting of:
(1) whether or not to de-assign the virtual address assigned to the second routing object

15  address at a time when the routing session is disconnected; and (2) whether to perform
communication with use of the virtual address or to perform communication with use of
the second routing object address. The items (1) and (2) can be individually set for each
routing apparatus.
[0082] More spectfically, the relay server 3 of this modification, which has the

20  above-described configuration, is additionally configured to store virtual address
management information as shown in FIG. 18. FIG. 18 is a diagram showing an
example of virtual address management information. In the virtual address management
information, “name”, “address used”, and “virtual address assignment in case of session

disconnection”, are described. The “name” describes a partner with which a VPN group

25 isbuilt. The “address used” describes the set item concerning (2) above. The “virtual



groups. [0090] A format in which the above-described relay group
information, relay server information, client term nal information,
VPN group information, address filter infonnation, and the |ike, are
stored is not limted to XM format. These kinds of 20information can
be stored in any appropriate format. [0091] Instead of the
configuration of the above-described enbodi nent, a configuration is
al so acceptable in which an external server used for communication
bet ween r eddalyess ewsigtifentSn phacelis@sion riiseomeictianiddeatibadiht getekan tcoAcerning
function as an SIP (Session Initiation Protocol) server, thereby

per form ng(igapaneni cation. 28 DESCRI PTI ON OF THE REFERENCE NUMERALS
relay server (second relay server) relay server (first relay server)

operation [gg§seqande RubRIsIOREH! FIEVIELI Rbi@6kbddeA Rairthhl Adfress is
routi ng object” device) LAN (second LAN) LAN (first LAN) VPN group
i nf oi mat i ofusBh0f 89§ rBAfide object device of the relay server 1 and that the virtual address is
5  de-assigned when the routing session is disconnected. This configuration is identical to
the configuration of the embodiment described above. In this example, it is also
described that a virtual address is assigned to a routing object device of the relay server 2
and that the virtual address 1s kept assigned even when the routing session is disconnected
(the content of the virtual address assignment information is not deleted). It is also
10 described that a virtual address is not assigned to a routing object device of a relay server
4 (not shown in FIG. 1) so that communication is performed with use of an actual
address.
[0084]  Accordingly, for example, setting is made so as to de-assign the virtual address
for a partner with which a VPN is less frequently built. This can prevent occupation of a
15  wvirtual address, and can prevent a decrease in the number of assignable virtual addresses.
On the other hand, for a partner with which a VPN is frequently built, setting is made so
as not to de-assign the virtual address. This eliminates the need for assigning a virtual
address each time a VPN is built, which results in a reduction in the throughput.
Moreover, since the communication can be performed always using the same virtual
20 address, management of the communication, and the like, can be simplified.
[0085] While a preferred embodiment of the present invention and a modification
thereof have been described above, the above-described configurations can be changed,
for example, as follows.
[0086] In the above-described configuration, the address filter information is

25  exchanged substantially simultaneously with establishment of the routing session.



address filter information storage part virtual address registration
information storage part virtual address assignnent information
storage part relay comruni cation system 29 CLAIMS 1. A relay server
conprising: an address filter information storage part for storing a
first routing object 5 address and a segend routing object address,
the first routing object address being an address of a first routing
obj ect device that is located in a first LAN and to which the rel ay
server is Altemativelf ot waydbeaalgaadoeptablehratse addlessofiltdrrigfoahjtet isath@E@itd
bei ng an address of a second routing object device to which a second

rel ay servemgelhecaitkdhé WPA-g0ap Rerldhrhsndals3o5) sndf 106 waddssAfiRAGKRmatl@ais
virtual address registration Information storage part for storing an

addr ess t hadceived top@ihet RItRE réspodseisidsial address and that does not
overlap in the first LAN a virtual address assignnment

i nf or mat | OP@bpr aQRnRRA tan§ P vIELY iaEﬁar&tﬂ? shéd at itlfé“@%ﬂré’c&%{ PASHl SRR the

of the virtual address to the second routing obje ess; and a

controls pa#of)u;cin oh{a€ &Q/fgerig It}%qugarogeﬁ@gcﬁge& ?%ﬂ&%gﬁéﬁgt{t %aaggjiefa?sror%cgeqt%be}e that,

a control ransmttin Irst rou ess

Pocon oL B AR I CERN LT ICARISRDS P IS BT
bet ween t hzeelz{yels% of e{.verlnahgs tcgge, 5§ C\%%air %hgi%sss%rfvaerépeciﬁed range, such as
(192.168.0.0/24), is assigned to the routing object device.
[0088] The virtual address may be assigned at any timing. For example, in a
10 configuration in which the address filter information is transmitted together with a start
command, the virtual address can be assigned at an earlier timing.
[0089] In the above-described configuration, only the relay server functions as the
routing point. Instead, the client terminal may function as the routing point. The
number of routing points within the VPN group is not limited to two, and may be three or
15 more. It may be acceptable that one routing apparatus belongs to a plurality of VPN
groups.
[0090] A format in which the above-described relay group information, relay server
information, client terminal information, VPN group information, address filter
information, and the like, are stored is not limited to XML format. These kinds of
20 information can be stored in any appropriate format.
[0091] Instead of the configuration of the above-described embodiment, a
configuration is also acceptable in which an external server used for communication

between relay servers is placed on Internet and caused to exert a function as an SIP

(Session Inmitiation Protocol) server, thereby performing communication.

25



a control for assigning the virtual address to the second routing
obj ect 20address and storing the relationship of the assignnment into
the virtual address assignnent information storage part;

a control for, upon reception of a packet whose destination is the
first routing object address fromthe reuting session, referring to
the virtual address assignnent information storage part and
converting a source address of the packet into the virtual 25address
assi gned tOEEGRIBHOMOFrTHIE RiEGERENCE NAMERAS,S and forwardi ng t he
packet to the 30 first routing object device that is the

desti nati q@p9zind 1 relaydes@n{secndfrelay setpe) reception of a
packet whose destination is the virtual address fromthe first

routing object degvice, referriRgytservbh@irtirelayabrvaddr ess assi gnment
information storage part and converting a destination address of the

packet 5into thejgegpnd routi ng,-eRjeRFC REMHATSulRVILIG HdGcyi 1t ual
address assigned thereto, and forwardi ng the packet to the routing
session. 2. The nel erver p ' ' ; r.ei
mhethe? or not tgﬁag¥§§sign tﬂ%ﬁﬁﬁﬂ#ﬁ%FﬁQ@ﬁb@g@h%g@?gﬁggw?g t he

second routing 1q%bject addresEAﬁ%ggmhﬁﬁgkwhen the routing session is
di sconnected is séttable.

30 LAN (first LAN)
54 VPN group information storage part
55 address filter information storage part
10 56 virtual address registration information storage part
57 virtual address assignment information storage part

100 relay communication system



3. The relay server according to claim1, wherein whet her
to assign the virtual address to the second routing object address
and perform communi cation by using the virtual address or to perform
comuni cation by 15using the second routing object address is

settabl e.

4. The relay server according,§o claim3, wherein

whet her to perform comuni cation by using the virtual address or to
perform conmuni cati on by using the second routing object address is
settable for each relay 20server. 5. @GLA&/8y conmuni cation system
conpri si ng: a plurality of relay servers including a first
relay server and a second relay server; and 25client term nals
belonging to the relay servers, 31 the first relay server located in
a first LAN incl udidigy server compriginyPN group information storage part
for storing routing apparatuses belonging to the sanme VPN group, the

VPN group bei ng angifiés"BES H%ﬁfati%ﬂ%térﬁ%@ iTp_Qﬂ RPRAAUS SBst tRing object

routing apparatuses being apparatuses tha

l1rnction as routling

poi nts framiNentel 8oR Y&y 8det A&, BRUAAEFIAR oBject Q@drggNoeing an

group allow ng comruni cati on
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address of a first routing object device that is located in a first LAN and to which the
relay server is able to forward a packet, the second routing object address being an
address of a second routing object device to which a second relay server located in a
second LAN is able to forward a packet;

a virtual address registration information storage part for storing an address that
1s registered as a virtual address and that does not overlap in the first LAN;

a virtual address assignment information storage part for storing the relationship
of assignment of the virtual address to the second routing object address; and

a control part,

the control part being configured to perform:

a control for transmitting the first routing object address to the second
relay server and receiving the second routing object address from the second relay server,
and establishing a routing session between the relay server and the second relay server;

a control for assigning the virtual address to the second routing object
address and storing the relationship of the assignment into the virtual address assignment
information storage part;

a control for, upon reception of a packet whose destination is the first
routing object address from the routing session, referring to the virtual address assignment
information storage part and converting a source address of the packet into the virtual

address assigned to the second routing object address, and forwarding the packet to the



bet ween the routing apparatuses via a virtual private network;

an address filter information storage part for storing a first
routing object address and a second routing object address, the first
routi ng obj ect address being an address of a first routing object
device that is located in the first LANsg@and to which the 10 first
relay server is able to forward a packet, the second routing object
address being an address of a second routing object device to which

t he secondimsetoalingejeerdelme #iag ¢ the destimetandnd AN i s able to forward a
packet ; a virtual address registration information storage
part for storing an addsesatrdlhff, bpor egiepti@r ofl agsacRetvivhddsadestidonss the
and that does not overlap in the first LAN, 15a virtual address

assi gnmentviitpalosdeaéss Ofoist Bieagft Raliting Objest QEViIRY fehgrifieltatthOnshA Rldress
assignment of the virtual address to the second routing object

address; &g gameinfRnalah tstoré%éepeﬁ'@ﬁﬁd SbnRaldy DaLMBaGAN hUBELESE he packet
perform a control for transmiting the first routing object address
to thessec ; e Vi t rQu 1 j €
addr oss o e ey iR (Bleo LRI e IR ACRRRG: ARGl Gha
session b - i r . r _and the second relay server;

a control ggggg%?g%%%gé{ éﬁ%ﬁ¥P§§F¥§%aress to the second routing

obj ect address and storing the relationship of the assignment into

the virtual address assignnent 25information storage pad; 32

a control éor, upen rece tion of . a ﬁafket mﬂose destination is the
first routing obj eEfeAYH EYAFVGRE RS A B R§%essi on, referring to
the virtual address assignnent inforpation_ storage part and .
converting a sourd¥thsydr &8k tode-psienpihie Rétugl pfdrephessigney trufhearaprs outing
assigned to the second routing object address, and forwarding the
packet!% o enect afidresstat p g Wherothp eeutingesossian i geonngciep és wéaklenat i on;

and

3. The relay server according to claim 1, wherein
whether to assign the virtual address to the second routing object address and

perform communication by using the virtual address or to perform communication by

15  using the second routing object address is settable.

4, The relay server according to claim 3, wherein
whether to perform communication by using the virtual address or to perform

communication by using the second routing object address is settable for each relay

20  server.
5. A relay communication system comprising:
a plurality of relay servers including a first relay server and a second relay
server; and

25 client terminals belonging to the relay servers,



a control for, upon reception of a packet whose destination is the
virtual address fromthe first routing object device, referring to
the virtual address assignnent information storage part and
converting a destination address of the packet into the second
routi ng object address having the virtug| address assigned thereto,
and 10f orwardi ng the packet to the routing session.

the first relay server located in a first LAN including:

a VPN group information storage part for storing routing apparatuses belonging

to the same VPN group, the VPN group being a group made up of the routing

apparatuses, the routing apparatuses being apparatuses that function as routing points

5  from the relay servers and the client terminals, the VPN group allowing communication

between the routing apparatuses via a virtual private network;

an address filter information storage part for storing a first routing object

address and a second routing object address, the first routing object address being an

address of a first routing object device that is located in the first LAN and to which the

10 first relay server is able to forward a packet, the second routing object address being an

address of a second routing object device to which the second relay server located in a

second LAN is able to forward a packet;

a virtual address registration information storage part for storing an address that

1s registered as a virtual address and that does not overlap in the first LAN,

15 a virtual address assignment information storage part for storing the relationship

of assignment of the virtual address to the second routing object address; and
a control part,

the control part being configured to perform:

a control for transmitting the first routing object address to the second

20 relay server and receiving the second routing object address from the second relay server,

and establishing a routing session between the first relay server and the second relay

server;

a contro} for assigning the virtual address to the second routing object

address and storing the relationship of the assignment into the virtual address assignment

25  information storage part;
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32

a control for, upon reception of a packet whose destination is the first
routing object address from the routing session, referring to the virtual address assignment
information storage part and converting a source address of the packet into the virtual
address assigned to the second routing object address, and forwarding the packet to the
first routing object device that is the destination; and

a control for, upon reception of a packet whose destination is the
virtual address from the first routing object device, referring to the virtual address
assignment information storage part and converting a destination address of the packet
into the second routing object address having the virtual address assigned thereto, and

forwarding the packet to the routing session.



