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-- METHOD AND SYSTEM FOR GENERATING INDIVIDUAL
ELECTRONIC MEDICAL RECORD RELATED APPLICATIONS 5 This
application claims priority to U.S. Provisional Application Serial No.
60/704,309 entitled "Method and System for.Generating Individual
Electronic Medical Record," filed August 1, 2005, the entire disclosure of
which is hereby incorporated by réference. 10 FIELD OF THE
INVENTION This invention relates generally to computer methods an

oy AERE QR RO R SHHRLTN BB R A sy o
generating personal/individugEmgaii re@eroR for individuals by accessing
and compiling data from diverse sources. In one embodiment, a
system/method extracts and compiles 15 data from, among other sources,
ayes CRIinsPRATA IOIgeNErate a personal/individual health record for an

ndvidual. BACKGROUNG, ANB, SUMMARY QP INVENTION Hhere

is a substantial distinction betwee ectronic medical record 20
(MR i) @ sueitissh Ayl e nd CorieerPIFOTIGTRTER: B aTeis s s feiRic
qallad an dodividgakhealthrecasts( kL \WitreTRiecIesms oPRIBcABdelbiR”

are interchangeably used herein. An EMR is provider-centric while a PHR
iPAMSFHEERTEIAHEMR is not a complete health record of a patient,
but is limited in scope to a specific health 25 care provider. Notably, the

lectroni i es not contain any information from any other
%iﬁﬂg &%&ggmﬁ% oes not have access or share the same
specific EMR. Eledtromicomedita gecordsy &rekmpwer Myfhiedd pndisesEmars,
SRARINEG R osRIAIRALAMAUR dheYSENS Cldgss sRmOnly by a

physician. detalls each encounter between the patient and

tiverprealiinsi Visiue blepr i rsoers ofom kvl tusd &y B tRERHEIFOBR Tt

(RRSPHA).RDYSICIANS [OFALREIERIR LIV R EShAHhaMENIBaEMR:S Hdpiles
commonly looked to as the medico legal record of that particulay episode
AAEST ATORE ABHAGEHE P AL CRBETIT 2 Al

answihesRrovider whieidegs not have access or share the same specific
EMR.
BACKGROUND AND SUMMARY OF THE INVENTION

There is a substaniial distinction between an electronic medical record
(“EMR’) and z personal health record (“PHR”}, which is also commonly calted an
individual health record (“IHR”). The terms “PHR” and “THR” are interchangeably
used herein.

An EMR is provider-centric while a PHR is patient-centric. An EMR
is not a complete health record of a patient, but Is limited in scope to a specific health
care provider. Notably, the electronic medical record does not contain any
information from any other health care provider who does not have access or share the
same specific EMR.

Electronic medical records are known. Typically, the EMR is
established by hospitals or a group of physicians or less commonly by a physician.
The EMR details each encounter between the patient and the provider for each
episode of illness treated by the specific provider (hospital, physicians, or other care
givers). Although the EMR is the commonly looked to as the medico legal record of

that particular episode of illness and its management, it does not contain any
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A patient has no control over his/her EMR. For example, patients have no
direct online access to their EMR and cannot make any entries in the
record. 5 Patients have no control over the access to their EMR and
anyone who has access to the EMR of the specific hospital or physician
group could access their health records. There is no complete global
unified record of a patient in an EMR unless and until the entire
healthcare is being delivered by the one provider group who is using the
sijelemeaEM Rrdor AlV pitmrevidountar sofhe EMR: systenuushsadyhis sased
b)ép%&r@c'@)@d number of users (providers). U.S. patents and published
patent applications which relate to the topic of electronic medical records

include: U.S. PaRANENGS 15 8e18baves Bekher 78V, 7755, svonmirl ni@nts have
PatefitebppiicationdsubligationsiNesd 20040078227, aid 2004042307,

T%isﬁlis%ti of U.S. patent pyblications is not offered or intended to be 15
(RIS B AT 8%’?%%?&%a%#&%%?&%ﬁwﬁﬁ*f’g@wﬁf@%ﬁﬁo
TtisMExté riterpeeisadrysfotahcompletenundesstanding:eftheibacker oetaes.
refati el nic.medical records and.relat stems, the .
R et s
tHRBTHp PHekdtRsre by thirgrétbinsiukbhth e trs Phevplesentinveotionsis ik

mMerly aravNtem faralecironicalikstorng Eﬁfﬂ@éﬁt@ﬁ%ﬁjﬁ%%%@ga

records, but relates to computerized systems and methods,

SOFRSP SRB ARSI FREB 7 Yenerating a personal health record |
("PHR"), also dsseribetkasepubidbddyaldiealiffesaidalgIREOMShe topic
He IEQC c’eng(c:)rd Q{ggr aefterd "llX\/" or ﬁg—%{) In contrast to an EMIR, the
Pﬁ% S IIESE AT R RS REa 16 AERIAL s PrBfdeBare Relifrirtated
infofPh A6 rfo aSp &tiemt, ApghcdiessPobihetRbsFecifiohraltrecare provider.
T liniead Anf ' [ individual patient may be collected
o e s e R R G o K o e b
tHAGER AStIELFSENE. PlEratherulsi PlasEMiResobeientiSEddsomtidiffepent To the
p@Y&ﬁ?ﬁ@c%@f@f@Qa%ﬁﬁf&@ﬁﬁ&@gﬁﬁm%@@@Q@H&B%ﬁ%ﬁgﬂoﬂgknown

pharmacy benefit managers ("PBMs"), in?ormat_lon from labs and’imaging
cEHTEETSFPAGAURET TRSHE Byt PaiiERt 1prvissacafidhgse publications
persaaabingdividsay healthoreeariio e PHRMay seniriRhealth reeerds of
millions of patiﬁﬂets }/gg[g ?nlinetaccess to those milli ons of patients. In one
embodiment, the-iRvention proviaes e Spstein anE R ifbalfsirogically siormg
gené ratirsgizg perdoabitineividudlhieslthoeconshthatds campiletidremaods,
dieraaR0MTes . SHER:S: RRUEN! aysalionnalres, ordirect input, heallh,
plans, pharmacy benefits ’
also described as an Individual Healtk Record or Electronic Health Record (hereafter
“THR” or “EHR”). In contrast to an EMR, the PHR contemplated herein is intended
to include all relevant health-related information for a patient, regardiess of the
specific health care provider. The clinical information regarding the individual
patient may be collected from diverse sources including, but not limited to
information from claims through the health plans, multiple EMR s being used from
different providers providing care to that patient, medication records from the
pharmacy benefit managers (“PBMs™), information from iabs and imaging centers,
and direct input by the patient to provide 2 unified personal/individual health record.
The PHR may contain heafth records of millions of patients with online access to
those millions of patients.

In one embodiment, the invention provides a system and method for
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managers ("PBMs"), labs, imaging centers, freestanding outpatient
facilities, hospitals and physicians. The data collected from the diverse
sources is organized into an 5 individual health record for a patient. The
individual health record maybe integrated with SNOMED codes to allow
that data to be encoded under specific medical diagnostic concepts.
SNOMED is a division of the College of American Pathologists ("CAP").
SNOMED Clinical Terms_(ngNOMED CT").is a scientifically-validated,
CHATSHHREAMREAYER T algvmwa%m%@%%ﬁﬁ%& CERHE e

CapitRthatinshasetbandraggr égatething inabisislent, manmer piaidits
SNOMED CT terminalogy. The terminology. cutrently. contai r ol
BRI E Oy S SR PN e R A) - HEE nospitl
mesdnihgscad. | Gjic datesed eefit fiomstha diitonatyrebeiser baaneicalean
conserin/ e Cisling 18 atanshipe hahsRRoieliahlibnanfsonsisenas
for data retrieval. 15 In some embodiments, security and medical privacy

cadif BN QMRRIeesteningtthah daedosLaacrane tRECRERE 6 Peti the
eplig.individualhealihengerside beiiswesthy dasignatethpelserBatiottsts
permit selected parts of the record tg be viewed by the authorized .. ,
T RSN RR TR, eTasb s oM et 61 8 SRy padgetec
anyrikfQmestio arelatingttoaspratdatesh class ¢e Healttedinl tumdith@ured,

reproductive system.conditions in. a female_ or. S [ ,
e A R R R A e B, SRRl A MO e
Amyrparlofyherendydonsiatiey to 1haofotordhitaly medibeddnsetibsale

a{fo%&eg)%% %QJR@K%}Q@Q%@%&%H%58&@@&%%@@5@56@9%9%&%&%

change Is made by the patient. According to another aspect, the invention
DRSALIR SBErPRIPRITBHY D SIS PRl G BT SBH A RAVI BRIRPHA ARG €CBRtgtency
The-neihedisay include the act of receiving a data element indicative of

a health related parameter for a patient. The act of determinin L
SNOMED cod&%ﬁBﬂ%%?W%QHﬁﬁé?% S UL he propigec
meiibio chaAn renitsy: sraydhiada sestadlintacappensoha ditidivicdleidiebitrtboerdrd
assqciated with the. patient based on the determin N 54,530 1,
intgcoz’%glﬁm% r{’ i\QEéSI %%%?reﬁ%% s,o%h%n%a?gné%e{r%eg%%%n%ﬁ%c ude payor

claievsedatatiEontxermdlosthvad dihi ehathencstiay Boadfeathmauianess
claim coder,; Rensnding-anihie-exigencies.af@particila: aprlicationeiie,

data element may’include patient questionnaires or direct input, health -

plaPRIOBRAITR AT R SeRtNTRiRgeREae CPBNs Yo IhB PhagIFPRRIAER (&8

fregstapdingiauinadientiasilitien: hnspitalmanc mbysicians: Frhedimerisord

ar?elaalt?ggctg r’clﬁeatr?)gcl:getgtgc{ rg:i\é\égigr?d} Qre f{jn?cgtazoexla ngfegtc?ﬁ be blocked and continued
to be automaticaily blocked until a change is made by the patient.

According to another aspect, the invention provides a method for
generating a personal/individual health record. The method may include the act of
receiving a data element indicative of a health related parameter for a patient. The act
of determining a SNOMED code corresponding to the data element may be included
in the method. An eniry may be inserted into a personal/individual health record
associated with the patient based on the determined SNOMED code.

In some illustrative embodiments, the data element may include payor
claims data. For example, the data element may be a health insurance claim code.
Depending on the exigencies of a particular application, the data element may include

patient questiopmaires or direct input, health plans, pharmacy benefits managers
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include an ICD code, a CPT code, a NDC code, LOINC code, or a code
from a proprietary coding system, such as Lapcorps' lab and order codes.
5 The method may include the act of transmitting a description of the
entry to a client system in some embodiments. In some cases, a first
description and a second description may be associated with the entry. In
such embodiments, the first description could be synonymous with the

se description. For example, the first descriptian may use medica
N ot P SR B BB U e TS
tetpscRrefckaliiydinerfis stdascrpticmisidrah smitted ihthéatlidatsysteny is
assqciated with 2 fieathcars provider whereasihe éﬁﬁ?ﬁﬂadc%%%%m's
transmitted if the client system is not assoclated with a health care
providistain ewhing filssratvehamberimpentsevadwettoPdsay include the

act of determiringheiher. g dndiyigual he pltbreesaid RClLdes AV of the

entries related to the 15 new entry, Preferably, any entries in the |

irfelgiiiat RS YEEBNE oM SFR P EHIRER S tHEWRRIASe ASEDdaTETPIRESC ©
ofcHagdetermines o M caee ARCBEkAgT0 Rnathanaspitisthethe first
inyentjon provi a data processing syste ith a2 messaging facilit
R B & B TR e £ B e B e i
pdeatriptarforay patienicEhesystdngmefdnehutie scooieletiopimodalé2ose
configured to determi r ing; ; tem is
LS s NN e eI D i
cesroritied Wistalceslierrtnae vine PER99S JiiatenT e AgtAens B0 figaray e if
insertigalthstelated datarasaciaied Withitha SHOWHED code into a

personal/individual health record assqciated with the patient. 25 In some
embodiments, tREEYSIEAS ALY FRARRIE A e dhs T BHTBHER RIS o
cerfigurachtomamernicate withl aclienisysiamiliesanenaasseired to the
aceess mf'a %fmgpft modu & COU| be on&&%ﬂﬁ?%l tg?s'gr Ita%izrrs reiajed to
dé‘Sg’rifﬂ% SFtha healfi” rélated aata 10 the client sy§tem. or exampfe,

thixdPERypop ukaticnteh e mathcadsoviate triBr@MER oméesynonymous

description wihyieReaQ IEIR1RE al2: 30 5MBAANGOARLE, sata processing

contemplated in which some of the descriptions use medical terminology
arfismeTsth san R ERE s TRERRRSt én SeriYciA it S ST ARG SRS TURS 2
inRome-embodimeanis: Fypicalby: thenlitesng. madueiaay be-canfiaureshule

to determine whether the client ' system Is associated \gﬂ%h a he IthcareA PHR
prERRAEFIEhE GESERTtfoh TN REEaYD TR TIRNGES S SR ~(irRsP
depeaingnan shetherihestisst sysietnidd assotiatedsiitiva module, such that

the PHR population engine is configured to insert health related data associated with
the SNOMED code into a personal/individual health record associated with the
patient.

I some embodiments, the system may inciude an access management
module configured to communicate with a client system. In some cases, the access
management module could be configured to transmit a description of the health
related data to the clhient system. For sxampie, the PHR popuiation engine may
associate more than one synonymous description with the health related data.
Embodiments are contemplated in which some of the descriptions use medical
terminology and others use layman’s terms.

The systen may include 2 filtering module in some embodimenis.

Typically, the filtering module may be configured to determine whether the client
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healthcare provider. In some embodiments, the filtering module maybe
configured to change the description of the health related data based on
a description of a SNOMED 5 code up a SNOMED hierarchy to adjust the
resolution of data. In some embodiments, the system may include a PHR
database configured to store a plurality of individual health records. The
system may also include a data ar@alysis module configured to identify
patterns or relationships among the plurality of individual health records in

SRS 35tapAEE PASHIGA MR e SN Gty conasn Bapenisthie the
L@fiﬂ@@&@lﬁﬁiﬁ mﬁﬁgdepmybgd egonfigueethiociBrasi g E@Iﬁfﬁ&iﬁﬂﬁﬁﬁ!@i_&&@% a
alfhcare treatme ased on ouytcomes assoclate ith the urality o
O HRCAT REaT Poht TR Tt e BVTER ABe s ligted
thibatatatiEnddysip toadul teteplier derdigiate & 4scp erforiesooptitatioin SNGIREED
based int lity..of indivi health records. 15
E?n%%é? %m%%%%%%@%%g@%% \%\“fﬁ%ﬁgt%'e.égaﬁt%a!aénalysis module
may be configiftears smaEaeise it sraraprevitheiudg gdifdRoaésesand
Coshdz0f-EXAMPIE, e datranaivsismadile maydrotie £8k€also

providers based on patient outcomes associated with the health care
pIBYIETS JPTRERADE HRRO AR YA BrovitRaIa e BaTEPTe pritirtrbien AT R
casipisuuty as the-aesiichargeddydhealit care AR paddersdon vaseas

proc s. Health care providers could thus be ranked based. on quality
o R EEHET TR R e TP UG g er Baas
inswramee Gort panissod hgdemmianatalentites] to estabtish adisiaEd with the

E%gg?;%?g éﬁﬂﬁtﬂi&li?aﬁ%?élﬁ}{ iersdased ona oraiahal i&ﬁ%g fﬁf« LISCHYG:,

or quality of care and cost, as well as possibly ot actors.

25 Selsrelialyts BadaisaraspeetnhaRd énteTosre pedation sthdgsdfased on
OQRRIANNG & Ber sonRIndMic st haalihur ¢Rig: Themethod may include

the act of receiving a claims data element indicative of a health insurance

claim associatEPRAHEHAfE 5P REETBeD R SHecBoheSHB ARG fordule

claimdelatalersent mayhes defeirirestol iRmethait mayadsainalsderor
nserting the SNOMED cods.into.a,30 persongllindiidual pealth record. o
as36ciated with tie patient. S SRRE RIS imente, e method may . ©
incluclentsemot pEvé caitity acytiestionmnairdedatd dlementlindicativeast an

answerdq Miaeééigmmg&%% BALSRL. ASNOMER.CHE o0 1y health care

corresponding to the questionnaire data element may be -6- detérmined

arEoTiSE &er iveB AReIFRICIdTRal AEAHE reEOrEPEsiHTRIEE Toih Rhe2plsgibpgsed
Efmb@ﬂm@ Ptz ate.alsaocontamplatednowbishdhgsnathos.inclydessthe act
o |

nsurance companies or governmental entities, to establish a list of preferred health
care providers based on a formula that includes objective measures for quality of care
and cost, as well as possibly other factors.

According to a further aspect, the invention provides a method of
generaiing a personal/individual health record. The method may mclude the act of
recelving a claims data element indicative of a health insurance claim associated with
a patient, The SNOMED code corresponding to the claims data element may be

- determined. The method may also include inserting the SNOMED code into &
personal/individual health record associated with the patient.

In some embodiments, the method may include the act of recetving 2
questionnaire data element indicative of an answer 1o a questionnaire by the patient.

A SNOMED code corresponding to the questionnaire data element may be
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receiving a clinical data element indicative of clinical data associated with
the patient. In such embodiments, a SNOMED code corresponding to the
clinical data element 5 may be determined and inserted into the individual
health record associated with the patient. According to another aspect,

the invention provides a method for generating a personallindividual

health record. The method may incfide the act of receiving a data

element indicative of a health relate rameter foy a patient. A 10 health
R e R R R IR S R semi eyt o bnagen:
siichbatiiatetite drealtio retatmopdtunt eptisidetectedivannan die rascbical
aseapgepentaldeath SERLAr SRR QIR DA IR0 MRS TG ctient

into the individual health care reco at IS representative or the

ideritite ket palate S YENGER cpdsaotmsawie toythmeijoire labso clate:
with-ensiegin thes individeabhealitecord that have ahierarchical A5 e

relationship to the new entry. In some embodiments, the hierarchical
aﬁa&}?&f—:\ment includes nodes representative of medical diagnoses or

medical proceduxesdingltexastpicadhe: hiey archieahaARgaM et iaaYor
incéggr%tat Ieag}s%ogﬁogﬁgdqh, ;J;ﬁgh as rality.of . SNOMED Clinical
TEYMS. 20 ABCOrTING 10 & TURNETr S8 PEEE the TRVRFHEN BASRfdwy the act of
corppvites 2 rémal alsim ncididinatievirig lacdditagttactiuenstose thithesem: The
ORI B TE e A dAss AR IR OF siaing,a ety of
diagnosis data elements representative of medical diagnoses asS0GIAle
witit &b Afaih. ristesmeset iasriesstd drvan dinbisedidhitat arslo grarsnnvdipdsdth

desived d6aBRADY AeHiaaREss £REH R28REAN AR aNAMER £048: Aecord
cedure data field for st,orlng a plurality of procedure data elements

bR Br Ve AT i e

bensdntiudedtintevttatenstiriciuie: Rrefarabiicadileasi-ane:preceduie gata o

eIr((e3 §%i}si ggg%elgﬁarfomt% payer procedure code based on a SNOMED
code. 1n some cases, the’ data element may be manually entered. 30 In
some embodirfresitsicaetibefiosisicldta Blementahaydoeaerivect:fuds rates

Iqgﬁgg@atﬁwmmgmmé&ma%g@I&%&%&hi%fa&aren éggé?ggézg data

element_may be derived from a CPT code. Other embodi

COIRSHRHST TGRSR BhelRbERIst isretcd iI6Pmation woblesbe Werlitw !

frerondres typas:ofreades, such as _ LOINC codes or proprietary codes,
such as Lapcorbs' I;b and order codes. Depending on the particular

application, th W IR Mﬁfﬁﬁ’éﬁﬁu@e mvention provides a computer-

readable medium having a data structure stored thereon. The data structurs may
include 2 diagnosis data field for storing a plurality of diagnosis data elements
representative of medical diagnoses associéted with a patient. For example, at least
one diagnosis data eiement may be derived from a payor diagnosis code based on a
SNOMED code. A procedure data field for storing a plurality of procedure datz
elements representative of medical procedures associated with the patient may also be
mncluded in the data structure. Preferably, at least one procedure data element is
derrved from a payor procedure code based on a SNOMED code. I some cases, the
data element may be manually entered.

In some embodiments, a diagnosis data element may be derived from
an ICD code. Embodiments are also contemplated in which 2 procedure data element
may be derived from a CPT code. Other embodiments are contemplated in which

other health-related information could be derived from other types of codes, such as
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a medication data field for storing a plurality of medication data elements
representative of medications associated with the patient. For example, a
medication 5 data element may be derived from a health insurance
medication code based on a SNOMED code. In some cases, a
medication data element may be derived from a NDC code. In some
embodiments, the procedure data efement may be derived from a
guestionnaire answered by the patient based on a SNOMED code
assobéteeh dvitlorproprigiwraomlehesetiestibaprares’ 16b Anstirignaedeaspect of

the invention isfeligrad QiR GRIRUIEr 15AbE o elvim  \aMIBELE IR Wlude

readable instructions stored thereon for execution by a_processor to
peHBaH Rt IR oR e Ea e IR cthBR AR SR SELBT

recgivinehAclaimsdataeigmenidngieative of ahratthripstanet claitadication
associated with a pgie,nt. SNOMED code corresponding to the claims

I
o G AL st TR 5 T8 Lt &R R APSEaNeS LprIsapion code basedon 2
pefsapmifindividu ah kealttaeso rchasiSoniatedh withethent patient dEheehethod

Rl s R AR T,

cosrEspoiding 2estrrsed estiomaaie beret ale ENOEI I etetnnined wifd an

inspHed-inta, dhe-ndividual health record associated with the patient. The
method may include the 20 act of receiving a clinical data element

indicative of cliffciibEHbIs amRatel i Rt T re BRAVTRRY EgEable
cofrgspendinthictheelinicalidelaislemsihmay-berdaierfinetanttn by a

inserted into the{fndividuaé@{g h record ass ciatet Vc\{ith {[hg g%{ien of
AKOVERGHE BROTHEY LS8 118 TRVENTOR provides s Methoa for 2 ©
selectively pestiiotidgtactessitandipgrsonalinailiiduabitmatthiseuardodibed with
method may, (5]- &%ﬁg sociati cess.|istfop each User capgble :
of ggggg%%lhé aggersona%?%%iﬁgﬁgﬁﬁéﬁﬁ%e%g%{%s%%ﬁate% with a%zdtient,

suéhtenaintbaaddpssiidinta fcyorned thE ik bodneani reseperipdovah the
resfriciad sekoldrta plamentaand an aceessinle.salef dalaR!ementsné

request may be received from a user for a data element in the individual

he ARG aPHRTHETHB G FRSSFRTtR e 5 OEBrS0 GRteimThg Wtether
thesslatapplement imdyteeesticiedselof dataslements-hy-tesie wingtadinte

access ljst.assqciated with the user, If the data el nt is in the restricted
ol AT TATNERES TSeRa e P T S REIer il B RE R g the
if the catacelementisinathietactessib iedetivfdaialiclen énis piberiagel willk the

e glingiediig. ghaeResS 10408 AR A ENt: N SR EMARdIENE, A

predetermine possible restricted areas may be presented to a

paticiTned geddsschist gy B épdlidyal health record associated with the patient.

According to another aspect, the invention provides a method for
selectively restricting access to a personal/individual health record. The method may
include associating an access list for each user capable of accessing a
personal/individual health record assoclated with a patient, such that the access hist
categorizes the individual health record into a restricted sst of data elements and an
accessible set of data elements. A request may be received from a user for a data
element in the individual health record. The method may include the act of
determining whether the data element 1s in the restricted set of data elements by
reviewing an access list associated with the user. If the data element is in the
resiricted set of data elements, access to the data element will be denied. However, if

the data element 1s in the accessible set of data elements, the user will be allowed to
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responsive to selections by the patient. According to a further aspect, the
invention provides a method for 5 generating a individual health record, in
which the desired information from each source is pre-selected so as to
collect information which is important and necessary for the continuing
care of a patient and thus avoid massive accumulation of data in the
patient's individual health record, which has none or little relevance to

continuing care. This allows the user not to spend excessive 15.0f
tﬁﬁ@%cﬁ%ﬂ?ﬁ&aﬁr?}ﬁ@ﬁnio bISoF 8%?%%0“%3 "¢ 5?1aebffg%§%§r%a%io . For
axample, asmassivie: amewmtoh mfotmaticFhisasysisdily eulldetadeniean
EMR following.an.in %' t admission, such as extensive nursing reports,
vlgfﬁ%}fﬁlgﬁviolé%er%ﬁﬁ%s,tgriertlgo?matioh regarding the scheduling of tests and

procedures dukisrgriiestipoitaiea aepeTi e My BASaP T o RBeG o

which isipperesinthe.RHR-BayRelass thaateerermentabit kMRS
and include only pre-selected types_of data, s C%‘}?S the admissi négeigggr
a‘f?@fﬁﬁ%RiféTs“é?;ﬁ‘},S&@%FPa?@Qe hm‘aw%‘dwg\%“ Srge PiEhs FAhd®
sigieaLranertmneRIes seigiechde stuesulis suchiasaRinCTiGraidgiamiiie

angjography results. A further aspect of the inv 'gne'ga Q o
e R R AR R SR R fe A R e
maseinthiceilivesaiot ofe20réTepambpayeislainsdatel émm@@moagh
ggagseé@id%t%%g%&?&&%&ﬁx&@éﬂiﬁ?&ﬁﬁ%é%@%Mﬁa,ta%oet%&au@m

ealth care provider may be derived from the payor claims data. A,
nvicanaormiay i IHEEREECIRIo R PO ANISAE Fa BRI B 0B, such
agsociated vithsthe padientbaseRar theenoeyRierdatir fegering the
embodiments, the deriving, step may inclﬁge d%rbl%%}]ﬁ a%igng{g/c%grse fhe
pﬁ‘i}%ﬁé}éﬁ%%ﬁﬁﬁt@drﬁ%%% SRS BHESTHSRer HiSEERY &R s
hagpiiakasmissians iristentiiomhdBERayoy blaims tidatenAcoondingtie EMR

another aspect, the invention provides a method of . filier I3 phvsical
BRI BTSRRI poysic

regestdomadealthaprepiovibiuetorinparsd pariad vimas) Heas-pelsske

30, gssqsjatedwith fpaient, A sheeialty assasialedwith the health care

provider may be identified. The data eléements’in the individual health

record that relate 5 tPASDER QAL SRTTBISB AR AL BV e ef, B
defermingd; bresponsedadheceRnesiortherbealbiedra provitietetiaatieo?

presented with any data elements in the individual -9 health record that
W HES PRITE A g ?Bsﬂ‘féa%eééﬁf gi/ n%\{bed'ﬁl O%Iéc[(%ié%tter datd i cagve of an

ures an
advieptagesatihis dnvestien aill Deedtiheare provider may be derived from the

payor claims date. A new eniry may be inserted into a personal/individual health
record associated with the patient based on the encounter data. In some embodiments,
the deriv'mg step may include deriving a primary care physician encounter history, an
outpatient encounter history and a hospital admissions history from the payor claims
data.

According to another aspect, the invention provides a method of
filtering data in a personalfindividual health record. The method may include
receiving a request from a health care provider for a personal/individual health record
associated with 2 patient. A specialty associated with the health care provider may be
identified. The data elements in the individual health record that relate to the
specialty of the heaith care provider may be determined. In response to the request,

fhe health care provider may be presented with any data elements in the individual
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apparent to those skilled in the art upon consideration of the following
detailed description of the illustrated embodiment exemplifying the best
mode of carrying out 5 the invention as presently perceived. BRIEF
DESCRIPTION OF THE DRAWINGS Figure 1 shows a diagrammatic
representation of a health care data system according to an embodiment
of the presernit invention; 10 Figure-2-shows a block diagram of an

example PHR system according to an embodiment of the present
R S R e R DI BTFRALIP ot
according to aAdérbuodifsntse fatiieapresmptsmfehisony Sigoresid Aeddhe

Sg@/&é&q‘?%ﬁ?@sﬁ%ﬁ&%ﬁﬁ Mylystrative. of 2:00ion okong 1 emQQt‘%}gQE”t
of'a system and method according to the present mventlon%ure
sheRREPABIcERsiallaiated arprrdioieer esraphibodnienbof thedprdsenying out

inMe RtieR: Gl s-&ssheys:aRiexample window in which access control for
the individual health record may be established; 20 Figure 7 shows an

example window denying permission to access a portion of the individual

hBaltEH &R dREQUE-8Ghaws AReXEmIE window in which a user may
override a resﬂictioq taq}awpersonallindividual health.record:; Fi%%re 9
I

shows an exampie auditTeport that ma u‘f)ée%réaﬁ%t}tﬁfécalﬁ e cszig,‘gt%a}%
agguetingcto@ngsmibodindedinadthe fresentinventitiopand. Figure 10

shows a low Geg M JSYRIGS A, ETRRAIMET o Ao ISE AN coring

method for populating a personaUindividual he ata,
DETA CRIPTTOREOMTHEDRAWINGS 30 While the concepts

of the present gisglosuiRoate auseeplbIsHie Yareus,Mediicalions-anths 1o an
alternative forms, specific exemplary embodiments thereof have been

AR R} Sreaaniptente & drawings and will herein be described in

detail. It shoulEheddrderstondshoiesekcthaktheraiisaainientteolinal tiene

congepisof e, 10; present disclosure 4o the particular forms disclosed
but on econtrark}, Sintention is 10 cover aft Roaimcats ,%uivalents,
and alternativesgathrigsivitiira tHeckpiritzesmd oS egpetiohthBadistibsdireciAs? the

sg%ggg‘%gggﬁciated by one of skill in the art, the present

. Figure 6 shows an example window in which access conirol for the

individual health record may be established;

Figure 7 shows an example window denving perniission to access a
portion of the individual health record;

Figure 8§ shows an example window in which a user may override a
restriction to a personal/individual health record;

Figure 9 shows an example andit report that may be generated by the
system according to an embodiment of the present invention; and

Figure 10 shows a flow chart which illustrates an embodiment of 2

systern and method for populating a personal/individual health record with datz.

DETATLED DESCRIPTION OF THE DRAWINGS

While the concepts of the present disclosure are susceptible to various
modifications and alternative forms, specific exemplary embodiments thereof have -
been shown by way of example in the drawings and will herein be described in detail.

It should be understood, however, that there is no intent to limit the concepis of the
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5 invention may be embodied in many different forms, such as one or
more devices, methods, data processing systems or program products.
Accordingly, embodiments of the invention may take the form of an
entirely software embodiment or an embodiment combining hardware and
software aspects. Furthermore, embodiments of the invention may take
the form of a computer program ptéduct on a computer 10 readable
storage medium having computer-readable program.code embaodied.in.th
SRR GG A1y SERADIE STOPG e  h6 Smer e pag o8
reac conby aherdfictRONERARD RA MiBDRMhare wigks, the spirit and
CD-B(O) ds, dlgs\“/; -IlR]’IQMs, any optical storage device, and any magnetic ’
Sofage ewce.cf—slgu’re 1 shows a health care data system 100 in
accordance with asldls iprsaeiave BrmSdsH tﬁé%m@ée%%ﬁ% build,

666 ANRNZE AR UPYRIR; A Rersanaihie allbn Recaid alspedrsesied
as an Electronic Health Record or Individual. Health Recor (her%zé}rfé%r1 the

e dpidre B TRRIERES TR SR RS EE (6 eI thedhha
peaRingrAsshawithah et veanedatd systerrd 6@ tociutes @ an
personal health record system 102 ("PHR System") that is configur
B0 e R B T S & R O
reotecclienttRystemsaie thedesnd 062 ThmrRiRysystempTORmay tdapider-
for hardware, sof r ombi ‘ hatdwargand i
S0 r%vag%% S% Aiffo @?%e%%%?@%%%%%ﬁ%ggﬁm%%y a single )
compreimgidevichin TSiEne TTREpIIpEsRTEnERaRbE dHECIBb a8 SRy
the-RbR W)}R@%Miﬁ@m@, amongia Rimsationes, EUPERDY 25
or exa

devices. mple, it should be appreciated tklat various subsystems
(@ﬁb@?ﬁ@ﬁ@%@ﬁﬁ%ﬁﬁ%ﬁ%ﬁ BRI BISES SRER8H Y thay operate on
different compeing-destiess 2lResorersdel eysladifentsctoeduarioush one
subsystems of the PHR system 102 ma mmunicate over 5@
RS SRS T By a2 A alon ALK
atterwsnebEpiifiiedenicasotdsshiabedasdivFiraneter Hasthiaceshppaitiaal

n %}ggﬂﬁ%@é rdn&@éé%f%ﬁ %e_f‘égﬁ{sc’@tﬂﬁtwﬁﬁd STRPRYOLWHRIESS are iniended to

communication capabllity in any of a plurality of protocols, such as

TORAR, B rerenWIIE) FEEBOZ 10 G ARy StRER s L 00 meludes &
Epahodiments:aie saniarmeplated intuhichihe R systanziil maydseitl

accessible through a shared publjc infrast%géﬁre, such as the Inte{net In

SHEFESEMBBERBRSIST BRSRE SHSPIRRE 458 TR B systems or

?n&_rs@grm.u rﬁaesm{eievad@m ienchyptedt: sucfoas bfusinga,poiickepr may
represented by a single computing device in Figure 1 for purposes of exampie, tbe
operation of the PHR system 102 may be diswributed among a plurality of computing
devices. For example, it should be appreciated that various subsystems (or portions of
subsystems) of the PHR system 102 may oper;fﬁ:a on different computing devices, In
some such embodiments, the various subsystems of the PHR system 102 may
commumicate over the network 104.

The network 104 may be any type of cormmunication scheme that

allows computing devices to share and/or transfer data. For example, the network 104
may include fiber optic, wired, and/or wireless communication capability in any ofa

plurality of protocols, such as TCP/IP, Ethernet, WAP, IEEE 802.11, or any other
protocol. Embodiments are contemplated in which the PHR system 102 may be
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5 network ("VPN') may be used. Those skilled in the art should appreciate
that various other security measures could be employed in relation to
transmitting data over the network 104. The client systems (or users) 106
may be any form of computing devices that can receive and send digital
signals. By way of example, the client 10 systems 106 may include
personal computers ("PCs"), tabréftIComputers, notebook computers,

server. rsonal digita ist ' 9) iy Loy phones, The, client
%ﬁ% %Sﬁ"? 1%%% rhvfnSil%rl%lg%%g% iﬁr%%%%’lg%%aﬁve of typical users of
ghebdeiEReRts ket BT ISR TE there A L AR SR B R BRF R 2oLy
‘é’ﬁﬁ%%{é%?&mﬁ asIRSRIRLS, SIBRIOYSr $n PRYSictans Pilfing @HicRate and/or
healthcare providers and/or 15 healthcare prac;écgs%r%ahg a‘gﬁ%& thevgth
SYREEPTABSHRHFNVET the CRSATS)SIENPEAFER iR Figure’ L are
Rravisied spialy)fenpuEnases Dhexalile] lihaketnbbuldtemtedas Hmitvireus
type of users or require particular. users to connect to the P :
S S e B St B ey e B el
theresabodiément shown, the PHR system 102 includes a PHR database

200, PHR RRRUAIODEARI0R206:A SRRUALY BIOBRRAR Aokl

database 206, a correlation module 208, a correlation table 210, a data
aealgsismodulecotive AessadtigiacTiapeb1 BanaceSemRdge HEHt
286 nand:R filteringmadule R8s Embedinamscarp@ise, notebook
contemplated in which one or more of thes; b; stenhﬁgfégﬁ EmHsRT .
SYBTEIWTS 1T EPEIABHA PG ﬁiﬁ?‘?ﬂéﬁél?@g‘sﬁc‘g 16 iV d8pending
upRA thesexiaerGies-ef amarticular sitsdtioes Rl exampleyteldatas of the
analysis module 212 may be optional in. some embaodi
N S e CH T R S e o R e i Wil
emphacimentsicAsrshowsictins, BHR s péfmes, 1021 heeracees st pad/oF
claims dalaed.and nealitaliiedlala2s?s in same.omnadimentsydit s

an
payor claims G data 220 and the health related data 222 may be
alebelssibioo B IER SyRTSATIE0R g YHer MURRE POFATRIThE LRBHO®

sysiems: 108mthe gatabase ROQH Y heusiFusHA sl donstorevmE OTR

data relating to the health care of patients, including individual health
rS¥SIS. 1Preferably, the PHR -12- database 200 includes a plurality of _
PHRs for a plurglityeof patients =TypidakbynthémRiR thtabidBe: 200midy. n

e e DR e e

opapplatatityfitelabasesusac mobWhidh rapbeEior arigbastiddy.of corrslation

d%%%%%oa, 2 correlation table 210, a data analysis module 212, messaging facility
214, an access management module 216, and a filtering module 218, Embodiments
are also contemplated in which one or more of these subsystems of the PHR system
102 are optional, but may merely be “nice to have” depending upon the exigencies of
a particular situation. For example, the data analysis module 212 may be optional m
some embodiments. By way of another exémple, the filtering module 218 may be
optional in some embodiments. As shown, the PHR system 102 has access to payer
claims data 220 and health related datz 222, In some embodiments, the payor claims
data 220 and the health related data 222 may be accessible to the PHR system 102 via
the network 104 from the client systems 106,

The PHR. database 200 may be structured o store various data relating

to the health care of patients, including individual health records. Preferably, the PHR
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5 formats or languages. It should be appreciated that the PHR database
200 may be a logical dataset that may physically reside on a single
storage medium or multiple storage media. In some cases, for example,
the PER database 200 may be a logical dataset that physically resides in
multiple geographic locations. In some embodiments, the PER database
200 may include a master 10 patiént index ("IVIPP') field. The MPI field

gllawsfanthe Assigumentef apriniqus: idantfias halMefinesramamtiitoe
such as a patient. Due to the massive amount of _ PHRs cont lated in
MR plaibast 205 5855 0B HIS 5P SROMEAB AR AR R TRV PR fﬁ%res%%%‘n ame.
£o0siaReienexamRleaRHR Watabas @ 200ihsianchidesaentyimition
PHRs. In this example, there may be thousands of patients with the la
G518 DTN 3 PR St SO B e Pich Loapiee
Altheughr tbn@usg:gf IhﬂmME"bmgbpiisftémdttagé mmw&gﬁgﬁmm
ALALMEL apallent ik lnclde. lher-aiieriadhal maxae ynigde a
patient. In some embodiments, for example, various other criteria, other
fheragsansdizm By e segdacamite WhBHR daisag hasuireadgeical

hegi-agsigned:am N ddicbeforamnMBLizassignesibas example, the PER
20 system 102 may determine whether various da,)ta elemenf%c?lread% )
exist in the PEERTGA4BALE 968 BisrOre aligiifi an MRt &iRG 5t

pefidimiter i tar D dirthitatee] gervatyasdrets, akdathibet efitityuisque

determined tg already exist, the information is_applied to an existi ER.
S R T

&g bentrsed dissecheePtitalastors patiomespedific setitnsnantor Get as

akeywhen &ﬂ&%@%ﬂ%&%ﬁ%ﬁ@xé’?&%@i@ Al examples IhgMRLeAME Tion

also create a cross reference to identifiers already being used across

dHBrenin this piramos. Sysemay Gpvhpaadefinsdrgarsabnisagme of
exampteoskilalsedabrSystemsipromidenefficesipharmacyNenetits of the

managers, health plans and/or other 30 systems may be cross-referen(iega
RS ARECRTEREA AANBCHIPREI AP HETA TS Sh b proftAtE FRHEHY By
wansofrapeiheiexanplenthe MRIntews i eentealpatitni-medictethatle,
would allow users to find patients across multiple, massi ISCr )
Mo e L e AT S A
domareb8y brgurizativdsfbfExbeipleatidhd massisacdatBon mifemdn HilllBRR-

;gg&%%{]%M@%@%ﬁ@%ﬁ%%%mw&ﬁm%Hl%\a@té%@ gollected:

m various sources to be aggregated into a single record (i.e., a single

FRRORIR O b fosnattieaine m N Pk iiBE S RaSdmited to tax IDs, birthdates,

gender, address, etc. If the eniity is derermined to already exist, the imformation is
applied to an existing PHR. Otherwise, a new PHR is created and & new MPT is
assigned.

The MPI could be used to secure data, store patient specific settings,
and/or act as a key when requesting heaith record data, for example. The MPI could
also create a cross reference to identifiers already being used across different
information systems of various health organizations. Fo: example, hospitals, lab
systems, provider offices, pharmacy benefits managers, health plans and/or other
systems may be cross-referenced to the MPI, thereby tying ali relevant data to an
appropriate patient. By way of another example, the MPI allows a central patient
search that would allow users to find patients across multiple, massive and discrete

health related organizations without requiring a national ID number. In some
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5 Figure 3 is an example use of the MPI with respect to a patient
identified as "Ann Smith." In this example, Ms. Smith has been treated by
or visited tpe six listed healthcare organizations. Each of these
organizations has assigned their own identifier for Ms. Smith shown by
the system identifier column, while the MPI identifier remains a single
unique tracking mechanism. In soh¥e embodiments, the 10 MPI could not

only generate_a unique identifier for Ms. Smith, but cquld also cross....
rgfg?’é’ﬁé‘éoﬁﬁoﬁ%gzﬁ?%ﬁlﬁg%%rg% S%ei A |e$%es%ndnk])1§ 1330% ofthe Hiltion
organizatitinsisine this Mahaee, MsvShitvslidgentfitatiorrtouicecgicket

up when another.m m.{ Yolends esrived HThiS allawsy
téjggrrﬁg%f:ﬁﬁgoo Fﬁ?gigéagt%?r? %ﬁ@ﬁﬂ%%%é rom a wide range of medica? ’
solswaseand from multiple payers to a single 15 comprehensive display

about a patient; Jn.samecmbedinentss the M wauldase he. paaghto tie

health information related to a patient and their. family member

JFor .
SRERHHIE] the BRESERAIoR P PR or Fo GG BRRER R FRafsied
family.qould HieavailblednAornat S ikatassist bothrtherdealihscasmed their
provider and the patient.jn _impraving_their health care. 20 Figures 4A
SABRAEHILG r@ﬁﬁg'gﬁnégeﬁ{% eOPglzt;l Fosﬁrasfe&%lt%ﬁ%%eeﬁ/vcﬁzllc cbﬁ?ﬁ%gna-sﬁe%l
agithefRHRudata basesROMinusorneillg steativaiom b&ﬁmm@b@@ﬁ@mﬂ e

a F&&%f%%&P&H&h%ﬁaléﬂgaaﬁatﬁyﬁéﬁﬁﬁﬂ%mg, RGeS BuiS:IRIPMIBRSSS

of “example only, but t ltiplicity of database structures could be

UsderforaiPER bRy 200 1S PRRDS ME 1 MgriRdas 40

PHR popilation engine 202-10.AoRuiale 30g/ekeaipHhieaRERSs it
PER database 200. The PHR population engine 202 m? ollect data
FrE AT RTIBRG STERFOPSSETEES: SRh R BRI &ﬁggﬂﬁﬁt&?}lclaims,

okRisARg feskissiemdahosatany systemss adhissiomsitipimasiess top single
report and discharge summaries from custom and.sta Rﬂ:ﬁp -
in?%lf‘?g"cegg?%ﬁ% %ﬁ)%?%ﬁ%%‘%]/ag G Pétd%fgg mation rgrrlne%qg’ﬁ/%ys, he%?&mé e be
assessmiertsihdndirecttentrylathd sonmsitatesdrifarutmy brngadcgatithay
beex'eﬁ‘:%fée%é’ 1‘2@%1?&%5?}:5?1%&§ﬁ%eﬁgﬁdﬁﬁgrﬁ§%@h\{%@%ﬂq%ﬂy could
plans,‘provider offices, hospitals, etc. By populating the PHRs from a |
varenzdftourdesnartimsastp obp B9k et TR SRt ATAVER RN 21 4-
from,ipdividual pragtices.and hospitals. The table below shows a variety of
sources from which the PHR may be populated, according to o

e
embodiment, aToAY it ERHDIS FHIFRECH R ARIBE "fgglﬁ%di Hae
eaah SHae v Qe TS EMETR QR ok OOt kfidd @M strative embodiments. It

should be appreciated that the database structure shown in Figure 4 is for purposes of
example only, but that a multiplicity of database structures could be used ior the PHR
database 204,

The PHR system 102 may include éx PHR population engine 202 to
populate and/or update the PHRs in the PHR database 200. The PHR population
engine 202 may collect data from a wide variety of sources, such as medical claims,
pharmacy claims, orders and vesults from laboratory systems, admission summaries,
op report and discharge summaries from custom and standard hospital interfaces, and
manually entered information from surveys, health risk assessments and direct entry.
In some cases, manually entered data may be inputted by the patients themselves or
representative from health plaus, provider offices, hospitals, etc. By populating the

PHRs from 2 variety of sources, the PHRs would not be limited to the data available



th

1. Patients Answers to questionnaires and surveys. Regular entries
pertaining to management of their conditions, such as home blood
glucose levels, airway test results, etc., to track the progress of the
disease condition. Patients may also directly enter information, such as
over the counter drugs, immunizations and allergies, into their PHR
directly by connecting to the PHR_gystem. 2. Health Plans Directly
collecting the claims data from the claim processing systems on a
pértadiodiguatiaibcbesishdhosritatime isashds Delvi v ane Hutsaly Gl5earyes
clipiealiniarmatian, His HofRmation Jadxalsn be-eustRiacho il aic:
PHRs by persons assdciated with the health plans, such as case and
diseasplmaivrerdon iphamiy e P BEREMSMEHMAGS{®PBM") Electronic tape
or direct access to obtain data relating to prescriptions. 4. Labs From the

lab systemg wSing Universal interfaces (€.34FHDDr CRIONIZZUTION
interfaces;dmaging Centers From the Imaging-aie e Systenisssusing
Universal (HL7) or customized interfaces s6rEyedstandirgGutpationtg to
Facilities From the EMR of the facility usipuatisiressad Ohensesgiiaag, such
interfaces. 7. Hospitals Information imporesdremerPiprs raspRsetTE IR Eof
the Hospital using Universal Interfaces (sd?:ﬁ"é’é‘{]ﬁlﬁtj’epﬁé‘tlb TARQESSS |

interfaces. of the disease condifion. Patients
may also directly enter information,
such as over the counter drugs,
imraunizations and allergies, into
their PHR directly by connecting to
the PHR svstem.
2. Health Plans Directly coliecting the clams data
from the claim processing systems on
a periodic (e.g., daily basis) or real
fime basis, Deriving the data to
obtain clinical information. This
mformation may also be entered
directly into PHRs by persons
associated with the health plans, such
as case and disease managers.
3, Pharmacy Benefits Manager (“PBM”) | Electronic tape or direct access w
; obtain data relaiing to prescriptions.
4, Labs From the lab systems using Universal
interfaces (e.g. HI7) or customized
interiaces.
Prom the Imaging Center Sysiems {
using Universal (HL7) or customized |

|
i

i
i
i
]
i

I 5, Imaging Centers

mterfaces.
| 6. Freestanding Outpatient Facilities From the EMR of the facility using
Universal or customized interfaces.
7. Hospitals ‘ Information imported from the

respective EMR s of the hospital
using Universal Interfaces (such as
HL7} or customized Diterfaces.

8. Physicians a. From the claims submitied to the |
pavers |
b. direct online notes or input to the
PHRE

Embodiments are conternplated in which the PHR population engine
202 may “pull”‘data from various sources. In some embodiments, for example, a

“flag” or other notification could be sent to the PHR population engine 202 that health
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8. Physicians a. From the claims submitted to the payers b. direct online
notes or input to the PHR J Embodiments are contemplated in which the
PHR population engine 202 may "pull" data from various sources. In
some embodiments, for example, a "flag” or other notification could be
sent to the PHR population engine 202 that health -15- related data is
ready to be updated. It should alsd be appreciated that various health

related organizations _could "push" data to the PER population engine 202.
e RIS St G i e P B & e A 0
uetiate the:RkRoef @@atientin dae RHR: ¢aIRhas®I2000 kegithel2. For
embodjments,.the PER lation 5 engin 2m jodi j
AT ULABTS SHTed Py SR L DENE S SRl
nodiy paentondhpaYOt GladhasecA:. (br oftrechdarinmesisde PHBkRRRISAY O™
from a@ﬁ%ﬁ%ﬁ?&igm%%@wmr Ravoneihealthproviden. ande dady,
wegﬁy or othér periodic

asis. Embodiments are contemplated in ngch

R PR P ANER e HG RS 09 AR R0 SR BB AT RS EAEC P Sl

healihlslplsd-d delaonms walime | basiser Pagdesmentaliineéladpesnot
necessarily mean, instantaneous, %ﬁh?glgg means that t%%foHR

PO alGH EHBTRE SRS Eiptta e AR SBASEBG0 hith e

new
inferrasianznefossstheiofarmationmioul ddyermssidediaby e tibaitheelibarelated
provider, For example, consider 2 palient thal jerefered lo.a. speglalist
bgse Of a Visit with Tis/her primary care physician. In this example, the

1 mRERpopslatibnenlyineacwolik HERcprmiiatrEmsdate Hegid update

Pﬁ}i&eﬁ‘%ﬁ%ﬁ’iﬂﬁ;&@ i el imeihasisiiheRiiRds trolatedowibuld be needed
information from the visit with the primary care physician prior to the visit
Whth 2R FeeTRRIC Vet HeY (e BB FMKIT ARt e S dehangres © @
sepedulrgiiesame daysas hensiitedthe pimaseae Thysisiammie the
next day, a week later, etc. Zolé’rgsome.témtzfgimeggs,tﬁhe %@%?ﬁﬁi@n N
165 85AR eRERaddA g SREIRP PIA T RS AL WP BRE PR
popdntion enging 202 rhanghintdnesbagesthatnaremdbeivist friinthe
various sources, such as client systems. 106, 1n e.CRSE :
MeSSAGiInG rFa@ﬂﬁsj}cﬁzlp Ir%loar)}oa %5)9‘%%@%&%3%%;2%%%essagre‘gh%pgﬁxen% E]_lt
sysitris: 106 that icashplolprhiereathyirsga day witle Shaopiicies) 76T Bhgsician,

Pﬁ@ﬂ@{%@ﬂi%gg}%}@{& 2a.contemplated in which programmical requests
for portions of the PHR may be denied . .
In some embodiments, the PHR system 102 may inciude a messaging

facility 214 to interact with the PHR population engine 202 in handling messages that
are received from various sources, such as client systems 106. In some cases, the
messaging facility 214 may also geperate response messages for client systerns 106
that can programmically request an slectronic copy of the PHR. Embodiments are
contemplated in which progranumical requests for portions of the PHR may be denied
based on permissions associated with the PHR, as described below with respect to the
security module 204.

Preferably, the messaging facility 214 is configured to handle
messages in a variety of different formats, both standardized formats, and custom
formats. The message formats described herein are provided merely for purposes of
example; however, it should be appreciaied that the messaging facility 214 is not
Limited to the formats specifically described herein. By way of example, the

messaging facility 214 may be capable of handling messages in HL.7v2.4 and
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based on permissions associated with the PER, as described below with
respect to the security module 204. Preferably, the messaging facility 214
is configured to handle messages in a variety of different formats, both
standardized formats, and custom 30 formats. The message formats
described herein are provided merely for purposes of example; however,
it should be appreciated that the riéssaging facility 214 is not limited to
the formats specifically described herein. By way of example, the
(HEJSagingrrRRRin: DI% My 88 Tapab) énwéﬁanﬁ@fm%fs%%f&é@ iRl
antbrker il fwh 2 fapaiis theseomessageiomnatisinetimel shippirs for
varjious hea{lgth rel teg information,.such as haspital agmission and ih
R R e BB e ATy ch et S el
| alesegits FBilivwall 6 frayotisbriexanmoie, fn &l liies sagiveg facility 214 may
include suppogt for K 73 format 5 Embedimants atecastemplatedin. «

which the messaging facility 214 includes support for ANSI-XI2 837, This
riedeietopRTafis SRS by the Rifonewas hissiefipdrhy the American
cQmititiesaRdHOposed:RY the HealkhdpsuiantaiRorailityaPettability and
Accountability Act ("HIPAA") as the currently required %agjard for o health
pAGSIH HRLRhA b ehitis da iR b RRTRY SRR BRI THS PR g
fonmatdnshues aiwwvealitbrodnithtbnicalindenasatipnicmeby dinydiagresithand
procedure codes, provider specialty data, treatme tes and. )
e R e R A8 AR PR e MR e
SubafoemadafEhimstandardfor. passing prescription and medication
information befyeen..etities was defingd B ihadNalions) Gonaldene 5.1

Prescription Drug Programs 15 organization, and has been adopted by
Himmat aShis s Aacp RIS EEFa oI Bhdirgaes dyeraytianqsvoen
S%%%Qx{@r&am%ynf M@tiem(ﬂhmﬂﬂcmaﬁtﬁﬂé@&ﬁp@o%qﬁwﬁebgmm?
Pharmacy Benefits Manager (" " e PBM ma within a he .
PR B o A B RO S AP S TG R md e
ethiogissentsothé raessagingdiacitity Pib4aays récendd 2@shBksagesioverred
a,securg.connection { servi S eﬁmpggl?}
m%%%fg?ﬁlg“%%ﬁﬁt%% tr%%%%%ﬁg;%%&;ﬁ%%ion mec a%’g%ﬁ%ﬁ%%a%
thasittreco fyanization4ts eligibledoidudritandregimeinformation from the
PHR system 192, forexampleneanh articinaling; ganfity mayhecigsyed a

Public Key Infrastructure ("PKI") certificate that will allow verification Lhat
OFIGSERARREPIIE ATSSERyREBFEIAALREIVIR T THS PIRCS S EErROfB R fdhe
MassAgRS May: e sentQnRierldireaihasisirortisanie: to ensure that the

crganization is eligible to submit and request information from the PHR system 102

For example, each participating entity may be issued a Public Key Infrastructure
(“PKRI”) certificate that will allow verification that only authentic messages are passed
to the PHR system 102. The messages may be sent on a real-time basis from some
organizations, typically hospitals and laboratories, but may be sent on a periodic basis
from other organizations, such as health insurance plans and PBMs,

In some embodiments, the PHR population engine 202 may have
access to payor claims data 220, The term “payor claims data” is intended to be
broadly interpreted to include any patient related data associated with the payment of
health related services. Typically, payor claims data 220 may be avatlable from (or
sent to) health insurance plans and/or govemmental bodies or other entities that pay

for health related services. For example, the payor claims data 220 may include, but
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~organizations, typically hospitals and laboratories, but may be sent on a

periodic basis from other organizations, such as health insurance plans
and PBMs. In some embodiments, the PHR population engine 202 may
have access to payor claims data 220, The term "payor claims data" is
intended to be 30 broadly interpreted to include any patient related data
associated with the payment of hEalth related services. Typically, payor

claims data 220 may be available. from (or_sent to).health insurance plans
SFB1 GO0 P B P B BP0 T oo MO oty
FepvinRs: IFameka e (e Payoicl disaat 220 Pnay (ERAE, dearecpors

( :igr%i}tggbahgis;g%%i%g? g%{eg'assiﬁ t(ign d&»&?&ﬁ&?%ﬁ&'é%a gades: Gupapt

odes, Nationa

nology Drug Code ("NDC")

. cedes; tfatorgaphygiviahs oraineddhaated snaruiaiguasdrad Hata Tor

other. dasa formatsAwids Nariaty obiMarmatieisaybe mbtained My ough

the payor claims data 220. An 5 illustrative example of information that
chusse AR cier i PR rom the payor claims data 220 is provided
below: Generaldpdarmationafge. Sex, 10 Outpatient Encounter History
Vaccination history. Mammography in women; retinal examinations for
diabetics; col&%scopy for adults; PSA tests for males; etc. Visits to
primary care degtor. Dates, duration, frequency, main 15 diagnosis at
each visit, megig tion prﬁs%ggt%gﬁ%{gwng each visit, tests ordered with

.. ane .. .
each visit, changes of medication as aresult of each visit, changes in the

frequency of Vsienatie EEPY-changing diagnoses following visits.

Referrals or 0@91%&9%1 {Bsts ancimagingfestswithie dapaasts
justifying the tests. Subsequent visit history to specialists, further tests and

20 MRS AY A RBS s R fOFaRSn B <isits to specialists. Diagnoses
by specialists,{agtestsrianeinagiotesBastaredin shegiatists mmd

L
spetialistsciomphy sitmnsfonthe sanselidibeprdsasit, changes in the frequency of
visits to the PCP, changing diagnoses following visits.

Referrals or orders for lab tests and imaging tests with the diagnosis
justifying the tests. Subsequent visit history to specialists, further tesis and
admissions to hospitals,

Referrals and visits to specialists. Diagnoses by specialists, lab tests
and imaging tests ordered by specialists and diagnoses justifying tests.

Medications prescribed by specialists, with diagnoses. Duration of
medication.

Multipts same-condition specialists, or physicians for the same
diagnoses.

Medication to medication alerts generated. Medication-clinical
condition adverse reaction alerts generated.

Psychotherapy/Psychiatric Therapy — daies, name of caregiver,
diagnoses, medication.

Hospital Gutpatient Encounter History

Tests done at the out patient facility - dates, tests and diagnoses. Any

repeats?
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Medication to medication alerts generated. Medication-clinical condition
adverse reaction alerts generated. Psychotherapy/Psychiatric Therapy -
dates, name of caregiver, 30 diagnoses, medication. Hospital Outpatient
Encounter History Tests done at the out patient facility - dates, tests and
diagnoses. Any repeats? -18- Out-patient surgery - date of surgery, type
of surgery, diagnoses for surgery,1game of surgeon, name of
anesthesiologist, complications. Hospitalizations following out-patient
surgeries. PhySicRRHHEFSBIECT ataateorh SHGATPRIORTRY PrgEvishegnepes for

diagessisam-QhRaieNhen bpatiam v sehaliiistiandigatment - dates,
treating physicians, diaggos s and follow u}P visits. Medication associated

or linked with ISR HARIPTS OV IRn P EIIER &Y dates, duration,
names of phy#igiaira] tames-ofafaciliieside stsetring ahehtingnaseladibsis.
Admissions to hospitals or.physician referrals.resulting from urgent . .
care/ER ViSitS&ﬁéEg]i%%%IOGﬁSB Srescr r&erﬁgalﬁéalﬁrlég% Sr%%agg?%r—rhgge 5 Ieatng
Armisidiencediraecicaindaiabportationits d ddediqaunToes ofitinesr dalked Wit
span. ¢f time, diagnoses, treatment rendered by EMT. Hospital

Admissions 15 Name of hospital. Date of admission. Date of discharge.
Admitting dia§i&is eHe dis gty e hagrBsRiIMsEET e PheatsRs, names of
Le£oi i derehlems lisld Ehedrasnes/times seen by specialists, their

specialists and diagnoses by them. Time spent hy each physician on

cvory visl ThE STASRS P EUHBHIOH or SnTE TGy TR Eoiy e
patrefR 26kite sidedlabitestsrebtopsicsSurgiedhspaaemakam, imaging
tests and othey {gsis i be daies anddiagnosss andames ALISIAING, .
physicians and reporting p?lysmlans. reatment days In regular units.
TresatRicHT daljachPinie RS G tendprsst 1dEpitalization Management:

ECF, NH, physical;therapys@n<5 home nurse visits, and infusion therapy.

Medication following discharge. o , o
Name of hospitall Date of admission. Date of discharge. Adrmitting

dizgnosis and discharge diagnosts. List of complications. L.O.5.

Problems list. The names/times seen by spe‘cialists, their specialists
and diagnoses by them. Time spent by sach physician on e%zery visit. The diagnoses
or conditions for which they were seeing the patient.

Tests — 1ab tests, biopsies, surgical specimen exam, imaging tests and
other tests with the dates and diagnoses and names of referring physicians and
reporting physicians,

Treatment days in regular units. Treatment days in intensive care.

Post Hospitalization Management: ECF, NH, physical therapy, at-
home nurse visits, and mfusion therapy.

Medication following discharge.

Ongomng comphications, if any,

Readmission and readmission diagnoses aud dates, dates of admission
and discharge, treating physicians and their specialists and the time they spent with
the patients in the hospital.

1t should be appreciated that the above list is provided for purposes of
example only, but that additional information may be obtained from the payor claims
data 220, |
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Ongoing complications, if any. Readmission and readmission diagnoses
and dates, dates of admission and discharge, treating physicians and
their specialists and the time they spent with 30 the patients in the
hospital. It should be appreciated that the above list is provided for
purposes of example only, but that additional information may be
obtained from the payer claims déa 220. -19- It might at first appear
implausible that transactional information, such as payor claims data 220,

would providd FEEHFdH: RGPS RIS A OFARSRRIO o0 P R aHsTR: g
BHRviieWENe kaRayw, e&aunspd@stmaﬁ&mm adyips of vittital infedicaion

h Il lud ddition to 5
ST Sl TS RtOF B UL St Eoms ot el
codés! Raydr ﬁammmmﬁgemhﬁ tMpkeltomgreisansisedralatitag
068 BEOMRLSIS - BepussRtheRatisnts anddifterentas wellasdiverse

providers t electronic ‘medical records kept by individual providers

Sipow eltienlfetp i (oenser iy apers ammerariig Ideend IR RECRBRES
Reest sltha:signifieanteag piddersdoeas JRdndivddual tﬂé%ﬁgtﬂﬂﬁc

electronic medical records of the individual prowders to gssemble aP

e AEEEEE F5RtN BHITRERE dIFRIAEr R AR e iR 748 ﬁtﬁ?fal”r%%?&l
tgaieﬁllgﬁkuagwbﬁﬁuﬂ fishofiepcanter; bspeeidilyapromederswdastyancess
r wdecihfor whateverr ason. cérr&gthg&advaa‘@ggﬁ tg{)usﬂ;c the
payor éll%lms fﬁ?ﬂs that this data s rela t|ve precise Fand or ery
et iciorn PEIR ovtoldt e b ekathslB sburses dmfﬂwih@a&hvea}é likglysweyulTies

RAYQE Haims gaia290 @@&9{9}*%&@%&%@8&%%@@1{4& access

methodically organizing and populating the data, and prioritizing the

(FHARRRT IFPTIRRCH B RARE ARR80Rs diSIoFE A TATRRRRRO RS B RO v
data 220 warldhnatnerdaaardinatiendram m@eggema@awg @f dber date

data. For exa ﬂ%Ie the use of p %or claims data 220 to add |nfor atlon

SBBLrEEHE TEd5rkR FBedBiSion BF BPARSOERF ot A 8&%
mﬁmaﬁﬂﬁbﬁﬁiheelﬁﬂﬁﬁltﬁhlfbmﬁamtﬂ:ygihﬂmmﬁ@iqinjstd@t&léaﬁasand

normtallzectih or aced |n SE%‘”?&{%J% ?1 yaege %&%roc‘tﬁg #gp
ilable

g?JC%an’OCESS IS e connec process ava rom e aSS|gnee O
prieBentizpphtationd Thinprd cesslisaleschipadiin cterPhteperApplicadin

20381 I \ eRlh;
G o pkba

| REBTEG | amIpRERTGHINBo e DS GepAdB pEAR &4 R R98HBer 11, 2001.

Both U.S. Preferably, the payor claims data 220 is “normalized” or placed into a
standar& format by a separate process. One such process is the conneci™ process
available from the assignee of the present application. This process i1s described in
U.S. Patent Application Serial No. 10/381,158 entitled “System for Communication
of Health Care Data” filed on March 21, 2003 and claiming the benefit of PCT
International Application No. PCT/US01/42618 filed on October 11, 2001, Both U.S.
and PCT applications are hereby expressly incorporated into this application by this
reference thereto, Although specific to the payor from whom the payor claims data is
obtained, the payor claims data 220 may be more readily utilized by the remainder of
the PHR system 102 than “raw” data available from various health related
organizations.

In the embodiment shown, the PHR. population engine 202 has access
to other health related data 222, which could be used to supplement and/or enhance
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and PCT applications are hereby expressly incorporated into this
application by this reference thereto. Although specific to the payor from
whom the payor claims data is obtained, the payor claims data 220 may
be more readily utilized by the remainder. of 30 the PHR system 102 than
"raw" data available from various health related organizations. In the
embodiment shown, the PHR popdation engine 202 has access to other
health related data 222, which could be used to supplement and/or

émm@emn:th dapnya. CEnTS s Ah0 hEdesearasl dathalRanith eralisgied
13 p20 ARG Bgﬁfgﬁg&l{&@w LS MSARCEALESHORNAE @S Iy W Of

anot er example he health related data 222 may include clinical data

SBtaRRErTRE R EAD GEaFTat: QRIama RIS TRRISUS SIS SR g5 RARS:

%@%@Eﬁ@c@ﬁf&% rﬁz@ﬁiﬁfﬁsﬂﬂs@@@kﬂ%nﬁéﬁ h@ai&dm&ia;ﬂfh DdnifhnEiatidn
40 could be obtained from ei%)glc:la and/or% SIC n offlce In some

SRBRE AL R L RANE Vé%af t e

23kRE o comp ate
questlonnalremabﬂnedmbedmfnemﬂaplfmemamwamhaiduqimazobamﬁw@ later

ume, ?e” 8 PFé%aﬁee%me%sﬁs'Qp%gozﬂﬁ&[qu%ﬂmamaﬂugrﬁwﬁw fater

exa nformation collected for a PH R using questionnaires: 10
@mevébwé’ﬁrﬂmﬁdrﬁlﬁh@@’d\mé% HE2eGRbegE M Yva BN R 48 B RSod
Rressuieo - UstRRYaf Hiabeirs astimasRirakgefieart attack and other

conditions. History of Accident: automobile, motorcycle, bicycle and work-
related. Histo BB GANngerous hobbies. 20 Family history of
overweight, high-blood pressure, diabetes, heart disease, cancer.
Lifestyle facto king, alcohol, drugs, exercise and sports. Visits to
various countrﬂ%g%&%ere a disease could be contracted. Any other history
information th&heagehe Bltgned by changing the 25 questions and
adding further}%l{%{ions. Outpatient History
Blood Pressure.
History of diabetes, asthma, stroke, heart attack and other conditions.
History of Accident: aufomobile, motorcycle, bicycle and work-
related.
History of potentially dangerous hobbies.
Family history of overweight, high blood pressure, diabetes, heart
disease, Cancer.
Lifestyle factors: smoking, alcohol, drugs, exercise and sports.
Visits to various countries where a disease could be contracted.
Any other history information that can be obtained by changing the
questions and adding further questions.
Outpatient History
Vaccination history.
Mammography in women; retinal examinations for diabetics
colonoscopy for adults; PSA tests for males; etc.
Medications prescribed by specialists, with diagnoses. Duration of
medication. _
It should be appreciated that the above list is provided for purposes of

example only, but that additional information may be obtained from patiext
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Vaccination history. Mammography in women; retinal examinations for
diabetics colonoscopy for adults; PSA tests for males; etc. 30
Medications prescribed by specialists, with diagnoses. Duration of
medication. It should be appreciated that the above list is provided for
purposes of example only, but that additional information may be
obtained from patient -21- questignnaires. In some embodiments, the
health related data 222 may include clinical data from hospitals, labs,
{eag g aiters, outpatient surgery centers, and/or similar entities. In

some Cases’ﬁ?&ﬂ@&%&ﬁiﬁeﬁ@ﬂ@%%ﬁ%l&%&&%@ﬁ@&@ﬁﬁfﬂ&&ﬁmﬁﬁc&
For example, this information is %enerally available in electronic, form i
S

Fren IR S0 BlviRS TR S S a AT P AR AT B R & ™
threughthe tsacafdtiedanesatesigned fer-eompatiility withribis! fiomnat.
HL7 is a non-profit volunteer organization headguartered.in AMtAMOk

R G o AT RN S e AR ove
CAMBI}iacty édited Standards Hieivelipmg Orebiivas il SEofyperfaces
Qeetatiogn e lotd ol NealEa S oroanaalion develansee:
specifications that enable disparate healthcare applications to exchange
eseaatiof bisdaarangdan dimidrany e Heugam oA Bppratifbattiat
aninteHasRMay ba REvided taiextaskdatariam emeasthel-foum OSDO”)

format. The following is an example list of clinical in ormationth{atm e
CORERTRE 5 IRURE AR RS e o R B3 7 A S This AR SIS Sidr Ristory
anshRhysicalereminatioappinatentdizchargelsynenarycietettad lab
results done during the hospital stay (s of th

HEROAREAOF SRS LI s B el ey
resuits 420 Pathstomyotbpoftsyintiading. répoisloptigpsias cxpericatichs
administ i ripfotmationhishisisansidered
r%?fg‘vcaa}ﬁ%?%é%??a%ﬁg%ggﬁ%ﬁt&é%%ﬂgégaa?eciated that the above list is

provided for pstisasagmissiaxBiFiaNg SrhpIpEM SEERA0HRI clinical
information may, he-ehiaineelemmarous entities.

Seiected lab results done during the hospital stay (some of the test
results may be irrelevant for continuing care and may just add to the clutter).

Imaging test results.

Pathology reports, including reports of biopsies.

Medications administered to the patient,

Any other information which is considered relevant for continuing
care.

It should be appreciated that the above list is provided for purposes of
example only, but that additional clinical information may be obtained from various
entifes.

The manner in which such chinical information may be accessed will
depend on the state of record keeping in each individual entity. In hospitals having
relatively modern electronic medical record systems that use the HL.7 format, for
example, it should be relatively easy to gather the desired clinical information from
the electronic medical record (“EMR”) of eacﬁ patient for each encounter. In
hospitals without compreh_ensive EMR systems, or in those using different data

formats, the information gathering may still take place, albeit through mdividually
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The manner in which such clinical information may be accessed will
depend on the state of record keeping in each individual entity. In
hospitals having relatively modem electronic medical record systems that
use the HL7 format, for 30 example, it should be relatively easy to gather
the desired clinical information from the electronic medical record
("EMR") of each patient for each encounter. In hospitals without
comprehensive EMR systems, or in those using different data formats,

threfinfontrafiors gatibeigeanaysatiifake Beatsmuieaiingh faimsalyor
'%?imﬁ{ﬁftﬁ%‘lgéﬁ{é?&g%ﬁrgﬁ&w ehdnsabmsRadicdathe nanicasseites or
data types. For example, lab, pathoﬁogy reports and imaging tests results
N B B BUNEHAG TPGFEAERS Sp BB B SSone (RalPd
makaisthis dataodhiedashthal renanynhespialsuserouisidane ndois: fory

such services, and an ingjvidual.vendor may 5 serve many hospitals, will
SO0 BRmsResRHals iH AR ap mterrace aon% use&? ot AR oézﬁrbwclers.

er of providers. Simi
Situtiensoboitiokbeddoptedmathvothertiypopof divicmanfonmatiom. Relevant
Relevant informatian m harmacy, systems,
suc(fﬁng%r%lt?%%)glé1 Yr%%?ntgi%ceés%ﬁﬁl(%%%gl or tr%?tg%}ﬁ% Ad1mis.si%)n history
andiphiysital deapiira o Fiuhertiseh A sipRitineg MaprIgseeHammanon
agresseshibroygh transerption cenleissdhisdRPRRBSPIRAY-RRMSEthis

with labs, imaging centers, outpatient surgery centers, and other entities.
Mﬁ?ﬁ?‘,ﬁﬁ%ﬁ}‘r%s‘f" Sk TS n R A S R SR S IR HP RSB SRSy KRBTHE; 21
vhich ekl heempatiblesdacilifating thegatheringadtreldvantnic systems,

informatio s discussed ahove, however, .other techniqu b
B FAa B  P B SpmeaR 2e
déita R ey inbhyde énformativhygatie redifrbmuspth ysigkéines isdigprmation if

pﬁ‘g’f{ﬁ[ﬁﬂﬁgﬁ%& There_are thousar)ds of physician-run cll_nlcgl s_oftware
systems'in existence, with more variety and less standardization in record

keeping than i¥1h&asiibashatpdiiaiotRemsindadsisdossanoapsie eshgon
WQ@&B&%&Q@HJ@QM%@@&O@H&@M@% iScigniecagnize whadal
information is not 20 available from payor claims data, questionnaire dat%
amﬁ&ws%,%ﬁﬁ%ﬁ@ﬁé@%%%&%ﬁﬁ@%ﬁaﬁﬁ%ﬁ?@%ﬂ I recor
Typigallyiheiinfermatiominhichibisonchidisisselativety nitedmoath to
consists majnly of results aof some tests done in_physician offi

AR B e e ARG o Ao S AR
echaitartifgramestsuEE G5, Em@mémé@@ﬁd@@ﬁ@iﬁf@tém&ﬂéﬁ@m
uiaseupd.icats A daneinairssianoficas, Anenasshis,aoemach o

facilitate®and incentivize physicians to provide this information to assist in
b@ﬁl@#@@%@ﬁh@lﬁﬁﬁq@ apdegagipts mainly of results of some tests done

physician offices. Examples of such tests include EKG's, cardiac stress tests,
echocardiogram tests, BEG s, EMG’s, nerve conduction studies, and ultrasound tests
done in physician offices. One possible approach to facilitate and incentivize
physicians to provide this information to assist in building a patient’s PHR is to ask or
require providers to supply the information to a PHR portal. In some cases, for
example, the supply of such information could be a condifion for payment in
connection with the subject tests.

In some embodiments, the PHR population engine 202 may interact
with the correlation module 208 to comelate health related data 222 and/or payor
claims data 220 with a health care concept in an arrangement of health care concepts.

Preferably, the correlation module 208 encodes the health related data 222 and/or
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require providers to supply the information to a PHR portal. In some
cases, for example, the supply of such information could be a condition
for payment in connection with the subject tests. 30 In some
embodiments, the PHR population engine 202 may interact with the
correlation module 208 to correlate health related data 222 andior payor
claims data 220 with a health carg;goncept in an arrangement of health
care concepts. Preferably, the correlation module 208 encodes the health
refgtecidata 222 20divo RBOWED( SaimsdataREGinteshNGMEDcne”)

("S ste f T
e & B e e R o3 Gy
the mmmmmpnt@wmémmmwh@wm@w&%ﬁww e
r?ﬁﬁ'l@lﬁ%@%%N@M@W%Mﬂ@é%%@&ﬁ%%@h@?ﬁﬁBed&ﬂﬁﬂd|§§§ze

of the 5 format or mechanism from which the information is derived. Eg

SRR SN ORFE LY 0 e HHE BERUBTRENNY 1 PEL 6t e YiBsguth
IIbaa§§4ﬁ%msa;@f@ﬁ%d@§%§,ogmmpﬁmm@mﬁwgd@aakems medicatian
profile and lab results, could be.tied t etter decisi aking,
d4ts Q]r?ﬁﬁ?gfgr%aﬁ%?lg&f g g}ma?é%l %%Q&n S Ay heaﬁqf%é l§|£ng.
1ﬁ@tkl€il\i’tEBetseaddwmmkthg Collegel i rpeiicaimP afhoivgisions and

('é% ?L % linical Terms ("SNOMED CT") is a
scientifically-validated; clinical health care terminology and infrastructure.

Health data canb&vEdpiaredivisinaratithnd difgrfadstriicadonodeaits

nﬁa@ﬂ?ﬁpysméﬁﬁ@@ﬁgagfé%é"qmﬂj‘@ﬁ%rmHMQQMME?Wzdatad
contains over 350,000 hierarchically specified health care 15 conc %
E‘?E ese

BN PPEHIGEE IERRRIGEYE fogies BACHRF et e AR :
hﬁﬁ&@d@@@a@@f@@@t&ﬂa\@mmtmeiatmmmssmambmﬂmeiﬁmmﬁnmhe

t for d t .| bo th |
R, Ay LR S e e P O S O B
mpdaaalthachmzuédm;aemmm@mcpm ~bhsivh S fatidi 220 md@hamgélﬂhﬂm“

1&%}@ #m%&ﬁjsq 125 2 SNQMED.6ade 20 Figuie.n provides Qﬁﬁ%@@gﬁcy

a PHR tor a patient identified as "Ann Smith." In this example, the

Pfqﬂdmmeeafd P SHBIETIIEREE AT IR BeSS AR A PANN

Sppiths asdisgussed-abRveadine pxample RERJpcldes diagnasts, 222 and/or
procedure, and medication fields in which the SNO&%&?M%EDS d rlved

FrBRAICTR BRI SRR AP B B RS ayB&stored.
In the 25 exanmfilewshopvayihe payesaldimstdatai?R Gosaheti@bdaodedhs

250,00 The -corelation module 208 oy o' HISIGRDSRUSINIR. nep:

concep
associated with Ann Smith, as discussed above. The example PHR includes

diagnosis, procedure, and medication fields i which the SNOMED codes derived
from ICD codes, CPT codes and NDC codes, respectively, may be stored. Inthe
example shown, the payor claims data 220 is the ICD9 code 6£250.00. The
correlation module 208 could correlate this ICDS code into the diabetes concept. The
PHR population engine 202 may include the SNOMED code associated with the
diabetes concept into the diagnosis field of the PHR for Ann Smith. Other health
entries in the PHR relating to diabetes could be associated with this entry in the PHR,
regardiess of the format or mechanism from which the information is derived,
whether from an ICD cods, a CPT code, a NDC number or manually entered data.
Physicians, patients and others could then categorize information related to specific

health concepts using the SNOMED codes, including visits, illness/conditions,
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PER population engine 202 may include the SNOMED code associated
with the diabetes concept into the diagnosis field of the PHR for Ann
Smith. Other health entries in the PER relating to diabetes could be
associated with this entry in the PHR, 30 regardless of the format or
mechanism from which the information is derived, whether from an ICD
code, a CPT code, a NDC numbgyzor manually entered data. Physicians,
patients and others could then categorize information related to specific
healifieantaptsnisitignth e SN@MEDIcetiesciglwiing iAbiresults or other
liness/condifions, -24~ prosediules, iNMunizatans. Medieatioasabealth.
action plans, lab results or other related data. The use of the 1\g'Lfield

Sinsielther\iBF ahficetthe PR Bykian SN Eiredaienmiidhtifcdthe

patispt andshe SNEMER code desionatesdhapalive concepiPHIR BidRan
system 102 may collect and present divegge, data in.a PHR Ihggﬁ% gl_be
|

BRCuBRERF s EEG. VigWet A PARARRtRY By PRt H EHisS Th Realth
¢arRadfamsactions. The PHR system 102 may include an access

management, mno 216. The access.manage e,
an interface t(fgﬁg %% ﬁ?f&gjc/s ent 167 for h%ﬁ%an s§%%%@%@ﬂ%§ﬁ%%
ahe/arcsspplemen dheracoésnprovidede ey ihsrioreriedsaging raetmy HWigfor
In.some empodi JNasagement spadule 216
rtrqée? tpspés&?&gg%%%%Qge%%@%ﬁgg%sﬁgﬁﬁs in the PHR dHagiabase

206545i8p el e BbtiTTe RS TETBREIMERS 4 P HEmPHialf AR tEss A"

%&W%W&ngﬁmgmfm&ﬁﬂ@f@%amﬂmarime@i@moiﬂmaaR
system 102). 15 This would allow the patient to supplement his/her PER

A additional information, such as over the counter medications,
allergies, immunizationsseieadite patieninpd)ldpailisotviey fisthehiPRPIR
using the access m ement oduje 216, F X; ngfﬁlgg &%%2.
caill e‘/‘f@%'@\a&f’ %%r}][sa,(%g o?gﬁ)ﬂsia/n ngﬁitgoan%%t%erg _iqr?’formatign in his/r)ler
PHR wisuthellvebirasstpdrtiop(retidisbemddhonith addsiqaal informaron,

gg:cg@ssé%%‘&% 1he.29 Himing. e Ralient RECESS IRERIRIN sacords Hadhe could

may be controlled. For example, a physician may not want a p Eiegt
t@iwe@ﬁmbiwlré%mél%%mﬁé%ﬁvs%i’aﬁg%%nﬁévméﬁﬁe F5 rERTRS T
Astidingls Resome embndimenis-thesateess drnagemantvmiaduit216
may be configured to determine whether recor Sﬂ:‘ the PHR hs%vecpbg%e
PR BRI Pahes e ROERER (9F ABE AR EERY mAnSTEment module’ 216
26rivenld peialiavcteepatientteciely anje iR leased entrigkdodtoonly

allow access to. "released" reco
example, a physician may not war

rg Satient to view the lab results until the physician
has reviewed the lab results. Accordingly, in some embodiments, the access
menagement module 216 may be configured to determine whether records in the PHR
have Been “released” for patient access. If not, the access management module 216
would not allow the patient to view any “‘urnreleased” enfries, but only allow access to
“released” records. '

Tn some embodiments, the access management module 216 may
interact with a security module 204 that resiricts access to PHRs in the PHR database
200. For example, some providers may not be granted access to portions of the
patient’s PHR that may be considered sensitive. Whenever a User accossss a patient’s
PHR, the security module 204 may evaiuate whether permission has been granted to

that user so that only the information contained in the PHR to which that user has

been granted permission will be displayed. The use of the security module 204 in this
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In some embodiments, the access management module 216 may interact
with a security module 204 that restricts access to PEERS in the PHR
database 200. For example, some providers may not be granted access
to portions of the 30 patient's PHR that maybe considered sensitive.
Whenever a user accesses a patient's PHR, the security module 204 may
evaluate whether permission haswggpn granted to that user so that only
the information contained in the PHR to which that user has been granted

Resmissiopweil berdisntayadptin, usaraf e aecutity poHIR. 204 bxdhisle,

25 manner allows.a patiept to completely. control access to his/her PER.
MR S g R R R
typasofentitickpiic ugingchjyheasporsepfamibpmentbérs; ridfiaegreare
physicians lth. DLOV] , "
B e Bcued o
vikug rovinl @ drecitvdar erasi paredfieste B Ass posibirhassRngbHities. In
emhodimenindhe I&?é&?ﬁéﬁt@hﬁ%&&%% particularingividualste maom
permissions ma be granted. The use of permissigns addresses privac
d&%ﬂgmtmcﬂﬁwaﬂf KR 6P S FERGEY 8%%}?%?
betiercaraasHtinglfom inoke padiertsssbaringveita slactromeathuith from
their healthcare rovciides i%theP R.. Ot N.SOm ecrr%god{i)glgggs. {fﬁréig?&
o‘?ﬂﬁ%ﬁﬁgﬁ?ﬁ%ﬁﬁ% R T A U R e ATy et
types of healtﬁ;imﬁonmamhbndh&lna:,pmﬁénnméﬁl@ﬁ&i@lmas_fmpﬁérby the
CXAMRIPyABANSH) Ak LlachioAlow he desianat Ay sleia, 0:hae,ful

access'to their various illness/condition list, while restricting access to

sedesidy sRetives Fou sy e rpalpTr sTsited urleasEs SrpeyrhBivgicar

diserdersiitica poonehihe RElkrelalsdoian Maa hakina: Becess to
considered sensitive, the security module 204 may cgﬁrgfig]]e%%tgﬁt area o

; f
B HIR H5Es: BrOett ST Hats TIasTiEs: SERaHIE P HgTpER O
relptedsio Jepeorietivahealihn mentathealtbe HRVid geneticitestings security
abortion, sexually transmitted diseases,.alcohol abuse abuse, .. .
T e S TP R A ey
sersithle, 2FdrealthvissucRRaylbedcconsivdefadiprobestivd et ClasBbsHIV,
Embodimer . tﬁ@ﬁlﬂgqg IR whichs | i sensiti ,
héé%ﬁ%%ﬁ%%éb%ﬁd &g]considered %g@%%ﬁ%%ﬂ%&gﬁ%%%gﬁﬁe’

SHEDR PenapprRida tiausra e ol foRH Bkt 4RYsBs= B ald/Be i samattor
delated from the st Qfkreiected daia dassessii semsampadiments, the

correlation of payor claims data and/or health r%g%éed,data intg Z?;S - dered
SKBRIHE6dBS SR REF RSN THAYDE DRHE (SSRETEGBH & s dere
PHRd6 @rateekeesclassester rasiridting agnesatal thet RERidmar data ciasses

e)égéﬂ) %ee’ ais a%'é‘/%r ge!eted from the list of protected data classes. in some

embodiments, the correlation of payor claims data and/or health related data intc

SNOMED codes, as described herein, may be used to categorize the PHR info
protected classes for restricting access to the PHR. For exampile, each SNOMED
code related to HIV could be associated with the HIV protected class.

Embodiments are also contemplated in which the security moduie 204
may restrict access based on functional areas of a PHR. By way of example, function
areas of a PHR may include summary, health risk assessment, health calendar,
medical history, medication profile, visit summary, heajth event record, illness and -
conditions, my plan for heaith, account summary, benefits and eligibility, change

PCP, claims, member information, referrals and authorizations, pemmissions,
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code related to HIV could be associated with the HIV protected class.
Embodiments are also contemplated in which the security module 204

may restrict access based on functional areas of a PER. By way of
example, function 30 areas of a PHR may include summary, health risk
assessment, health calendar, medical history, medication profile, visit
summary, health event record, illngss and conditions, my plan for health,
account summary, benefits and eligibility, change PCP, claims, member
information, refereatsmancadiiedzationsa pernissizns to 2Ciedimiseautiity may
module 204 may allogw a patient to select entitie c 1
A T LR B A Sl SR I A S diments

Erabonlieneitsdarevduntempteduiywiickeapratahtrhiig reoskeossissent,
‘é%r{};i%‘ol Quld prevent. slectenic relieval ob e E . Bal BrSARe restrict

ments, a patient may restrict 5 access to certain protected data

closese soanetion TRkl reass SRA(IIIRE tigsat stsate di O could

he Aaarieinol IRasQRRIIDESPANRNL 59 /aStistaceeasdn: prajateddaia o
classes and/or functional areas. For example, aac%%gent may not wan
Biate 3

ERIFA S PARRSES Qs TRAGRORiBF Fot'T nt mwm% swant

et’n*“é?r%pema or may
netriie Gespitsed efaiiferfathilynoreniied)tothtevwmedicatiomay not want a
nfomation o some 10 eabediments, Jag sesulimasiule st may

provi & dn efror megsagel ccess to a restricted area is attempted. In
sentedases;, the powtted daa2theseramddsrafmcioheisageatarashave

bz%ﬁ&é?e%%%‘?ﬁ %B%Hb?ndg%@fg&s whichwould prevendsanQntly

being restricted from realizing that a restriction is in place. If a spouse of a

pEIRSHETELHS50E Al SAYS IOER STB IR 8OHRS Fritiee iy B! YauLsETevent
frmmmmfrmmz@ﬁgmm HaaYibesibR Msiklectorthesspeusd
accordingly, the spouse would not know that a restriction to accessing th
PR HFAR PRGBS o I s TRt A et e
paitenrt Wwaestidt acerssito ipovtidrs of histherRERcdnthidye Kamplaistheould
patient has selected the access [ re provider called
"Doctor Xlﬁﬁ%tt%err?ﬁ%&%&g (?SV%?{%%% pga%é%nitﬁ_gs‘b 2§§J r}le?/?(%‘éd Doctor Allbetter's
access to all pfatertdcshiena stasgealexenpariormations reratett rrehtsl

health. 1p additionthe patient has agyvaked . Allbeters,accassuia @il access

functional’areas. In some embodiments, default acgess rights to a PHIL
g5 OB At EES P ElRA IR SRS Y Hefine deRalit aticdgy ont bas
righteiiar Basbrof 525 members. drphaditeaisanaseaniemplatethimation

which the default access rights could be. based on various factors,, such
agqléfg‘?]&h%fﬁa]g%ﬁggr?gg’% Hanfcl}%gﬁngﬁeg? as rev?ﬁ%gt.%r. ARBRAS 4L ss 10

€ patie
all functional areas.

In some embodiments, default access rights to 2 PHR may be
established. For exampie, a payor may define default access rights for each of ifs
members, EmBodiments are contemplated in which the default access rights could be
based on various factors, such as relationship, gender, age and location of the patient.
1n this manner, a reasonable level of access rights based on the patient could be
established, even before the patient customizes the access rights as discussed above.

Embodiments are contemplated in which the security module 204 may
include role-based security. In such embodiments, the users may be assigned a role to
define the portions of the PHRs to which the user has access. This eliminates the
need to establish security access levels separately for each user. For example, each

role may incinde & security profile defined by the organization that the data that wonld
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In this manner, a reasonable level of access rights based on the patient
could be established, even before the patient customizes the access
rights as discussed above. Embodiments are contemplated in which the
security module 204 may 30 include role-based security. In such
embodiments, the users may be assigned a role to define the portions of
the PHRs to which the user has ageess. This eliminates the need to
establish security access levels separately for each user. For example,
gacicietednBy includesoteceritynplefieadtefinediy they hrgenvizatidrpiiae
the data that would 2 . By

S e B e B B B T
user, rihitbatHectiospitall kistdeinsibe protected by a role that the hospital

has defined. If,some apBedimentsdhe - seqUrBaMOdule2Q4 Bay Rermit &

5 restriction to be overridden in certain circumstances. For examng)le,aﬂﬂs
(RSSO '8 DY STEHATTO Y ieRh A S HHASES BF G T oP BRI o may aliow 2
SFSSERRCY, 0aFe By-allnndngriems semmicionse kagvendddendiiveantain

circumstances, this balanc rivacy .concerns with the possi for
emﬁ%t&%t%%%fje ﬁﬁe(g Xam CKC%I&C . %%%%%1%?stﬁ%§a%y

At e feqaired due o't _ _
patientnd O iAsishpyesi e Ricudréo? slor examples wsePmByide presanaediae

ith-a \{v'gd? {P& ;Qg that permission has not been granted to the
\S%r%%)ensoak"tﬁe% ‘%r ‘which access is sought, but that the restriction may

be overridden Anssaiafipies thonsmrHera U HRE AR @SRy Witk 2
hypesliplcHhaLRIRWS heuaer 1 oNer iea thentasibietiopoti SHepEdIER for

appreciated that Figure 7 is provided for purposes of 15 example, but that
RERGEEEAHIS F@Hsgwpfég W&&@rfﬁﬁ@ﬁé%%&%BWB&%S@%@%W%MP%
restrigiaiy tebe i \BErdeanw it somesaibodinimts, thessen ey the
required to provide,a reason.for .qverriding a.restriction..For example, as
SFORIT7tnd: TSR Ao S BB B naRt Wby aia B e Gaa Pady e lowed
teselgdt fromtiadistotpossiflerraagoas §6r20 wiafrdingahie bestictiorpllow 2

and/or gy enter A reason. This reason, along with other information
rerggt}ﬁcﬁ%%&ge%oge%e, may be stored by the security module 204, as

described herdinspiEts FESSERR BulRIHEFDIHEOP FIRUTHESBEUIALF Afsatne for
204 Mmacreate i s ditdrail fegas dinghaceassie Aupadien siitoRutear in

example, the audit may include when (miss'on as granted, 25 ¥vho

WSS BRSSO SHRECFE e HREGh AR or R peRHBSIoh and

whatrpeHRiss inReWeIe giintetainaigraae mbadimentss thessecuoitg with

moot gﬁn%géag% ?éjg%.ritding the override, may be stored by the security module 204,
as described herein with respect to anditing of the PHR.

The security module 204 may create an audit trail regarding access io a
patient’s PHR. For example, the audit may include when permission was granted,
who was granted permission, who recorded the granting of the permission and what
permissions were granted, In some embodiments, the security module 204 may audit
whenever a user accesses a patient’s PHR. For example, the audit may include when
apatient’s PHR is accessed, who accessed a patient’s PHR and what portions of the
PHER were accessed. In some embodiments, the audit and permission data may be
stored in the security database 206 and/or in the PHR database and/or other storage
tocation.

Figure $ shows an example audit report based on information gathered

by the security module 204. In this exampie report, the user “Doctor Allbetter” has
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whenever a user accesses a patient's PER. For example, the audit may
include when a patient's PHR is accessed, who accessed a patient's PHR
and what portions of the PER were accessed. In some embodiments, the
audit and permission data may be 30 stored in the security database 206
and/or in the PHR database and/or other storage location. Figure 9
shows an example audit report based on information gathered by the
security module 204. In this example report, the user "Doctor Allbetter”

heesssEg- the PEHR OF 1METEPHRRHFA i RERA <o AW O HHAR D RS e that

PREASI QN drach-tisag dhatn Destps Alibetins ActessaatAbRSR iR RidRime

the audit report notes the date and time. that PER. w. ccessed. For
Rt e PR IR DELET AB e HA HeaE e ariile

R R HSRB b PE R Rl o comi AL T TR

ssé consent'to access that portion of
thERER alncwadhhoMHB dtherthrd s vrsasionsc o dior PBaRef BdiBgeln

8PS FRISSIRASIP-A6E655.A fHRConalies (FRowRas: FAmi#sha o access

protected data class (shown as 'TDC") as part of emergency care. 10 In
SORHES EPRBIER VRS EAR) Sp&a R Qﬁfﬁw@ﬁfaésgoa%s anlysids
paduleslsclbedata analysis module 212 could be configured to identify
patterns or relationships in data cc‘gntgj d intthe ﬁ)lilR gataaageazgagafor a
single patient BFHRFERIRIEIES gatients. BErBkampte s dara analysis
medue 2i2cedibpatierint-poplyktiondtldids acnbbbananiideaticdeatity
events, such as condition, progr. cendition.-imp : ;
R L e e pein

DuectothavghipklppiohPE Re inxgir PHRagHaas S0 0kl vata s rssiorm
338 le;couldanalyze dataalating.te alakgesnumbenafinatienisdhes
ata

analysis module 212 could provide an outcomes measurement. For
SERBRL e Arital SRR SRS 12 LS H FRANER Pre oS Bt
thataverethermess sucsresiy) bT BARontralingiahetas: Byoway @fia analysis
another example, the data analysis module 212 ulgl 0 an(emttgeallal cis
rFQANCOR GER G R THAdIE AP ﬁi%ﬁﬁgﬁjﬁl 5 WA OF arother example.
therdaitacd nalysis pnodite:2 i coudd mpayreisuryveys ety RERe dlatabagarsis
200 rdjng the effectiver -Of. t iments
e B e e

aralyrsisiractiiee Booud HbeSNO RIEDPEs 42 M PbekRRrHtd e could

. e%’&ﬁb%@ﬁ@%ﬁl@@d@&ﬁg&‘%@{%&ﬁ&ﬁl%@@ﬂﬁ&msa[%%@»@mﬁ&ﬁh@m&%,
o .

the data analysis module 212 could analyze surveys in the PHR database 200
regarding the effectiveness of reatments, drugs, ete.

In embodiments in which SNOMED encoding is used, as described
herein, the data analysis module 212 could use SNOMED codes as a mechanism to tie
events together, to identify patterns or relationships. For example, the use of
SNOMED codes in the PHR database 200 aids in outcomes measurements because
healthcare events, such as conditions, procedures, medications, and survey
mformation, could be tied to related SNOMED codes. By way of example, survey
results covering the sffectiveness of chiropractic care for back pain could be
measured, as well as the effectiveness of wellness programs. The use of an MP]
could also aid in data anatysis. For example, the use of an MPI ensures that all

episodes of care, as well as each clinical event from the various data sources, are
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SNOMED codes in the PHR database 200 aids in outcomes
measurements because healthcare events, such as conditions,
procedures, medications, and survey information, could be tied to related
SNOMED codes. By way of example, survey-30 results covering the
effectiveness of chiropractic care for back pain could be measured, as
well as the effectiveness of welln@gs programs. The use of an MPI could
also aid in data analysis. For example, the use of ?T:b[MPI gn%lééeazlth?t alli_L
eqiseiae $st BAPOPHETHE A LHLR B ROAT SV BAT FRSmh EXVSH g
BOMESSe %@r%@ﬁ&@ﬂ@ﬁt@ﬁltﬁﬁd aﬁ@ mﬁ}m@ﬁﬁ s:eaé@l mnnhmf eppeppared fo
atient. By collecting.all relevant healthcare information for. tj ta
e g oA B e o el AU a Aol B 2
pestinemtistyaabilityno Tompiiferddistrons. difteremplreHte ¢AEATRAYES
hoe come Jiam AIEIGA! SQVIEES, bR AamRle, R alABRRNRISRedication
mo%Fe 5 could determine how’man “patients that on taking a particular
e dibatiorentioieatesdqre R A CHTSEA 47T CHERRIGN At SF vFoF anotber

examnle sByviwayalrnathanexampedhedataanalysis mede B sauld

analyze how many patients that have had I)’g,gjiven it%jg%lcal Proced%ggnhad
BadA GBS R WP BRI ISP BB arE T SBe BB odents. the
PAR system 102-mayinekieesafiterPgRIGsrod e 248, Thiaddtefilging

module 210 mavbe conianeaia chade osR P AR R EsEIOR o

at resolution” it1s meant that the filtering
nhededel @ miaefiltdrtevatiatdatads Frovigeoditney athtghenidial fiew

a lower W, 0fdala mpleicapsidendatadma.
gﬂﬁ%atg@f%%ﬁﬂ%%ﬁ@fﬁfﬁﬁﬁg 1module Zﬁﬂ%&vere e

configuiedetoisroofiiia gRER STt BT Rie - HRIS RN forThay e’ to
desgrRed Mmalsly ashareRlic sansiion ! ehe diesngdeoprie @1 Bhiee
configured to provide a lower level view %%e OEE;[F cqndltlogcm&ydqt%on » gE
denibey: S SPUrRIE OB AT B@Q%‘F&& T EShe embodiments, the
fillering Meekie2d 8 1M aykeadnfiguted jmidve isw epant dowihthentic
SNOMFD hierarchy to adjust.the resolution hatis 20 viewed b
RPGEs” E&V%Q;ér%% gj, T e fift{éi’r)%%g%or%% S}e%eﬁg E\/g\Q/(fE?(e%(:onfigured for th)(/i‘

lowest level vigwsothe arserdmzepvidhe &dutgipysiiaESamaB aswenfigured to
%NaQ'%Qﬁg& M inefitedngmedue 218 wergsenfiguedfonahiahenat is

level view, the user may view a description associated with aégore

generdlivsthesas réietesreniiell SNONREREBAG o TiThe PagEftd™ e
RER:sE Ry exampledhtae filiering macidedds 2Bovaredconfighy SiNvaD
highplevel view, anq the %N)OgMED@ conge tege%t%dh}o theIm%I}Igé\{IWI’EBeC&%?
iftAe PHESWEFERITIEY Aiseale™ tRETREF sy R T ore
may view a description associated with a more generalized code related to the
SNOMED code stored in the patient’s PHR. For exampie, if the filtering module 218
were configured for a high level view, and the SNOMED concept related to the
SNOMED code ir the PHR were “kidney disease,” the user may view the more
generalized SNOMED concept described as “disorder of the urinary system.”

In some embodiments, the filering module 218 may be configured te
filter patient data based on the type of user accessing the information. For example,
the Sltering module 218 may filter patient data unrelated to the specialty of the
physician accessing the PHR database 200. In such an embodiment, physicians may

be associated with a specialfy code, such as an X12 code, based on the specialty of the

physician. A cross-reference table (or other iookup function) may be provided te
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generalized SNOMED concept described as "disorder of the urinary
system." In some embodiments, the filtering module 218 maybe
configured to filter patient data based on the type of user accessing the
information. For example, 30 the filtering module 218 may filter patient
data unrelated to the specialty of the physician accessing the PHR
database 200. In such an embodipent, physicians may be associated
with a specialty code, such as an X12 code, based on the specialty of the

pripiciantha oot SISEEVED tetsies (ersetar oot Al Res) oy Blavsician
provided fQ.0rAetsrminehealavant SN cadeshasertAn.te with

specialty code of the physician accessing the patient data. In this manner,
frrAusHpeRs RAUG Se0BOVEHBRBEERH WA RATBL SRR A DRI
be-prasentedite, patigntdata isvastiethis/ fiterspaaaitle Of Carseathe
physician may instruct the filtering module 218 to reveal 5 additional
R AR L O O LR SR o LR S By
Embodimentsarecdontetn pratechiemphattd uawbish synionyRysonapd@ay be
associated with ea ical t i the .

AR SR RN Bl Pl AP A
PEBrdptidass R bneyoRciHEPE BIRRIsES FBE YRR FSHEHBSHYE gapce

MeAicalcancaRt BUtAs &LIN10: RISRALEE @R, MBING: Variagion,
terminology. The filtering module 218 may display the s

nonym that is
BERTSHEcH o G B 51 BB Ring 4@ PERE ERTBTHERIS AigPIey T
Gontamplatedsivasthich-cestain pscrplians feaynyseeREicdlndrdinaiagyre
while another descriptions mg.u%e Iaﬁlman'seteép&géﬁgr example Bie
pcﬁﬁéwp&%@ JBing RISHAEFHY %Raﬁrﬁev@ya%seﬁ%ry &8s "Hean ﬁ?géﬁ while
adeatihtarepioridesyltsatoessingthasdmeeatymayp visw: dmpsvardial
'nfarctionyy This allows, Ratientsdocviewihe-RER Lsinggonsumel; flendly
terms whereas’ health care providers, such as physicians and nurses, can
\iesesdista ifescs presciio il 118 S 100 UREOTBTE 2 BilgTarh shbwer g laitssopiigpts to
A RERBERIREY iR PRE.SYSIeM 1030018, @M QHIMBRLS <108 as

PER system 102 may access or be 20 provided with payor claims data
OSSRl TR TS R OF LAfiPh TR 220 could be
comprehensively.goded usitgtie SNaMEDicodemay singetiepayor the

ims data 220, the PHR system 102, %ggter ine,for a selected ,
ﬁ%@§ 5’1?6%2(11%13 RRE m%%%%%né%é%% assogi\ést{g v?/ﬁﬁ Aparticu T
Rovexaipls; thectCRigs(EhtelPatibnedrGlassifidationofiDisersesadih data

ReydanyRadsmarbe Arienmingg: A inoRgsana reesentad by
process block 1004. Following this step, the PHR system 102 ma
retrisveitie BN OMED coieasEoT R difRmERe. é@é@ﬁé&ﬁ%‘%ﬂ@?"&:@ and

PHR, the diagnosis code associated with aparﬁcular claim. For example, the ICD 9

(“International Classification of Diseases, 9th Revision™) code may be determined.
This operation is represented by process block 1004. Following this step, the PHR
system 102 may refrieve the SNOMED code associated with the diagnosis code. This
operation is represented by process bloclk 1006.

Next, as illustrated by process block 1008, & health issue record
associated with the SNOMED code may be retrieved. The PHR system 102 may then
determine, in decision operation 1010, whether the subject information is already
described in an existing user record. If so, the PHR system 102 updates the data, as
shown in operation 1012, If not, the PHR system 102 adds this information to the
user’s PHR, as illustrated by process biock 1014, If not, the PHR system 102
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operation is represented by process block 1006. Next, as illustrated by
process block 1008, a health issue record associated with the SNOMED
code may be retrieved. The PHR system 102 may then 30 determine, in
decision operation 1010, whether the subject information is already
described in an existing user record. If so, the PHR system 102 updates
the data, as shown in operation-8012. If not, the PHR system 102 adds
this information to the user's PER, as illustrated by process block 1014. If
ReRLREsHRFRsSy SErePID it s g piRtet PRl 48 record with the
identified health:issuen 1o maditiondediastling diagobaisiChrR spéechhaPHR

ICD 9 codes, the PHR system may.also determine procedute codes
SRR TR TS T PO By coues AomcSa e

<,
s, from €a
Teieiiecthai) prdsefromtheipaygneldins data20 (e (RroceksiBidek 220.

16). As.ill d 2 ma
(e e S B AR RS S R i o

tetgsvE BT SCHILER ohdwisep tifteé aith senhivecorrfaroradssdsdated

with the suhiagt INQMED codemay Redetiavetkas iustraiam oy
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représents the operation of determining the NDC ("National Drug Code")
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PHR of the subject user, as indicated by processor block 1034,

In some embodiments, the PHR system 102 may be configured to
populate and/or update 2 PHR using health-related data 222 from an entity (¢.g., payor
or laboratory organization) other than payor clatms data 220. Process block 1038
represents the operation of determining the lab order and/or result code from the
health related data 222. Ag illustrated by process block 1040, the PHR systern 102
may retrieve the SNOMED code(s) associated with the code(s}. Following this step, a
health action record associated with the subject SNOMED code(s) may be retrieved, '
as illustrated by process block 1042, The PHR system 102 may then determine, in
decision operation 1022, whether the user hag this health action as an existing entry.
If 0, the PHR system 102 updates the data in process block 1024. If not, the PHR

system 102 adds this information to the user’s PHR, as illustrated by process block
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health related data 222. As illustrated by process block 1040, the PHR
system 102 may retrieve the SNOMED code(s) associated with the
code(s). Following this step, a health action record associated with the
subject SNOMED code(s) maybe retrieved, 30 as illustrated by process
block 1042. The PAR system 102 may then determine, in decision
operation 1022, whether the usehas this health action as an existing
entry. If so, the PHR system 102 updates the data in process block 1024.
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Erovider (or other entity) may enter information into the PHR of a selected
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illustrates the processing of an access request by a ,
as discussed abgve, the sub%ect issues and actzo%s are s%red and tracked in the PHR

database 200. One such data base is provided as part of the connect™ application
referenced above., An application-specific identifier may be assigned to each member
by the connect™ software.

Process block 1052 illustrates the processing of an access request by a
member or user (i.e., one of the individuals for whom a PHR is stored and mamtained
by the PHR system). A properly logged on and identified user can access the
information stored in a PHR stored in PHR database 200. As discussed herein, the
PHR system 102 may verify permission of the user as to the requested portion of the
PHR, as indicated by process block 1054 and the security database 206. The subject
information can be displayed in a variety of formats and using a variety of display

technologies, as illustrated by block 1056,



member or user (i.e., one of the individuals for whom a PHR is stored and
maintained by the PHR system). A properly logged on and identified user
can access the information stored in a PHR stored in PHR database 200.
As discussed herein, the 30 PHR system 102 may verify permission of
the user as to the requested portion of the PER, as indicated by process
block 1054 and the security datalzase 206. The subject information can
be displayed in a variety of formats and using a variety of display

technologies, Adéitiegttater 45y ekl A5shag BemdrsoabethuiPradermnoe to
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aterials and embodiments, from the for%%oing description, one skilled in
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various uses and 5 characteristics without departing F&m.the %pirit and
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personal/individual health record of a patient enrolled in a health plan of a
payor using a personal health record system server, said method
comprising the steps of: (a) enrolling a patient in a health care plan of a
payor, wherein the patient undergoes encounters with a plurality of health
care providers regarding a health related issue of the patient, wherein the
health care providers request payment for at least a portion of the cost for
the encounters from the payor, wherein the health care providers submit
health related information of the patient to the payor to support the cost of
the encounters with the patient; (b) initially establishing a communication
link between a personal health record ("PHR") system server and the
payor, but not the health care providers and not the patient; (c) receiving
by the PHR system server a payor data element indicative of a health
related parameter for the patient from the payor via the communication
link, wherein said payor data element includes payor claims data; (d)
extracting at the PHR system server encounter data comprising at least
one of outpatient encounter history, hospital outpatient encounter history,
and hospital admissions data exclusively from said payor data element;
(e) creating at the PHR system server a personal/individual health



record of said patient by storing one or more entries into said
personal/individual health record based on said encounter data that was
extracted from said payor data element; (f) organizing at the PHR system
server one or more entries in said personal/individual health record based
on universal health care codes; (g) prétiding access to said
personal/individual health record on the Internet at least by said patient
ang alleast one health care provider of said patient; (h) inserting an entry
into said personal/individual health record based on input received from
said patient via the Internet; (i) downloading provider data indicative of
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restricted set of data elements, deny mg access to said data element if
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user to acceséisaidrakite aicheeniiFasugtem server encounter data comprising at

least one of outpatient encounter history, hospital outpatient encounter history, and
hospital admissions data exclusively from said payor data element;

{e) creating at the PHR system server a personal/individuai health
record of said patient by storing one or more entries into said personalfindividual
health record based on said encounter data that was extracted from said payor data
element;

(f) organizing at the PHR system server one or more entries in said
personalfindividual health record based on universal health care codes;

(@) providing access fo said personaliindividual health record on the
Internet at least by said patient and af least one health care provider of said patient;

(h) inserting an entry into said personal/individual health record based
on input recelved from said patient via the Internet;

(i) downlioading provider data indicative of health related data of said
patient from said health care provider via the Internet;

(i) updating said personal/individual health record of said patient with
said provider data,

{k) downloading medication data regarding said patient from a
pharmacy benefits manager via the Internet, wherein said medication data is
indicative of a medication prescribed 10 said patient;



wherein steps (a), (b), (c), (d), and (e) occur prior to steps (g), (h), (i), Q)
(k), (), (m), (n), (0), and (p). 2. The method of claim 1, further comprising
the step of determining whether said data element has been released for
patient viewing if said request for said data element is from a computer
system associated with said patient ardt denying access to said data
element until said data element has been released for patient viewing by
said health cal(s sexielgati ddreomaRadqibCiRiaRrcote i Bart Phtiedityiof
saég (p%(a ﬁ Eegea{nents are downloaded from a computer system
assomate with an insurance company on a substantially real time basis.
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patient viewing by said health care provider.

3. The method of claim 2, wherein a plurality of said payor data elements
are downloaded from a computer system associated with an insurance company on
a substantially real time basis.

4.  The method of claim 1, further comprising the step of determining a
universal health care concept code associated with said encounter data, whearein
said universal health care concept code is used {o determine whether an entry exists
in said personalfindividual health record corresponding {o said encounter data.

5. The method of claim 4, wherein encounier data exiracted from said payor
data element includes a diagnosis code indicative of a medical diagnosis related to
said patient and further comprising the steps of: (1) determining a universal healti
care concept code associated with said diagnosis code and (2) determining whether
an entry exists in said personalfindividual health record relating to said diagnosis

code based on said universal health care concept code.



list of possible restricted areas to said patient via the Internet and creating
at least one access list responsive to selections of said patient based on
said predetermined list of possible restricted areas. 9. The method of
claim 8, further comprising the step of establishing a default access list
based on data received from a payor'%%‘sociated with said patient,
wherein said default access list is associated with said user capable of
accessings saidpessanal/oidivic LR Miesdih secanttaskaratestwihrcaishid
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7. The method of claim 6, wherein encounter data extracted from said
payor data element includes prescription data indicative of a prescription of said
patient and further comprising the steps of: (1) determining a universal health care
concept code associated with said prescription data and (2) determining whether an
entry exists in said personalfindividual health record relating to said prescription data
based on said universal health care concept code.,

8.  The methed of ciaim 1, further comprising presenting a predetermined
list of possible restricted areas to said patient via the Internet and creating at least
one access list responsive to selections of said patient based on said predetermined
jist of possible restricted areas.

9.  The method of claim 8, further comprising the step of establishing 2
default access list based on data received from a payor associated with said patient,
wherein said default access list is associated with said user capable of accessing
sald personalfindividual health record associated with said patient in said associating
step.

10. The method of claim 9, wherein said default access list is based on at
least one of relationship, gender, age and locaticn of said patient.

11. The method of claim 1, further comprising the step of overriding denial
of access to said data element based on a reason received from said user, without

receiving authorization from a user authorized to access said data element.



