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CLAIMS

1. A method performed in a network element for avoiding authentication, authorization, and

accounting (AAA) processing, wherein the network element is coupled between a subscriber end

station and an AAA server, the method comprising the steps of:

receiving from the subscriber end station one or more subscriber session-request

messages including at least information for verifying identity;

transmitting to the AAA server one or more AAA access-request messages corresponding

to the one or more subscriber session-request messages;

receiving from the AAA server one or more AAA access-response messages

corresponding to the one or more AAA access-request messages;

determining, responsive to the one or more AAA access-response messages, to cause at

least a temporary suppression of any additional AAA access-request messages

associated with the subscriber end station; and

starting an access-reset timer in response to the step of determining, wherein the access-

reset timer is associated with the subscriber end station and the access-reset timer

measures a time interval;

causing, responsive to completion of the time interval, the ending of the at least

temporary suppression; and

causing, responsive to the step of determining, at least a temporary suppression of any

additional AAA access-requests messages being sent to the AAA server

responsive to subscriber session-request messages received from the subscriber

end station, wherein the step of causing includes transmitting an operations,

administration, maintenance, and provisioning message toward the subscriber end

station indicating to shut down a circuit associated with the subscriber end station,

whereby execution resources are preserved at the network element and the AAA

server.

2. The method of claim 1, further comprising the steps of:
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receiving an AAA change of authorization message, associated with the subscriber end

station, from the AAA server that indicates a status suggesting that the at least

temporary suppression should end;

causing, responsive to the AAA change of authorization message, the ending of the at

least temporary suppression.

3. The method of claim 1, further comprising the steps of:

receiving one or more additional session-request messages associated with the subscriber

end station;

dropping the one or more additional session-request messages without transmitting any

corresponding AAA access-request messages pursuant to the temporary

suppression, wherein dropping is done based on a media access control address

associated with the subscriber end station.

4. The method of claim 1, wherein the step of determining to cause the at least temporary

suppression is responsive to receiving a single one of the corresponding one or more AAA

access-response messages that is an AAA access-reject message with a status suggesting the at

least temporary suppression.

5. The method of claim 1, wherein the corresponding one or more AAA access-response

messages is a single AAA access-reject message, and wherein the step of determining includes

the step of:

determining that the AAA access-reject message includes a status suggesting the at least

temporary suppression.

6. The method of claim 5, wherein the step of causing comprise the step of:

causing any additional AAA access-request messages associated with the subscriber end

station to be dropped based on a media access control address associated with the

subscriber end station.
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7. A network element, to be coupled between a plurality of subscriber end stations and an

authentication, authorization, and accounting (AAA) server, to avoid AAA processing, the

network element comprising:

a set of one or more ports to be coupled to the plurality of subscriber end stations;

an AAA communication module, to be coupled to the AAA server, configured to receive

subscriber session-request messages sent from the plurality of subscriber end

stations, to transmit corresponding AAA access-request messages to the AAA

server, and to receive corresponding AAA access-response messages of different

types, wherein the different types of AAA response messages include AAA

access-reject messages; and

a suppression module, coupled to the AAA communication module, including:

a determination module configured to determine when to activate a suppression of

AAA access-request messages associated with any one of the plurality of

subscriber end stations, and

a timer module, coupled to the determination module, configured to:

maintain a set of one or more access-reset timers, to measure time

intervals for at least some of the suppressions; and

cause the deactivation of the suppressions responsive to completion of the

corresponding time intervals;

a trigger module, coupled to the determination module, configured to cause the

suppressions when the suppressions are activated, whereby execution

resources are preserved at the network element and the AAA server;

an operations, administration, maintenance, and provisioning module, coupled to the

trigger module, to transmit pursuant to the trigger module suppression messages

to an access network coupled between the plurality of subscriber end stations and

the network element, the suppression messages to indicate to shut down a circuit

associated with one of the identified ones of the plurality the subscriber end

station.

8. The network element of claim 7, wherein the AAA communication module is further

configured to:
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receive AAA change of authorization messages, each of the AAA change of

authorization messages associated with a corresponding one of the plurality of

subscriber end stations, that each indicate a status suggesting the corresponding

suppression should be deactivated;

and cause the deactivation of the corresponding suppressions.

9. The network element of claim 7, wherein the trigger module further is to cause the

suppressions of identified ones of the of the plurality of subscriber end stations through

suppressions of subscriber session-request messages associated with those identified ones of the

of the plurality of subscriber end stations.

10. The network element of claim 9, further comprising:

a packet processing module, coupled to the trigger module, to drop pursuant to the trigger

module additional session-request messages from the identified ones of the

plurality of subscriber end stations such that the AAA communications module

does not transmit any corresponding AAA access-request messages, each

additional session-request message to be determined by a media access control

address corresponding to one of the identified ones of the plurality of subscriber

end stations.

11. A method performed in an authentication, authorization, and accounting (AAA) server

for avoiding AAA processing in the AAA server and in an edge network element, wherein a

subscriber end station and the AAA server are coupled to the edge network element, the method

comprising the steps of:

receiving from the edge network element an AAA access-request message including at

least information for verifying identity;

accessing a subscriber record corresponding to the subscriber end station based on the

information for verifying identity, wherein the subscriber record includes

information regarding a subscriber's account associated with the subscriber end

station, wherein the subscriber record includes information indicating that the

subscriber's account is unpaid;
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transmitting, responsive to the AAA access-request message, an AAA access-response

message that is an AAA access-reject message including a status based on the

subscriber's account suggesting at least a temporary suppression of any additional

AAA access-request messages associated with at least the subscriber end station,

whereby execution resources are preserved at the network element and the AAA

server;

updating the subscriber record to modify a value contained in a reject reason field; and

transmitting, responsive to the updating, an AAA change of authorization message

indicating a status suggesting the ending of the at least temporary suppression.

12. The method of claim 11, wherein the AAA access-reject message includes a field for

transmitting the status.

13. An authentication, authorization, and accounting (AAA) server, to be coupled to an edge

network element, for avoiding AAA processing in the AAA server and the edge network

element, wherein the edge network element is coupled to a plurality of subscriber end stations,

the AAA server comprising:

a communication module to receive AAA access-request messages from the edge

network element for different ones of the plurality of subscriber end stations and

to transmit corresponding AAA access-response messages to the edge network

element;

a subscriber record management module, coupled to the communication module,

configured to store a plurality of subscriber records and to access a corresponding

one of the subscriber records responsive to each of the AAA access-request

messages, wherein each of the subscriber records includes account information

relating to a corresponding subscriber;

an AAA access-response generation module, coupled to the subscriber record

management module and the communication module, configured to generate

AAA access-response messages of an AAA access-reject type when the account

information of the currently accessed one of the subscriber records indicates that

the account is unpaid, wherein the AAA access-response messages of the AAA
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access-reject type indicate to the network element at least a temporary

suppression of any additional AAA access-request messages associated with that

subscriber record, whereby execution resources are preserved at the network

element and the AAA server;

the subscriber record management module further configured to update the account

information of any of the plurality of subscriber records; and

the communication module further configured to transmit, responsive to each of the

updates that clears the reason for one of the at least temporary suppressions, to the

edge network element an AAA change of authorization message that is based on

the updated subscriber record and that suggests the ending of the corresponding at

least temporary suppression.

14. The AAA server of claim 13, wherein the AAA access-response generation module is

also configured to generate AAA access-response messages of the AAA access-reject type when

the account information of the currently accessed one of the subscriber records indicates a

violation of acceptable use policies.

15. The AAA server of claim 13, wherein the AAA access-response generation module is

also configured to generate AAA access-response messages of the AAA access-reject type when

the account information of the currently accessed one of the subscriber records indicates.


