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WD 2004/ 029823 PCT/ US2003/ 030443 METHOD AND SYSTEM FOR
MANAG NG LOCAL CONTROL OF WL.AN ACCESS
CROSS- REFERENCES TO RELATED APPLI CATI ON [ 0001] The

resent a pllcatlon clainms the benefit of pr| [i
ﬁl EJ 119 5 from U S. Provisi onaF %é?\ 030443

Appl | catl on Serl al No. 60/413,509, entitled "METHCOD
AND SYSTEM FOR MANAG NG LOCAL CONTROL OF WLAN
ACCESS", filed on Septenber 25, 2002, the disclosure

OMEH‘HZ(DD ANDSYSTEM PORMANAGINGTeOEKE (EONTROL OF
entirety for all purposes. 10 BACKGROUND OF T

| NVENTI ON [ 0002] The pMEBAN AGECESS on general I y
relates to network access and, nore specifically, to

managi ng \WBOSXREFERENCESY TBEEATES APPEHCATION
e " coneahr SRR B G Bk SRR B RY gpae? S58ls.c. g 119

conve pr actice,
fromo it 8. dirbvisignah Petent Application WeridlNo. 66/41 3505y gititléll SMETHOD AND

SYSRATROR R ORI G EDCAT CONRPL L WA TS icFon

Sebtdnﬂﬁ;gﬁj 20@y ﬁdﬂi&k&m@fof svhiivh ispifenstiydadospdrated Bypdefeyenioain its
ss to the network on a subscription basis,

C
en\%e&'ﬁoé ﬁB P& month or the day and with or without
usage limtations. Custoner accounts are nmintained
on the service provider's centralized dat abase. That

portion of the pREWGROUND OF G3APINCENT

aut hentication challenge (e.g., a RADI US 20 server) is
[00Q2Int ai ndbe presant invention gendrdllygelkaics to netwerk aeacssoadoore

BB D i WISRTUES NSl S
(syphepaoptess)t or paynent in arrears within a certain

| er en.service OVI e t hat provide
10D 0 cobBler iR Gt holfoc R gl Rilroling i f nerworts
thanglp AN cminyctmns hamtraslati ioneiek dehtrdlizad)billing fasttivhesfsaitvice

B T TN T N R T O,

neRWHie b8 a Etih%énpﬂoﬁ lba.crl@ whEDE tsterhwnehthaﬁ Rty bd wm@bmdf&n usage
i.norder to attract customsrs caf es)
limpifatipmss SURRYST RGTOYHS R magy tepcamihg servieq QfPYi‘d%FnS Gelized database.

Thhfpbeﬁsme A& CRS &:E%?idé‘ to Mtﬂeﬁmsﬁ SRIERR (& g u a RABS1TS

(such as routers exanpl e, they can provrd
seraera issaipieingd With shejdertif brmition of ewsamesewhase eeapunts have

méﬁ’tﬂe servit2 ?Jv?&e?’sg?/yméﬁ’f&; W aE s, Wﬂetﬂﬁﬁ@f prepSaRnCdr palifbdt in

busi ness "and return on t
arrears within a certain tlme period. Even service providers that provide ad hoc access, such

=
-

fi€ation equipment

as a single day’s access from an airport, rely on centralized billing and settlement systems

and batch updates to their authentication database.

[0004] At the present time, location owners that wish to provide WLAN access to
networks in order to attract customers (e.g. cafes) have limited ways in which to obtain a
return on their investment in access point and communication equipment (such as routers).
For example, they can provide access at no charge in hopes that such free access will
generate an improvement in other areas of their business and provide a return on their
investment. Alternatively, they can become a location provider for existing service

provider(s) (e.g. Joltage). The benefit to their customers is then limited to those customers
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30 investnment. Alternatively, they can becone a
| ocation provider for existing service provider(s)
(e.g. Joltage). The benefit to their custoners is then
limted to those customers 1 WD 2004102982
VERHUEYEE3/ 030443 willing to subscribe wit ?F‘i%“e”"‘“’“‘““
service provider(s) and the return on investnent is
Hih8td &fsdriBe With theXRFvideGRovid Qﬁrthér REPEA BReduBEnt S BhH#dAd0 th
gxsubgcr?g??on revg%ﬁ) é*? Cﬁe factor that one
sermwn@wlet ppregiaphfopshatngits sy smnﬁn BHPIYety to obtain a
return on their investnent in access point and
[0066hmuni c@ie factoritak lmlderstloéaﬁom bendramidheif atdlitylto obtain@ r&urn on
r.ovi de sel ective co [_access r G 0
el iyt s Dot e Rp i ion B EBERnn e e B Bt 16
proyaieceiattive cbﬁfdi Svérhece@ﬁ\bﬁbtebpdcytotsﬁcl:lﬁédu@mat I memmel such
Qwner tor.to C sel.ect.ive control over
carpign o1 sSlREh B Acks s iUt tocon AIBCLPHOMER tbybeHEr o
exdrélscidelc@five QAWRSI ovel 22066 baset i & Busindss O] delefnidebby hbldRation
to provide a nethod and systemthat is capable of 10
OWBfTovi di ng sel ective control over access in access

poi nt and conmmuni cati on equi prent and all ow ng such
[008GLii prerfence iwonld bedssirele toaireids ymethod endtysten that is capable of

R H035 b RO Ry

allgvfig) §L]chAqmpmelmtng provide sechesglectpleapytrad i atordende vafh & buginess

glgﬁﬁl @ tlgpﬁ a I%gal WLAN access point (such as
mofiel dgigrping ABHIWIT and router) is used to provide
| ocal control of access to a network, based on

real -tinme nmetering and/or_ratin Qr..nore
conmuni cat i onB&!@gl %&E%Nv%ﬁ]ﬁ'ﬁl\érl ng and/ or
[0008f | NG O ccBrdnfIBRE &éﬁd %(&ﬁscﬁmaam ofﬂﬁ'p@é&&ﬁﬁmfeﬁﬁ’ém alocal
pp

usage has exceeded an a i cabl e usage [imt

WI eepsssmwiini(sush gs 2 psnbinsd acesys pejntand aguger) el tOtpﬁéﬂwlml
cor&;amﬁfctés% JM&Q}’baE&f&H RAUAIMBERES IR rmg o 8he\Rkfore

t user communi cati on session.
cordmuuication gessmns; n&hexesaldimg metering mdéanﬁtngmf a ca@m@@aﬂon session
ey e
disconnedt é® WhANmnnenuomﬂ:srebp tenhinatiog apess & the nauwtot'k oftthas mser’s
e of. t he access point, such as the access point
“”?@wﬁggﬁ 08¢ sy st em The access control softmare i s

dormant until a location o erator é&
[0088]cess p"eﬁcﬂlidﬂtﬂwte gaeexeppl %Wﬁ%’ﬁ@tﬁnp access contm software is used

to facilitate local control of access to the network. The access control software resides in the
access point and operates with other software of the access point, such as the access point
operating system. The access control software is dormant until a location owner or operator

of the access point chooses to activate it.

[0009] In an exemplary embodiment, the access control software provides various
functions to facilitate local control of access to the network. The access control software
interacts with the access point operating system to prompt a user (e.g., a HTML or telnet
prompt) attempting to obtain access to enter an access code on his/her wireless device. The
user may obtain the access code from a number of different sources including, for example,

the location owner’s personnel or from a display or printout from equipment at the location,
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[0009] In an exenpl ary enbodi nent, the access control
software provides various functions to facilitate
| ocal control of access to the network. The access

control software interacts with the access '
8’%@\%%4?03%33 systemto pronpt a user (e.g., a I_ﬁ(?j‘_fﬂ%)zpos/osmm
telnet 30 pronpt) attenpting to obtain access to enter
whith #a§ BRRudE @iGctis Plift, BiSthe WektRn&Soifl BY idE@PO

may obtain thecaccg%s cod% fromeiiﬁ)nunger %)fgz:;}’sféé&?gﬁank
trapsgptier systege| udi ng, for exanple, the location owner's

personnel or froma display or printout from equipnment
[0810]t he | Bbeadeess,codinVIBIRCO4LiOF 98 REorRETMUBANNZY BABAEd By the

' Wale] C i nt.._or. the.location' s
el RinlP ¥R SR e RRETRT AL, Mo O e R Wi
pe.ﬂ;l'?ﬂeé amd/«.ﬁxﬁiﬂidﬂlﬁa&heteaqxgﬁﬁﬁinggd gmlﬁlﬁ usages Avchsaicods yna9oe
i nf ormati on t hat e us the access point fo
BRAEH BY e ARt OB N GcR oo ARG AP T BB R D remote
cohtdél severeid coimubRErRd tthe RiciidnlovthedttgBiprieht\ & the location.
har anet e ﬁ§]%‘r1%ermtt| ng or Limting usage, Access codes

AlfrERatigely sis P nay he designed to acEemt pash. liksra \radias mackipg or

deBR 6£&8dibGkdinfdmaticy be generated by a renote control
server and conmmuni cated to the | ocati on owner or

i pmren ' , i .
0GRy o ool Borfi 8ithiAe alsd ol oAl ool iR 6 Ehe
systems b0 ohdain ogal-tivhe bictering (onrte dicilitate swthinmetaringdiyiesternal fccess control

e ntr softwar.e.al so_interacts wth
sopRatiof oL 8r ARERBIGAR Rloidile MBI tichani ot i Mgheior A niyber of
critesibgnclnding for exaongle gt ¢dnasotion,duration bEsonnectioy, @ Vol data

C s ,control. software),.of one or nore connections.
up%ggegrsqrrqﬁwﬁﬁgf%ﬂé‘s‘ﬁlﬁg@d’o%&g% or nore of a number of
criteria,_ including for exanple, per connection,
l‘"&&i atio nT}%ﬂ’a"E‘??ﬁ IO spftwags m@bﬁlﬁﬂﬁr"ﬂfi@ teal-time gafing ofthg uspse
badd@ \h bf@staford ehiftfial hér RRPR IS blloWR alcBRkwhicfish @Qs@@nztfé be

control software may al so provide real-tine rating

mopigred it acsperk sedplisnamermtuisedyatheredthe viage Hmitiostated asepdadiar
ambilt) e HabOWirdaf BITURLEALLAD (RESHHADELAIRE | TON! L Of ed

W th respéct to dollar anoun where t he usage

LM t | t | t, T limt .
093 1 RSB e TRy T RRES prigpspating
systenetoalisvemmecreuniminiGnibi vasion bt vonhetioh (tjli_ae baset $n \heirbaliting:

cce ol nt erati,n 20 temto di sconnect a
megegﬂﬁaﬁq/%aﬁ‘%g%&g eg Wec‘ﬁgg%gﬁf'on that, based on the

real -time netering and/or rating, has exceeded sone
[0044lyge | iThetaccess control software allows a location owner or operator to specify and

conform the use of the access point based on his/her specified usage parameters and/or

- business rules. Examples of usage parameters and/or business rules that a location owner is

able to specify include: (a) maximum session time (e.g., in time or monetary units); (b)
maximum data (up and/or down) (e.g., in bytes or monetary units); (¢) pop-ups, warnings,
and grace periods; (d) comps (e.g., free access with purchase); (€) varying rates by time of
day, day of week (e.g., charge more during rush hour); (f) limiting access to a specific time of
day, day of week, or to multiple time periods; (g) specifying certain free sites (i.. use
connected to these sites does not count toward usage limit) or alternatively, metering and

rating a communication session based on the website being visited; (h) limiting the number of
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[0014] The access control software allows a | ocation
owner or operator to specify and conformthe use of
the access point based on his/her specified usage

[ S and/ or business rul es. Exanples IS
’ﬁgﬁgﬁg%’ and/ or business rules that a Ioca]l?(]’f ag%%?“
is 25 able to specify include: (a) maximum session

sitabiReb iR vSers oﬁ-ﬂn@ 'aH&3 (1§’5remi’1%%§a%ﬁ’16 tHhfifidatiod Mlmber®rok PRtitted
data (up and/or g., in bytes or nonetary

usgigi ts); (c) pop- ups war ni ngs, and grace periods; (d)
conps (e.g., free access with purchase); (e) varyi ng
[00Ef]es byht mnmxexﬁplatyaembodm;ent) fthanmlkoc(af egtenng:tha rugege mmameters

mﬂp ﬁg‘ g’f‘gmu%gy-‘ o ¥ r%} ﬂaé ac%@sg Romtlrngglgac 5 rt.h% e‘taers ona keypad

thitds pakst, or(cginested €9, i degess poihiiln tlferaaemsm\teeﬁle ﬁ)arameteus@uld be

nne ted t these sites do not, unt . t owar d
ol B e ey ot i Ak A o0 s el Sviee 2 ek
coﬁmmﬁdau@@wpmem Yinth The fardmeteR @oiie brsb b€ efit€ricd Ysing a device

vi.sited; limting the nupber o 2004({&29823

oDt eI Aot B WU R IP YRR RBArpgters to
thEhR8ds 'pBi[iig Wﬁﬁ%‘ I8Rrdefl eTHe a&;bﬁ&hb@ Ebﬂ%éi’@ﬁf &ntérdig tﬁ@{)éﬂnh&tﬁlg steps

di ment, the

users In one exenp
thelocaionepmerfioygh dmgréwmramlémng they bperrontm@ebt@sspm@sffhe

aelitlaGRade éﬂﬁ i nvol ves entering the
eparan% g’r%%ﬁgn a ypa ?? |s part of, or

necteg t ace t. ln a
[Oﬁ%’:l1 par aﬁrle?n exén atiy (fmg%gmpeg{, g} 1 tll1josdI o%erg g} gg%ﬁ‘e 021 ¥§ godes for
thé begivntowaér, mmlvesamnmwekvenhatas cupatdt eSonomwicating with the access
secur nication with_t cess p
pof 1 iy PR Bt i Bpfvou, KRR a-aen 08 ey
cohditiérea e @Eeqﬁfdﬁbﬁ of B enonfHlifGint bpthe 16cafidEswnetf Yof kany, 8
in turn downl oad the paraneters .tq the access point

comppigal Lo THGRRARS® AICARSI 9% dp FSh St uaRamuhe LOpiEe! server s able to

deSIHivatE iR cb IS cAAb PsTRInaESn SR esd Poih 1B 1a0IE 6 a9 heRYVMBE generation
t hrough data entry thereby allow ng the | ocation owner

of pepesiredesiyay tedasedosi thesperisadfausingpsaites apdiordisagegrarameters of the
lo&H ﬁgﬁ J%Eoﬁl tht QL& coligs £8 agegengfﬁ?eqp I PEb o Qégaf@rg the

generatlng t access codes or
patagisters arthevdage pérmittadyxating for usage.cindior otherrpardamagters pemﬁmg or

hﬂﬁﬁﬁ)ega‘gng %§OMB&%MCMSLQ &ehe access point via

or a computer Wor k. The generation of

06ighe ﬁf’y‘:ﬁm?fﬂa%efbcﬁwé?qn%% B8 Bt st FrolTRR by

invoBrEliofaloadifig tHe adcesBéddeSfiam Eige cdRfloll sekeBehd Less IpBint ik @ secure
situation, the control, server is able to deactivat

Intpagt copRRElen LA RO ERintlat GeilaralneisHe e SeuTp BPHOT Sjch as, 2
baﬁ]&ﬁé(née%&aynent The generation

Q—
n-r-

-[0018] The control server may also gather usage data and provides reports of that data
to the location owner.
[0019] In an alternative exemplary embodiment, the access point or an associated

device is configured to accept cash or other form of payment, such as debit or credit card

information. The access point would then permit the amount of use associated with the

payment made.
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of access codes may be based on the specified business
rul es and/ or usage paraneters of the |ocation owner
for whom the access codes are generated. Information

l, the 20 paraneters on the usage per /ﬁ
?@%ﬁ%g)g%r usage, and/or other paraneters pe?a{ §ﬁmmmmu3
or limting usage may be enbedded in the access code

[0D2§)17] Tm@admiehg@erﬁﬁtws SinbOHMEREraAREASS al 8RS cb&:, the
the | ocati on owner i nvol ve downl oadi ng) t he access

logatiga §Wp?r§w1@ﬁ@adéb%@qv&e IR dropthe devigqattempting © mrkegcoppegtion via
thé a&:@é‘s‘ifoﬁlt and ¥h€ 1R onCRRRESIul PR erPEntd:Qntd the%cés@ [)thf‘lﬂg d&ice ID

t he location using a secure network, such as;
Wﬂaﬁmoagct aedofor e amowy of uspaepweised| server may aI so

gat her usage data and provides reports of that data
[0021]t he | Eudlicrmorepthe ecrccss[ubﬁit 83n Hasetmp talléckrtn atserver residing on a

oG 3t ERRGH AR acchioRE R RSl e Lspbperiger o an
availdbdy sefx@dd‘pr@&ﬁd@ﬁ!’ﬂﬁﬂiuthﬁﬁ%oﬁ shallehge faily at thiecsdivier, Al adcess

30 information. The acce oi nt W0 he ermt the
coRfieh VA CHkernd a BIrereEt Bibop ﬁreﬁfrémggfaw@mﬂ feiase gfgsss from
m@ﬁ@éﬁ&%&&&%ﬁ@ﬂﬁﬁ&@@&/ &&961’&1 adcél8 28de foNavditibion at the access

rnative exenpl ary enbodj nent, rather than an
panc 5§§e %sa\w:r pwﬁléaseq a5eas6 oM theuosstion sumer. s/he Wil have gs gpeess code

to bidef foPthe taﬁﬁerﬂr%&ti&lechﬁﬁéngmthé‘&c&% pORK6r RhérRE BGvd RBesYi @
the access point and t | ocati on owner could then

pegpitted by the gcaepiroiiicess point the device ID with a
product code for the anobunt of usage purchased. 5
[0022021] FUih¢ presenimesntiph proxsiess surpbsr of bmﬁts kaed/seadvaq!tagas For

Q ver S| g 0 net
o B B Sy B BN el ity s e
loaation bwnar itdpovide, paice, aad abthialpapmeret ifor thengtwaonki adedss it bfovides to its
aut henti. %atl on chal e.fails at tpﬁ%s@gver f e
CuSIRMERS Y1a 1S Aigesppotat atiqugymer coptrls the usingss rgles gpd/or usage
patififtterd @gdtoendit h&@ssw tHeGRtWddk, HbtErS asdoraaie S the ubdgen rehPeme,
| ocati on owner, and pronpti rt]fqt,f or entr of an access

and, yehen appTopiate, disconugets i user that hasgxceed gk pn ugage (5.8 a
prdpifl MRk t Bt hARCEmARmASEatd mﬁm the 1&&&@1 bWiibr em%wde, and

s/ he w | have an access code " to enter for th
charge fesrcpasato thanatwerk) te Agpecusiomen aobjustsybscrbgrp of @rtam service

e 8 EIETS ot A s BP0y
subseriptfontrate ghatjjs apt mmm gxgeg;stoﬂm s intended usage.

[0023] Reference to the remaining portions of the specification, including the
drawings and claims, will realize other features and advantages of the present invention.
Further features and advantages of the present invention, as well as the structure and
operation of various embodiments of the present invention, are described in detail below with
respect to accompanying drawings, like reference numbers indicate identical or functionally

similar elements.

BRIEF DESCRIPTION OF THE DRAWINGS
[0024] FIG. 1 is a simplified block diagram illustrating an exemplary embodiment of

the present invention; and
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exanpl e, a benefit of the present invention is that it
provides maximum flexibility to the 15 | ocati on owner
to provide, price, and obtain paynent for the network

access it provides to its custoners via its
BOi2A¥/02%%k | ocati on owner controls the busi n%@ﬁﬁ‘%@go‘m

and/ or usage paraneters used to permt access to the

[0028]WOr K, FIGEE & siiplified blost @agrh SIeasie énethwyiemg)iﬁ ,
S

and, when appropriate, disconnects the user tha

of theprssqnt invention withagentral servera  prepai d anount
credit limt, time limt, data limt). The | ocation
owner can provide, and 20 charge for, access to the

Cortain soELAiEd BFCRIHONDE HIBBENTION |, .

[0026] t he Ubeprséchtinvertiondsthe fatmlvfiond branore @xérmg]atyGnibagingnts will

flat, sub ipti.on .r af. at J.s not related to that
nogy B csssbiPed Ficd L i Rl Mot i att® Gy o8 o Gt
enfbedimient Glgh@preierminﬁenﬁbn.t F.lefeﬁ'mglmb FiG:a t'rt]le Bx?rilﬂlﬁﬁy léﬂibﬂﬁrddeﬁte
.. dqrawi n a cl.ains, will, realize other features an
inclipne et L pRAT e Roint PR Fo6r comes! B ogie 14
redidiag theRSn. aMChne dxanilagenpRmehthifonDiHe 265ks poitantis SWLAAS (wireless
as the structure and operation of .various

I
logirﬁsan%ﬂﬂ% acspssiprint pruges epd the acessi qopiiol saftwargdddy p- 1xn
extifiiBle luthEkRYYioN frftocd EERE AppliatiBs 8 B/bfied (ri’ﬁ MYPEEN

I ke reference nunbers i'ndicate Identica )
stapdayd+ Othenexeplasy imnlementationsinclyde BlyelophBE optirRhert rapsp radio

. : N K
coffmuhididd b BAGEH 16 eblodyd el ilovla i@l person
of prdirseynskill imtberart will apprediae ABr 200 BRIrotocols that can be used to
. 0 4 Fl 2 1 ' i fi bl k
impleThept IR R Ion | ER iyt Tho ok ofyfol IBwork T provsa
number qifiextons tb all@nthe@ocess pdintazammcttmlfo@ﬁmpre, a biEltAd LED

. PTI OF . THE | NVENT.I ON 0026] T r.esen .
TR PR o DTV BR LA RA) ROV 8RBT BF e deseibed
belewbodi nents will now be described. FIG 1 is a

sinplified block diagramillustrating an exenplary

[o27podi MeRihOéxeinBRrPERERher Y @8lvh SOFIARET B hbd28s doRurbl sHhware
1, the exenplary enb [ ud 10

odi nent 1ncludes a system

14 peoyideg a aumbgr of Smctienakity. Fer iappleatheasesseenntrpbiofisiate: Mamay be

actlfv'ateiggeiﬂfe 18éhtioh Séfhﬂgnkg)efa%g)eo?ﬁle ak&fgﬂcﬁg%%ﬁystem

np ntation, t ccess pol nt

inifalizatidne(esat B0atbrdund). Himhactizated th) acaess esrdrab sofiware dditesrains
tlarnld.thg access control software 14 is an 802.1x

entrely mac ve.

[0028] When activated, the access control software 14 receives an access code (or
other payment information) from each wireless client or device 18 attempting to contact the
access point 12 to establish access to the computer network 16. Unless the access code is
valid, the access control software 14 will not anthenticate the wireless client 18 thereby

preventing the wireless client 18 from establishing access via the access point 12.

[0029] Following a valid access attempt, the access control sofiware 14 may display a

legal conditions window and seek positive acknowledgement before allowing a

‘communication session to be established with the computer network.
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extensi bl e authentication protocol (LEAP) application
devel oped based on the WLAN standard. O her exenplary
i rrpl enent ati ons include Bl uetoothTM or ot her short

e radio communication protocols. Based 9
‘ﬁ?% 4888t and teachings provided herein, li#;r/é%ﬁ"m%‘}“s

ordinary skill in the art wll appremate other
ni c Fh
OBRFTUT, bt R OU RPEER) 98 ) SELLD ol s et

(brintsmset agenss eadles inbst 2 quantfiable amaopnt efservice to) barprevided based on the

opglla{{g,glslbgﬁgesggﬂél | ow the access point 12 to act as, for
exa [t-in authentication, authorization,

IO@S C ?IC (t:)g g éTq A‘&P%S h t\lll}eg:.ff \{aﬂlé a‘é%?%?%r é, u%%%s a?rmé)r\ §oﬁware

14astablibven ﬂeﬂﬂpcﬁb@ individudlacaute Back adtbtirttlinchales wodrenin boubéof
%@o&des an r of fugctl onality. For exanple, the
pe usage,base ‘Pn BPIRET Q%4 may be activated by the
| ocati on_owner ("operator'’ ZﬂaOf the access point 12
(0083} i ng sTRaasaess Aortiohpafinarg th opesstingin gonjunctipn withefher goftware
e
or By U L e ORI i o e bR Y B e, i
ablgdn swltm@gnqlmmtqam@@@pmmw@@@w eoeERspusking tp Gifferent

I
55 R bIAET AP L BT WSS 5 i
thel@nhestions estdblisted vm:the a@essq)ohih &2 dhnmmse contesl sefivikard & continually

Un| h |
m°§@?&%§£errtsm%ﬁ%°ﬁg%ﬁ% i8] R ot RS RERR Pl O

18t t t | e, | 18 .
OB a1 | cPieal O CReUa-iTaed FELES L. e SHRamOv R 5Pgginess
rul69)] tho¥écBE cBntyallsbRw a6 ¢4 ﬁﬁy ArbR AMamind'® tRCARESI TR, ragibp-up

sof t war e 14 may display a 30 |legal conditions wn
window anetbg CIEFES%FPVFT@’@S euWisadhssage W%P@Séhq lpwiable ysage limit
or &%}H&lﬁ' Sftilaply), tﬁﬁ%§%a‘3\f}1\g SoldEalsbeAlbd Bthd %Hﬁdlum similar
onput er net Wor k 2004/ 029823 PCT/ U82003 030443
@rolntm}et mreumwindow, appearing) fos exampls; every fivemizntes. t o ( a)
test access codes for validity, and (b) interpret
[008dLess cWHesusapd exceedy tiserallowalkd hagaﬁmitnﬂae aécessarontmlesoﬁwrare 14

. be .provided.based on th era r's .busi nes es. . .

is o PSR iR BB it 42 BTGB of RGP AR gk Fbimication

ses6iofl @ithitiecliancidimmeditdlyl software 5 14 establishes a
tenporary individual account. Each account includes a

[oo@srt ai N ERMkRtord fhe RE4s8TodRHsofEREE1 LagEAsPProViae RIS Wing

code.
functionality. For example, the access control sofiware 14 is capable of allowing the operator

to define the usage parameters and/or business rules governing usage and access conditions.

This capability is user-friendly and associated with extensive, well-organized help functions.
The usage parameters and/or business rules are stored in the access point 12 and are used to
direct the access control softiware 14 on how to meter and/or rate the communication sessions
or connections established via the access point 12 and how to interpret access codes. One or
more methods may be available to meter and/or rate a communication session. It should be
understood that, in some instances, a method may be used to both meter and rate a
communication session; in other instances, a first method may be used to meter and a second
method may be used to rate a communication session. Using the information associated with

an access code, the access control software 14 is able select the appropriate method(s) to
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[0032] The access control software 14, operating in

conjunction with other software or applications on

the access point 12, such as, the access point

\%2{’?‘}? g, system software, is able to si nul b’0§0¥0443
P8t**ari ous conmuni cati on sessions correspon I'ng

to different 10 tenporary individual accounts. As the

méiérl 288tatd BcREFIRM g cOmARRANBA Yesitin. The SHEALOI® ghieh B flexibility
he connection established via the access poi.nt, 12

to d@ea@@g@mﬁm@m bwma& railes JM?SHPMH@PP%P CFi{5Hip ingfuding, for
ex&rﬁ@ @Eﬂ i‘i e bbb hitsh, BPREAMYm data (up
actou I'n real

Based on” op erat or - def i ned
andyar dovaD €¢.8., 1(mbyb,es 01.' menatanz amrt

cbmpe#psmmgh @nd grace periods; (d)

b 53, - SR PSRl ) o5 paéﬁa%%a foEy oo

chirgemotd daming wsh/lhomﬁ,e(ﬁslindémg' aeyss \tmaaipet:itﬁe tigwag day, day of week, or to

m@ﬁﬁf ?151'% he %o g?l lagg%g'fn%tc%ﬁ%g%ﬁ % Lifs ee cLoD ee%‘?e!&% ﬂjese sites

do&Ohoe Eduns tdﬁ@rdﬁ&dgdlli‘thltb (Wylikhdting thenumbdr bf simonlt4nepasuseys or clients

j ndow, .. appearing, for .ex le,.every fi.ye u
onluscon! AR st B aniapeet s L e 1Ay poces
cohtRf} sGBFR6 $4 HEQapIbR ofgehdrititip@cdeds codss BRedbd the Gfecified usage

| nstructi ng t he access point 12 to terminate (or

Haleomuni cati on 20 session with the
cI i ent 18 |mTed| ately. [0035] Furthernore, the access
[0036ht r ol EISE Ruig %mmhﬁfrdd?;b@ﬂ CB%BTW dW@@lﬂgHE°¢@1 epcawlﬁg'

I t
emfbgéi Pﬁh@dﬁl&é 4[;Tf¥ssem£' 1%%% ﬁ?xg i 'this F}Féﬁ%‘lﬁ’g Glt%ﬁgdl%glgr gltg g(r:cesst cgnh‘ol
softhedre 14 wootls inisageratian mtba emtroasnm; 20 ihicorizd serypresoftware 22
n| n e C
G, RGBS 20 e o Gropl smctons
suchxds£ios examme;vph)}ment @Jﬁ[hebﬁdi usee bynd Billing} seporting, 26aniihg aud sagerity
r amat ers and/or business rules are stored in the

forg SN 6i nt 12 and are used to direct the access
control software 14 on how to neter and/g}@ rate the
&

[003Ghmuni chthegxemplasy epkodiment agshewadn ERz 2othe senessqeafol spfware
14&&52 p?&v?&%ﬁe RAbRin ]aadlﬁﬂﬂtl h&%&ﬁhtw tFRF Bl GRES mittly @Stivated,

nore nethods may be avai'l able to neter and/or
theraao@s aontx@hmﬁwamﬂ divects é@S?PGWOI‘J Yia tduraet o anasent t ood

nuﬁ 13101'1 1 pre vgkﬁeg%g) AfSonfRol TBIvEOL AR 22€ TS Séjcohﬁ} mmatmn

er a communi cat I on session; In ot
ﬁmcnen POTIPLS, thmo;fe’ratcstthmegmhd pmagss oestablishingamasceunt afrﬂ;le gontrol

w38 o TRl R, 815 LA e

us#ze paamerentmd/of hsimescmiks ﬁonrthe odntrebserwa saftviate 22 abl e
sel ect the appropriate nethod(s) to 7 WO 2004/ 029823

[0038]/ US20R3hd3RApRry shbdiméi ds shatva uamm 12{ 8 Rexiteb] Bgver sofiware
conmmuni cati on session. The operator Ig t\{len th(Ie

22 ig capale ¢f Reyformmg the following functions. For examp e, the contro

22 is capable of handling communications with a number of access points 12. The control

server software 22 is capable of directing a new operator through the process of establishing a

new account. This process may be entirely automated, although a help function may also be

server software

provided. The account is set up so that the control server 20 can monitor and keep track of

activities relating to the corresponding access point 12.



10

15

20

25

30

to define usage paraneters and/or business rul es based

on a nunber of criteria including, for exanple, (a)

maxi mum session tine (e.g., in time or nonetary

units): (b) maxi numdata (up and/or down) (

Wytzé%“)/oa?sg?mnet ary units); (c) pop-ups, mrnllﬁ%’lgnszodsg)sous
grace periods; (d) 5 conps (e.g., free access with

[063§£E h az ©}he rle® ahc&ﬁﬁﬁ'i)ﬁgesﬁ fHa$ fncpMe,t fofr&aﬁlfpled &y c?l%ﬂngjf

arge nore during rush hour )
1de|nt1ﬁ¢atlpn gnchweegs infaymatior insfuding etmafkvalidaiingy (®) aa?gra?ng credit
[
5 i Qe P BBl B
(c)delesnngcbullmg)mmhw&n(wmmpl@ssargbt mfplndet 2) pregaig adcpyntisuplyas, ReyPal, or
creEH car?r\glgl'[t ?xf] %{% : ﬁg&? %’g ﬁ%{ ?bfﬂ (8 ch?}ﬂ J?rn& lQHnJ dl&'fosm%'lqd legal
agreements; tandl () stepysing thh eparatorthrough usage parainetmfand:dar bls:mss les set-
capabl e of generating access codes based on the
Yspecified usage parameters and/or business rul es.

0036] FIG 2 is a sinplified block, dj . -,
[0040] us% r aPRGGNAROVAES SE’EE‘E oy the 3peesg mﬁi%acfﬁss Pjgt 12 can issue

reqRE&SRMthe LIAUETHehRN20 f0P addBisT0825E MAL B61rof By A isofwidre 22 Iapable
access control software 14 works in coopergtion mnth

of gengrating WCGW@@rbaifd omehspeq;ﬁ@ct WREeRATYRTiers gy gphusingss rylss
prJv?&E%k% Jplfak o?ﬁle foﬁﬁtlF ;l' éﬁfcﬁ!ﬁrcoé@zﬁfo%'ﬂfe a%@ess control

S a“ " nunper O opt’l ona unctions such as,
softwameph 0 aufepieats he cient, Hibaseron & BIopiFieyslgoriyshared between the

e the operator.
o SO RS L8 0 B b2, 00 OPPLTHG 2,
t he access control rov ide th
[0q46]e| oW n’ghea{:@mr?l SEIVE] so%tnr 213 d?]%ﬁpﬁ‘%@%f W@%%g gccess codes as
wellb gisé’ée' p)ira&fehdré/ﬁfd%ﬂ busizdds fulled t@ﬁﬁ%&&s@@ﬁtrbkﬁoﬂ:ﬁ/@fetm%e control
14 directs_the operator, Vi e Inte
seryE 29upAY Hebleita Feesiae | RyAcch rfefflﬁna it Begp Sfﬁmf £ i return 2 one-
tinfeQRE hRbssTOEYRF a fdi- ﬁiﬁ@%b%ased-ﬁlaﬁsaaﬁ&i? \S3nilhry, héodés codé with a
function pronpts the operator through the pr gcess of

limited swlidityiperies errethes sestisHonsmmayhe reyred By thecaptyel seryer 201he

access control software 14 is capable of recei vi ng
[02kess cHuewntralsemet softwere 22is shietoraseivesandruser paynent

mﬁ%%lggﬁ? ot r?rpt%klggntftrrag t'io 3efaglﬂ)ﬁ%%clﬁcferﬁ’a§ﬁalS@efbfthef?cédlt?cgrd)

exe shown
frohdthe m@isroﬂhtrdebﬁ\eare 349,f;trmssathat2>2ymmt (trapabﬂlcm tbfough an interested

erfo Q C Fok tih
alg ety auithepd Packp (R apes coppliofiien At AR sy e
cola AR AitEHZNgascass.t h @ nunmber of access points 12 The
control server software 22 is capable of directing a

[Odlglx 0 DETﬂeQ{on{r s%oh@@re%QQ fisdedblad abt th! bﬁéiat@r’s access

account. process may be entirely autonmated

codsl redussigh qudeqaby,fthmtr@lrsemy (Qungy 2ensralioe FHEUATH & cachrpperator
sho%ﬁng %’L{Hl g&at%‘geda\ﬁo%s%ﬂe a&:@c%% cOdbGeREE "B expBE¥EEpetiorGBftnue, and

the daily and cumulative b111mg charges. This summary may be sent to the operator by e-

mail or other means. This summary may include the operator’s authorization code for
requesting access codes for the following day. Based on the disclosure and teachings
provided herein, a person of ordinary skill in the art will appreciate other types of information

that can be provided by the control server 20 to the operators in accordance with the present

invention.
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activities relating to the correspondi ng access poi nt
12. 8 WD 20041029823 PCT/ US2003/ 030443 [0039] The new
account process nay include, for exanple, (a)
lectin identification and address infor
??c?f"b‘@%#@ge- mai | validation; (b) performng cré{é&tﬂ%mo“‘”
check as required (aI ternatively, this function maybe

[0 Ogaf sed tfWnidl’s al2b iy ca?)ﬂﬁé §f@enera€u§§ a ﬁﬁ'f&céabli‘&lhng

i ng nethods xanp es m ght i nclude prepaid
perigld(e.gn b amﬂﬂ)&bﬂﬂs)?ay@takes approprigie eeficns whé fingpaia] ingtitution

extra-cost 01
e EPHBErSEkS b o £S5l Bl fng SRR B, o
gelfemlpglamgletﬂ'cmm@apdrdull)through usage paraneters and/ or
busi ness rules set- up. [0040] Once an account is set

[0045] f or thR cBfEsISErvaGiofivarb2? id dite Baeasivatp dierdceds? camio] software

h
14 aaaied YHA Qe OPEEPT P EL R B R A e g any

defRlivA& L&t chirolssiirse tRdes based on the specified
usage paraneters and/ or business rules provided by the

r at orQf [
O o ASCERR i DA o
codgl"reqtmbts arnrdarao bley egeratorsdo ppssﬁﬂﬂ iastanops ef apsratar fisnd pugd abyse-
etvween th
Th b spndd SomPAE 7 e S el od the Bhtrdt Béver software 22
as ﬁ efotildao @ RADIUS servpia ilte cofitral ecmmpﬁweﬂ@ weoulktben xsernete the

o e e L0 R R PO o 555 e 2

to £4) dE¥hdp Quibdref possitbeindeoiiditiamyastwell asigenevsit more domplate
the operator and return.a one- tinme use access code

mf?@?'atlﬁn fos anpgement,and. alYYY ¢ r ansaction. Simlarly,

access code wwth a limted validity period or oth
[0043kt r i ctTherascasaigontel sofimiareniddimihe embodimgrtsgewa mRIG %2?5 the

coxih%@ daber l0EwHEPS glﬁ ltheséi"ﬁ%ﬁﬁneﬁ%}fo%ﬁﬁ FRZ 2) ﬂl&@ tﬁe bi$erator to define

receive end-user paynent 20 I nformation aynent
a ntxmhersﬁé‘pnodupts( "dad sl aperaton c\u&hdetona‘)m@tlﬂ an%@rtfor&& dﬂa the access
ard
p°‘B gi(ijelgog “That fe, sht yp(i %ﬂa&n@%@i@ﬂe%n thr oug% | n%sé@ gt be ysed

sucma\ffs t‘YB(syepresmtmgw'wOsmnutebmbnmaut tithe, paicebai$1 é)@h' t Tl usage

sof tware, 14 elthe ess code

paralapﬁbsrqngfor@“sg}fase@ %% Re° g%nn ?qwéer Ve 05 fo nterpret

acoess doded, Ur t her abl e to track each operator' s access 25
code requests. Periodically, the control server 20 nmay

[00A8]eT at eTiE SLUTTBSAL allOws BR GEeeMRRDIBSIMOiwaRRAVIS Gutheifibate the
operating data as the access code requests, the

client p8 based on p praprigiaryr & wiier we 11 kpeyvn authentication aIgonthm The access
code serves to inform the access control software 14 algorithmically which “product” the

client 18 has purchased. The following are some of the rules to be observed in access code
creation and interpretation: (a) access codes are not to be reused for the same operator; (b)
access codes are only valid for a limited, predefined period of time; (c) no more than one
communication session or connection per access code; (d) access codes are valid only for the

issuing operator.

[0049] It should be understood that the present invention as described above can be
implemented using software, hardware or a combination of both, in a distributed or integrated

manner. Based on the disclosure and teachings provided herein, a person of ordinary skill in

10



the daily and cunul ative billing charges. This summary
may be sent to the operator by e- mail or other neans.
This summary may include the operator's authorization
f requesti ng access codes for the fo j
'@§§3”§%§%% on the disclosure and teachings 3Eé§ﬁ%@§%%%“3
herein, a person of ordinary skill in the art wll
the%ﬁ’%’ﬁ%%ﬁte&a@toﬁﬁf whyP2:/of InelhBiPihARIah B8 usel Aimpfl@fedd the present
provided by the control server 20 to the operators in
invgeiéasr dance with the present invention. 9 WO
2004/ 029823 PCT/ US2003/ 030443 [0044] The contro
[0058} ver shbistunderstod®thatthe expariplas and cmyboriments descrbedihieteir ayp for

a.each billin er 0 . j .

St Patph PP W e g e oo BE el 12 R rr B Gt e

sugk%eTtﬂi to pefsanigskilipddn theartiahd fraltcmlbe nieloded within therspivi autl purview of
.bal ance, charging. a Pa accounpt ...or . generati

tig hue i 260 oPpaRLF R s ool ByoiRRord oy kel

appiRhfioNd cRedRrdif ardheRbY ceipaitdd\ by refetehes fof albpupesssin théir
software 14 associated with delinquent operators, and

enffgect and prevent attenpts to re-activate any
deacti vated access control software 14. [0046] The
control server software 22 is capabl e of exercising
oversi ght of access code requests in order to alert
operators to possible instances of operator fraud and
abuse. 10 The access control software 14 may send
usage information to the control server software-22
as it would to a RADI US server. The control server
software 22 would then reconcile the usage
information with the access code requests. This
permts the control server software 22 to flag a
hi gher nunber of possible fraud conditions, as well as
generate nore conplete information for nanagenent and
anal ysis. 15 [0047] The access control software 14 (in
t he enbodi nent shown in FIG 1) or the control server
software 22 (in the enbodi nent shown in FIG 2) allows
the operator to define a nunber of "products" that
the operator wi shes to pronote and offer for sale via
the access point 12. For exanple, sinple al phanuneric
codes representing the products m ght be used such as
"T30" representing "30 m nutes of connect tinme, priced
at $1.00." The usage 20 paraneters and/ or business
rul es instruct the access control software 14 on how
to interpret access codes.

=
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[ 0048] The access code allows the access contro
software 14 to authenticate the client 18 based on a
proprietary or other well known authentication
algorithm The access code serves to informthe
access control software 14 algorithm cally which
"product” -the 25 client 18 has purchased. The
following are some of the rules to be observed in
access code «creation and interpretation: (a) access
codes are not to be reused for the sanme operator; (Db)
GCesSS codes are only valid for alimted, predefined
(% od of tinme; (c) no nore than one contmuni cati on
session or connection per access code; (d) access
codes arejvalid oRlc¥esk PoidthDmrh@Eektide @pENMM progmmed to
ﬁ0049] It should be understood that the present
allow entetadler 4 establishi Issiiclipes an @aisehe Wicless aptest &y aompyter

n%ig/g%k“ e%%tg d%g(ra\%{ orRrsel%w%%lﬁ@rtlh@éﬁgf?&enpgf %u(ti hégalfér.

Irntegrate manner. “Based o
di scl osure and teachi ngs provi ded herein, a person of
ordinary skill in__10 WO 2004/029823 PCT/ US2003/ 030443

the art wll| appr SeieaA%EesSMEN SOAYRUNARIS: SHRRTR <Ot Haim |

. . A ge g;n&resent i nvention
“ﬁ%%gg§u¥§£ﬁgh§héggétoogk?%at the exanpl es and
enbodi nents descri bed herein are for illustrative
pur poses gnly and _that various nodif.ications or

changes i A |ight t rAGESS\ Rt %Pél‘réu@&‘btlj)é]s?"éﬂplf%m of claim 1
vd\%_@xreﬁf)&?d Exlgg%a{rﬁgiﬂtgrh%% stidtre@él 18 /e8tablpshRudeN§ dgidthm session

thint spirit and purview of this application and
timepprexhuh Hetaappomgeuhdairdmpese paymaen wequirgnieptssfor use of said

atents, and patent applications cited herein are
c‘ﬁ@?‘ﬁﬁﬂ/nt l8<|’porat ed by reference for all purposes in

their entirety. 11 Cains: 1. Access point
communi cat i on equiﬁnent programmed to  allow a .
retailer fo est abilhgeceass o togHBuLeAtign eaypraent of claim 1

w\relng re?r{ §a8 R&Shus (Sb(%aiﬁ.aglogg%%scegode r}?cffﬁ(\gﬁila RRSEALSH thMﬁn"i’it said
Wor'k servi ce provider ndependent of saird retaller
ackessTdirleac caid acpsss point @dmmninéation BqeigmepnBsforeahidbser obthins
wherein said conputer network is the Internet. 3. The .
ageeeeds Y NPOTBRIHFLIMCERRIR o MIRYRN A ACEASS ¢ PPty cpmmunication

equipment.

5. The access point communication equipment of claim 4 wherein
said access code has one or more restrictions on use of the computer network

associated with it.
6. The access point communication equipment of claim 5

wherein the restrictions associated with the access code include maximum session

time, maximum data volume and/or payment requirements.

12 [e]e



wherein said progranmng allows said retailer to
establish a user's maxi num session tinme, maxi num data
vol une and/ or inpose paynent requirenments for use of
said conputer network. 4. The access point
comuni cation equi prent of claiml1l wherein said user
nmust obtain an access code fromsaid retailer and
transmt said access code to said access point
communi cati on equi pnment before said user obtains
access to said conputer network through said access
poi nt compuni cat gl &AW BVRN ComrmnidifoR cGiDheRP oftclaim 1
conmuni cati on equi pnment of clarm AMWher ei sal d
whaereis the cadess hadntoctenmannioation e@spmenttdoonsurncatesswithfa téngrol
co ter .net k [ i I.t. 6.
SBU R OO AJEFBR BoHBHEHRE S eisip SIOHRERarR Fres t
sdi®Sd bt MwoASsoci ated with the access code include
maxi mum session time, maxi num data vol une and/ or
payment requirenments. 12 00 7. The access point
poi nt comfuni cati I BSroReR: CEOMmIta coliRiR: 37 <R 7
wheRlr @lid c&ftfol 8érvehRtopafetddShys aib antély Ideffé@bhtSforh hoth said retailer
estagﬂbllaéjshhgg condi t!td%ns to allow w rel ess access to
angly WP S VIPRePIGIdeT: 8. The access poi nt
comuni cati on equi pnent of claim7 wherein said
control server is operated by an entity different from
bot h sai d9r et ai | €fhe astdssspoidt Bemwuhicaden \equpn@hoof daim 7
9. The _access poi nt, communi cation equi pnment of c¢laim7
whersine53id $aREOL RV FTols w@Prblerofi Rlogking jiser afcess toc Raigh gomputer
ndlsBfic access to said conmputer network. 10. The access
pol nt conmuni cation equi pnent of claim?7 wherein said
retailer nust initialize an account with said control

server before allowing users to have wireless ac
Co Sai d cHiput er et AR PO coRUNLECn et of Cliim 7
WhORT 848 aki-9Br St RRRALizOhn HeBbuRt Awith said control server before

allowing users to have wireless access to said computer network.

11. The access point communication equipment of claim 4
wherein the access point communication equipment communicates with a control
server and said control server provides said retailer with access codes for

distribution to users.

12. The access point communication equipment of claim 11
wherein said access code has one or more restrictions on use of the computer

network associated with it.

13. The access point communication equipment of claim 12
wherein the restrictions associated with the access code include maximum session

time, maximum data volume and/or payment requirements.

13 00



wherei n the access point comuni cati on equi pnent

communi cates with a control server and said contro

server provides said retailer with access codes for

di stribution to users. 12. The access poi nt

comuni cation equi pnent of claim 1l wherein said

access code has one or nore restrictions on use of the

computer network associated with it. 13. The access

poi nt communi cati on equi pnment of claim 12 wherein the

restrictions associated with the access code include

maxi mum segsi on . ULRR,; :

paynent r gﬁui r errejmeg%c ?L%B%%ﬁﬁqnq%lgc%g}ges I%g%?{ £ claim 11
wharinmidaktesrcode miagmaht beodsedloacem 11 wherein sai d

access code may only be used once. 15. The access

poi nt communi cation equi pnent of claim7 wherein said

control sesver i STROREGYHEGH (cBmBAINi@Ebn | dALPIMERE i0f Rlaim 7

related to use of said aCcess point comuni cation
whenginpsaidhicontt@. seTyee ia conBigurpditacolenirinformatiorrelated to use of

equi pnent._of clai.m.15 wherejn said control server is
AT

ﬁU%%W“?B"@%ﬂ%?QP&qSWHFH oice to the retailer

based upon said collected information. 14 00

16. The access point communication equipment of claim 15
wherein said control server is configured to generate an invoice to the retailer based

upon said collected information.

14 ©°



